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SYSTEM AND METHOD FOR POLICY GENERATION

BACKGROUND

[0001] Distributed computing is an area of computer science that typically

involves distributed systems, where a distributed system generally consists of

multiple autonomous computers (or computer tasks) that communicate through a

computer network. A computer program that runs in a distributed system is referred

to as a distributed program, where distributed programming is the process of writing

such programs.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] FSG. 1 illustrates an example of a computer readable medium having

machine readable instructions for a collaborative policy refinement service.

[0003] FIG. 2 illustrates an example of a system for a collaborative policy

refinement service.

[0004] FIG. 3 illustrates example layers of an organization that can be

employed for policy refinement.

[0005] FIG. 4 illustrates an example of collaborative policy refinement service.

[0006] FIG. 5 illustrates a flowchart of an example method for generating

collaborative policies.

[0007] FIG. 6 illustrates an example of a computer system that can be

employed to implement the systems and methods illustrated in FIGS. 1-5.

DETAILED DESCRIPTION

[0008] FIG. 1 illustrates an example system 00 for generating security and

privacy policies The system 100 includes executable instructions 110 that provide

various functionality for generating security or privacy policies for an organization. In

one example, this includes a machine readable medium 10 comprising machine

readable instructions. Such instructions can include a collaborative policy refinement

service 120 to aggregate policy inputs 130 from organizational layers and to



generate security policies 140 that are consistent across the organizational layers.

The policy inputs 130 may include interface data generated from various users in an

organization, where such interface data defines a policy (e.g., what role is required

such as manager or supervisor who may access a database) for the associated layer

of the organization. For example, an organizational layer may include a database

that is associated with a level of an organization such as a legal level, business level,

security level, privacy level, information technology level, research level, engineering

level, production level, marketing level, and so forth, where each layer or level can

generate or implement a policy for the organization.

[0009] An interactive policy component 150 facilitates collaborative interaction

between the organizational layers and determination of constraints associated with

the generated security policies 140. For exampie, a user at a lower layer in the

organization (e.g., Information Technology level) may attempt to implement a policy

but the collaborative policy refinement service 1 0 determines that such policy is not

consistent or conflicts with some higher level policy (e.g., legal level) and notifies the

user of such conflict. The user may then employ the interactive policy component

150 to determine why there is a conflict and how to resolve it with an upper layer

user or system where the conflict may exist or is detected. Thus, the interactive

policy component 150 can be utilized to determine limitations or constraints when

attempting to implement a policy at a given level of an organization.

[001 0] In an example of the interactive policy component 150, the user may

be provided with an automatically generated e-maiS or real time audio or video dialog

where they can be connected with users and/or systems associated with the upper

layers where the conflicts may reside. Thus, the users can query via the interactive

policy component 150 on why the conflict exists (or why their actions are constrained

in a given manner) and how to suitably resolve it. As used herein, the term

consistent indicates that the policy 140 that is generated for one layer or level of an

organization is correlated or compatible with other layers of the organization. For

example, the highest level of an organization might be a legal level that defines legal

policies for the rest of the organization to fol!ow and thus, levels below the highest



levels are bound or constrained by such policies or rules that implement the

respective policies.

[001 In an example, a user attempting to create a policy at another level

such as at a business level would not be able to create a policy that did not satisfy or

was incompatible with the legal or upper level, for example. Thus, the collaborative

policy refinement service 120 facilitates that policy input 130 from a one level or

hierarchy of the organization is compatible or consistent with other levels of an

organization. If a security or privacy policy conflict (e.g., policy incompatibiiity

between layers) is detected between organizational layers by the collaborative policy

refinement service 120, the interactive policy component 0 can facilitate resolution

of such conflicts. For example, the interactive policy component 0 can process

queries from user interfaces (described below with respect to FIG. 2) that answer

why an attempted policy implementation or change is incompatible or inconsistent

with some other policy in the organization. Automated and interactive policy

suggestions can be provided by the interactive policy component 150 to help resolve

policy incompatibilities between layers. For example, the interactive policy

component 150 may generate a message describing why an attempted policy input

130 is not consistent or compatible with some other level of the organization. More

than merely highlighting a policy conflict, the interactive policy component 150 can

interactively guide users or systems on alternative policy decisions or selections that

would also satisfy policy constraints imposed by some other layer of the organization

(e.g., provide alternative policy templates that are predetermined to be compatible

with upper layers).

[00 2] As will be described below with respect to FIG. 2 , an interface can be

provided that is associated with a stakeholder assigned to the organizational layer,

wherein the interface facilitates further collaboration with the interactive policy

component 150. This can include instructions that enable definition and refinement

of the security policies 140 at differing levels of abstraction by tracking dependencies

of policy across the organizational layers For instance, templates can be provided

that enable mapping between the organizational layers and the security policies 140.

The interface can also enable creation of security policies that are defined by a



user's role and enables users to define dependency links between policies and the

organizational layers. The interface can be modified according to the user's role and

provides monitoring, alerts, or violations associated with definition of security policy.

The interface can also share the monitoring, alerts, or violations to other members of

an organization.

[00 3] For purposes of simplification of explanation, in the present example,

different components of the system 100 are illustrated and described as performing

different functions. However, one of ordinary skill in the art will understand and

appreciate that the functions of the described components can be performed by

different components, and the functionality of several components can be combined

and executed on a single component. The components can be implemented, for

example, as software (e.g., computer executable instructions), hardware (e.g., an

application specific integrated circuit), or as a combination of both (e.g., firmware).

In other examples, the components could be distributing among remote devices

across a network as describe in more detail below with respect to FIG. 2.

[001 4] FIG. 2 illustrates an example of a system 200 for a collaborative policy

refinement service. The system 200 includes a processing unit 2 10 (or processor)

that executes instructions from a memory 220 that includes firmware or other storage

media for storing computer executable instructions associated with a computer. The

processing unit 210 and memory 220 can be provided as part of a collaborative tool

230 that is employed to generate security or privacy policy output 240 that can be

applied across various levels or layers of an organization. A collaborative policy

refinement service 250 is configured to receive policy inputs 260-268 from a level of

an organization, where the policy input is analyzed to determine compatibility with

other levels of the organization. Such policy inputs 260-268 can be gathered from

various levels of the organization across a network 270 and via computers 280

configured with a service interface 284 that can also process queries 288 between

the respective levels. An interactive policy component 290 is configured to receive

the queries 288 related to the policy input 260-268, where the queries facilitate

determination of compatibility or constraints imposed by other levels of the

organization. As shown, collaborative policy interactions 292 may occur between



members or systems of an organization via the service interface 284 and/or queries

288. After collaboration, the policy output 240 is configured to control security and

privacy access to the organization, where the policy output is refined based in part

on the policy input 260-268 and the queries 288 to be compatible across the levels of

the organization.

[0015] In one example, the system 200 facilitates collaborative interaction

between members of an organization at 292 having differing backgrounds and goals.

For instance, one member of a lower tier in the organization may desire to generate

a local policy 240 for access to a local subsystem of computers. As policies 240 are

being created for the lower tier, the collaborative policy refinement service 290

analyzes the policy inputs 260-268 to determine if such policy is compatible with

other levels of the organization, where such policy and organizational data can be

maintained in various databases 294. Such policy, if incompatible can then be

collaboratively refined via the interactive policy component 290. For example, the

queries 288 can be generated via the service interface 284 to enable collaborative

policy interaction at 292. The query 288 could include asking a question regarding

why an attempted policy decision is in conflict with some other system or policy

constraint. In response to the query 288, the interactive policy component 290 may

attempt to contact an expert regarding the query or automatically attempt to guide

the user regarding alternative policy selections that may be available and are

consistent with other goals of the organization. Such back and forth collaboration at

292 could happen concurrently or be scheduled for some later time such as

generating an e-mail to a corporate user requesting further guidance with respect to

policy inputs 260-268.

[001 6] FIG. 3 illustrates example layers 300 of an organization that can be

employed for policy refinement. As shown, the example layers 300 can include a

legal layer 310, a business layer 320, a process layer 330, an application/service

layer 340, an information/data layer 350, a system/device layer 360, and a network

layer 370. Other layers can be provided as well. Policy refinement is shown over

various levels of an organization hierarchy 380 that are associated with the layers

300. In general, policy inputs appearing at higher levels of the hierarchy 380 are



controlling over those at lower levels. Other controlling relationships are also

possible such that one policy in a given tier of the hierarchy 380 may be controlling

over another policy on the same tier (e.g., left branch policy controls those branches

to the right on the same tier).

0017] The layers 300 and hierarchy 380 can be associated with a

collaborative service as described above at 250 of FIG. 2 for privacy and security

policy refinement. This collaborative service brings together different stakeholders

with different backgrounds. It provides them with a common, consistent environment

in which to explore policies, link related concepts and policies at different levels of

abstraction, and argue and dispute in a collaborative manner. It enables the

definition and refinement of policies at different levels of abstraction by tracking

dependencies of concepts defined at these different levels. Different policy

templates are made available at different levels of abstraction and mapping criteria.

There is also support in terms of automation to map concepts at different levels

based on templates and to form policies. In one aspect, an organization employs the

policy refinement service where multiple stakeholders create security and privacy

policies and ensure their consistency and compatibility. For instance, the layers 300

show the complexity of dealing with current organizational policies, in the sense that

there are different possible layers of definition and multiple levels of refinement. For

each of these policy layers, there could potentially be an additional group of

stakeholders that may desire to express or review policies at this level, although

stakeholders may also desire to deal with more than one layer.

[001 8] FIG. 4 illustrates an example of a collaborative policy refinement

service 400. The service 400 includes policy refining tools 4 10 , a discussions

database 414, a policy concepts creation component 420, a concept link

management component 430, a policy concept aggregator 440, and a policy

navigator and manager 450. The service 400 receives policy input from various

layers at 460, from policy data & structure templates 470, and from a shared

knowledge base 480 of concepts, links, and refined iayers of policies

[001 9] Multiple stakeholders can access and interact with the service 400.

The service 400 manages a central repository of concepts based on inputs received



from the stakeholders, and a repository of policies that are expressed or refined as a

result of the inputs. A set of predefined concept and policy templates are provided at

470 but new templates can be introduced. They provide a first abstraction for

concepts at different levels, in order to initiate policy discussions and refinements.

The system supports a semi-automated mapping of high-level concepts to lower

level concepts but ultimately stakeholders can collaboratively create dependency

links between these concepts at different level of abstractions, derive related

requirements and cluster concepts (and requirements) into policies, potentially driven

by these templates

[0020] There can be a centralized and common knowledge base 480 and

information that is generated by various enterprise stakeholders. A stakeholder

defines concepts and requirements at the level of expertise defined by their role at a

given layer of the organization. They can navigate and explore concepts defined at a

higher or lower level. In this context, they can interact with other stakeholders

(operating at different levels of abstraction) and ask for clarification and more detail.

These discussions can be tracked and stored at 414. This enables stakeholders to

collaboratively refine concepts and introduce dependency links between them (either

at the same level, or across levels). A functionality provided by this service is that a

stakeholder can then aggregate concepts (and related requirements, documentation,

details, and so forth) into policies by potentially using predefined templates (e.g.,

guidelines). In a similar manner to the processing of concepts, stakeholders can

revise, raise points and debate these policies with other stakeholders, create

dependency links between them and potentially identify conflicts and

inconsistencies. The impact of changes of concepts or policies across different

levels of abstraction can be automatically tracked by the service 400 by using

dependencies. Involved stakeholders are notified, hence enabling further

discussions and potential refinement across various abstraction levels.

[0021] The collaborative service 400 provides different user interfaces (Uls)

and support capabilities, tailored to the different roles and background of different

stakeholders. A view of the overall refinement chain is provided to involved

stakeholders for review, debates and changes. An example of high-level policies is



the set of data protection principles set out by legislative acts, for example (e.g., UK

Data protection act). Conceptually, privacy and security concepts can be bundled

together in a lower-level uniform representation: for example, policies can be defined

at a more refined level of abstraction using an IF THEN ... representation

corresponding to one aspect of these principles, such as: Target: Personal Data D F

(Data Requestor is User U/Role R in Context C) AND (Data Requestor wants to

access personal data D for Purpose P AND (data subject has given consent for this

data) THEN Allow Access to X ELSE Deny Access. These requirements and

policies are mappable into enforceable technical policies in languages such as

XACML, for example. The output of the service 400 can be a set of hierarchical

concepts and policies. The lowest level of policies is mapped to different

operational control points: enforcement, monitoring, compliance checking, and so

forth.

[0022] In view of the foregoing structural and functional features described

above, an example method will be better appreciated with reference to FIG. 5 .

While, for purposes of simplicity of explanation, the example method of FIG. 5 is

shown and described as executing serially, it is to be understood and appreciated

that the present examples are not limited by the illustrated order, as some actions

could in other examples occur in different orders and/or concurrently from that shown

and described herein. Moreover, it is not necessary that al described actions be

performed to implement a method.

[0023] FIG. 5 illustrates an example method 500 for generating collaborative

policies. The method 500 can be executed by a computer, for example. At 5 0, the

method 500 includes aggregating policy inputs from layers of an organization. For

example, this can occur at user interfaces such as described above with respect to

FIG. 2 . At 520, the method 500 includes analyzing the policy inputs to determine

policy compatibility between the layers. For example, this can include utilizing a

collaborative policy refinement service to determine of there are discrepancies or

conflicts between layers or within layers themselves. At 530, the method 500

includes launching an interactive interface to resolve policy conflicts between the

layers. For example, this can include employment of an interactive policy



component that automatically connects users and systems at various layers of an

organization for further collaboration and discussion to resolve policy issues. At 540,

the method 500 includes generating policies that are compatible between the layers

of the organization. For exampie, this can include employing a collaborative tool that

utilizes input from a collaborative policy refinement service and an interactive policy

component to generate policies that are consistent or compatible across an

organization,

[0024] F G 6 is a schematic block diagram illustrating an example system 600

of hardware components capable of implementing examples disclosed in FIGS. 1-5.

The system 600 can include various systems and subsystems. The system 600 can

be a personal computer, a laptop computer, a workstation, a computer system, an

appliance, an application-specific integrated circuit (ASIC), a server, a server blade

center, a server farm, a mobile device, such as a smart phone, a personal digital

assistant, etc.

[0025] The system 600 can include a system bus 602, a processing unit 604,

a system memory 606, memory devices 608 and 610, a communication interface

612 (e.g., a network interface), a communication link 614, a display 616 (e.g., a

video screen), and an input device 6 18 (e.g., a keyboard and/or a mouse). The

system bus 602 can be in communication with the processing unit 604 and the

system memory 606. The additional memory devices 608 and 6 10 , such as a hard

disk drive, server, stand alone database, or other non-volatile memory, can also be

in communication with the system bus 602. The system bus 602 operably

interconnects the processing unit 604, the memory devices 606-61 0 , the

communication interface 612, the display 616, and the input device 6 18 . In some

examples, the system bus 602 also operably interconnects an additional port (not

shown), such as a universal serial bus (USB) port.

[0026] The processing unit 604 can be a computing device and can include an

application-specific integrated circuit (ASIC). The processing unit 604 executes a set

of instructions to implement the operations of examples disclosed herein. The

processing unit can include a processor core.



[0027] The additional memory devices 606, 608 and 6 1 can store data,

programs, instructions, database queries in text or compiled form, and any other

information that can be needed to operate a computer. The memories 606, 608 and

610 can be implemented as computer-readable media (integrated or removable)

such as a memory card, disk drive, compact disk (CD), or server accessible over a

network. In certain examples, the memories 606, 608 and 610 can comprise text,

images, video, and/or audio.

[0028] Additionally, the memory devices 608 and 6 0 can serve as databases

or data storage. Additionally or alternatively, the system 600 can access an external

system (e.g., a web service) through the communication interface 612, which can

communicate with the system bus 602 and the communication link 614.

[0029] In operation, the system 600 can be used to implement, for example, a

client computer, a printer server, and at least some components of printers the can

be employed in a system that manages a print job. Computer executable logic for

implementing the system 600 can reside in the system memory 606, and/or in the

memory devices 608 and/or 610 in accordance with certain examples. The

processing unit 604 executes one or more computer executable instructions

originating from the system memory 606 and the memory devices 608 and 610. The

term "computer readable medium" as used herein refers to a medium that

participates in providing instructions to the processing unit 604 for execution.

[0030] What have been described above are examples. t is, of course, not

possible to describe every conceivable combination of components or methods, but

one of ordinary skill in the art will recognize that many further combinations and

permutations are possible. Accordingly, the disclosure is intended to embrace ail

such alterations, modifications, and variations that fall within the scope of this

application, including the appended claims.



CLAIMS

What is claimed is:

1. A machine readable medium comprising machine readable instructions

comprising:

a collaborative policy refinement service to aggregate policy inputs from

organizational layers and to generate security policies that are consistent across the

organizational layers; and

an interactive policy component to facilitate collaborative interaction between

the organizational layers and to faciiitate determination of constraints associated with

the generated security policies.

2 . The machine readable medium of claim 1, wherein the organizational layers

are related to a legal layer, a business layer, a process layer, an application/service

layer, an information/data layer, a system/device layer, or a network layer.

3 . The machine readable medium of claim , further comprising an interface that

is associated with a stakeholder assigned to the organizational layer, wherein the

interface facilitates further collaboration with the interactive policy component.

4 . The machine readable medium of claim 3 , further comprising instructions that

enable definition and refinement of the security policies at differing levels of

abstraction by tracking dependencies of policy across the organizational layers.

5 . The machine readable medium of claim 3 , further comprising templates that

enable mapping between the organizational layers and the security policies.

6 . The machine readable medium of claim 3 , wherein the interface enabies

creation of security policies that are defined by a user's role.



7 . The machine readable medium of claim 6 , wherein the interface enables

users to define dependency links between policies and the organizational layers.

8 . The machine readable medium of claim 6 , wherein the interface is modified

according to the user's role.

9 . The machine readable medium of claim 6 , wherein the interface provides

monitoring, alerts, or violations associated with definition of security policy.

10. The machine readable medium of claim 9 , wherein the interface shares the

monitoring, alerts, or violations to other members of an organization.

11. A method, comprising:

aggregating, by a computer, policy inputs from layers of an organization;

analyzing, by the computer, the policy inputs to determine policy compatibility

between the layers;

launching, by the computer, an interactive interface to resolve policy conflicts

between the layers; and

generating, by the computer, policies that are compatible between the layers

of the organization.

12. The method of claim 11, further comprising refining the policies at differing

levels of abstraction by tracking dependencies of policy across the layers of the

organization.

13. The method of claim 12, further comprising generating templates that enable

mapping between organizational layers and the policies.

14. The method of ciaim 13, further comprising creating policies that are in

accordance with a user's role.



15. A system, comprising:

a memory for storing computer executable instructions associated with

a computer; and

a processing unit for accessing the memory and executing the

computer executable instructions, the computer executable instructions

comprising:

a collaborative policy refinement service to receive a policy input from a

level of an organization, where the policy input is analyzed to determine compatibility

with other levels of the organization;

an interactive policy component to receive queries related to the policy

input, where the queries facilitate resolution of incompatibility with other levels of the

organization;

a policy output to control security and privacy access to the

organization, where the policy output is refined based in part on the policy input and

the queries across the levels of the organization;

an interface that is associated with a stakeholder assigned to the level

of the organization, wherein the interface facilitates further collaboration with the

interactive policy component; and

a template that enables mapping between the level of the organization

and the policy output.
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