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modifying points while being identitiable to the building automation system,
and gaming approaches may be employed to change undesired actions or re-



CA 02925432 2016-03-24

WO 2015/047636 A1 |IIWAT 00T VT 0NN RO

Published:
—  with international search report (Art. 21(3))



CA 02925432 2016-03-24

WO 2015/047636 PCT/US2014/052853

GAMING APPROACH FOR ENERGY
EFFICIENT BUILDING CONTROL

FIELD OF THE INVENTION
[0001] This application relates generally to building automation systems, and more
particularly, to use of gaming approaches in building automation systems to promote

energy saving behavior of occupants.

BACKGROUND
[0002] Building automation systems encompass a wide variety of systems that aid
in the monitoring and control of various aspects of building operation. Building
automation systems (which may also be referred to herein as “building control systems™)
include security systems, fire safety systems, lighting systems, and heating, ventilation,
and air conditioning (“HVAC*) systems. Lighting systems and HVAC systems arc
sometimes referred to as “environmental control systems” because these systems control
the environmental conditions within the building. A single facility may include multiple
building automation systems (e.g., a security system, a fire system and an environmental
control system). Multiple building automation systems may be arranged separately from
one another or as a single system with a plurality of subsystems that arc controlled by a
common control station or server. The common control station or server may be
contained within the building or remote from the building, depending upon the

implementation.
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[0003] The elements of a building automation system may be widely dispersed
throughout a facility or campus. For example, an HVAC system includes temperature
sensors and ventilation damper controls as well as other elements that are located in
virtually every arca of a facility or campus. Similarly, a security system may have
intrusion detection, motion sensors and alarm actuators dispersed throughout an entire
building or campus. Likewise, fire safety systems include smoke alarms and pull stations
dispersed throughout the facility or campus. The different arcas of a building automation
system may have different environmental settings based upon the use and personal likes
of people in those arcas, such as offices and conference rooms.

[0004] Building automation systems typically have one or more centralized
control stations in which data from the system may be monitored, and in which various
aspects of system operation may be controlled and/or monitored. The control station
typically includes a computer or server having processing equipment, data storage
cquipment, and a user interface. To allow for monitoring and control of the dispersed
control system elements, building automation systems often employ multi-level
communication networks to communicate operational and/or alarm information between
operating elements, such as sensors and actuators, and the centralized control station.
[0005] One example of a building automation system control station is the
Apogec® Insight® Workstation, available from Siemcns Industry, Inc., Building
Technologies Division, of Buffalo Grove, IL (“Siemens™), which may be used with the
Apogee® building automation system, also available from Siemens. In this system,

several control stations connected via an Ethernet or another type of network may be
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distributed throughout one or more building locations, each having the ability to monitor
and control system operation.

[0006] The typical building automation system (including those utilizing the
Apogee® Insight® Workstation) has a plurality of field panels that are in communication
with the central control station. While the central control station is generally used to
make modifications and/or changes to one or more of the various components of the
building automation system, a field pancl may also be operative to allow certain
modifications and/or changes to one or more parameters of the system. This typically
includes changes to paramcters such as temperature and lighting, and/or similar
parameters.

[0007] The central control station and field panels are in communication with
various field devices, otherwise known as “points”. Field devices are typically in
communication with field panels of building automation systems and are operative to
measure, monitor, and/or control various building automation system parameters.
Example field devices include lights, thermostats, damper actuators, alarms, HVAC
devices, sprinkler systems, speakers, door locks, and numerous other field devices as will
be recognized by those of skill in the art. These field devices receive control signals from
the central control station and/or field panels. Accordingly, building automation systems
arc ablc to control various aspccts of building opcration by controlling the ficld devices.
[0008] Large commercial and industrial facilities have numerous field devices
that arc used for environmental control purposes. These ficld devices may be referred to

herein as “environmental control devices”.
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[0009] As the environmental settings of the environmental control devices have
traditionally been set using thermostats and switches, limited security was available to
secure the devices. Known approaches have included covers with locks to prevent
modification of a thermostat or lights. More recently, wired and wireless network
approaches have been employed, where networked or smart switches and thermostats
have been accessed and controlled by people to adjust the environment they are currently
in, such as an office, conference room, hotel room, or dorm room via a computer,
wireless device, and mounted control devices that communicate with the building data
networks. Since the practice of allowing building occupants to interact directly with the
building automation system to set their preferable environmental settings becomes an
acceptable practice in the building control industry, it is highly desirable to promote
energy efficient operation thinking and energy saving behavior to building occupants.

[0010] In view of the foregoing, there is an ongoing need for systems, apparatuses
and methods for promoting desired user behavior and interaction with building

automation systems.

SUMMARY
[0011] In view of the above, an approach is provided for promoting desired behavior
when accessing and using building automation systems. Individual users and/or groups
of users of the environmental control devices may have access for modifying points while
being identifiable to the building automation system, and gaming approaches may be
employed to change undesired actions or reward desired actions. Desired actions may

include energy efficient operations, life or fire safety, and security activities, such as
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turning down a thermostat, turning off lights and other appliances, closing blinds, and arming
a security system. Rewards may be given for meeting predetermined thresholds of activity or

being the best performer to give but a few examples.

[0011a] According to one aspect of the present invention, there is provided an
apparatus for modification of behavior when using a building automation system (BAS),
comprising: a change record for the BAS and a user identifier from a plurality of possible user
identifiers associated with one or more users reported from a building automation input device
that is part of the BAS, where the user identifier is associated with a plurality of set point
conditions in the BAS, wherein the building automation input device is in an out of room
mode; a memory that stores the change record for the BAS and the user identifier when a
change in set point is received; and a controller coupled to the memory that executes a
plurality of rules on the change record identifying a change in at least one of the plurality of
set point conditions in the BAS that identify at least one behavior from a plurality of
behaviors and generates an indication of which of the user identifiers from the plurality of
user identifiers meets the behavior identified by the BAS, wherein the change includes a time
period of operation of the out of room mode based on a first time when the out of room mode
is entered and a second time when the out of room mode is exited.

[0011Db] According to another aspect of the present invention, there is provided a
system for modification of behavior when using a building automation system, comprising: a
building automation input device that is part of the building automation system in
communication with a server that reports a change record and a user identifier from a plurality
of possible user identifiers associated with one or more users, where the user identifier is
associated with a plurality of set point conditions in the BAS and the change record include
changes in BAS set points, wherein the building automation input device is in an out of room
mode; a memory that stores the change record and the user identifier when received by the
server; and a controller coupled to the memory that executes a plurality of rules on the change
record identifying a change in at least one of the plurality of set point conditions in the BAS
that identify a behavior and generates an indication of which of the user identifiers from the
plurality of user identifiers meets the behavior, where the rules are set using a graphical user

interface, wherein the change includes a time period of operation of the out of room mode
5
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based on a first time when the out of room mode is entered and a second time when the out of
room mode is exited.

[0011c¢] According to still another aspect of the present invention, there is provided a
method for modification of behavior of users of a building automation system, the method
includes the steps of: receiving a change request report from a building automation input
device in an out of room mode of the building automation system and a user identifier from a
plurality of possible user identifiers associated with one or more users, where the user
identifier is associated with a plurality of set point conditions in the BAS; storing in a memory
the change report from the BAS of changes in at least one set point and the user identifier
when received; executing a plurality of rules on the change record identifying a change in at
least one of the plurality of set point conditions in the BAS by a controller coupled to the
memory that identify an at least one behavior, wherein the change includes a time period of
operation of the out of room mode based on a first time when the out of room mode is entered
and a second time when the out of room mode is exited; and generating an indication of which

of the user identifiers from the plurality of user identifiers meets the behavior.

[0012] Other devices, apparatus, systems, methods, features and advantages of the
invention will be or will become apparent to one with skill in the art upon examination of the
following figures and detailed description. It is intended that all such additional systems,
methods, features and advantages be included within this description, be within the scope of

the invention, and be protected by the accompanying claims.

Sa
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BRIEF DESCRIPTION OF THE DRAWINGS
[0013] The components in the figures are not necessarily to scale, emphasis instead
being placed upon illustrating the principles of the invention. In the figures, like
reference numerals designate corresponding parts throughout the different views.
[0014] FIG. 1 shows an exemplary topology diagram for a building automation
system having an environmental control access panel;
[0015] FIG. 2 shows an exemplary block diagram of a building automation
system of the building network of FIG. 1;
[0016] FIG. 3 shows an exemplary internal block diagram of a field panel for the
building automation system of FIG. 2;
[0017] FIG. 4 shows an exemplary block diagram of BAS server 102 of FIG. 2
with a scoring feedback module;
[0018] FIG. 5 illustrates a flow diagram of a gaming approach implemented by
the scoring feedback module in the BAS server 102 of FIG. 4.
[0019] FIG. 6 illustrates a flow diagram of another gaming approach

implemented by the scoring feedback module in the BAS server 102 of FIG. 4.
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[0020]
DESCRIPTION

[0021] An example approach for modification of environmental settings is
presented. In the example, a user may modify the environmental settings of a building
automation system via generation of a machine readable code that is read by a reader
device located in an environmental control access panel. Prior to the generation of the
machine readable code, the device or application that generates the machine readable
code is configured or populated with configuration and authentication data.

[0022] With reference to FIG. 1, an exemplary topology diagram for a building
automation system approach is shown. The building wide area network 55 includes a
plurality of systems and components in wired or wireless communication. The building
wide area network 55 generally includes a plurality of building automation systems 100
and may be accessed via a “building synergistic interface system” or “BSIS”. The BSIS
200 may be changed by one or more mobile computing devices 300 (sometimes referred
to as smart devices) that are able communicate with the BSIS 200 that may be part of an
environmental control access panel 250. Examples of smart devices or mobile computing
devices 300 include smart cellular telephones, notebook computers, pad computers,
eBook readers, and digital music players, such as iPods. The BSIS 200 further may
include access to a data storage device comprising a building information database 210
and a user database 220. Software for communicating environmental and other data to
the BSIS 200 may be stored on both the mobile computing device 300 and/or the building
automation system 100. As will be explained herein, the BSIS 200 enables one or more

of the environmental settings in a building automation system to be adjusted based on
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human actions without a network connection between the mobile computing device 300
and the BSIS 200.

[0023] In the following pages, the general arrangement of an exemplary building
automation system 100 configured for use with the BSIS 200 is explained first.
Thereafter, the general arrangement of the environmental control access panel 250 is
explained followed by the general arrangement of the mobile computing device 300.
Overall operation of the BSIS 200 is discussed following the description of the building
automation system (BAS), environmental access control panel 250, and the mobile
computing device 300.

[0024] In the example embodiment of FIG. 1, the building automation system 100
includes a building information database 210, user database 220, closed circuit television
system 130, a security system 140, a fire alarm system 150, and an environmental control
system 160. In Fig. 2, a system block diagram of an exemplary building automation
system (BAS) 100 within a building or campus is depicted. The building automation
system 100 is depicted as a distributed building system that provides control functions for
any one of a plurality of building operations, such as environmental control, security, life
or fire safety, industrial control and/or the like. An example of a BAS is the Apogee®
building automation system available from Siemens Industry, Inc., Building
Technologics Division, of Buffalo Grove, IL. The Apogec® building automation system
allows the setting and/or changing of various controls of the system, generally as
provided below. While a brief description of an exemplary BAS is provided in the

paragraphs below, it should be appreciated that the building automation system 100
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described herein is only an exemplary form or configuration for a building automation
system.

[0025] With particular reference to FIG. 2, the building automation system 100
includes at least one supervisory control system or workstation 102, client workstations
103a-103c¢, report server 104, a plurality of field panels represented by field panels 106a
and 106b, and a plurality of controllers represented by controllers 108a-108e. It will be
appreciated, however, that wide varieties of BAS architectures may be employed.

[0026] Each of the controllers 108a-108e represents one of a plurality of
localized, standard building control subsystems, such as space temperaturc control
subsystems, lighting control subsystems, or the like. Suitable controllers for building
control subsystems include, for example, the model TEC (Terminal Equipment
Controller) available from Siemens Industry, Inc., Building Technologies Division, of
Buffalo Grove, IL. To carry out control of its associated subsystem, each controller
108a-108¢ connects to one or more ficld devices, such as sensors or actuators, shown by
way of example in FIG. 2 as the sensor 109a is connected to the controller 108a and the
actuator 109b is connected to controller 108b.

[0027] Typically, a controller such as the controller 108a affects control of a
subsystem based on sensed conditions and desired set point conditions. The controller
controls thc opcration of onc or morc ficld devices to attempt to bring the scnscd
condition to the desired set point condition. By way of example, consider a temperature
control subsystem that is controlled by the controller 108a, where the actuator 109b is
connected to an air conditioning damper and the sensor 109a is a room temperature

sensor. If the sensed temperature as provided by the sensor 109a is not equal to a desired



CA 02925432 2016-03-24

WO 2015/047636 PCT/US2014/052853

temperature set point, then the controller 108a may further open or close the air
conditioning damper via actuator 109b to attempt to bring the temperature closer to the
desired set point. It is noted that in the BAS 100, sensor, actuator and set point
information may be shared between controllers 108a-108¢, the ficld panecls 106a and
106b, the work station 102 and any other elements on or connected to the BAS 100.
[0028] To facilitate the sharing of such information, groups of subsystems such as
those connected to controllers 108a and 108b are typically organized into floor level
networks or field level networks ("FLNs") and generally interface to the field panel 106a.
The FLN data network 110a is a low-level data network that may suitably employ any
suitable proprietary or open protocol. Subsystems 108c, 108d and 108¢ along with the
field panel 106b are similarly connected via another low-level FLN data network 110b.
Again, it should be appreciated that wide varieties of FLN architectures may be
employed.

[0029] The field pancls 106a and 106b are also connected via building level
network ("BLN") 112 to the workstation 102 and the report server 104. The field panels
106a and 106b thereby coordinate the communication of data and control signals between
the subsystems 108a-108¢ and the supervisory computer 102 and report server 104. In
addition, one or more of the field panels 106a, 106b may themselves be in direct
communication with and control ficld devices, such as ventilation damper controllers or
the like. To this end, as shown in FIG. 2, the field panel 106a is coupled to one or more
ficld devices, shown for example as a sensor 109¢ and an actuator 109d.

[0030] The workstation (server in other implementations) 102 provides overall

control and monitoring of the building automation system 100 and includes a user

10
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interface. The workstation 102 further operates as a BAS data server that exchanges data
with various elements of the BAS 100. The BAS data server can also exchange data with
the report server 104. The BAS server 102 allows access to the BAS system data by
various applications. Such applications may be executed on the workstation 102 or other
supervisory computers (not shown).

[0031] With continued reference to FIG. 2, the workstation 102 is operative to
accept modifications, changes, alterations and/or the like from the user. This is typically
accomplished via a user interface of the workstation 102. The user interface may include
a keyboard, touch screen, mouse, or other interface components. The workstation 102 is
operable to, among other things, affect or change operational data of the field panels
106a, 106b as well as other components of the BAS 100. The field panels 106a and 106b
utilize the data and/or instructions from the workstation 102 to provide control of their
respective controllers.

[0032] The workstation 102 is also operative to poll or query the ficld pancls
106a and 106b for gathering data. The workstation 102 processes the data received from
the field panels 106a and 106h, including trending data. Information and/or data is thus
gathered from the field panels 106a and 106b in connection with the polling, query or
otherwise, which the workstation 102 stores, logs and/or processes for various uses. To
this cnd, the ficld pancls 106a and 106b arc opcrative to accept modifications, changcs,
alterations and/or the like from the user.

[0033] The workstation 102 also preferably maintains a database associated with
cach field panel 106a and 106b. The database maintains operational and configuration

data for the associated field panel. The report server 104 stores historical data, trending

11
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data, error data, system configuration data, graphical data and other BAS system
information as appropriate. In at least one embodiment, the building information
database 210 and the user database 220 may be accessed by the BSIS 200 via the BAS
server 102, In other embodiments the building information database 210 and the user
database 220 may be stored elsewhere, such as workstation 102.

[0034] The management level network ("MLN") 113 may connect to other
supervisory computers and/or servers, internet gateways, or other network gateways to
other external devices, as well as to additional network managers (which in turn connect
to more subsystems via additional low level data networks). The workstation 102 may
operate as a supervisory computer that uses the MLN 113 to communicate BAS data to
and from other elements on the MILN 113. The MLN 113 may suitably comprise an
Ethernet or similar wired network and may employ TCP/IP, BACnet, and/or other
protocols that support high speed data communications.

[0035] FIG. 2 also shows that the BAS 100 may include a field panel 106b that is
shown in FIG. 2 as a housing that holds the building information database 210, the user
database 220, and the environmental access panel 250 having BSIS 200. The mobile
computing device 300 is configured for wireless communications with the BAS 100 via
the environmental access panel 250 provided on the field panel 106b. While the
forcgoing BSIS members arc shown in FIG. 2 as being associated with onc of the ficld
panels 106b, it will be recognized that in other embodiments these and other BSIS
members may be differently positioned in or connected to the BAS 100. For example,
the building information database 210 and the user database 220 of the BSIS could be

provided on the workstation 102. Alternatively, the building information database 210

12
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and the user database 220 could be housed separately from those components shown in
FIG. 2, such as in a separate computer device that is coupled to the building level
network 112 or other BAS location. Such a separate computer device could also be used
to store BSIS operational software. Similarly, the environmental access pancl 250 with
BSIS 200 may be housed within the workstation 102 or within a separate computer
device coupled to the building level network 112 of the BAS.

[0036] With reference now to FIG. 3, a block diagram of an exemplary
embodiment of the field panel 106b of FIG. 2 is shown. It should be appreciated that the
ecmbodiment of the ficld pancl 106b is only an exemplary embodiment of a field panel in
a BAS 100 coupled to the BSIS 200. As such, the exemplary embodiment of the field
panel 106b of FIG. 3 is a generic representation of all manners or configurations of field
panels that are operative in the manner set forth herein.

[0037] The field panel 106b of FIG. 3 includes a cabinet or the like 114 that is
configured in a typical manner for a building automation system ficld panel. The field
panel 106b includes processing circuitry/logic 122, memory 124, a power module 126, a
user interface 128, an 1/0 module 134, a BAS network communications module 136, and
the Wi-Fi server 130.

[0038] The processing circuitry/logic 122 is operative, configured and/or adapted
to opcrate the ficld pancl 106b including the featurcs, functionality, characteristics and/or
the like as described herein. To this end, the processing circuitry logic 122 is operably
connected to all of the elements of the field panel 106b described below. The processing
circuitry/logic 122 is typically under the control of program instructions or programming

software or firmware contained in the instructions 142 area of memory 124, explained in

13
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further detail below. In addition to storing the instructions 142, the memory also stores
data 152 for use by the BAS 100 and/or the BSIS 200.

[0039] The field panel 106b also includes a power module 126 that is operative,
adapted and/or configured to supply appropriate electricity to the field panel 106b (i.c.,
the various components of the field panel). The power module 126 may operate on
standard 120 volt AC electricity, but may alternatively operate on other AC voltages or
include DC power supplied by a battery or batteries.

[0040] An input/output (I/0) module 134 is also provided in the field panel 106b.
The IO module 134 includes one or more input/output circuits that communicate directly
with terminal control system devices such as actuators and sensors. Thus, for example,
the /O module 134 includes analog input circuitry for receiving analog sensor signals
from the sensor 109a, and includes analog output circuitry for providing analog actuator
signals to the actuator 109b. The I/O module 134 typically includes several of such input
and output circuits.

[0041] The field panel 106b further includes a BAS network communication
module 136. The network communication module 136 allows for communication to the
controllers 108c and 108e as well as other components on the FLN 110b, and furthermore
allows for communication with the workstation 102, other field panels (e.g., field panel
106a) and other components on thc BLN 112. To this end, thc BAS nctwork
communication module 136 includes a first port (which may suitably be a RS-485
standard port circuit) that is connected to the FLN 110b, and a second port (which may

also be an RS-485 standard port circuit) that is connected to the BLN 112,

14
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[0042] The field panel 106b may be accessed locally. To facilitate local access,
the field panel 106b includes an interactive user interface 128. Using user interface 128,
the user may control the collection of data from devices such as sensor 109a and actuator
109b. The user interface 128 of the ficld panel 106b includes devices that display data
and receive input data. Reception of input data may include a code reader device, such as
a Quick Response (QR) code reader. These devices may be devices that are permanently
affixed to the field panel 106b or portable and moveable. The user interface 128 may
also suitably include an LCD type screen or the like, and a keypad. The user interface
128 is operative, configured and/or adapted to both alter and show information regarding
the field panel 106b, such as status information, and/or other data pertaining to the
operation, function and/or modifications or changes to the field panel 106b.

[0043] As mentioned above, the memory 124 includes various programs that may
be executed by the processing circuitry/logic 122. In particular, the memory 124 of FIG.
3 includes a BAS application 144 and a BSIS building application 146. The BAS
application 144 includes conventional applications configured to control the field panel
106b of the BAS 100 in order to control and monitor various ficld devices 109a-n of the
BAS 100. Accordingly, execution of the BAS application 144 by the processing
circuitry/logic 122 results in control signals being sent to the field devices 109a-n via the
1/0 module 134 of the ficld pancl 106b. Exccution of thc BAS application 144 also
results in the processor 122 receiving status signals and other data signals from various
field devices 109a-n, and storage of associated data in the memory 124. In onc

embodiment, the BAS application 144 may be provided by the Apogee® Insight® BAS
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control software commercially available from Siemens Industry, Inc. or another BAS
control software.

[0044] In addition to the instructions 142, the memory 124 may also include data
152. The data 152 includes records 154, graphical views 156, a room database 158, a
user database 162, and an equipment database 164. The records 154 include current and
historical data stored by the field panel 106b in association with control and operation of
the field devices 109a-n. For example, the records 154 may include current and historical
temperature information in a particular room of the building 99, as provided by a
thermistor or other temperature sensor within the room. The records 154 in the memory
may also include various set points and control data for the ficld devices 109, which may
be pre-installed in memory 124 or provided by the user through the user interface 128.
The records 154 may also include other information related to the control and operation
of the 100 BAS and BSIS building application 146, including statistical, logging,
licensing, and historical information.

[0045] The graphical views 156 provide various screen arrangements to be
displayed to the user via the user interface 128. The user interface 128 may be displayed
at thermostats with displays or other user access points having displays, such as liquid
crystal displays, light emitting diode displays, or other known types of visual displays
deviccs.

[0046] The room database 158 may include data related to the layout of the
building 99. This room database 158 includes a unique identifier for each room or arca
within the building (e.g., room “12345”). In addition to the unique identifier data, the

room database 158 may include other information about particular rooms or arcas within
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the building 99. For example, the room database 158 may include information about
field devices located within the room or arca, particular equipment (e.g., research
equipment, manufacturing equipment, or HVAC equipment) positioned within the room
or area.

[0047] The user database 162 may include data related to human users who
frequent the building 99. Accordingly, the user database 162 may include a unique
identifier for each human user (e.g., user “12345”) and a user profile associated with that
user. In other implementations, each room or area may have a profile that has one or
more users associated with it. The user profile may include information provided by the
user or provided by third parties about the user. For example, the user profile may
include a preferred temperature or lighting level for the user, which is provided to the
user database 162 by the user. Also, the user profile may include a security clearance
level, room access, or data access for the user, all provided to the database 162 by a third
party, such as the human resources department or security department for the employer
who owns the building 99.

[0048] The equipment database 164 may include data related to various pieces of
equipment within the building 99. The equipment may include field devices associated
with the BAS 100 or other equipment that is positioned within the building 99. For
cxample, the cquipment databasc 164 may include information rclated to manufacturing
or research equipment located in a particular room of the building. The equipment
database 164 maintains a unique identifier for cach piece of equipment (e.g., equipment

“12345”) and data associated with that equipment. For example, the database 164 may
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associate particular schematics, operation manuals, photographs, or similar data with a
given piece of equipment within the database 164.

[0049] While the field panel 106b has been explained in the foregoing
embodiment as housing the BSIS building application 146 and various BSIS databases,
such as the room database 158, user database 162, and equipment database 164, it will be
recognized that these components may be retained in other locations in association with
the BAS 100. For example, these components could all be retained within the central
workstation 102 of the BAS 100 or a separately designated BSIS computing device in the
BAS 100.

[0050] Turing to FIG. 4, an exemplary block diagram 400 of BAS server 102 of
FIG. 2 with a scoring feedback module 402 is illustrated. The BAS server 102 has a
controller 404 that executes machine readable instructions stored in memory or accessed
via the network. Examples of a controller 404 may include a microprocessor having one
or more cores, microcontroller, application specific integrated circuit (ASIC), digital
signal processor, digital logic devices configured to execute as a state machine, analog
circuits configured to execute as a state machine, or a combination of the above. The
controller 404 is typically electronically coupled to memory 406, network interface 408
and other parts of the server via one or more buses (represented as bus 410). The
memory 406 may bc random acccss memory, SDRAM, DIMM, or other typces of digital
storage capable of read/write access. The network interface 408 is an Ethernet network
connection in the current implementation. In other implementations, additional or other

types of data network interfaces may be employed.
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[0051] Within the memory 406, there may be areas for applications 412,
authentication module 414, data module 416, and virtual space module 418. One of the
applications or modules that may be stored and executed from the application memory
412 is a scoring feedback module 402. Another term for the scoring feedback module
402 is gaming function logic. In addition to the scoring feedback module 402, other BAS
applications (not shown in FIG. 4) may be stored and executed in the application memory
412,

[0052] The authentication module 414 may contain user identification
information, such as login, permission, cxpiration time, email address, location
information. A person accessing a BAS 100 with an external device, such as a computer,
smart phone, or other personal computing device to change an environmental parameter
may require the person to log into the BAS 100. The authentication and user information
for accessing the BAS 100 may reside in the authentication module 414. In other
implementations, the authentication module 414 may be distributed among multiple
servers and databases, implemented on a standalone server, or combined with other
modules.

[0053] The virtual space module 418 may contain a database or data structure that
maps or groups points in the BAS 100 into groups that may represent physical rooms,
such as a dorm room, conference room, or similar location. Virtual locations may also be
defined, such as a grouping of cubicles in an office and a grouping of rooms. The virtual
space module 418 may be accessed by the authentication module 414 and an association
created between users and groups of points (i.¢ virtual spaces). The association is stored

in the current example in the authentication module 414. In other implementations the
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associations may be stored in the scoring feedback module 402, data module 416, the
virtual space module 418, or on a different server. In yet other implementations,
geofencing techniques may be used to define virtual spaces, Geofencing uses the global
positioning functionality of a smart device’s global position system (GPS) or radio
frequency identification (RFID) to verify if the smart device is located within predefined
geographical boundaries, such as a virtual room or area.

[0054] The data module 416 is an area of memory for storing data and variables
used by applications in the application memory. The data module 416 may also contain
data used by the hardware of the BAS server 102.

[0055] The scoring feedback module 402 in application memory 412, when
executed by the controller 404 enables user behavior to be modified through positive
reinforcement, negative reinforcement, or a combination of positive and negative
reinforcement. The scoring feedback module 402 is also capable of storing multiple
gaming rules for scoring the game, cvaluating user behavior, and reinforcing the
behavior. Further, the scoring feedback module 402, may also have a plurality of rules
420 for defining one or more “games”. The rules are implemented as a group of database
calls executed by the controller that process the BAS data and user inputs (which may be
entered and transmitted to the BAS 100 or Field Panel 106a, 106b via user mobile or
smart device 300) in order to “scorc” the “game.” In other implementations, hard coded
predefined rules may be employed.

[0056] In FIG. 5, a flow diagram 500 of a “game” implemented in the scoring
feedback module 402 is illustrated. In the example of FIG. 5, the behavior of dorm

students is rewarded for placing their networked thermostat in an “out of room™ ("OOR")
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mode in order to reduce the cooling or heating energy while the room is empty resulting
in energy savings. The virtual room is defined for each dorm room where the points for
that area (dorm room) are grouped together 502. The virtual room is then associated with
the student or user via the authentication module 414 in step 504. The scoring feedback
module is then configured to promote the use of the OOR mode use in step 506. The
scoring feedback module 402 in the current example is configured via a graphical
interface accessed via the internet to record when a thermostat’s OOR mode is entered.
The scoring feedback module 402 records the time when the OOR mode was entered and
then when it was exited in step 508. A threshold of the number of hours of the OOR
mode operation is checked for each day. At the end of a week, if the OOR mode has met
the threshold each day, the student who is associated with the virtual room (his doom
room in this case) in step 510 receives positive feedback in step 512. The positive
feedback may be an email sent to the student with a coupon for a free soda. In other
implementations, other types of feedback may be employed, such as a reduction in the
student’s utility bill (BAS 100 communicates with student housing invoicing server).
Although only the OOR mode is described in the current implementation, there can be
other “game” modes that can be implemented by the scoring feedback module (402).
Such other “game modes™ may include: frequency of participation in modifying the
cnvironmental control sct points to reducc heating and cooling energy; cumulative cncrgy
operating cost savings achieved by groups of gamers, etc.

[0057] A sccond approach may be implemented in a BAS 100 with smart meters.
All students in a dorm with each student’s room being a virtual space (step 602)

associated with that student (step 604) may compete against each other for energy
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savings. At predetermined times, the points associated with the smart meters report
energy usage for all the students playing the “game” to the scoring feedback module (step
606). At predetermined times, such as weekly, a winner for the week is determined (step
608) and a reward is provided (step 610). An example of a reward may be reduced utility
payments for the month,

[0058] In a third example, a group of people who reside in an office environment
with cubes may all be assigned to a virtual room. Since no individual may have total
control of the environmental parameters, the groups’ actions may be used or averaged by
the scoring feedback module 402 to determine the score for individual.

[0059] As demonstrated, rewards may be geared toward a single winner or loser
for green behavior, multiple winners for achieving a threshold of green behavior, or
combination of individual and multiple winners. In other implementations, bad or non-
green behavior may be provided with a negative reward (punishment). A combination of
positive and negative feedback may also be provided.

[0060] It will be understood and appreciated that one or more of the processes,
sub-processes, and process steps described in connection with FIGS. 5 and 6 may be
performed by hardware, software, or a combination of hardware and software on one or
more electronic or digitally-controlled devices. The software may reside in an application
mcmory in a suitable clectronic processing componcent or system such as, for cxample,
one or more of the functional systems, devices, components, modules, or sub-modules
schematically depicted in FIG. 4. The application memory may include an ordered listing
of executable instructions for implementing logical functions (that is, "logic" that may be

implemented in digital form such as digital circuitry or source code or in analog form
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such as an analog source such as an analog clectrical, sound, or video signal). The
instructions may be executed within a processing module, which includes, for example,
ong or more microprocessors, general purpose processors, combinations of processors,
digital signal processors (DSPs), field programmable gate arrays (FPGAs), or
application-specific integrated circuits (ASICs). Further, the schematic diagrams
describe a logical division of functions having physical (hardware and/or software)
implementations that are not limited by architecture or the physical layout of the
functions. The example systems described in this application may be implemented in a
variety of configurations and operate as hardware/software components in a single
hardware/software unit, or in separate hardware/software units.

[0061] The executable instructions may be implemented as a computer program
product having instructions stored there in which, when executed by a processing module
of an electronic system, direct the electronic system to carry out the instructions. The
computer program product may be selectively embodied in any non-transitory computer-
readable storage medium for use by or in connection with an instruction execution
system, apparatus, or device, such as an electronic computer-based system, processor-
containing system, or other system that may selectively fetch the instructions from the
instruction execution system, apparatus, or device and execute the instructions. In the
context of this document, computer-rcadable storage medium is any non-transitory mcans
that may store the program for use by or in connection with the instruction execution
system, apparatus, or device. The non-transitory computer-readable storage medium may
selectively be, for example, an electronic, magnetic, optical, electromagnetic, infrared, or

semiconductor system, apparatus, or device. A non-exhaustive list of more specific
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examples of non-transitory computer readable media include: an electrical connection
having one or more wires (electronic); a portable computer diskette (magnetic); a random
access, i.e., volatile, memory (electronic); a read-only memory (electronic); an erasable
programmable read-only memory such as, for example, Flash memory (¢lectronic); a
compact disc memory such as, for example, CD-ROM, CD-R, CD-RW (optical); and
digital versatile disc memory, i.e., DVD (optical). Note that the non-transitory computer-
readable storage medium may even be paper or another suitable medium upon which the
program is printed, as the program may be clectronically captured via, for instance,
optical scanning of the paper or other medium, then compiled, interpreted, or otherwise
processed in a suitable manner if necessary, and then stored in a computer memory or

machine memory.
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CLAIMS:

1. An apparatus for modification of behavior when using a building automation
system (BAS), comprising:

a change record for the BAS and a user identifier from a plurality of possible user
identifiers associated with one or more users reported from a building automation input device
that is part of the BAS, where the user identifier is associated with a plurality of set point
conditions in the BAS, wherein the building automation input device is in an out of room
mode;

a memory that stores the change record for the BAS and the user identifier when a
change in set point is received; and

a controller coupled to the memory that executes a plurality of rules on the change
record identifying a change in at least one of the plurality of set point conditions in the BAS
that identify at least one behavior from a plurality of behaviors and generates an indication of
which of the user identifiers from the plurality of user identifiers meets the behavior identified
by the BAS,

wherein the change includes a time period of operation of the out of room mode based
on a first time when the out of room mode is entered and a second time when the out of room

mode is exited.

2. The apparatus of claim 1, where the indication of which of the user identifiers
meets the behavior further includes limiting the indication to a virtual room that is associated
with the building automation input device that generated the change record.

3. The apparatus of claim 1, where the behavior is a desired behavior.

4, The apparatus of claim 3, wherein a reward for the desired behavior for the
user identifier associated with a winner from among the plurality of possible user identifiers

associated with the one or more users is triggered by the controller.

5. The apparatus of claim 1, where the behavior is an undesired behavior.
25
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6. The apparatus of claim 4, where a penalty for the undesired behavior is

triggered by the controller.

7. The apparatus of claim 1, where the building automation input device is a
thermostat.
8. The apparatus of claim 1, where the building automation input device is a

smart device communicating over a wireless network with the building automation system.

9. A system for modification of behavior when using a building automation
system, comprising:

a building automation input device that is part of the building automation system in
communication with a server that reports a change record and a user identifier from a plurality
of possible user identifiers associated with one or more users, where the user identifier is
associated with a plurality of set point conditions in the BAS and the change record include
changes in BAS set points, wherein the building automation input device is in an out of room
mode;

a memory that stores the change record and the user identifier when received by the
server; and

a controller coupled to the memory that executes a plurality of rules on the change
record identifying a change in at least one of the plurality of set point conditions in the BAS
that identify a behavior and generates an indication of which of the user identifiers from the
plurality of user identifiers meets the behavior, where the rules are set using a graphical user
interface,

wherein the change includes a time period of operation of the out of room mode based
on a first time when the out of room mode is entered and a second time when the out of room

mode is exited.
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10. The system of claim 9, where the indication of which of the user identifiers
meets the behavior further includes limiting the indication to a virtual room that is associated
with the building automation input device.

11. The system of claim 9, where the behavior is a desired behavior.

12. The system of claim 11, wherein a reward for the desired behavior for the user
identifier associated with a winner from among the plurality of possible user identifiers
associated with the one or more users is triggered by the controller.

13. The system of claim 9, where the behavior is an undesired behavior.

14. The system of claim 13, where a penalty for the undesired behavior is triggered

by the controller.

15. The system of claim 9, where the building automation input device is a
thermostat.
16. The system of claim 9, where the building automation input device is a smart

device communicating over a wireless network with the building automation system.

17. A method for modification of behavior of users of a building automation
system, the method includes the steps of:

receiving a change request report from a building automation input device in an out of
room mode of the building automation system and a user identifier from a plurality of possible
user identifiers associated with one or more users, where the user identifier is associated with
a plurality of set point conditions in the BAS;

storing in a memory the change report from the BAS of changes in at least one set

point and the user identifier when received;
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executing a plurality of rules on the change record identifying a change in at least one
of the plurality of set point conditions in the BAS by a controller coupled to the memory that
identify an at least one behavior, wherein the change includes a time period of operation of the
out of room mode based on a first time when the out of room mode is entered and a second
time when the out of room mode is exited; and

generating an indication of which of the user identifiers from the plurality of user

identifiers meets the behavior.

18. The method of claim 17, where generating the indication of which of the user
identifiers meets the behavior further includes limiting the indication to a virtual room that is

associated with the building automation input device.

19. The method of claim 17, where the behavior is an undesired behavior.

20. The method of claim 17, where the building automation input device is a
thermostat.

21. The method of claim 17, where receiving further includes communicating with

the building automation system over a wireless network, where the building automation input

device is a smart device with the building automation system.
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