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(57) Abstract: An electronic device in a network capable of enhanc-
ing classification of packets received by the electronic device is pro-
vided that includes a network interface, a non-transitory memory hav-
ing instructions stored thereon, and a hardware processor. The hard-
ware processor executes the instructions to receive a packet in at least
one packet flow to be processed using a first service flow or a sec-
ond service flow, determine whether a packet to be processed using
the second service flow is incorrectly classified for processing using
the first service flow, and move the incorrectly classified packet to
the second service flow. A notification including data is transmitted
for the incorrectly classified packet to a machine learning algorithm
(MLA). The MLA is trained using the data and the trained MLA cat-
egorizes at least one new packet to be processed using the first or sec-
ond service flow.
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ENHANCING CLASSIFICATION OF DATA
PACKETS IN AN ELECTRONIC DEVICE
Technical Field
[0001] The subject matter of the present disclosure relates generally to enhancing

classification of data packets in an electronic device.

Background

[0002] Dyata Over Cable Service fnterface Specification (DOCSIS) 15 an
miermational telecommunications standard that permats the addition of high-bandwidth
data transfer to an existing cable television or computer svstem. 1t may be used to
provide Intemet access over an existing hybrid fiber-coaxial infrastructure.

[0003] Low latency technology developed for BOCSIS, commonly referred to as
fow latency DOCSIS (LLD), is designed 1o achieve approximately a one millisecond
round-trip delay fime for time sensitive applications like onhine gamung. In LLD, packet
flow traffic 15 classified into either non-queue building application traffic that requires
low latency or queue building application traffic that can tolerate a higher latency.
Different packet service flows can be created, one for LLD packet flows and another for
classic packet flows. Additionally, packets are gueued in each service flow, so that there
15 a LLD service flow queue and a classic service flow queue.

[0004] A Queus Protection function can also be implemented to ideniifv packets
in the LLD service flow queue that are coniribuiing 1o the growth of the LLD service flow
queue and thus delay in the round-inip delay time. The identified packets that are causing
deiay in the round-trip delay time are moved to the classic service flow queue to avoid

flooding the LLD service flow queue.
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[0005] However, not all applications correctly classify packets as LLD initially.
For example, some packets that are classified to be processed in the classic service flow
should actually be classified to be processed in the low latency service flow. This
incorrect classification contributes to delay in the low latency service flow queue and
negatively effects the round-trip time of genuine low latency packets. Therefore, known
techniques or applications implemented for classifying packet flows in an electronic
device such as a modem or gateway have drawbacks.

[0006] Thus, it would be advantageous and an improvement over the relevant
technology to provide an apparatus, method, and computer-readable recording medium
capable of enhancing classification of data packets in an electronic device to facilitate

reducing the delay of processing packets by the electronic device.

Summary

[0007] An aspect of the present disclosure provides an electronic device capable
of enhancing classification of packets in a network. The electronic device includes a
network interface, a non-transitory memory having instructions stored thereon, and a
hardware processor. The hardware processor is configured to execute the instructions to
receive, using the network interface, a packet to be processed using a first service flow or
a second service flow. The first service flow includes at least one service flow.

[0008] Moreover, the hardware processor is configured to execute the instructions
to determine whether a packet to be processed using the second service flow is incorrectly
classified for processing using the first service flow, move the incorrectly classified
packet to the second service flow, and transmit a notification for the incorrectly classified
packet to a machine learning algorithm (MLA). Each notification includes data related to

the incorrectly classified packet.
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[0009] The hardware processor is further configured to execute the instructions to
train the ML A using the data in the notifications, and to categorize, using the trained
MLA, at least one new packet to be processed using the first or second service flow. The
at least one new packet is processed based on the category.

[0010] In an aspect of the present disclosure the hardware processor is further
configured to execute the instructions to change information in a header of the at least one
new packet to correspond to the category determined by the trained MLA.

[0011] In another aspect of the present disclosure the hardware processor is
further configured to execute the instructions to transmit, using the network interface, the
notifications to a cloud-based device for training an updated ML A, and to receive, using
the network interface, the updated ML A from the cloud-based device.

[0012] In yet another aspect of the present disclosure, the first service flow is a
low latency service flow and the second service flow is a classic service flow.

[0013] An aspect of the present disclosure provides a method of enhancing
classification of data packets in a network. The method includes receiving, by an
electronic device, a packet to be processed using a first service flow or a second service
flow. The first service flow includes at least one service flow. Moreover the method
includes determining, by the electronic device, whether a packet to be processed using the
second service flow is incorrectly classified for processing using the first service flow,
moving the incorrectly classified packet to the second service flow, and transmitting a
notification for the incorrectly classified packet to a machine learning algorithm (MLA).
Each notification includes data related to the incorrectly classified packet which is used to
train the MLA. The trained ML A categorizes at least one new packet to be processed
using the first or second service flow and the at least one new packet is processed based

on the category.
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[0014] In an aspect of the present disclosure the method includes changing, by the
electronic device, information in a header of the at least one new packet to correspond to
the category determined by the trained MLA.

[0015] In another aspect of the present disclosure the method includes
transmitting, by the electronic device, the notifications to a cloud-based device for
training an updated MLA, and receiving, by the electronic device, the updated MLA from
the cloud-based device.

[0016] An aspect of the present disclosure provides a non-transitory computer-
readable recording medium in an electronic device for enhancing classification of data
packets in a network. The non-transitory computer-readable recording medium stores
instructions which when executed by a hardware processor performs the steps of the

methods described above.

Brief Description of the Drawings

[0017] In the drawings, like reference numbers generally indicate identical,
functionally similar, and/or structurally similar elements.

[0018] Fig. 1 is a schematic diagram illustrating an exemplary system for
enhancing classification of data packets according to an embodiment of the present
application;

[0019] Fig. 2 is a schematic diagram illustrating an exemplary system for
enhancing classification of data packets according to an embodiment of the present
application;

[0020] Fig. 3 is a more detailed schematic diagram illustrating an exemplary

gateway device in the systems of Figs. 1 and 2;
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[0021] Fig. 4 is a schematic diagram illustrating a memory that may be included
in any device in the systems illustrated in Figs. 1 and 2;

[0022] Fig. 5 is a diagram illustrating an exemplary process for processing
packets according to an embodiment of the present disclosure;

[0023] Fig. 6 is an exemplary method and algorithm for identifying packets in a
low latency DOCSIS (LLD) service flow queue that are contributing to the growth of the
LLD service flow queue according to an embodiment of the present disclosure;

[0024] Fig. 7 is an exemplary method and algorithm for identifying packets
exhibiting low latency behavior in a classic service flow according to an embodiment of
the present disclosure; and

[0025] Fig. 8 is an exemplary method and algorithm for enhancing classification
of data packets in an electronic device according to an embodiment of the present

disclosure.

Detailed Description

[0026] The following detailed description is made with reference to the
accompanying drawings and is provided to assist in a comprehensive understanding of
various example embodiments of the present disclosure. The following description
includes various details to assist in that understanding, but these are to be regarded merely
as examples and not for the purpose of limiting the present disclosure as defined by the
appended claims and their equivalents. The words and phrases used in the following
description are merely used to enable a clear and consistent understanding of the present
disclosure. In addition, descriptions of well-known structures, functions, and

configurations may have been omitted for clarity and conciseness. Those of ordinary skill
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in the art will recognize that various changes and modifications of the examples described
herein can be made without departing from the spirit and scope of the present disclosure.

[0027] Fig. 1 is an exemplary system 100 for enhancing classification of packets
in accordance with an embodiment of the present application. As shown in Fig. 1, the
main elements of the system 100 include a cloud-based device 1 and a service provider
(SP) 2 communicatively connected via the Internet 7, as well as a gateway device 3
communicatively connected to the Internet 7 via the SP 2 and also connected to different
wireless devices such as Wi-Fi extenders 4, client devices 5, and a mobile device 6.

[0028] The system 100 shown in Fig. 1 includes wireless devices (e.g., extenders
4, client devices 5, and mobile device 6) that may be connected in one or more wireless
networks (e.g., private, guest, iControl, backhaul network, or Internet of things (IoT)
networks) within the system 100. Additionally, there could be some overlap between
devices in the different networks. That is, one or more network devices could be located
in more than one network. For example, wireless extenders 4 could be located both in a
private network for providing content and information to a client device and also in a
backhaul network.

[0029] In Fig. 1, the cloud-based device 1 may be any type of server computer
implemented as a network server or network computer capable of receiving and
transmitting notifications including packet data to and from the gateway device 3 in the
system 100. The cloud-based device 1 can also train a machine learning algorithm
(MLA) stored therein using the packet data received from the gateway device 3, and
transmit the trained ML A to the gateway device 3 in the system 100. The cloud-based
device 1 can also transmit notifications including packet data, and trained ML As to other
devices outside of the system 100 (e.g., other gateway devices as shown in the system 200

of Fig. 2).
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[0030] The SP 2 can be, for example, a multiple system operator (MSO) that
provides streaming video or any computer for connecting the gateway device 3 to the
Internet 7. The SP 2 can transmit policy control information for receipt by devices in the
system 100, for example, the gateway device 3. Policy control information includes, but
is not limited to, rules regarding certain periods of time during which results generated by
a machine learning algorithm may be modified to treat packet flows as low latency or
certain periods of time in which low latency rules should not be applied.

[0031] The connection 8 between the cloud-based device 1 and the Internet 7, the
connection 9 between the Internet 7 and the SP 2, and the connection 10 between the SP 2
and the gateway device 3 can be implemented using a wide area network (WAN), a
virtual private network (VPN), metropolitan area networks (MANs), system area
networks (SANs), a DOCSIS network, a fiber optics network (e.g., FTTH (fiber to the
home) or FTTX (fiber to the x), or hybrid fiber-coaxial (HFC)), a digital subscriber line
(DSL), a public switched data network {PSDN), a global Telex network, or a 243, 33, 4G
or 3G network, for example.

[0032] The connection 10 can further include as some portion thereof a
broadband mobile phone network connection, an optical network connection, or other
similar connections. For example, the connection 10 can also be implemented using a
fixed wireless connection that operates in accordance with, but is not limited to, 3rd
Generation Partnership Project (3GPP) Long Term Evolution (LTE) or 5G protocols.

[0033] The gateway device 3 is a hardware electronic device that performs the
function of a stand-alone cable modem or a combination modem and gateway device that
combines the functions of a modem, access point, and/or a router for providing received
content to network devices (e.g., client devices 5, wireless extenders 4 and mobile device

6) in the systems 100. Itis also contemplated by the present disclosure that the gateway
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device 3 can include the function of, but is not limited to, an Internet Protocol/Quadrature
Amplitude Modulator (IP/QAM) set-top box (STB) or smart media device (SMD) that is
capable of decoding audio/video content, and playing over-the-top (OTT) or multiple
system operator (MSO) provided content.

[0034] The gateway device 3 can communicate with other devices in the systems
100, for example, the cloud-based device 1 to transmit notifications including packet data
and to receive notifications including packet data, trained or updated ML As, and policy
control information. The gateway device 3 is capable of processing received packets
according to low latency technology developed for the Data Over Cable Service Interface
Specification (DOCSIS) standard. Such technology is commonly referred to as LLD.

[0035] The gateway device 3 is connected to the wireless extenders 4 via
connection 11. The connection 11 between the gateway device 3 and the wireless
extenders 4 can be implemented using a wireless connection in accordance with any IEEE
802.11 Wi-Fi protocols, Bluetooth protocols, Bluetooth Low Energy (BLE), or other
short range protocols that operate in accordance with a wireless technology standard for
exchanging data over short distances using any licensed or unlicensed band such as the
citizens broadband radio service (CBRS) band, 2.4 GHz bands, 5 GHz bands, 6 GHz
bands, or 60 GHz bands.

[0036] Additionally, the connection 11 can be implemented using a wireless
connection that operates in accordance with, but is not limited to, IEEE 802.11 protocol,
RF4CE protocol, ZigBee protocol, Z-Wave protocol, or IEEE 802.15.4 protocol. It is
also contemplated by the present disclosure that the connections 11 can include
connections to a media over coax (MoCA) network. One or more of the connections 11

can also be a wired Ethemet connection.



WO 2022/115247 PCT/US2021/059066

[0037] The wireless extenders 4 can be, for example, hardware electronic devices
such as access points used to extend the wireless network by receiving the signals
transmitted by the gateway device 3 and rebroadcasting the signals to, for example, client
devices 5, which may be out of range of the gateway device 3. The wireless extenders 4
can also receive signals from the client devices 5 and rebroadcast the signals to the
gateway device 3 or other client devices 5.

[0038] The connection 12 between the wireless extenders 4 and the client devices
5 may be implemented through a wireless connection that operates in accordance with
any IEEE 802.11 Wi-Fi protocols, Bluetooth protocols, Bluetooth Low Energy (BLE), or
other short range protocols that operate in accordance with a wireless technology standard
for exchanging data over short distances using any licensed or unlicensed band such as
the CBRS band, 2.4 GHz bands, 5 GHz bands, 6 GHz bands, or 60 GHz bands.
Additionally, the connection 12 may be implemented using a wireless connection that
operates in accordance with, but is not limited to, RF4CE protocol, ZigBee protocol, Z-
Wave protocol, or IEEE 802.15.4 protocol. Also, one or more of the connections 12 can
also be a wired Ethernet connection.

[0039] The client devices 5 can be, for example, a hand-held computing device, a
personal computer, an electronic tablet, a smart phone, smart speakers, an [oT device, an
iControl device, or other similar wireless hand-held consumer electronic device capable
of executing and displaying the content received through, for example, the gateway
device 3. Additionally, the client devices 5 can be a TV, an IP/QAM STB or an SMD
that is capable of decoding audio/video content, and playing over OTT or MSO provided
content received through the gateway device 3. Client devices 5 can transmit data to
other devices (e.g. wireless extenders 4, client devices 5 and mobile device 6) in the

system 100. Such data can be transmitted as packet flows.
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[0040] The connection 13 between the gateway device 3 and the mobile device 6
may be implemented through a wireless connection that operates in accordance with, but
is not limited to, IEEE 802.11 protocol. The connection 12 may also be implemented
using a wireless connection in accordance with any IEEE 802.11 Wi-Fi protocols,
Bluetooth protocols, Bluetooth Low Energy (BLE), or other short range protocols that
operate in accordance with a wireless technology standard for exchanging data over short
distances using any licensed or unlicensed band such as a CBRS band, 2.4 GHz bands, 5
GHz bands, 6 GHz bands, or 60 GHz bands. The connection 13 between the gateway
device 3 and the mobile device 6 may also be implemented through a WAN, a LAN, a
VPN, MANs, WLANSs, SANs, a DOCSIS network, a fiber optics network (such as FTTH,
FTTX, or HFC), a PSDN, a global Telex network, or a 24, 33, 4G or 3G network, for
example. The connection 13 can also be a wired Ethernet connection.

[0041] The mobile device 6 can be, for example, a hand-held computing device, a
personal computer, a smartphone, an electronic tablet, an e-reader, a personal digital
assistant (PDA), or a portable music player with smart capabilities that is capable of
connecting to the Internet, cellular networks, and interconnecting with other devices via
Wi-Fi and Bluetooth protocols. The mobile device 6 can transmit data to other devices
(e.g. wireless extenders 4 and client devices 5) in the system 100. Such data can be
transmitted as packet flows.

[0042] The respective connections 8, 9, 10 between the cloud-based device 1 and
the Internet 7, between the Internet 7 and the SP 2, and between the SP 2 and the gateway
device 3 shown in Fig. 1 are meant to be exemplary connections and are not meant to
indicate all possible connections between the cloud-based device 1, the Internet 7, the SP
2, and the gateway device 3. Additionally, the respective connections 11 between the

gateway device 3 and the wireless extenders 4 shown in Fig. 1 are meant to be exemplary

10
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connections and are not meant to indicate all possible connections between the gateway
device 3 and the wireless extenders 4. Likewise, the connections 12 between the
extenders 4 and the client devices 5 shown in Fig. 1 are meant to be exemplary
connections and are not meant to indicate all possible connections between the wireless
extenders 4 and client devices 5. Similarly, the connection 13 between the gateway
device 3 and the mobile device 6 shown in Fig. 1 is meant to be an exemplary connection
and not meant to indicate all possible connections between the gateway device 3 and the
mobile device 6.

[0043] It is contemplated by the present disclosure that the number of cloud-based
devices 1, SPs 2, gateway devices 3, wireless extenders 4, client devices 5, and mobile
devices 6 is not limited to the number of cloud-based devices 1, SPs 2, gateway devices 3,
wireless extenders 4, client devices 5, and mobile devices 6 shown in Fig. 1.

[0044] Fig. 2 includes some of the same devices (e.g., cloud-based device 1, SP 2,
gateway 3) and connections (e.g., 7, 8, 9, and 10) as shown and discussed in Fig. 1. As
such, the devices and connections shown in Fig. 2 that are same as the device and
connections shown in Fig. 1 are identified using the same reference numerals.
Additionally, a detailed description of those devices (e.g., cloud-based device 1, SP 2,
gateway 3) and connections (e.g., 7, 8. 9, and 10) has been provided with reference to Fig.
1 and will not be repeated in the description of Fig. 2.

[0045] Fig. 2 is an exemplary system for enhancing classification of data packets
according to an embodiment of the present disclosure. It is contemplated by the present
disclosure that each gateway device 3 can be located in the same or separate networks
and, if located in separate networks, the separate networks can include devices such as,
but not limited to, wireless extenders 4, client devices 5 and mobile devices 6 (e.g., as

shown in Fig. 1). Additionally, each gateway device 3 can communicate with other
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devices in the system 200, for example, the cloud-based device 1 to transmit notifications
including packet data and to receive notifications including packet data, and updated or
trained MLAs, and policy control information. Although three gateway devices 3 are
illustrated in Fig. 2, it is contemplated that any number of gateway devices 3 may be in
the system 200.

[0046] It is contemplated by the present disclosure that the cloud-based device 1
can, for example, train an MLA stored in the cloud-based device 1 using the packet data
received from the gateway devices 3, and transmit the trained MLA to the gateway
devices 3 in the system 200. That is, the trained ML A transmitted by the cloud-based
device 1 can be used to update or replace the MLA in the gateway devices 3. The cloud-
based device 1 can transmit notifications including packet data received from other
devices outside of the system 100 (e.g., other gateway devices as shown in Fig. 1) to the
gateway devices 3 in the system 200 for further training their respective ML As.

[0047] Additionally, the cloud-based device 1 can also transmit notifications
including packet data, and/or trained ML As to other devices outside of the system 200
(e.g., other gateway devices as shown in Fig. 1). For example, the packet data can be
used by the other gateway devices outside the system 100 (e.g., other gateway devices as
shown in Fig. 1) to further train their respective MLAs. On the other hand, the trained
MLA transmitted by the cloud-based device 1 to the other devices outside the system 100
(e.g., other gateway devices as shown in Fig. 1) can be used to update or replace the
respective MLAs. In this regard, the cloud-based device 1 can operate as a WAN-side
aggregator utilizing packet data included in notifications for training and updating ML As
utilized in gateway devices 3 in various systems and networks.

[0048] A detailed description of the example internal components of the gateway

devices 3 shown in Figs. 1 and 2 will be provided in the discussion of Fig 3. However, in
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general, it is contemplated by the present disclosure that the gateway devices 3 include
electronic components or electronic computing devices operable to receive, transmit,
process, store, and/or manage data and information associated with the systems 100, 200,
which encompasses any suitable processing device adapted to perform computing tasks
consistent with the execution of computer-readable instructions stored in a memory or a
computer-readable recording medium.

[0049] Further, any, all, or some of the computing devices in the gateway devices
3 may be adapted to execute any operating system, including Linux, UNIX, Windows,
MacOS, DOS, and ChromeOS as well as virtual machines adapted to virtualize execution
of a particular operating system, including customized and proprietary operating systems.
Each gateway device 3 is further equipped with components to facilitate communication
with other computing devices over the one or more network connections to local and wide
area networks, wireless and wired networks, public and private networks, and any other
communication network enabling communication in the systems 100, 200.

[0050] Fig. 3 illustrates a more detailed schematic diagram of an example
gateway device 3 in the system 100, 200 for enhancing classification of data packets in an
electronic device according to an embodiment of the present disclosure. Although Fig. 3
shows one gateway device 3, the figure is meant to be representative of the other gateway
devices 3 shown in Figs. 1 and 2.

[0051] The gateway device 3 is a hardware electronic device that performs the
function of a stand-alone cable modem or a combination modem and gateway device that
combines the functions of a modem, access point and/or a router for providing received
content to network devices (e.g., client devices 5, wireless extenders 4, and mobile device
6) in the system 100, 200. It is also contemplated by the present disclosure that the

gateway device 3 can include the function of, but is not limited to, an IP/QAM STB or
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SMD that is capable of decoding audio/video content, and playing OTT or MSO provided
content.

[0052] The gateway device 3 can communicate with other devices in the system
100, 200, for example, the cloud-based device 1 to transmit notifications including packet
data and to receive notifications including packet data, trained or updated MLAs, and
policy control information. The gateway device 3 is capable of processing received
packets according to low latency technology developed for the Data Over Cable Service
Interface Specification (DOCSIS) standard. As shown in Fig. 3, the gateway device 3
includes a power supply 14, user interface 15, a network interface 16, a memory 18, a
WAN interface 19 and a controller 20.

[0053] The power supply 14 supplies power to the internal components of the
gateway device 3 through the internal bus 17. The power supply 14 can be a self-
contained power source such as a battery pack with an interface to be powered through an
electrical charger connected to an outlet (e.g., either directly or by way of another device).

[0054] The user interface 15 includes, but is not limited to, push buttons, a
keyboard, a keypad, aliquid crystal display (LCD), a thin film transistor (TFT), a light-
emitting diode (LED), a high definition (HD) or other similar display device including a
display device having touch screen capabilities so as to allow interaction between a user
and the gateway device 3.

[0055] The network interface 16 includes various network cards, and circuitry
implemented in software and/or hardware to enable communications using the
communication protocols of connections 11 and 13 (e.g., as previously described with
reference to Fig. 1).

[0056] The memory 18 includes a single memory or one or more memories or

memory locations that include, but are not limited to, a random access memory (RAM), a
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dynamic random access memory (DRAM), a memory buffer, a hard drive, a database, an
erasable programmable read only memory (EPROM), an electrically erasable
programmable read only memory (EEPROM), a read only memory (ROM), a flash
memory, logic blocks of a field programmable gate array (FPGA), a hard disk or any
other various layers of memory hierarchy.

[0057] The memory 18 can be used to store any type of data, including, but not
limited to, packets and data relating to each packet. Data related to each packet includes,
but is not limited to, a source Internet Protocol (IP) address of an electronic device (e.g.,
wireless extenders 4, client devices 5 and mobile device 6) transmitting the packet, a
destination IP address of the electronic device receiving the packet, a communication
protocol used to transmit the packet, a source port number of the electronic device from
which the packet was transmitted, and a destination port number of the electronic device
receiving the packet.

[0058] The data related to each packet may be referred to as an n-tuple. An n-
tuple is a finite list of “n” ordered items of data. Because the data related to each packet
includes data for five different items, it can be considered a 5-tuple. When the data for
any one of the five different items is different, the 5-tuple is considered to be different.

[0059] An IP address is a numerical label assigned to each device connected to a
computer network that uses the Internet Protocol for communication. An IP address
serves two main functions: host or network interface identification and location
addressing. A port number is always associated with an IP address of a host and the type
of transport protocol used for communication. It completes the destination or origination
network address of a message. Specific port numbers are reserved to identify specific
services so that an arriving packet can be easily forwarded to a running application. The

most common transport protocols that use port numbers are the Transmission Control
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Protocol (TCP) and the User Datagram Protocol (UDP). Thus, example communication
protocols for transmitting packets as described herein include, but are not limited to, TCP
and UDP.

[0060] Additionally, the memory 18 can be used to store any type of instructions
and/or software, for example, simple network management protocol (SNMP) software or
other software which enables the gateway device 3 to support the use of the same or
similar protocol such as the SNMP protocol. Moreover, the memory 18 can be used to
store any type of instructions and/or software to support the use of the same or similar
protocol as LLD. Additionally, the memory 18 can be used to store policy control
information received from, for example, the SP 2. Alternatively, a user may enter the
policy control information into the gateway device 3. Policy control information
includes, but is not limited to, rules regarding certain periods of time during which results
generated by a machine leaming algorithm may be modified to treat packet flows as low
latency or certain periods of time in which low latency rules should not be applied.
Furthermore, the memory 18 can be used to store any type of instructions and/or software
associated with algorithms, processes, or operations for controlling the general functions
and operations of the gateway device 3.

[0061] The WAN interface 19 may include various network cards and circuitry
implemented in software and/or hardware to enable communications between the gateway
device 3 and the SP 2 using communications protocols in accordance with connection 10
(e.g., as previously described with reference to Fig. 1).

[0062] The controller 20 controls the general operations of the gateway device 3
and includes, but is not limited to, a central processing unit (CPU), a hardware
microprocessor, a hardware processor, a multi-core processor, a single core processor, a

field programmable gate array (FPGA), a microcontroller, an application specific
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integrated circuit (ASIC), a digital signal processor (DSP), or other similar processing
device capable of executing any type of instructions, algorithms, or software for
controlling the operation and functions of the gateway device 3. Communication between
the components (e.g., 14-16 and 18-20) of the gateway device 3 is established using the
internal bus 17.

[0063] It is contemplated by the present disclosure that the cloud-based device 1
has similar structure and functionality as the gateway device 3. Thus, it should be
understood that the cloud-based device 1 may store the same or similar data and software
as the gateway device 3 which enable performing the same or substantially the same
functions as the gateway device 3.

[0064] Moreover, the cloud-based device 1 may be any type of server computer
implemented as a network server or network computer capable of receiving and
transmitting notifications including packet data to and from the gateway device 3 in the
system 100 (e.g., other gateway devices as shown in the system 200 of Fig. 2). The
cloud-based device 1 can also train a machine learning algorithm (MLA) stored therein
using the packet data received from the gateway device 3, and transmit the trained MLA
to the gateway device 3 in the system 100. The cloud-based device 1 can also transmit
notifications including packet data, and trained MLAs to other devices outside of the
system 100 (e.g., other gateway devices as shown in the system 200 of Fig. 2).

[0065] Fig. 4 is a schematic diagram illustrating an example memory 21 that may
include a single memory or one or more memories or memory locations that include, but
are not limited to, a random access memory (RAM), a dynamic random access memory
(DRAM), a memory buffer, a hard drive, a database, an erasable programmable read only
memory (EPROM), an electrically erasable programmable read only memory

(EEPROM), a read only memory (ROM), a flash memory, logic blocks of a field
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programmable gate array (FPGA), a hard disk or any other various layers of memory
hierarchy.

[0066] The memory 18 described herein with reference to the gateway device 3
may be implemented as the memory 21. Additionally, the memory in another device
(e.g., cloud-based device 1) in the system 100, 200 may be implemented using the
memory 21.

[0067] The memory 21 can be used to store any type of data, including, but not
limited to, packets and data relating to the packets. Data related to each packet includes,
but is not limited to, a source Internet Protocol (IP) address of an electronic device (e.g.,
wireless extenders 4, client devices 5 and mobile device 6) transmitting the packet, a
destination IP address of the electronic device receiving the packet, a communication
protocol used to transmit the packet, a source port number of the electronic device from
which the packet was transmitted, and a destination port number of the electronic device
receiving the packet.

[0068] The memory 21 can also be used to store any type of instructions and/or
software, for example, a classifier 22, a queue protection (QP) algorithm 23, a slow path
module 24, a hardware accelerator module 25, and a machine learning algorithm (MLA)
26. All or part of the contents of the memory 21 may be stored in the same or different
device in the systems 100, 200. The classifier 22, for example, can function to assign
packets to the LLD service flow queue or the classic service flow queue using
information in the header of respective packets.

[0069] The QP algorithm 23 can function to facilitate efficient packet processing
by, for example, identifying packets contributing to the growth of the LLD service flow
queue, moving the identified packets to a classic flow queue, and sending a notification to

the MLA 26 that includes the packet data of the identified packet. The slow path module
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24 can, for example, enable the gateway device 3 to implement a slow path function in
which decisions can be made regarding actions to be taken for processing received
packets. Additionally, the slow path module 24 can, for example, facilitate changing
packet header information to process packets using the low latency service flow or the
classic service flow.

[0070] Each packet header includes a differential services field which includes an
8-bit Differentiated Services Code Point (DSCP) field and a 2-bit Explicit Congestion
Notification (ECN) field. The DSCP field can be used to determine packet traffic
classification for network data. For example, the DSCP field can be used to determine
which network traffic requires higher bandwidth and has a higher priority. The ECN field
can allow end-to-end notification of network congestion without dropping packets. The
DSCP/ECN fields may be changed to classify packets to be processed using the low
latency service flow or the classic service flow.

[0071] The hardware accelerator module 25 can, for example, facilitate
implementing a fast flow function of the gateway device 3 by, for example, changing the
DSCP/ECN fields to process packets using the low latency service flow or the classic
service flow. MLAs 26 include at least classifiers and regressors. Examples of MLAs 26
include, but are not limited to, support vector machine learning algorithms, decision tree
classifiers, linear discriminant analysis learning algorithms, and artificial neural network
leaming algorithms. Decision tree classifiers include, but are not limited to, random
forest algorithms.

[0072] The MLA 26 can be trained to categorize packets received at a device in
the system 100 or the system 200, for example, the gateway device 3 for processing using
the LLD service flow or the classic service flow. The MLA 26 can be trained by any

device in the system 100 or in the system 200, for example, the cloud-based device 1 or
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the gateway device 3. Moreover, the MLA 26 can, for example, train an MLA model
which can be used to categorize packets. The gateway device 3 can use data of received
packets to train the ML A 26 to enhance classification of the received packets to be
processed by the LLD service flow or the classic service flow. Alternatively, or
additionally, the gateway device 3 can transmit the packet data to the cloud-based device
1.

[0073] The cloud-based device 1 can also train a machine learning algorithm
(MLA) stored therein using the packet data included in notifications received from the
gateway device 3, and transmit the trained ML A to the gateway device 3 in the system
100. The cloud-based device 1 can also transmit notifications including packet data, and
trained ML As to other devices outside of the system 100 (e.g., other gateway devices as
shown in the system 200 of Fig. 2). Moreover, the memory 21 can be used to store any
type of instructions and/or software to support the use of the same or similar protocol as
LLD. Furthermore, the memory 21 can be used to store any type of instructions and/or
software associated with algorithms, processes, or operations for controlling the general
functions and operations of the device in which the instructions are stored.

[0074] Fig. 5 is a diagram illustrating an exemplary packet processing system 300
according to an embodiment of the present disclosure. The system 300 can be
implemented by, for example, any gateway device 3 or cloud-based device 1 included in
the system 100, 200. The packet processing system 300 includes a classifier 22, an LLD
service flow queue 27, a classic service flow queue 28, the Queue Protection (QP)
algorithm 23, a low latency active queue management (AQM) function 29, a classic
AQM function 30, a low latency service flow 31, a classic service flow 32, a slow path
function 24a implemented by the slow path module 24, a fast path function 25a

implemented by the hardware accelerator module 25, and the MLA 26. Although the
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exemplary packet processing system 300 includes a single LLD service flow queue 27, it
is contemplated by the present disclosure that any number of LLD service flow queues 27
may be included in the system 300, for example, sixteen. The AQM 29, 30 facilitates
probabilistically dropping packets from a queue before the queue becomes full.

[0075] The system 300 also includes five exemplary packets P1, P2, P3, P4 and
P5 that may be processed using the system 300. Packets P1, P2, and P3, for example, can
be processed by the slow path function 24a and/or the fast path function 25a and by the
classifier 22. Packets P4 and P5 can be in line to be processed by the slow path function
24a and/or the fast path function 25a. Although the system 300 includes five packets for
processing, it is contemplated by the present disclosure that any number of packets may
be processed by the system 300.

[0076] The low latency service flow 31 is for non-queue building packet traffic
which requires low latency. The classic service flow 32 is for queue building packet
traffic which can tolerate higher latency. The classifier 22 assigns packets to the LLD
service flow queue 27 or the classic service flow queue 28. For example, the classifier
assigned packet P1 to the classic flow queue 28 and assigned packets P2 and P3 to the
LLD service flow queue 27.

[0077] The QF algorithm 23 can identify packets like packet P2, for example, in
the LLI) service flow gueue 27 that are contributing to the growth of the delay of the
LED service flow queue 27 and thus to the delay in the round-irip time of low latency
packets. The QP algorithm 23 can also move the identified packet(s) like packet P2 {0 the
classic service flow queue 28 o avoid flooding the LLD service flow queus 27, Thus, it
can be seen that some packets can be incorrectly assigned to the LLD service flow queue
27 and as a result contribute to delay in the low latency service flow 31, which negatively

effects the round-trip time of genuine low latency packets.
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[0078] To address this problem, a first packet, for example, packet P4 in a packet
flow received by the gateway device 3 can be processed using the slow path function 24a.
To properly and efficiently process the packets in a received packet flow or session, the
gateway device 3 also includes the fast path function 25a. For example, the first packet
can be processed using the slow path function 24a and the subsequent packets can be
processed using the fast path function 25a. The slow path function 24a is implemented by
the slow path module 24 and can perform operations on the first packet and decide which
actions to take regarding processing the first packet. These actions are provided to the
hardware accelerator module 25 so actions may be taken by the fast path function 25a
with regard to subsequent packets in the packet flow. An action to be taken may be, for
example, modifying the DSCP/ECN field of packets to correspond to a category
determined by the MLA 26.

[0079] As part of processing the first packet (e.g., P4) using the slow path
function 24a, the n-tuple of the first packet is processed by the MLA 26. The n-tuple of
the first packet is the data related to the packet. As such the n-tuple includes, but is not
limited to, a source Internet Protocol (IP) address of an electronic device (e.g., wireless
extenders 4, client devices 5 and mobile device 6) transmitting the packet, a destination IP
address of the electronic device (e.g., gateway device 3) receiving the packet, a
communication protocol used to transmit the packet, a source port number of the
electronic device from which the packet was transmitted, and a destination port number of
the electronic device receiving the packet.

[0080] Because the n-tuple for the first packet includes data for five different
items, the n-tuple may be considered a 5-tuple. When the data for any one of the “n”
different items is different, the n-tuple is considered to be different. Thus, when the data

for any one of the five different items is different, the 5-tuple is considered to be different.
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The MLA 26 can categorize the first packet to be processed using the low latency service
flow 32 or the classic service flow 31. For example, the MLA 26 can categorize the first
packet as “LLD” to indicate processing by the low latency service flow 31 or “non-LLD”
to indicate processing by the classic service flow 32. Any change in the category
indication is notified by the MLA 26 to the other logic in the memory 18, 21 of the
gateway device 3 to modify field data of the remaining packets in the packet flow to be
processed using the fast path function 25a. Moreover, the MLA 26 can create and train
an ML A model which can be used to categorize packets.

[0081] Each packet header includes, for example, a differential services field
which includes an 8-bit Differentiated Services Code Point (DSCP) field and a 2-bit
Explicit Congestion Notification (ECN) field. The DSCP field can be used to determine
packet traffic classification for network data. The ECN field can allow end-to-end
notification of network congestion without dropping packets. When the DSCP and ECN
field data correspond to the category determined by the MLA 26, processing of the first
packet is completed using the slow path function 24a. The category determined by the
MLA 26 is also provided to the fast path function 25a which processes the remaining
packets in the flow.

[0082] However, when the category determined by the MLA 26 does not
correspond to the DSCP/ECN field data, the DSCP/ECN field data of the first packet is
modified to correspond to the determined category. For example, if the first packet is
categorized as “non-LLD” and the DSCP/ECN field data does not correspond to “LLD”,
the DSCP/ECN field data is modified to correspond to “non-LLD.” Similarly, if the
determined category is “LLD” and the DSCP/ECN field data corresponds to “non-LLD,”
the DSCP/ECN field data is modified to correspond to “LLD.” Additionally, the

hardware accelerator module 25 implementing the fast path function 25a is notified 33 of
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the determined category and similarly modifies the DSCP/ENC field data of the
remaining packets in the received packet flow to correspond to the determined category.

[0083] It is contemplated by the present disclosure that after a first packet of a
packet flow with a particular n-tuple is categorized by the MLA 26 via the slow path
function 24a, the remaining packets in the packet flow are categorized using the fast path
function 25a.

[0084] After being processed by the slow path function 24a or the fast path
function 25a, the packets are processed by the classifier 22 which assigns each packet to
the service flow corresponding to the DSCP/ECN information in the header of each
respective packet. The QP algorithm 23 can identify packets in the LLD service flow
queue 27 contributing to the growth of the LLD service flow queue 27 delay and can
move the identified packets to the classic service flow queue 28. Additionally, for each
identified packet the QP algorithm 23 can send a notification 34 to the MLA 26 that
includes the n-tuple of the identified packet.

[0085] It is contemplated by the present disclosure that the classic service flow
queue 28 may be periodically checked for packets exhibiting low latency behavior. For
each packet identified as exhibiting low latency behavior, a notification 35 including the
n-tuple of the identified packet is sent to the ML A 26 to further train the MLA 26 to more
accurately categorize packets having the same n-tuple as the packet exhibiting low
latency behavior.

[0086] It should be understood that each packet identified by the QP algorithm 23
and each packet identified as exhibiting low latency behavior may have been incorrectly
categorized by the MLA 26. Thus, the notifications 34, 35 and n-tuple of each identified
packet are sent to the MLA 26 to further train the ML A 26 to facilitate more accurately

categorizing packets having the same n-tuple as the identified packets. It is contemplated
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by the present disclosure that further training the ML A 26 enables the ML A 26 to more
accurately categorize packets. As a result, delays due to queue building in the low
latency service flow 31 are facilitated to be reduced which facilitates achieving a one
millisecond round-trip delay time for time sensitive applications like on-line gaming.

[0087] Although the notifications 34, 35 are sent to the MLA 26 as described
herein with reference to Fig 5, the notifications 34, 35 may additionally be sent to the
cloud-based device 1. The notifications 34, 35 may be sent to the cloud-based device 1 at
the same time the notifications 34, 35 are sent to the MLA 26. Alternatively, the
notifications 34, 35 generated within a predetermined time period may be sent to the
cloud-based device 1 in a single transmission.

[0088] The n-tuple in the notifications 34, 35 may be used to train, for example,
an updated MLA 26 stored in the cloud-based device 1. The trained updated MLA 26
may be transmitted to and received 36 by devices in the systems 100, 200, for example,
the gateway device 3. Additionally, or alternatively, the cloud-based device 1 may
transmit the notifications 34, 35 including the n-tuple for receipt 36 by the other gateway
devices 3 in the systems 100, 200 and the other gateways devices 3 may further train the
respective ML As 26 stored therein using the n-tuple. Furthermore, the gateway device 3
may receive 36 policy control information from the SP 2. Alternatively, a user may enter
the policy control information into the gateway device 3. Policy control information
includes, but is not limited to, rules regarding certain periods of time during which results
generated by a ML A may be modified to treat packet flows as low latency or certain
periods of time in which low latency rules should not be applied.

[0089] As a result of processing packets as described herein with reference to Fig.

5, delays due to queue building in the low latency service flow 31 are facilitated to be
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reduced which facilitates achieving a one millisecond round-trip delay time for time
sensitive applications like on-line gaming.

[0090] Fig. 6 is an exemplary method and algorithm for identifying a packet in a
LLD service flow queue contributing to growth of a LLD service flow queue delay
according to an embodiment of the present disclosure. Fig. 6 illustrates exemplary
operations performed by the gateway device 3 when a packet in the LLD service flow
queue 27 is identified as contributing to growth in the LLD service flow queue 27 delay.
Additionally, the exemplary method and algorithm of Fig. 6 include operations that are
performed by the software executed by the controller 20 of the gateway device 3.

[0091] In step S1, the software executed by the controller 20 causes the gateway
device 3 to receive a flow of packets and to use the classifier 22 to assign each packet to
the LLD service flow queue 27 or the classic service flow queue 28. In step S2, the QP
algorithm 23 in the gateway device 3 monitors the packets in the LLD service flow queue
27 to determine whether any of the packets are contributing to growth of the LLD service
flow queue 27 delav. i not, in step 81, the gateway device 3 receives additional packets.
However, if any packets in the LLD service flow queue 27 are condributing to growth of
the LLID service flow gueue 27 delay, in step 83, the QF algorithm 23 identifies the
packets and moves the identified packets to the classic service flow queue 28. Doing so
avoids flooding the LLD service flow queue 27, Next, in step 84, the QP algorithm 23
generates a notification 34 for each identified packet and sends the notifications 34 to the
MLA 26 included in the gateway device 3. Each notification 34 includes the n-tuple of
the respective identified packet.

[0092] It should be understood that each packet identified by the QP algorithm 23
may have been incorrectly categorized by the ML A 26. Thus, the notification 34 and n-

tuple of each identified packet are sent to the MLA 26 to further train the MLA 26 to
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enable the ML A 26 to more accurately categorize packets. As a result, delays due to
queue building in the low latency service flow 31 are facilitated to be reduced which
facilitates achieving a one millisecond round-trip delay time for time sensitive
applications like on-line gaming.

[0093] Although the notifications 34 are sent to the MLA 26, the gateway device
3 may additionally send the notifications 34 to the cloud-based device 1 at the same time
the notifications 34 are sent to the MLA 26. Alternatively, the notifications 34 generated
within a predetermined time period may be sent to the cloud-based device 1 in a single
transmission.

[0094] Fig. 7 is an exemplary method and algorithm for identifying a packet in a
classic service flow queue exhibiting low latency behavior according to an embodiment
of the present disclosure. Fig. 7 illustrates exemplary operations performed by the
gateway device 3 when a packet in the classic service flow queue 28 is identified as
exhibiting low latency behavior. Additionally, the exemplary method and algorithm of
Fig. 7 includes operations that are performed by the software executed by the controller
20 of the gateway device 3.

[0095] In step S5, the software executed by the controller 20 causes the gateway
device 3 to receive a flow of packets and to use the classifier 22 to assign each packet to
the LLD service flow queue 27 or the classic service flow queue 28. In step S6, the
gateway device 3 determines whether or not the classic service flow queue 28 should be
checked for packets exhibiting low latency behavior. The classic service flow queue 28
may be checked at any time, for example, every five (5) minutes or at any random time.

[0096] When it is not time to check the classic service flow queue 28, in siep 55,
the gateway device 3 receives additional packets. However, when it is time to check the

classic service Hlow gueue 28, in step S7, the gateway device 3 determunes whether or not
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any packets in the classic service flow queus 28 are exhibiting low latency behavior, I
not, in step 85, the gateway device 3 receives additional packets. However, if anv packet
in the classic service flow queue 28 is exhibiting low latency behavior, in step 58, the
packet is identified, a notification 35 is generated that includes the n-tuple(s) of the
identified packet or packets, and the notifications 35 are sent to the MLA 26. Although
the notifications 35 are sent to the ML A 26, the gateway device 3 may additionally send
the notifications 35 to the cloud-based device 1 at the same time the notifications are sent
to the ML A 26. Alternatively, the notifications 35 generated within a predetermined time
period may be sent to the cloud-based device 1 in a single transmission.

[0097] Fig. 8 is an exemplary method and algorithm for enhancing classification
of packets in an electronic device in the systems 100, 200 according to an embodiment of
the present disclosure. Fig. 8 illustrates exemplary operations performed by the gateway
device 3 to enhance classification of packets. Additionally, the exemplary method and
algorithm of Fig. 8 include operations that are performed by the software executed by the
controller 20 of the gateway device 3. In step S9, the software executed by the controller
20 causes the machine learning algorithm (MLA) 26 in the gateway device 3 to receive a
notification 34 for each packet identified as contributing to growth of the LLD service
flow queue 27 delav and a notification 35 for each packet in the classic service flow
queue 28 idendified as exhibiting low latency behavior,

[0098] Each notificaiion 34, 35 includes an n-tuple of the respective identifiad
packet. The n-tuple inchudes, but is not limited to, a source Internet Protocol (IP) address
of an electronic device (e.g., wireless extenders 4, client devices 5 and mobile device 6)
transmitting the packet, a destination IP address of the electronic device (e.g., gateway
device 3) receiving the packet, a communication protocol used to transmit the packet, a

source port number of the electronic device from which the packet was transmitted, and a
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destination port number of the electronic device receiving the packet. In step S10, the n-
tuple of each received notification 34, 35 is used to train the MLA 26. It should be
understood that each identified packet may have been incorrectly categorized by the MLA
26. Thus, the notifications 34, 35 and n-tuple of each identified packet are sent to the
MLA 26 to further train the ML A 26 to enable the MLA 26 to more accurately categorize
packets.

[0099] In step S11, a first packet, for example, P4 in a packet flow or session
received by the gateway device 3 can be processed using the slow path function 24a of
the gateway device 3. Alternatively, or additionally, other packets in the beginning of a
packet flow may be processed using the slow path function 24a. The slow path function
24a can perform operations on the first packet and decide which actions to take regarding
processing the first packet. These actions are also provided to the fast path function 25a
so the same actions may be taken by the fast path function 25a with regard to subsequent
packets in the packet flow. An action to be taken may be, for example, modifying the
DSCP/ECN field of packets to correspond to a category generated by the MLA 26.

[00100] It is contemplated by the present disclosure that after a first packet
of a packet flow with a particular n-tuple is categorized by the MLA 26 via the slow path
function 24a, the remaining packets in the packet flow are categorized using the fast path
function 25a. As part of processing the first packet using the slow path function 24a, the
n-tuple of the first packet is processed by the MLA 26. The MLA 26 categorizes the first
packet as “LLD” or “non-LLD”.

[00101] Next, in step S12, the software executed by the controller 20 causes
the gateway device 3 to determine whether or not packet header information of the first
packet corresponds to the category determined by the MLA 26. Each packet header

includes, for example, a differential services field which includes an 8-bit Differentiated
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Services Code Point (DSCP) field and a 2-bit Explicit Congestion Notification (ECN)
field. When the DSCP/ECN field data corresponds to the category determined by the
MLA 26, processing of the first packet is completed using the slow path function 24a.
The category determined by the ML A 26 is provided to the fast path function 25a which
processes the remaining packets in the flow. Next, in step S9, the MLA 26 receives a
notification 34 for each packet identified as contributing {0 growth of the LLD service
flow queue 27 delav and anotification 35 {or each packet in the classic service flow
queue 28 identified as exhibiting low latency behavior,

[00102] However, when the category determined by the ML A 26 does not
correspond to the DSCP/ECN field data, in step S13, the DSCP/ECN field data of the first
packet is modified to correspond to the category determined by the MLA 26. For
example, if the determined category is “non-LLD” and the DSCP/ECN field data
corresponds to “LLD”, the DSCP/ECN field data is modified to correspond to “non-
LLD”. Similarly, if the determined category is “LLD” and the DSCP/ECN field data
corresponds to “non-LLD”, the DSCP/ECN field data is modified to correspond to
“LLD”. Additionally, the hardware accelerator module 25 implementing the fast path
function 25a is notified of the determined category and similarly modifies the DSCP/ENC
field data of the remaining packets in the received packet flow to correspond to the
category.

[00103] Using the methods and algorithms for enhancing classification of
data packets in an electronic device facilitates reducing the delay of processing packets by
the electronic device which facilitates achieving a one millisecond round-trip delay time
for time sensitive applications like on-line gaming.

[00104] The present disclosure may be implemented as any combination of

an apparatus, a system, an integrated circuit, and a computer program on a non-transitory
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computer readable recording medium. The one more processors may be implemented as
an integrated circuit (IC), an application specific integrated circuit (ASIC), or large scale
integrated circuit (LSI), system LSI, super LSI, or ultra LSI components that perform a
part or all of the functions described in the present disclosure.

[00105] The present disclosure includes the use of software, applications,
computer programs, or algorithms. The software, applications, computer programs, or
algorithms can be stored on a non-transitory computer-readable medium for causing a
computer, such as the one or more processors, to execute the steps described in Figs. 6, 7,
and 8. For example, the one or more memories stores software or algorithms with
executable instructions and the one or more processors can execute a set of instructions of
the software or algorithms in association with onboarding of wireless extenders in the
wireless residential network.

[00106] The software and computer programs, which can also be referred
to as programs, software applications, applications, components, or code, include
machine instructions for a programmable processor, and can be implemented in a high-
level procedural language, an object-oriented programming language, a functional
programming language, a logical programming language, or an assembly language or
machine language. The term computer-readable recording medium refers to any
computer program product, apparatus or device, such as a magnetic disk, optical disk,
solid-state storage device, memory, and programmable logic devices (PLDs), used to
provide machine instructions or data to a programmable data processor, including a
computer-readable recording medium that receives machine instructions as a computer-
readable signal.

[00107] By way of example, a computer-readable medium can comprise

DRAM, RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic disk
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storage or other magnetic storage devices, or any other medium that can be used to carry
or store desired computer-readable program code in the form of instructions or data
structures and that can be accessed by a general-purpose or special-purpose computer, or
a general-purpose or special-purpose processor. Disk or disc, as used herein, include
compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy disk and
Blu-ray disc where disks usually reproduce data magnetically, while discs reproduce data
optically with lasers. Combinations of the above are also included within the scope of
computer-readable media.

[00108] Use of the phrases “capable of,” “capable to,” “operable to,” or
“configured to” in one or more embodiments, refers to some apparatus, logic, hardware,
and/or element designed in such a way to enable use of the apparatus, logic, hardware,
and/or element in a specified manner. The subject matter of the present disclosure is
provided as examples of apparatus, systems, methods, and programs for performing the
features described in the present disclosure. However, further features or variations are
contemplated in addition to the features described above. It is contemplated that the
implementation of the components and functions of the present disclosure can be done
with any newly arising technology that may replace any of the above implemented
technologies.

[00109] Additionally, the above description provides examples, and is not
limiting of the scope, applicability, or configuration set forth in the claims. Changes may
be made in the function and arrangement of elements discussed without departing from
the spirit and scope of the disclosure. Various embodiments may omit, substitute, or add
various procedures or components as appropriate. For instance, features described with

respect to certain embodiments may be combined in other embodiments.
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We claim:
1. An electronic device capable of enhancing classification of packets in a network, the
electronic device comprising:

a network interface;

a non-transitory memory having instructions stored thereon; and

a hardware processor configured to execute the instructions to:

receive, using the network interface, a packet to be processed using a first service
flow or a second service flow, the first service flow comprising at least one service flow;

determine whether a packet to be processed using the second service flow is
incorrectly classified for processing using the first service flow;

move the incorrectly classified packet to the second service flow;

transmit a notification for the incorrectly classified packet to a machine learning
algorithm (ML A), each notification including data related to the incorrectly classified
packet;

train the ML A using the data in the notifications; and

categorize, using the trained MLA, at least one new packet to be processed using
the first service flow or the second service flow, wherein the at least one new packet is

processed based on the category.

2. The electronic device according to claim 1, wherein the hardware processor further

executes the instructions to change information in a header of the at least one new packet

to correspond to the category determined by the trained MLA.
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3. The electronic device according to claim 1, wherein the hardware processor further
executes the instructions to transmit, using the network interface, the notifications to a

cloud-based device for training an updated MLA.

4. The electronic device according to claim 3, wherein the hardware processor further
executes the instructions to receive, using the network interface, the trained updated MLA

from the cloud-based device.

5. The electronic device according to claim 1, wherein the data included in the
notifications comprises:

a source Internet Protocol (IP) address;

a destination IP address;

a communication protocol used to transmit the packet;

a source port number; and

a destination port number.

6. The electronic device according to claim 1, wherein the first service flow is a low

latency service flow and the second service flow is a classic service flow.

7. The electronic device according to claim 1, wherein the hardware processor further

executes the instructions to transmit, using the network interface, the notifications to a

cloud-based device for forwarding to another electronic device.
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8. The electronic device according to claim 1, wherein the hardware processor further
executes the instructions to:
receive, using the network interface, policy control information; and

use the policy control information to process the at least one new packet.

9. A method of enhancing classification of data packets in an electronic device
comprising:

receiving, by an electronic device, a packet to be processed using a first service
flow or a second service flow, the first service flow comprising at least one service flow;

determining, by the electronic device, whether a packet to be processed using the
second service flow is incorrectly classified for processing using the first service flow;

moving the incorrectly classified packets to the second service flow;

transmitting a notification for the incorrectly classified packet to a machine
learning algorithm (ML A), each notification including data related to the incorrectly
classified packet;

training the ML A using the data in the notifications; and

categorizing, using the trained MLA, at least one new packet to be processed
using the first or second service flow, wherein the at least one new packet is processed

based on the category.

10. The method according to claim 9, further comprising changing, by the electronic

device, information in a header of the at least one new packet to correspond to the

category determined by the trained MLA.
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11. The method according to claim 9, further comprising transmitting, by the electronic

device, the notifications to a cloud-based device for training an updated MLA.

12. The method according to claim 11 further comprising, receiving, by the electronic

device, the trained updated ML A from the cloud-based device.

13. The method according to claim 9, wherein the data included in the notifications
comprises:

a source Internet Protocol (IP) address;

a destination IP address;

a communication protocol used to transmit the packet;

a source port number; and

a destination port number.

14. The method according to claim 9, wherein the first service flow is a low latency

service flow and the second service flow 1s a classic service flow.

15. The method according to claim 9, further comprising transmitting the notifications to

a cloud-based device for forwarding to another electronic device.

16. The method according to claim 9, further comprising:

receiving policy control information; and

using the policy control information to process the at least one packet.
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17. A non-transitory computer-readable recording medium in an electronic device for
enhancing classification of data packets in a network, the non-transitory computer-
readable recording medium storing instructions which when executed by a hardware
processor cause the non-transitory recording medium to perform steps comprising:

receiving a packet to be processed using a first service flow or a second service
flow, the first service flow comprising at least one service flow;

determining whether a packet to be processed using the second service flow is
incorrectly classified for processing using the first service flow;

moving the incorrectly classified packet to the second service flow;

transmitting a notification for the incorrectly classified packet to a machine
learning algorithm (ML A), each notification including data related to the incorrectly
classified packet;

training the ML A using the data in the notifications; and

categorizing, using the trained MLA, at least one new packet to be processed
using the first or second service flow, wherein the at least one new packet is processed

based on the category.

18. The non-transitory computer-readable recording medium according to claim 17,
further comprising changing information in a header of the at least one new packet to

correspond to the category determined by the trained MLA.

19. The non-transitory computer-readable recording medium according to claim 17,

further comprising transmitting the notifications to a cloud-based device for training an

updated MLA.
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20. The non-transitory computer-readable recording medium according to claim 19,

further comprising receiving the trained updated ML A from the cloud-based device.

21. The non-transitory computer-readable recording medium according to claim 17,
wherein the data included in the notifications comprises:

a source Internet Protocol (IP) address;

a destination IP address;

a communication protocol used to transmit the packet;

a source port number; and

a destination port number.

22. The non-transitory computer-readable recording medium according to claim 17,
wherein the first service flow is a low latency service flow and the second service flow is

a classic service flow.

23. The non-transitory computer-readable recording medium according to claim 17,

further comprising transmitting the notifications to a cloud-based device for forwarding to

another electronic device.
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