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advance, a reception unit adapted to
receive information associated with
the second secret information from
the second data processing apparatus,
a key information generation unit
adapted to generate key information on
the basis of the first secret information
and the information associated with

S54

CALCULATE KEY Kij = BBj*Ai AND
BAj = Bj*Ai BY ARITHMETIC UNIT

the second secret information, a
key derivation auxiliary information

‘ S55 generation unit adapted to generate
GENERATE MAC FOR ke}{ derivation auxiliary %nformat%on
IMAGE D USING KEY Kij which allows the key information

L 356 to be derived from the second secret

APPEND MAC AND BAjj BY

information, a verification information
generation unit adapted to generate

IMAGE FILE GENERATION UNIT
* S verification information on the basis
57 of information to be verified and the
CLEAR GENERATED DATA

key information, and an output unit

adapted to output the information to be
verified, the verification information,
and the key derivation auxiliary

information. The second secret information is information which is set in advance in the second data processing apparatus.
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DESCRIPTION

DATA PROCESSING APPARATUS AND ITS METHOD

TECHNICAL FIELD
The present invention relates to a digital data

falsification detection technique.

BACKGROUND ART

In recent years, digifal cameras have become more
and more popuiar. Since an image captured by a digital
caﬁera can be stored and held as digital imaée data,
the merits are notable such as keeping an image from
aging, allowing easy storage and retrieval, allowing
data transmission to a remote place via a communication
line, and so forth. In addition, it reduces development
and print labor unlike conventional silver halide
photos. For these reasons, digital cameras are used in
many business fields. |

For example, in the non-life insurance industry,
damage to an accident vehicle can be captured by a
digital camera and thén an accident assessment can be
made based on the captured image, also in the
construction industry, a construction site can be
captured to confirm the progress of the construction.
The Ministry of Land Infrastructure and Transport
already permits the use of images captured by digital

cameras to record civil engineering sites.
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However, digital images also have demerits.
Using a commercially available application program such
as a photo retouch tool or ‘the like, digital images can
be easily processed and modified on a personal computer.
Since processing and modifications are easy, the

credibility of an image captured by a digital camera is

recognized to be lower than that of a silver halide

photo in an accident situation or in a report that
cites a digital image as proof.

It is nbt impbssible to alter an image of a
silver halide photo. However, since its coét is
relatively expensive and the alteration résult is often
unnatural, alterations are rarely performed in practice.
This is why silver halide photos are often adopted as
proofs. Therefore, in order to overcome this problem
of authentication in the non-life insurance industry
and construction industry, a validationbmethod is
required forvdigifal imége data.

waadays, falsification detection systemé for
image data based on a digital signature data exploiting
an encryption technology can be used has been proposed
kU.S. Patent No. 5,499,294).

This system comprises an image generation
apparatus (camera) for generating image data, and an
image verification apparatus for verifying the validity

(non-alteration) of image data. The camera executes a

'predetermined arithmetic operation on the basis of
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secret informafion unique to a camera and the capturéd
digital image data, and generates digital signature
data as identification information of the image data
(to detect falsification).  The camera outputs the
digital signature data and image data. The image
verification apparatus vefifies the authenticity by
comparing the data resulting of application of a
predetermined arithmetic operation to the image data,
and the data obtained by applying the inverse
arithmetic opération on the generated digital signature
data. In the above patent, a hash function‘
(compression function) and public-key crybtography are
used to generate the digital signaturé data.

A MAC (Message Authentication Code) is often used
in place ofAdigital signature data. A MAC is generated
either by using a symmetric-key cryptography, and a
hash function, or the like, and is characterized in
that its processing speed is higher than the public-key
cryptography. Since identical symmetric-keys ére used
in the generation and the verification of the MAC, the
symmetric-keys must be strictly controlled by both the
camera and the image verification apparatus.

Image data captured by a camera is normally
stored in a compact memory card (non-volatile memory)
connected to the camera. Memory cards usually comprise
flash EEPROMs. Recent miniaturization techniques have

shrunk the size of memory cards to no more than 4-cm?®
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and to a height of about 2 to 3 mm. Its stdrage
capacity has also been multiplied by several hundred ’
Mbytes. Furthermore, a memory card or IC card, which
has an arithmetic unit including a CPU, a RAM, and a
ROM in addition to the flash EEPROM and implements a
security function, is nowlavailable on the market.
Using its arithmetic function, the memory card or IC
card, as an external device to the camera, can generate
the required for falsification.detection of image data
and the like!

A system that detects falsification of image data
using a MAC within the image generation apparatus such
as a camera or the like will be examined below. In the
following examination, assume that an IC card verifies
the presence/absence of falsification. The MAC has a
scheme for generating and verifying verification data
using the symmetric-key cryptography; as described
above, and cannot assure security if the symmetric key
leaks outside. Therefore, identical symmetric‘keys
must be stored in secret.in the camera on the
generation side of the verification data, and in the IC
card on the verification side. How to share/set the

symmetric keys on the generation and verification sides

‘of the authentication mechanism will be examined. 1In

this case, the following two arrangements are possible.
1. The user generates a symmetric key, and sets

it in the camera and the IC card.
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2. A vendor generates a symmetric key, and sets
it in the camera and the IC card. ’

In these cases, the following problems occur.

1. Since the user who sets the symmetric key
knows the symmetric key, only he/she can falsify image
data. Therefore, no proof of non-falsification of
camera images described in the prior art can be
attained. Since the content of iC cards are different
for respective users, one IC card cannot verify another
camera. This-is very inconvenient in practical use.

2. If the vendor protects the key sef secret,
the symmetric key should never leak outside, and a user
should never be aware 6f it, resulting in higher
security. However, the production process is
complicated when different symmetric keys are set for
respective pairs of cameras and IC cards. For this
reason, identical symmetric keys may be set in all
pairs of.cameras and verification apparatuses. In this
case, if the symmetric key of one camera is unéovéred,
all cameras are subject to damage. Also, old
verification data can be falsified, and its validity

becomes threatened.

DISCLOSURE OF INVENTION

The present invention has been thought of in

"consideration of the aforementioned problems, and has

as its object to provide a technique that makes
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falsification difficult while minimizing the operation
load on the vendor the and user. !

In order to achieve the above object, for example,
a verification information 'generation system according
to the present invention comprises the following
arrangement. That is, a verification information
generation system is provided comprising a first and a
second data processing apparatuses, wherein

the first data processing apparatus comprises:

a holdiﬁg unit adapted to hold a first sedret
information which is set in advance in the fifst data
processing apparatus;

a reception unit adapted to receive information

associated with the second secret information from the

"second data processing apparatus;

a key information generation unit adapted to
generate key information on the basis of the first
secret information and the information associated with
the second secret information; |

a key derivation auxiliary information generation
unit adapted to generate key derivation auxiliary
information which allows the key information to be
derived from the second secret information;

| verification information generation unit adapted
to generate verification information on the basis of

information to be verified and the key information; and
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an output unit adapted to output the information
to be verified, the verification information, and the’
key derivation auxiliary information, and

the second secret information is information
which is set in advance in the second data processing
apparatus.

In order to achieve the above object, for example,
a falsification detection system according to the
present invention comprises the following arrangement.

That is, a falsification detection system is provided

comprising a first and a second data processing.

apparatus, wherein

the second data processing apparatus comprises:

a holding unit adapted to hold second secret
information which is set in advance in the second data-
processing apparatus;

a reception unit adapted to receive verification
information associated with information to be verified,
and key derivation auxiliary information from fhe first
data processing apparatus;

a key information derivation unit adapted to
derive key information on the basis of the second
secret information and the key derivation auxiliary
information; and

a falsification detection unit adapted to detect

the presence/absence of falsification of the
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information to be verified on the.basis of the
verification information and the key information, and’

the verification information is generated using
the first secret information set in advance in the
first data processing apparatus.

Note that information to be managéd in secret is
called secret information in the above descriptioh.

Other features and advantages of the present
invention will be apparent from the following
description téken in conjunction with the accompanying
drawings, in which like reference characteré designate
the same or similar parts throughout the figures

thereof.

BRIEF DESCRIPTION OF DRAWINGS

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention and,.together
with the description, serve to explain the priﬂciples
of the invention.

Fig. 1 is a block diagram for explaining an
example of the arrangement of an image verification
system according to an embodiment of thé present
invention;

Fig. 2 is a block diagram showing the principal

functional arrangement of an image generation apparatus
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11 according to the embodiment of the present
invention;
Fig. 3 is a flowchart for explaining key

individualizing processing according to the. embodiment

of the present invention;

Fig. 4 is a block diagram for explaining the
principal functional arrangement of an attack resistant
apparatus 12 according to the embodiment of the present
invention;

Fig. 5 is a flowchart for explaining MAC
generation processing according to the embodiment of
the present invention; |

Fig. 6 is a block diagram showing the principal
functional arrangement of an image verification
assistant apparatus 13 according to the embodimenf of
the present invention;

Fig. 7 is a flowchart for explaining MAC
verificationvprocessing according to the first
embodiment;

Fig. 8 is a flowchart for explaining MAC
generation processing according to the third
embodiment;

Fig. 9 is a flowchart for explaining MAC
verification processing according to the third

embodiment;



WO 2006/046724 PCT/JP2005/019942

10

15

20

25

Fig. 10 is a flowchart for explaining MAC
generation processing according to the second
embodiment;

Fig. 11 is a block diagram for explaining an
example of the arrangement of an image verification -
system according to another embodiment of the present
invention;

Fig. 12 is a block diagram showing the principal
functional arrahgement of an image generation apparatus
111 accordiné to the embodiment of the present
invention; |

Fig. 13 is a block diagram for expléining the
principal functional arrangement of an attack resistant
apparatus 112 according to the embodiment of the
present invention;

Fig. 14 is a flowchart for explaining MAC
generation processing according to the fifth
embodiment; |

Fig. 15 is a flowchart for explaining MAC
verification processing according to the fifth
embodiment;

Fig. 16 is a flowchart for explaining MAC
generation processing according to the seventh
embodiment;

Fig. 17 is a flowchart for expiaining secret key
distribution processing for digital signature according

to the embodiment of the present invention;
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Fig. 18 is a flowchart for explaining MAC
generation processing according to the sixth
embodiment; and

Fig. 19 is a block diagram for explaining the
principal functional arrangement of a registration
station 114 accofding to fhe embodiment of the present

invention.

BEST MODE FOR CARRYING OUT THE INVENTION

Preferfed embodiments of the present invention
will be described in detail hereinafter with reference
to the accompanying drawings. Note that building
components described in the embodiments are merely
examples, and the scope of the present invention is not
limited to those.
{First Embodiment)>

Fig. 1 is a block diagram showing a system
according to,this embodiment. As shown in Fig. 1, this
system comprises an image generation apparatuslll which
generates image data to be validafed, and also its
verification data, an image verification assistant
apparatus 13, and an attack resistant apparatus 12
which can communicate with these apparatusés.

The image generation apparatus 11 has a function
of setting a key for MAC generation, a function of
generating/capturing image data, a function of

generating MAC data for the generated image data, a
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function of generating auxiliary paraméters (for
example, in case of a camera, an image capturing time/,
focal length, aperture value, ISO speed, photometry
mode, image file size, photographer information, etc.),
a function of generating an image file with MAC data
(including image data, MAC data, auxiliary parameters,
and the like), and a function of communicating with the
attack resistant apparatus 12. Note that the image
generation apparatus 11 may be either an image |
capturing apparatus such as a digital camera, digital
video camera, scanner, or the like, or an electronic
apparatus with a camera unit. For the saké of
simplicity, the image generation apparatus 11 will be
described as a camera (digital camera) hereinafter.

The attack resistant apparatus 12 has a function
of storing information required to generate/verify
verification data, é function of calculating
information required for verification, and a function
of communicating data with the image generatioh
apparatus 11 and image verification assistant apparatus
13. Note that the attack resistant apparatus 12 is a
memory card or an IC card with a security function,
which has an arithmetic unit including a CPU, a RAM,
and a ROM in addition to a flash EEPROM. For the sake
of simplicity, the attack resistant apparatus 12 will

be described as an IC card hereinafter.
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The image verification assistant apparatus 13Ahas
a function of separating an image file with MAC data,’ a
function of calculating a hash value of the separated
image data, a function of communicating with the attack
resistant apparatus 12, and a function of displaying a
determination result. Note that the image verification
assistant apparatus 13 may be either a PC which can
store ahd distribute data like a Web server, or a
compact apparatus having a CPU, memory, and the like.
For the sake §f simplicity, the image verification
assistant appératus 13 will be described as a PC
hereinafter. |

Fig. 2 is a block diagram of the camera 11
according to this embodiment. Referring to Fig. 2,
reference numeral 22 denotes an operation unit which is
a ﬁser interface unit including switches, a panel, and
the like used to set various parameters in the camera,
to issue an image capturing-instruction-of an object,
and the like. Reference numeral 25 denotes an image
capturing unit which has an optical sensor such as a
CCD (charge coupled device) or the like, and generates
image data of an object and auxiliary parameters in
accordance with an instruction input to the operation
unit 22. Reference numeral 21 denotes a key holding
unit which comprises a writable non-volatile memory.
Reference numeral 23 denotes an arithmetic unit (which

comprises a CPU, RAM, and ROM, a dedicated IC chip, or
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the like), which performs predetermined arithmetic
operations in accordance with a request from a control
unit 29. Reference numeral 26 denotes an image file
generation unit which generates an image file of a
predetermined format from the captured image, and
writes it in a detachable memory card (not shown).
Reference numeral 29 denotes a control unit for
controlling the overall apparatus; 27, a hash
generation unit for calculating a hash value; and 28, a
MAC generatioh unit. Reference numeral 24 denotes a
communication unit for communicating with the IC card
(attack resistant apparatus) 12. |

Fig. 4 is a block diagram of the IC card 12

~according to this embodiment. Referring to Fig. 4,

reference numeral 41 denotes a key holding unit which
comprises a writable non-volatile memory; and 43, an
arithmetic unit wﬁich performs predetermined arithmetic
operations in accordance with a request from a control
unit 47. Reference numeral 42 denotes a random number'
generation unit which generates a random number by a
predetermined algorithm in accordance with a request
from the control unit 47; and 45, a MAC generation unit
which generates a MAC. Reference numeral 4? denotes a
control unit which controls the overall apparatus; 46,
a determination unit which determines the validity of
image data; and 44, a communication unit which

communicates with other apparatuses.
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Fig. 6 is a functional block diagram of the PC
(image verification assistant apparatus) 13 according
to this embodiment. Since the image verification
assistant apparatus 13 comprises a PC, as described
above, and the arrangement of the PC need not be
explained, Fig. 6 éhows the arrangement when a program
that serves as the image verification assistant
apparatus is rﬁnning. That is, funcfion uﬁits shown in
Fig. 6 are implemented by a CPU and programs for
executing corfesponding processes.

Referring to Fig. 6, reference numeral 62 denotes
an image file separation unit which separétes image
data énd verification data (including a MAC) from an
image file; 63, a hash generation unit; and 65, a
display unit for displaying a validation result
(indicating whether or not image data has been
falsified). Reference numeral 61 denotes a
communiéation unit which communicates with the IC card
(attack resistant apparatus); and 66, a controi unit
which controls the overall apparatus.

In the above arrangement, assume that the camera
11 has predetermined secret information A in the key
holding unit 21 in its production process. This secret
information A is common to all cameras provided by the
vendor. Note that the secret information A, and ai and
Ai to be described later represent numerical values,

and are set as numerical values having a predetermined
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bit length. Note that the key holding unit 21 adopts
an arrangement that inhibits data from reading out to
external units except for the arithmetic unit 23, so as
to prevent key information'from leaking outsidé.

Likewise, assume that the IC card 12 has
predetermined secret information B in the key holding
unit 41 in its production process. This secret
information B is common to all IC cards provided by the
vendor. Note that the secret information B represents
a numerical Qalue, and is set as a numerical value
having a predetermined bit length. Note thét the key
holding unit 41 adopts an arrangement thaf inhibits
data from reading out to external units except for the
arithmetic unit 43, so as to prevent key information
from leaking outside.

Next, key individualizing processing for
individualizing the camera using secret information ai
unique to each user or camera will be described below
using Fig. 3. Fig. 3 is a flowchart showing the flow
of the key individualizing processing. The key
individualizing processing includes an input operation
of arbitrary unique data ai by the user to the camera
via the operation unit 22, and the next arithmetic
operation of the arithmetic unit 23.

Secret information ai unique to the user is input
from the operation unit 22 (step S31). The information

ai is, for example, an alphanumeric character string,
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and is input by a simple operation on the switches,
panel, and the like which form the operation unit 22.°
The control unit 29 of the camera 11 controls the
arithmetic unit 23 to calculate Ai = A x ai using the
stored A and input ai (step S32). The control unit 29
controls the aforementioned key holding unit 21 to
store the result (step S33).

Aé described above, Ai is the result of the
arithmetic operation using A and ai. Since A is common
secret informétion determined by the vendor and ai is
information that only the user knows, it isvnoted that
a third party (including the vendor) cannof know the
value Ai, and the user himself or herself cannot know
the value Ai, either.

Note thaf the camera 11 may further comprise a
random number generation unit for generating a random
number, and ai.may be generated based on this random
number generation unit at the first time of use or the
like by the user. In this embodiment, there is‘no
entity that can know ai, and the security can be
further improved.

Processing for generating the verification data
including a MAC data for an image file (to be also
simply referred to as an image hereinafter) D, which is
generated by the image capturing unit 25 and image file
generation unit 26 of the camera 11, in collaboration

of the camera 11 and IC card 12 will be described below
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using Fig. 5. Fig. 5 is a flowchart showing processing
for generating the verification data (including a MAC
data) for an image D. In.thg following description, X
represents the primitive root of GF(P), and P is a
prime number. A notation X"a is an abbreviation for
X"a mod P. |

The IC card 12 generates a random number bj using
the random number generation unit 42 (step S51). The
random number bj may be generated each time the
verification information of an image file is generated
or every given time intervals. Note that the random
number generation unit 42 generates a random number by
symmetric-key cryptography such as DES, AES, or the
like set with an appropriate initial value and key.

Next, BBj ;_X“(B x bj) and Bj = X"bj are
calculated using the arithmetic unit 43 of the IC card
12 (step SSZ). The generated BBj and Bj are sent to
the camera 11 using the communication unit 44 (step
S53). Note that the arithmetic unit 43 cOmpriées a CPU,
a RAM, and a ROM, a dedicatedvIC chip, or the like, and
executes designated arithmetic operations. The random
number bj, BBj and Bj, and values used in the process
of calculating them are to be erased from a memory
after the processing in step S53.

The aforementioned processing of the IC card 12
is controlled by the control unit 29. Note that it is

computationally difficult to calculate B and bj from
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BBj and Bj. Also, note that BBj is a value obtained by
the secret information B and random number bj, and
cannot be calculated from only the secret information B
commonly held by all the IC cards 12.

The camera 11 contrqls the arithmetic unit 23 to
calculate a key Kij = BBj"Ai = X"(B x bj x Ai) and BAij
= Bj"Ai = X"(bj x Ai) from BBj and Bj sent from the IC
card 12 via the communication unit 24 (step S54).

The communication unit 24 implements a standard
communicationAprotocol with the.IC card. Note that the
key Kij is a function of B, bj, A, and ai. 'Therefore,

note that the key Kij cannot be calculated from only

the secret information A commonly held by all the

-cameras and the secret information B commonly held by

all the IC cards. Also, note that BAij is a function
of bj, A, and ai, and the key Kij cannot be calculated
from BAij unless arbitrary information associated with
the secret information B can be acquired.

The camera 11 then controls the MAC genefation
unit 28 to generate a MAC for an image D using the key
Kij (step S55). At this time, the MAC is obtained by
compreséing the image D by the hash generation unit 27,
and applying a calculation to the compressed value
(hash value) using the key Kij by the MAC generation
unit 28.

Note that the image D is an image file which is

obtained by compressing an image captured by the image



WO 2006/046724 PCT/JP2005/019942

10

15

20

25

capturing unit 25 and outputting it in a format such as
JPEG or the like by the image file generation unit 26’

Also, the file format of the image file to be generated
by the image file generation unit 26 may be any of JFIF
(JPEG File Interchange Format), TIFF (Tagged Image File

Format), and GIF (Graphics Interchange Format), their

expanded formats, or other image file formats.

As a hash function H uéed in the hash generation
unit 27, MD5, SHAl, RIPEMD, and the like are generally
known. |

As the MAC data generation algorithm in the MAC
generation unit 28, a method of using a CBC (Cipher
Block Chaining) mode of symmetric-key cryptography such
as DES, AES, or the like, and a method of using a keyed
hash function called HMAC are known. In case of the
CBC mode of DES, a method of encrypting the target data
in the CBC mode, and defining first 32 bits of its last
block as MAC data may be used.

Next, the camera 11 appends the MAC and BAij to
the image D (image file) generated by the image file
generation unit 26 (step S56). Hence, the image file
includes at least the image D and MAC, and BAij used in
verification. Finally, the camera 11 clears the
received BBj and Bj, and the Qenerated key Kij from a

memory used in temporary storage (step S57).
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The processes in steps S54 to S57 in the camera
11 are controlled by the control unit 29 of the camera
11.

MAC verification processing will be described
below using Fig. 7. The MAC verification'processing is
executed by the PC (image verification assistant
apparatus) 13 and attack resistant apparatus (IC card)
12 shown in Fig. 1.

The PC 13 loads the image file which includes the
image D and the MAC, and BAij used in verification from
an image input unit (not shown: inclﬁding the
communication unit 61) (step-S70). For exémple, in the
case wheré the image file is loaded via a network, the
image input unit can be implemented as a network
interface or the 1like. |

The PC 13 controls the image file separation unit
62 to separate the loaded image file into the image D
and a MAC, and BAij used in verification (step S71).
Next, the PC 13 controls the hash generation unit 63 to
generate a hash value H from the image D (step S72).

The PC 13 sends the generated hash value H, and
the separated MAC and BAij used in verification to the
IC card 12 using the communication unit 61 (step S73).

Since the image verification assistant apparatus
13 is the PC, the communication unit 61 can be
implemented as an I/0 with the IC card or the like, and

the image file separation unit 62 and hash generation
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unit 63 can be implemented by the CPU, RAM, ROM, and
the like.

The IC card 12 controls the arithmetic unit 43 to
calculate a verification key Kij = BAij"B = X" (B x bj x
Ai) from the received BAij (step S74). Note that the
key Kij becomes equal to Kij generated by the
processing of step S54 only when the received BAij is
equal to BAij generated by the processing of step S54.

The IC card 12 controls the MAC generation unit
45 to generaté MAC2 corresponding to the received hash
value H using the key Kij (step S75). The IC card 12
controls the determination unit 46 to compére_the
generated MAC2 with the received MAC (step S76). If
MAC = MAC2, the IC card 12 determines the absence of
falsification (step S77): otherwise, it determines the
presence of falsification (step S78).

As is known, it is computationally difficult for
the MAC generation algorithm to calcﬁlate MAC2 that
determines the absence of falsification for faisified
image data D' without knowing the key Kij. Furthermore,
note that Kij = BAij~"B cannot be calculated unless
information associated with the secret information B is
acquired.

The IC card 12 then sends the result to the PC 13
using the communication unit 44 (step S79). Note that
the MAC generation algorithm of the MAC generation unit

45 is the same as that of the MAC generation unit 28 of
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the camera 12, and makes calculations using
symmetric-key cryptography such as DES, AES, or the
like. The determination unit 46 can be implemented as
a CPU and the 1like.

Finally, the PC 13 displays the received result
using the display unit 65 such as a monitor or the like
(step S80). More specifically, if the determination
unit 46 determines the absence of falsification, a
message "not falsified" or the like is displayed; if it
determines thé presence of falsification, a message
"falsified" or the like is displayed. |

The processes in steps S70 to S73 and step S80 in

the PC 13 are controlled by the control unit 66 of the

PC 13. On the other hand, the processes in steps S74

to S79 in the IC card 12 are controlled by the control

unit 47 of the IC card 12.

As described above, in this embodiment, since the
secret information set fdr the camera 11 in the
production process by the vendor is common to éll the
cameras 11, the production process is never cbmplicated.
Furthermore, when the secret information of the camera
11 is individualized by a user's setting, since
verification information is generated using the
individualized secret information, other cameras are
not damaged even if information of one camera 11 is
leaked. Note that the user's setting is realized by a

simple operation on the operation unit 22, and the user
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need only make this operation. Since information
commonly set for all the cameras 11 is managed in
secret, the user cannot know it and, hence, it is
difficult for the user to falsify image data.

In this embodiment, the secret information is
individualized by the user's setting, but it need
always be individualized. If the individualizing
processing is skipped, the production. process of the
vendor is never complicated, it is difficult for the
user to falsify image data, and the number of processes
in the camera can be reduced. / |

Also, since the secret information éet for the IC
card 12 in the production process by the wvendor is
common to all the IC cards 12, the production process
is never complicated. iAlso, tﬁe predetermined IC card
12 can be used to generate verification information of
all the cémeras 11 and to verify all pieées of
verification information.

In this embodiment, the key individualizing
processing and MAC generation processing have been
separately described for the sake of convenience.
However, a key may be generated while executing the key
individualizing prdcessing in step S54.
<Second Embodiment)

The first embodiment has explained the

arrangement of the camera 11 which performs the modular

exponentiation arithmetic operation (step S54).
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However, the modular exponentiation arithmetic
operation requires high arithmetic performance. Hencé,
this embodiment will explain an arrangement that allows
the camera 11 to generate verification data (including
MAC) even when the IC card 12 has a high arithmetic
capacity associated with security but the arithmetic
capacity of the camera 11 is not so high. Note that
the image generation apparatus 11, attack resistant
apparatus 12, and image verification assistant
apparatus 13 éf this embodiment have the same
arrangements as those described in the firsf embodiment,
and a description thereof will be omitted.

In this case, the MAC generation processing shown
in Fig. 5‘can be modified, as shown in Fig. 10 (assume
that the key individualizing processing and the like
have been done in the same manner as the first
embodiment).

The camera 11 transmits secret information Ai to
the IC card 12 (step S101).

The IC card 12 then controls the randém number
generation unit 42 to generate a random number bj (step
S$102). The IC card 12 controls the arithmetic unit 43
to calculate a key Kij = X" (Ai x B x bj) and BAij =
X" (bj x Ai) (step S103). The IC card 12 sends the
generated Kij and BAij to the camera li using the
communication unit 44 (step S104). After Kij and BAij

are outputted, the IC card 12 clears Ai, bj, Kij, and
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BAij,. and values used in the process of calculating

them from a membry.

The camera 11 controls the MAC generation unit 28
to generate a MAC for an image D using the key Kij
received from the IC card 12 (step S105). At this time,
the MAC is calculated by compressing the image D by the
hash generation unit 27, applying a calculation to the

compressed value (hash value) using the key Kij, and so

" forth, as in the first embodiment.

The camera 11 appends the MAC and BAij to the
image'file of the image D by the image file'generation
unit 26 (step S106). Finally, the camera il clears the
received BAij and the generated key Kij (step S107).

As in the first embodiment, the processes in.stép

S$101 and steps S105 to S107 are controlled by the

control unit 29 of the camera 11, and the processes in

steps S102 to S104 are controlled by the control unit
47 of the IC card 12.

In this way, the same processing as in the first
embodiment can be done Without imposing any load on the
camera 11 (without making any modular exponentiation
arithmetic operation in this embodiment).
<Third Embodiment)

The third embodiment will be described below. In
the first and second embodiments, a case has been
explained wherein the MAC data generation processing is

applied to only image data of an object. However, MAC
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data can be generated by the same scheme as image data
for information corresponding to meta data of image
data such as auxiliary parameters (for example, an
image capturing time, focal length, aperture value, ISO
speed, photometry mode, image file size, photographer
information, etc.), and the MAC verification processing
can be similarly implemented for such auxiliary
parameters. Note that the image generation apparatus
11, attack resistant apparatus 12, and image
verification éssistant apparatus 13 of this embodiment
have the same arrangements as those describéd in the
first embodiment, and a description thereof will be
omitted.

Since both image data and meta data are binary
data, this processing can be implemeﬁted by
substitﬁting image data by meta data, i.e., switching
input to the‘hash generatidn unit 27 from image data to
meta data. This data switching is realized by the
control unit 29. |

Figs. 8 and 9 show the sequences of this
embodiment. Fig. 8 is a flowchart obtained by adding
the MAC generation processing of auxiliary parameters
to the flowchart of Fig. 5 as step S58, and Fig. 9 is a
flowchart obtained by replacing the process in step S72
in the flowchart of Fig. 7 by hash value generation of
auxiliary parameters in step S82. Falsification of

image data can be detected using the sequence in Fig. 7.
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In Fig. 8, MAC data of image data and auxiliary
parameters are separately generated in steps S55 and
S58. Hoﬁever, MAC data may be generated for a file
including image data and auxiliary parameters, and the
image verification assistant apparatus may
simultaneously detect if they aré falsified.

By implementing the above arrangement,
falsification of not only image data but also meta data
associated with an image can be detected.

(Fourth Embodiment>

The embodiments according to the presént
invention have been described. However, the present
invention is not limited to the above arrangement.

For example, in the first embodiment, the MAC
ﬁerification processing has been explained while its
processes are separated into the image verification
assistant apparatus 13 (PC) and attack resistant
apparatus 12 (IC card) in Fig. 1. However, an
arrangement using an apparatus which integrateé the
image verification assistant apparatus 13 and attack
resistant apparatus 12 may be adopted. In this case,
only an image file can be input from the image
generation apparatus 11 to the image verification
assistant apparatus 13, the processing in Fig. 7 can be
done within the single apparatus, and thé image
verification assistant apparatus 13 and attack

resistant apparatus 12 need not be distinguished.
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Also, the key individualizing processing is
calculated by Ai = A x ai for the sake of simplicity,’
but it may be calculated as a function of Ai = f(A, ai).
More specifically, this calculation is not particularly
limited as long as a predetermined arithmetic operation
is made to have A and ai as inputs (for example, Ai = A
+ ai may be used).

In this case, Ai is the resulf of the arithmetic
operation using A and ai. Since A is common secret

information determined by the vendor and ai is

-information that only the user knows, it is noted that

a third party (including the vendor) cannof know the
value Ai, and the user himself or herself cannot know
the value Ai, either.

In each of the above embodiments, the secret
information A is information common to all cameras
provided by the vendor, and the sécret information B is
information common to all IC cards provided by the
vendor. However, these kinds of information may be
changed as needed. For example, different kinds of
information may be used for respective models.

In the description of the first to third
embodiments, image data is used as information to be
verified. However, the present invention is not

limited to such specific data. More specifically, the

. present invention can be applied to predetermined
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digital data such és audio data and moving image data,
a document file, and the like. ‘

In the description of the first to third
embodiments; the digital camera is used as the
apparatus for generating information to be verified.
However, the present invention is not limited to such
specific apparatus. For example, the present invention
can be applied to a predetermined information
processing apparatus such as a voice recorder, digital
video camera,Aportable phone, PC, and the like.
<Fifth Embodiment) |

An arrangement which further improvés the
security using a digital signature technique will be
described below. This digital signature teéhnique will
be described first.

The digifal signature technique is a validation
technique in which a sender sends data (data to be
verified) and digital signature data corfesponding to
the data of ihterest together, and a receiver ﬁerifies
the data of interest using thé digital signature data,
so as to confirm the validity of the data of interest.

It is a common practice for the digital signature
technique to confirm the validity of data using a hash
function and public-key cryptography. Let Ks be a
secret key of the public-key cryptography, and Kp be
its public key. Then, the digital signature technique

will be described below.



WO 2006/046724 PCT/JP2005/019942

10

15

20

25

A sender makes an arithmetic operation H(M) = h
for calculating an output h with a predetermined ieng%h
by compressing plaintext data (data to be verified) M
by a hash function H(). The sender then makes an -
arithmetic operation for generating digital signature
data s by converting h using the secret key Ks, i.e.,
D(Ks, h) = s. After that, the sender transmits the
digital signature data s and plaintext data M to a
verifier.

On the 6ther hand, the verifier makes an
arithmetic operation for converting the recéived
digital signature data s by the public key.Kp, i.e.,
E(Kp, s) = E(Kp, D(Ks, h")) = h", and an arithmetic
operation H(M') = h' by calculating h' by compressing
received plaintext data M' by the same hash function as
the sender. If h' = h", the verifier determines that
the received data M' is wvalid (M' = M).

When the plaintext data M has been falsified

“between the sender and receiver, since E(Kp, s) = E(Kp,

D(Ks, h")) = h" does not match h' obtained by
compressing the received plaintext data M' by the same
hash function as the sender, the presence of
falsification can be detected. If the digital
signature déta s has been falsified in correspondence
with that of the plaintext data M, falsification cannot
be detected. However, such falsification must

calculate the plaintext data M from h, and such
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calculation is computationally hard to perform due to
the oﬂe-way property of hash function.

The hash functiqn will be described below. The
hash function is used to speed up generation of the
digital signature data. The hash functibn has a
function of processing plaintext data M having an
arbitrary length and outputting an output h with a

predetermined length. In this case, the output h is

called a hash value (or message digest or digital

fingerprint) of the plaintext data M. The hash
function is required to have a one-way propérty and
collision resistance. The one-way property means that
it is computationally hard to calculate plaintext data
M that meets h = H(M) when h is given. The collision
resistance means that it is computationally hard to
célculate plaintext data M' (M = M') that meets H(M) =
H(M') when plaintext data M is given,-and it is
computationally hard to calculate plaintext data M and
M' that meet H(M) = H(M') and M = M'.

As the hash function, MD-2, MD-4, MD-5, SHA-1,
RIPEMD-128, RIPEMD-160, and the like are known, and
these algorithms are open to the public.

Next, the public-key cryptography will be
explained. Thé public-key cryptography is a
cryptography in which an encrypt key (public key) is
different from a decrypt key (secret key), the encrypt

key is open to the public, and the decrypt key is held



WO 2006/046724 PCT/JP2005/019942

10

15

20

25

in secret. Characteristic features of the public-key
cryptography are as follows:

(a) Since the encrypt and decrypt keys are
different and the encrypt key can be open to the public,
the encrypt key need not‘be delivered in secret, and
key delivery is easy.

(b) Since the encrypt key of each user is open
to the public, the user can store and.managé only the
self decrypt key in secret.

(c) A &alidation function that allows the
receiver to confirm that the sender of the feceived
message is not a pretender, and that messége is not
falsified can be_implemented.

For example, let E(Kp, M) be an encryption
operation for plaintext data M using the public key Kp
and D(Ks, M) be a decryption operatibn.using the secret
key Ks. Then, the public-key cryptography algorithm
meets the following two conditions first. .

(1) If Kp is given, it is easy to calculéte E(Kp,
M). If Ks is given, it is easy to calculate D(Ks, M).

(2) If Ks is unknown, éven if the calculation
sequence of Kp and E() and C (= E(Kp, M)) are known, it
is computationally difficult to determine M.

When the following condition (3) is established
in addition to (1) and (2) above, a secret

communication can be implemented.
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(3) For all plaintext data M, E(Kp, M) can be
defined and D(Ks, E(Kp, M)) = M holds. That 1s since
Kp is open to the public, everyone can calculate E(Kp,
M) but only an original having the secret key Ks can
obtain M by calculating D(Ks, E(Kp, M)).

When the following condition (4) is established
in addition to (1) and (2) above, a validation
communication can be implemented.

(4) For all plaintext data M, D(Ks, M) can be
defined and E(Kp, D(Ks, M)) holds. That is, only an
original having the secret key Ks can calculate D(Ks,
M), and even when another person calculatee D(Ks', M)
using a false secret key Ks' and impersonates an
original having Ks, since E(Kp, D(Ks', M)) = M, the
receiver can confirm that the received information is
illicit. Even when D(Ks, M) is falsified, since E(Kp,
D(Ks, M)') = M, the receiver can confirm that the
received information is illicit.

Furthermore, since only a person who has fhe
secret key Ks can generate D(Ks, M) when the validity
of plaintext data M is confirmed, it is concluded that
the person who appended a signature to the plaintext
data M is that person.

The RSA crypfography, R cryptography, and the
like are known as typical example which can make the

secret communication and validation communication.

PCT/JP2005/019942
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Note that encryption and decryption of the RSA
cryptography which is most popularly used at present,
and signature generation and signature verification
processing can be implemented by:

Encryption: encrypt key (e, n) encryption
conversion C = M"e(mod n)

Decryption: decrypt key (4, n) decryption
conversion M = C"d(mod n)

Signature generation: signature key (4, n)
signature genération S = M"d(mod n)

Signature verification: signature verification
key (e, n) signature verification M = S“e(mod n)

Note that n = p.q, and p and q are large
different prime numbers. Also, e and 4 are integers
which meet:

ed = 1(mod L)

L = LCM((p-1), (g-1))
where LCM(a, b) indicates the least common multiple of»
a and b.

The arrangement of this embodiment will be
described below. Fig. 11 is a block diagram of a
system of this embodiment. As shown in Fig. 11, this
éystem comprises an image generation apparatus 111
which generates image data to be validated, and also
its verification data, an image verification assistant

apparatus 113, an attack resistant apparatus 112 which
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can communicate with these apparatuses, and a
registration station 114.

The image generation apparatus 111 has a function
of holding a secret key and generating a digital
signature, a function of verifying the digital
signature, a function of setting a key for MAC
generation, a function of generating/capturing image
data, a function of generating MAC data for the
generated image data, a function of generating
auxiliaiy parémeters (for example, in case of a camera,
an image capturing time, focal length, aperture value,
ISO speed, photometry mode, image file siée, |
photographer information, etc.), a function of
generating an image file with MAC data (including image
data, MAC.data, auxiliary parameters, and the like),
and a function of communicating with the attack
resistant apparatus 112. Note that the image
generation apparatus 111 ﬁay be either an image
capturing apparatus such as a digital camera, digital
video camera, scanner, or the like, or an electronic
apparatus with a camera unit. For the sake of
simplicity, the image generation apparatus 111 will be
described as a camera (digital camera) hereinafter.

The attack resistant apparatus 112 has a function

of storing information required to generate/verify

"verification data, a function of calculating

information required for verification, and a function
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of communicating data with the image generation
apparatus 111 and image verification assistant
apparatus 113. Note that the attack resistant
apparatus 112 is a memory card or IC card with a
security function, which has an arithmetic unit
including a CPU, RAM, and ROM in addition to a flash
EEPROM. For the sake of simplicity, the attack
resistant apparatus 112 will be described as an IC card
hereinafter.

The imaée verification assistant apparatus 113
has a function of verifying a digital signafure, a
function of separating an image file with MAC data; a
function of calculating a hash value of the separated
image data, a function of communiéating with the attack
resistant apparatus 112, and a function of displaying a
determination result. Note that the image verification
assistant apparatus 113 may be either a PC which can
store and distribute data like a Web server or a
compact apparatus having a CPU, memory, and the‘like.
For the sake of simplicity, the image verification
assistant apparatus 113 will be described as a PC
hereinafter.

The registration station 114 has a function of
verifying the user, a function of generating a pair of
a secret key and public key unique to the user in
accordance with an application from a valid user, a

function of sending the pair of keys to the valid user
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together with a public key certificate, and a function
of notifying or disclosing a public key of each user !
and that of the registration station. Assume that‘the

registration station 114 is a PC that can make

" communications via a network.

Fig. 12 is a block diagram of the camera 111 of
this embodiment. Referring to Fig. 12, reference.
numeral 122 denotes an operation unit .which is a user
interface unit including switches, a panel, and the
like used to éet various parameters in the damera, to
issue an ihage capturing instruction of an object, and
the like. Reference numeral 125 denotes ah image
capturing unit which has an optical sensor such as a
CCD (chérge coupled device) or the like,'and generates
image data of an object and auxiliary parameters in
accordance with an instruction input to the operation
unit 122. Reference numeral 121 denotes a key holding
unit which comprises a writable non-volatile memory.
Reference numeral 123 denotes an arithmetic unit (which
comprises a CPU, RAM, and ROM, a dedicated IC chip, or
the like), which performs predetermined arithmetic
operations in accordance with a request from a control
unit 129. Reference numeral 126 denotes an image file
generation unit which generates an image file of a
predetermined format from the captured image, and
writes it in a detachable memory card (not shown).

Reference numeral 129 denotes a control unit for

PCT/JP2005/019942
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controlling the overall apparatus; 127, a hash
generation unit for calculating a hash value; and 128,
a MAC generation unit. Reférence numeral 124 denotes a
communication unit for communicéting with the IC card
(attack resistant apparatus) 112. Reference numeral
130 denotes a digital“signature generation unit which
comprises a CPU for executing signature generation
processing uéing the aforementioned RSA cryptography or A
the like, and memories such as a RAM, ROM, and the 1like
used to storevkey information required for such
processing.

Fig. 13 is a block diagram of the IC.card 112
according to this embodiment. Referring to Fig. 13,

reference numeral 141 denotes.a key holding unit which

comprises a writable non-volatile memory; and 143, an

arithmetic unit which performs predetermined arithmetic
operations in accordance with a request from a control
unit 147. Reference numeral 142 denotes a random
number generation unit which generates a rangom'number
by a predetermined algorithm in accordance with a
request from the control unit 147; and 145, a MAC
generation unit which generates a MAC. Reference
numeral 147 denotes a control unit which controls the
overall apparatus; 146, a determination unit which
determines the validity of image data; 144, a

communication unit which communicates with other
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apparatuses; and 148, a digital signature verificatién

unit which verifies a digital signature. !
The functional arrangement of the PC (image

verification assistant apparatus) 113 in this

embodiment is represented by the functional block

diagram of Fig. 6 as in the first embodiment, and a

descriptidn thereof will be omitted. Note that the IC

card 12 in Fig. 6 is read as the IC card 112.

Fig. 19 is a functional block diagram of the
registrationistation 114 in this embodiment. Referring
to Fig. 19, reference numeral 1141 denotes é
communication unit which is used to commuﬁicate with
other apparatuses. Reference numeral 1142 denotes a
key data generation unit which generates key
information and public key certificate (to be described
later). Reference numeral 1143 denotes a database
which stores data of a correspondence table between the
ID and password of the camera (image generation
apparatus)'lll, user's public key information,’and the
like. Reference numeral 1144 denotes a control unit
which controls the overall apparatus.

In the above arrangement, assume that the camera
111 has predetermined secret information A in the key
holding unit 121 in the production process. This
secret information A is common to all cameras provided
by the vendor. Note that the secret information A, and

ai and Ai to be described later represent numerical
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values, and are set as numerical values having a
predetermined bit length. Note that the key holding
unit 121 adopts an arrangement that inhibits data from
reading out to external units except for the arithmetic
unit 123, so as to prevent key information from leaking.

Likewise, assume that the IC card 112 has
predetermined secret information B in the production
process, and the secret information A set in the camera'
in the key holding unit 141. This secret information B
is common to éll Ié cards provided by the vendor. Note
that the secret informétion B represents a ﬁumerical
value, and is set as a numerical value haQing a
predetermined bit length. Furthermore, the IC card 112
has a public key of the registration station 114 used
to verify the validity of the public key certificate in
the key holding unit 141. When the public key of the
registration station 114 is updated, the key h;lding
unit 141 is updated using an appropriate known method.
Note that the key holding unit 141 adopts an
arrangement that inhibits data from reading out to
external units except for the arithmetic unit 143, so
as to prevent key information from leaking.

The secret key distribution processing for a
digital signature to each user will be described below
using Fig. 17. Fig. 17 is a flowchart showing the
secret key distribution processing. Note that the

camera (image generation apparatus) 111 is appended in
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advance with secure communication means with the
registration station 114. For example, encryption
communication software as bundle software of the camera
111 and a password unique to each camera 111 are
appended,»for the sake of simplicity.

The user installs the bundle software in his or
her PC to assure a securé qommunication path with the
registration station 114, and presents a password
corresponding to the ID of the camera (image generation
apparatus) 1li to the registration station,114‘(step
S1101). The registration station stores theb
correspondence table of the ID and password of each
camera (image generation apparatus) 111 in its database
1143, and confirms its wvalidity (S1102). If validity
is not confirmed, the registration station aborts
processing; otherwise, it controls the key data
generation unit 1142 to generate a secret key d4i,
public key ei, and public key certificate for a user i
(S1103). Note that the public key certificate is a
certificate of validity for atpublic ﬁey, and includes
the value of the public key ei, and a signature value
of the registration station 114 (generated using the
secret key of the registration station 114) for the
public key ei.

After that, the registration station sends the
secret key di and public key certificate (including the

public key ei) to the user via the secure communication
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path (S1104). Even for identical cameras 111 of the
identical vendor, different information values are
provided. For this purpose, such information may be
generated on-the basis of a random number, or the user
name, address, password when the user abplies to the
registration station 114, or the like. The
aforementioned processing can be done using a general
PC on the basis of the known technique.

Upon acquisition (reception) of various kinds of
information ffom the registration station 114, the
bundle software installed in the user's PC displays the
received information on the PC. The displéy format is
expressed by hex, and a message that prompts the user
to set the received information in the camera 111 is
displayed.

The user sets the received secret key di and
public key certificate (including the publicbkey ei) in
the digital signature generation unit 130 by operating’
the operation unit 122 (see Fig. 12) of the caﬁera 111
(S1105). Alternatively, the user may directly transfer
these pieces of information from the PC to the camera
111 via an interface such as USB or the like.

Since the key individualizing processing for
individualizing the camera by the secret information ai
unique to each user or camera is done based on the
flowchart of Fig. 3 in the same manner as in the first

embodiment, a description thereof will be omitted. 1In
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this embodiment, the key individualizing processing
includes an input operation of arbitrary unique data ‘ai
by the user to the damera via the operation unit 122,
and the arithmetic operation 6f the arithmetic unit 123.

Processing for generating verification data
including MAC data for an image file (to be also simply
referred to as an image hereinafter) D, which is
generated by the image capturing unit. 125 and the image
file generation unit 126 of thé camera 111, in
collaboration'of the camera 111 and IC card 112 will be
described below using Fig. 14. Fig. 14 is é flowchart
showing processing for generating the verification data
(including MAC data) for an image D. In the following
description, X represents the primitive root of GF(P),
and P is a prime number. A notation X"a is an
abbreviation for X"a mod P.

The IC card 112 generates a random number bj
using the random number generation unit 142 and sends
it to the camera 111 using the communication uﬁit 144
(step S151la). The random number bj may be génerated
each time verification information of an image file is
generated or every given time intervals. Note that the
random number generation unit 142 generates a random
number by symmetric-key cryptography such as DES, AES,
or the like set with an appropriate initial valueband
key. Also, the communication unit 144 implements a

standard communication protocol with the camera 111.
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Next, the camera 111 calculates ABj = X" (A x'bj}
using the arithmetic unit 123 (step S151b). The camera
111 controls the digital signature generation unit 130
to generate a digital signature for the calculated ABjJ
using the secret key di (step S152b). The camera 111
then sends the digital signature for the calculated ABj,
and the public key cgrtificate (including the public
key ei) set in the digital signature generation unit
130 to the IC card 112 using the communicatioﬁ unit 124
with the IC cérd 112 (step S153b).

The IC card 112 verifies the validity of the
received public key certificate and digitél signature
for ABj using the digital signature wverification unit
148 (step S153a). The IC card 112 checks in step S153a
whether the public key ei is valid or not, by verifying
the signature of the registration station 114 for the
public key ei, which is included in the public key
certificate. In this case, the public key of the
registration station 114 recorded in the key hdlding
unit 141 is used. If it is determined that the public
key ei is valid, the IC card 112 also checks whether a
value, obtained by calculating ABj = X" (A x bj) using
the arithmetic unit 143 or its hash value, matches a
value obtained by decrypting the digital signature sent
from the camera 111 using the public key ei. If the
two values match, it is determined that the digital

signature is valid (YES in step S153a); otherwise, it
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is determined that the digital signature is invalid (NO
in step S153a). !

Note that the valid public key certificate with
the signature of the registration station 114 is issued
to only the valid user, as described above. Also, note
that the secret information A must be known to
calculate ABj = X"(A x bj), and the secret information
A is managed by the camera 111 or IC card 112 in secret,
which is duly produced by the vendor. That is, ABj can
only be calcuiated by the camera 111 which is duly
produced.

Note that the digital signature verification unit
148 comprises a CPU for executing the aforementioned
RSA verification processing, and memories such as a RAM,
a ROM, and the like used to store key information and
the like required for that processing. The arithmetic
unit 143 comprises a CPU, a RAM, and a ROM, a dedicated
IC chip, orithe'like, and executes designated
arithmetic operations..

If it is determined in step S153a, as a result of
verification, that the digital signature is invalid,
the processing is aborted. Otherwise, the IC card 112
calculates BBj = X" (B x bj) by the arithmetic unit 143
and sends it to the camera (step Sl154a). The random
number bj. BBj, ABj, public key certificate, and values
used in the process of calculating them are cleared

from the memory after the processing in step S154a.
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Note that it is computationally difficult to
calculate B from BBj and bj. Also, note that BBj is a
value obtained from the secret information B and random
number bj, and cannot be calculated from only the
secret information B commonly held by all the IC cards
112. |

Next, the camera 111 calculates a key Kij =
BBj"Ai and BAij = X"(bj x Ai) from the received BB]j
using the arithmetic unit 123 (step S154Db).

Note thét the key Kij is a function of B, bj, A,
and ai. Therefore, note that the key Kij cénnot be
calculated from only the secret informatidn A commonly
held by all the cameras and the secret information B
commonly held by all the IC cards. Also, note that
BAij is a function of bj, A, and ai, and the key Kij
cannot be calculated from BAij unless arbitrary
information associated with the secret information B
can be acquired.

The camera then controls the digital sighature
generation unit 130 to calculate a digital signature
for BAij using the secret key di (step S155b). The
camera controls the MAC generation unit 128 to generate
a MAC for the image D using the key Kij (step S156b).
At this time, the MAC is obtained by compressing the
image D by the hash generation unit 127, and applying a
calculation to the compressed.value using the key Kij

by the MAC generation unit 128.
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Note that the image D is an image file which is
obtained by compressing an image captured by the imagé
capturing unit 125 and outputting it in a format such
as JPEG or the like by the image file generation unit
126. Also, the file format of the image file to be
generated by the image file generation unit 126 may be
any of JFIF (JPEG File Interchange Format), TIFF
(Tagged Image File Format), and GIF (Graphics
Interchange Format), their expanded formats, or other
image file fofmats.

As a hash function H used in the hash generation
unit 127, MD5, SHAI1l, RIPEMD; and the like ére generally
known.

As the MAC data generation algorithm in the MAC
generation unit 128, a method of using a CBC (Cipherb
Block Chaining) mode of symmetric-key cryptography such
as DES, AES, or the like, and a method of using a keyed
hash function called HMAC are known. In case of the
CBC mode of DES, a method of encrypting target‘data in
the CBC mode, and defining first 32 bits of its last
block as MAC data may be used.

Next, the camera 111 appends the MAC, BAij, and
digital signature for BAij to the image D (image file)
generated by the image file generation unit 126 (step .
S157b). Hence, the image file includes at least the
image D and MAC, BAij used in verification, and the

digital signature for BAij. Finally, the camera 111
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clears the received data other than those appended to
the image'file, and the generated data from a memory /
used in temporary storage (step S158b). |

The fespective processes in the camera are
controlled by the control unit 129, and those in the IC
card are controlled by the control unit 147.

MAC verification processing will be described
below using Fig. 15. The MAC verification processing
is executed by the PC (image verification assistant
apparatus) 113 and IC card (attack resistant apparatus)
112 shown in Fig. 11.

The PC 113 loads the image file which includés
the image D and MAC, BAij used in verification, and the
digital signature from an image input unit (not shown:
including the communication unit 61) (step S170a). For
example, when the image file is loaded via a network,
the image input unit is a network intérface or the like.

The PC 113 controls the image file separation
unit 62 to separate the loaded image file into fhe
image D and MAC, BAij used in verification, the digital
signature for BAij, and the public key certificate
(step S171a). Next, the PC 113 generates a hash value
H from the image D using the hash generation unit 63
(step S172a).

The PC 113 sends the generated hash value H, and
the separated MAC, BAij used in verification, the

digital signature for BAij, and the public key
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certificate to the IC card 112 using the communication
unit 61 (step S173a). ’

Since the image verification assistant apparatus
113 is the PC, the communication unit 61 is an I/O with
the IC card or the like, and the image file separation
unit 62 and hash generation unit 63 can be implemented
by the CPU, RAM, ROM, and the like.

Next, the IC card 112 controls the digitél
signature verification unit 148 to verify the received
public key ceftificate and the digital signature for
BAij (step S173b). This verification sequeﬁce is the
same as that in the processing executed iﬁ step Sl53a.

If the public key certificate and the digital
signature for BAij are invalid (NO in step S173b), the
IC card 112 aborts processing. Otherwise (YES in step
S173b), the flow advances to step S174b, and the IC
card 112 calculates a verification key Kij = BAij"B =
X°(B x bj x Ai) from the received BAij‘using the
arithmetic unit 143 (step S174b). Note that the key
Kij becomes equal to Kij generated by the processing in
step S154b only when the received BAij is equal to BAij
generafed by the processing in step S154b.

The IC card 112 controls the MAC generation unit
145 to generate MAC2 corresponding to the received hash
value H using the key Kij (step S175b). The IC card
112 then controls the determination unit 146 to compare

the generated MAC2 and the received MAC (step S176b).
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If MAC = MAC2, the IC card 112 determines the absence
of falsification (step S177b); otherwise, it determinés
the presence of falsification (step S178b).

As is known, it is computationally difficult for
the MAC generation algorithm to calculate MAC2 that
determines the absence of falsification for falsified
image data D' without knowing the key Kij: Furthermore,
note that Kij = BAij"B cannot be calculated unless
information associated with the secret information B is
acquired. |

The IC card 112 then sends the result fo the PC
113 using the communication unit 144 (step.5179b).

Note that the MAC generation algorithm of the MAC
generation unit 145 is the same as that of the MAC
generation unit 128 of the camera 112, and makes
calculations using symmetric-key cryptography such as
DES, AES, or the like. The determination unit 146 can
be implemented by the CPU and the 1like.

Finally, the PC 113 displays the received'result
using the display unit 65 such as a monitor or the like
(step S179a). More specifically, if the determination
unit 146 determines the absencg of falsification, a
message "not falsified" or the like is displayed: if it
determines the presence of falsification, a message
"falsified" or the like is displayed.

The aforementioned processes in the PC 113 are

controlled by the control unit 66 of the PC 113, and
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the processes in the IC card 112 are controlled by the

/

control unit 147 of the IC card 112.

As described above, in this embodiment, since the

secret information set for the camera 111 in the

production procéss by the vendor is common to all the

- cameras 111, the production process is never

complicated. Furthermore, when the secret information
of the camera 111 is individualized by a user's setting,
since verification information is generated using the
individualizéd secret information, other cameras are
not damaged even if information of one camefa 111 is
leaked. Note that the user's setting is fealized by a
simple operation on the operation unit 122, and the
user need only make this operation. Since information
commonly set for all the cameras 111 is managed in
secret, the user cannot know it and, hence, it is
difficult for the user to falsify image data.

In this embodiment, the secret information is
individualized by the user's setting, but it néed
always be individuaiized. If the individualizing
processing is skipped, the production process of the
vendor is never complicated, it is difficult for the
user to falsify image data, and the number of processes
in the camera can be reduced.

Also, since the secret information set for the IC
card 112 in the production process by the vendor is

common to all the IC cards 112, the production process



WO 2006/046724 PCT/JP2005/019942

10

15

20

25

is never complicated. Also, the predetermined IC card
112 can be used to generate verification information of
all the cameras 111 and to verify all pieces of
verification information.

As described above, in order to pass verification
in step S153a, since the public key certificate which
can be acquired by only the valid user, and the secret
information A that can be calculated from only the
camera 111 which is duly produced by the vendor are
required, it is guaranteed that an image that passes
verification of step S176b is generated by the valid
camera 111 which is set by the wvalid user.
<Sixth Embodiment)

The fifth embodiment has explained the
arrangement of the camera 111 which performs the
modular exponentiation arithmetic operation (steps
S151b, SlS4b,‘and the like). However, the modular
exponentiation arithmetic operation requires high
arithmetic performance in general. Hence, thisi
embodiment will explain an arrangement that allows the
camera 111 to generate verificatidn data (including
MAC) even when the IC card 112 has a high arithmetic
function associated with security but the arithmetic
function of the camera 111 is not so high. Note that
the image generation apparatus 111, attack resistant
apparatus 112, and image verification assistant

apparatus 113 of this embodiment have the same
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arrangements as those described in the fifth embodiment,

and a description thereof will be omitted. !

In the arrangement of this embodiment, the secret
key distribution process for a digital signature to
each user éhown in Fig. 17 is skipped. Hence, no
registration station 114 is required, and the system of
this embodiment comprises the apparatuses shown in
Fig. 1 as in the first embodiment. As. for the
reference symbols of the respective apparatuses, that
of the camera-(image generation apparatus) 'is read as
111, that of the IC card (attack resistant épparatus)
is read as 112, and that of the PC (image Qerification
assistant apparatus) is read as 113. Also, in this
embodiment, the respective apparatuses need not have
communication and processing functions with the
registration station 114 in the fifth embodiment.

Furthermore, the arithmetic units 123 and 143 of
the camera 111 and IC card 112 comprise an encryption
function using the symmetric-key cryptography. 'The IC
card 112 is set with secret information A commonly set
for all the cameras in the production process. With
the above arrangement, the MAC generation processing
and MAC verification processing shown in Figs. 14 and
15 can be modified,‘as shown in Figs. 18 and 7 (assume
that the key individualizing processing is executed in

the same manner as in the first embodiment (Fig. 3)).

PCT/JP2005/019942
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The MAC generation processing will be déscribed
first using Fig. 18.

The camera 111 controls the arithmetic unit 123
to encrypt secret information Ai using initially set A
as a key to generate ciphertext C (step S1121). Note
that encryption can be implemented by known block
encryption such as DES, AES, or the like. Next, the
camera 111 sends Ai and the calculated C to the IC card
112 using the communication unit 124 (step S1122).

The IC éard 112 controls the arithmetic unit 144
to encrypt the received Ai using the set A By the same
block encryption as in the camera 111 to check if the
encrypted C matches the received C (step S1123). If
they do not match (NO in step S1123), the IC card 112
aborts processing; otherwise (YES in step S1123), the
flow advances to step S1124.

Note that only when the camera 111 encrypts Ai
using the secret information A, the value obtained by
encrypting Ai using A by the IC card 112 matchés C.
Since only the camera 111 which is duly produced by the
vendor has the secret information A, a camera which is
not duly produced cannot advance its processing any
more.

In step S1124, the IC card 112 controls the
random number generation unit 142 to generate a random
number bj. Next, the IC card 112 controls the

arithmetic unit 143 to calculate Kij = X" (Ai x B x bj)
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and BAij = X" (bj x Ai) (step S1125). The IC card 112
sends the generated Kij and BAij to the camera 111
using the communication unit ;44 (step S1126). After
Kij and BAij are output, the IC card 112 clears Ai, bj,
Kij, and BAij, and valﬁes used in the process of
calculating them from a memory.

The camera 111 controls the MAC generation unit
128 to generate a MAC for an image D using the key Kij
(step S1127). At this time, the MAC is calculated by
compressing tﬁe image D by the hash generation unit 127,
applying a calculation to the compressed Vaiue using
the key Kij, énd so forth as in the fifth émbodiment.

The camera 111 appends the MAC and BAij to the
image file of the image D by the image file generation
unit 126 (step S1128). Finally, the camera 111 clears
the received BBj and Bj and the generated key Kij (step
S1129).

Note that the processes in the camera 111 are
controlled by the control unit 129 of the camera 111
and those in the IC card 112 are controlled by the
control unit 147 of the IC card 112 as in the fifth
embodiment.

Note that the MAC verification processing is done
based on the flowchart of Fig. 7 as in the first
embodiment, and a description thereof will be omitted.
Note that the reference symbols of the PC 113, IC card

112, arithmetic unit 143, MAC generation unit 145,
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communication unit 144, determination unit 146, and fhe
like are read as corresponding ones, as needed.

In this way, the same processing as in the fifth
embodiment can be done without imposing any load on the
camera 111 (without making any mbdular exponentiation
arithmetic operation in this embodiment)..
<Seventh Embodiment)>

The seventh embodiment will be described below.
In the fifth and sixth embodiments, a case has been
explained wherein the MAC data generation processing is
applied to only image data of an object. However, MAC
data can be generated by the same scheme ds image data
for information corresponding to meta data of image
data such as auxiliary parameters (for example, an
image capturing time, focal length, aperture value, ISO
speed, photometry mode, image file size, photographer
information, etc.), and the MAC verification processing
can be similarly implemented for such auxiliary
parameters. - Note that the image generation appératus
111, attack resistant apparatus 112, and image
verification assistant apparatus 113 of this embodirient
have the same arrangements as those described in the
fifth embodiment, and a description thereof will be
omitted.

Since both image data and meta data are binary
data, this processing can be implemented by

substituting image data by meta data, i.e., switching
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input to the hash generation unit 127 from image data
to meta data. This data switching is realized by the’
control unit 129.

Figs. 16 and 9 show the sequences of this
embodiment. Fig. 16 is a flowchart of processing
corresponding to Fig. 18, and is obtained by adding the
MAC generation processing of auxiliary parameters to
the flowchart of Fig. 18 after step S1127.

Fig. 9 is the same as the flowchart as that in
the third emb§diment.

By implementing the above arrangement;
falsification of not only image data but élso meta data
associated with an image can be detected. Also, in
Fig. 16, it is guaranteed that data to be generated is
generated by the camera 111 which is produced duly.

Note that the arrangement described as the

seventh embodiment can be that obtained by further

~comprising an arrangement for generating verification

information associated with meta data that perfain to
an image, in addition to the arrangement of the sixth
embodiment. Also, the arrangement of the fifth
embodiment can further comprise such arrangement. That
is, the same function can be provided by generating a
MAC not only for the image D but also for auxiliary
information of the image in step S156b in Fig. 14.

<Other Embodiments)
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The preferred embodiments according to the
present invention have been described. However, the
present invention is not limited to the aforementioned
arrangement.

For example, in the fifth and sixth embodiments,
the MAC verification processing has been explained
while its processes are separated into the image
verification-assiétant apparatus 113 (PC) and attack
resistant apparatus 112 (IC card) in Fig. 11. However,
an arrangemenf using an apparatus which integrates the
image verification assistant apparatus 113~énd attack
resistant apparatus 112 may be adopted. Ih this case,
onlf an image file can be input from the image
generation apparatus 111 to the image verification
assistant apparatus 113, the processing in Figs. 15, 9,
and 7 can be done within the single apparatus, and the
image verification assistant apparatus 113 and attack
resistant apparatus 112 need not be distinguished.

Also, the key individualizing processing'is
calculated by Ai = A x ai for the sake of simplicity,
but it may be calculated as a function of Ai = £(A, ai).
More specifically, this calculation is not particularly
limited as long as a predetermined arithmetic operation
is made to have A and ai as inputs (for example, Ai = A
+ ai may be used).

In this case, Ai is the result of the arithmetic

operation using A and ai. Since A is common secret
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information determined by the vendor and ai is
information that only the user knows, it is noted that
a third party (including the vendor) cannot know the
value Ai, and the user himself or herself cannot know
the value Ai, either.

| In each of the above embodiments, the secret
information A is information common to all cameras
provided by the vendor, and the secret'information B is
information common to all IC cards provided by the
vendor. Howe&er, these kinds of information may be
changed as needed. For example, different kinds of
information méy be used for respective modéls.

The public key certificate in the fifth
embodiment is issued by the registration station 114
for the sake of simplicity. Alternatively, a
validation station in a general public key
infrastructure PKI may issue public key certificate.

- Furthermore, in the sixth embodiment, the camera

111 and IC card 112 have symmetric key encryption units

in the arithmetic unit and MAC generation unit.
However, these units may be configured as a commonized
and downsized device.

In the sixth embodiment, the secret information
Ai is encrypted using the initially set information A.
However, this secret information and initially set

information need not be Ai and A, and they are not
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particularly limited as long as thej are information
set by the user and information unique to the apparatus.
In the description of the fifth to seventh
embodiments, image data is used as information to be
verified. However, the present invention is not

limited to such specific data. More specifically, the

present invention can be applied to predetermined

digital data such as audio data and moving image data,
a document file, and the like.

In the description of the fifth to seventh
embodiments, the digital camera is used as fhe
apparatus for generating information to bé verified.
However, the present invention is not limited to such
specific apparatus. For example, the present invention
can be applied to a predetermined information
processing apparatus such as a voice recorder, digital
video camera, portable phone, PC, and the like.

| The preferred embodiments of the present
invention have been explained, and the present‘
invention can be practiced in the forms of a system,
apparatus, method, program, storage medium, and the
like. Also, the present invention can be applied to
either a system constituted by a plurality of devices,
or an apparatus consisting of a single equipment.

Note that the present invention includes a case
wherein the invention is achieved by directly or

remotely supplying a program of software that
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implements the functions of the aforementioned
embodiments to a system or apparatus, and reading out’
and executing the supplied program code by a computer
of that system or apparatus.

Therefore, the program code itself installed in a
computer to implement the functional process of the
pfesent invention using the computer constitutes the
present invention. That is, the present invention
includes the computer program itself for implementing
the functionai process of the present invention.

In this case, the form of program is not
particularly limited, and an object code, a program to
be executed by an interpreter, script data to be
supplied to an 0S, and the like may be used as along as
they have the program function.

As a recording medium for supplying the program,
for example, a floppy® disk, hard disk, optical disk,
magnetooptical disk, MO, CD-ROM, CD-R, CD-RW, magnetic
tape, nonvolatile memory card, ROM, DVD (DVD-ROM,
DVD-R), and the like may be used.

As another program supply method, the program may
be supplied by establishing connection to a home page
on the Internet using a browser on a client computer,
and downloading the computer program itself of the
present invention or a compressed file containing an
automatic installation function from the home page onto

a recording medium such as a hard disk or the like.
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Also, the program code that forms the program of the
present invention may be segmented into a plurality of
files, which méy be downloaded from different home
pages. That is, the present invention includes a WWW
server which makes a plurality of users download a
program file required to implement the functional
process of the present invention by the computer.

Also, a storage medium such as a CD-ROM or the
like, which stores the encrypted program of the present
invention, maf be delivered to the user, the user who
has cleared a predetermined condition may bé éllowed to
download key information that decrypts thelprogrém from
a home page via the Internet, and the encrypted program
may be executed ﬁsing that key information to be
installed on a computer, thus implementing thé present
invention.

The functions of the aforementioned embodiments
may be implemented not only by executing the readout
program code by the computer but also by some of all of
actual processing operations executed by an OS or the
like running on the computer on the basis of an
instruction of that program.

Furthermore, the functions of the aforementioned
embodiments may be implemented by some or all of actual
processes executed by a CPU or the like arranged in a
function extension board or a function extension unit,

which is inserted in or connected to the computer,
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written in a memory of the extension board or unit.

As described above, according to the present
invention, a technique that can make falsification
difficult while minimizing the load on the veﬁdor and
user's operations can be provided.

As many apparently widely different embodiments
of the present invention can be made without departing
from the spirit and scope thereof, it is to be
understood thét the invention is not limited to the
specific embodiments thereof except as defined in the

claims.

CLAIM OF PRIORITY

This application claims priority from Japanese
Patent Application No. 2004-314717 filed on October 28,
2004 and Japanese Patent Application No. 2004-314718
filed on October 28, 2004, the entire contents of which

are hereby incorporated by reference herein.
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CLAIMS

1. A data processing apparatus comprising:

a holding unit adapted to hold a first secret
information which is set in' advance;

a acquisition unit adapted to acquire information
associated with the second secret information;

a key information generation unit adapted to
generate key information on the basis of the first
secret information and the information associated with
the second seéret information;

a key derivation auxiliary informatioﬁ generation
unit adapted to generate key derivation aukiliary
information which allows the key information to be
derived from the second secret information;

a verification information generation unit
adapted to generate verification information on the
basis of information to be verified and the key
information; and

an output unit adapted to output the infdrmation
to be verified, the verification information, and the
key derivation auxiliary information.

2. The apparatus according to claim 1, in that
the key information generation unit acquires the third
information, and generates the key information on the
basis of the third information, the first secret
information, and the information associated with the

second secret information.
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3. The apparatus according to claim 2, in that

the third information is information acquired by an

‘external input.

4. The apparatus according to claim 2, 'in that
the third information is information acquired by random
number generation.

5. The apparatus according to claim 1, in that
the information associated with the second secret
information is externally obtained information.

6. The-apparatus according to claim 1, in that
the information associated with the second secret
information is information obtained from the second
secret information by a predetermined arithmetic
operation.

7. The apparatus according to claim 1, further
comprising an image capturing unit, and in that image
data captured by said image capturing unit is generated
as the information to be verified.

8. A data processing apparatus comprisingz

a holding unit adapted to hold second secret
information which is set in advance;

an input unit adapted to input verification
information associated with information to be verified,
and key derivation auxiliary information;

a key information derivation unit adapted to

derive key information on the basis of the second
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secret information and the key derivation auxiliary

information; and

a falsification detection unit adapted to detect
the presénce/absence of falsification of the
information to be verified on the basis of the
verification information and the key information, and

in that the verification information is generated
using information associated with the second secret
information.

9. The-apparatus according to claim 8, in that
the key derivation auxiliary information is generated
using first secret information which is sét in an
external apparatus in advance, and the verification
information is generated using the first secret
information and. the information associated with the
second secret information.

10.. A verification information generation system
comprising a first and a second data processing
apparatuses, in that

said first data proceséing apparatus comp:ises:

a holding unit adapted to hold a first secret
information which is set in advance in said first data
processing apparatus;

a reception unit adapted to receive information
associated with the second secret information from said

second data processing apparatus:
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a key information generation unit adapted to
generate key information on the basis of the first
secret information and the information associated with
the second secret information;

a key derivation auxiliary information generation
unit adapted to generate key derivation auxiliary
information which allows the key information to be
derived from the second éecret information;

a verification information generation unit
adapted to geﬁerate verification information on the
basis of information to be verified and the kéy
information; and

an output unit adapted to output the information
to be verified, the verification information, and the
key derivation auxiliary information, and

the second secret information is information
which is set in advance in said second data processing
apparatus.

11. A falsification detection system compfising a
first and a second data processing apparatuses, in that

said second data processing apparatus comprises:

a holding unit adapted to hold second secret
information which is set in advance in said second data
processing apparatus;

a reception unit adapted to receive verification

information associated with information to be verified,
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and key derivation auxiliary information from said
first data processing apparatus;

a key information derivation unit adapted to
derive key information on the basis of the second
secret information and the key derivation auxiliary
information; and

a falsification detection unit adapted to detect
the presence/absence of falsification. of the
information to be verified on the basis of the
verification>information and the key information, and

the verification information is generated using

" first secret information set in advance in said first

data processing apparatus.

12. A data processing method comprising steps of:

holding first secret information which is set in
advance;

acquiring information associated with second
secret information;

generating key information on the basis 6f the
first secret information and the information associated
with the second secret information;

generating key derivation auxiliary information
which allows the key information to be derived from the
second secret information;

generating verification information on the basis
of information to be verified and the key information;

and
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outputting the information to be verified, the
verification information, and the key derivation
auxiliary information.

13. A data processing method comprising:

holding second secret information which is set in
advance;

inputting verification information associated
with information to be verified, and key derivation
auxiliary information;

deriviné key information on the basis of the
second secret information and the key derivation
auxiliary information; and |

detecting the presence/absence of falsification
of the information to be verified on the basis of the
verification information and the key information, and

in that the verification information is generated
using information associated with the second secret
information.

14. A data proéessing apparatus comprisingz

a holding unit adapted to hold a first secret
information which is set in advance;

an acquisition unit adapted to acquire
information associated with the second secret
information;

a key information generation unit adapted to

generate key information on the basis of the first
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secret information and the information associated with
the second secret information;

a key derivation auxiliary information generation

‘"unit adapted to generate key derivation auxiliary

information which allows the key information to be
derived from the second secret information; and

an output unit adapted to output the verification
information and the key derivation auxiliary
information.

15. A déta processing apparatus comprising:

a2 holding unit adapted to hold a first secret
information which is set in advance; |

an acquisition unit adapted to output validity
information used to prove validity of the self
apparatus and acquiring information associated with the
second secret information in accordance with contenfs
of the validity information;

a key information generation unit adapted to
generate key information on the basis of the first
secret information and the information associated with
the second secret information;

a key derivation auxiliary information generation
unit adapted to generate key derivation auxiliary
information which allows the key information to be
derived from the second secret information;

a verification information generation unit

adapted to generate verification information on the
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basis of information to be verified and the key
information; and

an output unit adapted to output the information
to be verified, the verification information, and the
key derivation auxiliary information.

16. The apparatus according to claim 15, in that
the validity information is obtained in correspondence
with the first secret information.

17. The apparatus according to claim 15, iﬁ that
the validityAinformation is information based on a
digital signature scheme or a symmetric-key
cryptography scheme. |

18. The apparatus according to claim 15, in that
the key information géneration unit acquires the third
information, and generates the key information on the
basis 'of the third information, the first secret
information, and the information associated with the
second secret information.

19. The apparatus according to claim 15,vin that
the information associated with the second secret
information is externally obtained information.

20. The apparatus according to claim 15, further

- comprising an image capturing unit, and in that image

data captured by said image capturing unit is generated
as the information to be verified.

21. A data processing method comprising:
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a holding step of holding first secret
information which is set in advance;

an acquisition step of outputting validity
information used to prove validity of the self method
and acquiring information associafed with second secret
information in accordance with contents of the validity
information;

a key information generation step of generating
key information on the basis of the first secret
information aﬁd the information associated with the
second secret information; |

a key derivation auxiliary informatibn generation
step of generating key derivation auxiliary information
which allows the key information to be derived from the
second secret information;

a verification information generation step of
generating verification information on the basis of
information to be verified and the key information; and

an output step of outputting the informafion to
be verified, the verification information, and the key
derivation auxiliary information.

22. The method according to claim 21, in that the
validity information is obtained in correspondence with
the first secret information.

23. The method according to claim 21, in that the
validity information is information based on a digital

signature scheme or a symmetric-key cryptography scheme.



WO 2006/046724

10

PCT/JP2005/019942

K]
24. The method according to claim 21, in that the

key information generation step includes a step of
acquiring third information, and generating the key
information on the basis of the third information, the
first secret information, and the information .
associated with the second secret information.

25. A computer program for making a computer
function as a data processing apparatus of any one of
claims 1 to 9 or any one of claims 14 to 20.

26. A cémputer-readable storage medium storiﬂg a

computer program of claim 25.
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