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APPARATUS AND METHODS FOR COMMUNICATING SYSTEM
STATE INFORMATION CHANGE TO WIRELESS DEVICES

Claim of Priority under 35 U.S.C. §119

The present Application for Patent claims priority to Provisional Application
No. 60/864,571 entitled “APPARATUS AND METHODS FOR CONVEYING
SYSTEM STATE INFORMATION CHANGE TO WIRELESS DEVICES IN A
POWER-EFFICIENT MANNER” filed November 6, 2006, and assigned to the assignee

hereof and hereby expressly incorporated by reference herein.

BACKGROUND
Field
The present application relates to apparatus and methods for communicating
system state information change to wireless devices, and more particularly to
communicating changes in system state information using an abbreviated primary

message in order to conserve power and system resources.

Background

In a wireless broadcast environment, such as in orthogonal frequency division
multiplexed (OFDM) broadcast systems, wireless devices need to obtain the latest or
updated system state information so that users of such devices can access and receive
the latest data or content over the wireless broadcast network with minimal delay.
Specifically, in order to obtain the latest system state information, a wireless device
needs to continuously receive and process the updated information. This procedure,
however, introduces significant drainage on the wireless device power resources and,
therefore, reduces its standby time. It is axiomatic that mobile devices by their nature
have limited power and processing resources. Thus, the requirement to obtain the latest
system state information, which utilizes processing and power resources, introduces

many challenges for power conservation in wireless devices.
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SUMMARY

According to an aspect to the present disclosure, a method is disclosed for
conveying system state information to a wireless device. The method includes sending
a primary message including first information configured to communicate a current
system state to the wireless device. The method further includes sending a second
information set usable by the wireless device to update system state information.

According to another aspect, an apparatus for conveying system state
information to a wireless device is disclosed. The apparatus includes means for sending
a primary message including first information configured to communicate a current
system state to the wireless device. Additionally, the apparatus includes means for
sending a second information set usable by the wireless device to update system state
information.

According to still another aspect, a computer program product including a
computer-readable medium is disclosed. The medium includes code for causing a
computer to send a primary message including first information configured to
communicate a current system state to the wireless device. Further, the medium
includes code for causing the computer to send a second information set usable by the
wireless device to update system state information.

According to a further aspect a server processor for conveying system state
information to a wireless device is disclosed. The server processor includes a first
module for sending a primary message including first information configured to
communicate a current system state to the wireless device. A second module for
sending a second information set usable by the wireless device to update system state
information is also included.

According to another aspect, a method for obtaining system state information in
a wireless device is disclosed. The method includes monitoring a primary message
configured to include first data indicating system state information, and determining a
change in system state information based on the first data in the primary message
indicating system state information.

According to still another aspect, an apparatus for obtaining system state
information is disclosed. The apparatus includes means for monitoring a primary

message configured to include first data indicating system state information. Also, the
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apparatus includes means for determining a change in system state information based on
the first data in the primary message indicating system state information.

According to yet a further aspect, a computer program product including a
computer-readable medium is disclosed. The medium includes code for causing a
computer to monitor a primary message configured to include first data indicating
system state information. The medium further includes code for causing the computer
to determine a change in system state information based on the first data in the primary
message indicating system state information.

According to a still further aspect, a wireless device for receiving system state
information is disclosed. The device includes a first module for monitoring a primary
message configured to include first data indicating system state information, and a
second module for determining a change in system state information based on the first

data in the primary message indicating system state information.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an illustration of an exemplary end-to-end call flow diagram utilizing a
primary message in a content delivery system.

FIG. 2 shows an example of a server according to the present disclosure.

FIG.3 illustrates a method that may be utilized by the content server of FIGs. 1
and 2.

FIG. 4 illustrates an exemplary configuration of a primary flow message that
may be sent by a server.

FIG. 5 illustrates another exemplary apparatus that may be utilized to serve
content in a communication network.

FIG. 6 shows an example of a device for use in a content delivery system.

FIG. 7 illustrates a method for obtaining system state information within a
device in communication with a server.

FIG. 8 illustrates another method for obtaining system state information within a
device in communication with a server

FIG. 9 illustrates yet another example of an apparatus for receiving a primary

message in a device from a server.
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DETAILED DESCRIPTION

This present disclosure describes apparatus and methods to effect the
communication of system state update information using a primary message with a first
set of information or data configured to indicate whether a change or update to current
system state information has occurred. If a change has occurred, further second
information or data may then be either broadcast or requested. The second information
includes further particular system state information usable by a device to update the
system state information. By transmitting a primary message on a network, where the
message includes summarized or abridged data indicating whether a change in the
system state information has occurred, a receiving device can quickly determine
whether updates or changes of system state have occurred by processing this
abbreviated message, rather than a more complex message. Accordingly, a receiving
device may achieve lower battery power consumption, while also reducing the
aggregate level of processing needed to be performed by the device. Additionally, the
multicast bandwidth required to send a shorter or abbreviated message is also reduced.
It is noted here that for purposes of the present application, the terms “network™ and
“server” are used synonymously and interchangeably.

Known wireless broadcast systems, such as forward link only (FLO) systems
support update of device configuration files. As discussed previously, a primary
message carries latest versions of device configuration files. In the presently disclosed
methods and apparatus, the primary message includes a first information set, such as a
current system state version number, which may then be used by devices receiving the
information to determine if any system changes have occurred and if the device needs to
receive updated system information. If the system has changed, the device can then
acquire the appropriate flow or flows to obtain the latest -information if the broadcasted
system state version number is different from a version number stored in the device.
Otherwise, the device can go back to sleep if no system state change has occurred as
indicated by the version number, thus saving processing and energy resources in the
device. It is also noted that the primary message can be configured to communicate
particular latest information updates. Accordingly, a device can determine which flow
or flows that it needs to acquire to obtain updated information, rather than listening to
all of the flows, which also affords savings in processing and energy resources in the

device.
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FIG. 1 shows an end-to-end call flow diagram 100 illustrating how the presently
disclosed primary message may be utilized in a communication system. As shown in
the diagram of FIG. 1, a content server 102 communicates with a device 104. A
server102 sends a primary flow 106 containing a primary message 108. The primary
flow 106 may be a broadcast flow that is configured in a format well known to both the
server 102 and the device 104 for purposes of optimization and speed of acquisition, but
may also be of any other suitable flow format regardless of being commonly known to
both server and device. Also, the primary message 108 may consist of abbreviated
information or data indicating a current system state of a communication system in
which the server 102 and device 104 operate.

When device 104 is turned on, the device 104 listens to the primary flow 106 in
order to obtain the primary message 108 as indicated at block 110. If the data
information within the primary message 108 communicates to device 104 that no
change has occurred in the current system state, the device 104 simply disregards
further information and enters a monitoring period, such as monitoring period 112.
While the device is powered on, it periodically receives the primary message based on
the frequency of the monitoring period. The duration of a monitoring period can be
cither a constant predefined period or a variable period as determined through an
algorithm or as updated through external means.

Once a change occurs in the system information as shown by block 114, a
primary flow 116 will contain a primary message 118 indicating the current, updated
system information. Once device 104 listens to the primary flow message 116 as
indicated in block 120 after monitoring period 112, it is contemplated that device 104
may execute a number of different reactions or responses. In one example, device 104
compares a state of the system information stored within the device and compares this
with the information contained in primary message 118. If the information is the same,
which is indicative of no change, device 104 takes no further action. However, in the
case of primary message 118, which occurs after a change to system information 114,
device 104 would then take further action to obtain updated system information. The
process that device 104 executes to obtain updated information may be accomplished by
at least two different procedures, which are illustrated in FIG. 1. Namely, the two
procedures include device 104 either executing a unicast request and response

transaction with server 102, or listening to multicast flows from server 102.
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As an illustration of the first exemplary procedure, FIG. 1 shows device 104
effecting a unicast request/response transaction with server 102. In the particular
illustrated timeline of FIG. 1, after device 104 listens to primary flow 116 and
determines from primary message 118 that a change in system state information has
occurred (as illustrated by block 114), device 104 may issue a request for update
information as illustrated by unicast request122 from device 104 to server 102. In
response, server 102 issues a unicast response 124 with further second or additional data
or information to be used by device 104 to acquire pertinent or relevant updated system
state information for device 104.

As an example of the second contemplated procedure, device 104 may obtain
update information after a change to system information by listening to multicast flows
from server 102. In the context of the illustrated timeline of FIG. 1, the device listens to
the primary flow during a monitor period 130, during which a change in the system state
information occurs, as indicated by block 132. Server 102 issues a primary flow 134
containing a primary message 136 including current, updated system state information.
Device 104 then determines from the updated primary message 136 that a system state
change occurred. In this second exemplified procedure, the device 104 may be
configured to acquire the updated system information by listening to multicast flows
broadcast by server 104 containing second information or data which device 104 then
listens to in order to obtain pertinent or relevant system information as indicated in
block 142.

In the above examples, it is noted that device 104 may be configured to decide
whether to acquire the updated system information (e.g., the second information) from
either a unicast transaction or multicast flows based on a criterion of the type of system
information that has been updated. It is noted that one skilled in the art will appreciate
that other criterion for deciding how to acquire the updated system information after
determining a system state change from the primary message may be contemplated.

It is further noted that the server 102 may be configured to repeatedly send a
primary flow (e.g., 106) including a primary message (e.g., 108), regardless of whether
a change to system information has occurred.

FIG. 2 shows an example of a content server 200. This server 200 may be one
example of a server that may be used as server 102 in FIG. 1. As shown in FIG. 2,

server 200 includes processing logic 202, resources and interfaces 204, and transceiver
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logic 210, all of which are coupled to an internal data bus 212. The server 200 also
includes activation logic 214, system information (SI) 206, and SI records logic 208,
which are also coupled to the data bus 212.

In one or more examples, the processing logic or module 202 may include a
CPU, processor, gate array, hardware logic, memory eclements, virtual machine,
software, and/or any combination of hardware and software. Thus, the processing logic
202 generally includes logic to execute machine-readable instructions and to control one
or more other functional elements of the server 200 via the internal data bus 212.

The resources and interfaces module 204 may be implemented by hardware,
software, or a combination thereof that allows the server 200 to communicate with
internal and external systems. For example, the internal systems may include mass
storage systems, memory, display driver, modem, or other internal device resources.
The external systems may include user interface devices, printers, disk drives, or other
local devices or systems, as examples.

Transceiver logic or module 210 may include hardware logic and/or software
that operates to allow the server 200 to transmit and receive data and/or other
information with remote devices or systems using a communication channel 216. For
example, in one example, communication channel 216 may consist of any suitable type
of communication link to allow the server 200 to communicate with a data network. It
is noted that in the context of the system of FIG. 1, communication channel 216 may be
utilized to effect delivery of the primary flow between the server (e.g., server 102) and a
device (e.g., device 104).

The activation logic or module 214 may include a CPU, processor, gate array,
hardware logic, memory elements, virtual machine, software, and/or any combination of
hardware and software. The activation logic 214 operates to activate a content server
(CS) to allow the CS to select and receive content and/or services described in the
system information module 206, for example.

FIG.3 illustrates a method 300 that may be utilized by the content server of
FIGs. 1 and 2. The method 300 begins at a start block 302 and proceeds to block 304.
At block 304, a content server, for example, sends a primary message including first
information set or data configured to communicate a change in a system state. In
particular, the primary message may simply communicate a system state version, such

as a number, which may then be utilized by a receiving device to compare to a previous
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system state version number in order to determine whether a change to the system has
occurred.

After the primary message has been sent in block 304, flow proceeds to block
306 where a second information set is sent. This information set is configured to be
utilized when the first information set or data conveys a change in the system state. As
indicated previously in FIG. 1, the second information set or data may either be
continuously sent in a multicast flow (e.g., 140 illustrated in FIG. 1) or may be sent as a
response to a request for update as illustrated by transactions 122 and 124 in FIG. 1.
After the process of block 306 is complete, flow proceeds to end block 308. It is noted
that although start and end blocks are illustrated in the process 300, the server 102 or
200 continuously executes multicast transmission of the primary message as performed
at block 304. In a multicast message situation, the operation of block 306 is also
continuously performed to communicate further updated system information. In the
unicast situation discussed in connection with transactions 122 and 124 in FIG.1, the
operation of block 306, as an example, would be executed by the content server (102 or
200) when requested to send the second or updated information set or data in order to
communicate further relevant system information to one or more devices requesting
updated information. It is noted that the process 300 of FIG. 3 may be executed by a
content server such as server 102 illustrated in FIG. 1 or server 200 illustrated in FIG. 2.

FIG. 4 illustrates an exemplary configuration of a primary flow message that
may be sent by a network, such as server 102 or 200. In this example, the message 400
may include a first two information fields indicated by bracket 402, which feature a
protocol version information and a minimum protocol version. The protocol version
may be used to communicate the particular protocol version that a particular network
supports. This protocol, in the particular disclosed example, may refer to an interface
protocol between the network and the device and can be used to indicate the highest
protocol version that the network supports. The minimum protocol version information
may be further used to indicate a minimum protocol version that a network can support.
An exemplary embodiment, the first two fields 402 are communicated to a device and
contain information processed by the device before further information is obtained.
That is, if a device protocol version falls outside of the range defined by the protocol
version and the minimum protocol versions supported by the server, this can be used to

communicate that the device protocol would not be compatible with versions supported
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by a content server. Accordingly, a device can respond appropriately to a particular
network, such as a network that does not support the protocol version of the device. In
such a case, for example, the device would not need to process further received
information and, thereby waste processing resources.

A third field 404 is a primary message version, which is used to communicate
changes in system information states. In particular, field 404 can simply consist of a
version number of the primary message 400, which can convey to a device whether a
change has occurred to the system state. For example, during a subsequent monitoring
by a device, such as the monitoring periods illustrated in FIG. 1, the device can then use
the primary message version field 404 to determine if the primary message version has
changed from what was previously stored by the device. If no change in the version
number is indicated, the device can simply return to a sleep mode in order to save power
resources. On the other hand, if the primary message version indicated in field 404 has
been incremented or changed, this change in version number communicates to a device,
in a summarized or shorthand format, that changes have occurred in one or more of the
subsequent fields within the primary message. Accordingly, the device (e.g, device
104) may then quickly determine whether it should proceed further to determine what
particular system state information has changed. This summarized or shorthand format
thus affords economization of system resources and processing, especially when system
changes have not occurred since additional processing of other system information is
avoided. It is noted that in alternative examples, the field 404 is only exemplary and
may be not necessarily need to be included in primary message 400.

It is noted that the first three fields as indicated by bracket 402 and field 404
may be processed by a device in order to determine if the server or network supports the
device and whether system state information has changed without incurring further
processing or power resources when either the device is not supported or a system state
has not changed. The additional fields 406 through 426 shown in FIG. 4 may then be
processed when a system state change has occurred. This further additional data or
information may be characterized as a type of directory that may be utilized by the
device to trigger further processing to obtain actual system information updates for the
particular features.

In particular, this further information contained in the primary message 400 first

includes a notification version 406. If the version of the notification information field
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406 has been changed from what was previously stored in a device, the device can then
be triggered to acquire the notification flow to receive the updated notification
information. Otherwise, the device can simply disregard or stop further processing of
any notification information. In the example of FIG. 4, a number of notifications as
shown in field 408 may also be included to communication the number of notification
messages available. By providing an indication of the number of notifications, a device
receiving the primary message obtains further information concerning how many
notifications are being sent, such as for obtaining these messages from the content
Server.

Another field is a program guide information record 410, which contains
specific information regarding programs of various services of a particular network. As
an example, a particular network program guide can include title information for
programs of various services offered by that specific network. The program guide
would have particular versions associated with them to indicate the state. Accordingly,
the primary message 400 may contain versions of current program guide information
such that a device may compare the current version number of the program guide with a
previously stored program version number to determine if a change has occurred and
whether the device needs to acquire further program guide information based on the
determined change.

Associated with the guide information field 410 is an included fields flag 412
that is used to indicate the presence of additional fields within the primary message 400,
such as fields 414 through 426. Accordingly, if the flag is not set, the device receiving
the primary message can casily determine whether further information is included in the
primary message 400 or if the device can go back to sleep to save power resources.
Thus, the flag in field 412 may serve, in an example, as a delineation between
mandatory or essential fields in the primary message and further conditional fields used
for additional, but less essential information concerning aspects of system state changes.

A first of these fields includes a market place information record field 414. This
field refers to information about media packages that are available for subscription and
associated costs, billing modes, etc. Similar to the other fields described above, field
414 may have a version number associated therein to indicate the particular state of the

market place information. Thus, the market place information may then be used by a
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device to bear a version with a stored version number to determine if a change has taken
place and to act accordingly.

Another field that may be included in the primary message 400 is a service
definition 416. This refers to information about available services in a particular
system. As an example, such information may include the type of service such as real
time or non real time, the rating, the genre, geographical arcas where services are
available, etc. Again, this field may consist of a version to indicate the state or a change
in state when a version is updated.

Further fields may include a unicast authentication level 418 and a multicast
authentication level 420, which are used to signify which unicast messages and
multicast messages are signed and verified, respectively. The primary message 400
may also include a field 422 for service key epochs. The service key epochs are used to
define a time period during which a set of service keys are valid. During this time
period media will be encrypted using the services keys that are valid for that epoch.
The service key epoch indicates whether a device has the valid key for the current key
epoch supported by the network If not, a device is then signaled to fetch a latest key
from the content server, otherwise the device can go back to sleep to conserve battery
power.

Yet another field 422 may be included that communicates an application
upgrade token. In particular, if a token has been updated as determined by comparing a
stored value with the current token value in a device, this conveys to the device that a
potential application upgrade is required for the device. Finally, the primary message
400 may include another field 426 that is used to support updates of configuration files
within a device. In this case, a version number in field 426 can be used to indicate
whether any of the configuration files for the device have been updated. If so, the
device is then triggered to acquire an appropriate flow you get latest configuration files.
It is noted that the primary message 400 illustrated in FIG. 4 is merely exemplary and
that more or fewer fields may be utilized dependent on desired information to be
communicated within the primary message.

FIG. 5 illustrates another apparatus that may be utilized to serve content in a
communication network. In particular, the apparatus may consist of a content server
500 that includes a module for sending a primary message including a first information

set configured to communicate a change in a system state 502. It is noted that module
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502 may be implemented by one or more of the modules illustrated in FIG. 2 such as
transceiver logic 210 and processing 202. The module 502 sends the primary message
over a communication coupling 504 to communicate the primary message to one or
more receiving devices within a network. Additionally, module 502 is communication
with a module for sending a second information set configured to be utilized when the
first information set conveys a change in the system state 508. Module 502 is
communicatively coupled to module 508 via a communication coupling 506.

It is further noted that the first information set may consist of any number of
information fields such as those illustrated in FIG. 4 and that the second information set
can consist of further actual update information that is to be acquired by devices when
one or more changes in systems state are communicated. It is also noted that module
508 also outputs the second information via a communication link 510 to one or more
receiving devices. It is yet further noted that modules 502 and 508 may continuously
and repeatedly communicate the first and second information sets, respectively.
Additionally, module 508 may also be configured to communicate with a module 512
for receiving update requests via a communication link 514 from one or more user
devices in a network. Thus, when update requests are received in response to the
primary message, module 512 communicates such requests via a communication link
516 to module 508 to subsequently transmit the second information set via
communication link 510 to the user devices.

FIG. 6 shows an example of a device 600 suitable for use in a content delivery
system. For example, device 600 may be the device 104 shown in FIG. 1. Device 600
includes processing logic 602, resources and interfaces 604, and transceiver logic 606,
all coupled to a data bus 608. The device 600 also comprises a client 610, a program
logic 614 and a SI logic 612, which are also coupled to the data bus 608.

In one or more examples, the processing logic 602 may be implemented by a
CPU, processor, gate array, hardware logic, memory elements, virtual machine,
software, and/or any combination of hardware and software. Thus, the processing logic
602 generally comprises logic configured to execute machine-readable instructions and
to control one or more other functional elements of the device 600 via the internal data
bus 608.

The resources and interfaces 604 comprise hardware and/or software that allow

the device 600 to communicate with internal and external systems. For example,
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internal systems may include mass storage systems, memory, display driver, modem, or
other internal device resources. The external systems may include user interface
devices, printers, disk drives, or other local devices or systems.

The transceiver logic 606 comprises hardware and/or software that operate to
allow device 600 to transmit and receive data and/or other information with external
devices or systems, such as content server 102 or 200 shown in FIGs. 1 and 2, through
communication channel 614. Communication channel 614 may comprise a network
communication link, a wireless communication link, or any other type of
communication link, as examples.

During operation, device 600 is activated so that it may receive available content
or services over a data network. For example, the device 600 may identify itself to a
content server during an activation process. As part of the activation process, device
600 receives and stores SI records by SI logic 612. The SI logic 612 contains
information that identifies content or services available for the device 600 to receive.
The client 610 operates to render information in the SI logic 612 on the device 600
using the resources and interfaces 604. For example, the client 610 may render
information in the SI logic 612 on a display screen (not shown) that is part of device
600. The client 610 also receives user input through the resources and interfaces so that
a device user may select content or services.

FIG. 7 illustrates a method for obtaining system state information in a device
such as device 104 in FIG. 1 or 600 in FIG. 6. The method 700 begins at a start block
702 and proceeds of block 704. At block 704 the method 700 includes monitoring a
primary message configured to include first data indicating system state information.
As an example of the first data, this may include any of the fields illustrated in FIG. 4.
After the primary message is monitored in block 704, flow proceeds to block 706 where
a change in the system state information is determined based on the first data in the
primary message. Flow then proceeds to block 706 where further system state
information is acquired when the first data indicates a change in the system state
information. Flow then proceeds to in block 708. It is noted that the process 700 is
continuously repeated to monitor primary messages delivered from a content server,
such as server 102, for example. Additionally, in block 706 if a system state change is

not determined, the device would not obtain further system state information as
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illustrated in block 708, but would simply ignore further information and return to either
a sleep or monitoring mode.

FIG. 8 illustrates another method or process 800 that may be effected within a
device in communication with a content server in order to obtain system state changes.
As illustrated in the process 800 a device is in a sleep mode until a next periodic wake
up period 802, wherein a device monitors for receipt of a primary message. Flow
proceeds to block 804 where the device wakes up to receive the primary message.
Next, flow proceeds to decision block 806 where the device determines whether a new
primary message version has been received. As an example of the type of information
received, FIG. 4 illustrates that the primary message version in field 404 that consists of
a version number. This version number may then be used for effecting the decision in
decision block 806 to determine whether the primary message version is changed by
comparing to a previously stored value within the device.

After block 806 flow proceeds to decision block 808 where the device further
determines whether a new notification version is communicated by the information
within the primary message. If, at block 806, a new primary message version is not
detected, flow proceeds back to block 802 where the device goes back to sleep until a
next periodic wake up period. Alternatively, if a new primary message version is
determined at block 806, flow proceeds to block 808 to determine if a new notification
version has been indicated. An example of the information sent to determine
notification versions is illustrated in field 406 of FIG. 4. This data may consist of a
version number for the notification version. If a new notification version is determined
by the device at block 808, flow proceeds to block 810 where a notification update
procedure is triggered and further or second data specific to the actual notification
information is reformed. Alternatively, if no new notification version has been sent as
determined in block 808, flow proceeds to block 812. After block 810, flow also
proceeds to decision block 812.

At block 812 the device next may determine whether new marketplace or service
definition information is indicated. An example of this information was illustrated
previously in FIG. 4 in fields 414 and 416. If new market place or service information
is indicated at block 812, flow proceeds to block 814 where a update procedure for
obtaining market place or service data is triggered. After the process of block 814 is

triggered, flow proceeds to decision block 816. Alternatively, at block 812, if no new
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market place or service information is determined, flow proceeds to decision block 816
directly.

At decision block 816, a new service key epoch or epochs is determined as
discussed previously, this information may also be contained in the primary message
such as field 422 shown in FIG. 4. If a new service key epoch has been sent, flow
proceeds to block 818 where a service key update is triggered and flow proceeds to
decision block 820. If no new service key epochs have been sent in the primary
message as determined in block 816, flow proceeds directly to block 820.

At decision block 820, the device determines whether new near term program
guide information is indicated in the primary message. If so, flow proceeds to block
822 where near term program guide update procedures are triggered. If not, flow
simply proceeds from block 820 to block 824. At 824, the device further determines if
new far term program guide blocks are indicated in the primary message. If so, flow
proceeds to block 826 where far term program guide update procedures are triggered
and flow then proceeds to block 828. Alternatively, if no new far term guide blocks
have been indicated, flow proceeds from block 824 directly to block 828.

At decision block 828, a device may determine whether new application
upgrades, such as application upgrade tokens are indicated within the primary message.
If new application upgrades are available, flow proceeds to block 830 where a client
application upgrade procedures are triggered, and then flow proceeds to decision block
832. If no new application upgrades have been provided as determined at block 828,
flow proceeds directly to block 832. An example of a field within the primary message
indicating application upgrade tokens was shown previously in field 424 of FIG. 4.

Finally, at decision block 832, a device may determine whether new
configuration flow information has been sent. If new configuration flow information
has occurred as determined at block 832, flow proceeds to block 834 where an end user
license agreement (EULA) update procedure is triggered to allow a user to obtain the
latest versions of device configuration files such as proprietary files. Flow then
proceeds back to block 802 where the device enters a sleep mode until a next periodic
wakeup period. Additionally as shown, if no new configuration flow information is
indicated as determined at block 832, flow proceeds directly from block 832 back to
block 802.
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It will be appreciated that the procedure 800 illustrated in FIG. 8§ demonstrates
that the primary message version such as the information in field 404 of FIG. 4, may be
changed any time one or more of the other fields 406 through 426 have changed. Thus,
device may go back to sleep if any of the fields 406 through 426 have not been changed,
thereby resulting in no change in the primary message version. Thus, the primary
message version field 404 affords a quick or short hand method for indicating system
change and, thus further processing as indicated by the processing of steps 808 through
834 of FIG. 8. Additionally, it is to be understood that the subsequent fields within the
primary message occurring after the primary message version field can be used to
trigger further operations for performing update procedures used to acquire further data
from a content server. Thus, the information in the primary message can be
characterized as acting as a directory of various system state changes requiring the
acquisition of further second data from a content server.

FIG. 9 illustrates yet another example of an apparatus for receiving a primary
message in a device from a content server. The apparatus 900, as illustrated in FIG. 9,
includes a module for monitoring a primary message configured to include first data
indicating system state information 902. Example, this module 902 may be effected by
more of the modules illustrated in device 600 of FIG. 6, such as transceiver logic 606
and processing logic 602, as examples. The apparatus 900 further includes module for
determining a change in system state information based on the first data in the primary
message indicating system state information. Module 904 may be implemented by one
or more of the modules of device 600, such as processing logic 602, for example.
Module 904 communicates with a module 906 for acquiring further state information
when the first data indicates a change in the system state information. This module 906
may be implemented by any number of the modules illustrated in FIG. 6, such as
transceiver logic 606, processing logic 602, and device resources and interfaces module
604, as examples.

It is noted that the apparatus 900 may be implemented within a device, such as
device 600 and may consist of hardware, software, firmware or any combination
thereof.

It is understood that the specific order or hierarchy of steps in the processes
disclosed is an example of exemplary approaches. Based upon design preferences, it is

understood that the specific order or hierarchy of steps in the processes may be
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rearranged while remaining within the scope of the present disclosure. The
accompanying method claims present elements of the various steps in a sample order,
and are not meant to be limited to the specific order or hierarchy presented.

Those skilled in the art will appreciate that information and signals may be
represented using any of a variety of different technologies and techniques. For
example, data, instructions, commands, information, signals, bits, symbols, and chips
that may be referenced throughout the above description may be represented by
voltages, currents, electromagnetic waves, magnetic fields or particles, optical fields or
particles, or any combination thereof.

Those of skill would further appreciate that the various illustrative logical
blocks, modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted as causing a departure from
the scope of the present disclosure.

The various illustrative logical blocks, modules, and circuits described in
connection with the embodiments disclosed herein may be implemented or performed
with a general purpose processor, a digital signal processor (DSP), an application
specific integrated circuit (ASIC), a field programmable gate array (FPGA) or other
programmable logic device, discrete gate or transistor logic, discrete hardware
components, or any combination thercof designed to perform the functions described
herein. A general purpose processor may be a microprocessor, but in the alternative, the
processor may be any conventional processor, controller, microcontroller, or state
machine. A processor may also be implemented as a combination of computing
devices, e¢.g., a combination of a DSP and a microprocessor, a plurality of
microprocessors, one or more microprocessors in conjunction with a DSP core, or any

other such configuration.
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The steps of a method or algorithm described in connection with the
embodiments disclosed herein may be embodied directly in hardware, in a software
module executed by a processor, or in a combination of the two. A software module
may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, hard disk, a removable disk, a CD-ROM, or any other
form of storage medium known in the art. An exemplary storage medium (not shown)
may be coupled to the processor such the processor can read information from, and
write information to, the storage medium. In the alternative, the storage medium may
be integral to the processor. The processor and the storage medium may reside in an
ASIC. The ASIC may reside in a user terminal. In the alternative, the processor and the
storage medium may reside as discrete components in a user terminal.

The examples described above are merely exemplary and those skilled in the art
may now make numerous uses of, and departures from, the above-described examples
without departing from the inventive concepts disclosed herein. Various modifications
to these examples may be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other examples, e.g., in an instant
messaging service or any general wireless data communication applications, without
departing from the spirit or scope of the novel aspects described herein. Thus, the scope
of the disclosure is not intended to be limited to the examples shown herein but is to be
accorded the widest scope consistent with the principles and novel features disclosed
herein. It is noted that the word “exemplary” is used exclusively herein to mean
“serving as an example, instance, or illustration.” Any example described herein as
“exemplary” is not necessarily to be construed as preferred or advantageous over other
examples. Accordingly, the novel aspects described herein are to be defined solely by

the scope of the following claims.
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CLAIMS
WHAT IS CLAIMED IS:
1. A method for conveying system state information to a wireless device,

comprising:

sending a primary message comprising first information configured to
communicate a current system state to the wireless device; and

sending a second information set usable by the wireless device to update system

state information.

2. The method as defined in claim 1, wherein the primary message is configured as
a summary message configured to convey communication of the current system state to

the wireless device in an abbreviated manner.

3. The method as defined in claim 1, wherein the first information comprises a
primary message version information field that is changed with each change in the

System state.

4. The method as defined in claim 1, wherein the first information comprises at
least one of a summary of a system state version and directory information configured
to communicate location information to the device where the device may locate further

system state update information in a wireless network.

5. The method as defined in claim 1, further comprising:
receiving an update request from the wireless device, where the second

information set is sent in response to the update request.

6. The method as defined in claim 1, wherein the primary message is repeatedly

sent to the wireless device.

7. The method as defined in claim 1, wherein the second information set is

repeatedly sent to the wireless device.
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8. The method as defined in claim 1, wherein the wireless device receives the

primary information over at least one of a wireless broadcast network or channel.

9. An apparatus for conveying system state information to a wireless device,
comprising:

means for sending a primary message comprising first information configured to
communicate a current system state to the wireless device; and

means for sending a second information set usable by the wireless device to

update system state information.

10.  The apparatus as defined in claim 9, wherein the primary message is configured
as a summary message configured to convey the current system state to the wireless

device in an abbreviated manner.

11. The apparatus as defined in claim 9, wherein the first information comprises a
primary message version information field that is changed with each change in the

System state.

12. The apparatus as defined in claim 9, wherein the first information comprises at
least one of a summary of a system state version and directory information configured
to communicate location information to the device where the device may locate further

system state update information in a wireless network.

13. The apparatus as defined in claim 9, further comprising:
means for receiving an update request from the wireless device, where the means
for sending a second information set sends the second information set in response to the

means for receiving the update request receiving an update request.

14. The apparatus as defined in claim 9, wherein the means for sending the primary

message is configured to repeatedly sent the primary message to the wireless device.

15.  The apparatus as defined in claim 9, wherein the means for sending the second

information set is configured to repeatedly send the second information set.
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16. A computer program product, comprising;:
a computer-readable medium comprising:

code for causing a computer to send a primary message comprising first
information configured to communicate a current system state to the wireless device;
and

code for causing the computer to send a second information set usable by the

wireless device to update system state information.

17. The computer program product as defined in claim 16, wherein the primary
message is configured as a summary message configured to convey the current system

state to the wireless device in an abbreviated manner.

18. The computer program product as defined in claim 16, wherein the first
information comprises a primary message version information field that is changed with

each change in the system state.

19. The computer program product as defined in claim 16, wherein the first
information comprises at least one of a summary of a system state version and directory
information configured to communicate location information to the device where the

device may locate further system state update information in a wireless network.

20. The computer program product as defined in claim 16, the computer-readable
medium further comprising:
code for causing the computer to receive an update request from the wireless

device, where the second information set is sent in response to the update request.

21. The computer program product as defined in claim 16, wherein the primary

message is repeatedly sent to the wireless device.

22.  The computer program product as defined in claim 16, wherein the second

information set is repeatedly sent.
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23. A server processor for conveying system state information to a wireless device,
comprising:

a first module for sending a primary message comprising first information
configured to communicate a current system state to the wireless device; and

a second module for sending a second information set usable by the wireless

device to update system state information.

24.  The server processor as defined in claim 23, wherein the primary message is
configured as a summary message configured to convey the current system state to the

wireless device in an abbreviated manner.

25. The server processor as defined in claim 23, wherein the first information
comprises a primary message version information field that is changeable with each

change in the system state.

26. The server processor as defined in claim 23, wherein the first information
comprises at least one of a summary of a system state version and directory information
configured to communicate location information to the device where the device may

locate further system state update information in a wireless network.

217. The server processor as defined in claim 23, further comprising:
a module for receiving an update request from the wireless device, where the

second information set is sent in response to the update request.

28. The server processor as defined in claim 23, wherein the first module is

configured to repeatedly send the primary message to the wireless device.

29.  The server processor as defined in claim 20, wherein the second module is

configured to repeatedly send the second information set to the wireless device.

30. A method for obtaining system state information in a wireless device,

comprising:
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monitoring a primary message configured to comprise first data indicating
system state information; and
determining a change in system state information based on the first data in the

primary message indicating system state information.

31. The method as defined in claim 30, further comprising;:

acquiring second data when a change in the first data is determined.

32. The method as defined in claim 31, wherein acquiring the second data comprises
sending a request for updated system state information when a change in system state

information is determined and acquiring second data received in response to the request.

33. The method as defined in claim 31, wherein acquiring the second data comprises
receiving second data comprising system update information when a change in system

information is determined.

34. The method as defined in claim 30, wherein the first data comprises a current

system state version number.

35.  The method as defined in claim 30, wherein determining the change in system
state information based on the first data in the primary message comprises comparing a
previously stored system state version number with the current system state version

number to determine the change in system state information.

36. The method as defined in claim 31, further comprising;:
the first data comprising directory information configured to communicate
location information to the wireless device; and

sending the request for the second data based on the directory information.

37.  The method as defined in claim 30, wherein the primary message is configured
as a summary message configured to reduce an amount of processing by the wireless

device in order to determine the system state information.
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38.  An apparatus for obtaining system state information, comprising:

means for monitoring a primary message configured to comprise first data
indicating system state information; and

means for determining a change in system state information based on the first

data in the primary message indicating system state information.

39. The apparatus as defined in claim 38, further comprising:

means for acquiring second data when a change in the first data is determined.

40. The apparatus as defined in claim 39, wherein the means for acquiring second
data comprises means for sending a request for updated system state information when a
change in system state information is determined and means for acquiring second data

received in response to the request.

41. The apparatus as defined in claim 39, wherein the means for acquiring current
system state information comprises means for receiving second data comprising system

update information when a change in system information is determined.

42. The apparatus as defined in claim 41, wherein the first data comprises a current

system state version number.

43. The apparatus as defined in claim 38, wherein the means for determining the
change in system state information based on the first data in the primary message
comprises means for comparing a previously stored system state version number with
the current system state version number to determine the change in system state

information.

44. The apparatus as defined in claim 38, further comprising:

the first data comprising directory information configured to communicate
location information to the wireless device; and

means for sending the request for the second data based on the directory

information.
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45. The apparatus as defined in claim 38, wherein the primary message is
configured as a summary message configured to reduce an amount of processing by the

wireless device in order to determine the system state information.

46. A computer program product, comprising:
a computer-readable medium comprising:

code for causing a computer to monitor a primary message configured to comprise
first data indicating system state information; and
code for causing the computer to determine a change in system state information

based on the first data in the primary message indicating system state information.

47. The computer program product as defined in claim 46, the computer-readable
medium further comprising;:
code for causing the computer to acquire second data comprising system state

update information when a change in the first data is determined.

48. The computer program product as defined in claim 47, wherein the code for
causing the computer to acquire the second data comprises code for causing the
computer to send a request for updated system state information when a change in
system state information is determined and acquiring second data received in response

to the request.

49. The computer program product as defined in claim 47, wherein the code for
causing the computer to acquire the second data comprises code for causing the
computer to receive second data comprising system update information when a change

in system information is determined.

50. The computer program product as defined in claim 46, wherein the first data

comprises a current system state version number.

51. The computer program product as defined in claim 46, wherein the code for

causing the computer to determine the change in system state information based on the
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first data in the primary message comprises code for causing the computer to compare a
previously stored system state version number with the current system state version

number to determine the change in system state information.

52. The computer program product as defined in claim 46, wherein the first data
comprises directory information configured to communicate location information to the
wireless device and the computer-readable medium further comprises code for sending

the request for the second data based on the directory information.

53. The computer program product as defined in claim 46, wherein the primary
message 1s configured as a summary message configured to reduce an amount of

processing by the wireless device in order to determine the system state information.

54. A wireless device for receiving system state information, comprising:

a first module for monitoring a primary message configured to comprise first
data indicating system state information; and

a second module for determining a change in system state information based on

the first data in the primary message indicating system state information.

55. The device as defined in claim 54, further comprising;:
a third module for acquiring second data when a change in the first data is

determined.

56.  The device as defined in claim 55, wherein the module for acquiring the second
data is configured to send a request for updated system state information when a change
in system state information is determined and acquiring second data received in

response to the request.

57.  The device as defined in claim 55, wherein the module for acquiring the second
data is configured to receive second data comprising system update information when a

change in system information is determined.
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58.  The device as defined in claim 54, wherein the first data comprises a current
system state version number.
59.  The device as defined in claim 54, wherein the second module for determining

the change in system state information based on the first data in the primary message is
configured to compare a previously stored system state version number with the current

system state version number to determine the change in system state information.

60. The device as defined in claim 55, further comprising;:

the first data comprising directory information configured to communicate
location information to the wireless device; and

a fourth module for sending the request for the second data based on the

directory information.

61.  The device as defined in claim 54, wherein the primary message is configured as
a summary message configured to reduce an amount of processing by the wireless

device in order to determine the system state information.
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