US009215485B2

a2 United States Patent

Xiong et al.

US 9,215,485 B2
*Dec. 15, 2015

(10) Patent No.:
(45) Date of Patent:

(54)

(71)
(72)

(73)
")

@
(22)
(65)

(63)

(60)

(1)

(52)

ENABLEMENT OF PREMIUM CONTENT
FOR INTERNET VIDEO CLIENT

Applicant: SONY CORPORATION, Tokyo (JP)

Inventors: True Xiong, San Diego, CA (US);
Charles David McCoy, San Diego, CA
(US); Viral Mehta, San Diego, CA
(US); Leo Pedlow, Ramona, CA (US);
Aran Sadja, San Diego, CA (US)

Assignee: Sony Corporation, Tokyo (IP)

Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by O days.
This patent is subject to a terminal dis-
claimer.

Appl. No.: 14/482,196

Filed: Sep. 10, 2014

Prior Publication Data
US 2015/0012935 Al Jan. 8, 2015

Related U.S. Application Data

Continuation of application No. 14/055,631, filed on
Oct. 16, 2013, now Pat. No. 8,869,190, which is a
continuation of application No. 12/844,312, filed on
Jul. 27, 2010, now Pat. No. 8,607,263.

Provisional application No. 61/330,993, filed on May
4, 2010, provisional application No. 61/331,092, filed
on May 4, 2010.

(58) Field of Classification Search
CPC .ottt HO4N 7/16
USPC ittt s 725/25
See application file for complete search history.

(56) References Cited

U.S. PATENT DOCUMENTS

6,374,402 B1* 4/2002 Schmeidler ............. GO6F 21/10

348/E5.008

7,380,280 B2 5/2008 de Jong

(Continued)
FOREIGN PATENT DOCUMENTS
CN 1910563

OTHER PUBLICATIONS

2/2007

Leo Pedloe, Brant Candelore, “Authentication and Authorization for
Internet Video Client”, file history for related pending U.S. Appl. No.
14/326,073, filed Jul. 8, 2014.

(Continued)

Primary Examiner — Olugbenga Idowu
(74) Attorney, Agent, or Firm — John L. Rogitz

(57) ABSTRACT

A device is enabled to display Internet TV by accessing a
management server and receiving back from the server a user
token and a service list of predefined content servers. A user
can select a content server on the service list which causes the
device to upload its user token to the management server,
which in turn sends back the network path to the content
server along with a content server-user-unique service token
(SUIT) that the device uses to access the content on the
content server, in some embodiments on per-title PPV access,
per-content category PPV access, or per-service PPV access.

10 Claims, 5 Drawing Sheets

{«82

RECEIVE USER
SELECTION OF

INTERNET SOURCE

Int. Cl.
HO4N 7/16 (2011.01)
HO4N 21/258 (2011.01)
(Continued)
U.S. CL
CPC ..... HO4N 21/25816 (2013.01); GO6Q 30/0205
(2013.01); HO4L 63/0807 (2013.01);
(Continued)
%
PRESENT SERVICE
LIST USEl
INTERFACE
5

/54

RECEIVE BACK‘
SUIT, ADDRESS/

SEND USER TOKEN

PATH OF SOURCE

TO MANAGEMENT
SERVER

(88

SEND USER TOKEN
AND SUIT TQ

K/QCB

REQUEST
CONTENT LIST,

CONTENT/PROXY SERVER
QVER ADDRESS/PATH

INFORMATION

98
7
RECEIVE SELECTED

CONTENT AND
DiSPLAY

A o
RECEVE USER
SELECTION AND DhrLAY ST
SEND TO SERVER

CLIENT LOGIC
POST REGISTRATION



US 9,215,485 B2

Page 2
(51) Int.ClL 2006/0161621 Al 7/2006 Rosenberg
Ho4L 29/06 (2006.01) 20060202551 AL 92006 Kikkava etal
1 wa ¢t al.
HO4N 21/441 (2011.01) 2007/0006277 Al 1/2007 Mills et al.
HO4N 21/4627 (2011.01) 2007/0061858 Al 3/2007 Ura
HO4N 21/472 (2011.01) 2007/0107019 Al 5/2007 Romano et al.
morvaigl (o S i S
ooper et al.
Zz;ﬁ ;;jg::gz (38} }8}) 2008/0183815 Al 7/2008 Unger
( 01) 2008/0200148 Al 8/2008 Fink
G06Q 30/02 (2012.01) 2008/0244658 Al 10/2008 Chen
HO4N 21/45 (2011.01) 2008/0271159 Al  10/2008 Brown et al.
HO4N 21/643 (2011.01) 2009/0007187 Al 1/2009 Koul
HO4N 21222 (2011.01) 2009/0049480 Al*  2/2009 Wang ........c.cco.... H04N7;/51/46;2
HO4N 21/239 (2011.01) 2009/0052863 Al 2/2009 Parmar et al.
HO4N 2124 (2011.01) 2009/0055877 Al 2/2009 Rhim
HO4N 21/254 (2011.01) 2009/0100147 Al 4/2009 Igarashi
HO4N 21/2543 (2011.01) 2009/0113502 Al 42009 Chen
50) US.Cl 2009/0119719 Al 5/2009 Matsuzaki et al.
(52) P e 2009/0138576 Al 5/2009 Sekimoto et al.
CPC ... H04L63/0823 (2013.01); HO4L 63/0869 2009/0158330 Al 6/2009 Song et al.
(2013.01); HO4L 63/101 (2013.01); HO4N 2009/0164786 Al 6/2009  Sekimoto et al.
21/222 (2013.01); HO4N 21/2396 (2013.01); ~ 2009/0180614 Al  7/2009 Rajagopal etal.
HO4N 21/2408 (2013 .01); HO4N 21/2541 200000181001 AL 72000 Yiatal
(2013.01); HO4N 21/2543 (2013.01); HO4N 2009/0210552 Al 82009 Ozugur et al.
21/25875 (2013.01); HO4N 21/441 (2013.01); 2009/0216806 Al  8/2009 Feuerstein et al.
HO4N 21/4508 (2013.01); HO4N 21/4627 2009/0222874 Al 9/2009 White et al.
(2013.01); HO4N 21/47211 (2013.01); HO4N %883?85%352 i} }8%883 Easeyt ei al.
. . cc el al.
21/6125 (2013.01); HO4N 21/6175 (2013.01): 2009/0282236 Al  11/2009 Hallenstal et al.
HO4N 21/64322 (2013.01); HO4N 21/8352 2009/0293078 Al 11/2000 Pirani et al.
(2013.01); HO4N 21/8586 (2013.01); HO4L 2009/0299543 Al 12/2009 Cox et al.
63/166 (2013.01) 2010/0011391 Al 1/2010 Carpenter et al.
2010/0027441 Al 2/2010 Curtis et al.
. 2010/0031283 Al 2/2010 Kageyama et al.
(36) References Cited 2010/0042735 Al 2/2010 Blinn et al.
2010/0070417 Al 3/2010 Flynn et al.
U.S. PATENT DOCUMENTS 2010/0080163 Al 4/2010 Krishnamoorthi et al.
. 2010/0199341 Al 8/2010 Foti et al.
7454622 B2 112008 Laidlaw ctal. 2011/0010433 AL 1/2011 Wilbum etal.
7,600,245 B2* 10/2009 Steadlng ............ HO4N 5/44543 2011/0023069 Al 1/2011 Dowens
725/39
. 2011/0106718 Al 5/2011 Roberts et al.
7669213 BL = 272010 Wick etal 2011/0107382 AL 52011 Morris etal.
7,836,493 B2* 112010 Xia cccovovrrcrren HOAL 63/0281 50110173651 Al 72011 Pemry, IT
726/9 :
2011/0209188 Al 8/2011 Petersson et al.

7,895,445 Bl 2;2011 Albanese et 311~ 2011/0276797 Al 11/2011 Pedlow et al.

e B e %;1;‘;“; ot al 2011/0277003 Al 112011 Xiong et al.

8:082:591 B2 122011 Guetal 2014/0059584 Al 2/2014 Pedlow et al.

8,407,755 B2 3/2013 Xiong et al. OTHER PUBLICATIONS

8,458,740 B2 6/2013 Xiong et al.

ggg?ggé g% lgggg §;gﬁg ZE g%' Leo Pedlow, Brant Candelore, “Geographic Internet Asset Filtering

8:843:736 B2 0/2014 Pedlogw ot al for Internet Video Client” file history for related pending U.S. Appl.

8,862,515 B2  10/2014 Pedlow et al. No. 14/072,038, filed Nov. 5, 2013.

8,869,190 B2 10/2014 Xiong et al. True Xiong, Charles David McCoy, Viral Mehta, Leo Pedlow, Aran
2001/0054157 Al 12/2001 Fukumoto Sadja, “Enablement of Premium Content for Internet Video Client”,
2002/0104099 Al 8/2002 Novak file history for related pending U.S. Appl. No. 12/844,283, filed Jul.
2003/0078842 ALl*  4/2003 Scholten .......... GO6Q30/0208 57 2010

705/14.11 e ) . : : s

2004/0008972 Al /2004 Haken Abhishek P. Eatll, Djung N. Nguyen, Xl_angper_lg Jing, Inte_rnet v

: Content Sharing and Revenue Generation Using Buddy Lists and
2004/0237100 Al  11/2004 Pinder et al. Sy . .
2005/0028207 Al 2/2005 Finseth et al. Short Messages™ file history for related pending U.S. Appl. No.
2005/0086683 Al*  4/2005 Meyerson .............. HO4N 7/16  12/839,529, filed Jul. 20, 2010.

725/30

2005/0108519 Al 5/2005 Barton et al. * cited by examiner



U.S. Patent Dec. 15, 2015 Sheet 1 of 5 US 9,215,485 B2

DEVICE
HOUSING ~18

i@""r 2 Q
y “{ '\ ’ . £ g
2 DeEe SPEAKER(S) | |

| NETWORK
‘%TERFACE

PROGESS

| RANDOM

. ACCESS
MEMORY |

MANAGEMENT |
5204 ] |SERVER |

JdawT CONTENT 1 § PROXY #ﬁé

34bf | SERVER 1 §N SERVER| 2

CONTENT | PROXY
SERVER N_| SERVER




U.S. Patent Dec. 15, 2015 Sheet 2 of 5
ey,
LG _~12A
;‘;
e b
DEVICE
HOUSING

DISPLAY g

Q;DQAKER &y §

NETWORK INTERFACE Y,
N

USER
DEVICE ; CE
‘m\\m\\\\\\mm\g o g‘s{t g & O RY g
. e
PROCESSOR
Fr e e e "‘% S SRR s —
TV FLasH |
I TUNER § _
L
F0A

INTERNET LINK MODULE

b

\Mm RECEVE CLIENT
UNIQUE 1D (SECURE
SOCKET LAYER): NG

QQ&_EC KEY KEESE“

38

US 9,215,485 B2

j

RECEWVE ACCOUNT |
INFORMATION
FROM CLIENT

(SECURE SOCKET

i CORRECT,
ASSOCIATE 1D

IN DATABASE WITH

ALTHORIZED
SERVICE LIST(S)

;..f,:\\a/g: ) \
;% 3
N

X

3!

S TSR

REGISTRATION

. . s ARSOCIATION TOKEN
P 3
ﬁﬁ . m:? B S O



U.S. Patent Dec. 15, 2015

FROVIDE CUENT

| APPROVED CONTENT |

i CONTENT SERVER(S)
| ACCOUNT DATA TO | | PROVIDE SUIT(S)
SERVERS § g

FIG. L

REGISTRATION (CON'T.)

g\TER &'E‘{

S s

mmwmmw
ADD DEVICE
INFORMATION
(DISCOVERED) TO |
CUENT ACCOUNT |

i PROMPT USER TO |

Sheet 3 of 5 US 9,215,485 B2

" FOR CLENT 10
Lfimmwgm SERVER |

R R A

ASSOCIATE CLIENT §
ACCOUNT WITH USER |
DEVICES AND APPROVED |
SERVICES; SEND KEY |

URDATE CONTENT
FROVIDERS WITH
CLENT ACCOUNT §
UPDATE
m\mmm\mm@




U.S. Patent Dec. 15, 2015

PG 5
MAMAGEMENT
SERVER LOGIC {

Sheet 4 of 5 US 9,215,485 B2

5

e B0

e

RECEIVE, FROM
ANY USER DE

ICE |
OF CLIENT, SERVER|
¥ R
SELECTION |

8
x@wyawﬁﬁg
(SN CLIENT |
s ACCOUNT USING |

DEVICE %

S

2 -y X

- R
INDENTIFICATION §
H o S I s N

N

LR INNRRRREREEN RSN ERIENERN AN \\\‘-\§

PRESENT USER
INTERFACE ON
DEVICE IN USE
SHOWING TV,

INTERNET CONTENT
R
£ X
el
O D T T S S G it

DOWNLOAD ‘“{}NTgN? A
SERVE&: ADDRESS  §
(PATH, SUIT Y
O DEVIC E} L

|

88

REC;M VE FROM

GLOBAL OR
CLIENT~

;

CONTENT SERVER
BY-CLIENT §

,&CC? $S i"fF‘ 5: ’
X

X

X

55355553558 SRREEES SR

-

|

SET FLAG(S)
70

CATEGORY, OR
SERVICE TYPE

%

CHECK FLAG AND

RETURMN REQUESTED

LIST/INFORMATION

AFTER VERIFICATION
BY CONTENT SERVER

RSSO SNSRI

FOR PAY PER VIEW
CONTENT, SEND
FAY PER VIEW USER
INTERFACE FORM
1O CLIENT

SRS A

FIG 6

PROXY LOGIC

e

| [

§

X H N
i = §
3 T - g N
‘ ! TION |
N
D
3 N
R A N A A S T O

2

3

RECENE CLIENT
REQUEST FOR CONTENT
LISY, CONTENT
INFORMATION

Y

L

INDICATING ASSET,
{i

RECEIVE BACK
FORM INFORMATION §

BILL CLIENT USING )
ACCOUNT INFORMATION




U.S. Patent Dec. 15, 2015

80

i
2

Sheet 5 of 5

US 9,215,485 B2

- R
‘fg&.

§?QE§EhT SERVICE
LIST USER
NTERFACE |

|

%\\m}

INTERNET SOURCE
w\m\\\m\jmmm@

RECEIVE USER
SELECTION OF

|
|

{
RECEIVE BACK
SUIT, Aaa%MSQf

@&*H @% SQURCE ?

H
3
i
%

3
3

i

88
{

SEND UBER TOKEN
AND SUIT TO

CONTENT/PROXY SERVER |

GVER AQQRESQ;PAM N

LA DR

§
3
A\}

SEND USER TOKEN
TO MANAGEMENT
SERVER

S0
7
REQUEST
CONTENT LIBT,
INFORMATION

SRERRA

é ~92
‘ {

PP

PO

RECEINVE USER
SELECTION AND

mﬁ

G

DISPLAY LIST,

PSEND TO BERVERQ

m\\\\\\\\\ R R m\§

26
{,f"‘

Q%Ltﬁv‘& SELECTED § '§
CONTENT AND ¢

DHSPLAY

i &
S SO it

INFORMATION §

rIG. 7

Li SN? iw ‘w (;

FOST REGISTRATION



US 9,215,485 B2

1
ENABLEMENT OF PREMIUM CONTENT
FOR INTERNET VIDEO CLIENT

This application claims priority from U.S. provisional
applications Nos. 61/330,993 and 61/331,092, both filed May
4,2010.

1. FIELD OF THE INVENTION

The present application relates generally to providing pay
per view content for Internet video clients including but not
limited to TVs.

1I. BACKGROUND OF THE INVENTION

Internet access through TVs is typically provided by essen-
tially programming the TV as though it were a computer
executing a browser. Such Internet access is thus uncontrolled
except as a firewall or filtering program might block certain
sites.

As understood herein, uncontrolled Internet access may
not be desirable in the context of a TV. A firewall or filtering
program may not always be installed on the TV even when
one is installed, access remains much more uncontrolled than
conventional TV programming traditionally has expected.
Also, a locally installed filter can be unloaded or defeated by
a user.

Accordingly, uncontrolled Internet access has several
drawbacks. From is viewer’s standpoint, exposure to inap-
propriate subject matter particularly when young viewers are
watching is one concern; a much lower threshold of quality
screening is another. That is, while many TV shows might not
be widely considered as “quality” shows, nonetheless a TV
program is usually much more selectively screened than, say,
an Internet video. The expectations of TV viewers for such
higher level quality screening as a consequence cannot be met
by simply providing unfettered Internet access through the
TV. Furthermore, TV-related entities, from content providers,
manufacturers, and carriers, in most cases derive no benefit
from the extension of TV to the Internet, such as, e.g., might
be derived, as understood herein, by pay-per-view based on
one or more options.

SUMMARY OF THE INVENTION

Accordingly, a content server assembly has at least one
processor, at least one network interface communicating with
the processor to establish communication between the pro-
cessor and a wide area network, and at least one computer
readable storage medium accessible to the processor and
bearing logic causing the processor to provide a respective
client-unique service user identification token (SUIT) to a
management server for each of plural user accounts identified
by the management server. The processor receives from a
client device accessing the content server assembly over a
network path obtained by the client device from the manage-
ment server at least a request for a content list and the SUTT.
Also, the processor determines whether the SUIT is valid and
responsive to a determination that the SUIT is valid and only
if the SUIT is valid, provides a content list to the client device.

In some embodiments the content server assembly can
include a content server and a proxy server communicating
with the content server and interfacing the content serve with
the client device. An access type indicator in the proxy server,
such as a three-value software flag, may indicate that the
client device is authorized to access individual content asset
titles.
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If desired, the content server assembly can receive a
request for a content list and information pertaining thereto
and transmit the content list to the client device only if both
the SUIT and a user token received from the client device are
valid. The user token can be originated by a management
server to indicate that the client device is properly enrolled
with the management server. In response to the request for a
content list and a determination that the user token indicates
that the client device is properly enrolled, the content server
assembly can use the SUIT to ascertain an account of the
client device. Token validity may be executed by verifying
that the token appears in a table of authorized tokens acces-
sible to the content server assembly. The content server
assembly may receive a copy of the user token from the
management server and may transmit a user interface (UI)
form to the client device usable for generating billing infor-
mation to the account of the client device responsive to
receiving a selection of content from the client device. The
content list can present pay per view (PPV) entries, with each
entry representing an individual content asset title available
for purchase by the client device.

In another aspect, a consumer electronic (CE) device
includes a housing, a display on the housing, a network inter-
face, and a processor in the housing controlling the display
and communicating with the Internet through the network
interface. The processor executes logic that includes receiv-
ing from a management server a service list and user token.
The service list has entries corresponding to content server
assemblies. The logic also includes receiving from the input
device a selection of an entry on the list and responsive to the
selection sending the user token and selection to the manage-
ment server. The processor receives from the management
server a network path corresponding to the entry on the list
that was selected along with it service user identification
token (SUIT) and responsive to receiving the network path
and SUIT, establishes communication with the content server
assembly using the network path. The processor provides to
the content server assembly the SUIT and a request for a
content listing.

Inyetanother aspect, a management server has a processor,
network interface communicating with the processor to
establish communication between the processor and a wide
area network, and a computer readable storage medium
accessible to the processor and bearing logic causing the
processor to receive from a content server assembly a service
user identification token (SUIT) unique to a client account
associated with at least one client device. The processor
receives from the client device a selection of the content
server assembly from a service list provided by the manage-
ment server to the client device and also receives from the
client device a user token. The processor then determines
whether the user token is valid and only if the user token is
valid, sends to the client device a network path to the content
server assembly and the SUIT.

The details of the present invention, both as to its structure
and operation, can best be understood in reference to the
accompanying drawings, in which like reference numerals
refer to like parts, and in which:

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of an example system in accor-
dance with present principles;

FIG. 2 is a block diagram of another example system in
accordance with present principles;

FIG. 3 is a flow chart of example registration logic accord-
ing to present principles;
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FIG. 4 is a flow chart of further example registration logic;

FIG. 5 is a flow chart of example management server logic;

FIG. 6 is a flow chart of example proxy server logic; and

FIG. 7 is a flow chart of example post-registration client
logic.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

Referring initially to FIG. 1, a consumer electronics (CE)
device 12 such as a TV, game player, video disk player,
camera, digital clock radio, mobile telephone personal digital
assistant, laptop computer, etc. includes a portable light-
weight plastic housing 14 bearing a digital processor 16. The
processor 16 can control a visual display 18 and an audible
display 20 such as one or more speakers.

To undertake present principles, the processor 16 may
access one or more computer readable storage media such as
but not limited to RAM-based storage 22 (e.g., a chip imple-
menting dynamic random access memory (DRAM)) or flash
memory 24. Among other things, in example non-limiting
embodiments video thumbnails may be stored on the RAM
22 while the below-described service list and tokens as well
as user interface icons may be stored on the flash 24. Software
implementing present logic executable by the CE device 12
may also be stored on one of the memories shown to under-
take present principles.

The processor 16 can receive user input signals from vari-
ous input devices 26, including a remote control device, a
point and click device such as a mouse, a keypad, etc. ATV
tuner 28 may be provided in some implementations particu-
larly when the CE device is embodied by a TV to receive TV
signals from a source such as a set-top box, satellite receiver,
cable head end, terrestrial TV signal antenna, etc. Signals
from the tuner 28 are sent to the processor 16 for presentation
on the display 18 and speakers 20.

As shown in FIG. 1, a network interface 30 such as a wired
or wireless modem or wireless telephony transceiver commu-
nicates with the processor 16 to provide connectivity to a
management server 32 on the Internet and to one or more
content servers 34. If desired, each content server 34 may be
associated with a respective proxy server 35 which interfaces
the content server 34 with the device 12, it being understood
that the below-described proxy server logic may be consoli-
dated within the content server 34 and a physically separate
proxy server eliminated if desired. In any case, the servers 32,
34, 35 have respective processors 32a, 34a, 35a accessing
respective non-transitory computer readable storage media
32b, 34b, 35b which may be, without limitation, disk based
and/or solid state storage. The servers communicate with a
wide area network such as the Internet via respective network
interfaces 32¢, 34c¢, 35 c. It is to be understood in view of
disclosure below that the CE device 12 particularly when
implemented by a non-PC device such as TV or game console
or camera can communicate only with the management serve
32 and with content servers 34 that appear on a service list
provided to the processor 16 by the management server 32,
with the service list not being modifiable by the processor 16.

FIG. 2 shows a CE device 124 that in all essential respects
is identical to the device 12 shown in FIG. 1 except that a
network in interface 30a is not located with in the device
housing 14a but instead is supported in a separate Internet
link module housing 36 that may be mounted on the device
lousing 14a.

Now referring to FIG. 3, example registration logic can be
seen. Commencing at block 38 the CE device 12 sends
account information to the management server 32 preferably
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4

using a secure means of communication such as secure socket
layer (SSL). Accordingly, it will be appreciated that private
key-public key encryption need not be executed by the pro-
cessor 16 to reduce the processing requirements thereon. The
account information may include, e.g., user name and pass-
word.

At block 40, the CE device 12 sends to the management
server 32 its unique identification, again using SSL so that no
key encryption is required. The value of the ID can be pre-
loaded in the factory or at client creation time and may be a
unique “fingerprint” of the CE device 12, for example, a
secret concatenation of its model number and serial number.

Moving to block 42, if the ID of the CE device is on an
approved list of IDs it is associated by the management server
in a database with one or more service lists that have been
approved for the CE device 12. This in effect creates an
“association token”, which correlates the CE device ID with
the approved service lists. A service list contains the network
addresses of the content servers 34 that are approved for
providing content to the CE device 12 and that typically are
portal sites established by business partners of the provisioner
of'the Internet access logic or module discussed herein. Since
the portals are established by approved providers they can be
designed to contain only links to approved content as dis-
cussed below and thus can be made devoid of hyperlinks to
elsewhere on the Internet.

Now referring to FIG. 4, at block 44 the management
server 32 provides account data of the client 12 to the content
servers 34 in some embodiments, with respective proxy serv-
ers 35) that have entered into a business relationship with the
entity associated with the management server 32 for the pur-
pose of providing Internet video content to the client device
12. Moving to block 46, each content server/proxy server
combination provides a client-unique service user identifica-
tion token (SUIT) to the management server 32. In preferred
implementations a single client account is associated by each
respective content server/proxy server combination with a
single unique SUIT even though, as explained further below,
the client account may be associated with multiple devices
which may access a content server.

The logic moves from block 46 to block 48 wherein each
client account is associated with one or more devices 12 and
with services that are approved for that client account. Each
device 12 in the client account has access to the user tokenand
service list so that a user may access the features herein using
any device registered to his account. The services which are
approved for the account typically are agreed on by the enti-
ties associated with the management server and the content
servers as part of the above-mentioned business relationship,
and may include, e.g., “basic content only”, “access premium
pay-per-view (PPV) content by individual title, or by service,
or by category”, etc. Also, in some embodiments to facilitate
easily adding a new device to the user’s account, a unique key
such as a four digit key is provided to the client device 12
employed by the user to access the management server.

With this feature, if the user associated with the client
device purchases a new device at decision diamond 50 and
chooses to add the new device to the existing account, at block
52 the management server 32 can prompt the user to enter the
key provided at block 48. This prompt may occur when, for
instance, the user first starts up the new device and the device
is programmed to access the management server 32, with the
server 32 downloading a prompt page to the new device.
Upon entry of the key and after verifying at block 54 that the
key is correct, the new device is added (by, e.g., entering the
device serial number and if desired model number into a table
of the user’s account devices accessible to the management
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server 32) to the user’s account and provided access to the
service list and user token. The device information added to
the account may be automatically sent by the device to the
server or discovered by the server. In any case, the various
content servers 34/proxy servers 35 may be provided with the
updated account information at block 56 so that they to know
what devices are authorized access for a particular user
account.

FIG. 5 illustrates example management server 32 logic
post-registration when the client device 12 seeks to access
content from a content server 34. Commencing at block 58, a
user interface is presented on a client device in use indicating
that content is available through the TV tuner and the
approved content servers (e.g., the service list), one of which
sources may be selected by a user of the client device. At
block 60, a selection of one of the content servers on the
above-described service list is received from the client device
along with the user token and the identification of the device.
Atblock 62 the server 32 verifies that the user token is correct
and that the identification of the device is authorized as part of
the user account and if so, the network path to the requested
content server (or its proxy server when one is provided) is
downloaded to the requesting device at block 64, along with
the SUIT appertaining to the user account that was provided
by the content server at block 46 in FIG. 4.

The logic of a proxy server 35 that is associated with the
selected content server whose network path was provided to
the client device at block 64 may be seen in FIG. 6. At block
66 the proxy server receives from its content server or other
source affiliated with the entity operating the pair of servers
34/35 a global client access type applicable to all users, or a
user-by-user access type. The access type in one implemen-
tation is select from one of three types, namely, access con-
tent, by content category, by service, or by individual asset
(title). Examples of content categories include sports, first run
movies, classic movies, cooking shows, weather shows, etc.
Examples of services include specific names of Internet-
based audio-video service providers which may be accessed
through the content server 34. Block 68 indicates that the
proxy server 35 sets a flag indicating which access type per-
tains to each particular user (or when a global access type is
implemented, which access type pertains to all users).

Then, at block 70 a client device request for content is
received from a client device using the network path provided
by the management server at block 64 of F1IG. 5. As part of the
request the client provides the SUIT originated by the content
server 34 which the client device received from the manage-
ment server in FIG. 5, and it also provides the user token from
management server to indicate that the device is properly
enrolled with the management server. The request essentially
is in two parts, namely, a request for a content list and a
request for information pertaining to the content on the list.
The request may be relayed the proxy server 35 to its associ-
ated content server 34.

Block 72 indicates that in response to the client request,
assuming the user token indicates that the requesting device is
properly enrolled (with the associated content server 34 in
some embodiments executing this initial verification), the
proxy server 35 uses the SUIT to ascertain the account of the
requesting device the proxy server 35. Or, the proxy server 35
may relay the SUIT to the content server 34, which verifies
that the SUIT is valid. If either the user token or SUIT is not
valid, an error message can be returned to the client device.
Token validity may be as simple as verifying that the provided
user token/SUIT appears in a table of authorized tokens
accessible to the verifying server.

20

25

30

35

40

45

50

55

60

65

6

Assuming both the user token and SUIT are valid, the
proxy server 35 checks the access type flag associated with
the requesting device account. Based on the flag value the
content server 34/proxy server 35 assembly returns to the
client device 12 the appropriate content list, namely, a list of
individual asset titles, list of approved content categories, or a
list of approved services, along with explanatory information
regarding the elements of the list.

When the list returned to the client presents PPV asset titles
or PPV categories or PPV services and the client selects an
element on the list, in response at block 74 a user interface
(UI) form is sent to the client device for display thereof. The
form may be simply a prompt to verify that the user wishes to
access content for which the user will be billed, or it may
include a credit card entry field, etc. Regardless, the informa-
tion from the form as selected of input by the use through the
client is received at block 76. The proxy server 35 may then
generate electronic billing information that is provided to the
user of the client device using the account information related
to the user, or this task may be executed by the content server
34 or other affiliated server.

FIG. 7 shows related logic implemented by the client
device 12 and can be more easily understood in light of the
disclosure above. At block 80 the above-described service list
is presented on the display 18 and a user selection of an
Internet source on the list is received at block 82 from, e.g.,
the input device 26. The user token and selection are the
management server 32 at block 84. In response, at block 86
the SUIT associated with the selected source and the path to
the related content server (proxy server) are received from the
management server. Then at block 88 the path is invoked to
establish communication with the selected content server
(proxy server) and the SUIT and user token provided as
described above.

Proceeding to block 90, the client device also requests of
the content server (proxy server) the content list and informa-
tion related thereto. Assuming the user token and SUIT both
pass the validity tests mentioned above, at block 92 the
requested list and information are presented the display 18. A
user selection of an entry on the list is received at block 94 and
sent to the proxy server 35, with the returned content being
received and displayed at block 96.

As indicated above, the entity associated with a particular
content server 34 can limit access by a user to particular
categories, or services, or individual asset titles, with the
above-mentioned flag set in the proxy server 35 accordingly.
In an example non-limiting embodiment when a client device
12 makes a request for the assets in a specific category an
STSgetAuthorization request is made by the proxy server 35
with a parameter type set to “category” and a parameter
identifier set to the name of the category, including the hier-
archy of its parent categories. In an extended markup lan-
guage (XML) response, the content server 34 can specify if
the client device has authorization to access the requested
category. A successtul response may contain an authorization
tag with a result attribute having a value of “success”. In
contrast, if the user is not authorized for the category, the
result XML can contain an authorization tag with the result
attribute having a value of fail. The XML may also contain a
form tag, which may contain one background image, one or
more message tags to display to the user, and an account
registration progress tag to indicate the registration status.
The message or one of the messages may contain a
placeholder for the registration code. The proxy server 35
can insert the registration code into this placeholder. The
message(s) may be localized in the user’s language when a
language parameter is included in the STSgetAuthorization
request.

The above process is substantially the same when the con-
tent server 34 sets the access type to “service” or “individual



asset title”, with the flag being set accordingly and the mes-
sages changed to appropriately reflect “service” or “indi-

vidual asset title”.

Below are examples or the messages discussed above by
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way of illustration and not by way of limitation:

STSgetAuthorizationRequest

service_name

provider

suit

sig

reg_ status

type

request__timestamp

Optional fields:
language
ip__address

version

Name of a service, fully qualified category
name, or ID number of an asset. For a nested
category, the semi-colon (;) character is used
as the delimiter to indicate parent and child
relationship. The top-level parent category’s
name comes first. Each category name may
be encoded before it is used to make the fully
qualified name by escaping the backslash
characters by repeating them (¥ — ¥¥) and
replacing the semi-colon characters with a
backslash and the character s (; — ¥s) (string
maxlen 37 for asset and service and length of
a fully qualified category name varies).
Name of a service and is the same as ‘id” if
the request type is service (string maximum
length (maxlen) 37 for service).

Name of a service provider (string maxlen
37).

Service User ID Token (SUIT) - A
provider-generated value for the identity of
the user that is associated with the token
request. The possible values are an actual
SUIT and NO__SUIT (string maxlen 64).

A signature generated on the URL string
using an MDS5 hash [Error! Reference

source not found.] of the portion prior to

the ‘&sig=" concatenated with a secret string
value unique to each Service Provider
(string).

Flag indicating whether the client is
registered with the entity associated with the
management server (string maxlen 5).
Possible values are true or false.

Type of data access requested by the user
(service, category, or asset) for authorization
(string maxlen 32).

A string containing the date and time that the
authorization request was issued (string
maxlen 64).

User’s preferred language as set on the
attached television (string maxlen 2).
Internet location of the IPTV product (string
maxlen 32).

An unsigned integer field indicating the
version and/or format of the message
structure. If omitted, version O is assumed
(string maxlen 5).

Response to STSgetAuthorizationRequest

Two tags are returned along with the command, namely, an
authorization tag defining the result of user account verifica-
tion and a code tag indicating the status of the command.

tags:

authorization

Defines the result of user account verification
with the Service Provider (string maxlen 64).

Optional tags:

playlist

asset

A container for the play list information about
an asset.

A single asset record that groups information
regarding the location of the video content be
retrieved by the client. This field is not
required for service or category GET
response, and is not required when the user is
not authorized (string maxlen 64).
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-continued

contents Defines the location of the video content to
be retrieved by the client. This field is not
required for service or category GET
response, and is not required when the user is
not authorized (string maxlen 64).

speed__check Defines the location of the media content for
link speed check to be retrieved by the client.
This field is not required for service or
category GET response, and is not required
when the user is not authorized (string
maxlen 64).

source Defines the URL where the content media is
available for a successful asset GET request.
This field is not required for service or
category GET response, and is not required
when the user is not authorized (string

maxlen 64).

categories A hierarchy of categories offered by a Service
Provider (string maxlen 128).

category A category offered by a Service Provider
(string maxlen 128).

service A service offered by a Service Provider
(string maxlen 64).

form Defines a background image and a list of text

message(s) to be displayed for an
unregistered user.

message The command code status meaning for a
failed authorization (string maxlen 128).
background Defines a background image to be displayed

for a failed authorization. The background
image must be PNG type 6, TrueColor,
interlace method O or JPEG JFIF type.

reg_in_progress Flag indicating user registration is in progress
(string maxlen 5). Possible values are true or
false.

While the particular ENABLEMENT OF PREMIUM
CONTENT FOR INTERNET VIDEO CLIENT is herein
shown and described in detail, it is to be understood that the
subject matter which is encompassed by the present invention
is limited only by the claims.

What is claimed is:

1. Content server comprising:

at least one computer memory that is not a transitory signal

and that comprises instructions executable by at least
one processor for:
providing a respective client-unique service user identifi-
cation token (SUIT) to a management server for each of
plural user accounts identified by the management
server, the SUIT not being received, by plural user
accounts identified by the management server, from the
management server prior to being provided to the man-
agement server for each of the plural user accounts iden-
tified by the management server;
receiving from a client device over a network path obtained
by the client device from the management server at least
a request for a content list and the SUIT;

determining whether the SUIT is valid; and

at least in part responsive to a determination that the SUIT
is valid and only if the SUIT is valid, providing a content
list to the client device, wherein the content list is trans-
mitted to the client device only if both the SUIT and a
user token received from the client device are valid.

2. The server of claim 1, wherein the instructions are
executable for providing an access type indicator indicating
that the client device is authorized to access individual con-
tent asset titles.

3. The server of claim 1, wherein the user token is origi-
nated by a management server to indicate that the client
device is properly enrolled with the management server.
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4. The server of claim 3. wherein the instructions are
executable for, in response to the request for a content list and
a determination that the user token indicates that the client
device is properly enrolled, using the SUIT to ascertain an
account of the client device.

5. The server of claim 1, wherein the instructions are
executable for verifying that the user token appears in a table
of authorized tokens.

6. The server of claim 1, wherein the instructions are
executable for receiving a copy of the user token from the
management server.

7. The server of claim 1. wherein the instructions are
executable for transmitting a user interface (UI) form to the
client device usable for generating billing information to the
account of the client device responsive to receiving a selec-
tion of content from the client device.

8. The server of claim 1, wherein the instructions are
executable for presenting pay per view (PPV) entries, each
entry representing an individual content asset title available
for purchase by the client device.

9. The server of claim 1, wherein the instructions are
executable for originating the SUIT at a content server assem-
bly.

10. The server of claim 1, wherein the instructions are
executable for generating the SUIT at a content server assem-
bly.
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