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TITLE

BREACH DETECTION SYSTEM FOR CONTAINERS

CROSS REFERENCE TO RELATED APPLICATIONS

[001] This application is a continuation in part of U.S. Patent Application No.
11/866,655 filed October 3, 2007 and which claimed benefit of U.S. Provisional
Application Nos. 60/850,300 filed October 6, 2006, 60/872,956 filed December 4,
2006, and 60/927,233 filed May 2, 2007. U.S. Patent Application No. 11/866,655
is incorporated herein by reference. This application also claims the benefit of

U.S. Provisional Application No. 61/139,302 filed December 19, 2008.

[002] This invention was made with U.S. government support under U.S.
Navy Contract No. N66001-05-C-6014. The United States government has certain

rights in this invention.

Inventors: Habib J. Dagher, Anthony M. Viselli, Bruce E. Segee, and Ryan
E. Fisher.

BACKGROUND

[003] Various embodiments of a breach detection system for a container are
described herein. In particular, the embodiments described herein relate to

improved panels and connectors for a breach detection system for a container.

[004] There has been a recognition that the United States is at risk of the
delivery of weapons of mass destruction to its ports by enemies employing a

strategy of hiding such a weapon in a shipping container. Various schemes have
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been proposed for x-raying containers or otherwise examining containers as they
are loaded on ships in foreign ports. Such schemes, however, can be very limited
in effectiveness since they can be defeated with x-ray shielding, vulnerable to
compromise by rogue employees and the contents of the containers altered after

they are loaded in a foreign port.

[005] Approximately sixteen million twenty foot containers are in use
throughout the world. Additionally, approximately 40 percent of the personnel
that load and off-load these containers come from nations with ties to terrorism.
Bribery and sabotage are common throughout the shipping industry, including
foreign government officials, shipping companies, and freight forwarders. The
U.S. government estimates that large quantities of contraband material pass

through the maritime commerce into most ports in the U.S.

[006] Shipping containers in current use are primarily made of steel and have
considerable drawbacks. The steel containers increase shipping weight, wear out
quickly, and can be infiltrated by simple means. Walls or panels made of material
other than steel have been considered, but they are typically not made of weldable
material. Without a strong weld between adjacent wall panels and between wall

panels and the container frame, a container is susceptible to intrusion.

[007] To a limited degree, the notion of enclosing detecting devices, such as
Sensors or processors, in containers, which communicate with external systems,
has been implemented in non-secure applications. For example, Sensitech, based
in Beverly, Mass. (www.sensitech.com), provides solutions in the food and
pharmaceuticals fields that are used for monitoring temperature and humidity for
goods, in-transit, in-storage, and display. Such temperature and humidity monitors
are typically placed in storage and transit containers to monitor if desired

conditions are maintained.
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[008] Such data collection however, is not generally considered sensitive with
respect to security issues. Rather, it is used for ensuring that products in a
container do not spoil by being subjected to unfavorable temperature and humidity
conditions. Secure communications, tamper resistance, and detection are not
particularly relevant issues in such settings. Additionally, such monitors do not
monitor for the presence of suspicious content or materials, no matter where they

may be introduced in the chain.

[009] Even if detectors are introduced into a container and interfaced to an
external system, terrorists, violent extremists, and/or criminals may employ any of
a variety of strategies to defeat such a detection system. For instance, an enemy
may attempt to shield the suspicious materials or activities from the detectors;
defeat the communication interface between the detectors and the external system,
so that the interface does not report evidence of suspicious materials or activities
sensed by the detectors; disconnect the detectors from the interface; surreptitiously
load a container that contains an atomic weapon, but that does not contain
detecting devices, onto a container ship; overcome external systems so that they

incorrectly report on the status of the detectors.

[010] Tamper Proof Container Systems Corporation of Belmont, MA
(www.tamperproofcontainersystems.com) discloses an anti-intrusion product that
uses a polyester mesh with an insulated copper wire, embedded in an elastomer,
which fully lines the existing internal surfaces of a cargo container. This system
adds weight to the container and may be susceptible to forklift damage since the

sensors are bonded to the inside surface of the container.

[011] U.S. Patent Application No. 11/866,655 to Habib J. Dagher et al.,
incorporated herein by reference, discloses various embodiments of a panel

comprising multi-layered composite material that can be welded to other



WO 2010/071803 PCT/US2009/068659

Attorney Docket No. 1-50675

components. For example, the composite panel may be welded to the frame of a
container or to other like panels to form a tamper-resistant container, such as a
shipping container. The composite panel may also contain embedded processors

and sensors that can detect intrusion into or tampering of the container.

SUMMARY

[012] The present application describes various embodiments of a breach
detection system for a container. One embodiment of the breach detection system
for a container includes at least two panels having a first electrical circuit mounted
thereto. The panels are configured for attachment to a container. The first
electrical circuit is configured to detect an intrusion through any portion of the
panel and generate an intrusion signal when the intrusion occurs. A connector

electrically connects the first electrical circuits of two panels of the container.

[013] In another embodiment, a container has the breach detection system
according to Claim 1 and further includes a frame. At least two panels define

either one container wall or two adjacent container walls.

[014] In an additional embodiment, a connector for connecting component
panels of a breach detection system for a container includes a connector body. A
pattern of electrical conductors are embedded in the connector body, defining an
electrical circuit. The connector electrically connects electrical circuits of two
panels of a breach detection system of a container. The electrical circuits are
configured to detect an intrusion through any portion of the panel and generate an

intrusion signal when the intrusion occurs.
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[015] Other advantages of the breach detection system for a container will
become apparent to those skilled in the art from the following detailed description,

when read in light of the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[016] Fig. 1 illustrates a front perspective view of a panel made of
multilayered composite material into weldable edges, in accordance with the

invention.

[017] Figs. 1A and 1B illustrate exemplary corrugation profiles of the panel at
Fig. 1.

[018] Figs. 2A-2G illustrate exemplary configurations for metal edges bonded

to composite panel elements of the panel of Fig. 1.

[019] Fig. 3 illustrates a cross-sectional view of a hybrid panel with a wood

layer with sensors.

[020] Fig. 4 illustrates a front perspective view of a panel that includes

embedded sensors and processors.

[021] Fig. SA-5E illustrate front perspective views of a various configurations

of a conductive grid within a composite panel.

[022] Fig. 6 illustrates a front perspective view of a panel that includes

embedded components and buses.

[023] Fig. 7A illustrates a schematic diagram of a sensing circuit including

bypass resistors.
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[024] Fig. 7B illustrates a schematic diagram of one embodiment of a panel

with an embedded circuit including sensors and bypass resistors.

[025] Fig. 7C illustrates a more detailed schematic diagram of one leg of the

embedded circuit of Fig. 7B.

[026] Figs. 7D-7E illustrate schematic diagrams of various embodiments of a
panel each having a different configuration of an embedded circuit including

sensors and bypass resistors.

[027] Fig. 8 illustrates a plan view of one embodiment of a circuit element

using a wide conductor.

[028] Fig. 9 illustrates a plan view of another embodiment of a panel with an

embedded circuit including wide-conductor sensors and bypass resistors.

[029] Figs. 10A-10C illustrate the front panel embodiment of Fig. 9 with

holes of various sizes and locations.
[030] Fig. 11 illustrates a front right perspective view of a container.

[031] Fig. 12 illustrates a front right perspective view of a container including

weldable composite sub-panels.

[032] Fig. 12A illustrates a plan view of two adjacent composite subpanels
joined together and including a jumper for electrically interconnecting embedded

conductors of the adjacent subpanels.

[033] Fig. 13 illustrates a detailed top view of two panels welded to the frame

of a container.

[034] Fig. 14A illustrates a detailed top, cross-sectional view of two panels

shown in Fig. 2B welded to the frame of a container.
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[035] Fig. 14B illustrates a detailed top, cross-sectional view of two panels

shown in Fig. 2C welded to the frame of a container.

[036] Fig. 14C illustrates a detailed top, cross-sectional view of two panels

shown in Fig. 2A welded to the frame of a container.
[037] Fig. 15 is a perspective view of a known shipping container.

[038] Fig. 16 is a side elevational view of a shipping container showing a first

embodiment of a breach detection system according to the invention.

[039] Fig. 16A is an enlarged perspective view of the corner connector

illustrated in Fig. 16.

[040] Fig. 16B is an enlarged view of the portion of the shipping container
within the circle 2B of Fig. 16.

[041] Fig. 17 is a side elevational view of a shipping container showing a

second embodiment of the breach detection system illustrated in Fig. 16.

[042] Fig. 18A is a plan view of a first embodiment of a connector shown in
Fig. 16.
[043] Fig. 18B is a perspective view of a portion of a first embodiment of a

wall of the container shown in Fig. 16.

[044] Fig. 19A is an end view in section of a second embodiment of the

connector shown in Fig. 16.
[045] Fig. 19B is a plan view of the connector shown in Fig. 19A.

[046] Fig. 20 is a plan view in section of a third embodiment of the connector

shown in Fig. 16.
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[047] Fig. 21 is an enlarged schematic end view in section of a portion of a

second embodiment of the wall of the container shown in Fig. 16.

[048] Fig. 22 is an end view in section of a third embodiment of the wall of

the container shown in Fig. 16.

[049] Fig. 23A is perspective view of a portion of a fourth embodiment of the

wall of the container shown in Fig. 16.
[050] Fig. 23B is an end view in section of the wall shown in Fig. 23A.

[051] Fig. 24 is an end view in section of a fifth embodiment of the wall of the

container shown in Fig. 16.

[052] Fig. 25 is an end view in section of a sixth embodiment of the wall of
the container shown in Fig. 16, further showing a fourth embodiment of the

connector shown in Fig. 16.

[053] Fig. 26A is a plan view in section of a first embodiment of an electrical

grid pattern for a panel illustrated in Fig. 16.

[054] Fig. 26B is a plan view in section of a second embodiment of an

electrical grid pattern for a panel illustrated in Fig. 16.

[055] Fig. 26C is a plan view in section of a third embodiment of an electrical

grid pattern for a panel illustrated in Fig. 16.

[056] Fig. 26D is a plan view in section of a fourth embodiment of an

electrical grid pattern for a panel illustrated in Fig. 16.

[057] Fig. 27 is a schematic elevational view of a shipping container having a

varied arrangement of panels.
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[058] Fig. 28 is a schematic plan view of a panel having four layers of

electrical circuits.

[059] Fig. 29 is a schematic elevational view of a portion of a shipping

container having a plurality of the panels illustrated in Fig. 28.

DETAILED DESCRIPTION

[060] The present invention relates to a panel comprising a panel element
formed by a multilayered composite material with edge elements extending from
its periphery, which is formed of a weldable material, such as steel. The panels
may be welded to a similar panel (or to a frame) to form a tamper-resistant
container, such as a shipping container. The panels may be used for other
purposes, such as a multipanel wall. The panel elements may contain embedded

processors or sensors that detect any intrusion or tampering with the panels.

[061] In one embodiment of the present invention, a panel element is
composed of a fiber-reinforced polymer composite material. The reinforced
polymer structure may comprise multiple layers of unidirectional fabric in various
orientations randomly oriented fabric or woven fabric encased in a resin matrix.
In one embodiment, the reinforced polymer structure may consist of E-
glass/vinylester composite ("E-glass Composite"), E-glass Composite has specific

strength, impact, and durability properties that exceed those of conventional steel.

[062] Now referring to Fig. 1, an exemplary panel 10 is schematically
illustrated with respect to an orthogonal coordinate system formed by axes Al,
A2, and A3. The panel 10 includes a central composite panel element 11 having a
four-sided rectangular peripheral edge PE. Two of the four sides edges S1, S2 are
mutually opposite and extend along a first axis A1, having lengths PE-L1. Two of
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the four sides S3, S4 are mutually opposite and extend along a second axis A2,
having lengths PE-L2. The panel 10 has a substantially uniform thickness PE-L.3
along a third axis A3. The panel 10 has a corrugated profile along axis Al, and a

linear profile along axis A2.

[063] The corrugated profile of sides S1, S2 of the panel 10 is preferably
symmetrical about an axis Al1 parallel to Al, as shown in Fig. 1A. An
asymmetrical corrugation profile may be employed in other embodiments. An
exemplary sinusoidal corrugation profile is illustrated in Fig. 1A. An exemplary
piecewise linear corrugation profile is illustrated in Fig. 1B; while the junctions of
the respective adjacent segments are shown as "sharp," it will be understood that
gradual curved junctions are within the scope of "piecewise linear" as used herein
in Fig. 1B. The corrugated profile has a piecewise linear repeating pattern X;-X,-
X3-X,4-Xs, wherein X, extends a distance D1 at a positive non-zero angle P1 from
All. X, extends a distance D2 parallel to A11. X; extends a distance D3 ata
negative non-zero angle P2. X, extends a distance D4 parallel to A11 and X5
extends a distance D5 at a positive non-zero angle P3 to A11. In one embodiment,

it should be noted that D2=D4 and D1=D5=1/2 D3 and P1=P3=-P2.

[064] Preferably, D1 sin P1 is in the range 0.25 in. to 4.0 in, D2 and D4 are in
the range 1.5 in. to 8.5 in. and P1 is in the range 20° to 90°. There are three
preferred forms of this geometry. The first preferred form, has dimensions D1 sin
P1=1.42 in., D2=2.75 in and P1=27.9°. The second preferred form, has
dimensions D1 sin P1=1.80 in., D2=4.33 in and P1=68.5°. The third preferred
form, has dimensions D1 sin P1=0.79 in., D2=6.00 in and P1=57°. In yet another
form as may be used for a side wall, the dimensions D1 sin P1=2.0 in., D2=2.75

in., and P1=47°

10
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[065] The panel 10 includes a first elongated edge element ME-1 affixed to
and extending from and along the first side edge S1, wherein the first edge
element ME-1 has a corrugated profile along the first axis Al. A second
elongated edge element ME-2 is affixed to and extends from and along the second
side edge S2, wherein the second side edge element ME-2 has a corrugated profile
along first axis Al. The corrugation profiles of edge elements ME-1 and ME-2

match the corrugation profile of panel element 11.

[066] A third elongated edge element ME-3 is affixed to and extends from and
along the third side edge S3, wherein third side edge element ME-3 has linear
profile along second axis A2. A fourth elongated edge element ME-4 is affixed to
and extends from and along the fourth side edge S4, wherein fourth edge element
ME-4 has a linear profile along second axis A2. The first edge element ME-1,
second edge element ME-2, third edge element ME-3, and fourth edge element

ME-4 are composed of weldable metal, such as steel.

[067] The edge elements (ME) may be joined to the edges of panel element 11
in various manners. For example, the edge elements may be embedded in the edge
of a panel as illustrated in Fig. 2C. The edge element (ME) may alternatively be
attached to a surface of an edge of the panel element, as shown in Fig. 2A. The
edge elements (ME) may alternatively be bonded to the opposite surfaces of the
edge of panel element 11 to provide a "sandwich" structure as shown in Fig. 2B.
To secure the edge element to the composite panel element, an adhesive,
mechanical fastener, or both may be used to bond the edge element to the

composite panel element.

[068] In some embodiments, the edge elements (ME) follow the contour of
the surface respective surface. Referring to Fig. 2D, an edge view of a connection

between two adjacent corrugated composite panels is shown. The edge elements

11
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ME3 and ME4 are angled in a complementary manner, such that an edge element
MES3 of a first panel overlaps a complementary edge element ME4 of a second
adjacent panel. The overlapping joint can be formed using any of the options
shown in Figs. 2A through 2C. Thus, the resulting joint may reside along an
equivalent D1 segment, such that a corrugation pattern of each individual subpanel

is substantially maintained across the joined pair of subpanels.

[069] An exemplary side or edge view of edge elements ME3 and ME4 at
opposing ends of a composite roof panel are shown in Fig. 2E and Fig. 2F. An
exemplary side edge element ME1 or ME2 of the composite roof panel is shown

in Fig. 2G.

[070] In a most preferred embodiment, the layered composite material
forming panel element 11 has a layer profile M»/03/90/0/90/05;/M, wherein
subscripts 2 and 3 denote two and three layers respectively, and wherein M
denotes a mat fiber layer, 0 denotes a layer with longitudinal fiber orientation
parallel to axis A2 and 90 denotes longitudinal fiber orientation perpendicular to
the axis A2. In an alternative embodiment, a panel element 11 may have a layered
composite material with a profile: M»/90/05/0/0:/90/M, wherein subscript 3
denotes three layers, and wherein M denotes a mat fiber layer, O denotes a layer
with longitudinal fiber orientation parallel to axis A1 and 90 denotes longitudinal
fiber orientation perpendicular to the axis A2. Also, a panel may have layered
composite material with a profile: M3/05/0/05/M3 wherein subscript 3 denotes
three layers, and wherein M denotes a mat fiber layer, 0 denotes a layer with
longitudinal fiber orientation parallel to the axis A2 and 90 denotes longitudinal
fiber orientation perpendicular to the axis A2. The above three layer profiles
provide robust panel elements and are preferred in terms of strength and weight

for conventional sized container applications, but other layer profiles may be used

12
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as well. Test results show better flexural and impact strength than conventional

steel container walls.

[071] As described above, the composite containers may include panels that
have the above-described configuration. However, in some configurations of
containers in keeping with the invention, an alternative panel may be used for the
principle payload-bearing floor of a container. In such containers, the floor panel
may be a hybrid panel fastened to transverse floor joists, composed of an
additional material along with a fiber-reinforced polymer composite material, for

example, a hybrid panel as described below.

[072] Referring to Fig. 3, a hybrid panel is shown comprising a wood layer
and a composite material layer bonded to the bottom side of the wood. The wood
layer is preferably 3/4 inch laminated plywood including one or more of hard and
soft wood, solid-sawn tongue-and-groove hardwood planks, and partially
laminated solid-sawn hardwood. The composite material layer is a multilayer
fiber/binder structure for example, E-glass/vinylester. As with the panels of Fig.
1, the hybrid panels can include a sensor system embedded within the fiber-
reinforced polymer composite layer. The composite component of the hybrid
panel provides a host environment for the sensors, protects from the environment,
and strengthens the wood in flexure, allowing percent weight reduction over

conventional apitong plywood container floors.

[073] In one embodiment, to meet the primary sensing objectives of breach
detection, the panels may include a sensor system embedded therein which can
include a series of sensors, processors, and data paths, see Fig. 4. In one form, an
advantage of embedding sensors, processors, and other devices in a hardened
composite material is that the material acts as a protective coating, which protects

the devices from the harsh maritime environment and from tampering. This

13
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approach is to be contrasted with placing intrusion sensing devices on existing
containers, which do not present a protected environment to externally applied
intrusion sensing devices. Another advantage of embedding sensors in the
container material is that the entire system can be tested in the factory when the
container is first constructed. In one embodiment, the sensor system contains a
grid of embedded array of optical fibers and optical sensors. The sensor system
may be arranged in a number of different forms. In Fig. 5A, a panel 22 is shown
having a single fiber 24 in the form of a spiral, extending between opposite ends
24A, and 24B. An internal optical signal generator/detector 28 is coupled to ends
24A, 24B. The generator/detector 28 is adapted to apply an optical signal to end
24 A so that the signal propagates along fiber 24 to end 24B where, provided the
fiber 24 is intact, that signal is detected by generator/detector 28. In the event of a
breach of the panel 22, the optical fiber 24 would be interrupted so that an applied
optical signal would not reach to end 24B. The generator/detector 28 is adapted
for remotely controlled operation (actuation and detection). While the
generator/detector 28 in Fig. SA is internal to (embedded in) panel 22, in other
embodiments the generator detector is external to the panel 22. In such
embodiments, the generator/detector 28 is adapted for remotely controlled
operation. Figs. 5B and 5C illustrate two other configurations of fiber array. In
Fig. 5B, a serpentine arrangement is shown where elements similar to elements in
Fig. 5A are identified with the same reference designation. Again, in Fig. 5B, the
generator/detector 28 is embedded in panel 22. Figs. 5C and 5D illustrate
embodiments similar to those in Figs. SA and 5B, but where the optical signal

generator/detector 28 is external to panel 22.

[074] In another arrangement, a panel may include a plurality of optical fibers,

each having a first end at an input port in the panel, and extending through panel

14
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to a second end at an output port in the panel. An optical driver having a light
source is connected to the optical fibers at the input port. Upon receiving a start or
activating a signal (coded or uncoded), the driver causes radiation to propagate
into the optical fiber at its first end at the input port. An optical detector is coupled
to the output port to detect light propagating along the fiber from the input port.
The two ends of optical fibers, in some forms, are coupled to switches to permit
selective input of light and detecting of light. The switches pen-nit fibers to be
pulsed under program control and allow a grid of fibers orthogonally extending
(along "x" and "axe") in the container walls. The x axis and y axis fibers are
pulsed or actuated selectively under program control, so that the integrity of the
various fibers is maintained in a manner permitting detecting of fiber breaks or
degradation and locating those breaks based on x and y coordinating grid with this
configuration. If an intrusion interrupts or stresses an optical fiber embedded in
the composite material of the panels, the use of x and y axes of fibers locates the
intrusion. In some arrangements, processors are embedded in the composite
material and are electrically connected to the optical drivers. Many optical drivers
may be utilized in a container constructed of the composite material. Fig. SE
illustrates a multi-fiber sensor array but without showing the optical signal

generators, detectors or switches.

[075] In another form of the invention, the sensor system includes an array of
electrical conductors. The array of electrical conductors includes at least one
electrical conductor extending between two ends thereof and arranged in multiple
configurations. The electrical conductor array can have the same configuration at
the optical fiber arrays in Figs. 5, SA-5E, and thus are illustrated in those figures.
In one embodiment, the serpentine configuration includes at least one resistive

bypass path (Fig. 7A) interconnecting between two points along said serpentine
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configuration. One of said points is adapted to receive an electrical signal. The
sensor system includes an electrical signal generator coupled to one end for
generating an electrical signal and an electrical signal detector coupled to the other
end for detecting the electrical signal. The electrical signal generator can be
adapted for remote activation. Also, the detector can be adapted for remote
activation. Both the electrical signal generator and the detector can be embedded

in the panel or external to the panel.

[076] The processor and sensor type and the density of the processors and
sensors in the container walls can be customized to meet a user's needs.
Furthermore, in some designs, electrical paths and data paths and various data
processing elements such as Complex Programmable Logic Devices (CPLDs)
and/or Field Programmable Gate Arrays (FPGAs) or similar elements may be
incorporated to provide control and communication functionality. Additionally, to
provide energy for these and similar sensors and elements, a power source such as
a battery or rechargeable battery may also be embedded in the composite
materials. The batteries for powering the sensors and the processors and the light
sources are preferably rechargeable batteries, which can be periodically charged.
The system is preferably provided with plenty of bandwidth and redundant
processing power to fulfill the alerting, data acquisition, and communication

requirements of a user.

[077] Referring to Fig. 6, in another embodiment, a panel includes one or
more processors embedded into the composite material. The processors are
powered by a battery connected to the processors. These processors are
distributed throughout the composite material in locations that are less likely to be
damaged during use. The processors can respond to sudden events and "wake up”

in response to alarms to preserve the battery. The wake up may be the result of an
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intrusion or as the result of receipt of an externally applied RF signal. In some
embodiments, to reduce power consumption, the processors wake up on a regular
basis. For example, the processor can periodically wake up and provide status,

saying "here is my ID, I'm okay."

[078] The processors have the ability to store data in flash memory and erase
data from flash memory. Consequently, they may be utilized to provide a coded
unchanging ID, which is a number uniquely identifies a particular composite
panel, and a certificate, which is a number given after a panel has been inspected,
to a composite panel. In one embodiment, a network of processors are coupled
together in a substrate grid. The networked processors manage the detection grids
and provide IDs and certificates. Upon detection of an intrusion of the panel, the
processor may completely destroy the value, IDs and certificates to prevent

spoofing of the panels.

[079] Referring to Fig. 7A, in one form of the invention, the panel contains a
sensor system that includes a sensing circuit having an electrically conductive path
with multiple bypass resistors Ry, Ry, R3, Ry (generally R). The electrically
conductive path includes an array of electrically conductive elements arranged in a
circuit, such as a grid, spanning an area of the panel. If the grid is intact, a
substantial portion of the electrical current flows through the electrically
conductive elements rather than through the bypass resistors R. Consequently, a
resulting circuit resistance measured at a pair of circuit terminals indicates a short
circuit with a measurable resistance being that of the electrically conductive paths
themselves. When the conductive path is broken, at least a portion of the current
is then diverted through one or more of the bypass resistors R. The resultant

change in resistance is then detectable by a resistance-monitoring circuit.
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[080] In some embodiments, the circuit is planar, spanning a substantial area
of the panel. In the exemplary embodiment of Fig. 7A, the array of electrical
conductive elements are arranged in a series configuration extending between a
pair of sensing terminals. The array of electrically conductive elements can be
arranged, as shown, to include a serpentine pattern. A first bypass resistor R is
coupled between two points along the conductive path, such that a portion of the
conductive path between the two coupled points covers a first area of the panel.
Similarly, the remaining bypass resistors R,, R3, R4 are each respectively coupled

between two different points along the same conductive path.

[081] In the exemplary embodiment, a break in the panel interrupts the
conductive path and results in current being diverted through the respective bypass
resistor R. Thus, a break in the first area of the grid will result in current flowing
through the first bypass resistor R;. A resulting resistance measured at the circuit
terminals will change from a short circuit to approximate the value of R;. As
multiple areas of the same grid are broken, the current will be diverted through
one or more additional bypass resistors R. The resulting circuit produces a voltage
drop that depends upon the combination of bypass resistors through which the
current is flowing. Should one or more breaks interrupt conductive paths in other
areas of the exemplary series-configured sensing circuit, voltage drop at the
terminals will be the sum of the voltage drops across all of the bypass resistors
through which current is flowing. In some embodiments, one or more of the
bypass resistors provide different resistive values that can be used to identify

locations of one or more areas of the panel that are breached.

[082] An exemplary embodiment of a panel sensing circuit including bypass
resistors is shown in Fig. 7B. The sensing circuit includes a serpentine conductive

path spanning a substantial region of a composite panel. The serpentine path
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includes multiple U-shaped circuit legs L, L,, Ls, . . . (generally L) coupled
together in a series configuration. Each of the circuit legs L is connected in a
parallel or shunt configuration to a respective bypass resistor Ry, Ry, Rs, . ..
(generally R). The series circuit formed by the serpentine conductive path and
bypass resistors R also includes a pair of terminals. A break in any one of the
circuit legs L will result in a diversion of electrical current from the leg and

through the bypass resistor R.

[083] A schematic diagram of one of the legs L. and its interconnected shunt
resistor R is shown in more detail in Fig. 7C. An input current in enters a first
node. According to well-established circuit principles, the input current is
equivalent to the sum of the currents exiting the node including a bypass current I
flowing through the bypass resistor and the leg current Iy, flowing through the
circuit leg L. In a non-breached configuration, the majority of current flows
through the circuit leg, such that I; =I;,, producing a negligible voltage drop V| due
to resistance of the electrical conductor. However, if the circuit is breached, the
current flows through the bypass resistor, such that Ig=I;,. Consequently, the
voltage drop increases according to the value of the bypass resistor (V=I;/R). If
more than one circuit legs are breached, the measured circuit resistance will vary

in relation to the resulting circuit configuration.

[084] In some embodiments, the sensing circuit is embedded within an
insulating material forming the panel. Alternatively or in addition, at least a
portion of the sensing circuit can be attached to a surface of the insulting material
of the panel. Such insulating material can include resin-infused layers of fiber
material, such as any of the composite materials described herein. In some

embodiments, the panel includes a second insulating material, such as wood.
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[085] In some embodiments, the circuit terminals are connected to external
electronics for determining the resistance of the circuit. In other embodiments, the
circuit includes electronics coupled to the pair of terminals for determining the
resistance of the circuit. The electronics can include a signal generator providing
an electrical current to the sensing circuit. Alternatively or in addition, the
electronics can include a detector for measuring a voltage across the pair of
terminals. In some embodiments, the electronics includes a controller for

determining a resistance based on the generated current and detected voltage.

[086] One such controller is the 16F684 microcontroller, commercially
available from Microchip Technology, Inc. of Chandler, Ariz. The controller
promotes low power consumption, requiring approximately 100 microamperes
during a reading. The readings can be accomplished in much less than 1
millisecond. In some embodiments, readings are performed at a rate of one per

second. The average current is virtually zero.

[087] Alternatively or in addition, the electronics includes a radio transmitter
configured to temporarily operate in a low-power "sleep" mode to conserver
power. The transmitter can be used to forward reading results from the
microcontroller to an external receiver. The electronics optionally include a radio
transmitter also configured to temporarily operate in a low-power "sleep” mode.
The entire electronics package can be powered using two D-cell batteries, with an

expected battery lifetime of about five years or more.

[088] In some embodiments, one or more of the panels are connected to at
least one other panel of the same container using jumper leads. For example, one
panel including an embedded sensor system and controlling electronics can be

electrically connected to another panel through one or more jumper leads. Thus,
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in some embodiments, electronics in one panel can be used to perform

measurements on more than one panel.

[089] Fig. 7D illustrates another embodiment of a composite panel providing
a sensing circuit having a different configuration including multiple
interconnected loops L1, L2, L3, . .. (generally L). More specifically, the loops
are arranged in a spiral configuration terminating at a pair of circuit terminals.
Each loop L extends around the spiral and is interconnected to an adjacent loop by
a respective bypass resistor R1, R2, R3, . .. (generally R). Without interruption to
the conducting path of the circuit, the majority of current flows through the spiral
element, such that a resistance detected at the terminals approximates a short
circuit. Interruption of one or more of the loops L; however, results in the loop
current flowing through one or more bypass resistors R associated with the
interrupted loop(s). Consequently, a circuit resistance measured at the terminals
increases from the short-circuit value, depending upon the values of the one or

more bypass resistors now carrying current.

[090] The detectability of various sized and shaped panel breaches, or holes,
can be controlled to some extent according to a selected configuration, orientation,
and spacing of electrically conductive path of the sensing circuit. Referring again
to Fig. 7B, a panel breach having a diameter less than the spacing “d” between
adjacent circuit legs may be detected if a portion of the hole coincides with the
electrical conductor. However, it would not be possible for such a hole to remain
undetected as long as it did not interrupt the electrically conductive path. A panel
breach in the form of an elongated hole or slit having a length greater than “d” may

remain undetected if properly aligned between conductive paths.

[091] Fig. 7E illustrates an embodiment of a composite panel with yet another

different sensing circuit configuration including a horizontally directed serpentine
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pattern overlaying a vertically directed serpentine pattern. Such a configuration
forms a rectangular grid capable of sensing a breach of the panel in more than one
direction. Thus, although an elongated breach having a length greater than "d”
may be undetected by one of the two different patterns, it will be detected by the
other. In some embodiments, the two patterns are provided between different
layers of the resin-infused layers of fiber material providing electrical insulation

between the two different patterns.

[092] It would also be possible for a breach or hole having a diameter
substantially less than the spacing “d" to be detected if it happened to coincide with
the conductive path, thereby interrupting the flow of current. Consequently, there

18 no assurance of a minimum-sized detected hole.

[093] Referring to Fig. 8, an alternative embodiment of a sensing circuit
includes an electrically conductive path in which the electrical conductors are
formed to have a wide, ribbon-like configuration. As shown, the electrically
conductive path is formed using a conductor having a width “w". It would be
impossible for any panel breach, or hole, having a maximum dimension less than
the conductor width “w" to completely interrupt current flow along any one of the
conductive paths. Thus, selection of a conductor width “w" can be used to
eliminate detection of individual holes of sizes less than the conductor width size.
In the illustrative example, a conductor having a width of 1.25 inches prevents

detection of any holes less than 1.25 inches in diameter.

[094] The distance between adjacent legs of the sensing circuit can also be
used in combination with the conductor diameter to set a limit for which a
minimum detectable hole size will always be detected. Namely, a hole sized
greater than twice the width plus the separation distance "d" between adjacent

conductors (i.e., 2w+d) will always interrupt at least one of the conductors. In the
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exemplary embodiment, a 3 inch hole will always interrupt at least one of the two

1.25 inch wide conductors separated from each other by 0.5 inches.

[095] The wide conductors can be porous, including openings distributed
across the width of the conductor. In some embodiments, the wide conductors are
formed from a wire mesh or screen. When used in combination with composite
panels, the wide conductors can reside substantially within the composite panel
(e.g., between resin-infused layers of fiber material). That configuration is
particularly amenable to use in a composite material, as the resin binder can
readily permeate the conductive element minimizing any tendency for

delamination of a composite panel.

[096] Sensing circuits including wide electrical conductors can also be routed
in a variety of configurations and optionally combined with bypass resistors. In
some embodiments, the bypass resistors are themselves provided to have a
substantial width. Wide bypass resistors reduce the possibility that a panel breach
having a hole below the minimum detectable hole size will cause an interruption
because it happened to coincide with a narrow bypass resistor. As shown, a
bypass resistor having a width of 4 inches can be combined with the exemplary
circuit adapted to consistently detect holes equal to or greater than 3 inches,
without detecting holes less than 1.25 inches in diameter. Wide bypass resistors

can also be provided with an open structure including pores or apertures.

[097] Fig. 9 illustrates an unbroken electrical path having a serpentine
configuration and using an electrically conductive screen providing a wide
conductor. Two resistive elements are included towards either edge of the
serpentine configuration and selectively coupled to one or more of the multiple
serpentine circuit legs. In Fig. 10A, a panel breach interrupts two legs of the

serpentine circuit. A resulting interruption to current flowing in the effected legs,
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now open circuited, causes current to flow through the identified bypass resistors.
The resulting circuit configuration can be schematically represented as a first
resistor shunting a series combination of two other resistors. If all of the resistors
are provided with the same resistance R, the effective resistance of the resulting
circuit would be 2/3 R. The same circuit is again shown in Fig. 10B with a second
smaller hole. The resulting circuit configuration can be schematically represented
as the equivalent circuit of Fig. 10A combined in series with a parallel
combination of two additional bypass resistors that are associated with the second

hole. The effective resistance is 1.17 R.

[098] Fig. 10C illustrates the same circuit as in the above examples having a
large hole coincident with one of the resistive elements. Current flows in the
resulting circuit through three of the bypass resistors on the opposite side of the
panel from the hole, resulting in an effective resistance of 3 R. As demonstrated,
holes of various size, combination, and location will generally produce different
circuit resistance values. This allows for an association of a measured resistance

to a hole of a particular size and/or location.

[099] Each conductive element in any of the above embodiments has a
respective impedance that is substantially less than a bypass resistor R. For
example, the conductive elements are formed from a material generally known as
a good electrical conductor. Examples of good electrical conductors include
metals, such as copper, aluminum, gold, silver, and nickel; metal alloys, such as

bronze; and combinations thereof.

[0100] Bypass resistors can include standard carbon-based resistor
configurations, such as carbon composition, film, and wire wound resistors, and
combinations thereof. In some embodiments, the bypass resistors can include a

carbon-based material having a flat, or ribbon-like geometry.
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[0101] The panel of Fig. 1 may be used to form a container 60. In one form,
six panels are affixed to a frame 62 such as that shown in Fig. 11. The frame 62 is
a rectangular parallelepiped frame composed of a weldable metal, and having four
equal length parallel rails RX1, RX2, RX3, and RX4 extending along an X axis.
Another set of four equal length parallel rails RY1, RY2, RY3 and RY4 extends
along a Y axis. Also, four equal length parallel rails RZ1, RZ2, RZ3 and RZ4
extend along a Z axis, wherein said X, Y, and Z axis are mutually orthogonal. The
rails RX1, RX2, RY1, and RY2 define a first side panel locus. The rails wherein
RX3, RX4, RY3, and RY4 define a second side panel locus. The rails RY1, RY3,
RZ1, and RZ2 define a first end panel locus. The rails RY2, RY4, RZ3, and RZ4
define a second end panel locus. The rails RX2, RX4, RZ2, and RZ4 define a top
panel locus. The rails RX1, RX3, RZ1, and RZ3 define a bottom panel locus.

[0102] To construct a container 60 on frame 62, panels of the type shown in
Fig. 1 are sized to fit the corresponding loci defined by the frame rails, and welded
to those rails of frame 62. For example, a first panel 80 is disposed in the first side
panel locus, and welded at its peripheral edge elements ME to said rails RX1,
RX2, RY1, and RY2. Fig. 13 illustrates an exemplary welding joint formed
between edge element ME and frame 62. That weld extends between the weldable
metal that extends from the panels element of the panel. Similarly, a weldable
panel is disposed in the second side panel locus and welded at its peripheral edge
elements ME to rails RX3, RX4, RY3, and RY4. Another weldable panel is
disposed in said first end panel locus and welded at its peripheral edge elements
ME to rails RY1, RY3, RZ1, and RZ2. Another weldable panel is disposed in the
top panel locus and welded at its peripheral edge elements ME to rails RX1, RX4,
RZ2, and RZ4. The container may further include another weldable panel

disposed in the bottom panel locus and welded at its peripheral edge elements ME
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to rails RX1, RX3, RZ1, and RZ3. Alternatively, hybrid reinforced wood panels
may be fastened to the floor joists using conventional mechanical fasteners used in
existing construction of floors. A container further includes a weldable panel
disposed in second end panel locus and welded at its peripheral edge elements ME
to rails RY2, RY4, RZ3, and RZ4. Any one or more, of the panels can
alternatively be hingedly coupled to the frame to form a door for the container.
Exemplary welding joints between the panels of Fig. 2B and a steel frame are
shown in Fig. 14 A; between the panels of Fig. 2C and the steel frame are shown in

Fig. 14B; and between the panels of Fig. 2A and the steel frame are shown in Fig.
14C.

[0103] In one arrangement, a composite container is constructed to have a
shape and size similar to a standard steel shipping container so that the composite
container can be used interchangeably with conventional steel shipping containers.
In this case, the perimeter frame is made of typical steel members used on
conventional ISO steel shipping containers. Composite containers of the invention
may be stacked and loaded similar to conventional steel containers, using

conventional loading equipment.

[0104] In some embodiments, two or more weldable sub-panels can be
combined, such that the combination is sized to fit the corresponding loci defined
by the frame rails. As shown in Fig. 12, multiple weldable sub panels are
combined along a common side panel of a standard shipping container. The use of
sub panels can simplify sparing, as spared components can be smaller in size.
Alternatively or in addition, the use of sub panels can reduce maintenance costs as

damage can be corrected using smaller panel segments.

[0105] A groove and flange design may be incorporated in the container panels

to provide electrical power and data paths which will interconnect stack
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containers, allowing communications amongst and between the containers, and in
some cases, establishing a network. Alternatively or in addition, a jumper can be
used to interconnect embedded conductors of different composite panels. An
exemplary embodiment is shown in Fig. 12A including a jumper provided
between adjacent subpanels. The two subpanels are joined with a fillet weld along
adjoining metal flanges providing a panel-to-panel connection. A jumper is used
to span the joint. The jumper is connected at either end to a respective embedded
conductor within each of the adjoining subpanels. In some embodiments, screw
terminals are provided on the subpanel providing access to the embedded
conductors. Thus, a conductive jumper interconnects the embedded conductors by

simply connecting to the exposed screw terminals of a pair of adjacent subpanels.

[0106] In some embodiments, a composite joint is formed along respective
edges of two adjoining subpanels. The composite joint includes embedded wires
that can be used to provide connectivity between the adjacent panels. A
conductive element, such as a jumper can spanning the composite joint can be
screwed into each of the adjacent subpanels, thereby providing a connection from

the panel to the joint.

[0107] A single assembled container may be positioned and connected to a
container rack. In some arrangements the rack may be connected to a PC or other
similar digital device that is capable of accessing the Internet. Along with
supplying Internet access, rack may also supply power to the container (along with
other containers). By connecting the container (or containers) to a rack, signals
and/or messages that represent a container condition (e.g., the status of the

container) may be sent to a remote computer system or server.

[0108] Along with sending information to remote locations, components may

be embedded in the panels of a container for storing the information for later
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retrieval. Furthermore, information may be uploaded to the assembled container
under control of a remote server. As mentioned above, individual CPLDs may be
embedded in panels, and these CPLDs may be used to inexpensively implement

relatively high data rates with interfaces implementing one or multiple protocols.

[0109] The sensor arrays in the panels of the invention are configured so that a
hole on any of the six faces of the container larger than a predetermined detectable
size, for example, 9 square inches, can be detected immediately when the hole is
cut under circumstances of light or darkness and under any loading condition.
Also, conductive serpentine grid bonds with widths of at least about 18 inches
prevent false positives so that holes of sizes less than 9 inches do not alarm the

system.

[0110] In an alternative form, the container wall contains plugs through which
processors and other sensors can be coupled, thereby providing a completely
modular approach that can be upgraded as new technology becomes available.
The processor or processors, using modular standard interfaces manage the

sensors, alerting, external communications, and security functions.

[0111] In one arrangement, the container system is provided with a security
system designed on the assumption that the container may be in the physical
possession of criminals or terrorists or other persons with hostile intent. This level
of security substantially exceeds security based on the assumption that outsiders
are attacking a safe interior core. In one example) the security system includes
software, cryptographic tokens, and other types of data that may be securely

provided from a remote monitoring station.

[0112] Composite container may include other sensors for detecting the

opening of one or more doors, movement, extreme environmental conditions, seal
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status, and other conditions that may be of interest to a customer. In one
arrangement, the sensors are embedded in the panels. Alternatively, the sensors
may be attached to or plugged into the panels and may be removed from the walls.
The composite containers also can be provided with RFID tags and/or RFID

monitoring devices or other similar systems.

[0113] The sensors and processors in composite container may be further
capable of detecting a breach of any of the six walls of the container under any
load conditions. The anti-breach system can be tuned to a point where the rate of
false positives is acceptably low by using wide bypass resistors and wide
conductive grid bands. Embedding the sensors and processors in the container
walls also protects the sensors and processors both from sabotage and from the
harsh maritime environment when the containers are in use. In one arrangement,
the composite container walls are provided with a modular design with attaching
means, for example, holes, so that additional equipment (e.g., sensors and or
processors) can be rapidly and easily attached to or plugged into the walls, to
account for the development of new technologies and/or to configure the container
for a specific type of cargo or a specific situation. For example, an empty
container might need simpler, less expensive instrumentation than a container full

of cargo.

[0114] The embedded power and data paths inside the containers preferably are
accessible from external sources via inductive couplings, allowing for (a)
recharging the power (batteries), (b) forming hard wired data and electrical paths,
and (c) building a communication network within a stack composed entirely of
composite containers, which can be used to count the number of the containers and
detect the interposition of rogue containers in the stack. The security system may

enable the automatic installation of different software modules immediately before
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a container is loaded and the use of several processors inside the container, which

continuously check on one another and provide status and feedback information.

[0115] The container, in some examples, is an integral unit that includes four
walls (a front wall, two end or side walls, and back wall), a roof (or top), a floor
(or bottom). In one embodiment, the container has at least one door. According to
another embodiment, the container preferably has at least two doors and one end.
Again, in one arrangement, the doors include a coupling that permits the flow of
optical and electrical data and electrical power to and from the doors.

Additionally, or alternatively, a similar coupling may be used on the bottom of the
container to permit the flow of optical and electrical data and electrical power to or
from a similar (or complementary) coupling on the top of an adjacently positioned
container, for example, or from a rack on which containers are stacked, or from a
truck chassis on which a container is placed. Again, additionally, or alternatively,
the adjacent complementary couples permit optical and/or electrical signal flow

between and through various containers in a stack.

[0116] The data coupling incorporates a coupling mechanism that, if needed,
withstands the harsh rigors of the maritime environment, where heavy containers
may be stacked on top of one another and on truck chassis by crane. In an
alternative embodiment, electrical couplings transferring power to a container by
inductance is used with the container. Data is modulated over such a coupling to
provide a data transfer method. For the door, optical signals/data can be coupled
through butt joints of fiber optical paths, for example, or by effervescent light

coupling.

[0117] In some arrangements, detectors for sensing special nuclear materials
may be embedded into the composite panel walls. For example, relatively

inexpensive domestic sensors may be embedded. In some conventional systems,
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special nuclear materials may be shielded. However, for sufficiently small
container sizes, shielding may be impractical. In contrast, an appropriate number
of small individual containers with embedded domestic sensors may provide a
useful strategy for reducing the risk of nuclear weapons being imported through a
maritime transport. Under this strategy, shipments that contain cargo in volumes
that might be feasible for adequate shielding or special nuclear materials may need

special handling.

[0118] In another application, after contents have been placed in a container,
the container may be locked and sealed under control of a remote server. During
this procedure, cryptographic material, randomly produced by the remote server
may be uploaded into the container and stored in an appropriate FPGA or CPDL

device embedded in one or more of the container walls.

[0119] When an unauthorized condition occurs, such as a breach of the
container wall or an unscheduled opening of the container, the intrusion may be
sensed by the embedded sensors internal of the container and embedded
cryptographic material is partially or completely destroyed. Due to this procedure,
an adversary may be unable to restore cryptographic material or determine the
state of the container prior to the intrusion. Additionally, a signal or message may
be sent to a remote server to indicate that an alarming condition has been detected.
In some scenarios, the remote control server may ask for a hash of the previously
supplied cryptographic values, to which, if an alarm has occurred, the container

may be unable to supply that information.

[0120] Referring back, each individual container may include slots that are
capable of receiving fork lift tongs to that the containers may be moved
individually or as a stack. Since, as mentioned above, the contents and condition

of a container or a stack of containers may be queried by a remote computer
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system via an embedded or attached data interface, containers and stacks of

containers may be moved and inventoried while being monitored.

[0121]  Other types of sensors and detectors may be incorporated into a
container or a stack of containers. For example, a sensor may be included that
determines the weight of the container and store data that represents this weight.
Alternatively, a previously sealed container may be weighed by a separate device,
and this information may then be stored in the container. Additionally,
information such as data from domestic sensors, weight information, the supposed
contents of the container, etc. may be fused together and processed to develop a
metric to identify the likelihood that the container contains a nuclear device or

other harmful contraband.

[0122] In general, commerce flows in world commerce are typically uneven,
with more goods flowing in one direction than another. Consequently, the
capability to ship disassembled containers is vital. Thereby, in some arrangements
individual panels with embedded sensors may be shipped to particular locations
(e.g., shipping ports, airports, etc.) for assembling at a later time. Since individual
panels may be shipped separately, prior to assembling containers, the individual
panels may be inserted into a rack for testing (e.g., pass a check-out procedure) by
a remote server to determine if the panel is functioning correctly. Furthermore,
composite contains may be partially or completely assembled in a rack for testing

by a remote computer system to determine if the container is functioning properly.

[0123] A container rack may be implemented for various platforms and
facilities. For example, a container rack may be designed and produced for
positioning on truck chassis, a ship cargo compartment, a factory floor, etc. so that
monitoring may continue during loading and off-loading periods and during

transit. To provide power during these periods, the container rack may be
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designed to supply power (along with data connectivity) to a stack of containers

(e.g. a stack of eight containers) that is held by the rack.

[0124] In some arrangements, a container that is produced from composite
material may be produced in which the sides, the roof, the floor, the front and
back, and doors may be disassembled into panels and reconstructed as needed. By
manufacturing and distributing panels produced from composite material, the
panels may be easily assembled at a shipping site into an appropriate container
size. This container, once assembled, may be lighter than a similar container made
of steel and may have more strength. Additionally, the container may be able to

withstand the elements of a marine environment, and may be cost competitive.

[0125] In some arrangements, multiple composite containers may be vertically
stacked so that an upper-positioned container securely mates with the container
located directly below. By mating containers, a portion of a stack or a complete
stack of containers may be lifted and moved as a single unit. This design has the
advantage of reducing the cost of shipping empty containers back to the point of
origin, because the disassembled parts are more compact for shipping purposes
than the empty containers. This also reduces the risk of terrorists and other
adversaries hiding people or contraband in empty containers. Another advantage
is that refurbishment and maintenance is possible at the panel level rather than the
container level. Discrete panels can be employed or not, depending on a user's
desire to trade off advantages and disadvantages (such as a container made this
way might not be as strong as a container manufactured as a unit, and the
additional complexity of interfacing the electrical, optical, and power paths
through walls composed of separate panels, and that such a device might be more

easily reverse engineered by an adversary.
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[0126] In some arrangements, the composite container may include an
embedded wireless fidelity (WIFI) device that is capable of communicating
externally without needing to rely on optical and electrical coupling. Furthermore,
in some arrangements, the composite container includes an embedded
telecommunication device (e.g., a radio frequency transceiver) for communicating

with a loading crane and/or other ground- (or terminal-) based equipment.

[0127]  According to another preferred embodiment, the sensors and processors
of a stack of composite containers are interconnected and a data path and
optionally an electrical path is formed by the interconnected containers, so that a
system that includes the stacked composite containers is able to count the number
of containers and detect the interposition of a rogue container that lacks
conforming communication information and status information from that

container, aid distribute electrical power to other containers as well.

[0128]  According to another arrangement, the sensors and processors of
multiple composite containers, which are stored in a stack, are interconnected and
a data path is formed by the interconnected containers, so that a system that is
formed by the sensors and processors of the stacked composite containers. This
system of sensors and processors is able to count the number of containers and
detect interposition of a rogue container that lacks conforming communication
information and status information of the processors and sensors from that
container. In another embodiment, the interchangeably conventional steel
containers are provided with communication links and/or sensors and or
processors, so that in a stack of containers, which includes both the composite
containers and the steel containers, the steel containers can intercommunicate with
the composite containers, and the composite containers and the steel containers

form a communication network,
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[0129] In some arrangements, two or more of the containers in a container
stack are interconnected and thus form a communication network, which may be
capable of counting the number of the containers and detecting the unauthorized
inserting of a rogue container into a stack of containers on a platform such as a

ship.

[0130] Composite containers (assembled above) may be vertically stacked
upon one another. In some arrangements, an assembled container may mate with
a container positioned below by using the flange and groove design described
above. By mating the stacked containers, power and/or data connections may be
made between the containers so that power and/or information may be passed

among hardwire or wireless paths that interconnect the stacked containers.

[0131] A rack of stacked containers is shown in which each container is
connected (directly or indirectly) to one or more remote servers (via the Internet)
for sending and/or receiving information. In one scenario, this exemplary
arrangement may be used to monitor the interposition of rogue containers in a
stack of containers. Rogue containers are containers that are not remotely
controlled, and, for example, may contain contraband such as nuclear weapon or
toxic material. In some arrangements, a stack of containers and a rack may be
designed to fit into a twenty-foot or forty-foot ISO shipping container. In this
illustrative example, the containers are approximately four feet high so that a stack
of two containers plus rack 38 may be inserted into a ten-foot high ISO container.
If a rogue container, which is not connected to a remote server, is inserted into or
positioned on top of the stack, the entire stack may not fit in the ISO container and
thereby be detected. If a rogue container is interchanged with a container in the
stack, due to absence of a connection with the remote server, the server may

determine the present of the non-conforming container.
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[0132] For a stack of ISO containers, the interposition of a non-conforming
container into the middle of the stack may be relatively quickly detected by a
remote controller that is connected to the stack through the Internet. Detection of
a rogue container placed on top of the stack may be detected by incorporating a
device (e.g., pressure sensor) that is connected to the stack and detects any non-
conforming device placed on top of the stack. In other arrangements, this
capability may be incorporated into the top side of composite containers used to in

place of the conventional ISO shipping containers.

[0133] Referring now to Fig. 15, there is illustrated generally at 300 a known
shipping container. The shipping container 300 includes a known load-carrying
element or frame 312, typically formed from steel. The frame 312 typically
supports side walls 314, a first or closed end wall (not shown), an second end wall
316 including at least one door 318, a floor (not shown), and a roof 320. The side

walls 314, end wall, and roof 320 are typically formed from corrugated steel.

[0134] Referring now to Fig. 16, there is illustrated generally at 30 a shipping
container formed of panels 32 mounted to a shipping container frame, such as the
frame 312 shown in Fig. 15. The panels 32 may be any of the embodiments of
composite panels described above, as well as the embodiments of the composite
panels described below. Each panel 32 includes an electrical circuit comprising
the array, pattern, or grid of electrical conductors and resistors as disclosed above.
Alternatively, each panel includes the electrical circuits described below. The
electrical conductors and resistors may be attached to, or embedded within the
composite panel 32 to form an electrical circuit. As best shown in Fig. 16B, each
side of the panel 32 includes an edge element 31 formed from a weldable material
such as steel. In the embodiments of the panels described in detail below, the

electrical circuit includes panel electrical access points, described below, to allow
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for external monitoring of the circuit, and to allow for electrical connection

between panels 32.

[0135] In the embodiment illustrated in Fig. 16, a side wall 34 of the shipping
container 30 is formed from a plurality of the panels 32 welded to the container
frame 312 and to adjacent panels 32. A roof 36 and a floor (not shown) of the
container 30 may also be formed from a plurality of panels 32 welded to the
container frame 312 and to adjacent panels 32. It will be understood however, that
the payload-bearing floor 38 may be formed from an alternative panel (not shown)
having increased strength or load-bearing properties, such as the hybrid wood-

composite panel disclosed above.

[0136] The embedded electrical circuits of adjacent panels 32 may be
connected by a jumper or connector 40, described in detail below. Alternatively,
the embedded electrical circuits of adjacent panels 32 may be connected by any of
the connectors 50 and/or 60, also described in detail below. Generally, the
connectors include a connector body formed from composite material, such as the
composite material used to form the panels 32, plastic, or rubber. Each connector
includes an array, pattern, or grid of electrical conductors attached to, or
embedded within the connector body to form an electrical circuit. Such
connectors provide built-in impact resistance, increased durability, and tampering
protection. In the embodiments of the panels described in detail below, the
electrical circuit includes connector electrical access points to allow for external
monitoring of this circuit, and to allow for electrical connection to the panel
electrical access points of the panels 32. As shown in Fig. 16, any desired number

of connectors may be provided between adjacent panels.

[0137]  As best shown in Fig. 16A, a corner connector 41 may be provided to

connect panels 32 on adjacent walls of the shipping container 10. In the illustrated
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embodiment, the corner connector 41 includes a first portion 41 A and a second

portion 41B disposed at an angle of about 90 degrees.

[0138] Because the metal edge elements 31 of the panels 32 are not part of the
electrical circuit defined by the panels 32 and the connectors 40, the edge elements
31 may be vulnerable to an attempt to breach the container 10. Advantageously,
any attempt to breach the shipping container 10 by cutting along the weld (such as
the weld 29 illustrated in Fig. 16B) between adjacent panels 32, or through the
metal edge elements 31, will require cutting through at least one connector 40.
Cutting, drilling through, or otherwise breaking the electrical circuit embedded
within the connector 40 and electrically connected to the electrical circuit
embedded within one or more panels 32, disrupts the electrical circuit and alerts a
local and/or remote system monitor that someone has attempted to breach or

tamper with the container 32.

[0139] A second embodiment of the shipping container is shown at 30A in Fig.
17. Elongated connectors 33 extend from a first or upper end 35A to a second or
lower end 35B of the panel 32, and include an electrical circuit as described above.
An upper end of the connector 33 defines a substantially rectangular connector

portion 33A.

[0140] In the illustrated embodiment, the connector portion 33A may be

substantially identical to any of the connectors 40, 50, and 60, described below.
The connector portion 33A provides an electrical connection between adjacent
panels 32. If desired, adjacent panels 32 of the shipping container 30A may be
connected by a plurality of additional connector portions 33A, as shown by the

connector portions 33A illustrated by phantom line in Fig. 17.
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[0141] Advantageously, the connectors 33 substantially cover the metal edge
elements 31 of the panels 32. It will be understood that by substantially covering
the metal edge elements 31 with the connectors 33 containing an electrical circuit,

an area vulnerable to a breach attempt may be substantially eliminated.

[0142] A first embodiment of a connector 40 and an associated first
embodiment of the shipping container panel 32A are illustrated in Figs. 18A and
18B, respectively. Fig. 18B illustrates portions of two corrugated panels 32A
having a composite body 42 and a steel edge element 44. The body 42 further
includes a first electrical circuit 42A embedded in the body 42. The adjacent edge
elements 44 are joined together at a welded seam 46. The first electrical circuit

42A includes panel electrical access points 42B.

[0143] The illustrated connector 40 includes a connector body 48. The
connector body 48 is substantially rectangular and has a surface shape
corresponding to the corrugated shape of the joined panels 32A. The connector
body 48 includes a second electrical circuit 48A embedded in the body 48 and

connector electrical access points 48B.

[0144] The connector 40 may be mounted to the panels 32A such that the panel
electrical access points 42B engage the connector electrical access points 48B to
complete an electrical circuit between adjacent panels 32A. The connector 40
may be attached to the panels 32A by any desired means, such as with adhesive.
Alternatively, the connector 40 may be attached to the panels 32A with

mechanical fasteners, such as the fasteners illustrated in Figs. 19A and 19B.

[0145] A second embodiment of a connector is illustrated generally at 50 in
Figs. 19A and 19B. The connector 50 includes a connector body 52. The

connector body 52 is substantially rectangular and has a surface shape

39



WO 2010/071803 PCT/US2009/068659

Attorney Docket No. 1-50675

corresponding to the corrugated shape of the joined panels 32A. The connector
body 52 includes a second electrical circuit 52A embedded in the body 52 and
connector electrical access points 52B. In the illustrated embodiment, the
connector electrical access points 52B are mechanical fasteners. The fasteners
52B may be any desired fastener such as threaded fasteners or rivets. The
connector 50 may be mounted to the panels 32A such that the fasteners 52B

engage corresponding openings (not shown) in the panels 32A.

[0146] Fig. 20 is a plan view in section of a third embodiment 60 of a
connector. The connector 60 includes a connector body 62 shown in section to
expose an embodiment of the embedded second electrical circuit 62A. The
connector body 62 is substantially rectangular and may have any desired surface
shape corresponding to the shape of the shipping container panels to which the
connector 60 will be attached. The connector body 62 includes the second
electrical circuit 62A embedded in the body 62 and connector electrical access
points 62B. In the illustrated embodiment, the connector electrical access points
are metal tabs 62B extending outward of a peripheral edge 63 the connector body
62. The tabs 62B may be any desired shape and size and are structured and
configured to engage corresponding panel electrical access points (not shown in
Fig. 20), such as the panel electrical access points 42B illustrated in Fig. 18B. The
tabs 62B may be formed from any desired conductive material, such as copper,

aluminum, or steel.

[0147] The circuit 62A is formed in a substantially serpentine path or pattern
with a plurality of resistors, shown schematically at 65, spaced apart along the
substantially serpentine path of the circuit 62A. In the illustrated embodiment, the
circuit 62A is formed from perforated aluminum foil. Alternatively, the circuit

62A may be formed from any other perforated or non-perforated metal foil, vapor
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deposited metals, and any other conductive material. The resistor 65 may be
formed from any desired semi-conductive material, such as conductive resin,
conductive paint, and conductive rubber. It will be understood that the circuit
design as shown at 62A could be applied to any of the embodiments discussed

above.

[0148] A second embodiment of the shipping container panel 70 is illustrated
in Fig. 21. Fig. 21 shows a panel-to-panel connection and illustrates portions of
two corrugated panels 70 having a composite body 72 and a steel support and edge
element 74. The edge elements 74 of adjacent panels 70 are joined together at a
welded seam 78. The composite body 72 further includes a first electrical circuit
72A embedded in the body 72. The electrical circuit may be any of the

configurations of electrical circuits discussed above.

[0149] A space between the adjacent panel bodies 72 defines a channel 79.
Any desired connector 72B may be mounted within the channel 79 to connect the
first electrical circuits 72A of the adjacent panel bodies 72. It will be understood
that the electrical connector 72B may be any electrical connector such as the
connectors 40, 50, and 60 described in detail above. Alternatively, any other
desired electrical connector may be used to connect the first electrical circuits 72A
of the adjacent panel bodies 72. If desired, the channel 79 may be filled with a
protective material 80. Advantageously, the protective material 80 protects the
edge elements 74, welded seam 78, and electrical connector 72B from tampering
and damage that may occur from impact. Examples of suitable protective material
80 include rubber, and materials typically used to line truck beds, such as
polyurea. Alternatively, any material that forms a durable, water and air-tight,

abrasion resistant layer that protects from impact and abrasion, may be used.
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[0150] A third embodiment of the shipping container panel 90 is illustrated in
Fig. 22. Fig. 22 shows a panel-to-panel connection and illustrates portions of two
corrugated panels 90 having a composite body 92 and a steel support and edge
element 94. The composite body 92 further includes a first electrical circuit (not
shown) embedded in the body 92. The composite body 92 also defines a
longitudinally extending edge 92A. An elongated slot 96 is formed in the edges
92A of the composite body 92.

[0151] The illustrated support and edge element 94 has a surface shape
corresponding to the shape of the composite body 92. In the illustrated
embodiment, the composite body 92 is corrugated. The support and edge element
94 defines a longitudinally extending edge 94 A which extends outward from the
longitudinally extending edge 92A. The edges 94A of adjacent panels 90 are
joined together at a welded seam 97. An elongated plate 98 is mounted within the

slots 96 of the adjacent composite bodies 92 and defines an elongated cavity 99.

[0152] Any desired connector, such as the connectors 40, 50, and 60 described
in detail above, may be mounted within the cavity 99 to connect the first electrical
circuits of the adjacent panels 90. Alternatively, any other desired electrical
connector may be used to connect the first electrical circuits of the adjacent panels
90. If desired, the protective material 80 may be applied to an outwardly facing

surface of the plate 98.

[0153] A fourth embodiment of the shipping container panel 100 is illustrated
in Figs. 23A and 23B. Fig. 23A illustrates portions of two corrugated panels 100
having a composite body 102 and a steel support and edge element 104. The
composite body 102 further includes a first electrical circuit 102A embedded in
the body 102. The composite body 102 also defines a longitudinally extending
edge 102B.
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[0154]  As best shown in Fig. 23B, the illustrated support and edge element 104
has a surface shape corresponding to the shape of the composite body 102. In the
illustrated embodiment, the composite body 102 is corrugated. The support and
edge element 104 defines a longitudinally extending edge 104A which extends
outward from the longitudinally extending edge 102B. The edges 104A of
adjacent panels 100 are joined together at a welded seam 107. An elongated plate
108 is mounted to an outwardly facing surface 106 of the joined panels 100
adjacent the welded seam 107. The plate 108 extends between the edges 102B of
the adjacent composite bodies 102. The plate 108 may be formed from any
desired material such as aluminum, steel, or other metals, non-metals, and

composites.

[0155] Any desired connector, such as the connectors 40, 50, and 60 described
in detail above, may be mounted to the surface 106 to connect the first electrical
circuits 102A of the adjacent panels 100. Alternatively, any other desired
electrical connector may be used to connect the first electrical circuits 102A of the
adjacent panels 100. The plate 108 may be attached to the panels 100 by any
desired means, such as with mechanical fasteners 109. The fasteners 109 may be

any desired fastener such as threaded fasteners or rivets.

[0156] A fifth embodiment of the shipping container panel 110 is illustrated in
Fig. 24. Fig. 24 shows a panel-to-panel connection and illustrates portions of two
corrugated panels 110A and 110B having a composite bodies 112A and 112B,
respectively, and steel support and edge elements 114A and 114B, respectively.
The composite bodies 112A and 112B further include a first electrical circuit (not
shown) embedded in the composite bodies 112A and 112B. The composite body
112A defines a longitudinally extending edge 116A having an outwardly
extending first tab 118A. The composite body 112B also defines a longitudinally
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extending edge 116B having an outwardly extending first tab 118B. The first and
second tabs 118A and 118B overlap to define an interlocking seam 119. In one
embodiment, the first electrical circuit in the body 112A is connected to the first
electrical circuit in the body 112B within the overlapping portions of the first and

second tabs 118A and 118B.

[0157] The illustrated support and edge elements 114A and 114B have a
surface shape corresponding to the shape of the composite bodies 112A and 112B,
respectively. In the illustrated embodiment, the composite bodies 112A and 112B
are corrugated. The support and edge element 114A defines a longitudinally
extending edge portion 115A which is bent inwardly away from the joined
composite bodies 112A and 112B. The support and edge element 114B defines a
longitudinally extending edge portion 115B which is also bent inwardly away
from the joined composite bodies 112A and 112B. The edge portions 115A and
115B of adjacent panels 110 are joined together at a welded seam 117. The space
between the composite bodies 112A and 112B and the support and edge elements
114A and 114B adjacent the seam 117 defines an elongated cavity 120.

[0158] If desired, a connector, such as the connectors 40, 50, and 60 described
in detail above, may be mounted within the cavity 120 to connect the first

electrical circuit in the body 112A to the first electrical circuit in the body 112B.

[0159] A sixth embodiment of the shipping container panel 150 is illustrated in
Fig. 25. Fig. 25 shows a panel-to-panel connection and illustrates portions of two
corrugated panels 150A and 150B having a composite bodies 152A and 152B,
respectively, and steel support and edge elements 154A and 154B, respectively.
The composite bodies 152A and 152B further include a first electrical circuit (not
shown) embedded in the composite bodies 152A and 152B. The composite body
152A defines a longitudinally extending edge 156A having a longitudinally
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extending slot 157A. The composite body 152B also defines a longitudinally
extending edge 156B having a longitudinally extending slot 157B.

[0160] The illustrated support and edge elements 154A and 154B have a
surface shape corresponding to the shape of the composite bodies 152A and 152B,
respectively. In the illustrated embodiment, the composite bodies 152A and 152B
are corrugated. The support and edge elements 154A and 154B define
longitudinally extending edges 155A and 155B which are joined together at a

welded seam 151.

[0161] A first elongated metallic tab 158 has a first portion 158 A and a second
portion 158B. Similarly, a second elongated metallic tab 159 has a first portion
159A and a second portion 159B. The portions 158A and 159A are mounted
within the slots 157A and 157B, respectively, of the adjacent composite bodies
152A and 152B. The second portions 158B and 159B are joined together at a
welded seam 160. An elongated cavity 160 is defined between the support and
edge elements 154 A and 154B and the second portions 158B and 159B,

respectively.

[0162] The tabs 158 and 158 may define an electrical connection between the
first electrical circuit (not shown) in the body 152A and the first electrical circuit
(not shown) in the body 152B. Alternatively, any desired connector, such as the
connectors 40, 50, and 60 described in detail above, may be mounted within the
cavity 160 to connect the first electrical circuits of the adjacent panels 150A and
150B. Additionally, any other desired electrical connector may be used to connect
the first electrical circuits of the adjacent panels 150A and 150B. If desired, the
protective material 80 may be applied to an outwardly facing surface of the tabs

158 and 159.
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[0163] Referring now to Figs. 26A through 26D, alternate embodiments of first
electrical circuits are illustrated generally at 200, 210, 220, and 230, respectively.
The first electrical circuits may be embedded in the composite body of composite

panels, such as the composite panels 32 illustrated in Figs. 16 and 17.

[0164] For example, in Fig. 26A the first electrical circuit 200 is embedded in a
composite panel body 202 of a composite panel 204. Similarly, the first electrical
circuits 210, 220, 230 are embedded in composite panel bodies 212, 222, and 232,
of composite panels 214, 224, and 234, respectively.

[0165] The first electrical circuits define an electrically conductive path that
may be formed in any desired pattern. In any shipping container 10, a plurality of
composite panels having varied patterns of first electrical circuits may be used.
The first electrical circuits 200, 210, 220, and 230 in the panels 204, 214, 224, and
234 represent four varied serpentine and/or geometric patterns that may be used.
It will be understood the first electrical circuits 200, 210, 220, and 230 may also
have any desired number of bypass resistors (not shown), so that when a
conductive path is broken, at least a portion of the electrical current is diverted
through one or more of the bypass resistors. Alternatively, the first electrical

circuits may have any other desired serpentine and/or geometric patterns.

[0166] Additionally, the varied geometric patterns of first electrical circuits and
resistors as shown in Figs. 26A through 26D define unique panel circuit geometry
and unique resistance and/or capacitance properties with in each panel. Thus, the
varied geometric patterns of first electrical circuits and resistors as shown in Figs.
26A through 26D provide an indication of the specific location within the panel of

an attempted breach, such as a hole, crack, cut, or other intrusion.
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[0167] The varied patterns of electrical circuits 200, 210, 220, and 230 in the
panels 204, 214, 224, and 234 may be arranged on a shipping container 10 in a
varied or random manner, such as schematically illustrated in Fig. 27. In the
embodiment illustrated in Fig. 27, the first electrical circuits 200, 210, 220, and
230 in the panels 204, 214, 224, and 234, respectively, are connected by any

desired connector, such as the connector 40.

[0168] Fig. 28 is a schematic illustration of a composite panel 300 having four
layers of electrical circuits 200, 210, 220, and 230. Fig. 29 is a schematic
illustration of a portion of a shipping container 10 having a plurality of the panels
300. Adjacent panels 300 are connected by four connectors. In the illustrated
embodiment, each connector connects a different layer of electrical circuit. For
example, the connectors 40A through 40D each connect different layers of
electrical circuits in the adjacent panels 300. Such an arrangement of electrical
circuits and panels increases redundancy and security. It will be understood that
similar panels may be formed having desired number of layers of electrical

circuits, such as two or more layers of electrical circuits.

[0169]  The principle and mode of operation of the breach detection system for
a container have been described in its preferred embodiment. However, it should
be noted that the breach detection system for a container described herein may be
practiced otherwise than as specifically illustrated and described without departing

from its scope.
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CLAIMS

What is claimed is:

1. A breach detection system for a container comprising:

at least two panels having a first electrical circuit mounted thereto and
configured for attachment to a container;

wherein the first electrical circuit is configured to detect an intrusion
through any portion of the panel and generate an intrusion signal when the
intrusion occurs; and

a connector electrically connecting the first electrical circuits of two panels

of the container.
2. The breach detection system according to Claim 1, wherein the
connector has a connector body and a second electrical circuit mounted to the

connector body.

3. The breach detection system according to Claim 2, wherein the

second electrical circuit is embedded within the connector body.

4, The breach detection system according to Claim 3, wherein the

second electrical circuit comprises a pattern of electrical conductors.

5. The breach detection system according to Claim 1, wherein the first

electrical circuit includes a pattern of electrical conductors.

6. The breach detection system according to Claim 1, wherein the first

electrical circuit is embedded within each panel of the container.
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7. The breach detection system according to Claim 6, wherein the first

electrical circuit comprises a pattern of electrical conductors.

8. The breach detection system according to Claim 1, further including
a monitor for monitoring one of the capacitance of the first electrical circuit and
the resistance of the first electrical circuit;

wherein the monitor is configured to detect an intrusion through any
portion of the panel when a predetermined change in one of the capacitance and

the resistance of the first electrical circuit occurs.

0. The breach detection system according to Claim 8, wherein the first

electrical circuit in each panel has a unique geometric pattern.

10.  The breach detection system according to Claim 1, wherein the
panels in the breach detection system include a plurality of patterns of electrical
conductors arranged in layers; and

wherein the arrangement of any one panel relative to another panel in the

breach detection system is varied.

11.  The breach detection system according to Claim 10, wherein each
layer of the patterns of electrical conductors defines a discrete electrical circuit
connected to at least one of another layer of the patterns of electrical conductors

and an electrical circuit in at least one adjacent panel.
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12. A container having the breach detection system according to Claim 1
and further comprising a frame; wherein the at least two panels define one of a

container wall and two adjacent container walls.

13.  The container according to Claim 12, wherein the connector has a
connector body and a second electrical circuit embedded within the connector

body.

14.  The container according to Claim 13, wherein the second electrical

circuit comprises a pattern of electrical conductors.

15.  The container according to Claim 12, wherein the first electrical
circuit is embedded within each panel of the container; and
wherein the first electrical circuit comprises a pattern of electrical

conductors.

16.  The container according to Claim 12, further including a monitor for
monitoring one of the capacitance of the first electrical circuit and the resistance of
the first electrical circuit;

wherein the monitor is configured to detect an intrusion through any
portion of the panel when a predetermined change in one of the capacitance and

the resistance of the first electrical circuit occurs.

17.  The breach detection system according to Claim 16, wherein the first

electrical circuit in each panel has a unique geometric pattern.
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18.  The container according to Claim 1, wherein the panels in the breach
detection system include a plurality of patterns of electrical conductors arranged in
layers; and

wherein the arrangement of any one panel relative to another panel in the

breach detection system is varied.

19.  The container according to Claim 18, wherein each layer of the
patterns of electrical conductors defines a discrete electrical circuit connected to at
least one of another layer of the patterns of electrical conductors and an electrical

circuit in at least one adjacent panel.

20. A connector for connecting component panels of a breach detection
system for a container comprising:

a connector body; and

a pattern of electrical conductors embedded in the connector body, defining
an electrical circuit;

wherein the connector electrically connects electrical circuits of two panels
of a breach detection system of a container; and

wherein the electrical circuits are configured to detect an intrusion through
any portion of the panel and generate an intrusion signal when the intrusion

occurs.

51



PCT/US2009/068659

WO 2010/071803

1/30

v

ey
| 94
4
\ W \ 7w
\\ |
€13d -
pS—~> IL
IW
| m ke !
! {S X
Y J 1
v .
| _ ; \ J
-0l 1134




WO 2010/071803 PCT/US2009/068659

2/30




WO 2010/071803

3/30

il

ss<S97

it

I

)

e )

F6. 2C

Fi6. 2B

FiG. 2A

PCT/US2009/068659



WO 2010/071803 PCT/US2009/068659

4/30

A3

Al
ME4 OR ME3 OF 15T COMPOSITE PANEL

* ME4 OR ME3 OF 2ND COMPOSITE PANEL

~ CONNECTION BETWEEN
TWO MATERIALS SELECTED BETWEEN
OPTIONS SHOWN IN
FIGURE. 2

AW

FIG. 2D



WO 2010/071803 PCT/US2009/068659

5/30
A3
|—‘Al
A,
‘M )
‘“P»AA'}N"EL"E .
L FiG. 2
! 22
WY
ME3 \
N
A3
FIG. 2F %
A2
| A I

TN Rz

FI6. 26



WO 2010/071803 PCT/US2009/068659

6/30

3/4 LAMINATED WOOD
y WITH THIN
REINFORCED LAYER

GFRP ' ~
SANDWICH @

M@@@@@@@®®®®®®®®©®®®@®®®®®®@®

[P 77272272 TEATETEXIEILAD T2 27277]
AANLATURURMATAANAN YA AYATASATRRREITTAMVAMAN AIATATRRIRTRRATRINEARY

@@@@@@6@@@@@@@@@@@®®®©®®®®T®@®®®®

BYPASS
RESISTOR

ELEMENT GFRP
! SANDWICH



WO 2010/071803 PCT/US2009/068659

7/30

SENSORS 10

1 T i l/ | % 1 ] 1 ] { ] /
PRO(ES@/

INDUCTIVE COUPLING
FOR POWER,DATA

/

FIG. 4



WO 2010/071803 PCT/US2009/068659

8/30
- )
\\ P 7
N
2UA—1 '
zsw——j
FIG. 5A
248 BEEEEEE 1 ] ] |2
244 \«\ - 2
\\ )
~N
28/’/__ _J J B

FIG. 5B



WO 2010/071803 PCT/US2009/068659

9/30
27
2A
N
218~ - O | )
. —
i
FI6. 5C
2 | [ e A e R e R e R e B R 22
N
24A |
~{D 2
A
s

FIG. 5D



WO 2010/071803 PCT/US2009/068659

10/30

|22

M ' [T-24

FIG. SE



PCT/US2009/068659

WO 2010/071803

11/30

9 9

T .

|
Y3TI04INO)-OIW

qd) |

EESSESSEES

ALV

a1d)

Md) =
]
]

0d) |

/
0¢




WO 2010/071803 PCT/US2009/068659

12/30

TERMINAL 1ST AREA TERMINAL
OF GRID
) BYPASS
| | RESISTOR
|
) i | : R4
T
""""""""""" |
] 11
| ]
i L SR3
] 1] |
I
D i \
2ND AREA/ ELECTRICALLY CONDUCTIVE GRID
OF GRID

FIG. 7A



WO 2010/071803 PCT/US2009/068659
13/30

Ly L COMPOSITE
/ & PANEL

TERMINALS J

N

ELECTRONICS |- W B B B B e

FiG./B

OPEN CIRCUIT (BREACH)

FROM D A A
SOURCE  ° ° |

C}IL(&;JIT
FiG. 7(C



WO 2010/071803 PCT/US2009/068659
14/30
/Ll COMPOSITE
- -~ PANEL
% Rl /12
% R2 /L3
% R3 /l.4
R4 [
TERMINALS | | %% "
N Y
ELECTRONICS —{ L
FiG.7D
HORIZONTAL
A
Wammtla VW
LR A Ll |
=T il d
%i'kﬁz 171
=t |
P | =T R
ELECTRONICS ] TR AT
WO R NG R RID ]
—1d = (VERTICAL

FIG. 7E



WO 2010/071803 PCT/US2009/068659

15/30°

PORTION OF
|~ RESISTIVE ELEMENT

h

3 INCHES d= 0.5 INCH

— =

4 INCHES
FIG. 8



PCT/US2009/068659

WO 2010/071803

16/30

INIWIT
ALISISHY ANE

~

INIWI 1
JATISISIY ISL

N

R —~———

T

T

_______ S EEEEIIEEARREAEEREAATS:

AR RBRRASE

1

R T P R A e e P R e
........... o et e et
P R R e T e T e T
IAREESEEEREEREEAmnnAD A ENERRA RN NN AR AA] e T WA NEEEEEEaE AR i an e RRRNans THH T
(HRARAAN R AN RN TR

[issesanazaai IABERE A En A= T

NI RIM

Hivd WD




PCT/US2009/068659
17/30

WO 2010/071803

S: IH

bsg/z =(bsg||bs 1) =y

TTES——
100 [Im

Limin
INTIVAINDA

Ty xm\N HM_N__M_

B EEEEaRI i AR A RRRA RN N N A NN AN R AR A NN AN R AR N RN NSA SRR NEERANC RN ANES)

DNYISISHY
SSvdAd

b

Her
T

DNVISISIY
HH mm<n_>m

\

H

\  f
4
NI 341 HOY3Hd TINY HYd TORDIT



PCT/US2009/068659
18/30

WO 2010/071803

a0l

bszg| = (bs ||} bs 1)+ (bs g || bs () = y

IIIEN

IR NN EE AR RANEA RSN ER R NAE RN RN

mrrtrr SR mARTRA NN
IT N EENCARNSEEARENANR ARl TR
£ x5 K A X R A A N A AN A NE s AR I N AN A NANR AN BAS RN AARA AR R aEABEANEAREEARSEEMEREN L I ERANAENEAREEEEaRR:

HNVd NI i
HOVIdd aNZ

LIMD
_________ i INTIVAINDI

PINVISISH &
SSVdAS

DNVISISHY
SSVdAG

\

HIYd TDIE




PCT/US2009/068659

WO 2010/071803

19/30

DNVISISTH
SSVdAd

J01 3H

bs ¢ =Y
T
110 TYIM
T : ._mz<m ’
= NIHDVAN
¥ = bay
tHH M
- 4
— ¥

NI J4IM



WO 2010/071803 PCT/US2009/068659

20/30

FG. 11

STEEL REINFORCED FRAME
Z

£ Ve
7 7 y
/ 7 7
CONTAINER
WELDABLE WELDABLE
SUBPANELT  SUBPANEL? SIDE PANEL

FIG. 12



WO 2010/071803 PCT/US2009/068659

21/30
COMPOSITE JOINT
WITH EMBEDDED WIRES T0
PROVIDE CONNECTIVITY BETWEEN
ADJ?\IT COMPOSITE PANELS
| 7
| i
N SCREWTO
PROVIDE ELECT.
% \/ _ CONNECTION
PANEL
10 JOINT
/ rd
M
7 W
]NDIVI{AL
METAL FLANGE FOR
WALLPANELS by fTwED ™ PANEL-TO-PANEL

WELD CONNECTION

FiG. 12A



WO 2010/071803 PCT/US2009/068659

22/30
LEADS TO
DETECTION GRID
ME 11 INSIDE PANEL
FILLET \ | | 7
WELD

] | A //
= 2
XS | 2 SO
:.i D | | §

\

ME—T B J COMPOSITE JOINT
— F—{ ]\ HLLET  WITH EMBEDDED WIRES

WELD 70 PROVIDE SCREW TO PROVIDE

| (QURECTIVTY BETWEEK com«%rc{\?llrcvl\ %ROM

11— I COMPOSITE PANELY_ " CORRUGATED PANEL
: ~ T0 JOINT

FIG. 13



WO 2010/071803

PCT/US2009/068659

23/30

STEEL €O NTA{NER FRAME
SEISTUTTTY STEEL /R
W ot
:\: /: a J WELD
ME — STEEL FRAME
n | WELD
U M‘ { /STEEL\ | -
N\t 4 X 77
§ N0 WELD
-~ ME
FIG. 14B §
\B
- ™
FI6. 14C
STEEL FRAME

,::::::::\//STEEL [FRP

e

i

4
— ME

INSNONONNNNNNDN

iz

|11

FIG. 14A

A

WELD



WO 2010/071803 24/30 PCT/US2009/068659

1_




1_

WO 2010/071803 25/30

PCT/US2009/068659

32 40

I

0 A

1
" ‘.H..-a "

/3(3/36

>41

1

|

I|J
i
&
>
©

| Caa

6 31 2931 32

....................

e | AT .J--Ai--- T
i
I il \\ !

1| 33A H—
] _1'1
d’)

Ca | = | | | \\=|=

35B




WO 2010/071803 26/30 PCT/US2009/068659

40’\

— 48Bm~
:IG.18A48[ ()

52A

9)]

N

j

0C 00

o
g e P o o b2 d o

(3 o] \ o ° o o 2

of [ o b4 o o p o °

o S b ° ° o o >

o] \Je ° d o ° I\ o

4 S P ° ° o o >

ol Yo o d o o NS 9

. I\b o 0, q o o]\ pOd

o\ o o d o S NE 9

oot \ ke bod o o o o9\ Bo bod o
o o b9 o o d o o A\
Po% Po °q\ |od oq \ [° M N 2 o >
o b o ° d o o b o R
Lo bo o) o °d o0 ° o 0° o
o 202020\ Bo20202d \ 02020 0690050



WO 2010/071803 27/30 PCT/US2009/068659

1_

92 96 99 92A 96

100\ 1$7 f100
o J o
102A - . 102A
102~ o o P 102

—F'1G. 23A 104




WO 2010/071803 28/30 PCT/US2009/068659

1_

108 106 102B

102

AANANANAN 777 EUREANANARANARNANT ANRRRNAN 7NN Y
’/”"’"l Iy

74
T, ,/,l”
unnnnpnnnnny ’

/.
\" IS
\\\\\\\\\\\\\\“\\\\ll\\!

104 —

—T'1G.23B e

RN LA A
\\// '~ e

162 155A 151

—F'1G. 25 154B



WO 2010/071803 29/30 PCT/US2009/068659

1_
§/|/-\I/I/ / /I /17 / /7 Iy aN 8
> q\
s |/ -
« ),
3/ -
17T/ 7/ / H"
8/|/‘w////////////////////// O
S DR /| ©
I = /|l N
N / it > | ®'
r& —| H
N .
(Q\] 1
/ T/ 1717 /
(@)
§/|77<////////////_/_/_/_/_/_/{{/_/_/ %
] / N
~ ] -
. ! D
B/ : -
oV :
“ Vo1 Fr
§/|7\_/{{/_/_/_/_/_/_/_/{///////////4/ fg
| ] N
~f ! :'/ V)
<t : 1 | H
S / :
~ : ;
S /'/7/'/"/'/7'/////////////Fr




1_

WO 2010/071803

30/30

PCT/US2009/068659
102
200 230 210 200 220
) 7)Y ) )
..... ) [ [ [ [
[ - C_ [ [
: §|\40 bto EI_ZO 40 E+\41
ooart 234/ 214/ 204/ 224/
—F'1G. 27
|/300
- 200
-
2 220 —
f. —F'1G. 28
: /230
—'
300
(\
300— - 10
N LL 40 /
| |/4OB B
40C —F'1G. 29
vV L .
,40D



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - claims
	Page 50 - claims
	Page 51 - claims
	Page 52 - claims
	Page 53 - drawings
	Page 54 - drawings
	Page 55 - drawings
	Page 56 - drawings
	Page 57 - drawings
	Page 58 - drawings
	Page 59 - drawings
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings
	Page 71 - drawings
	Page 72 - drawings
	Page 73 - drawings
	Page 74 - drawings
	Page 75 - drawings
	Page 76 - drawings
	Page 77 - drawings
	Page 78 - drawings
	Page 79 - drawings
	Page 80 - drawings
	Page 81 - drawings
	Page 82 - drawings

