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ENDPOINT MIGRATION DETECTION

BACKGROUND

[0001] The Locator/Identity Separation Protocol (LISP) networking scheme may provide two
independent address spaces, namely Endpoint Identifier (EID) address and Routing Locator
(RLOC) address.

[0002] The EID address is an address of a host of an endpoint, used to identify the identity of
the host. The role of the EID address in the LISP is similar to a Domain Name System (DNS),
and the EID address possesses a separate address space. In the LISP network, the EID

address may be migrated independently of the RLOC address. During the migration of an
endpoint, the EID address of the host of the endpoint is changeless. The RLOC address is an
address of a LISP router, and may be routing forwarded in an Internet. The RLOC address

may be globally routed, and may be aggregated according to network topologies.

[0003] The endpoint may be a server, a virtual machine connected to a router, or a mobile

terminal, such as a mobile phone, an iPAD, a notebook computer.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] For a better understanding of the present disclosure, reference should be made to the
Detailed Description below, in conjunction with the following drawings in which like

reference numerals refer to corresponding parts throughout the figures.

[0005] FIG. 1 is a flow diagram illustrating a method for detecting immigration of an

endpoint according an example of the present disclosure.

[0006] FIG. 2 is a flow diagram illustrating a method for detecting immigration of an

endpoint according another example of the present disclosure.

[0007] FIG. 3 is a schematic diagram illustrating a LISP network in which a virtual machine
migrates from one network segment to another network segment according to examples of

the present disclosure.

[0008] FIG.4 is a schematic diagram illustrating a LISP network in which a virtual machine

migrates in the same network segment according to examples of the present disclosure.
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[0009] FIG.5 is a schematic diagram illustrating a device for detecting immigration of an

endpoint according an example of the present disclosure.

[0010] FIG. 6 is a schematic diagram illustrating a device for detecting immigration of an

endpoint according another example of the present disclosure.

DETAILED DESCRIPTION

[0011] Reference will now be made in detail to examples, which are illustrated in the
accompanying drawings. In the following detailed description, numerous specific details are
set forth in order to provide a thorough understanding of the present disclosure. Also, the
figures are illustrations of an example, in which modules or procedures shown in the figures
are not necessarily essential for implementing the present disclosure. In other instances, well-
known methods, procedures, components, and circuits have not been described in detail so as

not to unnecessarily obscure aspects of the examples.

[0012] At present, the migration detection of an endpoint is usually achieved through a
hardware chip of a router. When the hardware chip of the router cannot support the detection
function, the immigration of an endpoint cannot be detected by the router. In order to leave
the router free from the hardware chip, in examples of the present disclosure, software logic
is utilized to perform the migration detection of the endpoint by taking the place of the

hardware chip.

[0013] In an example, migration data may be sent to a LISP thread, and then the migration
detection of the endpoint may be performed by inquiring the data of the LISP thread. For
instance, the migration data may include initial configuration data and running data generated

during the running of the LISP thread.
[0014] The configuration data may include at least one of the followings.

[0015] 1) Dynamic-EID strategy configuration: the dynamic-EID strategy is used to specify

information of an immigration network segment.

[0016] Since the LISP network allows an endpoint to migrate from one data center to another
data center, it is necessary for an xTR to configure a dynamic-EID strategy to specify an

immigration network segment. The xTR is a router supporting the functions both of an
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Ingress Tunnel Router (ITR) and an Egress Tunnel Router (ETR).In the present disclosure,
the number of the network segments may be specified as required. An endpoint matching the
immigration network segment may immigrates, namely an endpoint of which the Internet

Protocol (IP) address is within the immigration network segment is permitted to immigrate.

[0017] 2) Interface migration configuration: in order to migrate in the same network segment,
it is necessary to configure an extend-subnet-mode command on an interface, on which an

endpoint immigration event should be detected.

[0018] In the scenario of migration in the same network segment, an extend-subnet-mode
command is configured on an interface, on which an endpoint immigration event should be
detected. If the extend-subnet-mode command is not configured on the interface, it may be a
scenario that an endpoint emigrated from this network segment re-immigrates to this network

segment, and an endpoint immigration event will not be reported.

[0019] Furthermore, in order to reduce unnecessary attack performed by illegal packets on an
interface, in the example, the dynamic-EID strategy may be enabled on the interface, on
which an endpoint immigration event should be detected (namely the interface on which the
immigration detection should be performed). Multiple dynamic-EID strategies may be
enabled on one interface. It is not necessary to perform endpoint immigration detection on an

interface, on which no dynamic-EID strategy is enabled.
[0020] Running data may include at least one of the followings.

[0021] 1) Configuration NullO route entry, namely a network segment route entry of which

the egress interface is null.

[0022] If the network segment of the interface on which the immigration detection should be
performed includes the immigration network segment configured by the dynamic-EID
strategy, it is determined that there is a direct route. In general, there exists a direct route in a
scenario of migration in the same network segment, namely a same-network segment
immigration scenario, and there is not a direct route in a scenario of migration from one
network segment to another network segment, namely a cross-network segment immigration
scenario. When there does not exist a direct route, the XTR will generates a NullO route entry

corresponding to the dynamic-EID strategy, and the NullO route entry may be called
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configuration NullO route entry. That is to say, a network segment route entry, of which the
egress interface is Null, is generated corresponding to the immigration network segment
specified by the dynamic-EID strategy. Since there does not exist a direct route in the cross-
network segment immigration scenario, the xXTR will generates a configuration NullO route

entry for detecting the cross-network segment immigration.

[0023] 2) Immigration host route entry, namely a host route entry of which the egress

interface is not null.

[0024] When an xTR reports an endpoint immigration event, the XTR may generate a 32-bit
immigration host route entry, of which the egress interface is the interface receiving a packet
of the endpoint. The immigration host route entry may be used to indicate that an endpoint
immigrates to the site, and when a sequent packet matches the immigration host route entry,
the endpoint immigration event will not be reported again. In addition, the xXTR will send a
map-register packet for the endpoint to a map-server (MS). When a condition for sending a
multicast map-notify packet is satisfied, the xXTR may also send a multicast map-notify packet

to other xXTRs in the same multicast group.

[0025] When receiving the map-register packet sent for the endpoint by the xXTR, the map-
server may determine whether information that the endpoint has been registered on an xTR in
another data center is recorded in the map-server, when the information is recorded in the
map-server, the map-server may send a map-notify packet to the xXTR in the another data

center, and update the register information of the endpoint.

[0026] 3) Emigration NullO route entry, namely a host route entry of which the egress

interface is null.

[0027] When an endpoint emigrates, the XTR may generate a 32-bit emigration Null0 route
entry to indicate that the endpoint emigrates from the site. That is to say, when receiving a
map-notify packet sent by the map-server or a multicast map-notify packet sent by that xTR,
the xTR in the another data center may determine whether there exists a immigration host
route entry, namely a host route entry of which the egress interface is not null, when there
exists the immigration host route entry, delete the immigration host route entry; and

determine whether there exists a configuration NullO route entry, when there exists the
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configuration NullO route entry, ignores the map-notify packet; when there does not exist the
configuration NullO route entry, corresponding to the IP address of the endpoint, generate a

host route entry, of which the egress interface is null, namely an emigration NullO route entry.

[0028] The process of performing endpoint migration detection by inquiring the data of the
LISP thread will be described in detail hereinafter.

[0029] FIG. 1 is a flow diagram illustrating a method for detecting immigration of an
endpoint according an example of the present disclosure. As shown in FIG.1, the method may

include the following processes.

[0030] At block 101, an xTR receives a packet sent by an endpoint, and searches for a

migration route entry from the xTR utilizing a source IP address of the packet.

[0031] The migration route entry may be an immigration host route entry, a configuration
NullO route entry, or an emigration NullO route entry. The configuration NullO route entry is a
network segment route entry of which the egress interface is null; the emigration NullO route
entry is a host route entry of which the egress interface is null. Namely, the configuration
NullO route entry and the emigration NullO route entry are respectively a route entry of which

the egress interface is null.

[0032] At block 102, when finding a route entry of which the egress interface is null (a
configuration Null0 route entry or an emigration Null0 route entry) , the XTR may report an

endpoint immigration event.

[0033] When the route entry of which the egress interface is null is the emigration NullO
route entry, it may indicate a scenario that an endpoint emigrated from this network segment
re-immigrates to this network segment. When the route entry of which the egress interface is
null is the configuration NullO route entry, it may indicate a scenario that an endpoint
immigrates to this network segment for the first time, namely a cross-network segment

immigration scenario.

[0034] When finding an immigration host route entry, for instance, a route entry with a 32-bit

IP address, the xXTR may not report the endpoint immigration event.
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[0035] When not finding a route entry of which the egress interface is null or the immigration
host route entry, the xXTR may determine whether the source IP address of the packet and the
IP address of the interface receiving the packet belong to the same network segment, when
determining that the source IP address of the packet and the IP address of the interface
receiving the packet belong to the same network segment, the XTR may further determine
whether an extend-subnet-mode command is configured on the interface receiving the packet,
and when the extend-subnet-mode command is configured on the interface receiving the
packet, report the endpoint immigration event; when determining that the source IP address
of the packet and the IP address of the interface receiving the packet do not belong to the
same network segment, or when the extend-subnet-mode command is not configured on the

interface receiving the packet, not report the endpoint immigration event.

[0036] When determining that the source IP address of the packet and the IP address of the
interface receiving the packet do not belong to the same network segment, the XTR may not

report the endpoint immigration event.

[0037] FIG. 2 is a flow diagram illustrating a method for detecting immigration of an
endpoint according another example of the present disclosure. As shown in FIG.2, the

method may include the following processes.
[0038] At block 201, an xTR receives a packet sent by an endpoint.

[0039] At block 202, the xTR determines whether a dynamic-EID strategy is enabled on the
interface receiving the packet, when the dynamic-EID strategy is enabled on the interface

receiving the packet, block 203 is performed; otherwise, block 208 is performed.

[0040] At block 203, the xXTR determines whether a source IP address of the packet matches
an immigration network segment specified by the enabled dynamic-EID strategy, when the
source IP address of the packet matches the immigration network segment specified by the

enabled dynamic-EID strategy, block 204 is performed; otherwise, block 208 is performed.

[0041] In the example, the longest matching principle may be utilized to perform the match
of the source IP address of the packet with the immigration network segment specified by the

enabled dynamic-EID strategy.
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[0042] In the example, the execution sequence of block 202 and block 203 is not limited to
sequence shown in FIG.2, for example, block 203 may be executed before block 202, namely,
the xTR may determine whether a source IP address of the packet matches an immigration
network segment specified by the enabled dynamic-EID strategy first, and when the source IP
address of the packet matches the immigration network segment specified by the enabled
dynamic-EID strategy, the xXTR determines whether a dynamic-EID strategy is enabled on the
interface receiving the packet, and when the dynamic-EID strategy is enabled on the interface

receiving the packet, block 204 is performed.

[0043] At block 204, the xTR locally searches for a migration route entry utilizing the source
IP address of the packet. When finding an immigration host route entry, block 208 is
performed; when finding a route entry of which the egress interface is null, block 207 is
performed; when not finding a route entry of which the egress interface is null or the

immigration host route entry , block 205 is performed.

[0044] The route entry of which the egress interface is null may be a configuration Null0
route entry or an emigration NullO route entry. When the route entry of which the egress
interface is null is the emigration NullO route entry, it may indicate a scenario that an
endpoint emigrated from this network segment re-immigrates to this network segment. When
the route entry of which the egress interface is null is the configuration NullO route entry, it
may indicate a scenario that an endpoint immigrates to this network segment from other

network segment.

[0045] When there exist simultaneously the configuration NullO route entry and the
immigration host route entry, the immigration host route entry will be found first, and the

configuration NullO route entry will not be found.

[0046] At block 205, the xTR determines whether the source IP address of the packet and the
IP address of the interface receiving the packet belong to the same network segment, when
the source IP address of the packet and the IP address of the interface receiving the packet
belong to the same network segment, block 206 is performed; otherwise, block 208 is

performed.
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[0047] At block 206, the xXTR determines whether an extend-subnet-mode command is
configured on the interface receiving the packet, when the extend-subnet-mode command is
configured on the interface receiving the packet, block 207 is performed; otherwise, block

208 is performed.

[0048] At block 207, the xTR reports the endpoint immigration event, and generates an
immigration host route entry corresponding to the source IP address of the packet, of which
the egress interface is the interface receiving the packet. According to the immigration host
route entry, the endpoint immigration event will not be reported again when a sequent packet

matches the immigration host route entry.

[0049] In the example, when the xTR reports the endpoint immigration event to a CPU of the
xTR, and the CPU performs the relevant processing, the XTR may send a map-register packet

for the endpoint to a map-server.

[0050] When a condition for sending a multicast map-notify packet is satisfied, the XTR may
also send a multicast map-notify packet to other xTRs in the same multicast group. When
receiving the multicast map-notify packet, the xXTRs in the same multicast group may send a
valid forwarding route entry to the forwarding layer of the router, and the xTRs in a different
multicast group may send an invalid forwarding route entry to the forwarding layer of the

router.

[0051] When receiving the map-register packet sent for the endpoint by the xTR, the map-
server may determine whether information that the endpoint has been registered on an xTR in
another data center is recorded in the map-server, when the information is recorded in the
map-server, the map-server may send a map-notify packet to the xXTR in the another data

center, and update the register information of the endpoint.

[0052] When receiving a map-notify packet sent by the map-server or a multicast map-notify
packet sent by that XTR, the xTR in the another data center may determine whether there
exists a immigration host route entry, namely a host route entry of which the egress interface
is not null, when there exists the immigration host route entry, delete the immigration host
route entry; and determine whether there exists a configuration NullO route entry, when there

exists the configuration NullO route entry, ignores the map-notify packet; when there does not
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exist the configuration NullO route entry, corresponding to the IP address of the endpoint,
generate a host route entry, of which the egress interface is null, namely an emigration Null0

route entry.
[0053] At block 208, the xXTR does not report the endpoint immigration event.

[0054] In can be seen from above examples, a dynamic-EID strategy may be configured to
specify an immigration network segment, so that an endpoint of which the IP address is
within the immigration network segment may immigrate. In addition, the dynamic-EID
strategy may be enabled on an interface, on which an endpoint immigration event should be
detected, so that endpoint immigration detection may be performed on the interface, namely
the endpoint immigration detection may be performed in a limited range. By performing the
endpoint immigration detection on a software level, the router may be not limited by the

hardware.

[0055] The process of detecting an endpoint migration in one network segment and cross
different network segments will be respectively described in detail hereinafter by taking a

virtual machine as example.

[0056] FIG. 3 is a schematic diagram illustrating a LISP network in which a virtual machine
migrates from one network segment to another network segment according to examples of

the present disclosure.

[0057] In FIG.3, xTR1 in data center (DC) 1 and xTR2 in data center (DC) 2 are respectively
configured with a dynamic-EID strategy in which an immigration network segment
10.17.1.0/24 is specified. The dynamic-EID strategy is respectively enabled on the interface 1
of xXTR1 and the interface 2 of XTR2. The address of the interface 1 is 10.17.1.5/24, and the
address of the interface 2 is 10.17.2.9/24. Because there is not a direct route corresponding to
the network segment 10.17.1.0/24 on xTR2, xTR2 generates a network segment route entry

of which the egress interface is null, namely a configuration NullO route entry.

[0058] At first, the procedure that virtual machine (VM) B goes online in DC1 will be

described hereinafter.
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[0059] VM B (of which the IP address is 10.17.1.65/32) goes online in DC1, and sends a
gratuitous ARP packet.

[0060] XTR1 receives the gratuitous ARP packet sent by VM B through the interface 1, and
determines that the source IP address of the gratuitous ARP packet matches the immigration
network segment specified by the dynamic-EID strategy enabled on the interface 1, and
searches for a migration route entry utilizing the source IP address of the gratuitous ARP
packet. xXTR1 does not find a migration route entry, namely not find an immigration host
route entry (the host route entry corresponding to the IP address 10.17.1.65/32), or a
configuration NullO route entry (the network segment route entry of which the egress
interface is null). XTR1 further determines that the IP address of the interface 1 and the
source IP address of the gratuitous ARP packet belong to the same network segment, and no
extend-subnet-mode command is configured on the interface 1, xXTR1 does not report a VM B

immigration event, namely VM B is not deemed as a VM immigrating to DC1.

[0061] Secondly, the procedure that VM B migrates from DC1 to DC2, and sends an IP data
packet to xXTR2 in DC2 will be described hereinafter.

[0062] XTR2 receives an IP data packet sent by VM B through the interface 2, and
determines that the source IP address of the IP data packet matches the immigration network
segment specified by the dynamic-EID strategy enabled on the interface 2, searches for a
migration route entry utilizing the source IP address of the IP data packet, and finds a
configuration NullO route entry, namely, utilizing the source IP address 10.17.1.65/32, finds a
network segment route entry, of which the egress interface is null, corresponding to the
network segment 10.17.1.0/24. XTR2 reports a VM B immigration event, and corresponding
to the source IP address 10.17.1.65/32 of VM B, generates a host route entry of which the
egress interface is the interface 2 receiving the IP data packet, namely an immigration host

route entry.

[0063] Subsequently, when receiving a packet sent by the VM B again, and finding the
immigration host route entry corresponding to the source IP address 10.17.1.65/32 of the

packet, xTR2 will not report the VM B immigration event.
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[0064] When xTR2 reports the VM B immigration event to a CPU of the xXTR2, and the CPU
performs the relevant processing, xTR2 sends a map-register packet for VM B to a map-

SCrver.

[0065] When receiving the map-register packet sent for VM B by xTR2, and determining that
VM B has been registered on xTR1, the map-server may send a map-notify packet to the
xTR1 in DC1, and update the register information of VM B.

[0066] When receiving the map-notify packet sent by the map-server, xXTR1 in DC1
determines that there is not an immigration host route entry corresponding to the IP address
10.17.1.65/32, and generates an emigration NullO route entry corresponding to the IP address,
namely a host route entry corresponding to the IP address, of which the egress interface is
nulLto indicate that the address 10.17.1.65/32 is an IP address of a VM which emigrates from
DCI.

[0067] So far, the process that VM B migrates from DC1 to DC2 is terminated.

[0068] When VM B migrates from DC2 to DC1, and sends a data packet to xTR1 in DCI1,
after receiving the data packet sent by VM B, xTR1 will find the emigration NullO route entry
according to the source IP address 10.17.1.65/32, and will report a VM B immigration event.

[0069] FIG.4 is a schematic diagram illustrating a LISP network in which a virtual machine

migrates in the same network segment according to examples of the present disclosure.

[0070] In FIG.4, xTR1 in DC 1 and xTR2 in DC 2 are respectively configured with a
dynamic-EID strategy in which an immigration network segment 10.17.1.0/24 is specified.
The dynamic-EID strategy is respectively enabled on the interface 1 of XTR1 and the
interface 2 of xXTR2. The address of the interface 1 is 10.17.1.5/24, and the address of the
interface 2 is 10.17.1.9/24. Because the virtual machine immigration is performed in the same
network segment, it is necessary to configure an extend-subnet-mode command on both the
interface 1 and the interface 2. In the LISP network shown in FIG.4, xTRs in different DCs

may communicated with each other via a configured layer-2.
[0071] At first, the procedure that VM B goes online in DC1 will be described hereinafter.

[0072] VM B goes online in DC1, and sends a gratuitous ARP packet to xTR1

- 11 -
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[0073] XTR1 receives the gratuitous ARP packet sent by VM B through the interface 1, and
does not find a route entry of which the egress interface is null. XTR1 determines that the 1P
address of the interface 1 and the source IP address of the gratuitous ARP packet belong to
the same network segment, and an extend-subnet-mode command is configured on the

interface 1, xXTR1 reports a VM B immigration event.

[0074] After detecting the immigration of VM B, xTR1 generates an immigration host route
entry, namely a host route entry, corresponding to the IP address 10.17.1.65/32, of which the
egress interface is the interface 1, and sends a multicast map-notify packet to a multicast

group configured on the interface 1.

[0075] XTR1 simultaneously sends a map-register packet to a map-server to register VM B,
after receiving the map-register packet sent by xTR1, the map-server records register

information of VM B registered on xTR1.

[0076] When receiving the multicast map-notify packet sent by xXTR1, xTR2 determines
whether there is a host route entry corresponding to the IP address 10.17.1.65/32, when there
is not the host route entry corresponding to the IP address 10.17.1.65/32, generates an
emigration NullO route entry, namely a host route entry corresponding to the IP address, of
which the egress interface is null; when there is the host route entry corresponding to the IP
address 10.17.1.65/32 and the egress interface of the host route entry is null, remain
unchanged; when there is the host route entry corresponding to the IP address 10.17.1.65/32
and the egress interface is not null, namely there is an immigration host route entry, deletes

the immigration host route entry, and generates an emigration NullO route entry.

[0077] Secondly, the procedure that VM B migrates from DC1 to DC2 will be described

hereinafter.
[0078] VM B sends a data packet to xTR2 in DC2.

[0079] XTR2 receives the data packet sent by VM B, and finds an emigration NullO route
entry corresponding to the source IP address 10.17.1.65/32 of the data packet, namely a host
route entry corresponding to the source IP address 10.17.1.65/32, and the egress interface of

the host route entry is null, XTR2 reports a VM B immigration event.
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[0080] After detecting the immigration of VM B, xTR2 generates an immigration host route
entry, namely a host route entry, corresponding to the IP address 10.17.1.65/32, of which the
egress interface is the interface 2, and sends a multicast map-notify packet to a multicast
group configured on the interface 2; sends a map-register packet to the map-server to register
VM B. After updating the register information of VM B, the map-server sends a map-notify
packet to xTR1.

[0081] When receiving the multicast map-notify packet sent by xXTR2 or the map-notify
packet sent by the map-server, XTR1 determines that there is a host route entry corresponding
to the IP address 10.17.1.65/32 and the egress interface of the host route entry is the interface
1, namely an immigration host route entry corresponding to the IP address 10.17.1.65/32,
xTR1 deletes the immigration host route entry, and generates an emigration NullO route entry

corresponding to the IP address 10.17.1.65/32.
[0082] So far, the process that VM B migrates from DC1 to DC2 is terminated.

[0083] When VM B migrates from DC2 to DC1, the process is similar to above description,

and no further descriptions will be provided here.

[0084] Examples in the present disclosure also provide a device for detecting immigration of
an endpoint, which may be applied to an xXTR in the LISP network. FIG.5 is a schematic
diagram illustrating a device for detecting immigration of an endpoint according an example
of the present disclosure. As shown in FIG.5, the device may include a configuring and

storing unit 501, a receiving unit 502, a matching unit 503 and a processing unit 504.

[0085] The configuring and storing unit 501 is adapted to configure a dynamic-EID strategy
to specify an immigration network segment; and generate a configuration NullO route entry
corresponding to the immigration network segment, when determining to perform cross-
network segment endpoint immigration detection according to the immigration network

segment.

[0086] The receiving unit 502 is adapted to receive a packet sent by an endpoint.
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[0087] The matching unit 503 is adapted to, when the receiving unit 502 receives the packet
sent by the endpoint, search for a migration route entry from the configuring and storing unit

501 utilizing a source IP address of the packet.

[0088] The processing unit 504 is adapted to, when the matching unit503 finds a route entry
of which the egress interface is null, report an endpoint immigration event. The route entry of
which the egress interface is null may be a configuration NullO route entry or an emigration
NullO route entry. When the route entry of which the egress interface is null is the emigration
NullO route entry, it may indicate a scenario that an endpoint emigrated from this network
segment re-immigrates to this network segment. When the route entry of which the egress
interface is null is the configuration NullO route entry, it may indicate a scenario that an
endpoint immigrates to this network segment from other network segment for the first time,

namely a cross-network segment immigration scenario.

[0089] In an example, the processing unit 504 is further adapted to, when the matching unit
503 finds an immigration host route entry, namely a host route entry of which the egress

interface is not null, not report the endpoint immigration event.

[0090] In an example, the configuring and storing unit 501 is further adapted to configure an
extend-subnet-mode command on an interface on which an endpoint immigration event
should be detected when determining to perform same-network segment endpoint
immigration detection according to the immigration network segment specified by the

dynamic-EID strategy.

[0091] The processing unit 504 is further adapted to, when the matching unit 503 does not
find a migration route entry, namely a route entry of which the egress interface is null or an
immigration host route entry, determine whether a source IP address of the packet and the IP
address of the interface receiving the packet belong to the same network segment, when the
source IP address of the packet and the IP address of the interface receiving the packet belong
to the same network segment, determine whether an extend-subnet-mode command is
configured on the interface receiving the packet, when the extend-subnet-mode command is
configured on the interface receiving the packet, report the endpoint immigration event; when

the source IP address of the packet and the IP address of the interface receiving the packet do
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not belong to the same network segment, or when the extend-subnet-mode command is not

configured on the interface receiving the packet, not report the endpoint immigration event.

[0092] In an example, the receiving unit 502 is further adapted to receive a map-notify packet.
The map-notify packet may be sent by a map-server or an XTR in another data center for

indicating that the endpoint immigrates to that data center.

[0093] The configuring and storing unit 501 is further adapted to, when the receiving unit
receives the map-notify packet, determine whether there is an immigration host route entry
corresponding to the endpoint, when there is the immigration host route entry, delete the
immigration host route entry, and determine whether there is a configuration NullO route
entry, when there is the configuration NullO route entry, ignore the packet; when there is not
the configuration NullO route entry, generate an emigration NullO route entry corresponding
to the IP address of the endpoint; when the processing unit 504 reports the endpoint
immigration event, generate an immigration host route entry corresponding to the IP address
of the endpoint, and the egress interface of the immigration host route entry is the interface

receiving the packet.

[0094] In an example, the configuring and storing unit 501 is further adapted to enable the
dynamic-EID strategy on an interface, on which an endpoint immigration event should be

detected.

[0095] The processing unit 504 is further adapted to, when the receiving unit 502 receives the
packet sent by the endpoint, and when determining that the dynamic-EID strategy is enabled
on the interface receiving the packet, and the source IP address of the packet matches the
immigration network segment specified by the enabled dynamic-EID strategy, instruct the
matching unit 503 to search for a migration route entry utilizing the source IP address of the
packet; when determining that the dynamic-EID strategy is not enabled on the interface
receiving the packet, or the source IP address of the packet does not match the immigration
network segment specified by the enabled dynamic-EID strategy, not report the endpoint

immigration event.

[0096] The units in the device in above examples disclosed herein may be distributed in the

device of the examples according to the descriptions of the examples, and may also be varied
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to be located in one or more devices different from that of the examples. The units of the
above examples may be integrated into one unit or may be further divided into multiple sub-

units.

[0097] FIG. 6 is a schematic diagram illustrating a device for detecting immigration of an
endpoint according another example of the present disclosure. As shown in FIG.6, the device
may include a non-transitory storage medium 610, a processor 620 in communication with

the non-transitory storage medium 610 and an interface 630.

[0098] The non-transitory storage medium 610 may be configured to store a group of
instructions for detecting immigration of an endpoint which may be executed by the
processor 620 to implement the operations of any one of the methods shown in FIG.1 to

FIG.4, or the operations of the units in the device shown in FIG.5.

[0099] As can be seen, in examples of the present disclosure, when receiving a packet sent by
an endpoint, an xTR may, according to a source IP address of the packet and an IP address of
an interface receiving the packet, determine whether an endpoint immigration event should
be reported. Thus, the endpoint immigration may be detected without depending on the
hardware. In addition, by configuring a dynamic-EID strategy, the immigration detection of

an endpoint within a specific network segment may be achieved according to requirements.

[00100] The foregoing description, for purpose of explanation, has been described with
reference to specific examples. However, the illustrative discussions above are not intended
to be exhaustive or to limit the present disclosure to the precise forms disclosed. Many
modifications and variations are possible in view of the above teachings. The examples were
chosen and described in order to best explain the principles of the present disclosure and its
practical applications, to thereby enable others skilled in the art to best utilize the present
disclosure and various examples with various modifications as are suited to the particular use

contemplated.

[00101] The above examples may be implemented by hardware, software, firmware, or a
combination thereof. For example the various methods, processes and functional modules
described herein may be implemented by a processor (the term processor is to be interpreted

broadly to include a CPU, processing unit/module, ASIC, logic module, or programmable

- 16 -



WO 2016/180351 PCT/CN2016/081832

gate array, etc.). The processes, methods and functional modules may all be performed by a
single processor or split between several processors; reference in this disclosure or the claims
to a ‘processor’ should thus be interpreted to mean ‘one or more processors’. The processes,
methods and functional modules are implemented as machine readable instructions
executable by one or more processors, hardware logic circuitry of the one or more processors
or a combination thereof. The modules, if mentioned in the aforesaid examples, may be
combined into one module or further divided into a plurality of sub-modules. Further, the
examples disclosed herein may be implemented in the form of a software product. The
computer software product is stored in a non-transitory storage medium and comprises a
plurality of instructions for making an electronic device implement the method recited in the

examples of the present disclosure.
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CLAIMS

WHAT IS CLAIMED IS:

1. A method for detecting immigration of an endpoint, comprising:

configuring, by an xXTR in a Locator/Identity Separation Protocol (LISP) network, a
dynamic-Endpoint Identifier (EID) strategy to specify an immigration network
segment; and generating a configuration NullO route entry corresponding to
the immigration network segment when determining to perform cross-network
segment endpoint immigration detection;

receiving a packet sent by an endpoint, and searching for a route entry utilizing a
source Internet Protocol (IP) address of the packet; and

reporting an endpoint immigration event when finding the configuration NullO route

entry.

2. The method according to claim 1, after reporting the endpoint immigration event,
further comprising;:
generating an immigration host route entry corresponding to the source IP address of

the packet, and the egress interface is an interface receiving the packet.

3. The method according to claim 2, further comprising:
not reporting the endpoint immigration event when finding the immigration host route

entry.

4. The method according to claim 2, further comprising:

determining whether the source IP address of the packet and an IP address of the
interface receiving the packet belong to a same network segment, when not
finding the configuration NullO route entry or the immigration host route entry;
and

determining whether an extend-subnet-mode command is configured on the interface
receiving the packet when determining that the source IP address of the packet
and the IP address of the interface receiving the packet belong to the same
network segment; and when the extend-subnet-mode command is configured

on the interface receiving the packet, reporting the endpoint immigration event;
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when determining that the source IP address of the packet and the IP address of the
interface receiving the packet do not belong to the same network segment, or
when the extend-subnet-mode command is not configured on the interface

receiving the packet, not reporting the endpoint immigration event.

5. The method according to claim 2, further comprising:

receiving a map-notify packet indicating that the endpoint emigrates to another data
center sent by a map-server or an XTR in the another data center, determining
whether there is an immigration host route entry corresponding to the endpoint,
when there is the immigration host route entry corresponding to the endpoint,
deleting the an immigration host route entry corresponding to the endpoint,
and determining whether there is a configuration NullO route entry, when there
is the configuration NullO route entry, ignoring the packet; when there is not
the configuration NullO route entry, generating an emigration NullO route

entry corresponding to the IP address of the endpoint.

6. The method according to claim 5, further comprising:
reporting the endpoint immigration event when finding the emigration route entry

corresponding to the endpoint.

7. The method according to claim 1, after receiving the packet sent by an endpoint,
and before searching for the route entry, further comprising:

determining whether the dynamic-EID strategy is enabled on the interface receiving
the packet and whether the source IP address of the packet matches the
immigration network segment specified by the enabled dynamic-EID strategy;
and

searching for the route entry utilizing the source IP address of the packet, when
determining that the dynamic-EID strategy is enabled on the interface
receiving the packet and the source IP address of the packet matches the

immigration network segment specified by the enabled dynamic-EID strategy.

-19-



WO 2016/180351 PCT/CN2016/081832

8. A device for detecting immigration of an endpoint, applied to an xXTR in a
Locator/Identity Separation Protocol (LISP) network, comprising: a processor and a non-
transitory storage medium in communication with the processor;

the non-transitory storage medium stores a group of instructions which may be

executed by the processor to:

configure a dynamic- Endpoint Identifier (EID) strategy to specify an immigration

network segment; and generate a configuration NullO route entry
corresponding to the immigration network segment, when determining to
perform cross-network segment endpoint immigration detection according to
the immigration network segment;

receive a packet sent by an endpoint;

search for a migration route entry utilizing a source Internet Protocol (IP) address of

the packet;

when finding the configuration NullO route entry, report an endpoint immigration

event.,

9. The device according to claim 8, wherein, the processor is further to:
when reporting the endpoint immigration event, generate an immigration host route
entry corresponding to the IP address of the endpoint, and the egress interface

of the immigration host route entry is the interface receiving the packet.

10. The device according to claim 9, wherein, the processor is further to:
when finding an immigration host route entry, not report the endpoint immigration

event.,

11. The device according to claim 8, wherein, the processor is further to:

configure an extend-subnet-mode command on an interface on which an endpoint
immigration event should be detected when determining to perform same-
network segment endpoint immigration detection according to the immigration
network segment specified by the dynamic-EID strategy; and

when not finding the configuration NullO route entry or the immigration host route
entry, determine whether a source IP address of the packet and the IP address

of the interface receiving the packet belong to the same network segment,
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when the source IP address of the packet and the IP address of the interface
receiving the packet belong to the same network segment, determine whether
an extend-subnet-mode command is configured on the interface receiving the
packet, when the extend-subnet-mode command is configured on the interface
receiving the packet, report the endpoint immigration event; when the source
IP address of the packet and the IP address of the interface receiving the
packet do not belong to the same network segment, or when the extend-
subnet-mode command is not configured on the interface receiving the packet,

not report the endpoint immigration event.

12. The device according to any one of claims 8 to 11, wherein, the processor is
further to:

receive a map-notify packet; and

determine whether there is an immigration host route entry corresponding to the
endpoint, when there is the immigration host route entry, delete the
immigration host route entry, and determine whether there is a configuration
NullO route entry, when there is the configuration NullO route entry, ignore the
packet; when there is not the configuration NullO route entry, generate an

emigration NullO route entry corresponding to the IP address of the endpoint.

13. The device according to claim 12, wherein, the processor is further to:

when finding an emigration NullO route entry, report the endpoint immigration event.

14. The device according to any one of claims 8 to 11, wherein, the processor is
further to:

enable the dynamic-EID strategy on an interface, on which an endpoint immigration
event should be detected;

when receiving the packet sent by the endpoint, and when determining that the
dynamic-EID strategy is enabled on the interface receiving the packet, and the
source IP address of the packet matches the immigration network segment
specified by the enabled dynamic-EID strategy, search for a migration route
entry utilizing the source IP address of the packet; when determining that the

dynamic-EID strategy is not enabled on the interface receiving the packet, or
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the source IP address of the packet does not match the immigration network
segment specified by the enabled dynamic-EID strategy, not report the

endpoint immigration event.
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