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(57) ABSTRACT 
A method, apparatus and computer readable medium for 
maintaining two variables per port member of a network 
device which is part of a Split Multi Link Trunk/Link Aggre 
gation Group (SMLT/LAG) is presented. A first variable com 
prising a link status variable reflecting a link status, and a 
second variable comprising a forwarding status variable 
reflecting a forwarding status of a forwarding plane with 
respect to the port are provided, the link status variable and 
the forwarding status variable in a first state when the port is 
operating properly. A failure related to the port is detected. 
The link status variable is set to a second state, and the 
forwarding status variable is set to a second state. 

20 Claims, 4 Drawing Sheets 
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MAINTAINING TWO VARIABLESPERPORT MEMBER OF A NETWORK 
DEVICE WHICH IS PART OF A SPLIT MULTILINK TRUNK/LINK 

AGGREGATION GROUP (SMLTILAG), A FIRST WARIABLE COMPRISING 
A LINK STATUS WARIABLE REFLECTING A LINK STATUS, ANDA 

SECOND WARIABLE COMPRISINGA FORWARDING STATUS WARIABLE 
REFLECTING A FORWARDING STATUS OF A FORWARDING PLANE 
WITH RESPECT TO SAID PORT, SADLINK STATUS VARIABLE AND 

SAID FORWARDING STATUS VARIABLE IN A FIRST STATE WHENSAD 
PORTS OPERATING PROPERLY 

THE METHOD OF CLAIM1 WHEREINSAID FIRST STATE OF SAID 
LINK STATUS VARIABLE COMPRISES A UP STATE INDICATING 

SAID NETWORKDEVICE ISABLE TO RECEIVE PACKETS, 
WHEREINSAID SECOND STATE OF SADLINK STATUS WARIABLE 

COMPRISESADOWN STATE INDICATING SAID NETWORK 
DEVICE IS UNABLE TO RECEIVE PACKETS, WHEREINSAID FIRST 
STATE OF SAID FORWARDING STATUS VARIABLE COMPRISESA 
READY STATE INDICATING SAD NETWORK DEVICE ISABLE TO 
FORWARD PACKETS, AND WHEREINSAID SECOND STATE OF 
SAID FORWARDING STATUS VARIABLE COMPRISES A NOT 

READY STATE INDICATING SAD NETWORK DEVICE IS UNABLE 
TO FORWARD PACKETS 

102 
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METHOD AND APPARATUS FOR LOSSLESS 
LINK RECOVERY BETWEEN TWO DEVICES 

INTERCONNECTED VA MULTILINK 
TRUNKALINKAGGREGATION GROUP 

(MLT/LAG) 

BACKGROUND 

Data communication networks may include various com 
puters, servers, nodes, routers, Switches, hubs, proxies, and 
other devices coupled to and configured to pass data to one 
another. These devices are referred to herein as “network 
elements.” and may provide a variety of network resources on 
a network. Data is communicated through data communica 
tion networks by passing protocol data units (such as packets, 
cells, frames, or segments) between the network elements 
over communication links on the network. A particular pro 
tocol data unit may be handled by multiple network elements 
and cross multiple communication links as it travels between 
its source and its destination over the network. Hosts such as 
computers, telephones, cellular telephones, Personal Digital 
Assistants, and other types of consumer electronics connect 
to and transmit/receive data over the communication network 
and, hence, are users of the communication services offered 
by the communication network. 

Network elements are typically implemented to have a 
control plane that controls operation of the network element 
and a data plane that handles traffic flowing through the 
network. The data plane typically will have a collection of 
line cards having ports that connect to links on the network. 
Data is received at a particular port, switched within the data 
plane, and output at one or more other ports onto other links 
on the network. To enable the data to be handled quickly, the 
data plane is typically implemented in hardware so that all of 
the decisions as to how to handle the data are performed using 
hardware lookups, etc. 
Two or more links may be grouped to form a Multi-Link 

Trunk (MLT). MLT is a method of link aggregation that 
allows multiple point-to-point links to be aggregated together 
in order to provide a single logical trunk. An MLT provides 
the combined bandwidth of the multiple links, as well as the 
physical layer protection against failure of any single link. 
Each MLT is assigned a MLT group ID (MLT-ID), which is a 
global value within the cluster and unique across the cluster 
nodes. An MLT with all its port members only on one node is 
referred to as a normal MLT group. An MIT group where its 
port members are on two or more nodes is referred to as a Split 
MLT or SMLT group. Link Aggregation Group (LAG) uses 
multiple network cables/ports in parallel to increase the link 
speed beyond the limits of any one single cable orport, and to 
increase the redundancy for higher availability. While the 
description below and the Figures refer to a SMLT, the same 
concepts apply to MLT and LAG and the terms SMLT, MLT, 
LAG and MIT/LAG and SMLT/LAG are used interchange 
ably throughout the rest of the application. 

SUMMARY 

MLT/LAG (Multi Link Trunk/Link Aggregation Group) is 
a solution to two problems with Ethernet connections: band 
width limitation and lack of redundancy. MIT/LAG provides 
a method to control the bundling of several physical ports 
together to form a single logical channel. Flow hashing is 
typically used to load balance the flows across the bundle. 
When a physical link or port member fails, the sender redis 
tributes the flows across the remaining port members within 
the bundle. When the failed port through a recovery process 
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2 
eventually comes back online, the sender again distributes the 
flows across all ports within the bundle as it was prior to the 
failure. If this recovery process is not handled correctly, it will 
result in packet loss. 

Conventional mechanisms such as those explained above 
suffer from a variety of deficiencies. One such deficiency is 
that in conventional link recovery for an MLT/LAG environ 
ment, there exists an amount of time when a node is detected 
as being recovered and that nodes ability to forward packets is 
not yet fully operational. This is due to the starting up of 
protocols, building of forwarding tables, and the like. Any 
packets sent to the recovered node during this time can be 
dropped. 

Embodiments of the invention significantly overcome Such 
deficiencies and provide mechanisms and techniques that 
provide a recovery method that is completely lossless. In a 
particular embodiment of a method for performing lossless 
link recovery between two devices interconnected by way of 
a MLT/LAG, the method includes maintaining two variables 
per port member of a network device which is part of a Split 
Multi Link Trunk/Link Aggregation Group (SMLT/LAG), a 
first variable comprising a link status variable reflecting a link 
status, and a second variable comprising a forwarding status 
variable reflecting a forwarding status of a forwarding plane 
with respect to the port, the link status variable and the for 
warding status variable in a first state when the port is oper 
ating properly. The method further includes detecting a fail 
ure related to the port. Additionally the method includes 
setting the link status variable to a second state and setting the 
forwarding status variable to a second state. The method also 
includes detecting when the port becomes available and set 
ting the forwarding status variable back to the first state. 
Additionally, the method includes transmitting a message to a 
peer network device and receiving a message from the peer 
device. Further, the method includes setting the link state 
variable back to the first state and resuming packet forward 
ing operations for the port. 

Other embodiments include a computer readable medium 
having computer readable code thereon for providing per 
forming lossless link recovery between two devices intercon 
nected by way of a MLT/LAG. The computer readable 
medium includes instructions for maintaining two variables 
per port member of a network device which is part of a Split 
Multi Link Trunk/Link Aggregation Group (SMLT/LAG), a 
first variable comprising a link status variable reflecting a link 
status, and a second variable comprising a forwarding status 
variable reflecting a forwarding status of a forwarding plane 
with respect to the port, the link status variable and the for 
warding status variable in a first state when the port is oper 
ating properly. The computer readable medium further 
includes instructions for detecting a failure related to the port. 
Additionally the computer readable medium includes 
instructions for setting the link status variable to a second 
state and setting the forwarding status variable to a second 
state. The computer readable medium also includes instruc 
tions for detecting when the port becomes available and set 
ting the forwarding status variable back to the first state. 
Additionally, the computer readable medium includes 
instructions for transmitting a message to a peer network 
device and receiving a message from the peer device. Further, 
the computer readable medium includes instructions for set 
ting the link state variable back to the first state and resuming 
packet forwarding operations for the port. 

Still other embodiments include a computerized device 
(e.g. a network device), configured to process all the method 
operations disclosed herein as embodiments of the invention. 
In Such embodiments, the computerized device includes a 
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memory system, a processor, communications interface in an 
interconnection mechanism connecting these components. 
The memory system is encoded with a process that provides 
lossless link recovery as explained herein that when per 
formed (e.g. when executing) on the processor, operates as 
explained herein within the computerized device to perform 
all of the method embodiments and operations explained 
herein as embodiments of the invention. Thus any computer 
ized device that performs or is programmed to perform the 
processing explained herein is an embodiment of the inven 
tion. 

Other arrangements of embodiments of the invention that 
are disclosed herein include Software programs to perform 
the method embodiment steps and operations Summarized 
above and disclosed in detail below. More particularly, a 
computer program product is one embodiment that has a 
computer-readable medium including computer program 
logic encoded thereon that when performed in a computer 
ized device provides associated operations providing lossless 
link recovery as explained herein. The computer program 
logic, when executed on at least one processor with a com 
puting system, causes the processor to perform the operations 
(e.g., the methods) indicated herein as embodiments of the 
invention. Such arrangements of the invention are typically 
provided as Software, code and/or other data structures 
arranged or encoded on a computer readable medium such as 
an optical medium (e.g., CD-ROM), floppy or hard disk or 
othera medium Such as firmware or microcode in one or more 
ROM or RAM or PROM chips or as an Application Specific 
Integrated Circuit (ASIC) or as downloadable software 
images in one or more modules, shared libraries, etc. The 
Software or firmware or other Such configurations can be 
installed onto a computerized device to cause one or more 
processors in the computerized device to perform the tech 
niques explained herein as embodiments of the invention. 
Software processes that operate in a collection of computer 
ized devices, such as in a group of data communications 
devices or other entities can also provide the system of the 
invention. The system of the invention can be distributed 
between many Software processes on several data communi 
cations devices, or all processes could run on a small set of 
dedicated computers, or on one computer alone. 

It is to be understood that the embodiments of the invention 
can be embodied strictly as a software program, as Software 
and hardware, or as hardware and/or circuitry alone. Such as 
within a data communications device. The features of the 
invention, as explained herein, may be employed in data 
communications devices and/or Software systems for Such 
devices such as those manufactured Avaya, Inc. of Lincroft, 
N.J. 

Note that each of the different features, techniques, con 
figurations, etc. discussed in this disclosure can be executed 
independently or in combination. Accordingly, the present 
invention can be embodied and viewed in many different 
ways. 

Also, note that this Summary section herein does not 
specify every embodiment and/or incrementally novel aspect 
of the present disclosure or claimed invention. Instead, this 
Summary only provides a preliminary discussion of different 
embodiments and corresponding points of novelty over con 
ventional techniques. For additional details, elements, and/or 
possible perspectives (permutations) of the invention, the 
reader is directed to the Detailed Description section and 
corresponding figures of the present disclosure as further 
discussed below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing will be apparent from the following more 
particular description of preferred embodiments of the inven 
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4 
tion, as illustrated in the accompanying drawings in which 
like reference characters refer to the same parts throughout 
the different views. The drawings are not necessarily to scale, 
emphasis instead being placed upon illustrating the principles 
of the invention. 

FIG. 1A is a block diagram showing an example split 
multilink trunk network in accordance with embodiments of 
the invention; 

FIG. 1B is a block diagram showing an example split 
multilink trunk network in accordance with embodiments of 
the invention; 

FIG. 1C is a block diagram showing an example split 
multilink trunk network in accordance with embodiments of 
the invention; 

FIG. 1D is a block diagram showing an example split 
multilink trunk network in accordance with embodiments of 
the invention; 

FIG. 2 comprises a flow diagram illustrating a particular 
embodiment of a method providing lossless link recovery in 
accordance with embodiments of the invention; and 

FIG.3 illustrates an example computer system architecture 
for a network device that performs lossless link recovery in 
accordance with embodiments of the invention. 

DETAILED DESCRIPTION 

Two or more links may be grouped to form a Multi-Link 
Trunk (MLT). Each MLT is assigned a MIT group ID (MLT 
ID), which is a global value within the cluster and unique 
across the cluster nodes. An MLT with all its port members 
only on one node is referred to as a normal MIT group. An 
MLT group where its port members are on two or more nodes 
is referred to as a Split MLT or SMLT group. 
When a logical port is implemented as a MLT or SMLT, 

there are actually multiple physical ports that are capable of 
forwarding a packet to its next hop on the network. Accord 
ingly, if one of the ports of a MLT/SMLT fails, it would be 
advantageous to cause the packet to be forwarded on one of 
the remaining ports so that the packet can traverse the network 
rather than being dropped. Likewise, rather than designate a 
primary and backup port for each port in the MLT/SMLT, it 
would be advantageous to load share the packets across the 
remaining ports of the MIT/SMLT so that the packets may be 
distributed across the remaining ports that are UP. According 
to an embodiment, this process is implemented in hardware 
so that the fastpath (dataplane) can automatically accommo 
date individual and multiple port failures and automatically 
redirect packet traffic across the remaining ports in an equi 
table manner. 

FIG. 1A shows two switch nodes 12 and 14 connected via 
a two-port member MLT/LAG (P1 and P2) 24. Flow F1 (20) 
is hashed to P1 (22), and flow F2(16) is hashed to P2 (18). The 
link states of P1 and P2 on both nodes are UP (U). This is the 
normal mode of operation. 

FIG. 1B shows what happens when a port failure occurs. 
Ports can fail for many reasons, including line card failure, 
failure of the link connected to the port (e.g. line cut), far-end 
line card failure, etc. Likewise, the internal forwarding data 
path within the network element may fail which may cause a 
port or set of ports to appear to have failed, or there may be 
Some other failures along the logical/virtual connection to the 
ports external peer endpoint. There are numerous reasons 
why a port may fail. Here, P1 fails which causes the link states 
of P1 on both nodes to transition from the UP (U) state to the 
Down (D) state. The failure causes flow F1 to be sent to P2. P2 
now carries both flow F1 and flow F2. 
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Referring now to FIG. 1C, a conventional link recovery 
process where each node's control plane (26 and 28 respec 
tively) independently bring P1 back online. Since this opera 
tion is not synchronized between the two control planes, a 
time window exists where a sender starts sending packets 
while the other node is not ready yet. As shown, node 12 puts 
P1 in the UP State at U(t) and node 14 puts P1 in the UP state 
at U(t+T). The time window T is where up to few seconds of 
packet loss could occur. 
The presently described recovery method is fully lossless, 

and can easily be implemented in both software and hard 
ware. The system maintains two state variables per MLT/ 
LAG port member; namely, a Link State and a Forwarding 
State. The Link State reflects the physical link status of a 
particular port and includes the following state values: UP 
and DOWN. The Forwarding State reflects the state of the 
forwarding plane with respect to this port and includes the 
following state values: READY and NOT READY. The Link 
State always transitions from UP to DOWN state if the physi 
cal link goes down. The Link State can only transition from 
DOWN to UP state only if the control plane allows such 
transition. Typically, the control plane independently checks 
the physical link status and if it is up, it then causes the Link 
State transition to the UP State. The Link State of a port is 
used by the datapath for switch over operations. The Forward 
ing State of a port is also used by the control plane to indicate 
whether the datapath is ready to receive from and transmit to 
the associated port. 

Referring now to FIG. 1D, a port failure is detected when 
the physical link status goes down which causes the Link 
State transition from UP to DOWN state. The control plane 
(26 and 28 respectively) detects the DOWN state and as a 
result it sets the Forwarding State for the corresponding port 
to the NOT READY State. Typical control plane implemen 
tations perform certain housekeeping operations any time 
there is a link state transition. The result of such housekeeping 
operations sets the correct Forwarding State. 
The control plane detects when the failed physical link 

comes back up. It uses this link status change to make its 
datapath ready for forwarding. After this process, the control 
plane 26 of peer node 12 sets the Forwarding State to READY 
while keeping the Link State in DOWN state, and starts 
periodically transmitting “I am ready' messages 30 to the 
other peer node 14. Meanwhile, the peer node 14 is indepen 
dently is going through the same procedure. The control plane 
28 of peer node 14 sets the Forwarding State to READY while 
keeping the Link State in DOWN state, and starts periodically 
transmitting “I am ready messages 32 to the other peer node 
12. The very first time each node 12 and 14 receives an “I am 
ready' message from its peer node on that port while its 
Forwarding State is UP, it forces the Link State to transition 
from DOWN to UP State given the physical link status is up, 
and stops transmitting “I am ready' message via this port to 
its peer node. This signals the datapath Subsystem that the 
failed MLT port member is back online and all F2 flows can 
switch back to this port. Since both nodes Link States are in 
UP state and Forwarding States are in READY State, no 
packets are lost during the datapath Switch over operation. 
Note that each node ignores any "I am ready’ message while 
its associated port Forwarding State is in the NOT READY 
State. 
A flow chart of a particular embodiment of the presently 

disclosed method of performing lossless link recovery is 
depicted in FIG. 2. The rectangular elements are herein 
denoted “processing blocks' and represent computer soft 
ware instructions or groups of instructions. Alternatively, the 
processing blocks represent steps performed by functionally 
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6 
equivalent circuits such as a digital signal processor circuit or 
an application specific integrated circuit (ASIC). The flow 
diagrams do not depict the syntax of any particular program 
ming language. Rather, the flow diagrams illustrate the func 
tional information one of ordinary skill in the art requires to 
fabricate circuits or to generate computer software to perform 
the processing required in accordance with the present inven 
tion. It should be noted that many routine program elements, 
Such as initialization of loops and variables and the use of 
temporary variables are not shown. It will be appreciated by 
those of ordinary skill in the art that unless otherwise indi 
cated herein, the particular sequence of steps described is 
illustrative only and can be varied without departing from the 
spirit of the invention. Thus, unless otherwise stated the steps 
described below are unordered meaning that, when possible, 
the steps can be performed in any convenient or desirable 
order. 

Referring now to FIG. 2, a particular embodiment of a 
method 100 of performing lossless link recovery is shown. 
Method 100 begins with processing block 102 which dis 
closes maintaining two variables per port member of a net 
work device which is part of a Split Multi Link Trunk/Link 
Aggregation Group (SMLT/LAG), a first variable comprising 
a link status variable reflecting a link status, and a second 
variable comprising a forwarding status variable reflecting a 
forwarding status of a forwarding plane with respect to the 
port, the link status variable and the forwarding status Vari 
able in a first state when the port is operating properly. As 
shown in processing block 104 the first state of the link status 
variable comprises a UP state indicating the network device is 
able to receive packets, the second state of the link status 
variable comprises a DOWN state indicating the network 
device is unable to receive packets, the first state of the for 
warding status variable comprises a READY state indicating 
the network device is able to forward packets, and the second 
state of the forwarding status variable comprises a NOT 
READY state indicating the network device is unable to 
forward packets. 

Processing block 106 states detecting a failure related to 
the port. Ports can fail for many reasons, including line card 
failure, failure of the link connected to the port (e.g. line cut), 
far-end line card failure, etc. Likewise, the internal forward 
ing datapath within the network element may fail which may 
cause a port or set of ports to appear to have failed, or there 
may be some other failures along the logical/virtual connec 
tion to the port's external peer endpoint. There are numerous 
reasons why a port may fail. 

Processing block 108 recites setting the link status variable 
to a second state. Processing block 110 discloses setting the 
forwarding status variable to a second state. 

Processing block 112 states detecting when the port 
becomes available. Processing block 114 discloses setting the 
forwarding status variable back to the first state. 

Processing block 116 states transmitting a message to a 
peer network device. Processing block 118 recites receiving a 
message from the peer device. 

Processing block 120 discloses setting the link state vari 
able back to the first state. The Link State can only transition 
from DOWN to UP state only if the control plane allows such 
transition. Typically, the control plane independently checks 
the physical link status and if it is up, it then causes the Link 
State transition to the UP State. The Link State of a port is 
used by the datapath for switch over operations. The Forward 
ing State of a port is also used by the control plane to indicate 
whether the datapath is ready to receive from and transmit to 
the associated port. 
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Processing block 122 states resuming packet forwarding 
operations for the port. Since both nodes Link States are in UP 
state and Forwarding States are in READY State, no packets 
are lost during the datapath Switch over operation. 

FIG. 3 is a block diagram illustrating example architecture 
of a computer system (e.g. an aggregator) 210 that executes, 
runs, interprets, operates or otherwise performs lossless link 
recovery application 240-1 and lossless link recovery process 
240-2 Suitable for use in explaining example configurations 
disclosed herein. As shown in this example, the computer 
system 210 includes an interconnection mechanism 211 Such 
as a data bus or other circuitry that couples a memory system 
212, a processor 213, an input/output interface 214, and a 
communications interface 215. The communications inter 
face 215 enables the computer system 210 to communicate 
with other devices (i.e., other computers) on a network (not 
shown). 
The memory system 212 is any type of computer readable 

medium, and in this example, is encoded with a lossless link 
recovery application 240-1 as explained herein. The lossless 
link recovery application 240-1 may be embodied as software 
code Such as data and/or logic instructions (e.g., code stored 
in the memory or on another computer readable medium Such 
as a removable disk) that Supports processing functionality 
according to different embodiments described herein. During 
operation of the computer system 210, the processor 213 
accesses the memory system 212 via the interconnect 211 in 
order to launch, run, execute, interpret or otherwise perform 
the logic instructions of a lossless link recovery application 
240-1. Execution of a lossless link recovery application 240-1 
in this manner produces processing functionality in the loss 
less link recovery process 240-2. In other words, the lossless 
link recovery process 240-2 represents one or more portions 
or runtime instances of a lossless link recovery application 
240-1 (or the entire a lossless link recovery application 240-1) 
performing or executing within or upon the processor 213 in 
the computerized device 210 at runtime. 

It is noted that example configurations disclosed herein 
include the lossless link recovery application 240-1 itself 
(i.e., in the form of un-executed or non-performing logic 
instructions and/or data). The lossless link recovery applica 
tion 240-1 may be stored on a computer readable medium 
(such as a floppy disk), hard disk, electronic, magnetic, opti 
cal, or other computer readable medium. A lossless link 
recovery application 240-1 may also be stored in a memory 
system 212 such as in firmware, read only memory (ROM), 
or, as in this example, as executable code in, for example, 
Random Access Memory (RAM). In addition to these 
embodiments, it should also be noted that other embodiments 
herein include the execution of a lossless link recovery appli 
cation 240-1 in the processor 213 as the lossless link recovery 
process 240-2. Those skilled in the art will understand that the 
computer system 210 may include other processes and/or 
Software and hardware components, such as an operating 
system not shown in this example. 

During operation, processor 213 of computer system 200 
accesses memory system 212 via the interconnect 211 in 
order to launch, run, execute, interpret or otherwise perform 
the logic instructions of the lossless link recovery application 
240-1. Execution of lossless link recovery application 240-1 
produces processing functionality in lossless link recovery 
process 240-2. In other words, the lossless link recovery 
process 240-2 represents one or more portions of the lossless 
link recovery application 240-1 (or the entire application) 
performing within or upon the processor 213 in the computer 
system 200. 
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8 
It should be noted that, in addition to the lossless link 

recovery process 240-2, embodiments herein include the 
lossless link recovery application 240-1 itself (i.e., the un 
executed or non-performing logic instructions and/or data). 
The lossless link recovery application 240-1 can be stored on 
a computer readable medium Such as a floppy disk, hard disk, 
or optical medium. The lossless link recovery application 
240-1 can also be stored in a memory type system such as in 
firmware, read only memory (ROM), or, as in this example, as 
executable code within the memory system 212 (e.g., within 
Random Access Memory or RAM). 

In addition to these embodiments, it should also be noted 
that other embodiments herein include the execution of loss 
less link recovery application 240-1 in processor 213 as the 
lossless link recovery process 240-2. Those skilled in the art 
will understand that the computer system 200 can include 
other processes and/or software and hardware components, 
Such as an operating system that controls allocation and use of 
hardware resources associated with the computer system 200. 

References to “a microprocessor and “a processor', or 
“the microprocessor and “the processor, may be understood 
to include one or more microprocessors that may communi 
cate in a stand-alone and/or a distributed environment(s), and 
may thus be configured to communicate via wired or wireless 
communications with other processors, where such one or 
more processor may be configured to operate on one or more 
processor-controlled devices that may be similar or different 
devices. Use of such “microprocessor or “processor termi 
nology may thus also be understood to include a central 
processing unit, an arithmetic logic unit, an application-spe 
cific integrated circuit (IC), and/or a task engine, with Such 
examples provided for illustration and not limitation. 

Furthermore, references to memory, unless otherwise 
specified, may include one or more processor-readable and 
accessible memory elements and/or components that may be 
internal to the processor-controlled device, external to the 
processor-controlled device, and/or may be accessed via a 
wired or wireless network using a variety of communications 
protocols, and unless otherwise specified, may be arranged to 
include a combination of external and internal memory 
devices, where such memory may be contiguous and/or par 
titioned based on the application. Accordingly, references to 
a database may be understood to include one or more memory 
associations, where such references may include commer 
cially available database products (e.g., SQL, Informix, 
Oracle) and also proprietary databases, and may also include 
other structures for associating memory Such as links, queues, 
graphs, trees, with Such structures provided for illustration 
and not limitation. 

References to a network, unless provided otherwise, may 
include one or more intranets and/or the Internet, as well as a 
virtual network. References hereinto microprocessor instruc 
tions or microprocessor-executable instructions, in accor 
dance with the above, may be understood to include program 
mable hardware. 

Unless otherwise stated, use of the word “substantially' 
may be construed to include a precise relationship, condition, 
arrangement, orientation, and/or other characteristic, and 
deviations thereofas understood by one of ordinary skill in 
the art, to the extent that such deviations do not materially 
affect the disclosed methods and systems. 

Throughout the entirety of the present disclosure, use of the 
articles “a” or “an' to modify a noun may be understood to be 
used for convenience and to include one, or more than one of 
the modified noun, unless otherwise specifically stated. 

Elements, components, modules, and/or parts thereof that 
are described and/or otherwise portrayed through the figures 
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to communicate with, be associated with, and/or be based on, 
Something else, may be understood to so communicate, be 
associated with, and or be based on in a direct and/or indirect 
manner, unless otherwise stipulated herein. 

Although the methods and systems have been described 
relative to a specific embodiment thereof, they are not so 
limited. Obviously many modifications and variations may 
become apparent in light of the above teachings. Many addi 
tional changes in the details, materials, and arrangement of 
parts, herein described and illustrated, may be made by those 
skilled in the art. 

Having described preferred embodiments of the invention 
it will now become apparent to those of ordinary skill in the 
art that other embodiments incorporating these concepts may 
be used. Additionally, the software included as part of the 
invention may be embodied in a computer program product 
that includes a computer useable medium. For example, Such 
a computer usable medium can include a readable memory 
device, such as a hard drive device, a CD-ROM, a DVD 
ROM, or a computer diskette, having computer readable pro 
gram code segments stored thereon. The computer readable 
medium can also include a communications link, either opti 
cal, wired, or wireless, having program code segments carried 
thereon as digital or analog signals. Accordingly, it is Submit 
ted that that the invention should not be limited to the 
described embodiments but rather should be limited only by 
the spirit and scope of the appended claims. 

What is claimed is: 
1. A computer implemented method comprising: 
maintaining two variables per port member of a network 

device which is part of a Split Multi Link Trunk/Link 
Aggregation Group (SMLT/LAG), a first variable com 
prising a link status variable reflecting a link status, and 
a second variable comprising a forwarding status Vari 
able reflecting a forwarding status of a forwarding plane 
with respect to said port, said link status variable and 
said forwarding status variable in a first state when said 
port is operating properly; 

detecting a failure related to said port; 
setting said link status variable to a second state; and 
setting said forwarding status variable to a second state, 
and wherein said first state of said link status variable 
comprises a UP state indicating said network device is 
able to receive packets, wherein said second state of said 
link status variable comprises a DOWN state indicating 
said network device is unable to receive packets, 
wherein said first state of said forwarding status variable 
comprises a READY state indicating said network 
device is able to forward packets, and wherein said sec 
ond state of said forwarding status variable comprises a 
NOT READY state indicating said network device is 
unable to forward packets. 

2. The method of claim 1 further comprising detecting 
when said port becomes available. 

3. The method of claim 2 further comprising setting said 
forwarding status variable back to said first state. 

4. The method of claim 3 further comprising transmitting a 
message to a peer network device. 

5. The method of claim 4 further comprising receiving a 
message from said peer device. 

6. The method of claim 5 further comprising setting said 
link state variable back to said first state. 

7. The method of claim 6 further comprising resuming 
packet forwarding operations for said port. 

8. A non-transitory computer readable storage medium 
having computer readable code thereon for routed split mul 
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10 
tilink trunking for lossless link recovery, the medium includ 
ing instructions in which a computer system performs opera 
tions comprising: 

maintaining two variables per port member of a network 
device which is part of a Split Multi Link Trunk/Link 
Aggregation Group (SMLT/LAG), a first variable com 
prising a link status variable reflecting a link status, and 
a second variable comprising a forwarding status vari 
able reflecting a forwarding status of a forwarding plane 
with respect to said port, said link status variable and 
said forwarding status variable in a first state when said 
port is operating properly; 

detecting a failure related to said port; 
setting said link status variable to a second state; and 
setting said forwarding status variable to a second state, 

and wherein said first state of said link status variable 
comprises a UP state indicating said network device is 
able to receive packets, wherein said second state of said 
link status variable comprises a DOWN state indicating 
said network device is unable to receive packets, 
wherein said first state of said forwarding status variable 
comprises a READY state indicating said network 
device is able to forward packets, and wherein said sec 
ond state of said forwarding status variable comprises a 
NOT READY state indicating said network device is 
unable to forward packets. 

9. The computer readable storage medium of claim 8 fur 
ther comprising instructions for detecting when said port 
becomes available. 

10. The computer readable storage medium of claim 9 
further comprising instructions for setting said forwarding 
status variable back to said first state. 

11. The computer readable storage medium of claim 10 
further comprising instructions for transmitting a message to 
a peer network device. 

12. The computer readable storage medium of claim 11 
further comprising instructions for receiving a message from 
said peer device. 

13. The computer readable storage medium of claim 12 
further comprising instructions for setting said link state vari 
able back to said first state. 

14. The computer readable storage medium of claim 13 
further comprising instructions for resuming packet forward 
ing operations for said port. 

15. A network device comprising: 
a memory; 
a processor; 
a communications interface; 
an interconnection mechanism coupling the memory, the 

processor and the communications interface; and 
wherein the memory is encoded with an application pro 

viding lossless link recovery, that when performed on 
the processor, provides a process for processing infor 
mation, the process causing the first aggregation device 
to perform the operations of: 

maintaining two variables per port member of a network 
device which is part of a Split Multi Link Trunk/Link 
Aggregation Group (SMLT/LAG), a first variable com 
prising a link status variable reflecting a link status, and 
a second variable comprising a forwarding status vari 
able reflecting a forwarding status of a forwarding plane 
with respect to said port, said link status variable and 
said forwarding status variable in a first state when said 
port is operating properly; 

detecting a failure related to said port; 
setting said link status variable to a second state; and 
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setting said forwarding status variable to a second state, 
and wherein said first state of said link status variable 
comprises a UP state indicating said network device is 
able to receive packets, wherein said second state of said 
link status variable comprises a DOWN state indicating 
said network device is unable to receive packets, 
wherein said first state of said forwarding status variable 
comprises a READY state indicating said network 
device is able to forward packets, and wherein said sec 
ond state of said forwarding status variable comprises a 
NOT READY state indicating said network device is 
unable to forward packets. 

16. The network device of claim 15 further comprising 
detecting when said port becomes available and setting said 
forwarding status variable back to said first state. 

17. The network device of claim 16 further comprising 
transmitting a message to a peer network device; receiving a 
message from said peer device, setting said link state variable 
back to said first state, and resuming packet forwarding 
operations for said port. 

18. The method of claim 1 wherein said link state status 
variable transitions from said DOWN state to said UP state 
only if a control plane of said network device allows such a 
transition. 

19. The computer readable medium of claim 8 wherein said 
link state status variable transitions from said DOWN state to 
said UP state only if a control plane of said network device 
allows such a transition. 

20. The network device of claim 15 wherein said link state 
status variable transitions from said DOWN state to said UP 
state only if a control plane of said network device allows 
such a transition. 
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