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(1) SYN, (2) SYN-ACK, (3) SYN, and (4) ACK
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Bi-FiSA: Bidirectional Financial Soundness Audit Protocol for The Proofl of
Reserves of Centralized Crypto Asset Exchanges

Abstract

The crypio assct industry’s rapid expmnsion has heightened
the need for transparency and reliability within centralized
crypio asset exchanges (CEXs). While some proof of reserves
(Polt) profocols are introduced, reliability issues with the au-
diting process still exist. Specifically, if the CEX 1s malicious,
it may cherry-pick the snapshots of user accounts to inflate
its reserves. In this paper, we present bidirectional financial
soundness aodit (Bi-FiSA) protocol, a novel approach tha
users of CEXs participate proactively in the suditing process
for mitigating trust issues. Bi-FiSA leverages asynchronous
distnbuted key genertion (ADKG), umgue random seed val-
unes. and strategic pagse periods 1o provide user prvacy, bidi-
rectional sudit, and minimize irading disruptions. We evaluate
Bi-FiSA's apphcabihiy regarding the mmimization of trading
disruptions with a reference user number of 300 million, by
mmplementing exchange-drven handshakes (EDH) and wser-
driven handshakes (UDH) pause penod network models. We
also assess privacy measures with the ADKG protocol and
unigue random seed volues, demonstrating that Bi-FiSA does
not compromise aser privacy. In summary, Bi-FiSA offers
a promising solution to CEX auditing, ensuring financial in-
legrity, fostering user trust, and enhancing transparency in the
erypio asset mdustry.

1  Introduction

In December 2022, the CEQ of a centralized crypto asset
exchange was amested in the Bahamas® with criminal charges
mcluding wire fraud, wire fraud consprracy, secunties fraud,
_scl:m'itlau. fraud conspiracy, and moncy loundenng. The ex-
change has been suspected of using clients” assets without
their consent ever sinoe 1t was finit questioned shout the bal-
mnce sheet, Due to its severity, the incident served as a wake-
up call o the crypto asset industry of the importance of ex-
change auditing.
a7/ M nytimes . comy I0IIFLEN L] o i ee s

fru-sam-banknn - fried-bahaman  honl, Tt sevemed Juby 1 2003

The blockchain is also known as distnbuted ledger tech-
nology (DLT). All user transactions within the blockchain
platform are reconded in a ledger, afier being verified by the
nodes that comprise the blockchain. Meanwhile, users that
wish o sell or buy assets usually trade assets through market-
places called exchanges. The types of exchange are usually
divided into decentralired exchanges (DEXs) and centralized
exchanges (CEXx). While the trades on DEX are utilized by
blockchain-native transactions that are verified by the nodes,
the trades done with the use of CEXs do not rely on such
blockchain-native trnsactions, CEX is a type of cryplo as-
st exchange operated by a centralized entity, that provides a
marketplace that supports trades of assets between users. The
trades on CEX are recorded only oo the ledgers that are kept
by the operating party and not recorded on the blockchain,
Thus. the trading process is fasicr and more Aexible than DEX
in that the users are also allowed to trade fit money (e.g..
LS. Dollar) with eryplo assets [27]. Due 1o such advantages
im usshiliy, CEX has become a dominamt type of crypio asset
exchange [4].

While the structure of CEX, where the tmdes are recorded
omn a ledger possessed only by a centralived party, has benefits
for usability, it bocomes a cnitical drawback when it comes to
protecting users” own asseis from the operating party. While
stock exchanges hke Navdag and NYSE (New York Stock Ex-
change) have a structure that s somewhat similar 10 CEX in
that a centralized organization records and maintains ledgers,
they are subject to governmeni regulation and avdits, which
sets them apant from CEX, in terms of relinbility. Relubality s~
sues have already surfaced in relation to improper CEX audits
and regulations [11]. It is also highlighted in the case of the
arrest incident that there always exists a risk of emberzlement.

In order 1o nddress the reliability ssues, several research
works [ | 2-14] and services |5, 24] propose proof of reserves
(PoR) protocols. The MProve protocol [12, 13] and Revelio
protoce] [ 14] focus on proving reserves of a particular type
of crypto asset that supports anonymous transactions, Mon-
e and MimbleWimble, respectively. Although the protocols
mentioned above improve the financial soundness of crypto
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asset exchanges, they are not switable for proving the entire
reserves of CEXs. On the other hand, protocols proposed
by Kraken [24] and Binance (5] provide audits of multiple
cryplo assets that are truded within theirr exchange platforms
by utilizing o Merkle tree [26]. The protocels allow avditors
to generate snapshots for cach vser’s balance, form o Merkle
tree with the snapshots. and provide the tree information te
users (o validate whether their snapshaots are included in the
tree or not. The wsers are given their snapshot values by the
exchanges.

While the structures of such third-party suditing with a
Merkle tree seem plausible. they also possess a potential risk
of manipulation regarding the guestion of rust in the ex-
chunges and thewr suditors. For example, suditors may cherry-
pick snapshots of user balance with different tmestamps, re-
sulting 1 & manipulation of the total reserves of the exchange.
This scenano s described in detail in Section 2,

In this paper, we propose a structure for a bidirectional
financial soundness andit {Bi-F1SA), where o PoR protocol
for exchange platforms 1s carmed out bidirectionally. With
Bi-FiSA, s the audit process is carmed out bidirectionally.
account holders can venfy their own balance i their own
hands, The andit process is done in a decentralized manner by
utilizing asynchronous distnbuted key generation (ADKG)
and the blockchain publishments of processes. Bi-FiSA is
applicuble for sudits on various types of cryplo assets, while
not revealing esch user’s balance. Bi-FiS A otilizes the concept
of o “pause period’ to prevent cherry-picking snapshots, and
it 15 demonstrated that 1t can be minimized 0 order o avoid
negitive impacts on the trading ecosystem of the exchange
platform.

The rest of this paper is organtzed as follows. In Section 2,
we explain related works with descriptions of their mech-
anisms and risks. Section ) explains the theoretical back-
grounds of the proposed methixd. In Section <, we introduce
the key ideas of Bi-FiSA informally, and Section * explains
the structure formally. Section 6 describes experiments re-
garding lengths of the pause period and a round of Bi-FiSA,
and analyzes the results. Section 7 analyzes the privacy of
Bi-FiSA. We conclude this paper in Section ¥ with potential
future research agenda.

2 Background

2.1 Related Work

While PoR is a relatively new concept in blockchain, audits
of real-world asset reserves have o long history. For example,
the major stock exchange NYSE has & robust system for
order processing, trade reporting, quote reporting, und audit
trails, with a strong focus on recording and suditng (20},
These exchanges, regulated by the SEC (U5, Securitics and
Exchenge Commission), have mamtoined audit trail sccurscy
at 98 percent. Even for challenging-to-value assets like ol and

ZIHSd 10-2025-0090689

gus. government and regulatory bodies hove used probabilistic
approaches for reserve evaluation |7]. Overall, institutions
holding real-world asset reserves are subject to regulatory
audits, a practice that blockchain PoR methodologies draw
inspiration from.

In the blockchain world. trades within CEXs ane blind spots
in which the currency Hows are not explicitly recorded on the
blockchmm. A user who wanis to irade an asset on 8 CEX must
deposit the asset into an account owned by the exchange. und
any subsequent trades are only recorded on the exchange’s
ledger. Only when the user withdrws the asset is the point
where the transaction 15 recorded on the blockchumn. Thus, if
exchanges are not obligated 1o repon the financial soundness
10 users under appropriste audits, 1t 1s oot difficult for the
exchanges 1o utilize users' assets other than for contracted
puIposes.

In order to prove their financisl soundness, Kraken [24] and
Binance 5] introduced PoR methods that impiement third-
party asdits with the use of o Merkle tree. Kraken and Bi-
punce perform PoR sudits using Merkle trees and third-panty
auditors. These auditors venfy assel existence, anomymize
customer halances into snapshots. and provide publicly veri-
hable addresses. Chents can check 1f their balances exceed
audit reserve amounts. Hinonce's Merkle tree, generated by
third party. allows users to verify asset holdings and inclusion
i lisbility reports using the Merkle root hash,

Kruken and Bimance utilize trusted thind-party suditors to
create a Merkle tree for verifying user funds. However, there
are concerns that this method of fund verification through
trusted third-party suditors may mun counter to the decen-
tralization philosophy of blockehain. It should also be noted
that there 15 o possibility of malicions munipuiation of the
fund verification process between third-party auditors and
exchanges. as well as the provision of insceurate ledgers or
misinformation in situations where venfication 1s not camed
out sdequately. Such factors can impact the trustworthiness of
the exchanges. amplifying concerns over users” imvestments
and usset protection. Consequently, research on 2 financial
soundness aodit method for CEXs is needed. which aligns
with the principles of decentralization and blockehnin, while

also ensuring transparency und privacy.

22 Snapshot Cherry-Picking

This section provides a scenano where o malicious: CEX
cherry-picks snopshot values in order o achieve the desired
proof of total reserves.

The existing works of Kraken and Binunee audits on the
reserves at 4 specific time. In those works, the third-panty
auditor creates o snapshot hash for each wser that includes
information about the wser's account and its balance. How-
ever, if the third-party suditor accidentally or intentionally
picks certuin users' snapshots with different timestamps, 1t
can result in a huge difference in the result of the calculuted
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Figure 1: Cherry-picking snapshots to inflite the reserve.

total reserves.

Furthermore, existing works do not dictute the precise time
of tnking a snapshot. Even if it is specified, the resolution is
linited becawse the discrepancy between the server time and
local time of user devices is inevitable.

Let us assume there is 8 CEX with the existing PoR proto-
col, and the time for the audit is 00:00:00 on the first doy of
every month. Note that the ime cannot be as precise as ke
00:00:00.000000000 (in the order of nanesecond) because
the server ime and user device time cannot be synchronnred
in such @ fine-graimed manner. In the following scenarin, as
also illustrated in Figure |, inflation of the exchange’s total
reserves s possible.

Users A and B trade asscts fen millisecond after the andit
time, where A sells 100 ETH (Ethereum) and B bays that 100
ETH. Similarly, let us suppose user C sells 500 ETH to user
D at fifty mullisecond after the sudit ime. The malicious third-
party auditor may generate snapshots of vsers with different
tmestamps. In this example, the snapshot of users A and
€ is taken before their trade 15 made, while that of wsers B
und ¥ 1% taken afier their trade. None of them can notice the
discrepancy becouse (1) the difference in the tmestamp is
within the noise margin (shorter than o second), and (2) they
cannot check out the balance of other users, Therefore, the
total reserve reported in this example is 4600 ETH. while the
actual reserve 15 anly 4,000 ETH.

Through the scenunio above, the value of the exchange’s
total reserves 15 manipulated. If this is the case. the audit
results can also be manrpulated. Even if the exchange 1s 600
ETH short on the asset for whatever reason (accidental or
intentional), the oudit result will show users that the exchange
has sufficient reserves. More importantly, the users have no
choice but to accept the sudit result because the audil process
appears4o be performed in accordance with the rule.

The scenario is entirely feasible, given that the trade fre-
quency often surges in a very short period of time [2]. This
scenario of manipulation. the timestamp cherry-picking, is
achievable becanse the user does not actively participate i the
audit process. If users participate in awdits by ensuring ther
bulunce values the timestomp points are correctly reflected in
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the audit, this kind of manipulation can be prevented.
3 Preliminaries

3.1 Asynchronous Distributed Key Generation

Distributed key generation (DKG) [16] emerges as a funda-
mental technique that facilitates the mitation of threshold
cryptosystems, all the while ciroumventing the need for a
centralized, trust-requiring entity. Its imporance extends to
decentralized protocols’ foundations, mncluding threshold sig-
natures and multipary computations,

These cryptogrephic paradigms pluce s significant empha-
sis on secret-shared private keys, which sre then used in subse-
quent threshold cryplosystems to perform tasks like creating
threshold signatures [ 16] or decrypting cipheriexts when us-
ing threshold encryption techniques. The assurance of security
and integrity across these systems hinges on the robustness
of the nitial DKG process.

A practical embodiment of asynchronous distributed key
generation (ADKG) is heralded by the work of Dos et al. [10],
a protocol grounded in discrele logarithm-based cryplosys-
tems. exemplified by crypographic schemes like ElGamal
encryption. Notably resilient. this protocol endures the pres-
ence of up to a1 < a3 malicious nodes, where ar the threshold
count of malicious nodes and o the number of nodes. safe-
rusrding the mtegrity of the generated shared rundomness
and the computation of individoal shares comprising the finol
key. This resilience underscores its suitability for contexts
FECUINDE SINZent Secunly ssurnces.

By adopting the ADKG protocol, the Bi-FiSA framework
homesses the capabilities of distnibuted key generation to em-
power multiple nodes within the network to collectively con-
struct an encryption key. This key. which is used for the secure
encryption of sensitive information provided by users, serves
as the foundation for the decentralized computation of ho-
momorphic additions. Importantly. this process does not rely
on i trusted third party, which strengthens the framework™s
trustless architecture. Furthermore. the ADKG implementa-
won within Bi-FiSA enforces o stnct sequence of operations.
Specifically. nodes are mandated to delay the decryption of
wsers” confidential information until after the homomaorphic
addition computation has been executed, ensuring datn pri-
vacy. This mechamism not only prodects users” privacy but also
the integrity of the overall computation. preventing sensitive
information from being exposed prematurely in the shsence
of collusion exceeding the estublished threshald

32 Pause of Trading
Crypto msset exchanges play o prvodal role in the digital econ-
omy by facilitating the exchange of variows coins snd tokens.

As these exchanges grow in complexity and volume, ensur-
ing the integrity of their operations becomes paramount. Clne
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crucial gspect often overlooked in the realm of crypto assets
is the absence of o designated ‘pavse period'—a deliberate
umeftame duning which all trading activibies are temporanly
halted. This paper advocates for the implementation of such
a pause period as an essential component of a new reserves
auditing protocol for CEXs.

We draw inspiration from established finuncial morkets,
where truding halts are used for market stability and investor
protection, For example, the NYSE implements halts (Le.,
circuit breakers) during significant market fuctuations or con-
cems to prevent panic and ensure information dissemina-
tion [23], Tradittonal stock exchanges also have fixed trading
hours with scheduled pauses for reserve inspection and bal-
ance verification, promoting stability. Similarly, the banking
sector allocates mamtenance hours [22] and cut-off times [25]
for system inspection and audits, emphasizang the mmportance
of brief interruptions 1o maintsin accuracy and transparency
m financial activitics.

In contrast, the crypio asset mdustry lacks a pause penod
structure. Currently, CEXs only pause for inspections in re-
sponse o severe network issues or major irregulanties, miss-
ing prosctive reserve assessment. The proposed pause penod
aligns with financial practices, enhancing accountability, trans-
parency. and resilience in digital fingnce, Trading suspensions
at designated imervals enable comprehensive reserve audits,
nsk mitigation, and boost investor confidence,

Auditing protocols aim for accumle reserve assessments,
Notably. exchanges like Binance and Kraken conduct audits
without a comprehensive pause penod, ensuring continuous
trading. However, trust issues arise when exchanges sudit
unilaterully. To overcome this, a pause period becomes essen-
tal. Bi-FaS A fosters trust with a bidwectional aodit invalving

users and the exchange. It sddresses concerns such as times-
tamp menipulation. alowing sers un sctive mole in verifving
platform integrity.

While the puuse period offers a potent solution to the syn-
chronization challenges posed by snapshot disparities, it is
imperative to acknowledge the potential imphcations of its
implementation. CEXs aften witness substantial trading vol-
umes that can surge dramatically duning periods of heightened
market activity [2]. The introduction of a pause period has
the potential to disrupt the dynamic trading ecosystem and
raize concerns regarding market Liguidity and accessibility,
as seen in the case of stock exchonges [23], Given that it has
been found that the length of the trading panse und the market
volatility are somewhat in g relationship of increasing ten-
dency [21], minimizing the pause would lessen the disruption
of the trading ecosystem,

Recognixing the delicate balanee between muintaining the
ncewracy mnd security of sudits and sufegourding the uninter-
rupted fAow of trading activities, this paper dedicates Section ©
to 1 comprehensive analysts of the possible pitfalls associated
with implementing the pawse period, Through o meticulous
analysis of potential drawbacks, we endeavor to sscertain
whether the benefits of hidirectional auditing and snapshot
synchronization outweigh the potential disruptions,

4  Overview
In this section, we exploin key ideas of Bi-FiSA informally.
Formal defimition of Bi-FiSA 18 given in the following section.

When a single entity has full control over CEX audits. it
can compromise the onginal indent, as seen in the CEX CEO

_16_



EH9

armest and as demonstrated for existing works in Section 2
Even though a third party is chosen as a venfier, if the venfier
15 asingle entity, 1t does not resolve the trust issoe. To address
this problem. we propose a model involving o blockehain
network of verifiers, where multiple nodes panticipate. The
blockehain is required to ensure that audits of individoal and
total reserves wse identical values. The specifics of the nudits
ure introduced in Section 5 2. The blockchuin also allows
for accurnte data backiracking when users und the exchange
disagree about the correctness of duta,

A single round of the audil is composed of four sequen-
tinl stages, as depicted in Figure 2. A round starts with the
preparation stage where the nodes set up a public key. During
the preparation stage, eligible nodes and users are registered.
The nodes registered ot Bi-FiSA derive synchronized poblic
keys using the ADKG protocol. The ADKG protocol prevents
a node from decrypting encrypted duta outside of the estab-
lished protocol, as the ADKG protocol tolerates malicious
nodes up to one-third of the total nodes.

The nmext 1s the seeding stage, the stage where encrypted
seed values are posted by each user and the exchange confirms
the validity of the seeds. In order to improve user prvacy, cach
user necds 1o generate seed values that are added to bulance
values to conceal the balance fram the public. A user needs
0 generate o unigue psesdorandom seed value for esch asset.
This method of generating seeds is 10 obfuscate the pattem of
the sum of the nser’s balunce and a seed. Por instance, when
o user owns assets A and B on the exchange, the balance of
cach asset may be significantly different from the other twis
due to the potential for a large price difference in fiat currency
between them. The user balance difference between A and B
may be exponential as o result of the price discrepancy. For
example, the balance of A is 0.01 and the balince of B is
LM} because A is much more expensive thun B. Therefore, if
the sume seed value 15 added o the balance. there is a risk
of 1 third party noticing the user’s actual balance, or at least
its approximate viloe. Users encrypt these seeds and publish
them to the PoR contract. Then. users send the plain seed
values 1o the exchange through a separate secure channel. The
exchange encrypts the plain values and compares them 1o
the commesponding encrypted values posted on the contract.
Given that some users may fail on correct computations, the
exchange grants users o certain number of such comparisan
attemnpts. Users who have fuiled the muxomum number of at-
tempts are classified os non-participating. During the snapshot
stage. the CEX posts snapshots on behalf of non-participating
users, Lastly, the exchange posts the result of the companzon
to Lhe contract.

The third is the snapshot stage in which the pause period 15
carred out to provide o short period of time for the gsers and
the exchange to ke snapshots. The pause period synchro-
nizes lime points among wsers and the exchange via o spe-
cialized three-way handshake, by each entity recording times-
tamps wpon receiving the other entity's signal, The timestump
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vatlues for a user’s device and the exchange server recorded
may differ due to the ime difference between devices and
network delays. However, the balance values displayed on the
server and the user’s device thut the timestump points are as-
sured to be identical. This is becuuse all the trudes are puused
at the moment when the timestamp is recorded, After this,
balance values for each osset are captured. Users caleulote
and publish their snupshots, combining asset balances with
pseudorandom seed values 10 the PoR contract. Simultene-
ously, the exchange computes and publishes sums for each
user in the same way, completing the snapshot phase.

After the snapshot stage. the nodes perform the audits in
order o prove financeal soundness during the proving stage.
In the proving stage, nodes perform indvidual sudits, which
are also veriefiuble by anvone via the PoR contract. They also
caleulate total reserves and publish the caleolation with the
exchange-owned on-chain balances o the contract concluding
a round of Ansncial soundness auditing.

5 Bi-FiSA

51 Balance and Seed Values

For a fine description of processes that handle users’ balance
values and seed values, we define an asset balance value and
a rundom number seed value in a vector form as in Equation |
and 2, in order to assign different values for cach type of asset.
Here, k is the type of an asset on the exchange, Ut is the
user, and u' € U where U is the set of registered users. Also,
b}, and s are a balance value and a seed value of the ™ user
for the k™ asset type. respectively, where k < K, the number
of asset types available on the exchange. Note that a balance
value b, for any oser and any type of asset {i.e.. Yk and i)
15 @ murnber value for easing calculations, represented m o
multiple of the smallest umit the exchange can express the
asset (eg., | satoshi, the smallest of Bitcoin, is equal to the
107% Bitcain). §' is used 1o denote the snapshot value for the
i wser. which is equal to b+ 5, as described in Equation 3,

b= (b b - by (1
o= ek egk) (21
s :=I;+; i3

In addition, we define the actual total reserves (owned by
the CEX) as E, the vector of actual reserves value for each
type of asset. B, for the k™ asset, as described in Equation 4.
The actual reserves for each type of asset can be retrieved
from its correspondimg blogkchaim network, by browsing the
balonce values of the addresses the exchange owns,

B:=(By Bz Byl 4

ooip,ib/wiki /Sacoshi_ (unith, lost socessed Au-
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Figure 3: A diagram demonstruting the operution of a seeding stage and a snapshot stage
5.2 Design Goals nol be revealed to the public. In other words, sn adversary

Throughouot the following descriptions, notations are used as

follows:

» tsp': A timestamp value the i user records from the user's
device. which points a specific time within the puuse period.

& tsp™M A timestamp value the exchinge records from the
server, which points the time the pause period started.

- hll-'ugi - Assel k balance of the ™ user, poanted to by times-
tamp tsp' on the user's device.

® by |y et ¢ Asset k balance of the i™* user, pointed 1o by
timestamp tsp™=" on the exchange’s server.

The purpose of Bi-FiSA is to verify that a CEX 15 holding
the assets that users perceive themselves o possess. This can
be divided into two distinct objectives: suditing individoal re-
serves and total reserves. In order o oudit individal reserves,
hLiw, should be equal to b |“P":h for each type of asset. In
terms of total reserves. the actual wotal reserves B should be
greater than or equal to the sum of !:l'k|m, for all users, for
each type of ssset. Andits on individual and total reservies can

be expressed in Equation * and 6, respectively.

CAN 2 Bl s VRE[LK] (5)

}I:,Eﬁc

Gaven that the previous works introduced in Section 2 lack
the bidirectional structure (ie., do not let users actively take
part in the sudit by computing H*'un’:' they cannol guaranies
meeting Equations 5 and 6.

While satisfying the objectives. Bi-FiSA should alse pre-
serve wsers' privacy. In order o do so, b for the ™ user should

e SBe  VRE[LK] (6

should mot be able 1o computationally identify B from the
snapshot of the ™ wser. Bi-FiSA meets this condition if seed
vitlues are psesdorandomly zenerated in the seeding stage.
The validity of this privacy goal is described in Section 7.
T ensure Bi-FiSA operates smoothly, user and node partic-
ipation is crucial, We sssume users and nodes are adeguately
compensated. with rewards surpassing participation costs.

5.3 Preparation Stage

Dring the preparstion stage, eligible nodes and users are

registered. New nodes are registered with o vote by existing

nodes, while new users are registered by the exchinge.
Throughout the following descriptions, notstions are used

as follows:

& adr*™™ - An pddress of the sender, the one who culls the
function
adret - An address of self. the executor of the function
adr™! - An address of the exchange
adr' : An nddress of the ™ user
thr : A threshold number of honest nodes, defined by
ADEG
pk o A poblic key a node computed through ADKG
e PK : Established public key that is o be used through
round
Each registered node at Bi-FiSA denves a key through
KEYGEN(ad™), Iis pseudocode is shown in Algorithm 11t
first executes ADKG . which generates a key pair through
ADKG protecol. It outputs a public key pk and a node's
private key {in ADKG. each node prodoces a different private
key). The function KEYGEN then genemies o transaction
TXpouticey with (adr™", pk) sent 1o the PoR contract to call
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PosTKEY function,

Node
o KEvGEN(ad® )
1: Generate pk through ADK Gy,
2 TRpoukey + [adr™, pk)
3 return TXMM
PoR Smart Contract
o POSTKEY(adr™™ pl):
& Assert adr®™™ in the list of registered nodes.
5 Asseri The key is not yel established.
6: il Count{pk) = 0 then
7 Append pk to the list of candidates for PK
#: Count{pk] + Count{pk) +1
9: Append adr™™ io the list of nodes who posted o key.

o SETKEY :

10 Assert The length of two lists, the list of regrstered nodes
and the list of nodes who posted a key, equals.

11: Assert The key is not yet esiablished.

12: ffor all pk i the hst of candidates for PK do

13: if Count|pk) = thr then

14: PK + pk

15: break

16: else Roll back stored values before posting keys.

o RESETKEY{adr™™)
17: Assert adr® — g5
15 delete PE

Algorithm 1: Scheme for the preparstion stage.,

Each node posts pk to the contract as o candidate for o
round public key PK, by calling POSTKEY function at the
PoR contract with TXpa e, where adr=™ hecomes the ad-
dress of each node, The function first venifies if adr*™ is
the address of a registered node, and if the public key for
the round 15 not yet established. If Count{pk) = 0, where
Count{pk) 15 the integer value counter increasing from () that
indicates the number of pk enrolled, pk 15 appended o the
list of candidates for PE. Whether or oot Count{pk) is 0, the
counter Count{pk} 15 increased (o indicatle that the number
of pk submitted o5 a condidate has increased. Also, adr®*™ is
appended to the list of sddresses of nodes that posted their ph.,
i order to denote that the sender. the node, posted a key.

The agreed public key, PK, is then established with
SETKREY function a1t PoR contruct, by venfying if any posted
key is: proposed by greater than or equal o thr number of
nodes. If oll the candidates do not meet the condibion, 1 means
that the nodes were unoable to agree on an identical public
key. In other words, the comectness of the computations made
during the key denvation phase of the ADKG protocol s com-
promised. If this is the case, the contract rolls back contract

states before the kevs were posted by using defere function

SIHES

that assigns variables initial values [15], such as assigning
un nteger value 0, and an array (ie., o lst) o dynamic armay
of length zero. SETKEY function can be called by any en-
tity anly if the numbers of the items included in the hist of
registered nodes and the list of nodes who posted a key are
idenucal. It also should be ensured tha the round key is not
yet established.

54 Seeding Stage

User

o ENCSEEDIPK. adr=/f) -

I: User u' generates a vector of random seed values s —
(5,55, 5 ), where s, £ H

¥ Bl {encls ).enc(sy]. -+ enc(sy])

* Thpostcond i (adr™f_El}

4 return s TXfocSed

Exchange
o VERISEED(PK, adr™/f) -
5 Receive vectors of seeds (5 Tor the i user) from each
user through o privected channel
& Let Listpoicgare the list of addresses of users with sue-
cessful verification of seed valwes.
7 for | = 0 lower than the maximum number of tiuls do
R upon t,,, ends do

o Get all availabe E' from PoR contract.
1k for u® that posted E® on PoR contract for ™
seed posting period do

1= From & the user sent, compule

iencfs.';j.enc!ls';}.--- .encisy )] and check if

it equals o E=.
1= il they are equal then
13 Append adr® to List,osicinase:
14 el
15 Notify uP to start seeding stage from the

16 THgemihcn +— (adr™!f List i)
17 return TXcednek

PoR Smart Contract

o POSTSEED{adr™™ E') -

15 Assert adr™™ in the list of registered users.

1% Parse B! as a list of enc(s, | for all k. and store the list as
the list of i user's encrypled seeds.

o SEEDACK{adr™ Listpanaipas) -
20 Assert adr®™ = adr=ch
21: Store Listparmicpace 25 the [ist of participating users,

Algorithm 2 Scheme for the seeding stage.
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The seeding stage, shown m Algorithm 2, begins after the end
of the prepuration stage. Throughout the following descrip-
tions, notations are used as follows:
e encis,) : 5, encrypted with PK.
« E 1 A vector of encisy ) for all k, which equals 1o
(encisy ), enc(sh], - enclsg ) ).
® £ : A time window for the ™ trinl of 1 seeding stage.
As the seeding stage begins, euch user generates ssed val-
e, _r; for the i™ user, After generating EJ' each user calcolutes
E and publishes it to the contract by calling POsTSEED func-
tion with TXpacrSeed. 4 ransaction with the user’s address and
encrypicd seeds. As soon as the encrypled seeds are published,
cach user sends the seed _va.lu:ea; 1o the exchange. Users are
given o time window rld"lJnml 1o carry out the ahove processes,
Because some wsers may fuil on correct computations, they
are given @ certtin number of tnals of this time window,
After £, the exchange then gets E for each | from PoRt
contract and compares it to the value drawn from the encryp-
tion of ¢ each user sent. For each user, if the cOmparison
outputs true, the exchange appends adr' o Listnmpm, the
list of addresses of users with successful venfication. IF the
comparison cutputs false for the maximum mumber of trials,
the exchenge considers the user faulty. After the maximum
number of triuls. the address of the exchange and Listooricipare
is parsed 05 THeoegaa - Then, it is published o PoR contract
by calling SEEDACK. where the list of participated users (ie.,
Listopicipare ) i stored. SEEDACK can only be called by the
exchange.

5.5 Pause Period

Although the pause period is part of the snapshol stage, it
is described i advance in this subsection for clanty. Some
natations fior descriptions of the processes are used us follows:

® 5YN - A packet of signal sent to a user to record & imes-
fump upon receiving.

SYN-ACK : A packet of signal sent to the exchange as
an acknowledgment that the sender (the user) recorded a
timestamg.

ACK : A pucket of signal the exchunge sends (o the sender
of SYN-ACHK as an acknowledgment that the exchange well
received the packet,

Followang the seeding stage, the snapshot stage imitiates
with a pause period to synchronize snopshots between users
andd the exchange, sddressing timing differences as mentioned
in Section . This pause temporarily halts trudes (sell. buy,
withdraw. and deposit) to facilitate synchrongation. Dunng
this penod, truffic of signals 15 carmed out between the ex-
change and users in the form of three-way hindshakes. Unhke
the sequence of traditional three-way handshake of transmis-
sion control protocol { TCP) | 1] uses, the handshake for the
pause period of Bi-FiSA is initiated by the server (ie.. the
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exchange). sending an 5N packet as o timestamp recording
signal. Before sending SYN, the exchange pauses trades and
records tsp™ 8. Upon receiving the packet, o user records o
timestamp Ep' {assuming the it user), then sends a packet
with SYN-ACK as an acknowledgment that the user has suc-
cessfully received the signal. As soon usreceiving the user's
packel. the server sends ACK 1o the user to notify that the
server has sucoessfully received the packet. The paose pe-
riod ends after the exchange receives all the users’ packets
(SYN-ACK). and trades an the exchange become available.

This mechanism ensures that the balance in the exchange
never changes from the sturt {£sp™=") 10 the end of the pause
period., and tsp' is always in-between them. Thus, the snapshot
taken by esch user at histher local time tsp' must be the same
with the snapshot ken by the exchange at Epm_

By implementing the mentioned structure, we propose
two different handshake models. exchange-driven handshakes
({EDH) and user-driven handshaokes (UDH)L

55.1 Exchange-Driven Handshakes

The model of EDH is comprised of direct networking between
the exchange and users. The exchange sends S5YN as a times-
tamnp signal o all the users consequently. Upon receiving
SN, each wser sends back SYMN-ACK to the exchange. The
exchange replies to each user with ACK, but the pawse penod
is needed for only the durtion of the following processes
take: (1) execution time of which the exchange sending SYN
o users, and (2) standby time of which the exchange has to
wait until users sending back 5YN-ACK are done.

The execution time is whene the time tukes for the exchange
o send multiple SYMN puckets, thus equals to the number
of users times the size of a packet divided by the network
throughput. The standby time, on the other hand, is equal
tw the single user deluy. which is the length of time it takes
for o server to recerve a packet from a wser. This 1s because
the server cen send multiple 5YN packets and recerve user
packets concurrently, as depicted in Figure 4 (a),

552 User-Driven Handshakes

The UDH protocal differs from the EDH method in message
distribution. In UDH, the server sends messages to neighbar
users, who then relay them to their neighbors, resembling
gossip prodocols [3]. This decentralized approach outperforms
a single entity brosdeasting all messuges.

The UDH protocol operates through a series of iterative
sleps that serve (o synchromize the achions of participating
users und the exchange server. First, the synchronization pro-
cess commences with the server's initiation. The server sends
a8 5YN signal to neighboring users. This 5N acts as o tngger,
signaling the start of the synchromzation procedure. Upon
receiving the server’s SYN signal, each wser records a times-
tamp tsp’ and replics to the server with SYN-ACK. This step
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Figure 4: Overview of two different protocols for a pause period in Bi-FiSA.

represents their commitment to participate actively in the co-
ordimation. With the reception of 3¥YN-ACK. the users tuke
on the role of propagating the synchronization signal. They
forward the 5YM signal to other neighboring users, effectively
extending the reach of the synchronization process through-
out the network: This step ensures that sl relevant users are
brought into the synchronization loop.

The process described shove—ininiation by the server, user
responses, and user-to-user propagation—is executed itera-
tvely to ensure comprehensive synchromization, This cyclic
repetition guarantees that all users within the network sc-
knowledge and participate in the synchronization process.
mitigating any potential discrepancies in iming. Additonally,
a noteworthy aspect of the UDH protocol s the incorporation
of ACK signals to validate the successful execution of the
synchronization process. After the third step—where users re-
cerve S M signils from other users, not the server—they send
ACK signals back to the parent user who initiated SYN. These
ACK signals serve as confirmations that the synchronization
process has been effectively camed out, further bolstering
the integrity of the coordination effort. The structure of the
protocol 15 depicted in Figure 4 (b).

5.6 Snapshot Stage

Throughout the snapshot stuge in Algonthm 3, TXpoosascne,
and TXg, o Casy ATT used to deseribe transactions that call
PosTUSERSNAP and PoSTEXCHSNAP function for the i™
user’s snapshots, respectively, of which the former iy executed
by & user and the latter by the exchange. Also, following
notitions are used for descriptions:

- g',m: the vector of snapshot values the (™ user posted.

. 5‘.,,;“: the vector of snapshots the exchinge has posted for
the i*" user.

User

o UsERSNAP(adr™®! tsp!, =) -
1= Tor cach k do
. b, +- {the halanee value of k the tsp' paints)

3 5l g 4 (bh, kb, e Bl
4 return TXpestUseSaap s—dadr‘“‘j‘]

Exchange

o EXCHSNAP{adr tep! ListEeh Listy . na ) :

5 for each adr' in List,,qip. do

fic for each k do

7 b}, + (the balunce value of k the t=p*=" points

for the it user)

ko S (bl bbbl

= THiiEmhtae — (=51

10 return | TXg, e, cngnaq | foreach i

PoR Smart Contract

o POsTUSERSNAP(adre 51

11 Assert adr™™ € List,ymeipare

12 G, 8 __

13 Append {adr®™ 5"z ) to the list of user snapshots.

o POSTEXCHSNAP(adr™™_(adr' 5')):

14, Assert adr™ — adroch

15: Slewh +—5'

it Append (adr, 5wy ) to the list of exchange snapshots.

Algorithm 3: Scheme for the snapshol stage,

Each user captures bulance values after the pause period
ends. A vector of numencal balunce values for cach 1ype of
cryplo asset, b' for the i™ user, 1s captured for the tme where

_21_

10-2025-0090689



EH14

tsp' points.

After bl is captured, each user calculates a vector of snap-
shots 5, the sum of b and 5 Then, each user publishes g
o Polt contract by calling POSTUSERSNAP. where a tuple
ﬂf{adri‘g' ) is appended tu the list of user snapshots. The ex-
change alse computes Sl for cach user, and publishes each
the contract where o tuple of Iad!'_S"J is appended to the list
of exchange snapshots,

57 Proving Stage

PoR Smart Contract
o INDIVAUDIT adr')

- if Sluser = S'escn then
= return frie

3 else

4 return folse

o CALCRESERVESUSER(adr*™ ¥ b') :

5: Assert adr™ in the registered nodes.

6 Store Eli:l' us user-snapshot-calculated reserves.
o CALCRESERVESEXCH{adr™™ ¥ b}

7. Assert adr*®™ in the registered noules,

4 Store ¥jb' us exchange-snapshot-caleulated reserves.
o ACTUALRESERVES(adr=™ B):

o Amn'ldadr“'"d in the registered nodes,

it Store B as the actual reserves the exchange owns.

Algorithm 4: PoR smart contract for the proving stage.

At the proving stage shown in Algorithm 4 and Figure 5, ao-
dits-on the mdividual reserves are first carried out by nodes.
Not only the nodes bot anyome can check its validity through
InpivAUDIT function on PoR contract, which simply com-
pares 5y and 5_'.,..;n. Here, if the companson outpats frue,
it shows that the balunce value that appears to the i user
and the value the CEX cluims to hold for the user is identical.
Thus, the objective of Bi-FiSA to audit individual reserves
is fulfilled by calling INDIVAUDIT function, as described in
Equaton .

g'uw ; S‘iae:h
y 2 7)
= by =By YeE[LK]

After the individunl audst, esch node gets snapshots from
PuR contract. Upon getting snapshots, each node calculates
E-Si. the sum of snapshots the wsers posted. The calculation
is described in Equation . Then each node downloads all the
encrypted seed values (for all users) from PoR contract, and

calculutes their sum in o homomorphic way. Subsequently,
the reconstruction phase of the ADKG protocol s carried out
among the nodes to decrypt ¥ E'. This decryption process
prevents nodes from decrypting selected users” snapshots.

Ys =Y +d) 8)

The calculstion of EIE;' the calculated total reserves, 1s
described in Equation U, Here, ADKGpecryga 18 8 decryption
algorithm through the ADKG protocol, and it decrypts the
homomorphic sum of encrypted seed values. After the caleuls-
tion of ¥;b' through the snapshots the users posted, each node
puhlishes its outcome (ie.. Eib;\|up,l by calling CALCRE-
SERVESUSER function st PoR contract. The nodes perform
the wdentical process with the snapshots the exchange posted
and publish the outcome (ic.. ¥;B; [, ) by calling CAL-
CRESERVESEXCH.

Y5 — ADKGpecyel Y E)
] i
=Y

Mext, audits on the total reserves should also be made. It
is fulfilled by comparing the calculated reserves with the
actual reserves the exchange owns. In order to do 5o, nodes
calculute B, the actunl reserves. By nodes publishing E by
calling ACTUALRESERVES function at PoR contract, users
become available o notice if there exists o gap between the
actodl on-chamn reserves and the caleulsted reserves that are
recorded on the ledger kept only by the exchange. Validation
of Equation © 15 fulfilled by companng the values stored by
CALCRESERVESUSER and ACTUALRESERVES. Through
these processes, a single round of o hnuncial soundness audit
ends.

9

6 Experiments and Analysis

In vrder to ensure Bi-FiSA's efficacy, we analyze the proposed
model with two pivotal considerations: panse period length
and round length.

Trading pauses, as discussed in Section *, cun disrupt high-
frequency crypto asset markets, causing significant price fluc-
tutions and imbalunces. Evalunting whether Bi-FiSA's pause
penod can be minimized to reduce market impacts is cru-
cial. Thus, we experiment and analyze the length of & pause
period with EDH and UDH maodel, to maintain auditing preci-
sion while mitigating disruptions. The estimated pause period
lengths for EDH and UDH are 15.36 seconds and 33,12 mal-
liseconds. respectively, based on the experiment results,

Evaluating the round length is also important becanse the
round length equals the length of an sudit. If an sodit is needed
frequently, the round length shoubd be minimized.
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Figure 5: A disgram demonstrating the operation of the proving stge.

6.1 Pause Period Length

The caleulation of the length of o puuse period is carned out by
experimenting on EDH and UDH models. Experiments were
conducted with OMNeT++ discrete event simulator , under
the following reference values: 300 million users {which is
moie than three times as many &s Binance, the world's lurgest
CEX has [8]) a packet with the stze 512 bits, and 10Ghps of
the server’s network throughput.

6.1.1  Exchange-Driven Handshakes

The relstionship between panse penod duration and its com-
poncnts for EDH is represented n Equation 110,

{EDH Pause Period Duration |
={Execution Time ) 4 (Standby Time)
) {MNumber of Users) = {Size of A Packet) (1
[Network Throughput |
4 (Single User Delay)

By calculating Equation [0 with the neference values, the
execution ime takes {5 36 seconds. For the standby time it is
equel to the single user delay. The network delay between the
exchange sending the packet to o single user and the user re-
sponding to the exchange is referred 1o as the single aser delay.
As a result, it is upproximately twice the network delay for a
packet. For the value of network delay, it has been researched
that the end-to-end network delay can be caleulated as the
sum of trunsmission delay, processing delay, propagation de-
lay, and queueing delay [6]. Also, since it has been found that
guencing defays are usually on the order of microseconds to
milliseconds, mnd propagation delays are usually on the onder
of milliseconds, thewr sum can be considered as on the onder
af milliseconds.

Y =/ cenes pp.org f, kst accessed Angmt 1, 2023

Bath simulations for the caleulution of processing delay
and trunsmission delay ok a second-long experiment (rans-
mission of 142,642 packets). The packet length of 1,200 bytes
and packet generation interval of 10 microseconds were taken
for the experiment of the processing delay, and the pucket
length of 200 to 800 bytes with truncated normal distribo-
tion and |08} microseconds of packet generation interval were
taken for the experiment of the transmission delay. The packet
generution intervals for both experiments followed an expo-
nentizl distnbution. The mesn volues for the results showed
that the processing delay and the transmission delay can be
approximated as | 244 millisecandy and 0.068 millisecands.
By summing up the delays, the end-to-end network. delay
is 3.312 meilliseconds if we consider the maximum vatue {1
millisecond) for the propagation and queing delay. Thus, the
standby ime would be negligible compared 1o the execution
tme.

In surnmary, stundby time is minimal compared 10 execu-
ton time. Execution time depends on the number of users and
inversely on network throughput, as shown in Equation [0,
Given these constraints, the EDH model’s pause duration is
significantly shorer than waditional stock exchange rading
halts |21 ], even with values exceeding 300 million users and
16} Gibps network throughpat. Thos, it would be safe (o say
that the pause period with the EDH model will not harm the
trading ecosystern on a considerable scale, given thot the ex-
periment results with the reference valoes resulis o the onder
of 10" seconds.

6.1.2  User-Driven Handshakes

Experiments on the single user delay for UDH ure identical
to that of EDH, given that the experimental environments and
varshles are identical, Thuos, the single user delay for UDH is
3512 millisecondy. Same with EDH, a server can send SYNs
and receive user packets concurrently. However, unlike EDH,
exccution time for UDH depends on the single user delay
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and the depth {the mumber of propagation rounds) for full
propagation. Assuming @ node propagates 3YN w ten chald
nodes and 300 million users, the depth equals 9, becanse 300
million is less than 10° wnd greater than 107, As the propaga-
ton for a single depth consumes a single user delay, & single
depth takes 3.312 milliseconds. Thus, the execution time for
the UDH with the reference values equals 9 3312 millisec-
onds. Here. the time tzkes for a node to send o packet to child
nodes is negligible because it equals 5,12 10 2 millisec-
onds when the reference values are used (10 users for a node,
a §12-bit packet. and 10Ghps of network throughput). Con-
sequently, utilizing the results of the experiment, the pawse
period length for UDH is approximately 33,12 millisecondy
because a standby time equals o single user delay.

Owerall, while the standby time of the EDH and LUDH pro-
tocol 15 the same, the execution ime takes much less for UDH.
In conclusion, EDH is suitable enough for the implementation
of u puuse period, given that length would be on the order of
10" seconds. However, considering the difference in caloo-
lated results, implementing UDH would be mon: efficient for
hoving a pause period in CEXs.

6.2 Round Length

[t his been shown i the paper |10 that the introduced ADKG
protocol is practical enough. and generating and encrypting
rundom seed values are done concurrently by the users. stuges
without blockchain publishments are not bardensome. The
pause period during a snapshot stuge is also shown to take
little enough through Section 61,

However, blockehuin network congestion is anticipated for
the parts where blockehain publications are needed: (1) user
publishing E', (2} user publishing §',.., and (3) exchange
puhblishing §‘m_

Let the length of an element that comprises two vectors, E
and . is 256 bits, and PoR contract stores cach vector as an
array with 256-bit unsigned inlegers. A&w_m.i.r],g mus:t!}'p:s
i be audited (K = 3, publications of E', 5 .. und 5.
are experimented (o consume (.7 = 10°. Thus, with 300 mil-
lion users, 6.3 = 10" gas is consumed for three blockchain
publications where hlockcham network congestion is anfici-
pated. In other words, for the publication of 300 million wser
datn_ approximately 86.4 GB of data is stored.

The block capucity of Ethereum and Binance smart chain
(BSC) 15 30 million gas [9] and 60 million gas [ 19], respec-
tively, with block times of 15 seconds and 3 seconds, Thus. for
the round length of Bi-FiSA (o fit within a desired audit fre-
quency, o customized blockehain platform with the capacity
that suits the desired audit frequency should be implemented.
If Bi-FiSA is implemented with an existing public blockchan,
scalability solutions such as rolbups [ 28] should be considered.
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7 Privacy and Threat Analysis

7.1 Privacy Analysis

As the proposed model utihzes a public blockchain platform
where all the stored data are visible 1o poyone, it 1s important
o aveid public disclosure of users” sensitive information. In
the case of Bi-FiSA, !illil.p.‘i_!lﬂl‘j of user balances, §' for all i,
and encrypted seed values E' are published on the blockchuin,
thus wser halances are the ones that should be pritected. Thus,
we define the users” balance values as privacy targets.

Tor nddress this parnmount concern, Bi-FSA implements a
mechanism wherein participating users penente pseodorsn-
dom seeds. In order to arzue that privacy is preserved, we will
farst argue that pseudorandom seeds prevent an sdversary that
does not run @ node i not able to computationally idenify
b' from §' for the i user: and then argue it applies the same
with an adversary that runs a node. Throughout the following
descriptions, S, 15 defined as b, + 5

Lemma L. I the seed s, is generated psewdorandomly, an
adversary whe does not run a fmfefm: Bi-FiSA is computa-
wowally impossible o idewiify b from 5\

Prmwof, Letx be the element of X, and Probix) the probability
of identifying the value of x where ¥, y Prob(x) = 1. Also,
leL B = {k | bL for all k§ be the set of balance values of cach
wser for the i user.

Now, let us assume B' = (bi;.b,....}. As by = 5] —5],
Probib| } = Prob{S| — s, | holds, As 5| 15 a constunt because
it 15 a publicly-posted snapshot, Prob(b; | = Probis, ) holds.
For the case of k £ {k1.k2, __}, if ﬂ. is generuted pseudoran-
domly, any 5, € {5};.5,3. .. | is computationally indistinguish-
able [17]. Thus, it is computationally impossible to identify
l]i' from. S

For the case where k is fixed and 1 € {132, __}, SL e
{si.s7. ...} is also computationally indistinguishable. Thus,
it is computationully impossible to identify b from 5, O
Lemuma 2. If the seed s; is gemerated pseudorandomly, an
adversary who runs o node for Bi- FiSA is compuiationally
impossible o identify o [from §', unless the nimiber of nodes
the adversary colliudes with eguals fo or greater than thr

Proof, Lemima | implics that an adversary without the ability
o drtl:ﬂ:l seeds is computationally impossible 1o identify B
from 5

An adversary who runs o node, however, possesses sk, the
private key of the adversary, assumimg that the adversary is
the i"™ node. However, unless the number of nodes equals o
or greater thun thr colludes, decrypuon 15 unavailable | 10}
Thus. given that the ElGamal encryption scheme 15 probabilis-
tic [249], it is computanonally impossible to obtan & from
E [1%], unless the number of nodes the adversury colludes
with equals to or greater than thr.
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Asa result, from Lemma' | and [ 18], it is computationally
impossthle to b from S for & node without the callusion of
the number of nodes the adversary colludes with eguals to or
greater than thr. o

Combining the lemmas above, we get the following theo-
TeT

Theorem 1. I the seed s, is generated prendorandamly, an
adversary is compuiationally impossible to identify o wver s
plain balance values 1'i:|‘I ) fram the wser's smapshot value {§'_J,
unless the mmber of nodes that collude equals to or greater
than thr.

While Bi-FiSA includes privacy-enhancing measures, cer-
tain challenges remain. During the process, plun seed val-
wes are shared with the exchange._ potentially enabling the
exchange o access wser balunces, However, this does not es-
calate any privicy concerns. CEXs inherently huve access o
wser balance information, a standard practice. Thus, Bi-FSA's
privacy level aligns with or 1 less intrusive than conventional
CEX operations and it does not amplify privacy rsks beyond
typicul exchunge practices.

7.2 Potential Threat Analysis
7.2.1 Threat Model

While Bi-FiSA promotes ser participation o sudits, mah-
cious CEXs pose a threat. During the seeding stage, CEXs
can exclude wsers if their seed vulue compurisons are false, po-
tentinlly causing trust issues. Such manipolations can impact
total reserves avdit nesults,

Threat Model 1. A malicions CEX can mamipuluie the seed
value comparison resulis as folse during the seeding stage,
resulting in manipulation af the total rexerves audit resulr.

There can also be an issue of trust during the soapshot
stage, Assuming a malicious user, the user completes the
seeding stage successfully and then can use o different seed
to calculate the smapshot. If this is the case, the user can
deliberately sabotage the individual and total reserves audits.

Threat Model 2. A malicious user can deliberatelv use dif-
ferent seed valuwes ai the smapshot stage, reswiting in manipu-
lation af the indreidual and otal reserves audit resmlis.

7.2.2 Threat Mitigation

Assuming mahcions CEX or users exploit the system with
threat models | and 2. trust issues will be mised by users or
thee CEX, respectively. If so, disputes will occur between users
and the CEX.

To resolve such disputes, nodes can decrypt user-encrypied
seeds via ADKG to identify audit discrepancies, calcolote dis-
puted balunces. and verify rightful claims osing user trding
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records. This decryption capability remains essential, even
with honest users and the exchange, us local device 1ssues can
manipulite nmestamps during synchronized snapshot-takimg.
potentially consing disputes.

With nodes allowed 1o decrypt some values under ADKG
protocol, a malicious entity that exploits the system through
threat models | and 2 can be identified through backtrecking
of published data. Furthermore, in the case of a mahcious
user, nodes decrypt the user-posted encrypted seed values ond
truce the source of the difference with data published on the
blockchain (including user-snapshot-caleulated reserves and
exchange-snapshot-caloulated reserves). By identifying the
malicious user snd excluding the user’s snupshot from the
round. threat model 2 can be mitigated.

8 Conclusion

The crypto asset industry's mupid growth demands trans-
parency in CEXs. The high-profile CEO arrest incident un-
derscores the need for exchange audits. Our research delved
into CEX challenges, lacking regulatory oversight, and audit
concems. We introduced Bi-FiSA, enhancing CEX security
through ADKG, hidirectional snapshot venfication between
a CEX and users, and a minimized ‘pause period” with the
implementation methods of EDH and UDH. This proactive
approsch bolsters platform soundness, fosters trust by utiliz-
ing u bidirectional andit structure, and balances trunsparency
with privecy. addressing user concerns. While Bi-FiS A is ex-
pected o be 8 promusing protocel for saditing the hoancial
soundness of CEXs | the protocol appenrs to have a few op-
portunitics for improvement. so we propose a potential future
research agenda:

# On Bi-FiSA, disputes berween uwsers and the CEX over
trust 1ssues can be resolved by tracking published dat and
nodes decrypting some of them. Given that the process may
reguire some entities’ consents for decryptions, research
on the delicate process of dispute-resolving is required,

# Given that blockchain ransactions require some fees, users
and nodes should be adequately compensated with rewands
surpassmg partictpation costs. Thus, research on the ade-
quate distribution of Bi-FiSA participation rewards is ne-
quired.

® A research on a custom blockeham platform or implemen-
tation of scalability solutions soch as rollups 15 required, in
order o ensure that Bi-FaSA’s round length meets a desired
uudit frequency.
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