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CIIocO0  CONEPKUT: TOJIy4eHHE OT TJIABHOTO
HCTOYHHKA KJIIOUen KIIIo4a ceaHca,
COOTBETCTBYIOILLIETO 30HE KIIIOUEH, MPUYEM KIIIOY
ceaHca CreHepUpoOBaH, IO MEHbBIIEH Mepe, MyTeM
IIPUMEHEHUST X3II-(QYHKIMHA KoJa ayTeHTH(hUKAINN
COOOIIEHNI K CEKPETHOMY cepTU(DUKATY U TIEpBOMY
Ha0Opy U3 OJTHOTO WU DoJiee mapaMeTPOB CeaHca;
MPUEM FJIEKTPOHHOTO 3aIlpoca Ha TIOCTYII K OAHOMY
WM 6oJiee BBIYMCIUTENBHBIM PeCypcaM M MOIUCH
IS 3JIEKTPOHHOTO 3ampoca, KoTopas Oblta
CrEHEpUpOBaHA HA OCHOBE, IO MEHbIIEH Mepe,
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(57) Abstract:

FIELD: physics, computer engineering.

SUBSTANCE: invention relates to computer
resource  security ~management. A  computer-
implemented method of controlling access to computer
resources of a provider, wherein one or more computer
resources of a computer resource provider are a part of
a logical group of computer resources in a key zone
from a plurality of key zones, the method comprising:
receiving, from the main key source, a session key
corresponding to a key zone, wherein the session key
is generated at least by applying a hash function of a
message authentication code to a secret certificate and
the first set of one or more session parameters; receiving
an electronic request to access one or more computer
resources and a signature for the electronic request,
which was generated based, at least in a part, on the
secret certificate and the second set of one or more
session parameters; generating, using one or more

Crp.: 3

computer systems, a source signature at least by
applying a hash function of a message authentication
code to at least the electronic request and the received
session key; and providing access to one or more
computer resources.

EFFECT: efficient management of computer
resource security.
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IMTEPEKPECTHBIE CCBIJIK HA POJACTBEHHBIE 3AAABKU

[0001] danHas 3asiBKa 3asIBISET IPUOPUTET HA OCHOBAHWM 3asBOK Ha maTeHT CIITA: Ne13/
248962, moganHoi 29 centsa6ps 2011, ozarnasnenHoi “©@OPMHNPOBAHUWE KJIFOYA HA
OCHOBAHUU ITAPAMETPA OBBEKTA?” (Attorney Docket Ne90204-813889 (029400PC));
Ne13/248953, nomanuoii 29 centsops 2011, ozarnasnennoit “AJITOPUTMBbI 1J14
CEAHCOB, CO3JAHHBIX KIIMEHTOM?” (Attorney Docket Ne.90204-818478 (032300US));
u Ne13/248973, nogannoit 29 centsiops 2011, o3arnasnenHou “AJITOPUTMbI
OOPMHUPOBAHU A KITFOYA” (Attorney Docket Ne90204-813890 (029500US)), moHoe
PACKPBITHE KOTOPBIX BKIIIOUAETCS B JAHHYIO 3a5IBKY ITOCPEACTBOM CCBHUIKH.

YPOBEHb TEXHUKU

[0002] Cy1iiecTByeT MHOXKECTBO PA3HOBUAHOCTEN BBIUMCIUTENBHBIX cpen. Hampumep,
4acTO OPraHU3alyMy JJIsl TPEAOCTABICHUS CBOMM ITOJIb30BATENSIM MHOXKECTBA
(YHKIMOHATIBHBIX CEPBUCOB UCIOIB3YIOT CETU BBIYMCIIUTEIBHBIX YCTPOUCTB. HacTo cetu
MTOKPBIBAIOT MHOXKECTBO reorpa(ruecKux rpaHuIl U COSANHSIOTCS C IPYTUMU CETSIMHU.
Hanpumep, niist obecriedenust cBoeit paboThl OpraHU3alui MOTYT UCIIONIb30BaTh KaK
BHYTPEHHHE CETU BHIUUCIIUTEIBHBIX PECYPCOB, TAK U BHIYUCIIUTEIBHBIE PECYPCHI, YIIPABIISEMbIE
CTOPOHHMMU OpraHu3aiusaMu. Tak, mpuHajIeKalue opraHu3alud KOMITBIOTEPBI MOTYT
0OMEHUBATHCS JAHHBIMHU C KOMITBIOTEPAMU JPYTUX OpraHU3alUii, OCYIIIECTBIISSI JOCTY U/
WJIM IIPEOCTABIISAS TAaHHbBIE JJIS [TOJIb30BAHUS CEPBUCAMU APYroi opranuzanuu. B
OOJIBIIIMHCTBE CIIy4aeB JJIs1 HACTPOUKU U OOCITY)KUBAHUS yIAJICHHBIX CeTeH OpraHu3alyu
UCIIOJIb3YIOT allllapaTHbIE CPEACTBA, YIIPaBIsieMble APYTUMU OpTaHU3ALUsIMU, Ojaroaapst
YeMy CHUXKAIOTCS 3aTpaThl HA UHPPACTPYKTYPY U IOCTUTAIOTCS APYTUe MPEUMYIIECTBA.

[0003] Hapsiny ¢ TeM, 4TO pa3iiuuHble BBIUUCIUTEIbHBIE CPEbI XOPOIIO ceOst
3aPEKOMEHIOBAJIN TSI IIIUPOKOTO CIIEKTPA MPUMEHEHHS, UCTIOIb30BAHUE TAKUX CPEl BEI3BIBAET
MHOJKECTBO CJI0KHBIX ITpo0semM. Hanmpumep, HacTpoiika KOHPUTypalu KOMITbIOTEPHBIX
PECYpPCOB ISl AOCTUKEHUS LEeJIed OJHOW OPraHU3alid MOKET OTPULIATEIBHO CKA3bIBATHCS
Ha JIOCTHXKEHUH liesielt apyrov opranuzanueit. K npumepy, addekTuBHOE yrpaBiieHre
0€30IMaCHOCTBIO BEIUUCIIUTEIIFHBIX PECYPCOB YACTO JOCTUTAeTCs 3a CUeT 3PPEKTUBHOCTH
JIOCTyMNa K JJaHHBIM U cepBUcaM. OUueHb CI0KHO TIOCTUYD OajlaHca MEXTy LEIsIMU
6e301macHOCTH U 3HEKTUBHOCTH, ITOCKOJIBKY 3TO TpeOyeT 3HAUNUTEIbHBIX YCUIIUI U 3aTpaT
peCypcoB.

KPATKOE OIMMCAHME YEPTEXXEN

[0004] ®wr. 1 nmroCTpUPYET MPUMEDP BBIUMCIUTEIILHONU CPEAbl, KOTOPAasi MOXKET
UCIOJIb30BATHCS JIsI peallu3aliy Pa3IMUHbIX ACIIEKTOB HACTOSIIEr0 U300peTeHusl, o
MEHbIIIeN Mepe, B COOTBETCTBUM C OJTHUM BAPUAHTOM peaiu3alyu U300 peTeHUs;

[0005] Pwur. 2 WUTIOCTPUPYET MIPUMEP CPE/Ibl, COJICPKAILECH BEIYUCIUTEIIBHBIN PECYPC
poBaiaepa, ypasJIsiONMi MHOKECTBOM 30H OTKA3a, IT0 MEHBIIIEH MEPE, B COOTBETCTBUU
C OJTHUM BapUAHTOM peaju3aluud U300 peTeHus;

[0006] Dur. 3 WITIOCTPUPYET IIPUMEP BBIYMCIMTEIBHON Cpe/ibl BHYTPH 30HBI OTKA3a,
Moka3zaHHOM Ha Dur. 2, IO MEHbIIIEN MEPE, B COOTBETCTBUM C OJTHUM BAPUAHTOM peaJIu3alnuu
U300peTeHus;

[0007] ®wur. 4 WLTIOCTPUPYET TPUMEP KOH(GUTYPAIMK BBIYUCIIUTEIBHOTO Pecypca, KoTopast
MOJXET UCIIOJIb30BATHCS JIJIs1 00ECTIEYeHUS] BHIUMCIIMTEILHOM Cpe/ibl, TAKOW KaK
BBIUMCIUTEIbHAS CpeNla, ToKa3aHHasg Ha DuUr. 3, T0 MEHbIIIEN MEPE, B COOTBETCTBUU C OJTHUM
BAPUAHTOM peAIU3a1U U300pETEHUS;

[0008] dur. 5 UILTIOCTPUPYET CXEMY, MTOSICHSIIOIITYIO TUITMUHBIN CI1I0CO00, B KOTOPOM
pa3IMYHbBIC JIEMEHTHI, 33/ICNCTBOBAHHBIEC B BBIYUCIIUTEIILHOMN CpeJie, MOTYT ObITh HaIeJIEHbI
Pa3HBIM 00BEMOM TTOJTHOMOYHH, 10 MEHBIIIEH Mepe, B COOTBETCTBUM C OJTHUM BapUAHTOM
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peanu3anyu n300peTeHUS;

[0009] ®ur. 6 UILTIOCTPUPYET CXEMY, MTOSICHSAIOULYIO TUITOBOM CITOCOO, B KOTOPOM
uH(pOopMaIUs MOXKET MepeaaBaThCs MEX1y CTOPOHAMU ayTeHTU(DUKALMHY, TT0 MEHBIIIEH Mepe,
B COOTBETCTBUM C OJJHUM BAPUAHTOM peaIM3alLru U300 PETEHUS;

[0010] ®Dur. 7 mpeacTaBiseT cOO0 CTPYKTYPHYIO CXeMY, TTOSICHSIOITY IO IPUMED TTpoliecca
MOAMNKUCHIBAHUS COOOILIEHUI, B COOTBETCTBUM C BAPUAHTOM peaIu3aluu;

[0011] ®wur. 8 npeacTaBiIsieT COOON CTPYKTYPHYIO CXeMY ITpoLecca MPOBEPKHU MOIUCH,
110 MEHbIIIeH Mepe, B COOTBETCTBUM C OJTHUM BApUAHTOM peau3aluu U300peTeHus;

[0012] ®wur. 9 umIrocTpUpPyeT CXeMy TUIIOBOTO Criocoba pacnpeaesieHus KIII0YeH, 1Mo
MEHbIIIeH MEpEe, B COOTBETCTBUU C OJJHUM BApUAHTOM peaIM3alru U300 pETeHUS;

[0013] ®ur. 10 WITIOCTPUPYET CXEMY UCIIOIB30BAHUS TUTIOBOTO CIIOCO0A pacnpeaeieHust
KJIIOYE B cr1oco0e, KOTOPBII 00eCieunBaeT pa3Hble 00beMbI ITIOJTHOMOYMIA, B COOTBETCTBUH,
110 MEHbIIIeH Mepe, C OJTHUM BApUAHTOM peajnu3aluu U300peTeHus;

[0014] ®Dwur. 11 wuToCTpUPYET CTPYKTYPHYIO CXeMy Tporecca (GOpMUPOBAHUS KITIOUA, T10
MEHbIIIeN Mepe, B COOTBETCTBUM C OJJHUM BApUAHTOM peaIu3alyu U300 peTeHUS;

[0015] Pwur. 12 wmmocTpupyeT cxemy GOpMUPOBAHUS MHOKECTBEHHO-OTPAHUYEHHOTO
KJIIOYa, IO MEHBIIIEH Mepe, B COOTBETCTBUU C OJTHUM BapPUAHTOM Pean3aluu n300peTeHus;

[0016] Dwur. 13 WuTIOCTPUPYET HATJISIHBIN TpUMep PYHKIMUIIS TTOJTYYSHUSI TTOITUCH, TIO
MEHbIIIEH MEPE, B COOTBETCTBUU C OJHUM BAPUAHTOM peAIM3aALMU U300 PETEHMUS;

[0017] ®wur. 14 WILTFOCTPUPYET IPUMEP TOTO, KAK MOXKET OBITh PEaTM30BaAHO U
VCIIOJIB30BAHO MOJIyYEHUE MHOKECTBEHHOT'O KJIFOUa, I10 MEHBIIIEH MEpE, B COOTBETCTBUHU C
OJIHUM BapUAHTOM peajin3alyu U300 peTeHuUs;

[0018] Dwr. 15 WLTIOCTPUPYET CXEMY, MOSICHSIOIIYIO TUIIOBOM CITOCO0, IPU TMTOMOIIU
KOTOPOTO MOTYT OBITh MOJIyY€HbI KITIOUH, TTI0 MEHBIIIEH MePE, B COOTBETCTBUU C OJTHUM
BAPUAHTOM peaIU3alU U300pETEHUS;

[0019] Dur. 16 MILUTIOCTPUPYET CXEMY, TOSICHSIOULYIO IPYTrOi TUITIOBOW CIIOCO0, TP TOMOIIH
KOTOPOI'0 MOTYT OBITh IMOJIyYE€HbI KJIIOUYH, [10 MEHbIIIEH MEPE, B COOTBETCTBUU C OJTHUM
BAPUAHTOM peAIU3aL1U U300PETEHUS;

[0020] ®wur. 17 WILTIOCTPUPYET CXEMY, MOSICHSIOIIYIO €I1le OJIUH TUIIOBOM CIIOco0, Mpu
MTOMOIIIA KOTOPOT'O MOTYT OBITh MOJTyYEHbI KIIFOYM, TTIO MEHBIIIEH Mepe, B COOTBETCTBUU C
OJIHUM BapUAHTOM peajIu3alyu U300 peTeHMS;

[0021] Dwur. 18 WILTIOCTPUPYET CTPYKTYPHYIO CXEMY, ITOSICHSIIOILYIO IMPOLECC UHULUATTU3 AN
ceaHca, 10 MEHbIIIEH Mepe, B COOTBETCTBUU C OJTHUM BApUAHTOM Peau3alu n300peTeHuUs;

[0022] ®wur. 19 WILTIOCTPUPYET CTPYKTYPHYIO CXEMY, OSCHSIOIIYIO ITPOLECC TEHEPALUN
CEaHCOBOI'O KJII0Ya, 10 MEHBIIEH MEPE, B COOTBETCTBUM C OJJTHUM BAPUAHTOM pEATU3ALNN
U300peTeHus;

[0023] Dur. 20 WILTIOCTPUPYET CTPYKTYPHYIO CXEMY, MOSCHSIOIIYIO ITPOLECC MOJTyUYeHUS
JIOCTyna K OJJTHOMY WK 00Jiee BBIYMCIIUTEIbHBIM PECYPCAM BO BpEMS C€aHCA, 10 MEHbIIIEN
Mepe, B COOTBETCTBUM C OJJHUM BaAPUAHTOM peaiu3aluy U300peTeHus;

[0024] ®ur. 21 WLTIOCTPUPYET CTPYKTYPHYIO CXEMY, IOSCHSIOIIYIO IIPOLECC IIPUHATHS
pelIeHusI O MPEAOCTABICHUN 3aIIPAILIMBAEMOTI0 I0CTYIa K OJTHOMY WM OoJiee
BBIYMCIIMTEIIBHBIM PECYpPCaM, [0 MEHBIIIEH MEPE, B COOTBETCTBUU C OJHUM BAPUAHTOM
peanuzanuu U300peTeHUS;

[0025] ®wur. 22 MILTIOCTPUPYET CTPYKTYPHYIO CXEMY, TOSICHSIOIIYIO ITPOLECC IETIETUPOBAHUS
ITIOJIHOMOYMH, 110 MEHBIIIEN MEPE, B COOTBETCTBUU C OJTHUM BAPUAHTOM PEATIU3ALNN
U300 peTeHNs;

[0026] Dwur. 23 UITIOCTPUPYET CXEMY, TTOSICHSIOILYIO ITPOLUECC MHOKECTBEHHOT O
JIEJIETUPOBAHUS TTOJITHOMOYMM, IO MEHBIIIEH MEPE, B COOTBETCTBUU C OJJTHUM BAPUAHTOM
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peanu3anuu u300peTeHMS; U

[0027] ®ur. 24 WILTIOCTPUPYET CXEMY, MOSCHSIONIYIO CIIOCO0, TOCPEACTBOM KOTOPOTO
MOTYT OBITh MOJIYYEHBI KJIIOUX ITPU MTOMOIIIM KITIOUEH ¢ MHOYKECTBEHHBIMU MTOJTHOMOYHSIMHU.

OCYIHIECTBJIEHUMWE N30BPETEHUN A

[0028] B cnenyroriem onvcaHuu OyAET pacCMOTPEH Psi/i BAPUAHTOB pean3alnuu
n300peTenus. OcoObie KOH(PUTYpanyy U ITOAPOOHOCTH U3JI0KEHBI B TOPSJIKE, HEOOXOIUMOM
JUTSL IPEIOCTABJIEHUSI BCECTOPOHHEr0 MTOHUMAaHUS peai3auuu usooperenus. [1pu atom miis
CIENMAJIMCTOB B JAHHOM 00J1acTh OyIeT OYEBUAHBIM, UTO U300pETEHUE MOXKET OBITh
peaam30BaHO HA MPaKTUKe 0€3 KOHKPETHBIX oapooHocTel. KpoMe Toro, ¢ iebio ooneryeHust
MMOHUMAHUS OITUCHIBAEMON peaIn3aluu U300peTeHus OO1IEu3BECTHbIE OCOOEHHOCTH MOTYT
OBIThH OIYIIEHBI WA YITPOIIICHBHI.

[0029] AnropuT™MBbI, OTIMCAHHBIE U TTPEIOKEHHbBIE B TAHHOM 3asiBKE, BKJIFOYAIOT CUCTEMBI
Y CIIOCOOBI J1s1 TeHEepAalUU KJTI0UYa, COOTBETCTBEHHO PA3IMYHBIM peaiu3alusiM H300peTeHuUs.
Kimrouu MOTyT OBITH UCTIOTB30BAHBI VIS PA3JIMUHBIX IeJIed, TAKUX KaK ayTeHTU(PUKAIUS 1
ydacTHe B cXeMax IMOJIMUChIBaHUsI cOOOIIeHui. B peanuzanyu n3o6peTeHust BBIYUCIUTEIbHbIE
pecypchl poBaiaepa MpeoCTaBIISIOT OJIb30BATENSIM BbIUUCIIUTEIbHBIE CEPBUCHI,
OCHOBAHHBIE, IO MEHBIIIEH Mepe, YACTUUHO Ha 3JIEKTPOHHBIX 3aMMPOCaX, MPUHATHIX OT
MOJIb30BATEIILCKUX YCTPOMCTB, UCTIOIB3YIOIIMX cepBUCH. CEpBUCOM MOKET OBITh JTI00ast
MoaxXoAd1as cinyx0a, BKIoUas, HO He OTPaHUYUBASICh, JOCTYII K IAHHBIM, IOCTYIT K
BBITIOJIHSIOIIMM OIIEPALY BBIYMCIIUTEIIBHBIM PECYPCAM, IOCTYI K CEpPBUCAM XPAHEHUS] JAHHbBIX
Y TOMY IOJIOOHOE.

[0030] dms TOoTO, 4TOOBI YOSIUTHCS, UTO 3TH CEPBUCHI MPETOCTABIISIOTCS C TOJDKHON
0€30IMaCHOCTBI0, B PA3JIMYHBIX PeaIu3alusix HACTOSIIETO PACKPBITUS H300peTeHUS
UCMOJIB3YIOTCS AJITOPUTMBI Ay TEHTU(PUKALMU 3aITPOCOB (TAKKE UMEHYEMbIX KaK «COOOIIIEHUS»)
JIJIS1 TOTO, UTOOBI yIOCTOBEPUTHCS B TTOUTMHHOCTH 3a1pocoB. COTIaCHO pean3aiuu
n300peTeHus, ayTeHTU(PHUKAIIMS 3aITPOCOB PeaIM30BaHa Py ITOMOIIH aJITOPUTMA X3II-KoAa
ayTeHTUUKauu coodmenus (HMAC) uiam 1pyroro moaxoAsiiero airopurMa, Kak moapooHo
OIMCAHO HUXKE.

[0031] CornacHo peanu3anuu U300 peTeHusi, 00a CTOPOHBI MpoLecca AyTeHTU(PUKALUU
(HaTpuMep, MOJIL30BATENH CITYKO UM CTOPOHA, ISUCTBYIONIAS B UHTEPECax MOJIb30BATEIS)
U ayTeHTU(PUKATOP (HAIIpUMEp, MMPOBANIEP YCIIYT UK CTOPOHA, JISUCTBYIONIAS B MHTEpecax
MpoBaiiiepa) COBMECTHO UCTIONB3YIOT CEKPETHBIN CEPTUDUKAT, KOTOPBIN MOXKET UMEHOBATHCS
KaK KoY. AyTeHTU(UKATOP MOXKET XPAaHUTh COBMECTHO HUCIIOJIb3YEMBIE CEKPETHBIC
cepTU(UKATHI 1711 MHOXKECTBa Iojib3oBaTeled. Kak yacTh TpaH3akuuu, TpOBOISINAS
ayTEHTU(UKAIUIO CTOPOHA MOXET MOAMUCHIBATH 3AITPOCHI, UCIIOJIb3YsI COBMECTHO
UCITIOJIb3YEMBbIN CEKPETHBIN cepTUPUKAT, TEM CaMbIM co3aaBasi moAanuck. [loamnuch
ayTeHTU(PHUKATOPY MOXKET OBITh MPEIOCTABIICHA C 3alIpocaMU. AyTEHTU(PUKATOP MOXKET
UCTIOJTb30BaTh COOCTBEHHYIO KOTIMIO COBMECTHO UCITOJIB3YEMOTO CEKPETHOTO cepTU(UKATA,
YTOOBI TEHEPUPOBATD MOJIIUCH JJIS1 TPUHSTHIX 3aIIPOCOB U IPUHUMATH PEIlIEHUE, ObLIH JIU
3aIPOCHI TOAMMCAHBI IIPY TOMOIIIM COBMECTHO HUCIIOJIB3YEMOI'0 CEKPETHOTO cepTudukara,
CpaBHUBAsI, COOTBETCTBYET JIM T€HEepUpyeMasi MOMUCh MPUHATOMN (Harpumep, OyayT Jiv
MOJIMUCH UAEHTUYHBI). ECM MPpUHSATO pellieHre, YTO 3alpOoChl MOANUCAHbI IIPU ITOMOIIX
COBMECTHO HMCITOJIb3YEMOT'0 CEKPETHOTO CepTU(HKATA, 3aITPOCH] MOTYT CUMTATHCS ITOTMHHBIMU
U, CJIEIOBATENIbHO, IPUHMUMAETCS PELIEHUE, YTO 3aIIPOCHI IOJKHBI OBITh YIOBJIETBOPEHBI.

[0032] MN3-3a TOTO, 4TO BBIIIEYKA3aHHOE B3AUMOAECHCTBUE SIBJISIETCSI CAMMETPUYHBIM (T.€.
CTOPOHA ayTEHTU(UKALMH ITPU BBITTOJTHEHUU CBOMX POJIEH UCIIOJIB3YIOT 001y 10 MH(POpMALHIO),
COBMECTHO UCITOJIH3yEeMBbIE CEKPETHBIE CEPTUPHUKATHI, XPAHSIIIIUECS B Ay TEHTU(UKATOPE, MOTYT
UCIOJIb30BATHCS JIJI1 TOTO, UTOOBI ayTEHTU(PULIUMPOBATE 00€ CTOPOHBI ITpoliecca
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ayTeHTU(UKAIUK WK IEUCTBOBATH OT UX UMeHU. Kak ciieficTBuUe, 1S 3aIMThI 3THUX
cepTu(UKaATOB JKeIaTeTbHa BRICOKAs CTENeHb Oe301macHocTr. OOeciiedeHrne BHICOKOM CTETICHU
0e30MacHOCTH MOXKET HETrATUBHO CKa3aThCsl HA TPOU3BOAUTEIBHOCTH U IOCTYITHOCTH CUCTEMBI.
Hanpumep, obecrieueHue BbICOKON CTENEHU O€30IMaCHOCTH MOKET IOIPA3yMEBATh
00CITy’kKMBaHHE LIEHTPATIM30BAHHON CUCTEMBI XpaHEeHUs Kitoua. OgHAKO Takas
IIEHTPAJIM30BaHHAS CUCTEMa MOXKET MIPUBECTU K OOPA30BAHUIO «y3KOT'O MECTa», TAK KaK
YBEJIMUEHUE YUCIIA MOJIb30BATENIEH U/WIIK CEPBUCOB CITYKUT MPUUMHOMN OOJIbIlIEN HATPY3KH
Ha IIEHTPaJIM30BaHHYI0 cucTeMy. Eciu Takasi HeHTpaIu30BaHHAS CUCTEMA BBIXOAUT U3 CTPOS,
ayTEeHTU(UIMPOBATH 3AMPOCHI MOXKET OBITH TPYIHO WM HEBO3MOXHO. ClIeOBATEIBHO,
LEeHTpaIU3aLusl IPUBOJUT OJJHOBPEMEHHO K MPEUMYIIECTBAM B OTHOLIEHUM 0€30MaCHOCTH
Y K HEZJOCTATKaM B OTHOLIEHUM MACIITAOUPYEMOCTH U TOCTYITHOCTH CEPBUCOB.

[0033] B peanuzanuu Uu300peTeHUs] HEraTUBHBIC MTOCIEACTBUS TAKUX CUCTEM (U APYTUX
CUCTEM) MUHMMU3UPOBAHbI C TOMOUIBIO TPOTOKOJIA MOJANKUCH, KOTOPbI OCHOBBIBAETCS HA
apredakTax COBMECTHO MCIIOIB3YEMOTO CEKPETHOTO CepTUDUKATA, UCTTOTB3YEMbBIX IS
MOJITBEPIKJIEHUS TOTO, YTO ayTEHTU(HUIUPYEMas 4aCTh COAECP’KUT COBMECTHO UCTIOb3yEeMbIi
CEKPETHBIN CepTUDUKAT U, CIIEI0BATEIIBHO, TOJAXOIUT IS MTOJTYYSHUS aBTOPU30BAHHOTO
JIOCTYTIA, OTIPE/IETIEHHOTO B MOAIIMCAHHBIX C TOMOIIIbIO apTedaKkToB 3anpocax. B peanuzanuu
n300peTeHus Takue apTeakThl MOJIYYSHBI IyTeM KOH(PUTYPUPOBAHUS KOMITBIOTEPHBIX
CHCTEM ayTeHTU(DUKALMY TAKUM 00pa30oM, 4YTOOBI TPUHUMATH B KAUECTBE MO/INMCH BEJTMUUHY,
OCHOBAHHYI0, IO MEHBIIEH MEPE, HA YACTU MTOJIYYEHHOT'O COBMECTHO UCIIOJIb3YEMOTO
ceptuduKaTa, BMECTO CAMOTO COBMECTHO UCIIOIB3yeMOTO cepTudukaTa. PopMupoBaHue
COBMECTHO UCIIOJIb3yEMOI0 CepTU(HKATA BOZMOKHO MPHU YCIIOBUU, YTOOBI HA MPAKTUKE OBLIIO
HEBO3MOJKHO OIPEAETUTH COBMECTHO UCIIOIb3YeMbll CepTU(DHUKAT, KaK 3TO O0JIee MopoOoHO
OITMCAHO HUXKE.

[0034] Hammpumep, B peain3anyu M300peTeHrs CTOPOHBI ITpoliecca ayTeHTU(UKAIMA MOTYT
CTaBUTH NOAINCH, COITIACHO:

HMAC(M, HMAC(X, cepTudukar)),

rae M - ato coobmenne, a HMAC(X, ceprudukar) - 3To apredaxT, MOJTydeHHBII U3
00I1IeJOCTYITHOT'O CEKpEeTHOTr0 cepTrdukaTa. Bennurna X MOKeT UMETh HEKOTOPOE 3HAUEHUE,
U3BECTHOE JIBYM CTOPOHAM IIpoliecca ayTeHTU(DUKAIMU U ayTEHTU(DUKATOPY, U MOXKET OBITh
COBMECTHO ucnoib3yeMor. Hanpumep, X MOXeT ObITh TEKYLIEH JATOM, KOJAUPOBAHHOM
3apaHee onpeesIeHHbIM 00pa3oM, 4To0bl yoeruThest, utTo HMAC(X, cepTudukaT) BoIYUCISETCS
COOTBETCTBEHHO CTOPOHOI Mpolecca ayTeHTUUKALMK 1 ayTeHTUPUKaTopoM. B kauecTse
JIpyroro npumepa, X MoxeT ObITh UIEHTU(UKATOPOM CIY>KOBI, C KOTOPOH MOXKET
UCTIONb30BaThCs apTedakT. B kauecTse elle oHOro npumepa, X MOXKET KOJIUPOBATHCS
MHO’KECTBOM CEMaHTUYECKUX 3HAUECHUH U MMPEACTABIIATHCS TAKUM 00pa30M, UTO 00 CTOPOHBI
npoiecca ayTeHTU(UKAIUU U ayTeHTU(UKATOP COOTBETCTBEHHO BBIUMCIISIOT apTedaKT.
CeMaHTHYECKOE 3HAUYEHHE MOKET ObITh OTPAHUUEHUEM HA UCIIOJIb30BAHME KITIOUA, BKITIOUYAS
3HAYEHUE, MOKA3BIBAIOIIIEE, YTO HE HYKHO UCIIOIB30BaTh IMOJTYUYEHHYIO POPMY MTPEICTABICHUS
Kiroya. B ciiyyae komOMHAIMKY TpeabIyILIMX IPUMEPOB HACTOALLEro ad3ana, X MOXKET
KoaupoBaThes Kak «20110825/DDS», rae mocae0BaTEIbHOCTD CIEBA OT KOCON YEPThI
IIPEACTABIISAET 1ATY, a IOCIEA0BATEIIBHOCTD CIIPABA OT KOCOM YEPTHI IIPEACTABIIAECT HA3BAHUE
CITy’kOBI, C KOTOPOM UCTIOJIB3YeTCs apTe(aKT, BEIYMCIIEHHBIN ¢ X. B OobImHCTBE ciyuaes,
X MOeT ObITh 11000 BETMUMHON UJTM HAOOPOM BEJIMUUH, KOJIMPOBAHHBIX COOTBETCTBEHHO
JUTSl IBYX CTOPOH TIpoliecca ayTeHTUhUKaIuu 1 ayTeHTUduKkaTopa. ClieayeT 3aMeTUTh, 4TO
MOTYT OBITh TAKXE UCIOIB30BAHBI IpyTHe MOAXOAAIIME PYHKIHUU, OTIIMYHBIE OT (PYHKIUMN
HMAC, xak onmmMcaHo HUXKE.

[0035] BepueMmcs k npumepy ucnonb3oBanus pyHkuru HMAC B peanuzauuy n3o0peTeHus,
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BEJIMUYUHBI /U1 X BBIOMPAIOTCS TaK, YTOOBI 00ECIIEUUTh JOMOJIHUTEIbHBIE TPEUMYIIIECTBA.
Kax orMmeuanock, X MOXeT (HO He 00513aTEIbHO) COOTBETCTBOBATH OJTHOMY WIIM OoJee
CEMAaHTUYECKHUM 3HA4YeHUsIM. B peanuzanuy 13006 peTeHus: UCIIOIb3YIOTCS CEMAHTHUECKUE
3HAYEHUs, TAKHE KaK BpEMEHHBIE METKU, HA3BAHUS CITYKO, MACHTU(DUKATOPBI OKPYTOB, U
TOMY TOA0OHOE, YTOOBI MPENOCTABUTH CUCTEMY, B KOTOPOU MOJIyYeHbl apTedaKThl, B
COOTBETCTBUHM C AJITOPUTMAMHU HACTOSIIIEN peaM3alui U300PETeHUs, COOTBETCTBYIOLIUMHU
OrPaHUYEHUSIM Ha UCIIOJIb30BAaHME MOJTyUeHHbIX U3 X Kitoued. Takum obpazom, naxe
HECMOTPsI Ha B3JIOM T'€HEPUPOBAHHBIX KIIIOUEH, KOTOPBIA MOKET CAENIATh TOCTYITHOM
ayTeHTU(UKALMIO JJISI HeXKETIATeIbHBIX CTOPOH, OTPAHUUYEHHUE C NCTIOJIH30BAHUEM
KOJIMPOBAHHBIX KITIOUEH CO3/1a€T BO3MOKHOCTh MUHUMU3ALK OTPULATENIbHBIX ITOCIIEACTBUH,
B Cllydae Korja KJIrouM B3JIoMaHbl. Hanpumep, BpeMeHHbIE OTpaHUYEHHUS UCTIOIb3YIOTCS 151
MOJTYYCHUS KITFOUeH, YTOOBI 00ECTIEYUTh CUCTEME BO3MOXKHOCTD 3 (EKTUBHOM ITPOBEPKH,
ObLIa JIM MTpeIIOKEHHAS TTOAMUCH ClIeIaHa C KIII0YOM, KOTOPBIN ObLI IeHCTBUTEIBHBIM BO
BpeMsl 100aBJIeHUs MOANMCH. B KauecTBe KOHKPETHOTO MPUMEPA, ECITU JJIsI ITOJIyUYEHHSI KITro4a
UCTIOJIb3YETCs TEKYIast 1aTa, U CUCTEMA ayTeHTU(UKALMHY TPUHUMAET TOJIBKO IOJIIUCH,
MpeICTABIIEHHBIE TEKYIIIEH 1aTOM, CUCTeMa Ay TeHTU(UKALMN TPUMET PEIIeHUe, YTO MO IITUCH,
TeHEPUPOBAHHBIE MTPY TOMOIIM KJTIOUEH, MOJTYYEHHBIX U3 1aT, OTIIMYAIOLIUXCS OT TEKYIIEH,
SIBIISIIOTCS] HeJleMcTBUTEIbHBIMU. [10100HBIM 00pa3oM, KJTi0Y, MOJTyYEHHBINH U3
UIEHTU(PHUKATOPA HEKOTOPOU CITY>KOBI, MOXKET OBITh HEJICUCTBUTEIIBHBIM TSI UCIIOJIH30BAHUS
¢ Ipyro#u ciayx6oi. Huxe npuBoAsSTCS 1pyrue NpumMepsl.

[0036] Kak ObL10 OTMEUYEHO, pPa3IMUHbIE AJITOPUTMBI HACTOSIIETO PACKPBITHUS CYIIIHOCTH
U300peTeHUs AJIsl ITOJTYyYEHMsI KITF0Uel IT03BOJISIOT UCII0JIb30BaTh HAaOOp napameTpos. B
peanu3alyui H300peTeHNs KIIIOUM TOJIy4aloTCs U3 Habopa mapaMeTpoB MOCPEICTBOM
MHOTOKPATHOT'0 UCToJib30BaHus pyHkumu HMAC. Hanpumep, K104 MOKET ObITh BBIYMCIIEH
CIIEIYIOIUM 00pa3oMm:

K¢=HMAC(... HMAC(HMAC(HMAC(K, Py), P»), P3)..., PN),

rie K sBisieTcss COBMECTHO UCTIOJIB3YEMbBIM CEKPETHBIM cepTU(dUKaTOM, a P; sBistoTcs
napamerpamu. Kirou, Kg, MOKeT ObITh UCIIOIB30BAH 171 F€HEPALMK TTOAIIUCH, HAIPUMED:

S=HMAC(Kg,M),

rae M - 3To cooOl11IeHHe, KOTOPOE MOXKET ObITh KAHOHU3UPOBAHHBIM. TakuMm oOpazom,
IIPUHMMAsl BO BHUMAHHWE YACTHBIE IPOU3BO/IHbIE KITI0YA JJI JOCTYIA K pa3IMYHbIM

KOMITOHEHTAM PaclpeaeIeHHON BEIYUCIIUTEIBHOM CUCTEMBI, KITIOY I10J1y4aeTCst
MHoroypoBHeBbIM. Hanpumep, Kpj=HMAC(K, P) MOxeT ObITb BBIUMCIIEH U ITOJTyUYEH JOCTYII

K OJIHOMY WJIM 00Jiee KOMIIOHEHTaM paclpe/IeIeHHON BBIUUCIUTENIbHON CUCTEMBI.
KomnonenTsl, npunumaronme Kpy, Moryt Berunciantb Kpp=HMAC(Kpy, P,), rae P, moxer

OBITh OJWHAKOBBIM JJIA KAXXKI0T'0O KOMIIOHCHTA UJIW PA3JIMYHBIM IJIsI HCKOTOPBIX W AJIS1 BCEX
KOMIIOHEHTOB. BemmuuHebl sz, BBIYUCJICHHBIC PA3JIMYHBIMH KOMIIOHEHTAMU, MOT'YT IIEPEAABATh

BBIUMCIICHUS IPYTUM KOMIIOHEHTAM PACHPEAECIEHHON BBIUUCIUTEIIBHON CUCTEMBI, KOTOPbIE
MOTYT BbIUUCIUTh Kps=HMAC(Kp,, P3). Kaxaplii KOMIIOHEHT MOKET MOMENIATh B K3LI-

MaMsITh Pe3yJIbTaThl BBIUMCICHUM, a TAK)KEe BO3MOXHBIE Pe3YIbTAThl, BBIYMCIIEHHBIC IPYTUMHU
KOMITOHeHTaMu. TakuM 00pa3oM, MOXKET OBITh 0OecrieueHa OoJiee BHICOKasl CTETICHb 3aIUThI
Ha MPOTSIKEHUU BCETO MPOIecca XpaHEHUs TaHHBIX, XPaHSAIIEro COBMECTHO HCIIOJIb3yeMbIe
CEKpEeTHBIE KJII0UH, IIOCKOJIbKY BRIYMCIICHUE MTPOU3BOIHBIX KITIOUEH MOYKET OBITh BHIIIOJIHEHO
JIPYTMMU KOMIIOHEHTAMU PaCIpe/IeIEeHHON BEIYMCIIUTEIIbHOM CUCTEMBI.

[0037] AITOpUTMBI HACTOSIIETO PACKPBITHS CYIIIHOCTH U300PETEHUS TaKKe
MpeaycMaTpUBaOT MHULMAIUIO ceaHcoB. Hampumep, kak yxe ObLTO CKa3aHo, JAJIs1 TOJTyYeHUS
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KJII04Ya MOTYT OBITh UCIIOJIb30BAHbI COBMECTHO UCIIOJIb3YEMblIii CEKPETHBIN CepTUhUKAT U
OMH WM OoJee mapamMeTpoB. COOTBETCTBEHHO, TAPAMETPbI ISl CEaHCa MOTYT
UCIIOJIb30BATHCS [Isl TEHEPALMKU CEPTU(PUKATA, KOTOPBIH MOKET UCIIOIb30BAThCS BO BpeMs
sToro ceanca. CepTUPUKAT MOXKET UCTIOJIb30BATHCS MOJIb30BATEIIEM, 3AIIPALIUBAIOIINM
CEepPTU(PUKAT, UIIH, B HEKOTOPBIX PeaIM3alMUsiIX U300peTeHus, 0JIb30BaTENIEM, KOTOPOMY ObLIT
nepegad cepTuduKaT ¥ MpaBo JOCTYIA K OJTHOMY WIJIM 00Jiee BBIUMCIIMTEIbHBIM PECYPCaM.
B takux cinyuasix, u3-3a TOro, YTO OOBEKT JI€JIETMPOBAHUS TAKOT'O JOCTYIIA UCIIOJIB3YET KITI0Y,
MOJIYYEHHBIN U3 COBMECTHO UCIOJIb3YEMOI'0 CEKPETHOT'O cepTU(UKATa, HO HE CAM COBMECTHO
UCTIONIb3YEMBII CEKPETHBIN CEPTUDUKAT, MTOAACPKUBACTCS BHICOKAS CTETICHD 3AIUTHI U HET
HEO0OXOAMMOCTU MEHSITh COBMECTHO UCIIOJIb3YEMBIN CEKPETHBIN CEPTUPUKAT IS
MpeIOTBpaIIeHUs Oy IyIIEro ero UCTIONb30BaHU 00BeKTOM AenerupoBanus. Kak 6omee
JIETATbHO OITMCAHO HUXKE, OOBEKTHI IEJIETMPOBAHUS MOTYT TAK)KE CTAHOBUTHCS I€JIEraTOPAMM,
UCTIOJIb3YS AJITOPUTMbI HACTOSIIETO PACKPBITUSI U300 PETEHMUS, MHOTHE U3 KOTOPBIX OoJiee
JIETAJIbHO OTIMCAHbI HUXKE.

[0038] Pwur. 1 WUTIOCTPUPYET ACHEKTHI TUITIOBOM BhIYMCIMTEIbHOM cpeabl 100 as
peanu3alym aCreKTOB HACTOSIIETO PACKPBITHS CYILIHOCTH U300 pETEHH S, COTTIACHO PA3JIMUHBIM
BapuaHTaM peanuzaiuu. CieyeT UMeTh B BUY, UTO, XOTS B LIEJISIX TTOSICHEHUS] UCTIOJTb3YETCS
BBIUMCIIUTEIbHAS CPEla HA OCHOBE BEO-TEXHOJIOT UM, U1l PA3JIMYHBIX BAPUAHTOB peaJI3aln
M300pEeTEeHUs COOTBETCTBYIOLIUM 0OPA30M MOT'YT UCIIOJIb30BATHCS IPYTHE BBIUUCIIUTEIbHbIE
cpenbl. BerurcnauTenbHas cpefa BKIOUYAET 2JIEKTPOHHOE KIIMEHTCKOE ycTporicTso 102,
cojeprkallee JI000e NOAXOASIIEE YCTPOMUCTBO, MPUTOHOE JIsl OTIPABKHU U IMOJIyYEHHUS
3aMpOCOB, COOOUIEHUI WM UH(OPMALMH, TOCPEACTBOM IoAxoas1Ien ceTh 104 1 U1t OTITpaBKU
uH(bOPMAIMK MTOIB30BaTENIO0 yeTporcTBa. [IpuMepamMu TaKUX KIIMEHTCKUX YCTPOUCTB MOTYT
OBITH MIEPCOHATILHBIE KOMITBIOTEPHI, MOOUIIBHBIE TeIe(OHBI, MOPTATUBHBIC YCTPOUCTBA IS
oOMeHa COOOIIEHUSIMH, TIEPEHOCHBIE KOMITBIOTEPHI, IEKOIePhl KAHAJIOB Ka0EIbHOTO
teneBuaeHus, KIIK, snekTpoHHble KHUTY U TOMY TOA00HOE. CeTho MOXKET OBITH JIF00ast
MOJAXOISIIAS CETh, BKJIFOYasi UHTPAHET, UHTEPHET, CETh COTOBOM CBSI3U, JIOKAIbHAS
BBIUMCIIUTEIbHAS CETh, UJIW JIF00ast Ipyras oJo0Has CeTh UM UX KOMOMHauuu. Beibop
UCIOJIb3YEMBIX KOMITOHEHTOB JIJISI TAKMX CUCTEM MOXET 3aBUCETh, 10 MEHbIIIEN MEpPE, B
HEKOTOPOM CTENEHH OT TUIIa CETH U/WIIM BBIOPAHHOM BBIUMCIMTENIbHOM cpeabl. [IpoTOKOIBI
Y KOMIIOHEHTBI IJ1s [IEpeAayM JaHHBIX IOCPEACTBOM TAKOW CETH SIBJISIFOTCS] OOI1IEU3BECTHBIMU
Y B 3TOM 3asiBKe MOAPOOHO paccMaTpuBaThes He OyayT. [lepenaya 1aHHBIX 11O CETU MOXKET
OCYLIECTBJISATHCS IIPU MIOMOIIM ITPOBOJIHBIX WM OECIIPOBOAHBIX MOAKIIOYEHUIA WIIA UX
KOMOMHALMK. B TaHHOM ITpuMepe B Ka4eCTBE CETH UCIIOJIb3YETCsl UHTEPHET, BeO-cepBep 106
UCTIOJIB3YETCs B KAUECTBE BBIYMCIIUTEIBHON CPE/Ibl JJIs ITOTYYEHUS 3AIIPOCOB U 0OCTYKUBAHUS
OTBETHOM MH(GOPMAIMHU, XOTSI OYEBUIHO, UYTO AITbTEPHATUBHOE YCTPONUCTBO, CITyXKallee
AHAJIOTMYHOM LM JIJIs1 APYTUX CeTel, MOKET UCIOJIb30BAThCS OOBIYHBIM JIJIs CIIEUAIINCTA
B JIAaHHOW 00J1acTH 06pa3om.

[0039] TunuuHast BBIYMCIUTENBHAS CPEAA CONIEPIKUT, IO MEHBIIIEH Mepe, OJIUH CEPBEP
npuitokenuit 108 n xpanunuiue gaHHbIX 110. CiieayeT noHMMaTh, YTO MOXKET ObITh HECKOJIBKO
CEPBEPOB IPUITIOKEHNM, YPOBHEN WIIM JPYTUX JIEMEHTOB, IPOLECCOB UIIM KOMIIOHEHTOB,
KOTOPbIE MOTYT ObITh BKIIOYEHBI TOCIIEA0BATEIBLHO UJIM CKOMIIOHOBAHBI MHBIM 00pa3oM, 1
MOTYT B3aUMOAEMCTBOBAThH APYT C IPYTOM JIJIs BBIMOJIHEHUS 3a/]1a4, TAKUX KaK MTOJIyYeHUEe
JTAHHBIX U3 COOTBETCTBYIOILETO XPAHWIMILA TaHHbIX. MIcrionb3yemblii B JaHHOM 3asiBKE TEPMUH
"XpaHWINILLE TAHHBIX" OTHOCUTCS K JTI0OOMY YCTPOWCTBY WJIM KOMOUHALUM YCTPOMNCTB,
CIOCOOHBIX XpPaHUTh, OPIraHU30BbIBATH JOCTYI U U3BJIEKATh JTaHHbIE, KOTOPBHIE MOT'YT
COZEPKATH JTIOOYI0 KOMOMHALMIO U KOJIMYECTBO CEPBEPOB JAHHBIX, 043 JaHHBIX, YCTPOHCTB
XpaHEeHUsl JaHHBIX U HOCUTelled HHPOPMALUU B JIF0OO0M CTaHAAPTHOM, pacipeaesIeHHON UK
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KJIACTEPHOM BBIYUCIUTENbHOM cpee. CepBep MPUIIOKEHUI MOXKET COACPKATh JT1000e
COOTBETCTBYIOIIIEE ATINIaPATHOE U TPOrPAMMHOE 00ECIIeUeHHE /1JIsI UHTET ALK C XPAHUTUIIIEM
JTAHHBIX, HACKOJILKO 3TO HEOOXOIMMO JIJIs1 BBITIOJIHEHUS ACTIEKTOB OJTHOTO WK OoJiee
MIPUIIOKEHNI KIIMEHTCKOTO YCTPOMCTBA, 00PaOOTKM MHOYKECTBA TIOCTYIIOB K TAHHBIM U
Ou3HEC-TOTMKU MpuioxeHuil. CepBep MPUIIOKEHHUI obecrieunBaeT JOCTYIT yIIPaBIISIONIMX
CITYO0 MPU B3aUMOJICHCTBUM C XPAHUJIUIIIEM JTAHHBIX U MOXET T'€HEpUpPOBATh UHGOPMAIIHUIO,
TaKyIo KaK TEKCT, TpadurKa, 3ByK U/WIIM BUIIEO, TIepeaaBaeMyI0O TTOIb30BATEITIO IIPH ITOMOIIN
BeO-cepBepa B Buae HTML, XML umu Apyroro s3bika, MMEIOIIEero CTPYKTYPY, MOIXOSIIYIO0
JUTst JaHHOTO MpuMepa. O6paboTKa BeeX 3aIIPOCOB U OTBETOB, a TAKXKE IOCTaBKa MH(pOpMAIUH
MEXKy KJIMEHTCKUM yCcTporicTBoM 102 u cepBepom npuiioxkenuii 108, MmoxkeT 06padbaThiBaThCs
BeO-cepBepoM. CrieyeT MOHUMATh, UCITOJIb30BaHUE BEO-CEPBEPOB U CEPBEPOB MPUITOKECHUIA
He 00s13aTeNIbHO, U OHU SIBIISIIOTCS TOJILKO TUITOBBIMU KOMITOHEHTAMU, TTOCKOJIBKY OTIMCAHHBIN
B HACTOSIIIEH 3asIBKE CTPYKTYPUPOBAHHBIN KOJT MOXKET BBITIOTHSATHCS HA JTIOOOM IMOIXOISIIEM
YCTPOMCTBE WIM XOCT-MaIlMHE, KaK OIMCAHO B TAHHOM 3asBKE.

[0040] Xpanumuiie naHHBIX 110 MOXKeT coziepkaTh HECKOJIBLKO OTACIIBHBIX TaOJIUI] TaHHBIX,
0a3bl TAHHBIX WU IPYTHEe MEXaHU3MbI XpaHEHUS JAHHBIX, TAK)KE HOCUTETh HH(OpMAIUK TS
XpaHEeHUSs JAHHBIX, TPUMEHUTEIHLHO K TEM WJIM MHBIM acleKkTaM u3ooperenus. Hampumep,
OINKMCAHHOE XPAHWIMIIE JAHHBIX COACPKUT MEXAHU3MBI JJI1 XPAHEHUS IPOU3BOICTBEHHBIX
JMaHHBIX 112 ¥ moab30BaTeNbCKOM nHpopMaluu 116, KOTopasi MOXKET UCTIOTIBb30BAThCS IS
00paboTky UHGOPMALIMU O TPOU3BOACTBEHHOMN AESITEILHOCTHU. Takke MoKa3aHo, YTO
XPAHWIUILE JAHHBIX COJEPKUT MEXAHU3M JIJISl XpaHEHUsI JAHHBIX )KypHaya coObiTuii 114,
KOTOPBII MOKET UCIIOJIB30BAThCS JJIs1 OTUETA, AHAJIM3a WK JIsl IPYTUX MOJOOHBIX LIEJIEH.
HyXHO noHMMAaTh, YTO MOTYT UMETH MECTO MHOTHE JIPYTUE€ ACIIEKTHI, KOTOPbIE, BO3MOXKHO,
MTOHAJOOMTCS XpPaHUTh B XPAHUIIUIIE TAHHBIX, HAITPUMEDP, CTPAaHUIY T'paduuecKom
uHGOPMALUH, U TTPEIOCTABIISTH MH(DOPMAIIMIO O MPaBax JOCTYIA, KOTOPAas MOKET XPAHUTHCS
MpU HEOOXOIUMOCTH B JIFOOOM U3 OMMCAHHBIX BBIIIE MEXAHU3MOB WU B IOTIOJTHUTEIBHBIX
MeXaHU3Max B XpaHuiuile JaHHbIX 110. Xpanunuiie J7aHHbIX 110 MOXET UCIIOJIb30BATHCS
IIPU ITOMOILM JIOTUYECKOM CBSI3M C HUM JIJISI IOJIyYE€HUsI KOMaH]I U3 cepBepa npuitoxxeHui 108,
a Tak)Ke MoJIy4eHUs!, OOHOBJIEHUS UM 0O0pabOTKM IPyruX JAaHHBIX B OTBET Ha €ro 3ampoc. B
OZTHOM IIPUMEPE, MOJIB30BATEIb MOXKET IPUHATH ITOUCKOBBIN 3aIIPOC IS JIEMEHTA
OIPEACIIEHHOTO BUIa. B 3TOM ciiydae XpaHWIMIIE JAHHBIX MOXKET MPEIOCTABIISTh TOCTYII K
MOJIb30BATEIBCKOM UH(GOPMAIIWH, TPOBEPSIS MOTIMHHOCTD MOJIb30BATEIS], U MOXKET
MPEAOCTABUTH JOCTYII K KaTAJIOTy IeTAIbHON HH(POPMALIWH TSI TTOTyYeHHUsI UH(OpMaIuu 00
3JIeMEeHTaX IaHHOI'O TUMa. 3aTeM MH(GOpMalKs MOKET ObITh BO3BpallleHa MTOJIb30BATEINIO,
HaIpUMeED, pe3yIbTaThl JIMCTUHTA HA BeO-CTpaHMIE, KOTOPBIE MOJIH30BATETb MOXKET
MpoCcMaTpUBATh P MOMOIIM Opay3epa Ha MOJb30BaTEILCKOM ycTpoicTBe 102.
NuTepecyromas moiap3o0BaTest UHPoOpMaLUs MOXKET ObITh TPOCMOTPEHA HA OTAEIIbHOM
CTpaHHUIIEC UM B OKHE Opaysepa.

[0041] OGBIUHO KaXOABII CEPBEP COMECPIKUT OTIEPAMOHHYIO CUCTEMY, 00ECIIEUMBATOIIIYIO
BBIMIOJIHEHUE TPOTPAMMHBIX KOMAH]I JIJI OOIIETr0 aAMUHUCTPUPOBAHUS U PAOOTHI TAKOTO
cepBepa, U, Kak MPaBUIIO, COJIEPIKUT MAIITUHOUMTAEMbIH HOCUTETh MH(OpMAIUK (HarTpuMep,
HAKOIIMTENb HA )KECTKOM JIUCKE, ONIEPATUBHOE 3AIIOMUHAIOIIIEE YCTPOMCTBO, TOCTOSIHHOE
3aIIOMHUHAIOIIEE YCTPONUCTBO U T.[.), B KOTOPOM XPAHATCS KOMAH/Ibl, KOTOPbIE ITPU
BBITIOJTHEHUU ITPOLIECCOPOM CEpPBEpaA MO3BOJISIIOT CEPBEPY BBIMOIHATH €ro (hyHKIUH.
CoOTBeTCTBYIOIIME PeaIU3aliy OTePaMOHHON CUCTEMBI U 001Iel (yHKIIMOHATLHOCTH
CepBEPOB U3BECTHBI UJIM JIOCTYITHBI JIJ151 TPUOOPETEHHUS U OBICTPO PEATTM3YIOTCS ClIEUAIMCTAMU
B JIAHHOM 00J1aCTH, OCOOEHHO B CBETE PACKPBITUSI HACTOSIIIEH 3aIBKHU.

[0042] BeruucnurennbHas cpeia B OTHOM U3 BAPUAHTOB peaiu3alui U300 peTeHUSI SIBIISIETCS
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pacIIpeIeIECHHON BBIYUCITUTEIBHON CPEIOM, UCTIOIB3YIOIIEN HECKOJIBKO KOMITBIOTEPHBIX
CUCTEM U KOMIIOHEHTOB, KOTOPBIE B3aMMOCBS3aHbI Ue€pE3 JIMHUM CBS3H, UCITOJIb3YS OAHY WUIU
0oJiee KOMITBIOTEPHYIO CETh WK MpsAMbIe OAKII0YeHUs. OTHAKO CrienUaIrucTaM B JAHHOM
00J1aCTH SICHO, YTO TaKasi CHCTeMa MOTIJIa ObI paboTaTh C TEM XK€ YCIIEXOM B CUCTEME, UMEIOIIIEH
MEHbIIIee UK OO0JIbIIIee KOJIMYECTBO KOMIIOHEHTOB, U300pakeHHbIX Ha Dur. 1. CienoBaTebHO,
nzobpaxenue cucreMsl 100 Ha Dur. 1 crenyer MpUHUMATD, KaK SIBJISIOIIEECS 110 CBOEMY
XapakTepy WUIIOCTPATUBHBIM U HE OTPAHUYMBAIOIIMMCSI PAMKAMU PACKPBITUS CYITHOCTH
U300 peTeHN .

[0043] ®wur. 2 WTOCTPUPYET HATJISAIHBIA IPUMEDP BBIUYMCIUTEIBLHON cpeanl 200,
BKJIFOUAOIEN BBIYMCIIUTENIBHBIN peCypc NpoBaitnepa 202, KOTOPBIA YIIPaBISIET MHOKECTBOM
30H OTKa3a 204, B COOTBETCTBUM, 10 MEHBIIIEH MEPE, C OTHUM BAPUAHTOM peaIu3aluun
n3zo0perenus. B peanuzanumn n300peTeHUs BBIYUCIUTENbHBIN PECYpC MpoBaiiaepa saBisieTcs
OpraHu3alMen, KOTopast yIpasisieT KOMIIbIOTEPHBIMU allllapaTHBIMU CPEACTBAMU B UHTEPECAX
OHOTO UM OoJiee nosb3oBartened 206. BeIuucIuTenbHbIN pecypc npoBaiiepa MOKET
MPEAOCTABIISATh BBIYMCIUTEIBHBIE PECYPCHI Pa3IMUHbIM 00pa3zoM. Hampumep, B peanuzanmu
U300peTeHMs BBIYUCIMTEIbHBIN pecypc NpoBaiaepa 202 ynpaiisieT anapaTHbIM CPEICTBOM,
KOTOPO€ KOHPUIYPUPOBAHO 1711 UCIIOJIL30BAHMUSI MOJIb30BaTENIMU 206. BhruncuTenbHbII
pecypc mpoBaiiaepa 202 mpeaocTaBiseT UHTepQeic, MO3BOISIONIUNI MoIb30BaTeIsIM 206
MIPOTPAMMHBIM ITyTEM KOH(PHUTYPUPOBATH BBIUUCIIUTEIIbHBIE PECYPChI UCIIOTB3YEMBIX
anmnapaTHbIX cpeAcTB. Hanmpumep, BBIUMCIIMTEIBHBIN pecypc MpoBanaepa MOXKET
QIMMHUCTPUPOBATH AlllapPATHBIE CPEACTBA CEPBEPOB, KOTOPHIE YIIPABIISIIOT BUPTYaJIbHBIMU
KOMITBIOTEPHBIMM CUCTEMAMHU, IIPOTPAMMHO yIIPaBJIIEMbIMU I10JIb30BaTelIeM. B npyrom
IIPUMEPE, BBIYMCIIUTEIIBHBIN pecypc IpoBaraepa 202 MOXKET yIPaBIISITh PA3JIMYHBIMU
XpaHWIUIIIAMHU JAHHBIX, YTOOBI 00ECTICUNTh YAJICHHBIE PEIICHUS 111 XpaHEHUS TaHHBIX,
TaKHe KaK BBICOKOHAIE)KHOE XPAHWIIUIIE JAHHBIX U XPAHUIIMILIE TAHHBIX HA YPOBHE OJIOKOB.

[0044] B BapuaHnTe peanuzanuu U300peTeHus], 30Ha 0TKa3a - 3TO COBOKYIMHOCTD
BBIYUCIIUTEIBLHBIX PECYPCOB, KOTOPBIE OT/IEJICHBI OJIHOM WM O0Jiee TPAaHUIAMU OTKa3a, TaK
YTO KaXJasi 30Ha OTKa3a SIBJISIETCS YCTOMUMBOM K OTKa3y Apyroi 30Hb1 oTka3a. Kak mpumep,
Kaxaast 30Ha oTkaza 204 MoKeT ObITh OT/IEIbHBIM JaTa-IeHTpoM. Clie10BaTenbHO, ECIIU
OJIMH J1aTa-LEHTP MepecTaeT paboTaTh, MPEANOI0KUTEIBLHO U3-3a OTKIIIOUEHUS
3JIEKTPOIUTAHUS UK APYTOro JECTPYKTUBHOTO SABJIEHHMS], TO IPYrOW JaTA-LUEHTP MOXKET
MPOAOIKATH PA0OTY. 30HBI OTKa3a MOTYT OBITh PACIOJIOKEHBI B PA3TUMUHBIX T€OTPaPUUECKUX
MECTOIOJIOKEHUSIX, U HEKOTOPBIE UJIM BCE U3 30H OTKAa3a MOT'YT ObITh OT/IEJIEHBI
rocyaapcTBeHHbIMU rpanuiamu. Hampumep, 1Be nim 0osiee 30H 0TKa3a MOTYT pacioJiaraTbes
B pa3HbIX cTpaHax. ClaeayeT OTMETUTD, UTO B LIEIAX MOSICHEHUSI HACTOSIIIEE PACKPBITUE
n300peTeHrs CHabKEHO MHOTOYUCIIEHHBIMU ITPUMEPAMH, TI€ 30HBI OTKAa3a SBIISIOTCS 1aTa-
neHTpaMu. OHAKO 30HBI OTKA3a MOTYT OBITh OINPE/IEIIEHbl MHOKECTBOM JIPYTUX CITOCOOOB.
Hanpumep, oTnenbHble KOMHATBI B OJTHOM U TOM € JAaTa-UEHTPEe MOTYT PACCMATPUBATHCS
KaK OTJIEJIbHBIE 30HbI OTKA3a, B COIJIACUU C PA3JIMYHBIMUA BApUAHTAMU PEATIM3aALUU
n300peTreHus. B kauecTBe Ipyroro npuMepa, BBIYUCIUTENIBHBIE PECYPChl HAXOAATCS B OJHOM
Y TOM K€ MECTE, HO IOJIy4alOT 3JIEKTPONUTAHNUE OT PA3HBIX FEHEPATOPOB PEZEPBHOTO
9NEKTPONUTAHUS W/WIIM IOAIEP/KUBAIOTCS PA3HBIMM CETEBBIMU PECYPCAMU, TAKUM 00pa3om
OHHU MOTYT PacCMaTpUBATHCS KAK pa3HbIE 30HBI OTKa3a. B kauecTse emie 01HOro npuMepa,
JlaTa-IEeHTPbl MOTYT OBITh KJIACTEPHBIMM, TAK YTO KaXK/IbIN KJIACTEP JaTa-IEHTPA MOXKET
paccMaTpuBaThCs Kak 30Ha 0TKaza. K ToMy ke MOXKET ObITh MHOTO MPUUHH, 110 KOTOPBIM
30Ha OTKa3a MOKET BBINTHU U3 CTPOSI, BKJIIOYASI IPUUUHBI, CBSI3aHHBIE C paOOTOM 3JIEKTPOCETH,
paboToii ceTu 00I1Iero MoIb30BaAHMS, TOJTUTUIECKUMHU COOBITUSMU U IPYTUMH TPUIMHAMHU.

[0045] B naHHOM BapuaHTe pean3anydy n300peTeHus mojib3oBaTesv 206 CBSI3bIBAIOTCS C
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BBIUMCIIMTEIIbHBIMU pecypcamu nmpoBamaepa 202 nocpeactsoM cetu 208, TaKO KaK UHTEPHET.
ITonb3zoBatenu 206 MOTYT UMETh PECYpPChl, CKOMIIOHOBAHHBIE B OJTHOV WM O0Jiee 30HaX
oTkaza 204, 1 MOTYT CBSI3BIBATHCS C PECYPCAMHU ITyTEM OTIPABKU 3JIEKTPOHHBIX COOOIIICHMIA,
TaKHMX KaK COOOIIEHUsI aKTUBALMHY BeO-cepBrca MHTepdelica MpOorpaMMUPOBAHUS TPUITOKEHHUH
(API) BBIYMCITMTETBLHOTO pecypca MpoBaiiepa it Toro, 4ToObl KOHPUIYPUPOBATH PECYPCHI
Y yIpasisiTb UMHU. [1os1b30BaTeNM MOTYT UCIIOJIB30BATh PECYPCHI BO MHOTHMX 30HAX OTKa3a
JUUISL TOTO, UTOOBI YMEHBIIUTD BIIMSHUE MTOTEHIUATIBLHBIX HEMOJIAI0K, KOTOPhIE OKA3BIBAIOT
BIIMSIHUE Ha pecypchl Moab3oBaTens. [lonbp3oBaTens, KOTOPBINA UCIIOIb3YET BBIUYMCIUTEIIbHBIE
pecypcesl mpoBaiiaepa 202 1j1st paboThl ¢ BEO-CANTOM C OTKPBITBIM JOCTYIIOM, HAIIPUMED,
MOKET aIMUHUCTPUPOBATH BeO-CepBEP U APYTUe CEPBEPHI B OTACIBHBIX 30HAX OTKA3a, B
TAKOM CJIy4ae €CJIM CEPBEPBI B OJTHOM 30HE OTKA3a BBIXOJAT U3 CTPOSI, ITOJIB30BATENIH OyIyT
MOJIy4yaTh JOCTYII K BeO-caiTy Garogapst JTOCTYIy K cEpBepaM B APYroi 30He OTKa3a.

[0046] dur. 3 WITIOCTPUPYET B KAYECTBE HATJISIAHOTO IpuMepa cpeay 300 BHYTpH 30HBI
oTkasza 302, koTopast MOXeT OBITh 30HOM OTKa3a BBIUMCIMTEIBLHOTO pecypca nmposaijaepa,
Kak noka3zaHo Ha dur. 2. B taHHOM BapuaHTe peanu3aliuy u300peTeHust 30Ha oTkaza 302
COAEPKUT BBIUMCIIUTEIBHBIE PECYPCBI, UCIIOJIB3YEMBIE ISl TPEAOCTABIIEHUS PA3IMYHBIX
CEPBUCOB B MHTEpecax Mnoib3oBarenei. Hanmpumep, kak mokaszano Ha @wur. 3, 30Ha OTKa3a
302 coaepKUT BBIYMCIUTEIBHBIC PECYPCHI, UCIIOJIB3YEMBbIe ISl TPEIOCTABICHUS CITYKO0e
JIOJITOBPEMEHHOI'0 XPAHEHUS JAHHBIX, KOTOPAsi MOXKET XPAHUTh JOBOJIBHO OOJIBIIINE MACCUBBI
JTAHHBIX C HU3KMMHU 3KCILUTYyaTalMOHHBIMU PACXOAAMU U BO3MOKHOCTBIO PE3EPBUPOBAHUSL.
Taxkoii cepBUC MOKET HAXOAUTh ITPUMEHEHUE, KOT1a HEOOXOAMMO XPaHEHHE OOIbIINX
MAaCCHBOB JIaHHBIX U/WJIM BBICOKAS O€30MMACHOCTh XpAHEHUSI JaHHBIX. 30HA 0TKa3a 302 MOKeT
TaKXKe COJIEPXKATh CIIy)kKOYy XpaHEHUs TaHHBIX Ha YPOBHE 0J10K0B 306, TPEI0CTABIISIONIY IO
IIOJIB30BATENSIM BO3MOYKHOCTB ITOJIB30BATHCS YCTPOWCTBAMM XPAHEHUS JaHHBIX HA YPOBHE
0JI0KOB, (PU3UUECKUX YCTPOMCTB /WM BUPTYaIbHBIX ycTpoiicTB. Hanmpumep, mosibs3oBatenu
MOTYT MOAKJIIOYATh YCTPONUCTBA XPAHEHUSI JAHHBIX HA YPOBHE OJIOKOB K UCIIOJIb3YEMbIM UMU
KOMITBIOTEPHBIM cUCTeMaM. Takxke Mmoka3aHa ciiy>k0a BUPTYaJIbHOM KOMITbIOTEPHOM CUCTEMBbI
308, KOTOpasi MOKET MPEAOCTABIIATD MTOJI30BATEIISIM BBIYMCIIMTEIIbHBIE CEPBUCHL. B TaHHOM
BapUaHTE pean3alyu U300peTeHus ciyk0a BUPTyaTbHON KOMIIBIOTEPHOH cucTemMbl 308
IIPEIOCTABIISIET MIOJIB30BATEIISIM CEPBUCHI ITyTEM PEAIM3ALMU BUPTYaJIbHBIX KOMIIBIOTEPHBIX
CUCTEeM Ha (PU3NYECKUX CepBEPax, a/IMUHUCTPUPYEMbBIX BEIYMCIUTEIILHBIMU PecypcaMu
npoBamaepa, XOTs U BO3MOXHBI BApUAHTHI, TAKKE KAaK MECTOTIOJIOKEHUE (PU3NUECKON
KOMITBIOTEPHOM CUCTEMBI, BBIJIEJIEHHOM U1 UCITOJIb30BAHUS ITOJIb30BaTENsIM. B BapuanTe
peanu3anyu U300 peTeHus], CBI3AHHOM C BUPTYaIbHBIMU KOMITBIOTEPHBIMU CUCTEMAMM,
MOJIB30BATENH, B 3aBUCUMOCTH OT UX MOTPEOHOCTEN, MOTYT MMPOTrPAMMHO yIIPABISAThH
BUPTYAIbHBIMUA KOMITBIOTEPHBIMU cucTeMamu. Hanpumep, kak noka3ano Ha duwur. 3,
MOJIb30BATEIM MOTYT KOH(PUTYPUPOBATH BUPTYaIbHbIE KOMITBIOTEPHBIE CUCTEMBI CITYKOBI
BUPTYaJIbHOM KOMIIbIOTEPHOM crcTeMbl 308 1151 00CTy)KMBaHUS [1OJIb30BATENEN CITYKOBI
BUPTYaJIbHBIX BBIYUCIICHUI ITpOBaiiepa. BUpTyalbHblE KOMIIBIOTEPHBIE CUCTEMBI, K IIPUMEDY,
MOTYT OBITH CKOH(UTYPUPOBAHBI JJIs1 pAOOTHI ¢ 001IeN0CTyTHBIM BeO-caiitom. Kak
10JIB30BATENMN BUPTYAIBHOTO BBIUMCIMTEIIBHOTO PECypca MpoBaiaepa, Tak 1 MOJIb30BATEIN
9THX MOJIB30BATEIEH, B PA3JIMUHBIX BApUAHTAaX PeasIM3alii U300 pEeTeHHs, MOTYT UMETh JTOCTYII
K pa3JIMYHbIM CIIy)kK0aM, BBITIOJIHSIEMbIM B 30He 0TKa3a 302 MmyTeM YCTaHOBJIEHUS CBSI3U CO
cny>x6amu, mocpeacTBoM ceTd 310, B kKauecTBE KOTOPOM MOXKET OBITh ceTh 208, onmMcaHHas
BbILIE B CBsA3U ¢ Dur. 2.

[0047] CnenyeT OTMETUTD, YTO pa3IMUHbIC BAPUAHTHI peaiu3aluu U300peTeHus,
WILTIOCTpUpOBaHHbIE HAa DUr. 3, KaK U B ClTyuyae BCeX BAPUAHTOB, U300 paKeHHBIX Ha (pUTypax
Y OIIMCAHHBIX B HACTOSIIIEHN 3a5BKE, I10 CBOEMY XapaKTepy SBIISIOTCA CXEMATHUYECKUMU U
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paccMaTpUBAIOTCS B paMKax IAHHOT'O PACKPBITHSI CYIITHOCTH M300petenus. Hampumep,
JpyTUe ciy>KObl, OTJIMUHbIE OT OKA3aHHBIX, MOT'YT OBITh IPEICTABIIEHBI B 30HE 0TKa3a 302
KaK JIOTIOJIHEHUE UM BMECTO MOKa3aHHBIX c1yx6. Hanmpumep, kak mokazaHO MHOTOTOUYHEM
Ha Dur. 3, B 30He 0TKa3a 302 MOTYT BBINOJHATHCA JOMOIHUTENBHBIE CIyKObI. K TOMY *e,
HEKOTOPBIE CIY>KObI MOTYT UCIIOJIBL30BATH TAKXKE U ApYrue ciyk0bl. Hanpumep, mHoTHE
CITy>kOBbI (TaKHe KaK CITy>k0a XpaHEHUs JaHHBIX HAa ypoBHE 0J10K0B 306 U clty)k0a BUPTYaJIbHOM
KOMITBIOTEPHOM cucTeMbl 308) MOTYT UCITOJIB30BATHCSI COBMECTHO JIJ1sl OOecrieueHus: paboThI
JIPYTUX CITYKO, TAKUX KaK CITy>K0a pessoHHON 6a3bl TAaHHBIX, CITyk0a 3JIeKTPOHHOM MOYTHI
Y, KaK IPaBUJIO, BBIYUCIUTEIIBHOM CITYKOBI JIFOOOT0 TUITIA, KOTOpasi 00eCIeYMBaETCS 3a CUET
CPEACTB BBIYMCIIUTEIIBHOI'O pecypca IpoBaiiiepa.

[0048] Kak nmokazano Ha Dwur. 3, BBIUMCIUTENIBHBIN PECYPC TPOBAIepa MOKET COAEPKATH
OT/AETbHBIN BepruuraTop 312 A1t Kaxaoi 13 ciayk0. Bepupukatopom MoxeT ObITh
BBIUKUCIIMTEIIbHOE YCTPOUCTBO, COBOKYITHOCTD BHIUUCIUTEIBHBIX YCTPONCTB, MO1yJIb
IIPUJIOKEHUS WU IPYTOM PECYPC, KOTOPBIN IPOBEPSIET PA3JIMYHBIE YIOCTOBEPEHUS, CLIETIAHHBIE
MOJIB30BATENSIMUA U, BO3MOXHO, IPYTUMU KOMITBIOTEPHBIMU cUcTEMaMU. B BapuanTe
peanu3anyu U300 peTeHUs KX Iblid BepruduKaTop 312 mpoBepsieT MOMUCH COOOIIEHUIA,
KOTOPBIE CO3AAI0TCS COTJIACHO PA3JIMYHBIM BApUAHTAM pEaIM3alMu HACTOSLIEN 3asIBKU U
3aTEM IIPEAOCTABIISIOTCS ITOJIb30BATEISIMUA BMECTE C 3aIIPOCAMU Ha JOCTYII K BBIYUCIIUTEIIBHBIM
pecypcam, kak 6osee moapoOHo onucaHo Hke. Kimroun u npyrast BaxHast uHGOpMaIus
MOKET MOCTYNaTh K BepupUKATOPaM U3 TJIABHOTO UCTOUHMKA KITIOUEH, YTO TTO3BOJISIET
BepupUKaTOpam MpoBepsTh uHbopMaiuio. CreyeT OTMETUTD, UTO KaX/1ast CITy>K0a, UMeroInast
BepUUKATOP, SIBISETCS HATJISAHBIM IPUMEPOM KOHKPETHOMN peain3aiyu n300peTeHus, Tak
YTO pyrue KOHGUrypauum HaXoAsTCs B paMKaxX HACTOSIIETO PACKPBITUS U300PETEHUSI.
Hanpumep, onuH BepudukaTop MOXKET MOJAEPKUBATH MHOKECTBO CITY>KO WIIM BCE CITYKOBI
Y 1a)K€ MHOKECTBO 30H OTKa3a.

[0049] Dwur. 4 WILTIOCTPUPYET HATIISAHBIN TPUMEP KOHPUTYPAIUH BHIYUCTUTETBHOTO
pecypca, KoTopasi MOXET UCTIONIb30BAThCS 1J1s1 00€CTIeueHUs] BBIYMCIIUTEIbHOM CPe/bl, TAKOM
KaK BBIYMCIIMTEIbHAS Cpela, MoKa3aHHas Ha Dur. 3, 1o MeHblIen Mepe, B COOTBETCTBUM C
OJIHUM BapUaHTOM peajin3anuu uzoopereHusi. Gur. 4 WirocTpupyeT KOHKPETHBIN TPUMED,
B KOTOPOM 30HOM 0TKa3a Ha Dwur. 3 siBiseTcs narta-ueHTp. Takum obpa3zoM, BO3Bpaliasich
K @wur. 4, nata-ueHTp 402 MOXKET COIEPKATh MHOXKECTBO CepBEpHBbIX cToeK 404-406. [laTa-
neHtp 402 siBseTCS MPUMEPOM OJHOTO WITK OoJiee 1aTa-eHTPOB, KOTOPBIE MOTYT
UCIOJIb30BATHCS B PA3JIMUHBIX PEATM3ALUSIX HACTOSIIETO PACKPBITUS U300pETEHHUs, KaK
HaIpUMep, AaTa-UeHTPBI, TIoKa3aHHble HA Pur. 4. MHOroTouMe MEX,1y CEPBEPHBIMU CTOMKAMU
404 u 406 moka3pIBaeT, 4YTo AaTa-neHTp 402 MOXKET BKIIOYATH JII0OOOE HEOOX0IUMOE
KOJIMYECTBO CEPBEPHBIX CTOEK, HECMOTPS HA TO, UTO ISl HAMTIIAHOCTY Ha Dur. 4 moka3aHo
Tosibko JBe. Kaxknas cepBepHas croiika 404-406 MOKET NMPUHUMATh y4aCcTUE B
AIMUHUCTPUPOBAHUM CITY kKO, TAKMX KAK CITY>K0a 3JIEKTPONUTAHMS U CITy>K0a Nepeauu JAHHBIX,
JUISI MHOYKECTBA CEPBEPHBIX KOMITbIOTEPOB 408-414 u 416-422. Kpome TOro, MHOroTo4YHe
ITOKAa3bIBAET, YTO CEpBEPHBIE CTOMKU 404-406 MOTYT collepKaTh JIF000e HEOOXOAUMOE
KOJIMYECTBO CEPBEPHBIX KOMIbIOTEPOB. Hanpumep, cepBepHbie KOMIbIOTEPHI 408-422 MOTyT
BKJIIOUATh OJUH UK O0Jiee CepBepOB BUPTYATbHBIX KOMITBIOTEPHBIX cucteM (VCS) nw/unu
OJIMH WK OoJiee cepBEepOB XpaHeHUsl TaHHbIX. Kaxxabiit u3 cepBepoB 408-422 MoxeT
COOTBETCTBOBATH OJIOKY BBIJIEJICHHBIX PECYPCOB.

[0050] Ha ®ur. 4, kaxxaast cepBepHas crorika 404-406 nzobpakeHa cogepkaliei mojakKy
KOMMYTATOPOB 424-426. [Tosika KOMMYTaTOpOB 424 1 426 MOXKET OTBEYATh 32 KOMMYTALUIO
MAKETOB IM(PPOBBIX JAHHBIX, [TOCTYNAIOIIHUX U IIEPETABAEMBIX B COOTBETCTBYIOIIME KOMIUIEKCHI
CepBEPHBIX KOMIBIOTEPOB 408-414 u 416-422. [Tonka KOMMYTaTOPOB 424-426 MOXKeT OBITh
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MOJIKJTI0YeHA K KOMMYTAIIMOHHOM MaTpHuIle JaTa-1ieHTpa 428 1 3aTeM K BhIOpaHHBIM
TPAaHUYHBIM MapuipyTuzatopam 430, KOTOpPbIE COEIUHSIOT JaTa-ueHTp 402 ¢ OqHON WK
0oJiee KOMITBIOTEPHBIMU CETSIMU, BKJIIOUasi UHTEpHET. KoMMyTaloHHast MaTpuIia MOXeT
COZIEPKATh JTI000N HEOOXOIUMBIN KOMIUIEKT CETEBBIX KOMIIOHEHTOB, BKIIIOUAs
B3aMMOCBSI3aHHbIE KOMMYTaTOPBI 432-438 (1111 HarnaaHOCTH HA Dur. 4 moka3zaHo TOJIBKO
YeTbIpe) OJJHOTO UM O0JIee TUIIOB KOMMYTALUH, YITOPSTOYCHHBIX B OJIMH WK O0Jiee ypOBHE
KOMMYTalUH, HAPAY C MApLIPYTU3ATOPAMHU, LITFO3aMH, MOCTAMH, KOHIEHTPATOPAMH,
MMOBTOPUTEIISIMU, MEKCETEBBIMU IKPpaHAMM, KOMITBIOTEPAMU U UX HEOOXOUMBIMU
COOTBETCTBYIOUIMMHU KOMOUHauusiMU. [1o MeHbI1Iel Mepe, B OTHOM BapUaAHTE peau3alyu
M300peTeHNs, MOJIKa KOMMYTaTOPOB 424-426 v rpaHUYHbINA MapiIpyTu3zaTop 430
paccMaTpUBAIOTCS KaK 4aCTb KOMMYTAUMOHHOM MaTpulpl 428. [Tonka koMMyTaTopos 424-
426, rpaHUYHBIA MapIpyTU3aTOP 430 ¥ KOMIIOHEHTHI KOMMYTAlMOHHOW MAaTpULbl 428
SIBJISIFOTCSI TPUMEPOM CETEBBIX amllapaTHBIX CpeIcTB 224, moka3aHHbIX Ha Dur. 2.

[0051] Kak 6bu10 OTMEUEHO, pa3/IMYHbIE BAPUAHTHI pealIM3alii HACTOSILETO0 PACKPBITUS
n300peTeHus CO3/1aI0T BO3MOKHOCTh HA3HAUEHUS PA3JIMUHBIX YPOBHEN TOJTHOMOYUIA,
YCTAHOBJIEHHBIX 110 pa3HbIM IpUYUHAM. DUT. 5 UIUTIOCTPUPYET CXEMY, ITOSICHSIOLLYIO TUIIOBOM
Croco0, B KOTOPOM pa3IMYHbIM 3JIEMEHTaM, 3a1eCTBOBAHHBIM B BHIUYMCIIUTEIBLHOMN CPE/IE,
MOTYT Ha3Hau4yaThCsl Pa3Hble YPOBHU IIOJITHOMOYHMM, I1I0 MEHBIIIEN MEPE, B COOTBETCTBUU C
OJIHUM BapyUaHTOM peanu3auuu u3ooperenusi. Ha dur. 5 nokazaH BEIYMCIUTENIBHBIN pecypc
nposaiaepa 502. Kak npowmtoctpupoBano dur. 5, B BapuaHTe peaansanuu n300peTeHus
BBIUMCIIMTENIBHBIN pecypc mpoBaiaepa 502 uMeeT IMOJTHOMOYMS BBILIE, YEM Y ITPUHAIICKALINX
€MY PECYPCOB, U MOXKET PACIPENETIATH 3TU IOJIHOMOYHUS MEKY PA3JIMUHBIMU I10JIb30BATEISIMU
pecypcoB. CiieryeT OTMETUTb, UTO B LEJISIX TOSICHEHUS], COTJIACYIOLEroCs C APYyTMMHU
YepTeKaMU U ONTMCAHUSIMU K HUM, DUT. 5 WLTIOCTPUPYET BBIUUCIIUTEIBHBIE PECYPCHI
nposatiepa 502, UMEroIIMe MTOJITHOMOYMS BhIlIe JOMEHHbIX. OTHAKO, BAPUAHT peajv3alyu
JTAHHOT'O PACKPBITUS U300PETEHUSI MPUMEHUM TAK)KE K IPYTUM BIIaJeIbliaM [OJHOMOYMIMA
noMeHoB. Hammpumep, BiiaieniblieM MOJTHOMOYMIM MOKET OBbITh MPABUTEIBCTBO WU
IIPABUTEIILCTBEHHAS! OPraHU3aLMs, €€ TOAPA3AEICHUE WK ApyTas OpraHu3alus WIK, KaK
MPaBUIIO, 11000 CYyOBEKT C MOJHOMOYMSIMU HaJl HEKOTOPBIM TOMEHOM.

[0052] Bo3BpaTumcs kK HArIIIHOMY IpUMEpPY, WTIocTpupyemomMy dwur. 5, rae
BBIUMCIIMTEIBbHBIE pecypchl mpoBanaepa 502 ynpaBiisiioT €ro NOJIHOMOYUSIMH, ITO3BOJISS
PA3IMYHBIM MTOAPA3IACTICHUSIM CYOBEKTOB UMETh IMOJTHOMOUUS HaJl pa3IMYHBIMU MTOIOMEHAMMU.
Hanpumep, kax mpousuTIocTpUpOBaHO (GUTYpOi, KaKaas U3 30H 0TKa3a 504 BBIYUCIUTETEHOTO
pecypca npoBaiiiepa NpeACcTaBiIeHa COOTBETCTBYIOIIMM OAAOMEHOM BbIUUCIUTEIIBHOTO
pecypca nomeHa nposaiiaepa 502. CienoBaTelibHO, KaX/1asi 30HA OTKa3a MOXKET UMETh
MOJIHOMOUHS HaJl CBOUMU COOCTBEHHBIMHU PECYPCAMU, HO HE PECYPCAMMU IPYT O 30HBI OTKa3a
(XOTS1 B HEKOTOPBIX BApUAHTAX peaIM3aLMU TOJTHOMOYMS Ha/l HEKOTOPBIMHU MTOIIOMEHAMU
MOTYT UCHIOJIB30BAThCS COBMECTHO). Cl1e1I0BATENIBHO, COOTBETCTBEHHO BAPUAHTY peaIu3alyu
n300peTeHus], 30Ha OTKa3a MOXKET MPEIOCTABUTD MOJIH30BATENIO JOCTYIT K BBIYUCIIUTETbHBIM
pecypcaM B 30HE OTKa3a, HO HE JOCTYII K BBIYMCIIMTEIIBHBIM PECYpPCaM APYror 30HBI OTKA3A.

[0053] Kak oTmMeuasnoch BhIIE, Kaxaasi 30Ha 0TKa3a MOXKET COAEPkKaTh OJHY WU OoJjiee
ciny06 506. COOTBETCTBEHHO, KaK WILTIOCTpUpyeT DuUr. 5, kaxkaas Cry’k0a MOXeT OTBEYaTh
3a IOAI0OMEH JIOMEHA COOTBETCTBYIOIIEH 30HbI 0TKa3a 504. CiieoBaTenbHO, B BAPUAHTE
peanu3anyu U300 peTeHus, CIy’K0a MOXKET MPEJOCTABIATh JOCTYI K pecypcaM, JOCTYITHBIM
ciryx0e, HO He K 1pyruM cinyx0am. Kaxkaas ciayx6a MOKET 00CITy)KUBATh OAHOTO UK OoJiee
nosb3oBaTtenelt 508, U, TakuM 00pa3oM, KaXKIbIl MOJIb30BATENIb MOKET OTBEYATH 32 MOAI0MEH
MTOJTHOMOYMH COOTBETCTBYIOMIEH C1y>KObI 506. CrieqoBaTeNbHO, B peaiu3alu U300peTeHust
II0JIB30BATEND MOXKET MPEAOCTABIATD JOCTYI K CBOMM PECYPCAM, CBSI3AHHBIM C
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COOTBETCTBYIOIIIEH CITy»OO0I, HO He K CITy>KOe Ipyroro rnojp3oBatesis. B kauecTBe KOHKPETHOTO
HATJISIIHOTO [PUMEpPa PACCMOTPHUM CIIydail, B KOTOPOM CIIy»0a SBISIETCS CIIy KOO0
BUPTYAJIBHOTO BBIYMCIIUTEIIBHOTO PECYpPCa, MOIb30BATENb MOXKET MTPEIOCTABUTD JOCTYI
(HarpuMep, OOIIMI TOCTYIT) K CBOMM BUPTYaJbHBIM KOMIIBIOTEPHBIM CUCTEMAM, HO HE K
BUPTYAJIbHBIM KOMIIBIOTEPHBIM CUCTEMAM JIPYTUX MOJIb30BaTeNel 06e3 UX pa3pelieHusl.

[0054] Kak oTMe4anoch, YaCTUUHAS JJOKaJIU3alus ITIOJTHOMOYMH, IToKa3aHHasg Ha dwur. 5,
MpYBEJIEHA JUISl HATJISITHOCTH, U B pAMKaX HACTOSIIETO PACKPBITHS CYLIIHOCTH U300peTeHust
paccMaTpuBaIOTCS MHOTOUMCIIEHHBIE BapUaHThl. Kak oTMeuanochk Bblllie, BAPUAHTHI
peanu3anyu HaCTOAILEr0 PACKPBITHS U300 PETEHMS], IPUMEHUMBbIE K JOMEHAM ITOJTHOMOYMIA
BHE JIOMEHOB, YIIPABJISIEMbIX BBIUUCIUTEIBHBIMU PECYPCAMU ITPOBANIEPA U MTOIIOMEHAMM,
Y MOTYT OTIPEIEIATHCS B COTIIACHU C OCOOBIMU MTOTPEOHOCTSIMU M 0OCTOATEIBCTBAMU. TaKKe,
@ur. 5 u306pakaeT MoJib30BaTEIEH BUPTYAIbHOTO pecypca MpoBaiiepa, MUMEIOLIUX
HAaUMEHBIIUH MOI0OMEH MOJIHOMOYMH. [1pKr 3TOM aropuTMbl HACTOSIIETO PACKPBITUS
U300peTeHrsI MOTYT O3BOJIUTH MOJIb30BATENIO PA3IEIUTh JOMEHBI HA OJIUH WM OoJiee
MIOJI/TIOMEHOB.

[0055] Psix ocy1iecTBIEHUI HACTOSILIETO PACKPBITUSI U300 PETEHUSI OTHOCUTCS K ITOIUCAM
coobuienuii. Ha @ur. 6 uzoopaxena cxema 600, WUTIOCTpUpPYIOLIAS] TUIIOBOM CIIOCOO, B
KOTOPOM MH(pOPMALMs MEXITY YUIAaCTHUKAMU MOXET IepelaBaThCs B IIPOLECce POBEPKU
MOJIITMCH COOOUIEHUS], 10 MEHbIIIENH MEPE, B COOTBETCTBUU C OJHUM BAPUAHTOM peain3alyu
n3zo0peteHus. B BapuaHTe peanuzanuu M300peTeHus, ICTOYHUK KiTrouer 602 mpeaocTaBiseT
KITIOY KaK OTIpaBuTelto coobmenust 604, Tak u Bepudukaropy moamnucu 606. Mctounnkom
KJIIOUYE MOKET ObITh KOMIIBIOTEPHAS CUCTEMa, KOH(PUTypUpOBaHHAS ISl TPEIOCTABIICHUS
KJIIOUEH, TI0 MEHBIIICH Mepe, OTIPAaBUTEII0 coO0IeHUs 604 1 BeprdukaTopy moamucu 606.
HcTouHMK KiTIOUEl TaKKe MOYKET FEHEPUPOBATH KITFOUM, UCTIOJIb3YSI PA3JIMUHbIE AJITOPUTMBI,
BKJIFOYAs PsI/I ONTMCAHHBIX B HACTOSIIIEH 3aBKE BAPUAHTOB PeAIM3aLUU, UITY ITOJIy4aTh KITI0Y
U3 ApYroro ucrounuka. OrnpasuresieM cooOieHust 604 MOKeT ObITh KOMITbIOTEPHAS CUCTEMA,
KOH(UTYypUpOBaHHAs JJIs1 OTIIPABKU COOOIICHMS U TTOAIUCH BepudukaTopy noamnucu 606
WM IPYTOMY KOMITOHEHTY, paboTaroImeMy BMecTe ¢ BeprudukatopoM moamnucu 606.
KomMmnbrotepHoii cuctemoit otrpaButesst cooomiennit 604 MoxeT ObITh, HAIPUMED,
KOMITBIOTEPHAS CUCTEMA MOJIb30BATENSI BBIUMCIIUTEIBHOIO pecypca IpoBanaepa.
Bepudukaropom nmoamnucu 606 MOKeT ObITH KOMITBIOTEPHAS CUCTEMA, KOH(PUTYPUPOBAHHAS
JUUIS1 TIOJTyU€HUs1 COOOIIIEHUM U TTOJIIMCEH, a TaAK)Ke aHAJIU3a TTOITUCH, YTOOBI ITPOBEPUTH,
KaKoe COOOIIEHHUE SBIISICTCS TOCTOBEPHBIM, KaK omMurcaHo Hke. Bepudukatop moamucu 606
MOKET AHAJIM3UPOBATH MOJIYUEHHYIO MOAIMUCH U COOOIIEHUE ISl TPUHSATHUS PEIIeHUsI Oblia
JIY OAMCh T€HEPUPOBAHA ITPU MOMOLIM JocToBepHOro kimtoua K. Crenyer 3aMeTuTh, 4TO
B TO BpeMmsi, Kak Dur. 6 WITIOCTPUPYET UCTOUHUK KiTtoued 602 OTAECBHO OT OTIPABUTENS
coobmmenus 604 u BepuduxaTopa noanucu 606, ICTOYHUKOM KITIOUEH MOXKET OBITh TaKXKe
OTIPABUTENTh COOOIICHUS WK BepudukaTop noanvcu. Hampumep, moibp3oBaTenu
KOMITBIOTEPHOT'O pecypca MpoBaiiepa MOTYT MPEAOCTABIISITh CBOU COOCTBEHHBIE KITIOUU.
Kitroun nonp3oBaTesns 3aTeM MOTYT TPEOCTABISATHCS BEPUDUKATOPY ITOIITUCH JIJ151 TPOBEPKH
noanuceit. K Tomy ke, nosydatens coobuenust 604 u Bepudukatop noamnucu 606 MoryT
MOJIy4aTh pa3HbIe KIIIOUYM OT UCTOUYHMKA KiTrouei 602. Hampumep, v mostydaTeiab COOOIIEeHuUs
604, u Bepuduxatop moarmick 606 MOTYT MOJTYyUUTh KITIOU, U3BJICYCHHBIN U3 KITFOUYa
MIPUCIIAHHOTO OTIIPABUTEITIO COOOIIIeHHUS 604, ITPU MOMOIIM PAa3IMYHBIX BAPUAHTOB PeaIU3alvn
HACTOSIIETO PACKPBITHUS CYLIHOCTH U300 PETEHUS.

[0056] Kak moka3zano Ha dur. 6, BepubukaTop noamnucu 606 rmojydaetr COOOIIEHUS U
COOTBETCTBYIOIIME IMOIMUCH OT OTIpaBuTelst coodmenus: 604. CooO1eHUsIMI MOTYT OBITH,
HaIpuMep, 3JIEKTPOHHBIE 3aIIPOCHI JOCTYNA K BBIYUCIUTENLHOM ci1yk0e 608. CoobieHust
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MOTYT, HanIpuMep, KoaupoBaTh API BbI30BbI K BeO-ci1yx0e. Ecniu ananus noamnucu u
COOOIIIEHUS TTOKA3BIBAET, UTO COOOIIEHHE TOCTOBEPHO, TOTAa BEPU(PUKATOP TOIIUCH
YBEIOMJISIET CITYKOY (MJIM KOMITOHEHT, YITPABJISIOLIUI TOCTYIIOM K CITy>k0€), YTO OTITPABUTENh
COOOIIIEHUS] MOXKET MOJYYUTh 3aMpalMBaeMblit 1ocTyi. Hampumep, Bepuduxkatop noamnucu
MOKET MPOMYCTUTh MOJIYYEHHOE COOOIIEHHUE K CTyk0€e, YTOOBI MO3BOJIUTH €1 BBITTOJIHUTD
3arpoc. COOTBETCTBEHHO, CIIyKOOH MOKET ObITh KOMIIBIOTEPHASl CUCTEMA, IEHCTBYIOLIAS
JUUIs1 BBITIOJIHEHUS 3aIIPOCOB, KaK Psi/i ONMMCAHHBIX HUXE ClTy k0. CleyeT 3aMeTUTh, UTO B TO
BpEMS KaK pa3IMuHble KOMIIOHEHTHI Dur. 6 U Apyruve, HACKOJIbKO 3TO BO3MOXKHO,
ONMCBHIBAIOTCS KAK MPEAHA3HAUYEHHBIE [IJI51 ONIPEIEIIEHHBIX JEUCTBUI KOMITBIOTEPHBIE CUCTEMBI,
OHU TAK>X€ MOTYT COJIEPKATh MHOXECTBO BBIUYMCIIMUTEIILHBIX YCTPOWUCTB, TAKUX KAK CETH
BBIYUCIIUTENbHBIX YCTPOMCTB, KOH(UTYPUPOBAHHBIE [IJI51 BBITIOJTHEHUSI COBMECTHBIX JEUCTBHI.

[0057] @wur. 7 WIUTIOCTPUPYET CTPYKTYPHYIO CXEMY, MOSICHSIOIIYIO ITpuMep mpouecca 700
MTOATUCHIBAHUS COOOIIIEHUIA, COOTBETCTBEHHO BAPUAHTY pean3alyu uzooperenusi. Hekotopsie
v Bee rpouecchbl 700 (Mim mr00ble Ipyrue MpoLecchl, ONMCAHHBIE B HACTOSIIIIEN 3asiBKE, WU
pa3IMYHbIe BAPUAHTHI U/WJIM UX KOMOMHAIMK) MOTYT BBIMIOJIHATHCS 101 YITPABICHUEM OJTHOM
WM 60J1ee KOMIBIOTEPHBIX CUCTEM, CKOH(UTYPUPOBAHHBIX IIPU TOMOIIM BBITTOJTHUMBIX
KOMAaH/I, U MOTYT OBITh pEaJIM30BaHbI B BUE KOJIa (HAITPUMED, BBIITOTHUMBIX KOMaH/, OJTHOM
WM 60J1ee KOMIIBIOTEPHON TPOT PAMMBI, UJIM OHOTO WK O0JIee PUII0KEHUIA), BHITTOJIHSIEMbIE
COBMECTHO Ha OJIHOM MJIM OoJiee Impoleccopax annapaTHbIMUA CPEeICTBAMU WA UX
koMOuHanusiMu. Kol MOKeT XpaHUThCS Ha MAIIMHOYMTAEMOM HOCUTENe MH(OopMaIuy,
HaIpUMEDP, B BUJI€ KOMIIBIOTEPHOMN IPOTrPaAaMMBbl, BKIIOUAIOLIEH COBOKYITHOCTh KOMAaH/I,
BBITIOJTHSIEMBIX OJTHUM WJIK O0Jiee IpoleccopamMu. MalmHOYUTaeMblii HOCUTENTb MH(pOpMaIun
MOXET ObITh HOCUTEJIEM IS IOCTOSIHHOTO XpaHEeHUs! MH(pOpMaLuH.

[0058] B BapuanTe peanuzanuu uzoopeteHus mporecc 700 BktouaeT monyyeHue 701 kiroda
K. Kimrou MosxeT OBITh MPpOU3Be/IeH JT0O0BIM MOAXOAAIUMM criocoooM. Harmpumep, KITFo4 MOXKET
OBITh TEHEPUPOBAH KOMITBIOTEPHOW CUCTEMOM, BbINToHAto1IeH mpouecc 700. Kirou moxet
OBITH [TOJTYYEH B 3JIEKTPOHHOM BH/JI€ KOMITBIOTEPHOMN CUCTEMOM, BbITIOTHSOIIIel rTpouecc 700.
Kak mpaBusio, moay4eHHbIN KITI0Y MOKET OBITH MPOU3BEICH JTIOOBIM ITOIXOASIINM CIIOCOOOM.
KirouoM MoskeT ObITh 110001 KIII0Y, COOTBETCTBYIOUIUI TPeOOBaHUSAM [IJ151 UCTIOJIb30BAHUS
B KOHKPETHOM aJIrOpuT™Me noanucu. Hanpumep, ecium ucrosnp3yercs cxema Xal-Koaa
aytentudukanumn coodmenus (HMAC) ¢ anropurMoM 6e3omacHoro xamupoBanus (SHA)-
256 ¢pyHKIMY KpUNTOrpauuecKoro X31mupoBaHust UHGOPMAIWMH, KITIOUOM MOXKET OBITh
M10CJIeI0BATEIbHOCTh OAUTOB, HAIIPUMED, MTOCIIEI0BATEIBHOCTh 64 UIIM MEHbIIIE OANTOB.
Taxske MOTYT UCIIOIB30BATHCS PA3IMUHbIE (QYHKIMU KPUITOrpA(PUUECKOTO X3IMPOBAHUS,
Hanpumep, SHA-224, SHA-384 u SHA-512.

[0059] B BapuanTe peanuzanyu u300peTeHUs! MPOLECC TAKKe MOAPA3yMEBAET KAHOHU3ALMIO
coobmieHust M k ¢popme KaHOHU3UPOBAHHOTO coobmieHust M. Kanonuzanusi cooOiieHus

MOJKET BKJIIOUATh YIIOPSAOUYMBAHNE MHPOPMALMK B COOOIICHUH B (POPMAT, ITO3BOJISIOIMIA
BEepUPHUKATOPY ITPOBEPSITH, SBIISICTCS JIH ITOJIITUCH COOOIIIECHMSI IeicTBUTEIbHON. Kak mpasuito,
MHOTHE IIPOTOKOJIBI IIEpeIaun HH(POPMALUH ITPeo0pa3yoT OUTHI, COIepIKAIINE COOOIIECHHUE,
B TO € BPEMs OCTaBJISISI COOOIICHUS] CEMaHTUIECKU UIICHTUIHBIMU. B pesynbpTaTe n1Ba
CEMaHTHUYECKH UJICHTHUUHBIX COOOIIEHUS MOTYT COJIEPKaTh pa3Hble HAOOPHI OUTOB U,
CJIeIOBATEIbHO, B PE3yJIbTaTe MOTYT COJIEpKaTh pa3Hble moanucu. COOTBETCTBEHHO,
KaHOHM3AIUS TaeT BO3MOKHOCTB ITPOBEPSITH MOITUCH ITyTEM ITPOCTOM MpoBepku. OgHAKO
CIIeIyeT 3aMETHTh, UTO HEKOTOPBIC BAPUAHTHI peaiu3alii HACTOSIIETO PACKPBITHS
n300peTeHust He TPeOYIOT KaHOHU3AIMK coodteHni. Hampumep, ecim psiT UCTIONIb3yeMBbIX
MIPOTOKOJIOB HE TPUBOIUT K 00pa30BaHUIO CEMaHTHUYECKH UACHTUIHBIX COOOIIICHNUH,
COZIEPKAIIMX pa3Hble HAOOPHI OMTOB, KAHOHM3AILMS HE SIBJISICTCSI HCOOXOIMMOM U MOYKET
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OBITH pornyieHa. Kak mpaBuio, KaHOHM3ALUEN MOXKHO IPpeHeOpeyb B IF0OOM cilydae, KOoraa

MOJIITMCh MOXHO YCIIEITHO TPOBEPUTH 0€3 00paOdOTKH MOMUCHIBAIOLIETO COOOIIEHUSI.
[0060] B peanuzanmu n3o0peTeHus MOANUCh TeHepupyeTcs myTeM Bberuuciaenuss HMAC(K,

M,), rne HMAC() sBiisiercs Xa1i-(yHKIMeH Ko1a ayTeHTU(DUKAIMKU COOOIIEHNH, KaK OMTUCAHO

Bbiie. HMAC QyHKIMM UMEIOT HECKOJIBKO TAPAMETPOB, ACTAIOIIMX X BEChMa
1e71eCO00PA3HBIMU JIJIS1 PA3JIMUHBIX BAPUAHTOB PEATM3ALMU JAHHOTO PACKPBITUSI U300PETEHMUSL.
Hanpumep, HMAC ¢hyHKIUM MOTYT OBITB YCIIEITHO BBIYMCIIEHBI KOMITBIOTEPHOM CUCTEMOM,
TEM CaMbIM MPEAOCTABIISAS BBIYMCIUTENIbHBIE PECYPCHI T Apyrux 3aaad. K tomy xe, HMAC
(GYHKIUM SBIISIIOTCSI CTOMKMMU K BOCCTAHOBJIEHUIO ITPOo0o0Opas3a (HemHBepTUpyeMbIMH). K
npuMepy, aana noanucb SSHMAC(K, M) ¢ kimrouom K u coobiienneM M, 1 paKTUYECKU
oTcyTcTBYyeT uHpopmanus o kirode K. Hanpumep, u3 S mytem BbIUMCICHUI HEBO3MOXKHO
WM, 110 KpalHel Mepe, HellelIecooOpa3Ho mpakTuueckum nyrteMm noiyuutsb K uz S. HMAC
(yHKIMY SBJISIOTCS TaKXKE CTOMKMMH K BOCCTAHOBJIEHUIO BTOPOTOo Ipoobpa3za. Apyrumu
cioBamu, 1ipu fanHor S=HMAC(K, M) 1 M HEBO3MOKHO WIIH, 110 KpalHEen mepe,
HeleliecooOpa3Ho MyTeM BBIYUCIICHUI HATH coobiienue M', oTimyaronieecs: oT M Tak, 4To
S=HMAC(K, M"). K Tomy ke HMAC (pyHKIMM yCTOMUMBEI K TTOJENKE IToamicu. Hampumep,
naH nporuos g S=HMAC(K, M), nporno3 3anpammsaercst N pa3 (N - TOJI0XKUTEIbHOE
YUCII0), JOIMyCKaeTCs moyuyeHre Makcumym N nap noanuch-cooOienue. J{pyrumu ciioBamu,
€CIi J1JaH Habop nmap MOANKUCh-COOOIIEHHE, HEBO3MOXKHO WIIM HELEJIeCOOOPa3HO MyTeM
BBIYMCIICHUI OTTPEACITUTD KITFOY WITH (DYHKITUIO, KOTOpasi ObI MMPOW3BeIa KOPPEKTHYIO MO IIUCH
JIJIs1 COOOIIIEHUSI HE U3 COBOKYITHOCTH.

[0061] B To Bpemst kak ucnonb3ytorcss HMAC QyHKUIMM, B YaCTHOCTH JIJIs1 PA3IMIHBIX
OCYIIECTBJICHUI U300peTEeHUs, MOTYT UCTIONIb30BAThCS U ipyrue ¢pyHkiuu. K npumepy, MoxkeT
UCTIOJTb30BAThCS JTIF00ast QYHKIMS C BBIIEYTOMSIHYThIMU cBoiicTBaMu HMAC ¢ynxkimii. K
TOMY K€, Apyrue QyHKIUMU, KOTOPbIE HE 00s3aTeIbHO UMEIOT BCe (MM JII0OBIE) U3
BBIILIEYTIOMSIHYTBIX CBOMCTB, MOT'YT UCIIOJIb30BATHCS, HAIIPUMED, B OOCTOSTENIbCTBAX, KOT/AA
0€30IMaCHOCTD HE SIBIIIETCS IEPBOOUYEPENHOM 3a1aUel U/WiIM KOT1a 0€30MacHOCTh Ba)KHA, HO
MOJIICPIKUBAETCS 32 CUET UCTIOJIH30BAHUS APYTUX MexaHu3MoB. ClielyeT 3aMeTUTh, YTO
Pa3sHOOOPA3HBIE MOSCHEHHS PA3IMYHBIX BAPUAHTOB peau3alyy U300peTeHHsI OTOOpaXaroT
XapaKTepHbIE BEIMUMHBI, TOACTaBIeHHbIE B QyHKIMK HMAC, HO Takue BapUaHTHI SIBJISIIOTCS
BO3MOXKHBIMU. Haripumep, BeMuuHBI, mojictaBieHHbie B GyHKIMu HMAC (umu Apyryo
(YHKIMIO) MOTYT OBITh pa3IuYHbIMU. Kak ormvcaHoO BbIIIe, B YACTHOM CiTydae, OJTHOM U3
UCXOHBIX BEJIMYMH sIBjIsieTCsl Kitod. [1pu aTOM McxonHas BeTMUMHA MOXKET OBITh OJTyYeHa
U3 KJII0Ya WIK UHBIM 00pa3oM, OCHOBBIBASICh, 10 MEHBIIEN Mepe, Ha YacTH KJltoua. B kadecTse
HATJISIIHOTO IIPUMEPA, UCXOIHAS BEJIMUMHA MOKET COJIEPkKATh KITI0U ¢ MH(popmaluen, Takom
KaK UIEHTU(DUKATOP CXEMBI MTOJIUCH (CKaKeM, UACHTU(PUKATOP BEPCUU), KOTOPBIT
m00aBIIsIeTCs K KIIFOUy Kak npedukc u cypdukc. B kauecTBe Apyroro nmpuMepa, MCXOTHON
BEJTMYMHOM MOXKET OBITh MH(GOPMAIYs, TTOJTyUYeHHAs ITPU ITOMOIIM COMTOCTABJICHUSI KJTIoUa C
uH(popManue, KOTOpoi MOXKeT OBITh Ipyroi Kirtou. MicxoiHast BenuurHa, IpeICTaBIIeHHAS
B BUJIE COOOIIIEHUSI, TAKKE MOXKET OBbITh MoJIyueHa u3 coodienus. Kak apyroit TunoBoi
BapUAHT, PACCMATPUBAEMBbII B pAMKaX JAHHOTO PACKPBITHS CYIIIHOCTU U300pETEHUS, TTOIUCH
MoOXeT ObITh He pe3yibTaToM HMAC ¢dhyHKkImY, a 0JHUM WK O0Jiee 3HAUCHUM, TOJTYYEHHbBIX
u3 BbixoiHoM BenmmuuHbl HMAC dyHKImuY (Mu 1pyroi noaxoasieit pyHKiun). B HeKkoTopbIx
BapHaHTax peaju3anyy 300peTeHus KU U COOOIIEHNE MOTYT NePeXOIUTh B GYHKIHUIO B
00paTHOM MOPSIIKE.

[0062] Bo3Bparuasics k onvcanuto dur. 7, Kak TOIbKO MOANKMCH Oblila FEHEPUPOBAHA ITyTEM
Beruncienuss HMAC(K, Mc), moamuch U cooOienre M mpeaocTaBisitoTcsl IpueMHUKy 708,
KOTOPBIM MOXET OBITh BBIYUCIIUTEILHOE YCTPONUCTBO, TPOBEPSIIOIIEE ITOIITUCH, UITH IPYTOe
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BBIUMCIIMTEIIbHOE YCTPOMCTBO, YUACTBYIOIIEE B IIPOLECCE MTPOBEPKU MOAIUCH, HATIPUMED
BBIYHCIIMTEILHOE YCTPOWUCTBO, MMPEIOCTABIISIONIEE MHTEPQEC 1715 Iepeaul COOOIIEeHuU 1
noanuceit. Kak v Bce BapMaHThI peain3alyi U300peTeHus, MOIpOOHO ONMCAHHBIE B HACTOSIIIEH
3asiBKE, pa3IMUHbIE BAPUAHTHI peaInu3alud pacCMaTPUBAIOTCS B pAMKaX HACTOSILETO
PACKpPBITUS CYyLIHOCTH M300peTenus. Hanpumep, kaHOHU3MPOBAHHOE COOOIIEHHE M- MOKET

OBITh MPEAOCTABJIEHO TPUEMHUKY BMECTO WIIU JOMOJHUTENLHO K cooluieHruo M. K tomy
ke, IPeaoCTaBIIeHUE COOOIIeHUsI M U OINMKUCH MPUEMHUKY MOXKET TaKKe BKIIOYaTh APYTYIO
uH(pOPpMAIUIO, HATIPUMEDP UICHTU(HUKATOP KITFOUa, KOTOPBIM MOKET UCTIOIH30BATHCS IS
UICHTU(PUKALMU B XPAHWIUIIE TAHHBIX, COTIOCTABIISIS KITto4 ¢ uaeHTudukaropom. Takxke
npyrast ”HGopManys, HalmpuMep rapaMeTpbl KOJUPOBAHUS METOIMKH, KaK OTIMCAHO HIKE,
MOTYT MPEIOCTABIATHCS C COOOIIEHMEM M M MOMUCHIO.

[0063] Dur. 8 WILTFOCTPUPYET CTPYKTYPHYIO CXEMY, OSICHAIOLIYO ITpuMep mpouecca 800
MPOBEPKU MOIIKMCH, IO MEHBIIIEH Mepe, B COOTBETCTBUM C OJTHUM BapUAHTOM peaiu3aluu
nzoopetrenus. [Tokazanueiit Ha Dur. 8 mpouecc 800 MOXKET BBITTOJIHIATHCS BEPUDUKATOPOM,
Kak rnokaszano Ha @ur. 2. K Tomy xe, mpoiecc 800 MOKET BBITIOITHSATHCS B OTBET HA MOJTyUYEHHE
TMOJITTMCH COOOIIIEHHsI, HATIPUMED B OTBET IPYroil KOMIIBIOTEPHOM CUCTEMe, KOTOpasi JOJKHA
BBINOJIHUTH Tporiecc 700 ®ur. 7. B BapuanTe peanuzanmu uzooperenus mpouecc 800 BKIoUaeT
nonyuenue 802 kimtoua K, kak onucano Beiie. [Tonyuenne kiroua K Tak:ke MOXKET BKIIIOUATh
JpyTUe NeUCTBUS B pa3lIMUHBIX BapUaHTaX peau3anuu usooperenus. Hampumep, mpouece
800 uCcroIb3yeTCsl KOMIIBIOTEPHOM CUCTEMOM, KOTOPast IPOBEPSET IMOAINCH, TEHEPUPOBAHHYIO
u3 Habopa KiIroYe (HampuMep, OT MHOYKECTBA MOJIb30BATENIEH BIUUCIUTEIBHBIX PECYPCOB
npoBamaepa), a nojydeHue kimoda K Mmoxer cogepkaTh BbIOOD KiIroua U3 HAOOopa Kilrouei
B XpaHWIHILE JAHHBIX. X PAHWIUILE JAHHBIX MOKET COMIOCTABIIATDH PA3JIMYHbIE KIIIOUU C
KJIIOYaMH, OTIIPABIISIEMBIMU JIJI MPOBEPKHU Noanucu. K mpumepy, Kaxablii oJib30BaTENb
BBIYMCIIUTEIIBHOTO pecypca IpoBaiepa MOXeT UMETh MICHTH(DUKATOP KITFoUa (MM HECKOJIBKO
UICHTU(PUKATOPOB KITIOUYA), UCTIOIb3YEeMBbIX I TOTO, YTOOBI CChUTATHCS HA XPAHWIIUIIE
JTAHHBIX U TPOBOJIUTH UIEHTU(UKAIIMIO COOTBETCTBYIOIIET0 Kirtoua. MaeHTudukaTop kioua
MOKET OBITh MOJYyUYEH BMECTE C IMOJIYYEHUEM COOOIICHUSI U €TO MOJIMHUCH U MOXKET OBbITh
OIpEJIEIIEH UHBIM 00pa30M, HAIIpUMED, B pe3yJIbTATE MOJIYyUECHUS PETUCTPALMOHHBIX
ceptudukaToB. [TomyuaTens uaeHTUGUKATOPA KTtoUa (Harpumep, BeprudukaTop CooOIIIeHN )
MOKET 0OPATUTHCS K XPAHWJIUIIY JAHHBIX JIJIS TPUHSATUS PEIICHUSI, COOTBETCTBYET JIM KITIOU
UICHTU(PUKATOPY KJTI0Ua B XpaHUIIMIIE JAHHBIX U, €CJIM HET, MOYKET 3aTeM CaM 'eHEPUPOBATh
KJIIOU, HAIIPUMED, UCTIOJIb3YSI ONTMCAHHBIE B HACTOSIIIIEN 3a51BKE AJITOPUTMBI [IJIsI TPSIMOTO WU
KOCBEHHOT'O TTOJTYYEHHS KITF0Ya U3 COBMECTHO UCTIOJIB3YEMOT'0 CEKPETHOTO cepTudukara.
YToO0bI OCYIIECTBUTD ITO, NTOIYUYATENb TOIKEH UMETh IOCTYI K IyTH MOJIYYeHUsI KJIroua,
SABJISIONIEMYCSI B BAPUAHTE peain3alu U300peTeHUs] JaHHBIMHU, B KOTOPBIX 3aKOAUPOBaHA
uHbopManys, HeoOXoauMast 1Sl OJIy4YEeHHUS KITF04Ya U3 TAHHBIX, YK€ UMEIOIIMXCS Y TIOJTydaTelst
(HarpuMep, KJTro4a, MOJIy4eHHOT'O U3 COBMECTHO UCITOIB3YEMOT'0 CEKPETHOTO CepTU(UKATA).
OTU JaHHBIE MOTYT OBITh MPEIOCTABIICHBI MOJTYUYATEII0 OTIPABUTEIEM COOOIIIEHUS] BMECTE
C MOJIMUCHIO, WJIK MOTYT CTATh IOCTYITHBIMU MOJIy4aTEII0 MHBIM 00pa3oM. Tak, mojydaTtenb
MOJKET 3aMPOTPAMMUPOBATH ABTOMATUYECKYIO TEHEPALUIO KITFOUYEH, UCTI0JIb3Y sl HAa3HAUEHHBIN
€My OKpPYT M KO JUIsl TeKyIel JaThl. Kak mpaBuiio, MOKeT MPUMEHSIThCS CITOCO0 MOTyUYeHUs
KJIIOUQ, UCIIOJIb3YEMBIi )15l TEHEPUPOBAHUS ITOAMUCH (MIU APYTOTO KIII0Ya, KOTOPBIA MOXKET
UCIOJIL30BATHCS JIJIs1 TPOBEPKU MOAMCH B HEKOTOPBIX BApUAHTAX PeaTu3alui U300peTeHuUs ).
[TpueMHUK Takke MOKET BBOAUTH B JIEUCTBUE MOJUTUKY JOMYCTUMBIX U HEJTOITYCTUMBIX
MyTEH MOJIyYEHUS KJIF0UYa M0 OTHOIIEHUIO K pacCMaTPUBAEMOMY 3aIIPOCY WK K KAaKOU-HUOY b
JIpyrof U3BECTHOM IPUEMHHKY XaPaKTEPUCTHUKE.

[0064] B BapuaHTe peanu3anui U300peTeHMS MOAIUCH S U Coo0IIeHne M mpUHUMAIOTCS
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804. IToammucek S u coobienrue M MOTYT OBITh ITOJIYYEHBI B 3JIEKTPOHHOM BHJIE OT OTIIPABUTEIS,
HaIpuMep BBIUMCIUTEIBHOIO yCTPONUCTBA, BhINOHSIoLEero nmpouecc 700 dur. 7. CoobuieHue
M 3arem kanHoHuzupyercs 806 ais onpeneneHus M. COOTBETCTBEHHO BAPUAHTY pealln3aluun

n3zobpetenus. [Tpu momoim kKaHOHU3AUMU COOOIIEHUST M, B pa3IMUHBIX BApUAHTAX
peanu3anuu M300peTeHus], OCYIIECTBIISIETCS KOHTPOJIb 32 BO3MOYKHOCTBIO ITPOBEPKHU ITOITUCH
S. COOTBETCTBEHHO, B BApUaHTe peanun3aluu u30operenus npouecc 800 BKIIIOYAET TeHEPALMIO
808 moamucu S' mytem Beruuciienuss HMAC(K, M,). B BapuanTe peanuzanuu 1300 peTeHus,

S'sxBuBaienTHAa HMAC(K, M,.), HECMOTpsI Ha TO, UTO B PA3JIMYHBIX BAPUAHTAX U300 PETCHUS

S' Moxet ObITh TToSydeHa u3 HMAC(K, Mc). C neiabio HaTrIsAHOCTH, OCTaIbHAS YacTh
npouecca 800 Oyxaer onucana ¢ yuetoMm toro, 4yto S'=HMAC(K, M..), HO B paMKax JaHHOTO

PACKPBITUS U300 PETEHUS TOMYCTUMbI MHOTOYUCIICHHBIE BAPUAHTHI.

[0065] CoOTBETCTBEHHO, B BApUAHTE peau3aluu U300 PETeHUsI IPUHUMAETCS PellIeHHe
810, siBisieTCA M S' 9KBUBAJICHTHOM ITOJIyYEHHOM TOANMUCH S. JIpyrumMu ClI0BaMH, TPUHUMAETCS
pelIeHure, SIBIISIETCS JIM MOJIyYEeHHAs! OAIUCH aIEKBATHOM, HAIIPUMED, U3-32 TOIO YTO OHA
ObLTa TeHeprpoBaHa mmpu oMoy kiova K. CienoBatenbHo, B BApUaHTE peaiu3aluv
n300peTeHus, eciu 8§10 mpUHUMAET pelleHre, uTo S' U S He SKBUBAJIGHTHBI, B TAKOM ClTydae
MOAIIMCH SIBJISIETCS HEMpoBepeHHoM 812. OgHaKko, ecliv S' SKBUBAJIEHTHA S, 3HAYMUT, MOIUCH
ABJISETCS MpoBepeHHoM 814. B 3aBUCMMOCTH OT TOTO, MPOBEPEHA JIU MMOATIUCH, MOTYT
MIPOU3BOAUTELCS COOTBETCTBYIONIME AeticTBUsl. Hampumep, coob1ieHreM ObLT 3apoIlieH
JIOCTYII K BBIUMCIIUTEIBLHBIM peCcypcaM, 3alpaliuBaeMbli IOCTYIT MOXKET ObITh OTKJIOHEH (110
KpaiiHei Mepe, BpeMeHHO). Takum jxe o0pa3oM, eclii cooOIIeHreM ObLT 3aPOIIeH JOCTYT
K BBIYUCIIUTEILHBIM PecypcaMm U IOAIUCH ObLIa MIPOBEPEHA, 3aIIPAIIMBAEMBIN TOCTYIT MOXKET
ObITH pasperieH. OHAKO CIIEIYET 3aMETUTh, UTO BBITIOJIHEHUE COOTBETCTBYIOIIUX ACUCTBUMN
MOXET B 3HAUUTEIbHOM CTETEHHU 3aBUCETh OT PA3IMYHBIX BAPUAHTOB PeasIM3aly U300 pETEHMS,
B 3aBUCUMOCTHU OT MPUUUH(bI), KOTOPBIMU ObLIIM MOJYUYEHBI U IPOBEPEHBI MTOIMUCH.

[0066] Kak oTmMeuaoch BbILIE, pa3IMYHbIE BAPUAHTHI PEATIM3ALNUY JAHHOTO PACKPBITHS
M300pETEHUS MPUMEHUMBI JIJ11 MHOXECTBA BBIUMCIUTEIBHBIX Cpel. Bo MHOTHX
BBIUMCIIMTEIBHBIX CpeAax 1ejecoo0pa3HO UMETh EHTPATM30BAHHOE YIIPABJICHUE IS
PA3IMYHBIX ACMIEKTOB aIMUHUCTpUPOBaHUs Oe3onacHocTU. Hampumep, Ha Dur. 9 n3o0pakeHa
cxema 900, WLTIOCTpUPYIOIIAsi TUTIOBOM CIOCO0 pacipe/iesieHUs KIIouel, B COOTBETCTBUH C,
110 MEHbIIIeH Mepe, OJHUM BapUaHTOM pealin3aluu uzoopeteHus. Ha dur. 9 riaBHbIM
UCTOYHHK KJTIOUeil 00CTyKMUBAET OHO WK O0JIee XpaHWIHUIIL TAHHBIX (COBMECTHO UMEHYEMBIX
KaK «XpaHWIHUIIE JAHHBIX» ), COJIEPKAIIUE UCTIOIb3yEMbIE OPraHU3ALMAMU PA3JIUYHBIE KITIOUH.
Kitoun MOTyT COOTBETCTBOBATH, HAITPUMED, ITOJIB30BATENISIM BHIUUCIIMTEIBHBIX PECYPCOB
opranuzaiuii. Kaxkiomy noiap30BaTeso U3 rPyIibl MOJIb30BATEIEH MOXKET, HAITPUMED, OBIThH
Ha3HauyeH OJIMH Uik OoJiee Kirove. B BapranTe peanusaiuu u300peTeHusl, 1o MEeHbIIIeH Mepe,
HECKOJIbKO KJTFOUEH COOTBETCTBYIOT MOJIB30BATEIISIM (M/WJIH MOJIb30BATENSIM ITOJIb30BATEIICH)
opranuzanui. Hanpumep, B BapuaHTe peain3auyu U300peTeHus, OpraHu3alus sBiIseTcs
MIPOBANIEPOM BBIYMCIIMTEIIBHOTO PECYpCa U KaXK/Ibli IOJIb30BATENb BBIYUCIUTEIIBHOTO
pecypca nmpoBaiijiepa COOTBETCTBYET OJHOMY WJIM OoJiee KITrouaM, KOTOPbIE MTO3BOJISIIOT
M10JIB30BATENSIM MTOJIB30BATENIEH MOIYUaTh TOCTYII K BBIUUCIUTEIBHBIM PECYpPCAM,
QIMUHUCTPUPYEMBIM BBIUMCIIMTEIIBHBIM PECYpPCOM ITpoBaraepa. Jpyro BapuaHT mpouecca
800 dwur. 8, coritacHO ¢ BapuaHTaMH, OITMCAHHBIMU BBIIIIE B CBSI3U ¢ DUr. 7, TAK)KE HAXOAUTCSA
B paMKaX PACKPBITUSI CYIIIHOCTH U300PETEHUSI.

[0067] Kak nmoka3zaHo Ha Pur. 9, UCTOYHUK KiTtoueit 902 pa3gaeT KII0YM MHOXKECTBY 30H
kiroueit 904. 30HOM KiTtoua MOKET ObITh JIOMEH OpraHU3alu, B KOTOPOU MPUHSTHIN KITI0Y
SBJISIETCS IeUCTBUTEbHBIM. HampuMmep, cebutasch Ha Dur. 2, kaxxaas 30Ha kirtoda 904 MoxkeT
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COOTBETCTBOBATH 30HE OTKA3a, TAKOM KaK JaTa-UEHTP. 30HbI KJIF0Ya MOT'YT ObITh, HO HE
00s13aTeNTbHO, OTpaHUUueHBI reorpaduuecku. Hampumep, kaxaas 30Ha KITF0Ya MOXKET
COOTBETCTBOBATH CTPAHE, OKPYTY WIIM JPYyroii reorpaduiecku JTOKaJIU30BAHHOM 00JIaCTH.
30HBI KJIIOUA TAKKE MOTYT OBbITh OIIPEAEIIEHbI MHBIM 00pa3zom. Hampumep, kaxaast 30Ha
KJIIOYa MOJKET COOTBETCTBOBATH CIIYk0€, MPEAOCTABISIEMON BEIUUCIUTEIBHBIM PECYPCOM
MpoBaiiiepa, MoIb30BaTENII0 OPraHu3alum, U TOMY 0100HOe. XOTS 3TO He ObUIO MOKAa3aHO
Ha IIPUMEpPE, 30HbI KJIF0YA MOTYT UMETh OJ30HbI. HampuMep, 30Ha KJIF04a MOXKET
COOTBETCTBOBATH CTpaHe. BHyTpu cTpaHbl MOXKET OBITh MHOXECTBO OKPYT'OB, KOTOPBIE
COOTBETCTBYIOT O/I30HAM 30HbI KiItoua. KiTrour B TAKMX BApUAHTAX peaM3aly U300 peTeHus
MOTYT I€peIaBaThCS MOA30HAM.

[0068] Kak nokazano Ha Dur. 9, 30Ha kio4a 904 MOXKeT nepeaaBaTh KJIIOUU OJHOMY WK
6onee Bepudukatopy 906 miist 30HbI Kitoua. Hanmpumep, ecinu 30Ha KJIro4a COOTBETCTBYET
JIaTa-UEHTPY, BBIYUCIIUTEIILHOE YCTPONUCTBO 1aTA-UEHTPA MOKET PACHPOCTPAHSTH KIIOUU
BepuduUKaTOpaM TS KaXKI0M U3 MHOXKECTBA CITyKO, 00eCIIeunBaeMbIX BBIYUCIIUTETLHBIMU
pecypcamu gata-ueHTpa. Takum oOpazom, BepudUKaTOpbl MOTYT UCTIOIBb30BATHCS JJIs
MIPOBEPKU MOANMUCEH, MOJTyUEHHBIX BMECTE C PA3JIMUHBIMU 3AIIPOCAMU. DTUM UCTOUHHUK KJTIOUEH
0CBO0OO0K/1a€T CBOM BBIYUCIIUTENILHBIE PECYPCHI OT MPOBEPKU MOIIMCH, & TAK)KE CHUKAIOTCS
TpebOBaHHUsI KO BpEMEHH OXHUIaHUS U ITOJIOCE MTPOIYCKaHUs, OCOOCHHO B ClIydasiX, Koraa
UCTOUYHUK Kirrouert 902 reorparuecky yaaieH OT CITyK0, 3aIpOChl K KOTOPBIM OH
OCYIIIECTBJISIET.

[0069] PactipocTpaHeHue KITF04a MOKET OCYLIECTBIIATHCS PA3JIMYHBIMU Iy TsIMU. B taHHOM
BapHUaHTe pealiv3alii U300peTeHHUs KITI0UX PACIPOCTPAHSIOTCS MOJIyYaTeIsIM [IOCPEICTBOM
0e30macHbIX THGOPMAIMOHHBIX KaHATIOB. B HEKOTOPBIX BApHAHTAX peasu3alii U300 peTeHUs
VCTOYHHUK KIIFOUEH PACIIPOCTPAHSET OJTHU U TE K€ KIIIOUM KaKI01 30He Kitoua. Takxke,
HEKOTOPBIE KIIOUU MOTYT UCIIOJIb30BATHCSA B HECKOJIBKUX 30HaX Kito4a. MIcTouHUK Kittouen
902 MOXKeET PACIPOCTPAHSITH KIIOUH, IPUEMJIIEMBIE B HECKOJIbKMX 30HAX KJIF0Ya, HECKOJIbKUM
30HaM KJII04a, B TO )K€ BPEMS HE JIOITYCKas PACChIJIKM 3TUX KIIFOUEH 30HaM KJTF04a, B KOTOPBIX
3TH KJIFOUYM HEJIb3S UCIOJIB30BaTh. [I03TOMY, B IpUMepe BBIUUCIIUTEIBHBIX PECYPCOB
MpoBaiiiepa UCTOYHUK KiTtouer 902 MOKET paclpOCTPAHATH KIIIOY JJI5 T0JIb30BATENSI TOJIBKO
TEM 30HaM KJII04a, B KOTOPBIX MOJIb30BATENb CIOCOOEH UCIIOIb30BaTh KIIIOY, HAIIPUMED
JlaTa-UeHTPbI, UCMIOJIb3yEMBbIE JIJIs1 A AMUHUCTPUPOBAHHUS BHIYUCIIUTEIIBHBIX PECYPCOB
M10JIb30BATENSI.

[0070] Pa3nuuHble BAPUAHTHI PEATU3aLMU HACTOSIIIETO PACKPBITUS U300PETEHUS TAKKE
00€ecIeunBaIOT PaCpOCTPAHEHHUE KITI0Ua CTOCOOAMM, TAIOIIMMU MHOKECTBO ITPEUMYIIIECTB.
@ur. 10 wumoctpupyet cxemy 1000, MOSICHSIONTYIO TUTIOBOM CIIOCO0 pacmipenesieHus! KIItouen
B CcIt0co0e, KOTOPbIN 00eCIIeYMBaET pa3Hble YPOBHU IMOJJHOMOYMI, B COOTBETCTBUH, 11O
MEHbIIIeN Mepe, C OJTHUM BapUaHTOM peasu3anuu nzooperenus. CormacHo dur. 10, cxema
1000 conepxut uctounuk kiaroueit 1002 ¢ kmrouom K, pacripocTpaHsonmi KIF04YM, TpIMo
WJIM KOCBEHHO, pa3IMYHBIM 30HaM Kiatoda 1004 u Bepudukatopam 1006 Takum ke 00pazom,
KaK OIMCAHO BhILIE B cBA3U ¢ Dur. 9. HecMoTps Ha TO, 4TO [T HAryIsiAHOCTH cxema 1000
OIMMCBIBAETCS C UCITOJIb30BAHUEM OQHOTO KJtoua K u kimroueit, monydyeHHbIx u3 K, BapuaHTsl
peanuzanuu U300peTeHus], OITMCAHHbIE B HACTOSIIEH 3asiBKE, IPUMEHUMBI U B CIydae, KOoraa
HMCTOYHUK KJTIOUeH Takke JEHUCTBYET JJ1sl HAOopa KITI0YEei.

[0071] Kak moka3ano Ha Dwur. 10, kirrou K ncnons3yeTrcs kak 0a30BBIH 1711 IPYTUX KITFOUCH,
nonyudeHHbIX M3 K. Hanpumep, u3 K, kitou K nonyuen v nepenaercst B nepBylo 30HY Kilro4a

(3ona Kiroua,). ITo cytu, kimrou K (nm nosmmyuenHble u3 K Kitroun) siBISIOTCS TPUEMIIEMBIMU

B [IEPBOI1 30HE KJII0UA, HO HE B APYIOM 30HE KIlto4a, KoTopas He uMmeeT Ky (mm kimroya,
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nosyuyeHHoro u3 kimova Ky). [TonobusiM o6pa3zom, Kakaast 30Ha KJIro4a U3 Yucia Apyrux

IIPUHMMAET COOTBETCTBYIOIIME pa3IMUHbIe KITIOUH, ToydeHHbIe u3 kiroua K. Cienyer
3aMETUTh, YTO BO3MOXHBI BAPUAHTHI, B TO BpeMsl Kak Dur. 10 WIioCcTpupyeT KIII04H,
MoJIy4eHHbIe U3 Kirova K, mepemaHHoro u3 ucrounuka kimoueit 1002 cooTBETCTBYIOIIEH 30HE
kioua. Hanpumep, kimrou K MoxkeT nepenaBaTbes 30HaAM KJI04a, M Kaxaasi 30Ha KJIoua,
KoTopas mpuHuMaeT K4 K, moxeT ucnosp3oBats Kitou K 15 rojiydeHus: 0JHOTO WiIu
OoJtee COOTBETCTBYIONIMX KiTtouel. Hampumep, 3oHa kimroda 1004, momedyeHHast «3ona Kitroua | »

MOXKeT npuHuMaTh K104 K v nmonyuyats u3 Hero K;. Kak npaBuiio, paznduHble 3aa4u,

BOBJICUCHHBIE B ITOJIYUYEHHE KIIFOUYA U €r0 Mepeaady, MOTyT BbIIOJIHATHCA UHAUE, YEM
MOSICHSETCS B PA3JIMYHBIX BApUAHTAX peau3aliu U300peTEHUS.

[0072] Kak moka3aHo B MOSICHUTENbHOM mpuMepe Dur. 10, Ki1touu, IpUHAThIE 30HAMU
kroua 1004, ucnoyib3yroTCs 1 OJTYYEHUS KITFOUEH, KOTOpbIe 3aTeM nepeaarorcs. Hampumep,
YTO KacaeTcs 30HbI Kitoua 1004, momeuenHoit «3ona Kimroua,», kiou K, monydeHHsbIi u3

kiroua K, vicronb3yercs 1uTst ToTydeHust JOTIOTHUTENbHBIX Kimtouei Ky' u K. Kimtoun Ky’ n
K,” nepenatorcst coorBeTcTBYyIOIMM BepudukaTopaM 1006 17151 UCIOTB30BaAHUS

Bepudpukatopamu 1006 npu nmposepke noamnucedt. [loaromy, B BapranTe peaansanuu
u300peTeHus, BepudukaTop, mpuaumaromuit K,’, crroco6eH npoBepuTh MOIUCH,

TeHepUPOBAHHYIO Ipu TToMoItnu K,, mpuHUMasi BO BHUMaHHE, YTO BEPUPUKATOP, KOTOPHIH
He npuHsi1 K5, MOXeT OBITh He CITOCOOEH MPOBEPUTH MOIINUCh. MOTYT OBITh ITOJTYUYCHBI

IIPEeUMYIIECTBA IIPH MepeIade KIIFoua CliocoO0M, IMMOSICHEHHBIM ITpu oMoy dur. 9 u 10 (uau
COOTBETCTBYIOIIMX BapuaHTOB). Hampumep, 6iarogaps nepegayue Kiioda HECKOJIbBKUM
Bepu(dUKaTOpaM B HECKOJIBKUX MECTOIIOJIOKEHHUSIX, BMECTO OJTHOTO WU OoJiee
IIEHTPaJIM30BaHHBIX BEPU(PUKATOPOB, TOCTUTACTCS OOJIee HU3KOE BpeMs oxumaanus. K tomy
*Ke, cebuiasich Ha dur. 10, 6aroaaps nepeaaye MoJyUYeHHbIX KIIIOUYEH IPYTUM yCTPOMCTBAM,
KOTOPBIE 10 OYEPEAU TTOJIYUAOT JOIOJIHUTEIIbHBIE KITFOUH, UMEETCSI BO3MOKHOCTh
pacrpeneuTh BBIYUCIIEHUS] MEXY HECKOJIBKMMHU YCTPOMCTBAMU B HECKOJIBKMX MECTAX; TEM
CaMbIM JIOCTUTAeTCs 60Jiee OBICTPOE MOTYyUeHHUE KITF0Ua U TTOBBIIIIEHUE OTKA30YCTONYUBOCTH.
[0073] ITonydeHue KiTrOUel MOKET BBITIOJIHITHCS MHOXKeCTBOM crioco6oB. Ha ®ur. 11
n3o0pakeHa CTPYKTypHas cxema, WUTIoCTpupytomias mpumep npouecca 1100 noxyueHust
KJTIO4a, TI0 MEHBIIIEH Mepe, B COOTBETCTBUU C OJTHUM BApUAHTOM peain3aluy U300peTeHHUS.
B peanmzauu uzo0petrenus mpouece 1100 BiroyaeT nonyyenue 1002 kimroua Kj, kak onucaHo

Bhiie. Kimrouom K; MOXeT ObITh JII0O00N MOAXOASAIIMI KITIOU, TAKON KaK ONMUCcaHO Bhiie. K
TOMY ke, KIt0o4 K; MOKeT ObITh, HO HE 00513aTEIbHO, TOJIYUYEH U3 APYroro KiIoua, TAKOTO

KaK IOJIyYeHHBIN B pe3ynbTate npouecca 1100 umm apyroro npouecca. [locne nonyuenus
kinoua K, u3 K; mpousBoaurcest HOBbIM Kito4d. B HarssmHOM nipumepe K Dur. 11 HOBBIN KITF0Y

K K, Berumncinsiercs kak (WM OCHOBBIBAETCS, MO MeHblel Mepe, Ha yacti) HMAC(K;, Ry, 1),
rae R, sBisercs uHdopMapen, iaeHTUULMPYIOIel OHO WK O0Jiee OrpaHUUEHUI KITIoua
Ki+1- Ri41 MOXeT OBITh, K IPUMEPY, IIOCIEI0BATEIIBHOCTHIO OMTOB, KOAUPYIOIIEH
uH(popMaIuoo, oToOpaxarIyto, Tae ucnoibzyercs ko4 K, ;. Hanpumep, R;, ;| MoxeT
KOJMPOBATh 30HY KJIIOUa, [IE MOKET UCIIOJIb30BaThCs KItoU K, ;. OrpaHn4eHust MOTYT

OCHOBBIBATHCS, IO MEHBIIIEH Mepe YaCTUIHO, Ha FreorpapuIecKOM IOJI0KEHNH, BPEMEHH,
UICHTUYHOCTHU TTOJIb30BATEIIS, CIIY)KOe ¥ ToMy TogoOoHoM. [TprMep orpaHrueHui
MPEAOCTABIISICTCS B IIPUMEPE, OIMCAHHOM HUKE.

[0074] K Tomy ke, Kak OIMCBhIBAETCSl O0J1ee MOAPOOHO HUKE, JIsl TOJTYYSHUS KITIoua
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npouecc 1100 MoXxeT OBITh UCITOJIb30BAH MHOTOKpaTHO. Hampumep, Ki1t04, reHepupyeMblii
npy nomouu mpouecca 1100 (MM COOTBETCTBYIOIIMX BAPUAHTOB), MOKET OBITh UCIIOJIb30BaH
JUISl TEHEPALMU IPYTOro KIIro4a Ipy IOMOLIM TOTO K€ WK APYroro orpaHudeHus. Mcrnomnp3ys
TEPMHUHOJIOTHIO, IPUBEACHHYIO Ha GUrype, R;,; MoxeTt ObITh, K IpUMEpY,

MOCIIE0BATEIbHOCTHIO OUTOB, KOTOPBIE KOJUPYIOT HH(DOPMALUIO, OTOOPAXKATOINIYIO, T/Ie
MOXeET UCTOJIb30BaThCs KoY K, 1. K1 MOXeT cTtath KitouoM K; 115 cliemyromero nyukia

npouecca. Harmpumep, eciim mponecc 1100 ncnonb3oBasics A1 reHepalyy KIIro4a, OCHOBAHHOTO
Ha reorpaguueckoM orpaHUYEHUH, TEHEPUPOBAHHBIN KITIOU MOXKET UCTIOIb30BATHCS JIS
TE€Hepalyy KIIF0Ya C OTPAHUYEHUEM, OCHOBAHHBIM Ha naTe. Takoi nmpouecc MOXKeT
UCIIOJIb30BAThCSl MHOIOKPATHO, UCIIOJIb3YSl MHOKECTBO OTPAHUUYEHUH ITOJIy4EHUs] KITI04a.
Kax 6os1ee 1ojgHO onmMcaHo HUXKeE, UCTIOJIb3YSl MHOKECTBO OTPAHUUYEHUH 715 ITOJTyYEHUs
KJIIO4a, OAWH WK 60Jiee BEpU(UKATOPOB MOTYT YCTAHOBUTD MTOJIMTUKY OJTHOBPEMEHHOMN
IIPOBEPKU NOAIMCHU. B KauecTBe KpaTKOIro HArJISIAHOIO IIpUMEpa, KaK 4acTh IIpouecca
MPOBEPKHU MOANMUCH, BEPUPUKATOP MOKET OMPEIETUTH 0KUIAEMYIO MOAMUCH, UCTIONIb3YS
OTpaHUYEHUE, HAIIpUMep KOJMPOBAHUE TeKyIIel naThl. Eciu noanuce Opu1a mpe1ocTaBiieHa
TaKUM 00pa3oM, YTO T€HEpPUPOBAaHA B pa3HbIe AAThl, TO IPOBEPKA MOJIMCH HE OyIeT
MPOMIeHa, COOTBETCTBEHHO BaApUAHTY peanu3auuu nzooperenus. Kak mpasuio, eciu
WCIOJIb30BAaHUE ITOJIMCH HE COOTBETCTBYET TPEOOBAHMSIM OI PAHUYEHUI, UCTIOJIb3YEMBIX JI51
MOJIyYeHHs KITto4a, MPOBEPKA MOMUCH HE MOKET ObITh MPONAEHA, COIJIACHO C PA3JIMYHBIMU
BapUaHTAMU peaM3alul U300 PETCHUSI.

[0075] Ha ®wur. 12 uzo0paxeHa cTpykTypHas cxeMa 1200, WiLTIOCTpUpYIOIasi HarJIsHbIN
IIpUMeEp MOJIyYEHMS KITI0UYa ITPY MOMOLIM MHOTOKPATHOI'O OTPaHUYEHHS, IO MEHBIIIENH MEpE,
B COOTBETCTBUM C OJITHUM BapUAHTOM peanzauu uzooperenus. Ha ®ur. 12 wiutocTpupyercs
ITOJIyYEHHUE KJII0Ya IIPU ITIOMOIIM MHOTOKPATHBIX OFPAaHUYEHUN. B 3TOM ITpumepe Kirod 1
OTpaHUYEHHE TIO TaTe UCTIOIB3YIOTCS TS MoJTydeHus kirroda aatel (Knatel, Ha gurype). Ha
durype nokaszaHo, 4to gata koaupyercs kak 20110715, coorBercrBytomas 15 uromns 2011,
XOTsI JaThl MOTYT KOJMPOBATHCS [1O-PA3HOMY, U OOBIYHO MH(OPMALMS MOKET OBIThH
KOJIMPOBaHa CIIOCOOOM, OTJIMYHBIM OT U300pakeHHOTo Ha urype. Kimrou 1aTel ucronb3yeTcs
C OrPaHUYEHUEM I10 OKPYTY JJIs ITOJIy4eHus Kitoua okpyra, Kokpyra. B aTom npumepe okpyr
KOJIMPYETCs P TOMOIIM UIeHTUHKaTopa okpyra «USA-30Ha-1», KOTOPBI MOXKET
COOTBETCTBOBATH OJIHOMY WJIM HECKOJIbKUM OkpyraM CoenunenHsbix Lltatos. Kitou Kokpyra
UCIIOJIB3YETCsI C OTPaHUYEHUEM TTO CITykO0e 1 rmosryueHus kioua, Kemyx6s1. B aToM npumepe
ciyx0a ABISIeTCS CIIy>)K00M BUPTYaJIbHOM KOMITBIOTEPHON CUCTEMBI, KOJIMPYEMOI ee
ab6pesuatyport VCS. Kitou Kenyx6b1 ucrosnp3yercst ¢ MIeHTUUKATOPOM 3arpoca s
ITOJTyYEHUS ITOJIMCBIBAOLIETO KITI0Ua, TO €CTh KJII0UYa, UCIIOJIB3YEMOTO IS IIOAITUCH 3aIIPOCOB
K ci1y0e. B aToM nmpumMepe «ves_3armpoc», YTO MOKET COOTBETCTBOBATh KOHKPETHOMY THUITY
3ampoca, KOTOpPbI MOKET ObITh NoJiydeH city k00 VCS. Hanpumep, «ves_3anpoc» MOXKET
COOTBETCTBOBATH 3AITPOCY HA KOH(PUTYPALMIO, OCTAHOBKY, UJIM HHBIM 00pa30M BUIOM3MEHSITh
BUPTYaJIbHYIO KOMIIBIOTEPHY!O chcTeMy. [ lormchIBaroyiil KIro4 MCIIOIB3YETCs 17151 TEHEPALUA
MOJIITMCH, KOTOPAsi MOKET ObITh OTIpaBiieHa ¢ 3anpocamu. [Toanucs MoxeT ObITh
FeHEpUPOBAHA JIIOOBIM MOAXOASIINUM CIIOCOO0M, MOJJOOHBIM OIMCAHHOMY BBIIIIE.

[0076] Kak nmttoctpupyet Dur. 12, 3a1rpoc MOXKeT ObITh KAHOHU3UPOBAH B (hopMe
coobuienust M, kotopoe saBisieTcst ucxoanou sennunHoit HMAC dbynkuum 1is

TeHepUPOBAHUS ITOJIITUCH. PazyMeeTcsi, MOTyT UCTIOJTB30BATHCS PAa3IMYHbIE BAPUAHTHI, BKITIOUAS
BAPHUAHTBHI, JJIs1 KOTOPBIX KAHOHU3AIIMS HE SIBIISIETCS 00sI3aTEIbHBIM TPEOOBAHUEM, U TIPH
UCTIOJTb30BaHMU (GYHKIMM, OTIMYHBIX OT HMAC, B COOTBETCTBUM C Pa3IMUYHBIMU
peanmuzanusamu u306perenusi. K tomy xe, @ur. 12 WILTIOCTPUPYET YACTHBIN ITPUMED MTOTYUEeHUS
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TIOJITIMCH, B COOTBETCTBUM C BAPUAHTOM pealiu3aluu u3oopereHust. OqHaKko s MOJTyYeHUs
MOJIMUCUA MOKET UCTIOJIL30BATHCS OOJIBIIIEE UIIU MEHbBIIIEE KOJIUUECTBO OTPAHUUCHMUI, U
OrPaHUYEHUS] MOTYT UCIIOJIB30BATHCS B MOPAJIKE, OTIMYAIOIIEMCS OT yKazaHHoro. K tomy
K€, HECMOTpPS Ha TO, YTO Dur. 12 WILUTIOCTPUPYET MOITYyUYEHUE OAIUCH, MOTYT TPUMEHSTHCS
aJITOPUTMBI JIJIS1 TIOJTYUYEHUS IPYTUX 0OOBEKTOB, KOTOPhIE MOTYT HE pacCCMaTPUBATHCS KaK
MOJIMKUCH BO BCeX MpuMeHeHusax. Hanpumep, nokazannbie Ha Dur. 12 (M B APYTUX MECTAX)
AJITOPUTMBI, KaK MPaBUJIO, MOTYT UCIIOJIB30BATHCA JIJIS TTOJIYYEHHUS KITIOUa.

[0077] dDwur. 13 aBisieTcs HATISAHBIM TpuMepoM GyHKIKU 1300 115 TOTyUYeHMS TOITTUCH,
B COOTBETCTBUH C, 10 MEHBIIIEH Mepe, OJIHOM peanuzanuei n3ooperenus. Kak WmocTpupyeT
@ur. 13, mOANIUCH BEIYUCIIAETCI KaK:

HMAC(HMACHMACHMACHMAC(K, nata), okpyr), ciy:k0a), IpoToKoJ1), Mc).

B stoM npumepe K sBseTCS KIII0UOM, «AaTa» SBIISIETCS KOAUPOBAHHOM TATOU, «OKPYI»
SIBJISIETCS] KOJIMPOBAHHBIM UACHTU(PUKATOPOM OKPYTa, «CIyKO0a» SBIISIETCS KOJUPOBAHHBIM
UICHTU(PUKATOPOM CITYKOBI, «ITPOTOKOJI» COOTBETCTBYET KOHKPETHOMY COOOIIICHHUIO
KOJAMPOBAHHOTO MPOTOKOJIA, U M, SIBIISIETCS] KAHOHU3UPOBAHHBIM COOOIICHUEM.

CnenoBaTenbHO, Kak WuttocTpupyet dur. 13, moANUCh BEIYUCTIAETCS MTPY TTOMOIIU
MHOTOKPATHOTO BbhIYMCIIeHUS OgHOM U Tol ke HMAC ¢byHKIMY, KaXIbIi pa3 ¢ pa3HbIM
orpannyeHreM BxojHou BenrunHbl 11t HMAC dyHkuum.

[ToanuvceIBaOMM KJIIOUOM B 3TOM MPUMEPE SIBIISIETCS:

HMAC(HMACHMAC(HMAC(K, nata), okpyr), Cityx0a), MpOTOKOJI), KOTOpasi MOJy4aeTcst
MyTeM MHOTOKpaTHOTO ucnoyib3oBanust HMAC ¢yHKIMU, KaX bl pa3 ¢ pa3HbIM
OTPAHUYCHUEM.

[0078] B npumepe Ha Dur. 13, pa3anyHble OrPpaHUYEHUS MOTYT ONPEAEIATh JIOMEH U
00I1acTh nepeceyeHnss 0003HAUYEHHBIX JOMEHOB, YTO OINPEAETISET CII0C00, C TOMOIIBIO
KOTOPOI'O T'€HEPUPYETCSI MMOIMTUCH C TTOANUCHIBAIOLIMM KITFOYOM, KOTOPasi ObLIa ObI MPUTOTHOM.
B 3TOM KOHKpETHOM IpuMepe, NOAIMCh FTEHEPUPOBAHA C TTOAIMCHIBAIOIIUM KIIIOUOM,
OTHUCAaHHBIM TTpu ToMoIiu dur. 13, koTopas Obl ObLIA TPUTOAHOM JIJISI ONIPEIETIEHHOM JaThI,
B OIPECIIEHHOM OKPYT€ U JIJIsl ONPEACIIEHHOM CITYKObI, UCIIOJIB3YIOIIEH OpeIeICHHbIN
npotokoi. CieaoBaTeNbHO, €CIM 3aIIPOC MOANMCAH ITPU IIOMOILHU ITOIMCHIBAIOLIET O KIII0Ya,
HO C JATOM, OTIIMYHOM OT IATHI ONPEIETIEHHOTO UCXOAHON BETMUYMHOMN NTOAIMCHIBAIOIIETO
KJII04a, IIOAIIUCH K 3aIIPOCY MOKET PACCMATPUBATHCS KaK HEIIPOBEPEHHAS, JAXKE €CIIU 3aIIPOC
OBLI CAENIaH IJIsI ONPEETICHHON CI1YKObI U B ONPEIETICHHOM OKPYTE.

[0079] Kak npyrue BapuaHTbI peajiv3alyi U300 peTeHUs], OTIMCAHHBIE B HACTOSIIIIEH 3asBKE,
paccMaTpUBAIOTCS PA3JIMUHBIC BAPUAHTHI PeaM3alUM B PpaMKax JAHHOTO PACKPBITHUS
cylHocTy u300petenusi. Hanpumep, @ur. 13 WiutrocTpupyeT MHOTOKPATHOE UCIIOIb30BaHKE
HMAC ¢yskupmn. MoeT UCTIOTb30BaThCS MHOKECTBO (DYHKIHUIM JJ1s1 OTIPEEIICHUS TOITTUCH
U, B HEKOTOPBIX peaym3anusax n3ooperenuss, HMAC GyHKIMU HE UCTTONTB3YIOTCS HAa KaXKI0M
JTarne nojJy4eHust noAanucu. Takxke, Kak OTMEUAJIOCh, B PA3JIMYHBIX BApUAHTAX peaIu3aluu
M300peTEeHUs MOTYT UCIIOJIb30BATHCS PA3IMYHBIE OTPAHUYEHHUS U PA3IMYHOE YUCIIO
OT'PAHUYEHUM.

[0080] ITomyueHue KiTroYa MOKET BBITIOTHSATHCS PA3JIMUHBIMU CITOCOOaMH B COOTBETCTBUM
C pa3IMYHBIMU BapHaHTAMM peau3aluu u3ooperenus. Hanpumep, otaenbHoe
BBIYMCIIMTEIIBHOE YCTPOUCTBO MOXKET BBIUUCIIUTD IMOAIIUCHIBAIOIIUI KIIFOU, B COOTBETCTBUU
C BAPMAHTOM pealin3alyy u300peTeHus. B cooTBeTCTBUM C APYTMMU BApUAHTAMU, HECKOJIBKO
BBIUMCIIUTEIBHBIX YCTPONUCTB MOTYT COBMECTHO BBIYMCIISITh OAIMCHIBAIONINIA KiTI04U. B
KauyeCTBE KOHKPETHOT'O HAIJISITHOT'O IIPUMEPA, COOTBETCTBYIOLIETO Pur. 13, 0AMH KOMIIBIOTED
MOKET BBIYUCIIUTH

Koxkpyra=HMAC(HMAC(K, narta), okpyr),

Crp.: 24



10

5

20

25

30

35

40

45

RU 2582540 C2

a Ipyroil KOMIIbIOTEP MOXKET BBIUYMCIIUTD

IMoanuckiBaronuiit Kimrou=HMAC(Kokpyra, ciiyx0a).

[0081] B kauecTBe Ipyroro npumMepa, OTAeIbHAsI KOMIBIOTEPHAS CUCTEMA MOKET
BBINOJIHATDH PA3JIMUYHbIE YPOBHU BBIUMCIEHUS TOANMCHIBAIOIIETO Kiltoya. O0paiasce k
MpUMepy B MpeabIAyIeM ad3ale, BMECTO OJTHOTO KOMITbIOTEpa, Bhluucistoniero Kokpyra,
OJIMH KOMITBIOTEP MOKET BBIUYMCIIUTD

Knatei=HMAC(K, nata),

a Ipyroil KOMIIbIOTEP MOKET BBIUYUCIIUTD

Kokxpyra=HMAC(KnaTs1, okpyr).

@ur. 14 WITIOCTPUPYET ITPUMEP TOT'O, KAK MOKET BBIIOJIHATHCS MHOTOKPATHOE MOJTYYEHUE
KJIF0Ya, U UCIIOJIb3YETCsl B COOTBETCTBUM C, [10 MEHBIIIEH MEPE, OJTHUM BAPUAHTOM peau3alyu
n3zo0perenus. B yactHoctu, @ur. 14 umoctpupyet npumep cxeMbl 1400, oToOpaxkatorei
3JIEMEHTBI COBOKYITHOCTU PACITPEIETIEHHBIX KOMITbIOTEPHBIX CUCTEM, COBMECTHO BBIUMCIISIFOIIINX
MOJIMMCBHIBAIOIIUI KITFOY (MJIM JPYTOW KIIF0Y, B pa3JIMYHBIX APYTMX BApUAHTAX PeaIM3alnu
n3o0petenus). Kak mokaszano Ha dur. 14, KaxkIbIi 3JIEMEHT T'PYIIIbI SIBISETCS KOMITBIOTEPHOM
cucTeMom Kirroua nposaraepa 1402, kotopast FeHepUpyeT KIIIOUY U IPEAOCTABIISAET
TEeHEPUPOBAHHBIN KITIOU IPYTUM KOMIIBIOTEPHBIM cucTeMaM. Hampumep, kitou mposaiiiepa,
nomeueHHbId kak KimtoullpoBaiiaepa, monyuaet ko4 K (U3 Apyroro MCTOUHMKA, UK caM

TEHEPUPYET KITIOU) U UCIIOIB3YET KJII0U M OTpaHUYEHHUE, TOMEUYEHHOE KakK R, IJIsi reHepamu
kova K. KimoulIpoBarinepa nepenaer kimtou Ky Kimrouyl IpoBarinepa,, KOTOpbIi HCIIOIB3YET
K, u npyroe orpanuuenue, R,, qis renepauuu npyroro kitoua K,. Kimrou [TpoBatinepa,
nepenaet kiou KyKumrou [TpoBaiinepas, koTopslit ucrionb3yet K3 v Apyroe orpaHudeHue,
R3, 1 renepauuu Apyroro kitouda Ks. B 3aBUcUMOCTH OT TOT0, CKOJIBKO UMEETCSI B

KOHKPETHOM BapHaHTE peau3aiuu U300 peTeH s POBaiIepoOB KITIoUa,
9TH MPOIECCHl MOTYT ITPOIOIIKATHCS A0 TeX mop, moka KmroullpoBainepay. | mepemaer

kmou Ky Kirrouy Iposaitnepay, KoTopslii ucrionb3yeT Ky_| 4 Apyroe orpaHnudeHue, Ry,
JUTA TeHEepauyy Apyroro noanuceisaromero kiaouda, Ky. Kiorou Ky 3aTtem nepenaercs

KoMITbIoTepHOM cucTeMe Bepudukanuu 1404. Kirrou K v mro60i Kitrou(u), MOJTyIeHHBIC U3
K (B ocHOBHOM, uMeHyeMble Kak K; Ha durype), MOryT Takxe ObITh MepeaHbl

TMOJIMTMCBIBAIONIEH KOMITbIOTEpHOM cucteMe 1406, Hampumep B BUE airOpUTMa OOMeHa
KJIIOYaMHU.

[0082] IToanuckiBaromass KoMnboTepHas cucremMa 1406 MOXKeT TaKKe, B pa3JIMYHbIX
BapUaHTax peaau3aluu u300peTeHusi, reHepupoBaTh Ky cama, eciiv, Harmpumep, OrpaHuYeHUS

R{-Ry IpenocTaBiieHbl HOANMCHIBAOLIEN CUCTEME W/UJIU CIEIaHbl 001IeA0CTYTHBIMU. K TOMY

’Ke, OAIMMUCHIBAIOIAsl KOMITbIoTEpHAs cucteMa 1406 cama MOXKET BBIMOJIHATH TOJIbKO YaCTh
npouecca noiydeHus Ky B paznuuHbIxX peanusauusix nzooperenus. Hanpumep,

IMOAIIMCBIBAIOIIAs CUCTEMA MOXET ITOJTYUNUTDH (BO3MO)KHO, n3 COOTBGTCTBYIOHIeﬁ KOMHBIOTCpHOfI
CUCTEMBI KJITO4Ya npOBaﬁﬂepa) Ki’ I HCKOTOPBIX HEJIBIX YHUCCIT 1 SIBJISIETCS MEHBIIUM, yeM N

W orpannyeHusi ot R, 10 Ry. IloamnuceiBaroimas cucreMa 3ateM Uctonb3yeT K; u orpaHndyenust
oT R;;| 1o Ry 1151 reHepanuu noamnuckiBaromiero kiwouva, Ky. Takke paccMaTpuBaroTCs U

JIpyTHe BapuaHThl, HAXOISIIMECS B paMKaX HaCTOSIIEr0 PACKPBITHS CYIIIHOCTH U300 PETEHUSI.
[0083] IToamuceiBaroniast KoMIboTepHas cucrema 1406 MOKeT UCIOIb30BaTh Kitou Ky

JUTSI TIOJIITUCH COOOIIIEHUI, TpoBepsieMbIX BeprpukaTopom 1404. Harmpumep, Kax MosSICHSIIOCH,
noanuceiBaromas cucrema 1406 Bpruucisiet noanucb SSHMAC(Ky, M), rne M siBnsieTcs
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KaHOHW3UPOBAHHOM Bepcueit cooOieHust M, KoTopast TAaKKe OTIIPABIISIETCS] BEPUPUKATOPOM.
N3-3a Toro, uto Bepudukatop nmeet Ky, BeprupukaTop MOXKET CAMOCTOSITEIIHHO

KaHOHU3UpoBaTh coobienne M u Beruncinsite HMAC(Ky, M) A1 NpUHATUS PELIEHMS,

COOTBETCTBYET JIM PE3YIbTAT BEIYMCIICHUS] TPUHSATOMN MOIIUCH S.

[0084] CnenyeT OTMETUTD, YTO pa3IMUHbIC BAPUAHTHI IIPOLECCOB, MTOKa3aHHBIX HA Dur.
14, u npyrue mpouecchbl, OMMCAHHBIE B HACTOSIIIEH 3aBKE, HECMOTPS Ha TO, YTO MOKA3aHbI
Y4aCTBYIOIIMMU B MHOTOKpaTHOM Hcosib3oBaHud HMAC yHKIMiA, MOTYT UCITOJIB30BATh
JUUIS1 TIOJTyYeHusl KJTroya MHOTue npyrue dpyHkiuu. Hanpumep, B pasHoe BpeMs MOTYT
UCTIOJTb30BAThCS pa3IMIHBIC TUITHI (PYHKIUM Ko1a ayTeHTUduKamu cooomenuit (MAC) mis
noydenust kioua. Hanmpumep, 3Hauenue MA C GyHKIMY OTHOTO TUIIA MOYKET UCTIOJIb30BATHCS
kak 6azoBoe ;i MAC ¢dyHkimu gpyroro tuna. Kak nmpasuito, B mpomecce moTydeHus KIrroda
MOTYT OBITh UCITOJIB30BAHBI JPYTHE TUITBI (DYHKIMN BMECTO W/UJIM KaK IOTIOTHEHHUE K (DYHKIUSM
HMAC u, B pa3IMuHbIX BapuaHTax pean3aluu n300peTeHus, HET He0OXOIUMOCTH
UCTIOJT30BATh TE XK€ caMble (DYHKIIMH MHOTOKPATHO TS TTOJTyUEHHS KJTtoua, HO KaX bl pas,
Koraa Heoboxoauma (pyHKIUS, MOTYT OBITh UCIIOJIb30BAHBI PA3IUUYHBIC (DYHKIUU.

[0085] Ha ®ur. 15 uzobpaxena cxema 1500, wutrocTpupytroliasi TAIIOBOM cr1ocod, B
KOTOPOM KJIFOYM MOTYT OBITh MOJIYUYEHbI ITPU ITOMOIIM MHOTOKPATHBIX OTPAHUYEHU, B
COOTBETCTBUM, [10 MEHBIIIEH MEpE, C OJTHUM BapUaHTOM pean3anuu uzooperenus. [Tpumep,
MIPOWLTIOCTpUpPOBaHHBIN Dur. 15, ccputaeTcs Ha MOJIb30BATENEH, HAITPUMED MOJIb30BATEIEH
BBIUMCIIUTEIbHBIX PECYPCOB MpoBaraepa. OqHako, Kak 0TMEUYAJIOCh, ONMCAHHbBIE B HACTOSIIIEH
3asiBKE aJITOPUTMBI, BKJTIOUAsl aJITOPUTMBI, OITMCAHHBIE B CBSI3U ¢ Dur. 15, MOTYT OBITh
WCIIOJIb30BAaHbI B MHOKECTBE APYTUX CUTYALWH.

[0086] Kak nmoka3zaHo, K104 0ab30BaATENS, K3, ABISETCS YACTHIO MHOXKECTBA

JOJITrOCPOYHBIX KJIIOYEH MONb30BATENS, KAXKIABINA U3 KOTOPBIX MOXKCT OBITH KJIFO4YOM,

HCITOJIB3YCMBbIM ITOJIB30BATCIICEM Ha ITPOTAXKCHHUHU OITPCACIICHHOTIO IICPHUOaa BPEMCHH, HAITPUMCED,
IOKa IMOJIb30BaTeIb HE OOHOBUT KJTIOU Ha3HAYEHHBIM HOBBIM KJIFOUOM WJIM MHBIM 06p330M
nomeHseT kimod. Kimroun MOT'YT TaKX€ UCITOJIb30BATbCA OJHUM HUIIU 0oJIee MOJIL30BATEIISIMU
B TCUCHHUC HCOITPCACIICHHOT O IICPpUOaa BPCMCHHU. Kirou II0JIb30BAaTCJIA, KHOJ‘ILS’ HCITOJIB3YCTCA

JUTSI TIOJTyY€HUsI OJTHOT'O MJIM O0JIee KITIoueii OKpyra OIMCcaHHbIM Bblle criocoboM. Hampumep,
Kak wunoctpupyeT @ur. 15, 1Ba kiroya OKpyra MOryT ObITh T€HEpUPOBAaHbI, HAIIPUMED,
BbluncieHueM HMAC(K ;o553 USA-E-1) 1 HMAC(K ;o153 USA-N-1), roe USA-E-1 u USA-

N-1 sBsItOTCS UACHTU(UKATOPAMU COOTBETCTBYIOIIMX OKPYroB. [1o100HbIM 06pa3oMm, KiTrouu
OKPYT'OB MOTYT UCIIOJIb30BATHCS JJ15 MOJIyYEHUSI KITIoUel JaThl, ICTHHHOCTb KOTOPBIX MOXKET
OBITh OrpaHUYEHA JATOM, UCTIOIb3yeMON TSl KOJMPOBAaHUS KJTtouel JaThl. KaXxablii u3 Kiitouei
JIaThI MOKET UCTIOJIb30BATHCS TSI TOJIYyYEHUSI KITIOUel CTy>KObl, HAlpUMep, OTTMCAHHBIM
BBIILIE CLIOCOOOM.

[0087] Taxum 0O6pa3om, B pa3IMIHbIX peanu3anusx H300peTeHus, KITIOUM JaThl MOTYT
UCIOJIb30BATHCS C COOTBETCTBYIOLIMMU CTY>KOaMU TOJIBKO B JIEHb U B OKPYT€, UCIIOJIb3YEMOM
JUT KOOMPOBaHMS Kitouer. HoBble KITtouM 1aThl MOTYT T€HEPUPOBATHCS I KAXKI0TO JIHS,
MIPUHUMAsI BO BHUMAHUE, YTO KJIIOUM OKPYra U JOJITOCPOYHBIE KIIFOUM TTOJIb30BATEIISI MOTYT
reHepupoBatbcs pexe. [lomydyeHre kiroda mpu oMo MHOTOKPATHOTO OTPAHUYEHUS,
HaIpUuMep MPOUITIOCTPUPOBAHHOE Ha Dur. 15 U B APYTrUX MeCTax B HACTOSIIEM PACKPBITUU
CYIIIHOCTHU U300peTeHUS, Ta€T MHOTOUUCIIEHHBIE TpeumyIiiecTBa. Hanpumep, noyyeHue
KJIIOYA TP MOMOIIIM criocoda, OMUCAHHOTO B CBSI3U ¢ Dur. 15, eciiv MOANKUCHIBAIOIINHN KITIOY
B3JIOMAaH (HAIIpUMEP, 3JIOHAMEPEHHO MOJIYYEH TPETHEH CTOPOHOM), YA3BUMOCTD 3A1UThI
OTPAHUYMUTCS KOHKPETHBIM OKPYI'OM, KOHKPETHOM 1aTOM U C UCTIOJIb30BAaHUEM KOHKPETHOMN
ciyxO0b1. Ipyrue ciryk0bI mo-mpexHeMy OyayT ocTaBaThCsi He3aTpOHYThIMU. [1og00HBIC
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MIPEUMYIIECTBA SBJISIOTCS AEUCTBUTEIIbHBIMU TSI IPYTUX CITOCOOOB, IIPU MOMOIIM KOTOPBIX
MOTYT OBbITh TTOJTYUYEHbBI KJTIOUM.

[0088] dDwur. 16, k mpumepy, sBisieTcst cxemor 1006, UITIOCTpUPYIOLIEH IPYrod TUIIOBOMH
CIIOCO0, MPU MOMOIIM KOTOPOT'O MOTYT ObITh ITOJTYYEHBI KJIFOUM B COOTBETCTBUM C, ITO MEHBIIIEH
Mepe, OJHMM BapUaHTOM peajiv3aluu n3ooperenus. dur. 16 WLTIOCTpUPYET KOHLEMIUIO, B
HEKOTOPOM CMBICTIE TTOXO0XKYIO Ha Ty, 4YTO u3oopakeHa Ha dur. 16. [1pu a3Trom Ha Dur. 16
JIOJITOCPOYHBIE KITFOUM MTOJIb30BATEIISI UCIIOJIB3YIOTCS TSl MOIy4YeHUs KiTrouen natel. Kimroun
JIaThl UCIIOJIB3YIOTCS JIJISI OJTyUeHHUs KTtouer okpyra. Kimroun okpyra ucnosnb3yroTcs 11
MoJIy4eHus1 Kirtouel cirykO0bl. [TonyueHue Kirtouelt MOKET BBITIOJIHSITHCS B COOTBETCTBUU C
PA3JIMYHBIMU PEATU3ALMY, OTTMCAHHBIMU B 3asBKE.

[0089] Ha ®wur. 17 uzo6paxkena cxema 1700, WJUTIOCTpUPYIOIIAS €I11e OWH TUITOBOM CIIOCO0,
MIPU TTOMOIIM KOTOPOT'O MOTYT OBITH MOJIYUYEHBI KJITIOUU, B COOTBETCTBUHU, IIO MEHBIIIEH Mepe,
C OJIHMM BapyaHTOM peanu3anuu nzooperenus. Ha dur. 17 1oarocpounbie KIIOYU
TMOJIb30BATENIS UCTIONB3YIOTCS JIJIsI TOTyUueHus Kiitouer Mecsna. Kiroun Mecsitia UCTosib3yIoTcst
JUTA TIOJIyYeHUs Kitouen okpyra. Kimroun okpyra ucnosb3yoTcs A1 TOJyYeHUS KIIFoUe
natel. Kimrouu 1aThl MCOIB3YIOTCA J1sI TOIYyUYEHUS KITI0Uer ciyx0bl. [ToryyeHue pa3nuuHbix
KJTIOUel MOXKeT OBITh BBIMIOJTHEHO MPU MOMOIIM CIIOC00a, COTIACYIOIIEr0oCs C ONTMCAHHBIM
BBIIIIE.

[0090] Kax onmucsIBaiocCh BBILIE, PA3JIMYHBIE AITOPUTMBI HACTOSILLIETO PACKPBITUS CYILIHOCTH
n300peTeHus peyCMaTPUBAIOT HOBBIM CITOCO0 reHepanuu ceaHcoB. CeaHCOM MOXKET OBITh
MepUO BPEMEHH, JJIs1 KOTOPOTO MPEIyCMOTPEHA COBOKYITHOCTb OJTHOTO WK 00JIee NeNCTBMI,
II€ OKOHYaHUE (WJIM JPYTrO€ 3aBEPIICHUE) CEAHCA SIBIISIETCS OCHOBAHUEM IS 3aIIpeTa
COBOKYITHOCTH OJTHOTO W Oosiee AeicTBuit. Dur. 18 sSBIISIETCS] CTPYKTYPHOM CXEMOH,
WLTIOCTpUpYIolen mpumep npouecca 1800 nHUIMAIU3ALMNA CEAHCA, B COOTBETCTBUH C, 10
MEHBIIIEH Mepe, OJTHUM BapuaHTOM peanu3anuu uzobperenus. [Tponecc 1800 Mmoxet
BBIMOIHSTHCS JIIOOBIM MOAXOISIIIUM BBIYUCIIUTEIbHBIM YCTPOUCTBOM MJIM COBMECTHO JTI000H
COBOKYITHOCTBIO ITOAXOISIIMX BEBIYMCIUTENBHBIX yCTpoicTB. Hanpumep, mponecc 1800 moxeT
BBIIOJIHATHCS KIIMEHTCKAM YCTPOMCTBOM ITOJIb30BATEIISI BBIYMCIIMTEIBHBIX PECYPCOB
npogaiiepa. B kauecTBe 1pyroro npumMepa, B ApyromM BapuaHTe peau3alvi U300peTeHus,
OTHOCSIIErocs K Pur. 3, ogHa U3 CIIyK0 30HBI 0TKa3a MOXKET OBITh CEAaHCOBOM CITYK00H U
OJHO WK 00Jiee BRIUUCIUTEIbHBIX YCTPOUCTB, MPUHUMATOIIEE YUaCTHE B TPEAOCTABICHUN
Cy>kOBbI, MOJKET BBITIOJHATH mporiecc 1800.

[0091] Bosspaiasic k dur. 18, B BapuaHTe peanuzanuu u3ooperenus, mpouecc 1800
BKJIIOUaet nojiyuenue 1802 kiroua, K. Kimrouom K MosxeT ObITh 110000 TOAXOISAIIMHI KITIOY,
HAIIPUMED, KJIIOY, [IOJyYEHHBIN ITPU UCTIOJIb30BAHUM IPYTUX KITIOUEH, HAIIPUMED, OIIMCAHHBIM
BhIIIE ctocoooM. Hampumep, ki1tou K MoskeT OBITh epe1aH BEIYUCIUTEIBHOMY YCTPOUCTBY,
y4acTBYIOIIIEMY B BbInoJIHeHUH rpoiiecca 1800. B onpeneneHHbI MOMEHT BpeMEeHM (HaIlpuMep,
cpasy 1ocJie rmojryueHus kimrouda K, kak mokaszaHo Ha urype), B BApraHTe peaan3aniu
n300peTeHus, 3aITPOC UHUIIMUPOBAHUS CEaHCA MOKET ObITh NMPUHAT 1804. 3arpocoM MOKeT
OBITh ANEKTPOHHBIN 3aITPOC, TAKOH, Kak onrcaHo Bblie. K ToMy ke, B BapuaHTe peain3ainuu
U300 peTeHNs, 3aPOC MOAMUCHLIBAETCS U TPOBEPSETCS MPU ITOMOIIU aJITOPUTMOB TAHHOTO
PACKPBITHUS CYIITHOCTH U300peTeHus. Takxke, 3a1IpocoM MOXKET OBITh YHUKAJIBHBIN 3aI1pOC,
3aBUCALLIAN OT KOHKPETHOM BBIYUCIIUTENBHOM CPENBI, UCITOIb3YEMOM IIJIS peal3alyy Iporecca
1800. Hampumep, eciu riporiecc 1800 BBIMOIHAETCS KIMEHTCKUM YCTPONUCTBOM (HAIIpUMED,
MOJIb30BATEIIBCKUM YCTPOUCTBOM ITOJIb30BATEIISI BBIYMCIIMTEIIBHBIX PECYPCOB MMpOBaiiepa)
JUUIs1 TeHepalliu ceaHca, 3alpoC MHUIMMPOBAHUS CEaHCA MOXKET OBITh IPUHAT MOJTYJIEM
KIIMEHTCKOI'O YyCTPOWCTBA.

[0092] B peanuzanyu 1300peTeHus mapaMeTpsl ceaHca onpeaenstorcs 1806. [Tapamerpamu
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ceaHca MOXeT ObITh MH(OpPMaIKs, KOTopas 0OTOOpa)kaeT OJHO WU OoJjiee TeHepUPYEMBIX
OrpaHUYEHMI ceaHca. TUITMYHBIE TapaMETPbl COACPKAT, HO HE OTPAHUYUBAIOTCS UMH,
JUTMTETbHOCTh CEAHCA, UIEHTU(PUKATOPHI JOITYCTUMBIX [TOJIb30BaTENIeH TEHEPUPYEMOTO KITIoUua
ceaHca, OHY WIM 0oJiee C1yk0, C KOTOPBIMU IT'€HEPUPYETCS IPUEMIIEMBII KITIOU CeaHca,
OrpaHUYEHUS HA AEUCTBUS, BBIMIOJIHSEMBIE C UCTIOJIB30BAHUEM KIIIOYA CEaHCa, JII0ObIE U3
OTTMCAHHBIX BBIIIE OTpAaHUUYEHU, U IpyTrue. [TapameTpsl MOTYT OBITH KOJIUPOBAHBI B
9JIEKTPOHHOM BHJIE, B COOTBETCTBHUH C 3apaHee 33 JaHHBIMU TpeOOBaHUSIMH (POpMAaTUPOBAHUS,
YTOOBI CJIETUTH 32 COTIACOBAHHBIM ITPOU3BO/ICTBOM BBIYMCIICHUH, YUACTBYIOIIMX B MTOJTyUYE€HUU
KJIIo4a ceanca. Hampumep, 1aThl MOTYT 3aIIpalMBaThCs U1l KOAUPOBAHUS B popmaTe
ITTTMMJA. Apyrue mapamMeTpbl MOTYT UMETh CBOU COOCTBEHHBIEC TpeOOBaHUS
dbopmatupoBanus. K Tomy ke, onpeneneHre napaMeTpoB ceaHCa MOXKET TPOU3BOIUTHCS
pa3nuuHbIMU ciocobamu. Hanpumep, mapaMeTpbl MOTYT ObITh HapAMETPAMU 10 YMOTUAHUIO
TSI ceaHca, HaIpUMep, KITI0U CeaHCa SIBJISIETCS TPUTOTHBIM TOJIBKO ISl TMana3oHa JeUCTBUM,
MpeAONPEAETIEHHBIX I MTHULMATOPA 3aIIPOCOB MHULMATIU3ALMH CEaHCa U JJIsI
MpeAoIPeAETIEHHOT 0 TIEpHo/1a BPEMEHU (HAIIpUMED, IBAAIaTHUEThIPEXUacOBOI0 MIEPUO/IA).
B xauectBe 1pyroro npumMepa, napaMeTpbl MOIyT IPEIOCTABIATHCS KAK YACTh IPUHATOLO
3aIpoca Wik UHBIM 00pa3oM BMecTe ¢ HUM. Harnpumep, mapamMeTpbl MOTYT F€HEPUPOBATHCS
B COOTBETCTBUM C UCXOJHBIMH JTAHHBIMU M1OJIb30BATENS U3 UHULIMATOPA 3aIIPOCOB U
KOJMPOBATHCSI COOTBETCTBEHHO MPEIOIPEIEICHHON CXEME.

[0093] B BapuaHTe peanuzaiuy U300pETEHUs, MTOCIIe TOTO KaK MapaMeTpbl ONpeeIeHbl,
YX UCITOJIB3YIOT It Bhrumcienus 1808 kitoua ceanca, Kg. Beruuciienne kimroua ceanca Kg

MOYKET ITPOU3BOIUTHCS MHOKECTBOM CITOc000B. Harpumep, B 0JTHOM BapHaHTE, KJITIOU ceaHca
Kg MOKeT ObITh BBIUMCIIEH KaK (MJIM UHBIM 00pa30M, OCHOBAaHHOM, 110 MEHbIIIeN Mepe, Ha

YaCTH)

HMAC(K, ITapameTrpsi_CeaHca)

rae [Tapamerpsi_CeaHca SBISIOTCS KOJUPOBAHHBIMU MTapaMeTpaMu, KOTOPbIEe ObLIU
onpeneineHbl 1806. [Tapamerpsi_CeaHca MOTYT OBITh KOAUPOBAHBI IIPEIOMPEIeICHHBIM
00pa3oM, KOTOPBIN MTPOBEPSIET COIIACOBAHHOCTh BBIUUCIEHHBIX AJaHHbIX. Kittou ceanca Kg

TAK)KE MOKET ObITh BBIYMCIIEH APYTMMHU CIOCOOAMMU, HAITPUMEDP OITMCAHHBIM HUKE CTOCOOOM
Ha Qwr. 19.
[0094] ITocne Toro, kak kiatou ceanca Kg Borunciien 1808, B BapuaHTe peanvzanyu

I/1306peTeHI/I$I, KJIFOY C€aHCa KS IpEaOCTABIIACTCA AJI UCITOJIb30OBAHUAA. HpeI[OCTaBJIeHI/Ie

KJIIOUA CEaHCA MOXET MPOU3BOIUTHCS PAZIMUHBIMU CIIOCOOAMU B PA3JIMYHBIX peaTnu3alusix
n3o0perenus. Hampumep, Kirrou ceaHca MOXKET MMPEIOCTABIATHCA MOIYJII0 MHUIIMATOPA
3aIPOCOB 15 MPEIOCTABIICHUS] UHULIMATOPY 3aIIPOCOB BO3MOKHOCTH MOAIMCHIBATH
cooO11IeHUs KITFoYoM ceaHca. Kimrou ceaHca MOXKeET TakkKe MPeaoCTaBISIThCS TOCPEICTBOM
CETH JIPYTOMY YCTPOWCTBY, UTOOBI MPEAOCTABUTH IPYTOMY YCTPOMCTBY BO3MOKHOCTD
MOJIMUCHIBATH COOOIIIEHUSI KITF0UOM ceaHca. Hampumep, KI1I04y ceaHca MOXKET TaKKe
MPEAOCTABIATHCS OOBEKTY ACTErMPOBAHMUS, 111 KOTOPOT O MHULIMUpYeTcs ceanc. Hampumep,
WHUIMATOP 3aITPOCOB MOKET UMETh OTIPEIeTIEHHBIN OOBEKT AETIETMPOBAHMSI B CBOEM COCTABE
WJIM UHBIM 00pa30M BMECTE C 3alPOCOM MHUIIMMPOBATH ceaHc. Kimtou ceanca Takke MOXKET
00ecreunBaThCs B 9JIEKTPOHHOM BUJIE B COOTBETCTBUMU C MH(OpMaIHeH, Mpe1oCcTaBIeHHON
WHUIUATOPY 3aIIPOCOB (TO €CTh JIeJIEraTopy), HAIpUMED, MPU MTOMOIIU 3JIEKTPOHHOMN MOYTHI
WIHM JPYTOro 3JIEKTPOHHOTO aJipeca.

[0095] Kak oTmeuanocs Bbile, @ur. 19 oToOpaxkaet HarIsAHbINA mpuMmep mponecca 1900,
KOTOPBIM MOKET UCTIOIBL30BATHCS JJIS1 TeHEPALUMU MTOAITUCH, COOTBETCTBEHHO BAPUAHTY
peamzanuu u3oopererus. ITponecc 1900 MoOKeT BBIIOIHITHCS OJTHUM WM OoJiee
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BBIYMCIIUTEIbHBIM YCTPOMCTBOM, HAIIPUMED, OAHUM WIIM 00Jiee BBIUMCIIUTEIbHBIM
YCTPOMCTBOM, BBITOJHSIOIMM Ipouecc 1800, onucaHHbIN Bbile B cBA3U ¢ Pur. 18. [Ipouecc
1900, kak mokazano Ha dur. 19, BKIIIOUAET TPUEM TAPAMETPOB CEAHCA, HATTPUMED, ONMCAHHBIX
BbilIe. C mapaMeTpamMu ceaHca, UMEIOIIMMH ITOJIyYE€HHbIN, B BAPUAHTE PeaIn3aluu
U300peTeHns], IPOMEKYTOUHBIN Kittod, K;, | Beruncisercs 1904 xak:

Ki; 1= HMAC(K;, Py,
rae K; moxer 6bITh Ki1t0uoM K B onucanuu ®ur. 18 m1s neporo Borumcienus K, q, a P;

SIBJISIETCS i-M ITapaMeTpoM MapaMeTpoB ceaHca. [TapameTpsl ceaHca MOTYT OBITh YITOPSTOUEHBI
B COOTBETCTBUM C IIPEAOIPEAEIIEHHON PACCTAHOBKOW IS IPOBEPKU BBIYMCIUTEIILHOM
COIJIACOBAHHOCTH ITOJMMUCH KITIOUA.

[0096] B BapuanTe peanuzanyu u3oopeTeHus, mpuaumaetcs perierue 1906, ucronb3yoTces
JIA TOTIOJTHUTENIbHBIE TAPAMETPHI IS TEHEpalUK KIItoua ceaHca. Ecim numerorcs
JTIOTIOJTHUTEJIbHBIE TApAMETPBhI, B BAPUAHTE peaIu3alii U300 PETeHHS], UHIEKC | YBEJTMUUBACTCS
1908 Ha onun u K | cHoBa Berumucisiercs 1904. Eciu npu 3TOM NpUHUMAETCSI PELIEHUE, UTO

HET JONOJHUTENIbHBIX TapaMeTpoB, Toraa Kg Beioupaercs 1910 go Benmuuunsl K 4.

[0097] Ha ®ur. 20 u3o0pakeHa CTPYKTYpHAS CXeMa, UILTFOCTpUPYIOIIas IIpUMep Ipolecca
2000 moTyueHus TOCTyna K OJJHOMY WK O0Jiee BIYMCIIUTEIbHBIM PECYpCaM B TEUEHHUE CeaHca,
B COOTBETCTBUHU C, IO MEHbIIIEH Mepe, OJTHUM BapUAHTOM peain3auu uzooperenus. Cienayer
OTMETHUTB, YTO B TO BpeMs, Kak Dur. 20 mutroctpupyet npouecc 2000 rmoydeHus: 10cTyna
K OJTHOMY WJIH 00Jiee BBIUMCIIUTEIbHBIM pecypcaMm, KaK U B Cllydae IPyrux OMMCAHHBIX B
HACTOSIIIEH 3asBKe MporeccoB, mporecc 2000 MokeT ObITh MOIUGUIMPOBAH TS TFOOOM
CUTYyalM, B KOTOPOU UCTIOIB3YIOTCS Mpolecchl moamnucu. [Iponecc 2000 MoxeT ObITh
BBIIIOJIHEH KOMITBIOTEPHOM CUCTEMOM MOJIB30BATENS, 3ANIPALIUBAIOLICH TOCTYII K OQHOMY
uiM 60Jiee BRIYUCIIUTEIBHOMY PECYPCY, HAIPUMED, KITUEHTCKONM KOMITBIOTEPHOM CUCTEMOM,
WLTIOCTpUpoBaHHOM Dur. 1, W/WiM Noabp30BaTEIHCKON KOMITBIOTEPHOM CUCTEMOM, OTTMCAHHOM
B JIPYyTUX MECTaX HacTosulen 3asaBku. B BapranTe peanuzauun nzooperenus, nmpouecc 2000
BKJIIOYAET MoJydeHue Kitoya ceanca Kg. Kitrou ceanca MokeT ObITh MOJIyYeH JTI0OBIM

MOJIXOSIIUM CIIOCOOOM, HAITpUMEP B AJIEKTPOHHOM coobteHun. Kitrou ceanca MoXeT ObITh
ITOJTyYEH U3 KOMITBIOTEPHOM CUCTEMBI ACIIETUPYIOIIETO 00BEKTa JOCTYNA K OHOMY WU OoJIee
BBIYUCIIMTEIIBHBIM PECYPCAM WIHU APYTOMl KOMIIbIOTEPHOW CUCTEME, HATIPUMED, KOMIIbIOTEPHOM
CUCTeMe, ISHCTBYIOIIEH BMECTe C OHOM WK O0J1ee KOMITBIOTEPHOM CUCTEMOM, BBITIOTHSIOIIEH
npouecc i revepaunu Kg.

[0098] B BapuaHTe peanuzanuu u3oopeteHus, 3anpoc R renepupyercst 2004. 3anpoc R
MOXeET ObITh COOOIIIEHUEM, HAIIPUMED, KaK OIUCAHO BbIlIe. 3anpoc R 3aTeM KaHOHU3UPYETCS
2006, B BapuaHTe peanu3alyu n300peTeHu s, U Moanuch Beruucisercs 2008 u3
KaHOHU3UPOBAHHOT'O COOOIIIEHUS, HAIPUMED, BBIUMCIIEHUEM TOIITUCH KaK (UM UHBIM 00pa3oM,
1o MeHbler mepe, Ha yacti) HMAC(Kg, Re). Cpasy nocne reHepauyy noAnucy, NOANKUCh S

u 3anpoc R npegocrasnstores 2010. Hanpumep, kak onucaHo Bblllle, TOAMUCH S U 3anpoc R
MOTYT MPEIOCTABIATHCS B SJICKTPOHHOM BHUjIe HHTEP(HENCY KOMITBIOTEPHOM CUCTEMBI,
y4acCTBYIOUIEH B yIIPABJIEHUU 3aIIPOCAMU M IpoBepke noanuce. [lonnuce S u 3anpoc R, kak
U B CJIy4ae C MOJMUCSIMHU U COOOIIEHUSIMU B OOIIIEM, MOTYT OBITh MIPEIOCTABICHBI BMECTE B
OJHOM KaHAaJIE CBSI3U, B OTJEIbHBIX KAHAJIAX CBSI3U, UJIM COBMECTHO ITPY ITOMOIIU HECKOJIBKUX
KaHaJIOB CBsI3U. BMecTe ¢ MoAuMChIO S M 3anpocoM R MOKET Takke MpeaoCTaBiIAThC Apyras
uHpopmanus. Hampumep, MOXKET IPEIOCTaBIATHCS UICHTU(PUKAMOHHAS MHpOpMAIHS,
YTOOBI 1aTh BepUPUKATOPY BO3MOKHOCTh BBIOPATHh KOPPEKTHBIN KITIOU J1JIsI TE€HEPaALUU
TTOJIITMCH, C KOTOPOU OyIeT MpOBEePAThCS MPUHATAs OAUCH. MneHTHhUKaIMsS MOXKET OBITh
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OCYIIIECTBJIEHA, HAIIPUMEP, UICHTU(PUKATOPOM KITI0Ud, KOTOPBIN T0JKEH UCIIOIb30BAThCS
IIPY F€HEPALMH TTOAIINCH IJISI CONTOCTABIIEHUs. M OXKET TaKkKe MPEAOCTABIATHCA U
UCITI0JIB30BAThCS Ipyras MH(popMalys, HeOOX0IMMasl B PA3IMUHbIX peasIM3alUsIX H300PETEHUSI.
[0099] Ha ®ur. 21 uzobpaxkeHa CTpyKTYpHAs CXeMa, WLTIOCTpUPYIOLLAs IpUMEp mpoliecca
2100 npuHSATUS pellleHus, TPEAOCTABUTh JIM 3aIPAIIMBAEMbII TOCTYI K OAHOMY WU OoJiee
BBIYUCIIMTEIBHBIM PECYypcaM, B COOTBETCTBUM C, IT0 MEHbBIIEH MEPE, OJTHUM BAPUAHTOM
peanuzauuu uzooperenus. Kak ummoctpupyer dur. 12, npouece 2100 BkiroyaeT
noanucsiBanue 2102 kimroua Kg. Kak ¥ B Apyrom u3inokeHny HacTosIIIeN 3asBKY O ITOITyYEHUN

MOAMMCHIBAIOIIETO KJII0Ya, OANKUCHIBAIOIIMI KITFOY MOKET ObITh MTOIYYEeH pa3IMYHbIMU
crocobamu, HalmpuMep, MOJIYyUYEHUEM MOAMMUCHIBAIOIIEr0 KITI04a U3 IPYroro UCTOYHHUKA,
W3BJIEYEHUEM ITOAIUCHIBAIOLIETO KJII0UA U3 TAMSTH, BBIYMCIIEHUEM ITOITUCBIBAIOIIETO KIIF04a
U3 UMEIOIIENCS] B HAIMYMK UH(POPMALIMH, U TOMY ITOJJOOHBIM.

[0100] B peanuzanuu nzo0peTeHust IpuHATHIN 3anpoc R kaHOHM3MpyeTces K BUAY R,

HaIpuMep, OMMMCAHHBIM BbIIIE cloco0oM. CrieyeT OTMETUTh, UYTO BO3MOXKHBI BAPUAHTHI,
Kak U B Cllydyae C IpyrMMHU IIpolieccaMu, OTIMCAHHBIMM B HACTOsIIIeH 3asiBke. Hampumep,
BBIUMCIIMTEIbHASI CHCTEMA, BBINTOJIHAIOIAs BapuaHT mmpouecca 2100 (umy npyroro mpouecca)
MOJET TOJIBKO IMIPUHUMATh KAHOHU3UPOBAHHOE COOOIIEHHEe, U KAHOHU3ALUS MOYKET
BBIIOJIHATBHCS JIPYTMM BBIYMCIIMTEIIBHBIM yCTPOUCTBOM. Bo3Bpamasce k onucanuto dwr. 21,
MOJIMKCH S' BBIUMCIISIETCS KaK (UJIM MHBIM 00pa3oM, 1o MeHblIen Mepe, Ha yuacti) HMAC(Kg,

R(). BerunciaeHHBIN TOANMUCHIBAIOINHT KITIoY S' cpaBHUBaeTcs 2110 ¢ IpuHSTON MOANMUCHIO S
C

JUUTS OTIPENIETICHHUS, IBJISIFOTCS JIW JIBE MIOAIMCH SKBUBAJIEHTHBIMU. ECiu onpenenexHo, 4To ase
MOJIIMCU HE 3KBUBAJIEHTHBI, CEAHC onpeneisieTcs 2112 Kak HEMOATBEPKAECHHBIIA U MOTYT
OBITh MPEANPUHSATHI COOTBETCTBYIOIIME ACUCTBHSI, HAIIPUMED, OTKa3 Ha 3anpoc. Ecnu ase
MOJIMUCH OTIPEIETAIOTCS KaK 9KBUBAJIEHTHbIE, CEAHC ABJISETCS NOATBEPKACHHBIM 2114,
MOTYT OBITh IPEANPUHATHI COOTBETCTBYIOIINE AEHCTBUS, HAIIPUMED, ITPEIOCTABIEHUE JOCTYIA
K OJTHOMY WJIK 00Jiee BBIUMCIIUTEIIbHBIM PECypCaMm.

[0101] ANropuT™MBI HACTOSIIIIETO PACKPBITHS CYIITHOCTH U300PETEHUSI MOTYT OBITh
WCIOJIb30BAHbI, YTOOBI MPEIOCTABUTD AeJIeraluio MoaIHoMouuni. dur. 22 sgBisercs
CTPYKTYPHOI CXEMOM, MOKA3bIBAIOIIAS HATJISIAHBIN ITpuMep mpouecca 2200 1u1si 1eIerupoBaHUs
ITIOJIHOMOYMH, 10 MEHBIIIEN MEPE, B COOTBETCTBUM C OJTHUM BAPUAHTOM PEATU3ALNN
u3o6perenus. [Tpouecc 2200 MOKET BBIOIHSITHCS BBIYUCIUTEIBHBIM YCTPOUCTBOM, HAITPUMED,
BBIUMCIIUTEIIbHBIM YCTPOMCTBOM IIOJIb30BATENS, IPEAIIPUHUMAIOILETO IIONIBITKY AEJIETMPOBATh
JIOCTYI K OAHOMY WJTK 00J1€€ BBIYMCITUTEIBHBIM PECYPCAM, WIIA BBIYUCIIUTENIBHBIM YCTPONCTBOM
BBIYMCIIMTEIILHOIO pecypca poBaiepa, Wiin JII0ObIM MOIXOIAUIMM yeTporcTBOM. Kak
wutroctpupyet dur. 22, nponecc 2200 BrirouaeT nonydenue 2202 kiroya ceanca Kg;. Kirrou

ceaHca Kg; MOKeT OBITh MTOJTyUY€EH JIFOOBIM MOAXOIAIIMM CIIOCOOOM, HAITPUMED, CITOCOOOM, B

KOTOPOM OITMCAHHBIE BBIIIE KJITIOUM OTTUCBIBAIOTCA KaK MOJIy4yeHHbIE. K TOMYy ke, K04 ceaHca
MOXeT ObITh KJIIOUOM, TEHEPUPYEMBIM KaK YacTh IpoLecca AeJIETUPOBAHMS IOCTYIIA K OJHOMY
wm 00Jiee BRIYUCIUTEIIbHOMY pecypcy. Hampumep, KiTrou ceanca MOKeT ObITh TeHepUPOBaH
IIyTEM BBINIOJIHEHUS nipouecca 2200 Uik eEro COOTBETCTBYIOIMM BAPUAHTOM.

[0102] B peanuzanmu n300peTeHUs ITapaMeTphl ceaHca onpeaenstorcs 2204, [TapameTpsl
ceaHca MOTYT OBITh ONIPEACIICHBI JIIOOBIM MOAXOISIIIMM CIIOCOOOM, HAIIPUMED, OTIMCAHHBIM
BhIIIe B cBs3u ¢ Dur. 18. C mapameTpamu ceaHca, ornpeaeeHHbIMU 2204, MOXET OBIThH
TEHEPUPOBAH HOBBIN KITt0Y ceaHca K, 1), HATPUMEp, KaK OTIMCAHO BBIIIE, COACPKAIIMM, KaK

OIMKCAHO BbIIIE B CBSI3U ¢ Dur. 19. ['eHepupoBaHHBIN OJIMH pa3,
HOBBII C€aHC MOKET IIPEJOCTABIIATHCS IS ieiierupoBanus. Hanpumep, kiou ceanca
MOXeET OBITh OTIIPABJIEH B 3JIEKTPOHHOM COOOIIIEHNH 00BEKTY nenerupoBanus. Kimrou ceanca
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MOKET MIPSMO MJIM KOCBEHHO MPEAOCTABIISThCS O0OBEKTY AesierupoBanusi. Hampumep, kiou
ceaHca MOXKeT ObITh JIaH JIEJIEraTopy U JeJIEraTop MOXKET OTBEYATh 34 PEIOCTABIIEHUE KITI0Ya
ceaHca OJTHOMY WK 0oJjiee 0ObeKkTaMm AefierupoBanusi. OOBEKTY AeIETUPOBAHUS MOXKET OBITh
TaKKe IpeocTaBiieHa u apyras unpopmaius. Hampumep, 00beKTy JIeIerupoBaHus MOTYT
OBITh MPEAOCTABJIEHBI TTAPAMETPHI CEaHCA, UTOOBI TO3BOJIUTH OOBEKTY JIeJIETUMPOBAHUS
MPEIOCTABUTH MMAapaMETPhI CEaHCa C IMOMUCSIMU, TAKUM 00pa30M MO3BOJISIS MTOIYYaTEeII0
(HarpuMep, BEpUPHUKATOPY) TTapaMETPOB CeaHCa TEHEPUPOBATH OXKUIAEMBIE ITOIITUCH IS
MIPOBEPKHU, SIBIISIIOTCS JIM IIPEIOCTABIEHHBIE MTOIINUCH AEUCTBUTENbHBIMU. Hanpumep,
I10JIy4aTellb MOKET UCIIOJIb30BATh APAMETPHI U1l TEHEPALMU KITF0Ya CEAHCA U3 CEKPETHOIO
cepTU(UKATA WM MTOJTYYEHHOTO MOCPEACTBOM 3TOr0 KIII04a, U UCIIOJIb30BATh TAKON KITIOY
ceaHca JUIsl TeHEpaLUU MOAIUCH U1 KAHOHU3UPOBAHHON BEPCUU COOTBETCTBYIOLLETO

Mo IMUChIBarolero coodienus. Kak mpaBuio, mapaMeTpbl MOTYT CTAaTh JOCTYITHBIMU
MOJTyYaTEN 0 TTOAITUCH JTIOOBIM MOXOISIIIIUM CITOCOOOM, YTOOBI MO3BOJIUTH IMOJTYYATETIO
MPOBEPSATH MOJIKCH COOOLIEHUS, U OOBEKTY ACIETMPOBAHUS HE 00s13aTEIbHO HEOOXOAUM
JIOCTYM K ITapaMeTpam, HE3aBUCUMBIM OT OObEKTa JIEJIETUPOBAHUSI.

[0103] ®ur. 23, Hanmpumep, OTOOpaxaeT CTPYKTypHYI0 cxemy 2300, WLTIOCTPUPYIOLLYIO,
KaK MOT'YT OBbITh MHOTOKPATHO JIeNIeTUpOBaHbI mpuBuiieruu. Jlemeratop 2302 MOXET MOKeaTh
pa3pelIUTh OTHY WIIM 00JIee MPUBUIICTHIO JOCTYNA K 00BeKTY AenterupoBanus 2304. OO0bEKT
nenerupoBanus 2304, 0JTHAKO, B 3TOM IPUMEPE, MOXKET ITOKEIATh MPETOCTABUTH OJIHY WIH
0oJiee MpUBUIIETUM IPYTOMY 00BEKTY feerupoBanust 2306. Ciie1oBaTeIbHO, B 3TOM ITPUMEDE,
00BeKT AenernpoBanus2304 MOXKeT CTAaHOBUTHCS fereraTropoM. [TogooHeIM 00pa3om, 00bEeKT
nenerupoBaHus 2306 MOXKET MOXKeENIATh MPEIOCTABUTD JOCTYI K APYTOMY OOBEKTY
JIETIETUPOBAHUS, U TOT OOBEKT JIEJIETUPOBAHUS MOKET TTOXKEIATh Pa3pElIUTh JOCTYIT K
JIpyroMy OOBEKTY AETIErMPOBAHMS, U TAK Jajiee O TeX MOp, IOKAa B KOHEUHOM UTOTe OJIHA
uim 6oJtee MPUBUIIETUI Pa3PEIIaOTCs eIe OJTHOMY 00BEKTY JejaerupoBanus 2308.

[0104] CnenoBaTenbHO, B 3TOM MPUMEPE, U3HAUATBHBIN fereratop 2302 oTrpaBisieT
3aIpoc AeErupOBaAHUS CEAHCOOPUEHTUPOBAHHOM Cilyk0e ayTeHTUdukauu 2310, koTopas
MOXKeET OBITh C1y>k00i1 30HBI OTKA3a, KaK OIMCAHO BbIlIE. B OTBET, B BApUAHTE peaiu3aluu
HU300peTeHNs, CECAHCOOPUEHTHPOBAHHAS CITy)0a ayTeHTU(UKAIMK TeHEPUPYET U
MPENOCTABIISIET KITFOY ceaHca jeneratopy 2302, Harpumep, ONMMCAHHOMY BBIIIE B CBSA3HU C
@®ur. 22. [leneratop 2302 3aTeM, B BapUaHTe peaiu3alui U300 PETEHMs, MPEI0CTABIISIET KIII0Y
ceaHca, MPUHSITHIA UM OT CEAHCOOPUEHTUPOBAHHOM CITYObI ayTeHTUhUKamu 2310 neneratopy
2304. O6bexT aenerupoBaHus 2304 MOKET NMPEIOCTABIATH KIIIOU CeaHca APYroMy OOBEKTY
nenerupoBanus 2306. Takum ke cioco6oM 00beKT aeserupoBanus 2306 MOT ObI TOJIYUYUTh
chepy IpUBUIIETHH, TIOTYYEeHHBIX 00BEKTOM JefierupoBanust 2304, KOTOpbIe MOTIIA ObI OBITH
TaKUMHU K€, YTO U YPOBEHb MPUBUJIETHM, MPETOCTABICHHBIN 00BEKTY JejerupoBanus 2306.

[0105] ITpu 3TOM, Kak mmoka3zaHo Ha Dur. 23, 00beKT aeserupoBanus 2304 MOXeT
OTIPABIIATH 3AMPOC JIETIETUPOBAHHUS CEAHCOOPUEHTUPOBAHHOM CITy)k0e ayTeHTU(UKAUM
2310 ¥ mpuHUMATD APYroH KIIFOY ceaHca, KOTOPBIA OB reHepupoBaH
CEaHCOOPUEHTUPOBAHHOM CITyx)00i ayTeHTH(MKaImuy 2310 B OTBET Ha 3a1IPOC ASTIETUPOBAHMSI.
OO0nbekT aenerupoBanust 2304 MOKET IPEAOCTABIIATH KIIIOY CEaHCa CIEAYIONIEMY OOBEKTY
nenerupoBanust 2306. Crenyromnmit 00beKT AeslerupoBaHust 2306 MOXKET ITPEIOCTABIISITH KITIOY
ceaHca elle OJJHOMY OOBEKTY JIEJIErMPOBAHUS, WIK KAK OTIMCAHO BBIIIE, MOYKET TAKKE
OTIIPABJISATH 3aIPOC JEIETUPOBAHUS CEAHCOOPUEHTUPOBAHHOM CITyKOe ayTeHTU(DUKAIMN
2310, xoTopasi Moria Obl 3aTeM T€HEPUPOBATH KITIOU CEaHCa U MPEAOCTABISATh KITIOU CeaHCa
00BeKTY fesierupoBanus 2306, OTIpaBUBILIEMY 3aIpoc AeerupoBanus. Kak wimoctpupyercs
Ha Dur. 23, 3T0 MOXKET MPOIOJDKATHCS Jajiee, U OIUH WK 00JIee 00BEKTOB ACJIETUPOBAHUS
MOTYT NPEANPUHSATH MOIMBITKY UCMIOJIB30BATh KIIIOY, KOTOPBIA OHU TTPUHSUIH.
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[0106] B 3TOM KOHKpETHOM ITpUMepe, 00BEKT JeaerupoBanus 2308 mpeaocTaBiseT KoY
ceaHca BBIUMCIUTEIbHOMY pecypcy 2312 Bmecte ¢ 3anmpocoM. Kak yka3aHo Bblilie, 3a11poc
MOJKET COJIEpKATh KIII0Y CeaHCa, XOTs KJII0Y CeaHca MOXKET ObITh MPEIOCTABIIEH OTACIBHO
OT 3amnpoca. BeruucnurenbHbiii pecypc 2312 MOXKET OBbITh JTFOOBIM W3 ONTMCAHHBIX BBIIIIE
BBIUMCIIUTEIIbHBIX PECYPCOB UJIM KAKUM YTOJIHO BBIUMCIUTENBHBIM pecypcoM. Ciryxoa
yIpaBJIeHUS TOJIUTUKOM 23 14 MOXKET BKIIIOUATh BepU(UKATOP, HAIIPUMED, OTIUCAHHBIN BHIIIIE,
Y B PE3YJIbTATE 3aIIPOCA BBIYUCIIUTEIIBHOTO PECYpPCa MOKET IPOBEPSITH 3AIIPOCHI Ha
JIOCTOBEPHOCTD. BeruncnurenbHplli pecypce 2312 U cityx0a yrpaBlIeHUs TOJIUTUKOMN 2314
MOTYT TakXke ObITh OJTHUM KOMIIOHEHTOM, HECMOTPS Ha TO, YTO MOKa3aHbl Ha Dwur. 23
oTaenpHO. Takxke, HECMOTPS Ha TO, UTO PUr. 23 UITIOCTPUPYET OIHY
CEaHCOOPUEHTUPOBAHHYIO CITy)kOy ayTeHTUUKamu 2310, UCTIONIB3YEMYIO JIJIsS TeHEpaIU
KJIIOYEH ceaHca, pa3jIMuHble peaaIu3alui U300pEeTeHHsI MOTYT UCIIOJIb30BaATh PA3IMYHbIE
CEaHCOOPUEHTHUPOBAHHBIE CITYKOBI ayTeHTU(PUKAIHH.

[0107] Kak oTMeuanioch BblllIE, TOTOIHUTEIBHO K HATJISIHBIM IIpUMepaM,
MIPEIOCTABIIEHHBIM B HACTOSILIEHN 3a51BKE, PACCMATPUBAIOTCS MHOTOUHUCIIEHHBIE BAPUAHTBHI,
HAXOZSIIMECS B PAMKAX JAHHOTO PACKPBITHS CYITHOCTU M300peTenus. Ha dur. 24 nuzobpaxxena
cxeMa 2400, npeAcTaBIIsitoLIast HAMISAHBIN TPUMEp CI1oco0a, MOCPeACTBOM KOTOPOTO KITIOUU
MOTYT OBITH MOJIYYEHBI IIPY TOMOIIY KITIOUEi U3 MHOXECTBA UICTOYHUKOB, COOTBETCTBEHHO
BapuaHTy peanusauuu uzooperenus. Ha ®dur. 23 kimtou nonws3oBatens Ky ;5 ABISETCA

KJIFOUOM M3 HabOopa KITI0Yel MoJIb30BATeN s, A AIMUHUCTPUPYEMOTO BBIUMCIIUTENIbHBIM PECYPCOM
nposaiiaepa. Kak u B ciyyae ¢ OMCaHHBIMU BbIIIE BAPUAHTAMU Peali3alui U300 peTeHus,
x0Ts Dur. 23 paccMaTpUBAETCS B KAYECTBE HATIISITHOTO IIPUMEPA, B CBSI3U C BBIUMCIIUTEIIBHBIM
pecypcoMm IpoBaiiiepa, paccCMaTpUBAIOTCA U IPYIrMe BAPUAHTBI, HAXOAAIIMECA B paMKaX
JTAHHOT'O PACKPBITUS CYIIIHOCTU U300PETEHUSI.

[0108] Ha ®wur. 24 anMUHUCTPUPYETCA COBOKYITHOCTh NUCTOUYHUKOB KIIFOUEH, IJI€ Pa3HbIM
HMCTOYHHUKAM KJIIOYEH COOTBETCTBYIOT pa3Hble JOMEHBI MOJTHOMOUMN. Kax b Kiirod
ABTOPHU3ALMH, TOJTYYEHHBIH U3 KITt04a Moib30BaTens K3, MOKET OBITh, HAITPUMED, IEpeIaH

pPa3HbIM 30HAM OTKa3a, KAaK OIIMCAHO BbILIE. 30HBI OTKAa3a MOTYT ObITh, K IPUMEDPY, 1aTa-
LIEHTPaMHU IO/ pa3IMYHOMN MOJIUTUUECKON 1oprucauKurei. Crienyer npu 3TOM 3aMeTUTh, YTO
BO3MOXHBI BAPUAHTBI, B TO BpeMs Kak Pur. 24 WurrocTpupyeT KaXablii pacipeaeIeHHbIN
KJIIOY aBTOPU3ALMH, TOJTYUYEHHBIN U3 OAHOTO Kiroua nojb3osarens K., Hampumep,

pacnpeaeieHHbIe KITFOYM aBTOPU3ALMU MOTYT OBITh MOJIyYeHbI HE3aBUCUMO JIPYT OT JApyTa.
B xauecTBe apyroro npumMepa, OJIMH WK OoJiee pacipeIeIeHHbBIX KItouel aBTOpU3alid MOTYT
OBITh MOJIyUEHBI U3 OOIIETO KJIt04a, OAUH WK 00Jiee OCTAIBHBIX KIIFOUEH MOTYT OBITh
MOJIYYEHBI U3 APYTOT0o OOIIEro KJroya, U Tak Jasee.

[0109] B BapuanTe peamzanuu U300peTeHus, €CTh BO3MOKHOCTb OObEIMHUTH MHOKECTBO
TTOJITHOMOYMIA B TIOJTHOMOYME JIJIs ITOJTYYEHUS TOCTYTA K OJTHOMY UJIU O0JIee BEIYMCIIUTEIbHBIM
pecypcam. Hanpumep, kak nokazano Ha @wur. 24, 115 MOJTyUYEeHUs] APYTUX KIIFOUEH MOTYT
OBITh UCIIOJIL30BAHBI TTOJTHA0OPHI pacIpeAeICHHbIX KTto4el aBTopusanud. Hampumep, kak
noka3aHo Ha dur. 23, 115 MOJIy4YeHHUs] COBMEILIEHHOTO KJII0Ua aBTOPHU3ALMH UCITOJIB3YIOTCS
JIBa KJTFOYa aBTOPU3alnK, ToMeueHHbIe ABT1 1 ABT2. {714 ITOTyYeHNs COBMEIIIEHHOT O KITIoUa
aBTOPU3ALMK, B BApUaHTe pean3annu u3o0peTeHus, Beruncisercs Beanunia HMAC(f(ABTI,
ABT2), R), T11e R sIBIISIETCSI OJTHUM U3 OT'pPaHUYCHUI, HAIIPUMEP, OTIMCAHHBIM BhIIIe. Hampumep,
f sBnsieTcs pyHKIMEN pacpeeIeHHbIX KII0Uel aBTOPU3alK U MOXKET UMETh OoJiee IBYX
u3MepeHui. Hampumep, UCIIONB3YIOTCS TpU pacipeAe/ICHHBIX KIloua aBTopu3anuu, ABTI,
ABT2, u ABT3, kak moka3aHno Ha ®wur. 23, apryment ¢pyakimu f(ABT1, ABT2, ABT3) 151
BBIUMCJICHUSI COBMEIIEHHOTO KJIl04Ya aBTOPH3alMH, KaK (MJIM MHBIM 00pa30M, OCHOBBIBASCh,
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1o MeHben mepe, yactruauno) HMAC(f(ABtl, ABT2, ABT3), R).

[0110] MHOrOYMCIEHHBIE BAPUAHTHI ITIOCTPOEHUS KIIIOUEH U3 PA3HBIX UCTOYHHUKOB
paccMaTpUBAIOTCS B paMKax HAaCTOSILIEI0 PACKpPbITUS CYLITHOCTU U300peTenus. Hanpumep,
MCTOYHUK MOXKET I'eHepUPOBATD (M y>Ke CreHepUpOoBalT) K04 (Kgpec), UCTIONB3Ysl pa3IMIHbIC

BapHUaHThI p€ain3allui HACTOAIICTO PACKPBITHA CYIITHOCTH 1/1306peTeH1/1;1. KEDKHBIIZ HCTOYHHK
Kspec MOET COOTBETCTBOBATh YACTHOM HpOH3BO)IHOI71 KJIro4a, KOTopas MOXKCET OBITH

001IeI0CTYTHBIM KOJIUPOBAHUEM (UJTU IEKOJAUPOBAHUEM UHBIM 00Pa30M, 1OCTYITHBIM
OTIPABUTENIO COOOILICHUS U BepU(DUKATOPY MOAMNUCH) OTPAHUUEHUI, UCIIOJIB3YEMBbIX TS
reHepanuu ero K. Hanpnmep, 9acTHOM pon3BOJHOM KITFOYa MOXKET OBITH

(K1/20110810/usa-east-1/DDS, K2/20110810/org_name/jp1/DDS), roe kaxxnas
MOCJIE0BATEIbHOCTh MEX/y HAKJIOHHBIMU YePTAMMU SBIISIETCS OrpaHuueHueM. Takoe
KOJMPOBaHNUE MH(POPMAIIMK MOKET Ha3bIBAThCS «ITyTh KITF04Ya». B kauecTBe Ootee 00111eTO
IIpUMeEpPA, YACTHAsI IPOU3BOJIHAS KIII0YA MOXKET OBbITh X{/.../X,,, T1Ie Ka)KI0MY 3HAYEHHUIO X;

(74 1 Mexy 1 ¥ n) COOTBETCTBYET MapaMeTp, HaIIpUMep, IapaMeTp, ONTMCAHHBIN BBIIIIE.
YacrtHas mpou3BOAHAS KITI0YA U3 TPUTOAHBIX UICTOYHUKOB MOYKET OBITh 3aKOAMPOBAHA KaK
N-CTPOKa, paccMaTpuBaeMasi Kak pou3BOAHAs Kirroua. {1 mpuMepa, HemoCpeICTBEHHO
Ha/Jl N-CTPOKOM MOXKET OBITH (Spec|, SPecy,...,Spec, ), T1Ie Kaxk1as 3aIucCh IBJISETCS ITyTeM KiTtoua

I COOTBECTCTBYIOIICTO KspeC' Cnez[yeT OTMCTHTD, UTO ITPOU3BOAHAA KJIFOYA (I/I/I/IJ'II/I IIyTb

KJI104a) KOJUPYET TOYHBIN KJIFOU, UCITOJIB3YS (ITOJIHOE OT'paHUYEHUE MEX Y BCEMU
ABTOPU30BAHHBIMM KIIFOUAMM) TAK, YTO BJIAJIEIICL KJIIF0Ua ABTOPU3YETCS MyTEM I'€HEpaLUU
noanucu/kaoda. K Tomy xke, ¢ 4aCTHBIMU ITPOU3BOTHBIMU KITFOUA OTOMPAETCS JOCTYITHOE
KaK X0351€BaM COOOIIIEHHUsI, TaK U BEpUPUKATOPAM ITOJIITUCH, IPOU3BOJIBHOE PACIIPE/ICIICHUE
WCIIOJIb3YEMBIX JIJISI TEHEpaALK KJTF0UEH U TTOJIMMUCEN ITapaMeTpOB, BOBMOXKHOE C TEX MOP Kak,
HaIlpuMep, OTIIPABUTEIb COOOIIECHMS TOIydaeT HHDOPMALUIO, ONPEACIISIONIYIO OPSIOK
apamMeTpoB, KOTOPbIE OBUIM UCTIOJIH30BAHBI JJIs1 TEHEPALUMU MOAMUCHIBAIONIETO KIoUa U
MOTYT, TAKMM 00pa3oM, FreHepUpoOBaTh MOMMUCH KITF0Ya U COOOIIEHHE COOTBETCTBEHHO.

[0111] Bemuunna ms pynknun HMAC(Kspec, KTI0U-TTpOM3BOAHAS) 3aTEM MOXKET OBITh
TOJIy4YeHa WIIM BBIUMCIIEHA TSl KaXK0T'0 U3 MPUT OJTHBIX UICTOUHUKOB, TO €CTh, IOJDKHBI OBITh
FeHEePUPOBAHBI UICTOYHHUKH IS KaXKIOTO KJItoUa. DTa BeJIMUMHA MOXKET OBITh BEIUMCIICHA
KJIMEHTOM, TTOJTyYMBIIIUM MOAMUCHIBAIOIIUMI KITFOY JIJ1sI TOAMCU COOOIIIEHUH, UTTH MOKET ObITh
BBIYMCIICHA APYTUM YCTPOUCTBOM W BIOCJIEACTBUU IIPEIOCTABIIEHA KJIMEHTY, B PA3JIMUHBIX
BapUaHTax peannsanvu uzoopereHusi. Kaxxnas U3z aTUX BeJIMYMH MOXKET pacCMaTPUBATHCS
KaK YaCTHBIN KJII0Y, C IeJIBIO IMoceayomero oocyxaeHus. CeMaHTHKA KaXXI0TO U3 3TUX
YACTHBIX KJIIOUEH, B BApUAHTE Pealin3aluu U300pEeTeHUSs], TAKOBA, YTO OHU JE€HCTBUTEIIHHBI
TOJIBKO TOT/Aa, KOT/Ja OOBbEIMHEHBI C HUKEYTTOMSIHYTON CTPYKTYPOU (M HEKOTOPBIMU
BapyUaHTaMU HUXKEYIIOMSHYTON CTPYKTYPhI) U, KOrAa 0ObEeAUHSIOTCS, 00pa3yIoT 001acTh
TepeceueHust crenupuKanui, KOOMPOBaHHBIX B MPOU3BOIHBIX KITIOYA.

[0112] A5 TOTO, UTOOBI TeHEPUPOBATH MOANMCHIBAIOIINHN KITFOY JJ1s1 ITOIMTMCH COOOIIIEHHS,
BEJIMUMHA IS

K¢ = HMAC(9acTH_KJI104 | +...4+49aCTH_KJIIOY,), KIIFOU-IIPOU3BOIHAS),

IJI€ «+» MOYET OTHOCUTBHCS K KaKOW-HUOYIb aCCOMAaTUBHOM OIepaliy ¢ YaCTHBIMHU
KJIIOYaMHU, KOTOPBIE OKPYKAIOT CUMBOJI B popmyJie. CUMBOJI «+» MOXET OBbITh, HAIIPUMED,
onepaiueti, uckmrouaroieit MUJIM (XOR) Haj Ouramu, coaepkaliuMy YaCTHbIN KiTrod. CUMBOJT
«+» MOJKET TaK)e CChIIAThCS HAa KaKhe-HUOYIb MOAXOASAIINE ONepai WK (PYHKIUH.

[0113] YToOBI TPOBEPUTH MOJMUCH, UCTIOIB3YEMYIO JIJISI OAMUCHIBAHUSL COOOIIIEHUS,
Bepu(PUKATOP MOKET MOIYyUaTh KAl YaCTHBIN KITFOU, KOMOMHUPOBAThH YAaCTHBIE KITFOUH,
KaK OTIMCAHO BHIIIE, GOPMUPOBATH OANMUCHIBAIOIINN KITFOY, TTOITUCHIBATH TPUHSTOE
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COOOIIIEHNE U CPABHUBATD PE3YJIbTAT C OKUAAEMBIM PE3YJILTATOM JJIsI IPOBEPKHU TTOIITUCH,
HaIIpUMep, ONMMCAHHOW BBIIIIE.

[0114] TunmuuHbBIe BApUaHTHI peaIu3alui PACKPBITHS CYIITHOCTH U300 PETEHUSI MOTYT OBITH
OIMCAHBI B BUJIE CJIEIYIOIINX ITyHKTOB:

ITynkT 1. KomnbroTepHo-peaanzyeMblii CIoco0 MPeIoCTaBICHUS YCIYT, COAEPKATIIMIA:

TIOJT YIIPABJIEHUEM OJIHOM WK 00JIee KOMITBIOTEPHBIX CUCTEM, (DYHKIIMOHUPYIOIIUX Ha
OCHOBE BBITIOJTHSIEMbIX KOMaH]I,

MIPUEM OT CTOPOHBI AyTEHTU(PUKALUU IJIEKTPOHHON KOJUPOBAHHON UH(POPMALUH,
coaepxaiiieli COoOIIeHUe, TOANUCh COOOIIEHUS U HA0OP U3 OJTHOTO UJIU 00JIee OTpaHUYEHUN
OTHOCUTEJIbHO KJIIOYEl, OJIyYEHHBIX Ha OCHOBE COBMECTHO UCIIOJIb3YEMOT'O CO CTOPOHOI
ayTeHTU(UKAIUK CEKPETHOTO cepTudukara, mpruueM MoIMUCh MOXKET OBITh OTIpe/eieHa
IyTeM MPUMEHEHHUS X3II-PYHKIMU KO/1a ayTeHTU(PUKALMU COOOIIIEHUI K COOOIIEHUIO,
CEKPETHOMY CepTU(DUKATY U HAOOPY U3 OAHOTO UM O0Jiee OrpaHUUYCHUM, a TAKKE MOXKET
OBITH HEOTPEIEIISIEMOM ITPY HAJIMYUU TOJIHKO XAII-(DYHKIMM KOJ1a Ay TeHTH(PUKAI|KM COOOIIICHUH
0e3 Habopa U3 OJTHOTO UJIM OOoJIee OTPAHUUCHUI;

MOJIyYEHUE KJII0Ya, CTEHEPUPOBAHHOTO, 10 MEHBIIIENH Mepe, YACTUUHO, IPU MOMOIIH, 1O
MeHblIIeN Mepe, ogHabopa u3 Habopa U3 OJHOTO WM 00Jiee OrpaHUYEHHUMN;

BBIUMCIICHUE TIPH IIOMOIIM OJTHOM WJTK 060Jiee KOMITBIOTEPHBIX CUCTEM 3HAUEHUS X31II-
(GYHKIUM KOJ1a Ay TEHTH(PHUKALIUN COOOIIEHNH TTOCPEICTBOM, 110 MEHBIIIeH Mepe, BBOJIA B XIIII-
(YHKIMIO KOa ayTeHTU(UKAIUU COOOIIICHUIA:

MEPBOTO BXOIHOTO 3HAYEHUS, OCHOBAHHOT'0, TIO MEHbIIIEH Mepe, YACTUYHO HA TTOJTyYEHHOM
KJIIOYE, U

BTOPOTO BXOJIHOTO 3HAYEHUSI, OCHOBAHHOI'O, IO MEHBIIIEN Mepe, YACTUUHO Ha Habope 13
OJIHOTO UJIU O0JIee OrpaHUYEHUM;

OIpe/ieJIieHUe TOTO, AEUCTBUTENIbHA JIU MOJIIUCH, TOCPEICTBOM OJIHOM WM OoJiee
KOMITBIOTEPHBIX CUCTEM U, IO MEHbIIIeH Mepe, YAaCTUIHO, HA OCHOBE BHIYUCIICHHOTO 3HAYCHMUS;
u

MPEAOCTABIIEHUE 1OCTYIIA K OJJHOMY MJIM 00JIe€ BBIUUCIIUTENIBHBIM PECypcaM B CiIyyae
OIpeJIeICHUs, YTO TOJIIMUCH SBJISIETCS JEMCTBUTETIHHOM.

[Tynkt 2. KoMnbroTepHO-peanu3yeMblit croco0 1o 1.1, B KOTOpoM:

COOOILIEHUE COIEPKUT 3aIIPOC HA JOCTYI K OAHOMY WJIU 00JIee BBIYUCIIUTEIIBHBIM PECypcaM;

MIPY 3TOM CIIOCOO JTOTIOJTHUTEIBLHO COJIEPKUT OIPEIEIIEHUE TOTO, YKa3bIBAET JIM HAOOp U3
OJHOTO WK O60Jiee OTpaHUYEHUHN HA TO, YTO 3aPOC JOJIKEH OBITh YAOBIETBOPEH; U

MPEAOCTABIIEHUE IOCTYIA K OJTHOMY WJIM 00JIe€ BBIUUCIUTENIBHBIM PecypcaM SIBIISIETCS
BO3MOXHBIM ITIPU OMPEACIICHUN, YTO OTPAHUYEHUS YKA3BIBAIOT HA TO, YTO 3aMPOC 10JIKEH
OBITh yJIOBJIETBOPEH.

[Tynxkt 3. KoMnbroTepHO-peanu3yemMblit croco0 1o 1. 2, B KOTOPOM KOJMPOBAHHYIO
UHGOPMAIHIO, COIEPIKATILYIO0 HAOOP M3 OJTHOTO UK OO0Jiee OTpaHUUYEHHM, KOJAUPYIOT C
UCIOJIb30BAHUEM OIPEAETIEHHOTO JOKYMEHTA, IIPY TOM 3TaIl OIIPEIETICHUS TOT'0, YKa3bIBAET
71 HA0Op OTpaHUYEHUI HA TO, YTO 3aIIPOC IOJDKEH OBITH YIOBIIETBOPEH, BKIIFOUYAET B CeOsI
aHaJIM3 JIOKYMEHTA, UCXO/I U3 KOHTEKCTAa, B KOTOPOM OBbLIT IPUHST 3aIPOC.

[TynkT 4. KoMmbroTepHO-peanu3yeMblil crioco0 1o 1. 1, B KOTOpoM:

COOOIIIEHHE COAEPKUT 3AMPOC HA JOCTYM K BRIUUCIUTEIBHOMY PECYPCY U3 YITOMSIHYTHIX
OJIHOTO UJTK O0JIee BEIYMCIIUTENIBHBIX PECYPCOB;

KOJWpOBaHHAs HH(MOpMaIUs, coeprKaiias Habop U3 OJTHOTO WU OoJiee OrpaHUUYEHUIA,
BKJIIOUAET B ce0s MH(MOpMALUIO, YKA3BIBAIOIIYIO BRIUUCIUTENbHBIN PECYPC; U

MPEOCTABIICHUE IOCTYIA K OJTHOMY WJIM 00Jiee BRIUUCIIUTEIIBHBIM PecypcaM, BKITFOYAET
B ce0s MpeI0CTaBICHUE TOCTYTA K BBIYUCIIUTETLHOMY PECYPCY, ECIIM BBIUMCIIUTEIbHBIN pecypc
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COBNAJIAET C YKA3aHHBIM BBIYMCIIUTEIIbHBIM PECYPCOM.

ITynkt 5. KoMnbroTepHo-peanu3yemMblil crioco0 mo 1. 1, B KOTopoMm:

KOJIMpOBaHHAasl MHGOpMalus, coieprkaiiasi Habop U3 OJTHOrO WK 6ojiee OrpaHUUYEHUH,
COOTBETCTBYET IEPUO/Iy BPEMEHU, B TEUEHUE KOTOPOTO COOOIIICHUE SIBIIIETCS AEUCTBUTEIILHBIM;
u

OIIpEJIETIEHUE TOTO, IEHCTBUTENIbHA JIM IOAIMCh, OCHOBAHO, 110 MEHbIIEH MEPE, YACTUUHO
Ha TOM, OBLJIO JIU COOOLIEHUE MPEAOCTABIIEHO B TEUEHUE COOTBETCTBYIOLIETO MIEPUO/IA BPEMEHMU.

[TynkT 6. KoMnbroTepHo-peanu3yemMblil crioco0 1o 1. 1, B KOTOpOM:

KOJWpOBaHHAs HH(MOpMaIUs, coieprKaiias Habop U3 OJTHOTO WU OOJiee OrpaHUUYEHUIA,
COOTBETCTBYET OTPAHUUYEHUIO, OCHOBAHHOMY, I10 MEHBIIIEW MEpPE, YACTUYHO Ha
MECTOTIOJIOKEHUH; U

OIpeJIeJIEHUE TOTO, IEHCTBUTENIbHA JIM TOAIMCh, OCHOBAHO, IO MEHbIIIEH Mepe, YACTUUHO
Ha TOM, COBIIA/IA€T JIM MECTOIIOJIOKEHHE TTI0 MEHbIIIEH Mepe OJHOM U3 OJTHOM UiIu OoJee
KOMITBIOTEPHBIX CUCTEM C COOTBETCTBYIOIIUM MECTOIOJIOKEHUEM.

[Tynxt 7. KoMnbloTepHO-peanu3yeMblii cmocod MpeaoCTaBICHUS YCIIYT, COACPKAIIIMMI:

TIOJT YIIPABJIEHUEM OJTHOM WM 00JIee KOMITBIOTEPHBIX CUCTEM, (DYHKIIMOHUPYIOIIUX Ha
OCHOBE BBITIOJIHSIEMBIX KOMaH/I,

ITOJIYYCHHUE JIEKTPOHHOM KOAUPOBAHHOM HH(pOPpMAIHH, coaepxkalieti (i) coodmienue, (i)
MIEPBYIO MOAIUCH COOOIIEHHMS U (iil) HAOOP U3 OTHOTO WM O0JIee MapaMeTPOB, TPUUEM IepBast
MOJIMUCH CTEHEPUPOBAHa, IO MEHBIIIEH Mepe, YaCTUYHO Ha OCHOBE (i) cooOIeHus, (ii)
CEKPETHOTO cepTUdHKaTa U (iii) Habopa 13 OJTHOTO WM OOJIee MapaMeTpPOB, U K TOMY JKe
nepBasi NOAIUCH SIBISETCS HEOMPEASIMMON ITPU HAIMUMU TOJIBKO COOOIIEHUS U CEKPETHOTO
ceptuduraTa, Ho 6e3 Habopa U3 OJJTHOIO WM OoJIee TapaMeTPOB;

MOJIy4eHUe BTOPOTO cepTUdUKaATA, IO MEHBIIIEH Mepe, YaCTUIHO Ha OCHOBE CEKPETHOTO
cepTuduKaTa 1, 1o MEHbIIEH Mepe, IToIHAa00pa U3 HAbopa U3 OJTHOTO UJTK 0OoJIee MapaMeTPOB;

TeHEePUPOBAHUE BTOPON MOJIIMUCH, IO MEHBIIIEH Mepe, YACTUYHO Ha OCHOBE IMOJIYYEHHOTO
BTOPOTO CEPTUDUKATA;

OIpeJIEJIEHUE TOT0, COBIAJAET JIU NIepBasi HOAIMCH CO BTOPOM MOJIUCHIO; U

MPEIOCTABIICHUE JTOCTYIIA K OJTHOMY WUJIK O0Jiee KOMIIBIOTEPHBIM pecypcam, Koraa
CrE€HEpUPOBAHHAS BTOPAs MOAIUCH COBIA/IAET C MEPBOW MOMUCHIO.

ITynxkt 8. KoMnbroTepHO-peann3yeMblii croco0 1o 1. 7, B KOTOPOM MOJIy4YEHUE BTOPOTO
cepTUdHUKaTa BKIIOYAET B ceOst BBOJI B (DYHKIHUIO CEKPETHOTO cepTUdUKATA U, IO MEHbBIIIEH
Mepe, oJiHabopa U3 Habopa U3 OAHOTO WM OoJiee MapamMeTpoB.

[TynxkT 9. KoMnbrloTepHo-peannu3yemMblil crioco0 1o 1. 8, B KOTOPOM (PYHKIMS SIBISETCS
CUMMETPUYHOMN (PyHKIHMEN ayTeHTU(PUKAIUKM COOOTIICHHIA.

[TynkT 10. KoMITbIOTEpHO-peam3yeMblii CocoO I1. 9, B KOTOPOM CUMMETPUYHOM (pyHKIUEH
ayTeHTU(UKAIMK COOOIIECHMI SIBISICTCS XIII-(QyHKIIUS.

ITynkt 11. KoMnbroTepHO-peaIn3yeMblii Coco0 1o 1. 9, B KOTOPOM BBOJ B (hYHKIUIO
CEKPETHOTO cepTU(PUKATA U, IO MEHBIIIEN Mepe, TOAHA00PA U3 OHOTO UM O0JIee MapaMeTpPOB
BBITTOJTHSIIOT KAaK 4acCTh orepanuu (PopMUpOBaAHMS XIII-KOAA ayTEHTU(UKAIIMKA COOOIIIeHUMH
(HMAC).

[TynxkT 12. KoMnbroTEepHO-peaan3yemMblii Crocoo 1o 11. 8, B KOTOPOM T'eHepUpOBaHUE
BTOPOI IMOJIIKCH BKITFOYAET B ceOs1 BBOJI B (DYHKIIMIO BBIXOHOT'O 3HAYCHUS (DYHKIUU U
napamMeTpa u3 Habopa U3 OJTHOTO WK OoJiee apaMeTpoB.

ITynkt 13. KoMnbproTepHO-peann3yemblii criocod 1o 1. 7, B KOTOPOM KOJIUPOBaHHAS
uH(popMalus, coaepKaias OAUH UK 0oJiee mapaMeTpOB, COIEPKUT IIEKTPOHHBIN
KOJMPOBAHHBIN JOKYMEHT, COJIepKaIUi HAOOp U3 OJHOTO WK OoJiee TapaMeTPOB.

ITynxt 14. KoMIbloTepHO-peaan3yeMblii Ciocod 1o 1. 8, B KOTOPOM:
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ITEHEPUPOBAHUE BTOPOW ITOAIMCA OCHOBAHO, I10 MEHBILIEW MEpPE, YACTUUHO Ha KIIIOUE;

Ha0O0p U3 OJTHOTO WK O0oJIee MapaMeTPOB BKJIIOYAET B C€0s OHO UK O0Jiee OrpaHUYEHUN
Ha UCIIOJIb30BAHUE KIII0YA U

MPEAOCTABIIEHUE 1OCTYNA K OHOMY WIJIM O0JIee BBIYMCIUTEIIBHBIM PECYPCAM BBIITOJIHSIOT
B COOTBETCTBUM C OJHUM WJIK O0Jiee OrpaHUYSHUSIMHU.

[TynkTt 15. KoMmnbsroTepHO-peam3yeMblit crioco0 1o 1. 14, B KOTOPOM KITFOY OCHOBAH, 10
MEHBIIIEeH Mepe, YaCTUIHO HA Pe3yIbTaTe BBOJIA CEKPETHOTO cepTudurkaTa B QyHKIHMIO.

[Tynkt 16. [TocTOSIHHBINM MAIIMHOYUTAEMBIN HOCUTEb MH(POPMALU, HA KOTOPOM XPaHSITCS
KOMaH/1bl, KOTOPBIE ITPY BBIITOJIHEHUU KOMITBIOTEPHOM CUCTEMOM 00eCeunBatOT
OCYILIECTBJICHUE KOMIIBIOTEPHOM CUCTEMOM, 110 MEHBIIIEH Mepe:

IIOJIYYEHUS IPOMEXYTOYHOI'O KIIKOUA HA OCHOBE, 10 MEHBIIIEH MEPE, CEKPETHOT'O
cepTudurKaTa U OJTHOTO WM OoJIee MapaMeTPOB, OTIPEIEIISIOIINX UCTIOJIH30BaAHKE
IIPOMEXYTOYHOI'O KJIHOUA;

IIPUMEHEHUS, 10 MEHBIIEH MEPE, YACTUIHO HA OCHOBE ITOJIYYEHHOTO IIPOMEXYTOYHOTO
KJII04Ya, [10 MEHbIIENH MEpe, YaCTH IpoLecca FreHepalyy MOANKUCH, KOTOPBII o0ecrieunBaeT
MOJIYy4YEeHUE TTOIIMCH COOOIIEHHMSI, TPUUEM ITPOLECC TeHEPALMH TTOAMUCH CKOH(DUTYPUPOBAH
TaK, YTO MOAIUCH HE OINPEIEIAETCS IPU OMOIIHM MPOLECCa T€HEPALNHY TTOANNUCH
BBIYMCIIUTEIbHBIM YCTPOMCTBOM, MMEIOIIMM COOOIIEHHE, CEKPETHBIN CepTU(PUKAT U TTOIHUCH,
HO HE COJIepXKaIlKMM OJHO WK O60Jiee OrpaHUYEHUI; U

MPEIOCTABIIEHUS] COOOLIEHMS, TOAMKUCH U OJTHOT'O UM OoJiee mapaMeTpoB ApYroi
KOMIIBIOTEPHOM CUCTEME, CKOH(UTYPUPOBAHHOM TS aHAIM3a TTOATIKCH, TTI0 MEHBIIIEH Mepe,
YaCTUYHO HAa OCHOBE OJHOI'O WM OoJiee MapaMeTpoOB U COOOIEHUS], YTOOBI OIPENIEIUTD,
JIEACTBUTEIIbHA JIA MTOJIUCH.

[TynkT 17. [ToCcTOSTHHBINM MAITMHOYNTAEMBII HOCUTETh MH(pOpMAaNuK 110 11. 16, B KOTOPOM
B OJJHOM WJIM OoJiee mapaMeTpax 3aKOAUPOBAHO OJIHO WK OoJiee OrpaHUYEHUI Ha
VCIIOJIb30BAHKE TPOMEXKYTOUHOTO KITF04Ya, KOTOPbIE IPUBOAATCS B UCITOJIHEHUE, IT0 MEHBIIIEH
MepE, YACTUYHO BBIIIEYIIOMIHYTON APYTOM KOMITBFOTEPHOMN CUCTEMOM.

[TynkT 18. [TocTOSTHHBINM MAITMHOYMTAEMBII HOCUTEIh UH(OpMALUK 110 11. 16, B KOTOPOM
OJIHO UJK OoJiee OTPaHUYEHUI COOTBETCTBYIOT, IO MEHbIIEH Mepe, IEpUOy BPEMEHHU, B
TEUEHHUE KOTOPOTO MOXKET UCIIOJIb30BATHCS IIPOMEXKYTOUHBIN KII0Y, MECTOIIOJIOKEHHUIO, B
KOTOPOM MOKET UCIOJIb30BATHCS TPOMEKYTOUHBIN KITIOU, WIIK OAHOMN UK OoJiee cyx0am,
JUIA ITOJIyYEHUs JOCTYIIa K KOTOPBIM MOKET UCIIOJIb30BATHCS ITPOMEKYTOUHBINA KITIOU.

[TynkT 19. [TocTOSTHHBINM MAITMHOYMTAEMBII HOCUTETh MH(DOpMALUK 110 T1. 16, B KOTOPOM
KOMAaH/IbI IIPY BBIITOJIHEHUHA KOMITBIOTEPHON CUCTEMOM ITO3BOJIAIOT KOMIIBIOTEPHON CUCTEME
TeHEpUPOBATH MOAIUCH O€3 T0CTYyMa KOMITbIOTEPHON CUCTEMBI K CEKPETHOMY CEPTU(HKATY.

[TynkT 20. [TocTOSTHHBINM MAITMHOYMTAEMBII HOCUTETh MH(pOpManuu 1o 11. 19, B KoTopom
IIPU HAJIMYKMK HAOOpa U3 OHOTO WiK H0JIee TapaMeTPOB MOANKCH OIPEAETISETCS TPU ITOMOLIH
IpoLecca reHepanry MOAINCH C IPUMEHEHUEM COBMECTHO UCIIOJIB3YEMOTO CEKPETHOTO
cepTuduKkaTa JIMO00 MPOMEKYTOUHOT'O KITIOYA.

[TynkT 21. [TocTOSTHHBINM MAITMHOYMTAEMBII HOCUTEIh MH(pOpMaLuK 110 11. 19, B KOTOpOoM
MOJIy4YE€HUE MPOMEXYTOUYHOIO KIII0UYa BKIIIOUAET B C€0s BBHIMOJHEHUE aJITOPUTMA,
Mpe1yCMaTPUBAIOIIET 0, YTO, [0 MEHbBIIIEH MepPe, OJTHO BBIXOJAHOE 3HAUEHHUE X3II-(PYHKIUU
BBOJIUTCS C UCTIOJIb30BAHUEM, 110 MEHBIIIEN Mepe, OJTHOTO U3 MapaMeTPOB B XIMI-(QYHKIUIO.

ITynxkt 22. KoMnberoTepHas cuctemMa, CoieprKalas:

OJWH WK 0oJiee TPOLECCOPOB U

MaMsTh, COAEPKAILYI0 KOMAH/Ibl, KOTOPBIE ITPU BBINOJIHEHUH OJTHUM WIK OoJiee
IIPOLECCOPAMU KOMITBIOTEPHON CUCTEMBI 00ECIIEUUBAIOT OCYIIECTBIEHUE KOMIIBIOTEPHOMN
CUCTEMOW, IO MEHBUIEH MEPE:
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MpyUeMa OJTHUX WJIM 00Jiee 3JIEKTPOHHBIX JAHHBIX, KOTOPbIE COBMECTHO OOECIIEUNBAIOT
KOJAMPOBAHUE COOOIIIEHHUS, TOAIUCH COOOIIEHHS U OAHOTO UK O0Jiee MapaMeTPOB, IPUYEM
MOJITIMCH CTEHEPUPOBAHA, TIO MEHbIIIEN Mepe, YACTUIHO Ha OCHOBE CEKPETHOTO cepTU(ukarta
Y OJIHOTO WJIM 00Jiee mapaMeTpoB;

aHau3a JUisl Ol peieIeHUs], IEMCTBUTENIbHA JIU MO/IIUCH, IO MEHbIIIEH Mepe, YACTUYHO Ha
OCHOBE OJIHOTO WJIK 00Jiee MapaMeTpOB, IPOMEKYTOUHOTO CEPTUPHKATA, TTOTYYEHHOT O, 110
MEHBIIIeH Mepe, Ha OCHOBE (hparMeHTa OJHOTO WK OOJIee MapaMeTPOB U CEKPETHOTO
cepTUdUKaTa, HO O3 yueTa CEKpPEeTHOTO cepTUdUKaTa, COOOIICHUS U TTOIIUCH; U

BBINOJIHEHUS OJTHOTO WK OoJiee AeNCTBUI, BO3MOXHBIX ITPU OMPEIEICHUH, YTO MOANHCH
SIBJISACTCS IENCTBUTEIILHOM.

[TynkT 23. KoMnbroTepHasi cuctema mo 1. 22, B KOTOpPOH:

MaMsATh U OAUH UK OoJiee MPOLECCOPOB SIBIISIIOTCSA YACThIO NIEPBOI CEPBEPHOM CUCTEMBI,
pa3MelIeHHON B IEPBOM reorpaduyecKkoM MeCTOIOIOKEHUH;

KOMIIBIOTEPHASI CUCTEMA COAEPKUT BTOPYIO CEPBEPHYIO CUCTEMY, PA3MEIIEHHYIO BO BTOPOM
reorpapuuecKkoM MeCTOIOI0KEHUH, ITPUUEM BTOpasi CepBEpHasi CUCTeMa CKOH(pUTyprupoBaHa
JUIS1 TEHEPUPOBAHUS OTJIMUHOM MTOAIMCH, IO MEHBLIEH Mepe, YACTUUHO Ha OCHOBE CEKPETHOTO
cepTuduKaTa;

IepBasi CEpBEPHAs CUCTEMA U BTOPASI CEPBEPHAsI CUCTEMA HE COJIEPKAT CEKPETHOTO
ceprudukara;

aHaJIM3 COOOIIEHUs U TTOAMNKUCH BKITIOUAET B ce0s1 BBO B (DYHKIMIO, IO MEHBIIIEH Mepe,
dbparmMenTa ogHOTO WK OOJIee MapaMeTPOB U MTPOMEXKYTOUHOTO cepTUhUKATA; U

KaK IlepBas CEpBEPHAs CUCTEMA, TAK U BTOPAsl CEPBEPHAsI CUCTEMA HE COAECPKAT
uHpOPMAIMH, C UCITOJIB30BAHUEM KOTOPOI ITPHU MOMOIIM (DYHKIMM HA OCHOBE COOOIIEHHUSI
MOJKET OBITh CTEHEpPUPOBAHA OJIMHAKOBAS MMOJIIHUCH.

ITynkT 24. KoMnbroTepHas cuctemMa I11o 1. 22, mpu 3TOM:

KOMITBIOTEPHAS! CHCTEMA COOTBETCTBYET ONPEIETIEHHOM CIIyKO0e; 1

YIOMSIHYTOE OJTHO WUJIM OoJiee IeUCTBUI BKIIFOYAIOT B ce0sl Mpe1ocTaBIeHUE JOCTYIA K
3TOM ciyKOe.

ITynkT 25. KoMmbroTepHas cuctema o 1. 24, B KOTOpOH OJWH WK 0oJjiee mapaMeTpoB
OTPAHUUYMBAIOT UCIIOIB30BaHUE TPOMEKYTOUHOTO CepTU(hUKATA TPU peaIu3alMuy 10CTyIa
K c1yx0e.

ITynkt 26. KomnbroTepHas cuctema 1o I1. 22, B KOTOpO#:

aHaJIM3 COOOIIEHUS U TIOAMKCH BKJIIOUAET B ce0sl MPUMEHEHHUE XAII-(YHKIUHN K
MIPOMEKYTOUHOMY CEPTUDUKATY;

OJIMH WK OoJiee MapaMeTpoB BKIIOYAIOT B C€0SI MHOXKECTBO OrPAHUYECHUI HA
UCTIOJIb30BAHUE MIPOMEKYTOUYHOTO cepTudukaTa; u

MIpY 3TOM KOMITBIOTEPHAS CUCTEMA CKOH(UTYpUPOBAHA JIJIs1 TPUBEJACHUS B UCTIOJIHEHUE
YIOMSIHYTBIX OTPAHUYEHUH.

ITynkt 27. KoMmnbroTepHas cuctema 1o I1. 22, B KOTOpO#:

aHaJIM3 COOOIIEHUS U TIOAMKCH BKIIIOYAET B ce0sl MPUMEHEHHUE X31I-(PYHKIUH K KITIOTY,
KOTOPBIH MMOJIyYeH Ha OCHOBE CEKPETHOTO cepTUduUKaTta; u

KOMAaH/IbI ITPY BBIMOJIHEHUH OJHUM WIIA O0JIee MPOoLeccCoOpaMu KOMITbIOTEPHON CUCTEMBbI
JIOTIOJTHUTEIBHO 00ECIeUnBalOT OCYIIECTBIEHHE KOMIIBIOTEPHON CUCTEMOM ITpUeMa
MOJIYYEHHOT' O KJIF04a OT KOMITBIOTEPHOM CUCTEMBI aBTOPU3ALMHU KITFOUYEH.

ITynxkt 28. KomnbroTepHas cucteMa 1o I1. 27, B KOTOpOW KOMaH/Ibl, TOMOJIHUTEIBHO
00ecreurBalolre OCYIIECTBICHHE KOMITBIOTEPHON CUCTEMOM MTpUeMa MOJIYYEHHOI 0 KIlfoua
OT KOMITBIOTEPHOM CUCTEMBI aBTOPHU3ALMHY KITIOUEH, 00eCreunBaIOT OCYIIECTBICHUE
KOMITBIOTEPHOM CUCTEMOM ITpUeMa MOJYyUYEHHOTr 0 KIII0Ya OT KOMITbBIOTEPHON CUCTEMBI
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ABTOPU3AIMU KJTIOUEH 10 MOMEHTA MpueMa COOOIICHMUS.

[TynkT 29. KommbroTepHas cucteMa 1o 1. 22, B KOTOPO MPOMEXKYTOUHBIN CEPTUPHUKAT
ONpENEISIeTC APYTOM KOMITBIOTEPHOM CUCTEMOM, OTIIMYHON OT YKAa3aHHOW KOMITbIOTEPHOM
CUCTEMBI.

[0115] Takxe MOTYT OBITh BBIITOJIHEHBI Pa3IMYHbIE BAPUAHTHI peaiu3aliyd U300peTeHust
B IIIMPOKOM JUaIla30He ONEPALUOHHBIX CPEJl, KOTOPbIE B HEKOTOPBIX CIIydasX MOTYT
COCPKATh OAUH UK 00JIee KOMIIBIOTEPOB MOJIb30BATEIS], BBIUUCIUTENIbHBIE YyCTPOUCTBA
WIH yCTPOMCTBA 00pabOTKU, KOTOPhIE MOTYT OBITH UCIIOIB30BAHBI ISl pA0OTHI C JTI0OBIM
KOJIMYECTBOM ITPUII0KEHUM. I 10JIb30BATENBCKUE UITH KIIMEHTCKUE YCTPONCTBA MOTYT BKJIIOUATh
J1000€ YUCIIO NMEPCOHAIIBHBIX KOMIIBIOTEPOB OOIIETO MPUMEHEHHUs, HAITPUMEDP, HACTOJIbHBIE
WM ITIOPTATUBHBIE KOMIIBIOTEPHI, paOOTAIOIIME CO CTAHAAPTHBIMU ONEPALMOHHBIMHU
CUCTEMaMH, a TAKXe COTOBBIE, OECITPOBOHBIE U MOOUIIbHBIE YCTPOUCTBA, pabOTAIOIINE C
MOOUJIBHBIM MMPOTPAMMHBIM 00ECIIeYeHHEM U CIIOCOOHBIE TTOICPIKUBATD PSIJT CETEBBIX
MIPOTOKOJIOB U POTOKOJIOB COOOIIIEHUH. Takne CUCTeMBI TAKKe MOTYT BKJIFOUATh s padounx
CTaHIUM, pabOTAIOIIMX C UCTIOIB30BAHUEM JIFOOBIX PA3HOBUIHOCTEH KOMMEPUECKH TIOCTYITHBIX
OINIEPAMOHHBIX CUCTEM U IPYTMX U3BECTHBIX ITPUIIOKEHUM ISl TAKKX LiEJIer, Kak pa3paboTka
Y yIIpaBiieHUe 0a3aMH JaHHBIX. DTH YCTPOMCTBA TAK)KE MOT'YT BKJIIOYATh JPYTHE IEKTPOHHbBIE
YCTPOWCTBA, TAKUE KAK TEPMUHAJIBI, TOHKHUE KJIMEHTHI, UTPOBBIE CUCTEMBI U IPYTME YCTPOMCTBA,
CrIOCOOHbIE OOMEHMBATHCS TAHHBIMU ITOCPEICTBOM CETH.

[0116] BoabIMHCTBO OCYIIIECTBIEHUI M300pETEHHUS UCTIOJIB3YIOT, [0 MEHbIIIEH MEPE, OJTHY
CEeTh, KOTOPasi MOKET OBITh XOPOIIO U3BECTHA CIELMATIUCTAM B JAHHON O0JIACTH TEXHUKH,
TS TOJ/IeP’KaHUsl OOMEHA JAHHBIMU IPU MTOMOIIIH JIIOOOT0 U3 BAPUAHTOB KOMMEPUECKU-
JIOCTYIHBIX TpOTOK0JI0B, HanipuMep, TCP/IP, OSI, FTP, UPnP, NES, CIFS, u AppleTalk. Cetb
MOET OBITh, HAIPUMEP, BBIYUCIUTEITBbHOMN JIOKAJIbHOM CEThIO, ITTO0AIBHOM CETHIO,
BUPTYAJIbHOMN HAJIO)KEHHOM CEThI0, CETAMU UHTEPHET, UHTPAHET, IKCTPAHET, KOMMYTUPYEMOM
TereOHHOM CeThIO OOIIETO MOJIb30BaHUs, MHPPAKPACHOM CETHIO, OECITPOBOJTHOM CETHIO U
JIF000M COOTBETCTBYIOIIEH UX KOMOWHAIMEH.

[0117] B BapuaHTax peajn3ainuu, UCIOJIb3YIOIIMX BeO-cepBEp, BEO-CEPBEP MOKET
BBIMOJIHATH J1I000€ U3 PsAZla CEPBEPHBIX MPUITOKEHUIM WU TPUITOKEHUI CPETHETO 3BEeHA,
Brirouast HTTP cepsepsl, FTP cepsepsl, CGI cepBepbl, cepBeEpBI JaHHBIX, Java cepBephI U
cepBepbl OusHec-TIputokeHnit. CepBep(bl) TAKKE MOTYT OBITh C (DYHKIMEN BBHITTOTHEHUS
IIPOrPAMM UJIA CKPUIITOB B OTBET HaA 3aIIPOCHI OT IIOJIb30BATEIILCKUX YCTPOWUCTB, HATIPUMED,
BBITIOJIHSISL OJTHO UJTU O0JIee BEO-IIPUITOKEHU, KOTOPbIE MOTYT OBITh PEaIM30BaHbl KaK OJIMH
WK 0oJjiee CKPUIITOB WM IMTPOrpaMM, HAITMCAHHBIX Ha JIIOOOM SI3bIKE IPOTrpaAMMHUPOBAHUS,

HarnpumMmep, J ava®, C, C# win C++, wiu 110001 S3bIK JJ1 HATIUCAHUSI CKPUIITOB, HAIIPUMED
Perl, Python, unmu TCL, a Tak)ke COOTBeTCTBYIOIIEH X koMOuHaruern. CepBep(bl) MOTYT TAKXKe
BKJIIOUATh CEPBEPHI 0a3bl TAHHBIX, BKJIIOUAsl 0€3 OTpaHUUYEHUS] KOMMEPUYECKU JIOCTYITHbIE

CEPBEPHI OT Oracle®, Microsoft®, Sybase®, 1 IBM®.

[0118] BeruncnurenbHas cpefia, KOTOpasi MOKET BKJIIOUYATh XPAHWIMINA JAHHBIX U APYTYIO
MaMsTh,a TAKXXe HOCUTEIN HHPOPMAIMHY, KaK OTIMCAHO HWKE. DTH HOCUTETN WH(OpMaLN
MOTYT HAXOAUTHCS BO MHOTMX MECTAX, HAIIPUMED, JIOKAJIbHO B XPAHWIMILE JAHHBIX (U/WIH
pa3MelIeHbl B HUX) OHOTO WM 00Jiee KOMITBIOTEPOB, WK YAAJIEHHO OT BCEX KOMITBIOTEPOB
B ceTU. B ToM WM MHOM COBOKYITHOCTH BAPUAHTOB peajin3alu U300 peTeHus1, uHpopmanus
MOJKET IIOCTOSIHHO XPAHUTHCS B CETU XpaHEHUS NAHHBIX («SAN»), U3BECTHON CIIEUATIMCTAM
B JAHHOM 00JacTh TeXHUKHU. TakuMm xe 06pa3oM, ¢aiiabl, HEOOXOAUMBbIE AJIs1 BEITOJTHEHUS
(byHKUMIA, XapaKTepHBIX KOMITbIOTEPAM, CEPBEPAM WU IPYTHM CETEBBIM YCTPONCTBAM, MOTYT
COXPAHSATHCS JIOKAIIBHO W/WUJIH, IPU HEOOXOIMMOCTH, yAaleHHo. B ciyuae, korna cucrema
COJZIEP)KUT KOMIIBIOTEPHBIE YCTPOMCTBA, KAXKI0E TAKOE YCTPOUCTBO MOXKET COAEPKATH
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3JIEMEHTBI allllapaTHOTO 00ECIeUeHuUsl, KOTOPbIE MOTYT OBITh JIEKTPUUECKU COSTUHEHBI
MMOCPEACTBOM IIUHBI, 3JIEMEHTHI, BKIIIOUAIOIIUE, HATIPUMED, IO MEHBIIIEH MEpE, OJIMH
ueHTpaabHbIN nponeccop (CPU), mo MeHbIIIEH MEpPE, OMHO YCTPOUCTBO BBOJIA (HAITPUMED,
MBbIlb, KJIABUATYPY, KOHTPOJUJIEP, CCHCOPHBIN JMCIUIEH WM JOTIOJIHUTEIILHYIO KIIABUATYPY),
U, IO MEHBIIEN MEPE, OJTHO YCTPOMCTBO BHIBOJIA (HATIPUMED, TUCIIIEHHOE YCTPOWCTBO, IPUHTED
WJIM TPOMKOTOBOPUTEITH). Takas cucTeMa MOYKET TaK)Ke COJIEP’KATh OJTHO UITH OOJIee YCTPONCTB
XPAaHEHUs JAHHBIX, HAITPUMED, JUCKOBBIEC HAKOTIUTEIINU, ONITUYECKUE YCTPONUCTBA XPAHEHUS
uH(pOpMalUH, MOJIYITPOBOIHUKOBbBIE 3aTTOMUHAIOIIUE YCTPOMCTBA, HAIIPUMED OllepaTUBHAS
mamATh («KRAM>») WM MOCTOSTHHOE 3aIIOMMHALOIIIEE yCTPOUCTBO («ROM>»), a TAK)KE M CbEMHBIE
HOCUTENIU UH(GOPMALIUK, KAPThI MAMSATH, KapThl (IIAII-IAMATH, U TaK JaJiee.

[0119] Takue ycTpoHCTBa TAKKE MOTYT COAEPKATh YCTPOUCTBO CUUTHIBAHUS
MAalllMHOYMUTAEMBIX CPEJICTB XPAHEHUS JAHHBIX, YCTPONCTBO CBSI3U (HAIIPUMED, MOAEM, CETEBOM
aganTtep (OECIpPOBOAHOM WIIM ITPOBOIHOM), yCTPONUCTBO UH(PPAKPACHOM CBSI3H, U T.11.), U
(GYHKIMOHUPYIOIIYIO ITaMSTh, KAK OMMCAHO BBIIIE. Y CTPOUCTBO CUNTHIBAHUS
MaIIMHOYUTAEMbBIX CPEACTB XPAHEHHUS JAHHBIX MOKET OBITh COETMHEHO C MAIIMHOYUTAEMbIMU
HOCHUTEIISIMA UH(POPMAIIUH, WJITH CKOH(PUTYPUPOBAHO 715 ITPHEMa MAIIIMHOYMTAEMbIX HOCUTETIEH
uH(popMaIuu, peICTaBIEHHBIX YAaJIeHHBIMH, TOKAJIbHBIMU, HEChbeMHBIMU W/WJIU ChEMHBIMU
YCTPOMCTBAMU XPAHEHUS TAHHBIX, & TAK)KE HOCUTEIISIMU UH(POPMALUU 71 BDEMEHHOTO W/
WM 60J1ee MOCTOSTHHOT'O pa3MellieHH s, XpaHEeHUs, ITepeaayu, U U3BJICYCHUS] MAIIIMHOYUTAEMOMN
uHpopmanuu. CUCTEMBI U Pa3JIMUHbIE YCTPONUCTBA TAKkKE OOBIYHO MOTYT COJIEPKATH Psi/I
MPOTPAMMHBIX TPUIOKEHUHN, MOAYJIEH, CITYKO WU APYTUX JIEMEHTOB, COBMEILIEHHBIX C, IO
MeHblIIel Mepe, OAHUM (GYHKIMOHUPYIOUIUM YCTPOUCTBOM MAMSTH, BKITIOUYAs OTIEPALMOHHYIO
CHCTEMY U IPOTPAMMHBIE MPUITOKEHHUS, HAIPUMED, KITMEHTCKOE TTPUITOKEHUE UITU BeO-Opaysep.
CrnenyeT NpUHATH BO BHUMAaHME, YTO alIbTEPHATHBHBIE BAPUAHTHI peaIu3alud MOTYT UMETh
BU/I OITMCAHHBIX BblllIe BApUaHTOB. Hanmpumep, Takke MOTyT UCIIOJIb30BATHCSI HACTPOECHHBIE
MOJIL30BATENIEM ANMNapaTHBIE CPEJICTBA U/UIIU KOHKPETHBIE 3JIEMEHTHI MOTYT OBbITh
peaM30BaHbl allllapaTHO, TPOrPAMMHO (BKJIIOUAsi MOOUIIbHOE MPOTPAaMMHOE OOecrieueHue,
HaIPUMED, aNIUIEThI), UM U TEM, U JPYTUM clIocoO0M. Takxke MOKET ObITh 3a1EHCTBOBAHO
COEMHEHHUE C APYTUMU KOMITBIOTEPHBIMU YCTPONCTBAMU, HAIIPUMEP CETEBBIMU YCTPOUCTBAMU
BBOJIa-BbIBOJA.

[0120] Hocurenu nndopManum 1 MalmmHOYUTaeMbIe HOCUTEIN MHPOPMAIWH IS
pa3MelnieHus Koaa, Wik ¢parMeHToOB Ko/ia, KOTOPbIE MOTYT COJIEPkKATh JTI0ObIE MOIXOISIINE
HOCHUTEIIH, U3BECTHBIE CIIENUAJIMCTAaM B JAHHOM 00J1aCTH, BKJIIOUAsl HOCUTEIU HH(OpMAIUY U
KOMMYHUKAIIMOHHYIO CPEAY, HAIIPUMEDP, HO HE OTPAHUYMBASICh 3TUM, SHEPT03aBUCUMBIE U
SHEPrOHE3aBUCUMBIE, CbEMHBIE UM HECHEMHBIE HOCUTEIIH, PEATIM30BAHHBIE C TIOMOIIBIO
JIF000ro crocoda WM TeXHOJOTHUH XpaHeHUsI UH(GOPMAalK W/WIU Tiepeaaud HHGOopMaluu,
HAIlpUMEP, MAIMHOUYMUTAEMbIX KOMaH/1, CTPYKTYP JaHHBIX, IPOTPAMMHBIX MOAYJIEH, UK
JPYTUX JTaHHBIX, BKTtodass RAM, ROM, EEPROM, ¢smi-mamMsaTs Wik Ipyrue TEXHOJIOTUH
HakonuTesed, CD-ROM, komnakT-aucku popmata DVD unmu apyrue onTudeckrue HOCUTEIH,
KAaCCEThl C MATHUTHOW JIEHTOM, MATHUTHYIO JICHTY, HAKOIIMTEIb HA MATHUTHBIX JUCKAX WU
JIpPYyIr¥€ MarHUTHbBIE 3aITOMUHAIOIIUE YCTPONUCTBA, WK IPYTUE HOCUTEHU, KOTOPBIE MOTYT
OBITH UCTIOJIL30BAHBI JJIS1 XpAHEHUSI HEOOXOIMMON MH(OPMAILIUH U JJOCTYIT K KOTOPBIM MOXET
OBITh MPEAOCTABJIEH CUCTEMHBIMU yCTporcTBaMu. OCHOBBIBASICH HA PACKPBITUM CYIITHOCTH
n300peTeHus U TPEIOCTABIIEHHO B HACTOSIIIEN 3as1BKE UIee, CIIEUAIMCT B TAHHOW 00J1acTU
MPUMET BO BHUMAHUE APYyTUe MyTH W/WJIU CIIOCOOBI pean3alyy pa3IudHbIX OCYIIeCTBICHUN
U300peTeHNs.

[0121] Onucanue u rpaduyecKkue MaTepualbl, COOTBETCTBEHHO, SIBIISIIOTCS
MOSICHUTEIbHBIMHU, a HE OorpaHUuMBaroMMu. [1pu 3ToM OyAeT OYEeBUIHBIM, UTO PA3IMUHbBIC
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MO MUK U U3MEHEHUSI MOTYT OBITh ClIeJIaHbl, 0€3 OTCTYIUICHUS OT CYIIeCTBa U 00beMa
HACTOSIIETO U300PETEHHUS, B CUITY TIPETyCMOTPEHHOTO (popMyItoi n300peTeHus!.

[0122] [Ipyrue BapyuaHThl COOTBETCTBYIOT UEE HACTOSIIETO PACKPBITUS CYIITHOCTH
u3ooperenus. CiaegoBaTeIbHO, B TO BpEMs KaK PACKPBITHIE aJITOPUTMBbI TOABEPKEHbI
pa3IUYHBIM MOAU(MUKALMSIM U aJIbTEPHATUBHBIM KOHCTPYKIMSAM, OT/IEJIbHBIE BAPUAHTHI
peanu3anyu u300peTeHus ToKa3aHbl I'PaUUIECK U IETAIIBHO OMKCaHbI Bhiie. ClenyeT npu
3TOM MOHUMATh, UTO HET CMBIC/IA OTPAHUYMBATH U300pETEHUE KOHKPETHON (hOPMOit UK
dbopMaMu pacKphITHsI, HO HATIPOTUB, €CTh CMBICIT B PACKPBITUM BCEX MOU(PUKALMIA,
AJIbTEPHATUBHBIX KOHCTPYKIUM U 9KBUBAJIEHTOB, BHITEKAIOIIIMX U3 UEU M 00beMa U300 peTeHus,
KaK oIpeiesieHO B IpuiiaraeMoii popmysie u300peTeHus.

[0123] TepMUHBI «BKIIFOUAOIIUI», <KUMEIOLINN» U «COJICPKALLIUN» TOAPA3YMEBAIOT
HEOTI'PAHUUMBAIOIIME TEPMUHBI (HAIIPUMED, O3HAUAIOIHE «BKIIOUasi, 0€3 OrpaHUYEHUN UMU» ),
34 UCKJIFOYEHUEM CIIy4aeB, KOT/a yKa3aHO UHaye. TepMUH «COeIMHEH» MO/Ipa3yMeBaeT,
YACTUYHO WM LEIMKOM, «BKIIFOUEH B», «ITOAKIIFOUEH K» UM «COEAUHEH BMECTE», 1aKe €CIIU
MIPOUCXOJUT UTO-TM00. [TepeunicieHne quana3oHOB 3HAYEHUI B HACTOSIIICH 3asBKe
MPEeIHa3HAYEHO BCET'O JIMILb, YTOOBI CIIYKUTh B KAUYECTBE CIIOCO0A COKPALLIEHHS], OTHOCSILEr OCs
M0 OTJEIBHOCTHU K KaXXAOMY OTJIEJIbHO B3ITOMY 3HAUEHUIO, BBITEKAIOIIEMY U3 AMAIa30Ha,
3a UCKJIIOUEHUEM CIIy4aeB OTOOPAKEHHBIX B HACTOSILEH 3as5BKE UHBIM 00pa30oM, U Kaxk10e
OTHEJIbHO B35ITO€ 3HAYEHHE SIBJISIETCS] BKIIIOUYEHHBIM B OIMCAHHUE, KAK €CJIM Obl OHO OBLIO
U3JIOKEHO B HACTOSIIIIEN 3as1BKe TTO OTAIbHOCTH. Bee crmocoObl, onucaHHble B HACTOSIIEH
3asIBKE€, MOTYT OBITh BBIIIOJHEHBI B JIIOOOM COOTBETCTBYIOIIEM MOPSIIKE, 32 UCKITIOYEHUEM
CIIy4aeB, OTOOPaKEHHBIX B HACTOSIIIIEH 3asBKe UHBIM 00pa30M WM UHBIM 00pa3oM
OJIHO3HAYHO HE MPOTUBOPEUAIIMX KOHTEKCTY. M cronp30Banue 11000r0 U BCEX MPUMEPOB,
WJIU WJUTIOCTPATUBHOTO SI3bIKA (B TOM YHUCIIE «HAIIPUMED» ), IPETOCTABICHHOTO B HACTOSIIIEH
3asBKe, PeIHA3HAUEHO JIMIIB JIJI1 TOTO, YTOOBI JIyUIlle OCBETUTh BAPUAHTHI Peav3aluu
M300pEeTeHNs, U HE TTpeIaraeT OrpaHUYEHUs] HAa TPaHULbI 00beMa U300pETEHUS, 32
UCKJTIOUEHUEM CITy4aeB, KOTJa 3asBJICHO HHBIM 00pa30M. SI3bIK 3asiBKU B OTMIMCAHUU TOJIKEH
MOJpa3yMeBaTh OTOOpAKEHHE JT000T0 HE3ASIBJIEHHOIO 2JIEMEHTA KaK HEOThEMJIEMYIO YaACTh
MPAKTUYECKON peaIn3aluu U300 peTeHHUS.

[0124] ITpearmoyTUTEIbHBIN BAPUAHT peaTM3ali 3TOT0 PACKPBITUS CYIITHOCTH U300 PETEHUS
OIMCaH B HACTOSIIIEN 3asBKE, BKJIIOUAsl HAWTYUIIMI BapUAHT, U3BECTHBIN H300peTaTeIsIM
TSl peaiv3alyu u3o00perenus. Bapuanyum 3TUX NpeAnoYTUTEIbHBIX BAPUAHTOB U300peTeHUS
MOTYT CTaTh OUYE€BUIHBIMU 151 CIIELIMATIMCTOB B IAHHOM 00JIaCTH B pe3yJIbTATE UTCHUS
npeauecTByooniero onucanus. Mzobperatenu npeamnonaraiot, 4To OyAyT 3aeCTBOBAHBI
CHELUMAIUCTHI B JAHHOW 00J1aCTH, U TOIPA3yMEBAIOT, YTO U300PETEHHE MOXKET OBITh
peaTM30BaHO UHBIM 00PAa30M, YeM KOHKPETHO OMUCAHO B HACTOsIIIEH 3asBKe. COOTBETCTBEHHO,
3TO U300peTeHne, KOTOPOe BKITIOYAET Bce MOAU(PUKAIMY U SKBUBAJICHTHI ITPeIMeTa
M300pEeTEeHNUs, U3IIOKEHHBIE B (OPMYJIe M300PETEHUS U MMPUIIOKEHHBIE K HACTOSIIIEH 3asBKe,
B paMKax JEMCTBYIONIETO 3aKoHOAaTeIbCcTBa. KpoMe Toro, mrobas KoMOuHALMS
BBIIIEONTMCAHHBIX 3JIEMEHTOB BO BCEX BO3MOXHbBIX BAPUAHTAX, COOTBETCTBEHHO, OXBau€Ha
U300peTeHUEM, 32 UCKITFOUEHHUEM OTOOPAKEHHOT'O B HACTOSIIEN 3asiBKE UHBIM O0Opa30M, SIBHO
MIPOTUBOPEUAIUM KOHTEKCTY.

[0125] Bcee ccbuiky, BKITIOUAIOIIME ITYOIUKALMU, TATEHTHBIE 3asIBKU U TTATEHTHI,
MPOLMTHUPOBAHBI B HACTOSIIIEN 3aIBKE U BKJIIOUEHBI B €€ COCTAB ITOCPEICTBOM CCBUIKHU, B TOH
&Ke Mepe, KaK eClM Obl Kax1as CChlJIKa ObUIa OTAECIBHO U 0CO00 OTOOPaKEHA BKIIFOUEHHOM
MOCPEACTBOM CChUIKH, U ObLIIA U3JI0KEHA B HACTOSIIIEN 3as1BKE BO BCEH MOJIHOTE.

dopmyia u3o0peTeHus
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1. KoMmbroTepHO-peanu3yemMblil Crioco0 yrnpaBiieHus: JOCTYIIOM K OJTHOMY WM OoJiee
BBIUKCIIMTEIIBHBIM PECYPCAM MPOBANIEPA BBIUUCIUTEIILHBIX PECYPCOB, IPUUEM OJIUH WJIU
0o0J1ee BBIUMCIIMTENIBHBIX PECYPCOB ITPOBaliepa BEIUMCIUTENIBHBIX PECYPCOB SIBISIOTCS YACThIO
JIOTMYECKOM IPYIIIIbI BBIYMCIUTEIBHBIX PECYPCOB B 30HE KIIFOUEH U3 MHOXKECTBA 30H KITFOUEH,
IIPY 3TOM COCOO COAEPIKUT:

TIOJT YIIPABJIEHUEM OJIHOM WIIU 00JIee KOMITBIOTEPHBIX CUCTEM, (DYHKIIMOHUPYIOIIUX Ha
OCHOBE BBIIIOJIHSAEMBIX KOMaH/I,

IOJIyYEHHUE OT IJIABHOI'O MCTOYHMKA KITFOUEH KJII04Ya CEaHCa, COOTBETCTBYIOLIETO 30HE
KJIFOUEH, IPUYEM KITIOU CEaHCa CTEHEPUPOBAH, I10 MEHBIIENH MEPE, IIyTEM IIPUMEHEHUS XIIII-
byHKIMM KOAa ayTeHTU(DUKALMU COOOIIEHUI K CEKPETHOMY CEpTU(PUKATY U TIEpPBOMY HAOOpy
U3 OJHOT'O UJIK 00Jiee MapaMeTPOB CEaAHCa;

MIPUEM 3JIEKTPOHHOTO 3aIIpoca Ha AOCTYII K OTHOMY WJIK 00Jiee BBIYMCIIMTEIBLHBIM pecypcam
Y TIOJIITUCH JIJT51 3JIEKTPOHHOTO 3a1poca, KOTopasi Obljla CreHEPUPOBAaHA HA OCHOBE, TI0 MEHBIIIEH
Mepe, YaCTHYHO CEKPETHOTO cepTU(HKATa U BTOPOT0 HAOOpa U3 OJTHOTO UK OoJee
IapaMeTpOB CEAHCA;

TEHEPUPOBAHUE MTPU MMOMOIIM OJHON WIH 00Jiee KOMITbIOTEPHbBIX CUCTEM UCXOIHOMN
TTOJIMKUCH, TIO MEHBIIIEH Mepe, IMyTeM MPUMEHEHHUsI X31I-QyHKIMU Ko/1a ayTeHTU(UKAIUU
COOOILIEHMI, IO MEHBIIEH Mepe, K JEKTPOHHOMY 3aIIpOCy U MOJIyUEHHOMY KIIIOUY CEaHCa;
v

obecreueHue 10CTyna K OJTHOMY WM 00Jjiee BHIYUCIIUTEIbHBIM PeCypcaM B OTBET Ha
3aIpocC, KOrjaa CreHEpUpOBaHHAS UCXOIHAS IMOANUCH S3KBUBAJICHTHA IPUHATON IMOAIIUCH.

2. KoMmbroTepHO-peam3yemblii crioco0 1o 1. 1, B KOTOPOM MOJIyYeHHe KIIro4a ceaHca
BKJIFOYAET B c€0s1 U3BJIEUEHUE HA OCHOBE, 110 MEHBIIEN MEPE, YACTUUHO IEKTPOHHOTO 3aI1poca
MepBOro Habopa U3 OAHOTO UK OoJiee MapaMETPOB CEaHCA.

3. KoMnbroTepHO-pean3yeMblii Cioco0 Mo 1. 1, TOTOTHUTENTBHO COJIEPIKAIIINI OTTpe/Ie/IeHUe
MIPU TTOMOIIM OJTHOM WJIK O0JIee KOMITBIOTEPHBIX CUCTEM, COOTBETCTBYET JIU 3aIIPOC IEPBOMY
Habopy U3 ogHOTO UK OoJiee MapaMeTPoB, TpUUYeM obecriedeHe 3arpamBaeMoro
9JIEKTPOHHBIM 00Pa30M JAOCTYNA 3ABUCUT OT ONPEAETICHHS TOTO, UTO 3aIIPOC COOTBETCTBYET
nepBoMy HabOpy U3 OHOTO UK OOJIee MapaMeTPOB.

4. KoMmbIoTepHO-peaiu3yeMblit Crioco0 1o 1. 3, B KOTOPOM IO MEHBIIIEH Mepe OJIUH U3
apamMeTpoB COOTBETCTBYET OIPAHUUECHUIO MHTEPBAJIA BPEMEHHU, B TEUEHUE KOTOPOTO KITFOU
CeaHca SIBJISICTCS AEHCTBUTEIIbHBIM.

5. KoMmibroTepHO-peanu3yemslii criocod no 1. 3, B KOTOPOM 10 MEHbIIIEH MEPE OJIMH U3
rapaMeTpoB COOTBETCTBYET OJTHOMY WJIM 00JIee OCHOBAHHBIM Ha MECTOIOJIOKEHUU
OIrPaHUYEHUSIM UCIIOJIb30BaHU KJIX04Ya CeaHca.

6. KoMmnbroTepHo-peanu3yemslii crioco6 no 1. 3, B KOTOPOM 10 MEHbIIIENH MEpe OJIMH U3
rapaMeTpoB COOTBETCTBYET OJTHOMY WJIM 00JIe€ BBIUMCIIUTEIIbHBIM pecypcaM, B OTHOIIICHUU
KOTOPBIX MOXKET UCIIOJIb30BATHCS KIIKOU CEaHCa.

7. KoMmbroTepHO-peai3yeMblit crioco0 1o 1. 1, B KOTOpoMm:

COOOIIIEHUE MPUHUMAETCS U3 KOMITBIOTEPHOM CUCTEMBI OTIIPABUTEIISI COOOIICHUI, KOTOpast
CreHepupoBalia MOAIUCH U3 KJII0Ya CEaHCa, KOTOPBIA OCHOBAH, 110 MEHbIIIENW Mepe, YACTUUHO
Ha CEKPETHOM cepTU(]PUKATE U KOTOPBINM ObLI CTeHEPUPOBAH KOMITBIOTEPHOM CUCTEMO,
OTJIMYHOM OT OJTHOM WUJTK O0JIee KOMITBIOTEPHBIX CUCTEM U KOMITBIOTEPHOM CUCTEMBI
OTIIPABUTEISI COOOIIIEHHUH.

8. KoMmmbroTepHO-peann3yeMblil criocod ympaBIeHHUs JOCTYIIOM K OJHOMY WiTu OoJiee
BBIUUCIIMTEIIBHBIM peECYypcaM POBAMIEPa BEIUUCIIUTEIIBHBIX PECYPCOB, IPUUEM OIUH WU
0oJ1ee BBIUMCIIUTENTBHBIX PECYPCOB ITPOBaliiepa BEIUMCIIUTENIBHBIX PECYPCOB SIBIISTFOTCS UaCThIO
JIOTUYECKOM TPYIIIIbI BBIYUCIIUTEIBHBIX PECYPCOB B 30HE KIIFOUEH U3 MHOKECTBA 30H KITFOUEH,
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IIPU 3TOM CIIOCOO COACPIKUT:

MO/l yIIpaBJIeHUEM O/IHOM WK 00Jiee KOMITBIOTEPHBIX CUCTEM, (DYHKIMOHUPYIOIIMX Ha
OCHOBE BBITIOJTHSIEMbIX KOMaH]I,

MOJIy4YeHHE KITI0Ua ceaHca, IpUYeM KJTI0U CeaHca CTeHepUPOBaH, 10 MEHbBIIIEN Mepe, TyTeM
MIpUMEHEeHHUs GYHKIIMH, TI0 MEHbBIIIeH Mepe, K CEKPETHOMY CEpTU(PHKATY U TIEpBOMY HAbOpy
U3 OJIHOTO UK O0Jiee MapaMeTpoB ceaHca, IPUYEM KITI0Y CeaHCa CBSI3aH C 30HOM KITIoueid;

MIPUEM IJIEKTPOHHOTO 3aIpoca i 00ecTiedeHus JOCTyna K OJHOMY WK OoJiee
BBIYUCIIMTEILHBIM peCypcaM U MOAIUCH JIJTSI AJIEKTPOHHOTO 3aMpoca, CreHEPUPOBAHHOTO HA
OCHOBE, II0 MEHBIIIEH Mepe, YACTUYHO BTOPOTr0o HA0Opa U3 OJJHOTO WM OoJiee mapaMeTpOB;

OIpe/ieJIEHUE MPU IMTOMOIIY OJHOM UM 00JIee KOMITBIOTEPHBIX CUCTEM, SIBIISIETCS JIU
MIPUHSTAS! TOITUCH JEMCTBUTEIBHOM TS 3aI1poca, 0 MEHbIIEH Mepe, IIyTeM MTPUMEHEHUS
(bYHKIMH, IO MEHBIIIEH Mepe, K 3JIEKTPOHHOMY 3aIpOCy U IMOJYyYeHHOMY KITIOUy CeaHca,
MpUYeM MPUHSTAS TTOANUCH OMPEIEISETCs KaK IeUCTBUTEIbHAS B PE3YJIbTATE TOTO, UTO 1O
MEHBIIIEeH Mepe MEPBBI HAOOP U3 OTHOTO UK 00JIee TapaMeTPOB SKBUBAJICHTEH BTOPOMY
HaboOpy U3 OAHOTO UK HoJiee MapaMeTpPOB; U

MPEIOCTABIICHUE 3AITPALIMBAEMOr0 3JIEKTPOHHBIM 00pa30M JOCTYyIa, KOraa
CreHepUpOBaHHAS UCXOAHAS TTOAMNKCH YKBUBAJICHTHA TTPUHSITOM MTOITIHCH.

9. KoMmbroTepHO-peanu3yeMblit croco0 1o 1. 8, B KOTOPOM (YHKIMS SIBJISIETCS XIII-
(byHKIHEHH.

10. KoMnbroTepHO-peann3yemMblii crocod 1o 1. 9, B KOTOpoM IpuMeHeHue (PyHKIMu
BKJTIOYAET B ce0s1 BBIMTOJIHEHUE OTepauy (OPMUPOBAHUS X3III-KOJa ayTeHTU(PUKAN
cooomenuit (HMACQ).

11. KoMnbploTepHO-pean3yemMblil CIoco0 MO 1. 8, B KOTOPOM IMOAMUCH ONIPEAETISETCS
ITyTeM IIPUMEHEHHS (PYHKIMY KaK K IEPBOMY HaOOPY BXOJIHBIX TAHHBIX, COJICPIKAIINX
CEKPETHBIN CepTU(UKAT, 3aIIPOC U MEPBBI HAOOP U3 OHOTO UK OoJjiee MapaMeTpPoB, TakK U
KO BTOPOMY Ha0OPY BXOIHBIX TAHHBIX, COIEP)KAIIMX KITIOY CeaHca U IEPBBIN HAOOP U3 OTHOTO
Wi 6oJiee mapaMeTpoB.

12. KoMIproTepHO-peaIn3yeMblii CIoco0 Mo 1. 8, TOMOIHUTETBHO COEPKAIINUN
OTIpe/IeJIeHUE TTPY TIOMOIIM OJTHOM UM O0JIee KOMITBIOTEPHBIX CUCTEM, COOTBETCTBYET JIU
3aIpoc MepBOMy HabOpy U3 OAHOTO WK OoJiee MapaMeTpoB, MPUYEM IIPEAOCTABICHUE
3aIpalIMBaeMOro 3JIeKTPOHHBIM 00pa30M JOCTyIa 3aBUCUT OT OMPEAEIICHHUS TOTO, UTO
3aIMpoC COOTBETCTBYET NMEPBOMY HAOOPY U3 OJTHOTO WM O0Jiee mapaMeTpoB.

13. KoMInboTEpHO-peaIn3yemMblii CIOcoO IO I1. 8, B KOTOPOM IEPBbI HA0OP U3 OJJTHOTO
wim 0oJiee mapaMeTpoOB OrPAHUYMBAET UHTEPBAJI BPEMEHU, B TEUEHUE KOTOPOTO KITIOU ceaHca
MOXET MCIOJIb30BATHCS JIJIsl CEaHCa.

14. KoMnploTepHO-pean3yeMblii ciocoO Mo 1. 8, B KOTOPOM NEPBbIH HAOOP U3 OAHOTO
uim 6oJiee mapamMeTpoB COOTBETCTBYET HAOOPY M3 OTHOTO MK OoJiee HASHTU(PHKATOPOB,
KOTOPBIM Pa3pelieHo UCIOIb30BATH KITIOU CEAHCA.

15. TTocTOSIHHBIN MATMHOYUTAEMBbII HOCUTEh UHGOPMAIIMU, HA KOTOPOM XPaHSITCS
KOMAaH/Ibl, KOTOPBIE MPY BBITIOJIHEHUH OJHUM WM O0JIee MPOLEeCcCoOpaMu KOMITbIOTEPHOM
CUCTEMBI 00eCIIeYMBAIOT OCYIIECTBIEHUE KOMITBIOTEPHOM CUCTEMOI, 110 MEHbIIIeH Mepe:

MOJIYyYEeHUs KITI0Ua CeaHCa, CTEHEPUPOBAHHOTO, IO MEHBILIEH Mepe, YACTUUHO ITyTeM
pUMeHeHUsT GYHKIMH, IO MEHBIIIeH Mepe, K CEKPETHOMY cepTU(dUKATy U HaDOpy U3 OJTHOTO
WM 0oJiee mapaMeTpoB ceaHca JJIsl TeHEPUPOBAHUS KITIoUa ceaHca, IpUUeM KITIoY ceaHca
COOTBETCTBYET I'PYIIIE U3 OAHOTO WK O0Jiee BBIYMCIUTEIbHBIX PECYPCOB B 30HE KITIOUEH U3
MHO’KECTBA 30H KJIIOYEif;

MOAMKCH Ha OCHOBE, 10 MEHBIIEH Mepe, YACTUYHO MOJIYYeHHOT'O KJTI04Ya CeaHca
AJIEKTPOHHBIX 3aIMPOCOB IS O0ECTIEYeHUS JJOCTYIA K OJJHOMY W 00JIee BHIYUCITUTEIbHBIM
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pecypcaM, TeM CaMbIM I'€HEpUPYs MOANMUCH JJIs 3a11poca; U

MIPEIOCTABIICHUS], [TO MEHBIIIEH MEPe, TIOIITUCEH U 3AITPOCOB TS IPOBEPKHU BEPUPUKATOPOM
BBIYUCIIUTEIILHOTO YCTPONCTBA, CKOH(MUTYPUPOBAHHOTO C BO3MOKHOCTBIO ONIPEIEsATh,
COBNAJAIOT JIM NIPEIOCTABIIEHHBIE TOAINCH C COOTBETCTBYIOIIMMH IIPEIOCTABIEHHBIMU
3aIPOCAMU, U BBITIOJTHEHHSI OTHOTO UJTK O0Jiee AEUCTBUI, KOTOPbIE 00ECIIEUMBAIOT BBITIOJIHEHUE
3aIIPOCOB JOCTYIIA, KOIa IIPEAOCTABICHHbIE ITIOAIMCH COBIIAJAIOT C COOTBETCTBYIOILUMHU
IIPEIOCTABIIEHHBIMH 3aIIPOCAMH.

16. TTocTOSIHHBIN MAIIIMHOYUTAEMBII HOCUTEIh UHGOPMAIIWU 110 1. 15, B KOTOpOM:

BepuHUKaTOp HEe 00JIaaeT KIIFOUOM CeaHca, HO MIMEET CEKPETHBIN CePTU(PUKAT; U

MPEAOCTABIIEHUE 3JIEKTPOHHBIM 00pa30M IMOJIIUCEN U 3aITPOCOB BKITIOUAET B ce0s
MpeaocTaBlieHne Habopa U3 OJTHOTO WM DoJIee MapaMeTpoB.

17. ITocTOSIHHBINM MAIIMHOYUTAEMbIN HOCUTEh MHPOPMALKH 1O 1. 15, B KOTOPOM KOMaH/IbI
MIPY BBITIOJTHEHUH OJTHUM WJTA 00JIee MTPOLeCCOPAMU KOMITBIOTEPHOM CUCTEMBI JJOTIOJTHUTEITLHO
00ecneynBaloT OCYIIECTBIEHUE KOMITbIOTEPHOM CUCTEMOI:

MPEIOCTaBIICHUS ITOJTYUYEHHOTO KJTI0Ua ceaHca U Habopa U3 OTHOTO WK OoJiee apaMeTpoB
Jpyrov KOMIIbIOTEPHOM CUCTEME, UTOOBI PA3PEIINTh IPYTOil KOMIIBIOTEPHOW CUCTEME
MOJIMUCBIBATH 3aIIPOCHI CEAHCA.

18. TTocTOSIHHBIN MAIITMHOYUTAEMBI HOCUTETh MH(GOPMAIIUK TI0 T1. 15, B KOTOpOM
MOJTy4YeHUE KITI0UYa ceaHca He TpeOyeT oOecreueH sl TOCTYIa K CEKPETHOMY CepTHU(PUKATY
KOMITBIOTEPHOM CUCTEMOM.

19. TTocTOSIHHBINM MAITMHOYNTAEMBII HOCUTETh MH(POPMAIWH T10 1. 15, B KOTOpoM Habop
U3 OJTHOTO WK OoJiee MapaMeTPOB XapaKTepU3yeT NEPUO/T BPEMEHU, BHE KOTOPOTO
BepudHKaTOp HEe OyIeT MPUHUMATH 3aIIPOCHI, TOJIMUCAHHBIE HIEKTPOHHBIM 00PA30M C
VCIIOJIb30BAHUEM KITI0Ya CEaHca.

20. ITocToSIHHBINM MAITMHOYUTAEMbI HOCUTEIb MH(POPMAIIWH I10 I1. 15, B KOTOPOM (DYHKIHUS
SIBJISIETCS XOII-(DYHKIHEH.

21. TTocTOSIHHBIN MAIIIMHOYUTAEMBIM HOCUTEIh MUH(POPMALIUH 110 1. 15, B KOTOPOM
MpyUMeHeHue (PYHKIMK BBITIOIHSIETCS KaK 9acTh ornepanuu (GopMUpOBaHMSI XIIII-KOAa
ayteHTudukauu coodmennii (HMAC).

22. KomnploTepHas cuctema /i1 00ecriedeHus J0CTyna K BhIYMCIUTEIbHBIM pecypcaM,
coaepxKalas:

OJIVH WJIM O0Jiee MPOLECCOPOB U

MaMsTh, BKIIFOUAIOIIYIO B c€0s1 KOMaH/1bl, KOTOPBIE ITPY BBIITOJIHEHUU OJTHUM WIIH OoJiee
MporeccopamMu 006ecreYrBatOT OCYIIECTBIIEHUE KOMITbIOTEPHOM CUCTEMOI, 110 MEHBIIIEH Mepe:

IIOJIy4YEHUS KIII04a;

MpUMEHEHUs1 (QYHKLUMU K K04y U HA0OPY U3 OJHOIO UiK OoJiee mapaMeTpoB IS
TeHepUPOBAHUS KJTIOUA CEaHCa, TPUUEM OJIUH WU 00JIee TapaMeTpOB COOTBETCTBYIOT OJTHOMY
WK 00Jiee OrpaHUUYEHUSIM KITI0Ya CEaHCa, IPY 3TOM KITI0U CEAHCA COOTBETCTBYET OJTHOMY
WK 0oJiee BBIUMCIIMTEbHBIM PeCcypcaM 30HbI KIIIOUYEH U3 MHOXKECTBA 30H KITIOUeH; U

IIPEIOCTABIIEHUS] CTEHEPUPOBAHHOTO KJI0Ya CEAHCA APYTOMY BBIUUCIUTEIIBHOMY
YCTPOMCTBY, UTOOBI pA3PEIIUTh APYTOMY BBIYMCIUTEIILHOMY YCTPONCTBY MOJINMUCHIBATh
3aIPOCHI C UCTIOIB30BAHMEM KITIOUA CEAHCA B COOTBETCTBUU C HAOOPOM U3 OJTHOTO UJIU OoJiee
[IapamMeTPOB.

23. KoMnbroTepHas cucTeMa 1o I1. 22, B KOTOPOU OJIMH WM OoJiee mapaMeTpoB
OIPaHUYMBAIOT UHTEPBAJ BPEMEHHU, B TEUEHUE KOTOPOT'O CTEHEPUPOBAHHBIN KIIIOU CEaHCa
MOET UCIIOJIb30BATHCS ISl IOAIIMCH 3aIIPOCOB.

24. KomIiproTepHasi cuctema 1o 1. 22, B KOTOpO# OJMH WK 00Jjiee mapaMeTpoB
OrPAaHUYMBAIOT HAOOP BBIUUCIUTENIBHBIX PECYPCOB, B OTHOLIEHUH KOTOPOT'O MOXKET
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UCIIOJIb30BATHCS KITFOY CeaHca JIJIsk OOecreueHust JOCTyna K OJTHOMY Win OoJiee
BBIUYHCIIMTEIIBHBIM PECYPCAM.

25. KomnproTepHas cucteMa 1o 1. 22, B KOTOpoii HA00op U3 OAHOTO Ui O0J1ee mapaMeTpoB
KOJIMPOBAH C IIOMOIIBIO IOKYMEHTA, TPUUEM IPUMEHEHUE (DYHKIMHU K KITI0Uy U HA0opy U3
OJIHOTO UJIM OOoJIee MapaMeTPOB BKIIIOUAET B ceOsl MpUMEHEeHUE (PYHKIMU K TOKYMEHTY.

26. KomnproTepHas cuctema 1o I1. 22, B KOTOpOW TpUMEHEHHUE X31I-(QYHKIUK K KITI0Uy U
HabOpy U3 OAHOTO UK OOJiee MapaMETPOB BKIIIOUAET B CeOsl BBIUUCIIEHUE PE3YJIbTATa
MIPUMEHEHUS XOII-(DYHKIMK, IO MEHbIIIEN Mepe, K IEPBOMY MapaMeTpy U3 HAOopa U3 OJJHOTO
wiM 6oJiee mapaMeTpoB ¥ BBOJI BBIYMCIICHHOTO PE3yJIbTaTa B X3II-(DYHKIHIO.

27. KoMnbroTepHas cucTeMa 1o I1. 22, B KOTOPOM OJIMH WM OoJiee TapaMeTpoB
OIPaHUYMBAIOT UCIIOJIB30BAHUE KIII0YA CEAHCA K COOTBETCTBYIOIIEMY MECTOIIOI0XKEHUIO.
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