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(57) Abstract

A vehicle computer system provides a firewall between an auto PC and its application software and the vehicle bus and vehicle
components. The firewall prevents unauthorized access by software in the auto PC to the vehicle bus and vehicle components. Preferably,
the firewall utilizes encryption technology within the handshake between the auto PC software and firewall.




AL
AM
AT
AU
AZ
BA
BB
BE
BF
BG
BJ
BR
BY
CA
CF
CG

CI

CM
CN
CuU
Cz
DE
DK
EE

FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT.

Albania
Armenia
Austria
Australia
Azerbaijan
Bosnia and Herzegovina
Barbados
Belgium
Burkina Faso
Bulgaria

Benin

Brazil

Belarus
Canada

Central African Republic
Congo
Switzerland
Cote d’Ivoire
Cameroon
China

Cuba

Czech Republic
Germany
Denmark
Estonia

ES
FI
FR
GA
GB
GE
GH
GN
GR
HU
IE
IL
IS
IT
JP
KE
KG
KP

KR
KZ
LC
LI

LK
LR

Spain

Finland

France

Gabon

United Kingdom
Georgia

Ghana

Guinea

Greece

Hungary

Ireland

Israel

Iceland

Italy

Japan

Kenya
Kyrgyzstan
Democratic People’s
Republic of Korea
Republic of Korea
Kazakstan

Saint Lucia
Liechtenstein

Sri Lanka

Liberia

LS
LT
LU
LV
MC
MD
MG
MK

ML
MN
MR
MW
MX
NE
NL
NO
NZ
PL
PT
RO
RU
SD
SE
SG

Lesotho

Lithuania
Luxembourg

Latvia

Monaco

Republic of Moldova
Madagascar

The former Yugoslav
Republic of Macedonia
Mali

Mongolia

Mauritania

Malawi

Mexico

Niger

Netherlands

Norway

New Zealand

Poland

Portugal

Romania

Russian Federation
Sudan

Sweden

Singapore

SI
SK
SN
SZ
TD
TG
TJ
™
TR

Slovenia

Slovakia

Senegal

Swaziland

Chad

Togo

Tajikistan
Turkmenistan
Turkey

Trinidad and Tobago
Ukraine

Uganda

United States of America
Uzbekistan

Viet Nam
Yugoslavia
Zimbabwe




WO 00/09363 PCT/US99/17852

FIREWALL FOR VEHICLE COMMUNICATION BUS

Background Art

The present invention relates to computers for automotive vehicles and more

particularly to a firewall for protecting vehicle functions from unauthorized access.
It is known to provide a vehicie with a personal computer or "auto PC" which
provides a user interface to vehicle functions, such as climate control, audio system,
5 power windows, windshield wipers, etc. In order to provide these features, the auto
PC must have access to the vehicle bus. Many vehicle components, including the
engine control module, send and receive information and commands via the vehicle
bus. Since the auto PC will permit the installation of third party software, unauthorized
access to the vehicle bus is a concern. Unauthorized access to the vehicle bus could
10 cause undesirable control of vehicle components. More importantly, unauthorized
access to the vehicle bus could impair critical functions of the vehicle, such as the

engine control system or braking system.

Disclosure of the Invention
15 The present invention provides a system and method for preventing
unauthorized access by software in the auto PC to the vehicle bus or directly to vehicle
components. This accomplished by a firewall between the auto PC software and

vehicle bus. The firewall may be implemented solely in software in the auto PC itself,
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or may comprise a separate hardware module. Preferably, the firewall utilizes

encryption handshaking with auto PC software in the firewall.

Brief Description of The Drawings
The above, as well as other advantages of the present invention, will become
readily apparent to those skilled in the art from the following detailed description of a
preferred embodiment when considered in the light of the accompanying drawings in
which:

Figure 1 is a schematic of the present invention.

Best Mode of Carrying out the Invention

A vehicle computer system 20 is shown schematically in Figure 1 comprising
an auto PC 22, which generally comprises a CPU 23 executing application software
24a-c. Application software 24a-c each comprise code executable by the CPU 23 for
providing any of the functions described herein or any of the functions well known to
those in the art to be provided by the auto PC. It should also be understood that other
software necessary to perform the functions described herein would also be included
and that those reasonably skilled in the art would be able to create such software for
performing these functions. Software 24a-c specifically refers to application software
that would provide access to and control of vehicle components via a graphical user
interface 26. The auto PC 22 may also include a feature board 28. Auto PC 22 may

also receive input from devices 30 and 32.
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As is known to those familiar with the auto PC concept, the auto PC 22
provides a graphical user interface 26 for receiving information from and providing
commands to vehicle components 34, 36, 38 and 40-40n. As is shown in Figure 1,
vehicle component 38 is specifically a vehicle bus 38 which in turn provides access to
vehicle components 40-40n. Vehicle componenté 34 and 36 represent any vehicle
components which are not accessible via the vehicle bus 38, but are accessed directly
by the auto PC.

Generally, vehicle components 34, 36 and 40-40n would include climate control
systems, cellular phone, navigation system, audio system, digital video disc system,
power windows, windshield wipers, suspension system, engine control system,
automatic braking system. Other vehicle components to which convenient access could
be provided via the auto PC 22 could also be included. Preferably most of these
components 40-40n would be accessible via the vehicle bus 38; however, other vehicle
components 34, 36 may be accessed directly and not be accessible via the vehicle bus
38.

Since one of the features of the auto PC 22 is an open platform, the present
invention provides a firewall 50 between the application software 24a-c and the vehicle
components 34, 36, 38 and 40-40n. The firewall 50 insures that the application
software 24a-c is authorized before permitting the application software 24a-c to send
commands to any of the vehicle components 34, 36, 38 and 40-40n. The firewall 50
may comprise a separate chip or separate hardware connected between the auto PC 22
and the vehicle components 34, 36 and 38. Preferably, however, the firewall 50 is

implemented in software run by the CPU 23 in the auto PC 22.
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When application software 24 wishes to access one of the vehicle components,
it first initiates handshake with the firewall 50. Preferably this handshake is similar to
that used in some remote keyless entry systems. The application software 24 sends a
code to the firewall 50. The firewall 50 evaluates the code to determine if it is a valid
code. If so, the firewall 50 relays the command to the appropriate vehicle component.

Most preferably, the codes from the application software 24 are encrypted
utilizing random or pseudorandom number generation techniques known in remote
keyless entry systems. Preferred code encryption techniques are more fully disclosed
in the following U.S. Patents: 5,619,575 Koopman, Jr. et al., 5,649,014 Koopman, Jr.
etal., 5,696,828 Koopman, Jr., 5,757,923 Koopman, Jr., 5,598,476 Koopman, Jr. et
al., 5,398,284 Finn et al., 5,377,270 Finn et al., and 5,363,448 Finn et al., all of
which are assigned to the assignee of the present invention and which are hereby
incorporated by reference.

In accordance with the provisions of the patent statutes and jurisprudence,
exemplary configurations described above are considered to represent a preferred
embodiment of the invention. However, it should be noted that the invention can be
practiced otherwise than as specifically illustrated and described without departing from

its spirit or scope.
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Claims
1. A vehicle computer system comprising:
a user interface receiving input from a user;

a CPU receiving said input and generating a command in response to said input;

5 and

a firewall selectively preventing or permitting said command from being

transmitted to the vehicle.

2. The vehicle computer system of claim 1 wherein said firewall receives

10 a code from said CPU, said firewall selectively preventing or permitting based upon
said code.

3. The vehicle computer system of claim 2 wherein said code is encrypted.

15 4. The vehicle computer system of claim 3 wherein said firewall restricts

access to a vehicle bus.

5. The vehicle computer system of claim 1 wherein said firewall restricts
access to a vehicle bus.
20
6. The vehicle computer system of claim 1 wherein said user interface

receives user input for controlling a climate control system.
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7. A vehicle computer system comprising:
a user interface receiving input from a user;
a CPU receiving said input and generating a command and a code in response
to said input; and
5 a firewall receiving and evaluating said code, said firewall sending said

command to a vehicle bus only if said code is valid.

8. The vehicle computer system of claim 7 wherein said CPU is installed

in the vehicle.

10
9. The vehicle computer system of claim 8 wherein said code is encrypted.
10.  The vehicle computer system of claim 9 wherein said CPU controls a
plurality of vehicle systems.
15

11.  The vehicle computer system of claim 10 wherein said plurality of

vehicle systems include a climate control system and an audio system.
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12, A method for preventing unauthorized access to vehicle components
including the steps of:
receiving a code and a command;

evaluating the code; and

5 selectively sending or not sending the command to a vehicle component based

upon said evaluation of said code.

13. The method of claim 12 wherein the vehicle component is a vehicle bus.

10 14. The method of claim 13 further the step of encrypting the code.

15.  The method of claim 14 further including the step of receiving the code

and command from an auto PC.
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