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(57) ABSTRACT 

A method of providing an encrypted data stream, includes 
obtaining a first data stream, partitioned into sections corre 
sponding to key periods, each of a plurality of the key periods 
being associated with a respective value of a key, wherein 
each section corresponding to a key period associated with a 
value of the key includes at least one encrypted data unit 
decryptable using that associated key value, obtaining a 
sequence of key messages, at least some of which carry key 
information for obtaining at least one of the key values, 
obtaining a replacement data stream section, forming an 
encrypted output data stream, corresponding at least partially 
to the first data stream, by inserting the replacement data 
stream section so as to replace a corresponding part of the first 
data stream with a tail end of the replacement data stream 
section preceding at least part of a section of the first stream 
corresponding to a certain key period, and providing as output 
the encrypted output data stream in Synchrony with an asso 
ciated stream of key messages. A key message carrying key 
information for obtaining the key value associated with the 
certain key period is included in the stream of key messages 

(30) Foreign Application Priority Data So as to coincide with a point of the encrypted output data 
stream preceding the tail end of the replacement data stream 
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METHOD OF PROVIDING AN ENCRYPTED DATA 
STREAM 

CLAIM OF PRIORITY 

0001. The present application claims the priority benefit of 
the filing date of European Application (EPO) No. 
06111465.8 filed Mar. 21, 2006, the entire content of which is 
incorporated here by reference. 

BACKGROUND 

0002 EP-A1-1 111924 discloses the insertion of adver 
tisements into a content signal. Such as a show or film. The 
program that is broadcasted is scrambled. Both the program 
signal and the advertisement signal have their corresponding 
ECMs (Entitlement Control Messages) inserted, i.e. content 
or first ECMs and advert or second ECMs, respectively. 
Although the advertisement signal is scrambled with advert 
ECMs, the advertisement signal may be sent in the clear or 
scrambled using the control word of the last content ECM. 
0003 Delays may occur in a decrypting device upon tran 
sition from an advertisement to the encrypted content pro 
gram signal where the control word used to Scramble the 
content program signal is being cycled. A content ECM 
embedded in the content program signal must first be 
retrieved and loaded into a decryption device of the receiver. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0004 An example embodiment will now be explained in 
further detail with reference to the accompanying drawings, 
in which: 

0005 FIG. 1 illustrates a system for providing customised 
streams of encrypted data; 

0006 FIG. 2 illustrates components of a stream of data 
packets; 

0007 FIG.3 illustrates two pre-encrypted data streams for 
assembly into a customised encrypted data stream according 
to one method; 

0008 FIG. 4 illustrates a customised encrypted data 
stream assembled on the basis of the pre-encrypted data 
streams illustrated in FIG. 3; 

0009 FIG. 5 illustrates a pre-encrypted data stream and 
two replacement data stream sections for assembly into a 
customised encrypted data stream according to a second 
method; 

0010 FIG. 6 illustrates a customised encrypted data 
stream assembled using the second method; 

0011 FIG. 7 illustrates a pre-encrypted data stream and 
two replacement data stream sections for assembly into a 
customised encrypted data stream according to a third 
method; 

0012 FIG. 8 illustrates a customised encrypted data 
stream assembled using the third method; 

0013 FIG. 9 illustrates a pre-encrypted data stream and 
two replacement data stream sections for assembly into a 
customised encrypted data stream according to a fourth 
method; 
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0014 FIG. 10 illustrates a customised encrypted data 
stream assembled using the fourth method; 
0015 FIG. 11 illustrates a pre-encrypted data stream and 
two replacement data stream sections for assembly into a 
customised encrypted data stream according to a fifth 
method; and 

0016 FIG. 12 illustrates the result of applying the fifth 
method. 

DETAILED DESCRIPTION 

0017. An example embodiment relates to a method of 
providing an encrypted data stream, including 
0018 obtaining a first data stream, partitioned into sec 
tions corresponding to key periods, each of a plurality of the 
key periods being associated with a respective value of a key, 
wherein each section corresponding to a key period associ 
ated with a value of the key includes at least one encrypted 
data unit decryptable using that associated key value, 
0019 obtaining a sequence of key messages, at least some 
of which carry key information for obtaining at least one of 
the key values, 
0020 obtaining a replacement data stream section, 
0021 forming an encrypted output data stream, corre 
sponding at least partially to the first data stream, by inserting 
the replacement data stream section so as to replace a corre 
sponding part of the first data stream with a tail end of the 
replacement data stream section preceding at least part of a 
section of the first stream corresponding to a certain key 
period, and 
0022 providing as output the encrypted output data 
stream in Synchrony with an associated stream of key mes 
Sages. 

0023. An example embodiment also relates to a system for 
providing an encrypted data stream. 
0024. An example embodiment also relates to a server, 
arranged to provide an encrypted output data stream in Syn 
chrony with an associated stream of key messages in response 
to a request from a client system connected to the server 
through a network. 
0025. An example embodiment also relates to a method of 
providing pre-encrypted data for assembly into a customised 
data stream, including 
0026 providing a first data stream, partitioned into sec 
tions corresponding to key periods, each of a plurality of the 
key periods being associated with a respective value of a key, 
0027 wherein each section corresponding to a key period 
associated with a value of the key includes at least one 
encrypted data unit decryptable using that associated key 
value, 

0028 providing a first stream of key messages, at least 
Some of which carry key information for obtaining at least 
one of the key values, synchronised with the first data stream, 
and 

0029 providing a replacement data stream section for 
replacing a corresponding part of the first data stream 
between a leading transition point and a trailing transition 
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point, such that at least part of a section corresponding to a 
certain key period follows upon the trailing transition point, 
and 

0030 providing a replacement key message stream sec 
tion for replacing a part of the first stream of key messages 
coinciding with the part of the first data stream between the 
leading and trailing transition points. 
0031. An example embodiment also relates to a method of 
providing pre-encrypted data from a central server to a local 
server for assembly into a customised data stream. 
0032. An example embodiment also relates to a central 
head-end system. 
0033. An example embodiment also relates to a computer 
program. 

0034. An example embodiment seeks to provide a method 
of providing an encrypted data stream, a method of providing 
pre-encrypted data for assembly into a customised data 
stream and associated systems and server of the types men 
tioned above that enable a receiver to be provided with a 
customised encrypted output stream based on a pre-encrypted 
first data stream with sufficient key variation whilst being 
Suitable for seamless decryption. 
0035 A method of providing an encrypted data stream 
according to an example embodiment, includes a key mes 
sage carrying key information for obtaining the key value 
associated with the certain key period in the stream of key 
messages so as to coincide with a point of the encrypted 
output data stream preceding the tail end of the replacement 
data stream section. 

0036) Synchronisation between two streams of data in the 
present context indicates that the two streams are provided 
with a common time base, for example by combining units 
from each stream into a multiplex in a particular order, by 
attaching data to units in each stream to link a unit from one 
stream to a unit in another, or by adding time stamps to some 
or all of the units in each stream. 

0037 Because the encrypted output data stream is pro 
vided in Synchrony with an associated Stream of key mes 
sages, it is possible to time the arrival of the key messages 
relative to the encrypted output data stream. Because a key 
message carrying key information for obtaining the key value 
associated with the certain key period is included in the 
stream of key messages so as to coincide with a point of the 
encrypted output data stream preceding the tail end of the 
replacement data section, the key information for obtaining 
the key for decrypting the part of the section corresponding to 
the certain key period is available at the receiver before it is 
needed. By inserting the replacement data stream section so 
as to replace the corresponding part of the first data stream 
section, the encrypted output data stream becomes a custom 
ised version of the first stream of data. 

0038 An embodiment includes obtaining a first data 
stream provided with a first stream of key messages in Syn 
chrony with the first data stream, 
0.039 such that, for each key period corresponding to a 
section of the first data stream, at least one key message 
carrying key information for obtaining the associated key 
value coincides with a point in the first data stream preceding 
the section corresponding to that key period, 
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0040 wherein the stream of key messages associated with 
the encrypted output data stream is formed by Substituting at 
least one replacement key message stream section for a cor 
responding part of the first stream of key messages. 
0041 An effect is that the synchronisation between the 

first stream of key messages and the first data stream can be 
maintained for synchronisation of the encrypted output data 
stream and the associated stream of key messages, when the 
first stream of data is customised to form the encrypted output 
data stream. 

0042. In an embodiment, the first data stream is obtained 
in synchrony with a sequence of cue signal values, and a 
location of the corresponding part of the first stream of key 
messages within the first stream of key messages is deter 
mined on the basis of at least one point coinciding with a first 
cue signal value. 
0043. Thus, the timing of the key message carrying key 
information for obtaining the key value associated with the 
certain key period is left to the provider of the stream of key 
messages and first data stream. This may be advantageous in 
implementations wherein a central head-end controls the 
play-out of customised encrypted data from several local 
head-ends to receivers with decryption means. 
0044 An embodiment includes obtaining the replacement 
data stream section synchronised with the replacement key 
message stream section and inserting them into the encrypted 
output data stream and associated stream of key messages, 
respectively. 
0045 An effect is that the provider of the replacement data 
stream section is able to ensure that the key message carrying 
key information for obtaining the key value associated with 
the certain key period is present in the key message stream 
associated with the encrypted output data stream at a point 
sufficiently far in advance of the part of the section of the first 
data stream corresponding to the certain key period. Thus, the 
system performing this embodiment of the method need only 
be able to replace the relevant parts of the first stream of data 
and first key message stream. 
0046. In an embodiment, the first data stream is obtained 
in synchrony with a sequence of cue signal values, and the 
method includes 

0047 detecting a second cue signal value and determining 
at least a position of a leading end of the part of the first data 
stream to be replaced by the replacement data stream section 
on the basis of a point of coincidence of the detected second 
cue signal value with the first data stream. 
0048 Thus, it is possible to locate the part of the section of 
the first data stream corresponding to the certain key period 
without having to analyse the first stream of data or the 
sequence of key messages. 
0049. A variant includes obtaining two candidate replace 
ment key message stream sections, of which a first includes at 
least one key message carrying key information for obtaining 
a key value associated with an odd key period forming the 
certain key period, and of which a second includes at least one 
key message carrying key information for obtaining a key 
value associated with an even key period forming the certain 
key period, 
0050 selecting a replacement key message stream section 
from the two candidate replacement key message stream sec 
tions independence on which of two values is detected as the 
second cue signal value, and 
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0051 forming the stream of key messages associated with 
the encrypted output data stream by inserting the selected 
replacement key message stream section. 
0.052 This variant allows the use of key messages carrying 
both a key value associated with an odd key period and a key 
value associated with an even key period, each with an asso 
ciated identifier. The effect of being able to use such key 
messages is that decryption can start within a section corre 
sponding to a current key period, be it odd or even, since each 
key message carries two sets of key information; one set for 
obtaining the key value associated with the current and one set 
for obtaining the key value associated with the next key 
period. The replacement data stream section can be inserted 
before either (part of) a section corresponding to an odd key 
period or (part of) a section corresponding to an even key 
period, without the decryption device being provided with the 
wrong key information. 
0053. In a variant, the replacement key message stream 
section includes at least one key message carrying key infor 
mation for obtaining the key value associated with the certain 
key period, and 
0054 the obtained replacement data stream section has a 

tail end part encrypted Such that, at least when concatenated 
with the part of the section of the first data stream correspond 
ing to the certain key period, it is decryptable under the key 
value associated with the certain key period. 
0.055 An effect is that a receiver can continue decryption 
for a certain period before having to load a new key when 
returning from the replacement data section to a part of the 
encrypted output data stream originating form the first data 
stream. The replacement data section can be selected from 
one of several possible alternatives where each is already 
available with a synchronised corresponding key message 
stream section, which can be done in an efficient manner. 
0056. In an embodiment, at least a central part of the 
replacement data stream section includes one or several 
adjoining sections corresponding to key periods, at least one 
of the key periods being associated with a respective value of 
a key, wherein each section corresponding to a key period 
associated with a value of the key includes at least one 
encrypted data unit decryptable using the associated key 
value and corresponds Substantially in information content, 
upon decryption under the associated key value, to a corre 
sponding section of the part of the first data stream replaced 
by the replacement data stream section upon decryption 
thereof under a different key value. 
0057 Thus, it is possible to provide each of several receiv 
ers with a customised encrypted version of the same content, 
based solely on pre-encrypted parts. Such a version can be 
assembled on demand. 

0.058 An embodiment includes obtaining a first data 
stream provided with a first stream of key messages in Syn 
chrony with the first data stream, such that, for each key 
period corresponding to a section of the first data stream, at 
least one key message carrying key information for obtaining 
the associated key value coincides with a point in the first data 
stream preceding the section corresponding to that key 
period, 
0059 forming the stream of key messages associated with 
the encrypted output data stream by replacing a part of the 
first stream of key messages coincident with the replaced part 
of the first data stream, and 
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0060 replacing the corresponding part of the first data 
stream by the replacement section Such that at least one key 
message carrying key information for obtaining a key asso 
ciated with a key period following the certain key period in 
the first data stream coincides with a point in the at least part 
of the section of the first data stream corresponding to the 
certain key period. 
0061 An effect is that the key associated with the key 
period following the certain key period can be varied ran 
domly by the provider of the first data stream, yet be available 
on time in the decrypting device of a receiver. This is achieved 
whilst retaining the effect of enabling easy customisation by 
replacement of a part of the first data stream and part of the 
key message stream. 
0062 An embodiment of the method includes obtaining a 

first data stream provided with a first stream of key messages 
synchronised with the first data stream, Such that, for each key 
period corresponding to a section of the first data stream, at 
least one key message carrying key information for obtaining 
the associated key value coincides with a point in the first data 
stream preceding the section corresponding to that key 
period, 
0063 obtaining a replacement data stream section syn 
chronised to coincide with a replacement key message stream 
section, 
0064 forming the encrypted output data stream and its 
associated stream of key messages by Substituting the 
replacement data stream section and coincident data stream 
section for the corresponding part of the first data stream and 
coincident part of the first stream of key messages, respec 
tively, Such that an encrypted leading end part of the replace 
ment data stream section is decryptable, at least when con 
catenated with a part from the first data stream terminated at 
a transition point upon which the replacement data stream 
section follows in the encrypted output data stream, under a 
key value for which key information is carried in at least a last 
key message in the first key message stream that is coincident 
with a point preceding the transition point. 
0065. The effect is that, in the decrypting device of a 
receiver, seamless decryption at the start of the replacement 
data section is possible, since the key is already available for 
decrypting the part terminated by the transition point. 
0066. In a variant, the part from the first data stream ter 
minated at the transition point and the leading end part of the 
replacement data stream section are decryptable under the 
same key value, at least when concatenated. 
0067 Thus, the replacement data stream section can be 
one of several different replacement data stream section, all 
allowing seamless decryption when inserted to replace the 
corresponding part of the same, single first data stream. 
0068 An embodiment includes obtaining a first data 
stream provided with a first stream of key messages synchro 
nised with the first data stream, such that, for each key period 
corresponding to a section of the first data stream, at least one 
key message carrying key information for obtaining the asso 
ciated key value coincides with a point in the first data stream 
preceding the section corresponding to that key period, 

0069 wherein the part of the first data stream replaced by 
the replacement data stream section commences at a transi 
tion point and at least a last of the first stream of key messages 
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coinciding with a point preceding the transition point carries 
key information for obtaining the key value associated with 
the certain key period, 
0070 further including forming the stream of key mes 
sages associated with the encrypted output data stream by 
removing from the first stream of key messages all key mes 
sages coinciding with the part of the first data stream replaced 
by the replacement data stream section. 
0071. This embodiment may be suitable for use in con 
junction with receivers configured to load the key information 
obtained from each key message as it arrives. It prevents such 
a receiver from loading a key that is applicable to the first data 
stream but not the encrypted output data stream provided to it. 
0072 An embodiment includes obtaining a first data 
stream provided with a first stream of key messages synchro 
nised with the first data stream, such that, for each key period 
corresponding to a section of the first data stream, at least one 
key message carrying key information for obtaining the asso 
ciated key value coincides with a point in the first data stream 
preceding the section corresponding to that key period, 
0.073 wherein the part of the first data stream replaced by 
the replacement data stream section commences at a transi 
tion point and wherein a further part of the section of the first 
data stream corresponding to the certain key period precedes 
the transition point. 
0074 This embodiment is a further alternative allowing 
the decrypting device to have the key value associated with 
the certain key period loaded when the replacement data 
stream section has been processed. It need merely retain the 
key value already loaded for the further part of the section 
corresponding to the certain key period that precedes the 
transition point. This embodiment is especially suitable for 
unencrypted replacement data stream sections. 
0075 According to another aspect of an example embodi 
ment, the system for providing an encrypted data stream is 
arranged to carry out a method of providing an encrypted data 
stream according to an example embodiment. 
0076. In an embodiment, the system includes a receiver 
for receiving the first data stream from a central head-end 
system through a first data link and a system for broadcasting 
the encrypted output data stream in Synchrony with the asso 
ciated stream of key messages to a plurality of receivers 
through a broadcast network. 
0.077 Such a system is adapted for broadcasting a first data 
stream, for example a national television broadcast signal, to 
a local market, for example by inserting replacement data 
stream sections corresponding to advertisements. 
0078. According to another aspect of an example embodi 
ment, there is provided a server, arranged to provide an 
encrypted output data stream in Synchrony with an associated 
stream of key messages in response to a request from a client 
system connected to the server through a network, wherein 
the server is configured to play out from a storage system an 
encrypted data stream and associated stream of key messages 
obtainable by executing a method of providing an encrypted 
data stream according to an example embodiment. 
0079 Such a server is especially suitable for implement 
ing a video-on-demand service for providing individual 
requesting clients with their own custom-encrypted copies of 
the same video. 
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0080 According to another aspect of an example embodi 
ment, the method of providing pre-encrypted data for assem 
bly into a customised data stream is characterised by provid 
ing a replacement key message stream section including at 
least one key message carrying key information for obtaining 
the key value associated with the certain key period. 

0081. Thus, the part of the first stream of data between the 
leading and trailing transition points can be replaced by a 
replacement data stream section with an associated key mes 
sage stream section, whilst still allowing a receiver of the thus 
obtained customised encrypted data stream to decrypt the 
stream seamlessly across the boundary between the replace 
ment data stream section and part of the original first data 
stream following the trailing transition point. 

0082 In an embodiment, the first stream of key messages 
is constructed such that, for each section of the first data 
stream corresponding to a key period, at least one key mes 
sage carrying key information for obtaining the key value 
associated with that key period is played out at a point coin 
ciding with a point in the first data stream preceding that 
section of the first data stream. 

0083. Thus, key cycling is implemented, thereby prevent 
ing unauthorised access by means of a relatively large amount 
of variation in key values. The decrypting device in an autho 
rised receiver is able to load each key value ahead of the 
section decryptable under it. 

0084. In an embodiment, each replacement data stream 
section includes an encrypted leading end part, decryptable 
under a key value associated with a key period corresponding 
to a section of the first data stream including a part immedi 
ately preceding the leading transition point, at least when 
concatenated with that part of the first data stream. 
0085. This makes it possible to insert an encrypted 
replacement data stream section and allow seamless decryp 
tion at the transition to the encrypted replacement data stream 
section. The decrypting device in the receiver can continue 
using the key obtained in the key message in the first key 
message Stream. 

0086. In an embodiment, each replacement data stream 
section includes an encrypted leading end part decryptable 
under a key value associated with a key period corresponding 
to a section of the first data stream of which at least a part 
commences at the leading transition point. 

0087 Thus the first stream of key messages need not be 
adapted to a particular replacement data stream section. 

0088. In an embodiment, each replacement data stream 
section is provided with at least a central part including at 
least one encrypted section decryptable only under a different 
key value than a corresponding section of the first data stream 
between the leading and trailing transition points. 

0089. Thus, variation between streams constructed on the 
basis of the first stream of data and a replacement data stream 
section is possible without substantially differentiating by 
means of the information content. 

0090. In an embodiment, each replacement data stream 
section is partitioned into a plurality of sections correspond 
ing to key periods, wherein at least Some of the sections 
corresponding to key periods include at least one data unit 
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decryptable only under a key value uniquely associated with 
the key period to which the section corresponds. 

0.091 Thus, the replacement data stream section is pro 
tected relatively well against cryptanalysis or so-called “con 
trol word piracy' whereby key values obtained from an autho 
rised receiver are distributed across networks. 

0092. In an embodiment, each replacement data stream 
section is provided with an associated replacement key mes 
sage stream section synchronised with it and constructed that, 
at least for each section of the replacement data stream section 
following a leading end part of the replacement data stream 
section and corresponding to a key period with which a key 
value is associated, the replacement key message stream sec 
tion includes at least one key message carrying key informa 
tion for obtaining the associated key value that is coincident 
with a point of the replacement data stream section preceding 
that section of the replacement data stream section. 
0093. Thus, decryption key values can be loaded into a 
decrypting device ahead of receiving the encrypted replace 
ment data stream section for which it is needed. 

0094. In an embodiment, each replacement data stream 
section includes an encrypted trailing end part, decryptable, 
at least when concatenated with at least a part of a section of 
the first data stream corresponding to a certain key period and 
following immediately upon the trailing transition point, 
under the key value associated with the certain key period. 

0.095 This allows one to replace also, if desired, a part of 
the first stream of data following the trailing transition point, 
without having to take account of all possible combinations of 
replacement data stream sections and following (replace 
ment) data stream sections. 

0096. In an embodiment, both the part of the first data 
stream between the leading and trailing transition points and 
at least one of the replacement data stream sections is pro 
vided with at least one embedded watermark unique to the 
first data stream and replacement data stream section con 
cerned, respectively. 

0097 Thus, by replacing the part of the first data stream 
between the leading and trailing transition points, a uniquely 
watermarked copy of encrypted content can be provided. This 
does not require decryption and re-encryption. 

0098. In an embodiment, at least the part of the first data 
stream between the leading and trailing transition points and 
each replacement data stream section are obtained by 
encrypting a clear data stream section using at least one of a 
different cipher and different key values for each replacement 
data stream section. 

0099 Thus pre-encrypted data is provided that can be 
assembled into differently encrypted copies of the same clear 
data. 

0100. In an embodiment, the key periods associated with a 
key value each constitute one of alternating odd and even key 
periods, wherein each data unit decryptable using a key value 
associated with an odd key period is provided with a first 
identifier and each data unit decryptable using a key value 
associated with an even key period is provided with a second 
identifier, different from the first identifier, wherein in the key 
messages, each set of key information for obtaining a key 
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value is provided with an identifier corresponding to one of 
the first and second identifiers. 

0101 Thus, key cycling is implemented, and it is also 
possible to provide each receiver provided with a decryption 
device with both the key value for a current key period and for 
a next key period. A receiver can start decryption halfway 
through a section corresponding to the current key period, just 
as soon as it has received a key message. 
0102) A variant includes providing at least one cue signal 
in Synchrony with the first data stream, 
0.103 wherein a first cue signal value is used to indicate a 
location in the first data stream associated with the leading 
transition point, 
0104 providing two candidate replacement key message 
stream sections, of which a first includes at least one key 
message carrying key information for obtaining a key value 
associated with an odd key period forming the certain key 
period, and of which a second includes at least one key mes 
sage carrying key information for obtaining a key value asso 
ciated with an even key period forming the certain key period, 
0105 choosing the first cue signal value from two values 
in dependence on the certain key period corresponding to an 
odd or an even key period. 
0106 Thus, insertion of a replacement data stream section 
before (part of) a section of the first data stream correspond 
ing to either an odd or an even key period is possible. Never 
theless, a randomly varying key value can be used. 
0.107 According to another aspect of an example embodi 
ment, there is provided a method of providing pre-encrypted 
data from a central server to a local server for assembly into a 
customised data stream, including 
0.108 providing a first data stream, partitioned into sec 
tions corresponding to key periods, each of a plurality of the 
key periods being associated with a respective value of a key, 
0.109 wherein each section corresponding to a key period 
associated with a value of the key includes at least one 
encrypted data unit decryptable using that associated key 
value, 
0110 providing a first stream of key messages, at least 
Some of which carry key information for obtaining at least 
one of the key values, 
0.111 wherein the first stream of key messages is synchro 
nised with the first data stream, 
0112 providing at least one cue signal in synchrony with 
the first data stream, whereintwo first cue signal values signal 
a leading transition point and a trailing transition point in the 
first stream, the local server being arranged to respond to the 
cue signal values by replacing a part of the first stream 
between the leading and trailing transition points by a 
replacement data stream section and to play out a resultant 
data stream in synchrony with forwarded parts of the first 
stream of key messages, the forwarding being interrupted for 
the duration of at least a first part of the replacement data 
stream section, 
0113 wherein a second cue signal value is provided 
between the two first cue signal values, the local server being 
arranged to resume the forwarding of the first stream of key 
messages in response to the second cue signal value. 
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0114. By providing at least one cue signal in synchrony 
with the first stream of data, wherein two first cue signal 
values signal a leading transition point and a trailing transi 
tion point in the first stream, the local server is made aware of 
the location within the encrypted first stream of data of a part 
for which it can insert a replacement data stream section. 
Because a second cue signal value is provided between the 
two first cue signal values to a local server arranged to resume 
the forwarding of the first stream of key messages in response 
to the second cue signal value, a recipient of the played out 
stream of data can load the appropriate key value before 
receiving the part of the first stream of data following the 
trailing transition point. 
0115 According to another aspect of an example embodi 
ment, there is provided a central head-end system, arranged to 
execute a method of providing pre-encrypted data according 
to an example embodiment. 
0116. According to another aspect of an example embodi 
ment, the computer program includes a set of instructions 
capable, when incorporated in a machine readable medium, 
of causing a system having information processing capabili 
ties to perform a method according to an example embodi 
ment. 

0117. A general outline of a system for implementation of 
the methods described herein is given in FIG. 1. A central 
head-end system 1 provides a first stream of data, partitioned 
into sections corresponding to key periods. 

0118. Two specific applications will be discussed in detail 
herein. In a first application, the same clear content data is 
pre-encrypted several times to form multiple, differently pre 
encrypted data streams. Sections from two or more of these 
pre-encrypted data streams are mixed to form a uniquely 
encrypted copy of the data stream. In a second application, the 
composition of a pre-encrypted content data stream is 
adapted to different final receivers. The final receivers corre 
spond to end-users, provided with a receiver appliance 
including a descrambler, as well as with an access token for 
providing control words in unencrypted form to the descram 
bler. The access tokens correspond to secure devices, such as 
a Smart card. Such a receiver system is known as such, and not 
discussed in further detail herein. 

0119). In the second application, the first stream of data 
corresponds to a stream of program content data, into which 
different stream sections corresponding to local advertise 
ments are inserted by first and second local head-end systems 
2.3, respectively. The first local head-end system 2 is con 
nected to a play-out system 4, from which a first encrypted 
output data stream is played out to first receivers 5. A second 
encrypted output data stream is played out to second receivers 
5 directly from the second local head-end system 3. 
0120 In the first application, the first stream of data cor 
responds to a stream of program content data. It is provided by 
the central head-end system to the first local head-end system. 
Duplicate sections, encrypted using different control word 
values and/or a different Scrambling algorithm, are provided 
therewith. The first local head-end system 2 substitutes one or 
more of the duplicate sections for the corresponding parts of 
the first stream of data, to generate an encrypted output data 
stream. This encrypted output data stream is provided to the 
play-out system 4. The play-out system 4 advantageously 
corresponds to a video-on-demand server in this application. 
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In this manner, each of the first receivers 5 can be provided 
with a uniquely encrypted copy of the same content data. The 
second local head-end system 2 need not be able to decrypt 
and re-encrypt the first stream of data received from the 
central head-end system 1 to achieve this effect. 
0121 The central head-end system 1 generates the first 
stream of data as a programme stream 7 as described, for 
example in international standard ISO/IEC 13818-1. Some 
aspects of the programme stream 7 are schematically illus 
trated in FIG.2. The programme stream 7 comprises MPEG-2 
Transport Stream (TS) packets 8, constituted by a header 9 
and a payload 10. 

0.122 The payloads 10 of at least selected TS packets 8 are 
at least partially encrypted in the local head-end system 1 to 
form scrambled data units. The headers 9 are left in the clear. 
The programme stream 7 can be thought of as partitioned into 
sections corresponding to control word periods 11-13. A dif 
ferent control word value is associated with each of the con 
trol word periods 11-13. The control word periods 11-13 
correspond to alternating odd control word periods 11.13 and 
even control word periods 12. Within each control word 
period 11-13, at least one packet payload 10 is encrypted 
under the control word value associated with that control 
word period. Sets of key information for obtaining control 
word values are carried in key messages known as Entitle 
ment Control Messages (ECMs). In the present example, it 
will be assumed that each ECM carries two symmetrically 
encrypted control word values, a first associated with an odd 
control word period and a second associated with an even 
control word period, with an identifier to distinguish between 
the two. 

0123 The full composition of the header 9 is described in 
international standard ISO/IEC 13818-1. A packet identifier 
(PID) field 14 contains a unique number used to identify 
elementary streams within the programme stream 7. In the 
following description, it will be assumed that key messages 
are embedded in the programme stream 7, in that they are 
carried in TS packets 8 identified by a unique PID value 
linked to the programme stream by means of a table, the 
programme map table, carried in the programme stream 7. In 
another embodiment, the programme stream 7 contains 
pointers to key messages in a sequence of key messages 
provided out of band, for example in Internet Protocol (IP) 
messages over the Internet. In another embodiment, a stream 
of ECMs is synchronised with the programme stream 7 by 
means of time stamps in the ECMs and in a Program Cock 
Reference (PCR) field 15 of the TS packets 8. Thus, both a 
stream of key messages associated with the programme 
stream 7 and the programme stream 7 itself are provided with 
common time base. This synchronisation information allows 
one of the first and second receivers 5.6 to time the processing 
of key messages relative to the data units within the pro 
gramme stream 7 that it receives. The same holds true for the 
first and second local head-end systems 2.3. 
0.124. A transport scrambling state control field 16 is two 
bits in size. A first combination of bits indicates that the 
payload 10 of the TS packet 8 has been scrambled using a 
control word value associated with an odd control word 
period. A second combination of bits indicates that the pay 
load 10 of the TS packet 8 has been scrambled using a control 
word value associated with an even control word period. 
Thus, sections of the programme stream 7 corresponding to 
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odd control word periods and those corresponding to even 
control word periods can be identified. Boundaries between 
Successive sections corresponding to Successive control word 
period can be identified by a change in the value of the 
transport scrambling state control field 16. 

0125 Referring to FIG. 3, a first stream 17 of pre-en 
crypted data is illustrated as a Succession of sections corre 
sponding to control word periods 18-22. Each of the control 
word periods 18-22 is associated with a respective control 
word value, and the control word periods constitute alternat 
ing even control word periods 18.20.22 and odd control word 
periods 19.21. Each section corresponding to a control word 
period 18-22 includes at least one MPEG-2 TS packet 8 of 
which the payload is decryptable using the control word value 
associated with that particular control word period. The first 
stream 17 of pre-encrypted data is provided with a first ECM 
stream 23, synchronised with the first stream 17 of pre-en 
crypted data in one of the ways discussed above with refer 
ence to FIG. 2. 

0126 The first ECM stream 23 is partitioned into sections 
corresponding to ECM periods 24-27. Each ECM carries two 
sets of key information for obtaining two Successive control 
words, as explained above. The composition of the ECMs 
changes at the start of each new ECM period 24-27. Thus, 
each ECM in a section corresponding to a first ECM period 24 
carries the encrypted control words associated with a Zeroth 
and first control word period 18.19 of the first stream 17 of 
pre-encrypted data. Each ECM in a section corresponding to 
a second ECM period 25 carries the encrypted control word 
values associated with a first control word period 19 and a 
second control word period 20, etc. Since the start of each 
ECM period coincides with an ECM, it can be seen from FIG. 
3 that, for each control word period 18-22, an ECM carrying 
the control word value associated with that control word 
period coincides with a point in a section of the first stream17 
corresponding to a preceding control word period. In that 
way, the control word value is available ahead of the section 
corresponding to the associated control word period. The 
value in the transport scrambling state control field 16 indi 
cates when the new control word value should first be used. 

0127. A second stream 28 of pre-encrypted data is parti 
tioned into sections corresponding to control word periods 
29-33. Each of the control word periods 29-33 is associated 
with a respective control word value, which differs for con 
secutive control word periods. The control word periods 
29-33 constitute alternating even control word periods 29.31, 
33 and odd control word periods 30.32. Each section corre 
sponding to a control word period 29-33 includes at least one 
MPEG-2 TS packet 8 of which the payload is decryptable 
using the control word value associated with that particular 
control word period. The second stream 28 of pre-encrypted 
data is provided with a second ECM stream 34 synchronised 
with the second stream 28 of pre-encrypted data in one of the 
ways discussed above with reference to FIG. 2. 
0128 Again, each ECM in a section corresponding to a 

first ECM period 35 carries the encrypted control words asso 
ciated with a zeroth and first control word periods 29.30 of the 
second stream 28 of pre-encrypted data. Each ECM in a 
section corresponding to a second ECM period 36 carries the 
encrypted control words associated with the first control word 
period 30 and a second control word period 31, etc. Thus, also 
for the second stream 28 of pre-encrypted data, an ECM 
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carrying the control word value associated with a particular 
control word period coincides with a point in a section of the 
second stream 28 of pre-encrypted data corresponding to a 
control word period preceding that particular control word 
period. 

0129. The central head-end system 1 generates the first 
stream 17 of pre-encrypted data and the second stream 28 of 
pre-encrypted data by Scrambling the same clear programme 
stream 7. It uses different control word values for packet 
payloads 10 in certain corresponding sections of the first 
stream17 and second stream 28 of pre-encrypted data. Alter 
natively or additionally, a different cipher may be used. Thus, 
the section of the first stream 17 corresponding to the zeroth 
control word period 18 is obtained on the basis of substan 
tially the same clear content data as the section of the second 
stream 28 corresponding to its zeroth control word period 29. 

0.130 Prior to encryption under the control word, one or 
more data units in a clear section corresponding to a control 
word period are provided with a watermark unique to the 
control word period and the stream 17.28 of pre-encrypted 
data. Thus, for example, a section of the first stream 17 cor 
responding to the second control word period 20 is obtained 
by providing a clear data stream section with a first watermark 
and then encrypting it under an associated first control word 
value. The corresponding section of the second stream 28 of 
pre-encrypted data, corresponding to the second control word 
period 31 in that stream, is obtained by providing the same 
clear data stream section with a second watermark, different 
from the first watermark, and then encrypting it under an 
associated second control word value, different from the first 
control word value. 

0.131. A customised pre-encrypted output data stream 39 
(FIG. 4) is generated in, for example, the first local head-end 
system 2. To this end, a replacement section is taken from the 
second stream 28 of pre-encrypted data and substituted for a 
corresponding part of the first stream 17 of pre-encrypted 
data. That part of the first stream 17 of pre-encrypted data is 
located between a leading transition point P and a trailing 
transition point P. 
0132) Respective sequences of cue signal values are pro 
vided in synchrony with the first and second streams 17.28 of 
pre-encrypted data. Particular cue signal values signal iden 
tify the location of the leading and trailing transition points 
P.P.. 
0.133 The TS packets 8 carrying the ECMs or pointers to 
particular ECMs of the first and second ECM streams 23.34 
are time-division multiplexed with the TS packets 8 of the 
first and second streams 17.28 of pre-encrypted data, respec 
tively. Thus, a part of the first ECM stream 23 coinciding with 
the part of the first stream 17 of pre-encrypted data between 
the leading and trailing transition points P, P is automati 
cally replaced by a corresponding part of the second ECM 
stream 34. 

0.134) From FIG.3 and the foregoing description, it will be 
apparent that the central section of the first stream 17, corre 
sponding to the second control word period 20 corresponds 
Substantially in information content, upon decryption under 
the associated control word value CW2A, to the section of the 
second stream 28 of pre-encrypted data corresponding to the 
second control word period 31 of the second stream 28 upon 
decryption under the associated control word value CW2B. 
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The two control word values CW2A and CW2B are different. 
The correspondence in information content signifies that both 
are based on the same clear data stream section, except for a 
watermark. The watermarks do not substantially alter the 
information content. 

0135 The sections corresponding to the second control 
word periods 20.31 are situated between sections correspond 
ing to the first control word periods 19.30 and third control 
word periods 21.32. The control word values associated with 
the first control word periods 19.30 of the first and second 
streams 17.28 of pre-encrypted data are the same. This is also 
true for the control word values associated with the third 
control word periods 21.32 of the first and second streams 
17.28 of pre-encrypted data. 
0136. The leading transition point P is situated at or after 
the transition from the section corresponding to the 0" control 
word period 18.29 to the first control word period 19.30. The 
trailing transition point P is situated at or after the transition 
from the section corresponding to the second control word 
period 20.31 to the third control word period 21.32. At least 
part of the section corresponding to the third control word 
period 21.32 follows upon the trailing transition point P. As 
a consequence, the section of the second ECM stream 34 that 
replaces part of the first ECM stream 23 also contains an ECM 
carrying key information for obtaining the control word CW3 
associated with the third control word period 21 in the first 
stream 17 of pre-encrypted data. 
0137 To give a relatively long time interval for loading a 
control word value, the first ECM of each ECM period coin 
cides with a point in the first or second stream 17.28 of 
pre-encrypted data Substantially in the middle of a section 
corresponding to a control word period. So as also to maxi 
mise the time available for loading the control word value 
CW3 associated with the third control word period 21.32, the 
leading and trailing transition points P.P. coincide with a 
transition between successive ECM periods in another 
embodiment (not shown). In any case, the trailing transition 
point P. precedes the transition to fourth ECM periods 22.33. 
A result of this is that a tail end part of the replacement data 
stream section from the second stream 28 of pre-encrypted 
data is encrypted Such that, at least when concatenated with a 
part of the section of the first stream 17 of pre-encrypted data 
corresponding to the third control word period 21, it is 
decryptable under the same control word value CW3. Con 
catenation may be a requirement in case a block cipher in 
chaining mode is used across a section corresponding to a 
control word period. 
0138 By the same token, the encrypted leading end part of 
the replacement data stream section is decryptable, at least 
when concatenated with the part of the first stream 17 of 
pre-encrypted data in the section corresponding to the first 
control word period 19 that precedes the leading transition 
point P under the same control word value CW1. The start of 
the first ECM period 24 in the first ECM stream 23 precedes 
this leading transition point P, so that seamless descrambling 
is made possible. 
0.139. Although the description of FIGS. 3 and 4 has been 
limited to replacement of only one part of the first stream 17 
of pre-encrypted data by a replacement section from the sec 
ond stream 28 of pre-encrypted data, it will be apparent that 
further transition points will in practice be provided. They 
each fall within a leading part of sections corresponding to 
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control word periods with which the same control word value 
has been associated for both the first and second stream17.28 
of pre-encrypted data. Thus, sections from the first and sec 
ond streams 17.28 of pre-encrypted data can be mixed to 
provide unique, customised pre-encrypted output data 
streams. The central parts of the replacement sections are 
only decryptable under different control word values. Conse 
quently, the customised pre-encrypted output data stream 39 
can only be descrambled by means of a unique sequence of 
control words. This deters control word piracy. More varia 
tion can be provided by providing a third and further streams 
of pre-encrypted data each with a section corresponding to 
the second control word period decryptable under a different 
control word value. However, an effect of the method outlined 
above is that only a few pre-encrypted streams of data are 
needed to generate many differently encrypted customised 
output streams. By adding watermarks, each decrypted copy 
can be traced back to the recipient of a particular customised 
pre-encrypted output data stream, since the multiplexing of 
sections from different pre-encrypted streams also results in a 
unique sequence of watermarks. 

0140. In the embodiments illustrated in FIGS. 5-12, simi 
lar methods are used to customise the content of data streams 
provided to the first and second receivers 5.6. These embodi 
ments correspond to the second implementation discussed 
above. As an example, it will be assumed that the central 
head-end system 1 provides a first programme stream 41 
(FIG. 5). The first local head-end system 2 replaces a part 
between a leading transition point P and a trailing transition 
point P by a first data stream section 42, corresponding to a 
first advertisement. The second local head-end system 3 
replaces the same part of the first programme stream 41 by a 
second data stream section 43, corresponding to a second 
advertisement. Thus, the first local head-end system 2 pro 
vides an encrypted output data stream 44 (FIG. 6) tailored to 
the first receivers 5, whilst the second local head-end system 
3 provides an encrypted output data stream tailored to the 
second receivers 6. 

0.141. The first programme stream 41 is partitioned into 
sections corresponding to control word periods 45-48. In the 
example, in each of sections corresponding to a Zeroth control 
word period 45, a first control word period 46, a second 
control word period 47 and a third control word period 48, at 
least one TS packet payload 10 is decryptable using a control 
word value uniquely associated with that control word period. 
In other words, the control word is cycled in the first pro 
gramme stream 41. 

0142. A first ECM stream 49 is provided in synchrony 
with the first programme stream 41 using any of the tech 
niques described above with regard to the programme stream 
7. For each control word period 45-48 a corresponding ECM 
period 50-53 commences at a point coinciding with a preced 
ing control word period. Thus, a first ECM period 50 com 
mences at a point substantially half-way through the 0" con 
trol word period 45, a second ECM period 51 commences at 
a point substantially half-way through the 1 control word 
period 46, etc. 

0.143 Each section of the first ECM stream 49 correspond 
ing to one of the ECM periods 50-53 commences with a first 
ECM carrying key information for obtaining a control word 
value for decrypting a TS packet payload 10 in a section of the 
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first programme stream 41 corresponding to a control word 
period following the section with which that first ECM coin 
cides. 

0144. As shown in FIG. 6, the encrypted output data 
stream 44 is synchronised to coincide with an output ECM 
stream 54. When one of the first data stream section 42 and 
second data stream section 43 is substituted for the part of the 
first programme stream 41 between the leading transition 
point P and trailing transition point P, an associated one of 
a first replacement ECM stream section 55 and a second 
replacement ECM stream section 56 is substituted for a cor 
responding part of the first ECM stream 49. 

0145. In a first variant, the first local head-end system 2 
submits the clear advertisement to the central head-end sys 
tem 1. It receives the first data stream section 42 in return, 
together with the ECMs in the first replacement ECM stream 
section 55. The return transmission may be effected online or 
by means of a data carrier. The local head-end system 2 then 
synchronises the first replacement ECM stream section 55 to 
coincide with the first data stream section 42 when playing 
out the encrypted output data stream. In another embodiment, 
the synchronisation is carried out at the central head-end 
system 1. The first local head-end system 2 obtains the first 
data stream section 42 synchronised to coincide with the first 
replacement ECM stream section 55 and inserts them into the 
encrypted output data stream 44 and associated first ECM 
stream 49, respectively, whilst playing them out to the first 
receivers 5 via the play-out system 4. 
0146 The first local head-end system 2 detects the loca 
tion of the leading and trailing transition points P. P. by 
detecting the occurrence of particular values of a cue signal 
that is provided in synchrony with the first programme stream 
41. 

0147 As illustrated in FIG. 5, each of the first and second 
replacement ECM stream sections 55.56 terminates with a 
final ECM period 57,58, respectively, corresponding to a 
series of one or more ECMs carrying key information for 
obtaining the control word value associated with the third 
control word period 48 corresponding to the section part 
immediately following the trailing transition point P in the 
first programme stream 41. Thus, seamless decryption of the 
encrypted output data stream 44 in the first receivers 5 is 
assured. 

0148. In an embodiment, the first local head-end system 2 
obtains two candidate replacement ECM stream sections, of 
which a first includes at least one ECM carrying key infor 
mation for obtaining a key value associated with an odd key 
period forming the third control word period 48, and of which 
a second includes at least one ECM carrying key information 
for obtaining a key value associated with an even key period 
forming the third control word period 48. The first replace 
ment ECM stream section 57 is selected from among the two 
candidate replacement ECM stream sections in dependence 
on which of two values is detected as the cue signal value used 
to locate the leading transition point P. 
0149. As is illustrated in FIG. 5, the advertisements are 
accessible only to the authorised receivers for which they are 
intended. This is because a central section in each of the first 
and second data stream sections 42.43, corresponding to 
respective second control word periods 59,60, includes at 
least one TS packet payload 10 decryptable using a control 
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word value that is associated with the second control word 
period 59.60 and that is different for the two control word 
periods 59,60. By contrast, an encrypted leading end part, 
corresponding to respective first control word periods 61,62 
is decryptable using the same control word value for each of 
the first and second replacement data stream sections 42.43. 
At least one ECM carrying the associated encrypted control 
word value is included in a section of the first ECM stream 49 
corresponding to the first ECM period 50. This ensures seam 
less decryption in the first receivers 5 upon transition to the 
first replacement data stream section 42 without having to 
leave part of the first replacement data stream section 42 in the 
clear. 

0150. In the embodiment illustrated in FIGS. 7 and 8, a 
first programme stream 63 is provided that is similar to the 
first programme stream 41 of FIG.5. A part between a leading 
and trailing transition point PPs is, however, not encrypted. 
That part is synchronised to coincide with a part of an asso 
ciated first ECM stream 64 that contains only “dummy 
ECMs. These are ECMs that do not contain any key infor 
mation. In another embodiment, there are no ECMs coincid 
ing with the part of the first programme stream 41 between the 
leading and trailing transition points PSP. 
0151. A first replacement data stream section 65 and sec 
ond replacement data stream section 66 are provided to the 
first and local head-end systems 2.3, respectively. These 
replacement data stream sections 65, 66 contain different 
advertisements, and are both unencrypted. They are each 
provided with at least one ECM for forming associated first 
and second replacement ECM stream sections 67,68, respec 
tively. 

0152 The first local head-end system 2 forms an 
encrypted output data stream 69 on the basis of the first 
programme stream 63 by inserting the first replacement data 
stream section 65 So as to replace a part of the first programme 
stream 63 between the leading and trailing transition points 
Ps, P. The associated first replacement ECM stream section 
67 is inserted into an output ECM stream 70 associated with, 
and provided in Synchrony with, the encrypted output data 
Stream 69. 

0153. The start of the first replacement ECM stream sec 
tion 67 in the output ECM stream coincides with a point 
preceding a section corresponding to a third control word 
period 71. This section follows immediately upon the trailing 
transition point P, and is thus present in both the first pro 
gramme stream 63 and the encrypted output data stream 69. 
The ECM carries the encrypted control word value associated 
with the third control word period 71. That control word value 
is different from the one associated with zeroth control word 
period 72, first control word period 73 and fourth control 
word period 74. 
0154) Within the first ECM stream 64, a section corre 
sponding to a first ECM period 75 includes ECMs carrying 
encrypted control word values associated with the zeroth and 
first control word periods 72.73. A part of a section corre 
sponding to a partial second ECM period 76 includes ECMs 
carrying only the encrypted control word value associated 
with the third control word period 71. A section correspond 
ing to a third ECM period 77 includes ECMs carrying 
encrypted control word values associated with the third and 
fourth control word periods 71.74. As in the other embodi 
ments, the third ECM period 77 commences at a point coin 
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ciding with the third control word period 71, in other words, 
preceding the fourth control word period 74. 
0.155) In another embodiment, illustrated in FIGS. 9.10, a 

first programme stream 78 is provided in synchrony with a 
first ECM stream 79. The illustrated part of the first pro 
gramme stream 78 is partitioned into sections corresponding 
to a zeroth control word period 80, first, second and third parts 
of a section corresponding to first, second and third parts 
81-83 of a first control word period, and a section correspond 
ing to a second control word period 84. At least one TS packet 
payload 10 in each of the first and third parts 81.83 of the first 
control word period is decryptable using a control word value 
associated with the first control word period. At least one TS 
packet payload 10 in each of the zeroth and second control 
word periods 80.84 is decryptable using different respective 
control word values, associated with the Zeroth and second 
control word periods, respectively. 
0156. A leading and trailing transition point P7, Ps are 
located within the first control word period; one at the tran 
sition from the first part 81 to the second part 82, and the other 
at the transition from the second part 82 to the third part 83. 
The part of the first programme stream 78 between the leading 
and trailing transition points PPs is replaced by one of a first 
and second replacement data stream section 85.86, depending 
on whether the replacement is carried out by the first local 
head-end system 2 or the second local head-end system3. The 
part of the first programme stream 78 that is replaced thus 
commences at the leading transition point P7, and the first part 
81 of the section corresponding to the 15 control word period 
precedes the leading transition point P7. 
0157 Each of the first and second replacement data stream 
sections 85.85 is unencrypted. In the illustrated embodiment, 
there is no replacement ECM stream section associated with 
either of the first and second replacement data stream sections 
85.86. Part of the first ECM stream 79 is thus replaced by an 
empty ECM stream section. In another embodiment, a 
replacement ECM stream section including only ECMs 
devoid of key information, i.e. “dummy ECMs, may be 
provided with each of the first and second replacement data 
stream sections 85.86. 

0158) A section of the first ECM stream 79 corresponding 
to a first ECM period 87 commences with a first ECM (not 
shown separately) coinciding with a point in the section of the 
first programme stream 78 corresponding to the Zeroth con 
trol word period 80. This point obviously precedes the third 
part 83 of the first control word period, which follows directly 
upon the trailing transition point Ps. Each of the ECMs 
included in the section of the first ECM stream 79 correspond 
ing to the first ECM period 87 carries encrypted key informa 
tion for obtaining the control word value associated with the 
first control word period. 
0159) An encrypted output data stream 88 (FIG. 10) 
formed by the first local head-end system 2 corresponds to the 
first programme stream 78, except for the first replacement 
data stream section 85, which has been inserted. An associ 
ated synchronised output ECM stream 89 corresponds to the 
first ECM stream 79, except for a part 90 of the first ECM 
period 87 coinciding with the second part 82 of the first 
control word period, which part 90 is not forwarded. From 
FIG. 10, it will be obvious that at least one ECM carrying the 
control word value associated with the first control word 
period coincides with a point in the encrypted output stream 
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88 preceding the first replacement data stream section 85. 
Since no other key information is provided concurrently with 
the part of the output ECM stream 89 coinciding with the first 
replacement data stream section 85, the first receivers 5 
always have the control word value associated with the 1 
control word period loaded into their decryption device by the 
time the third part 83 of the first control word period is 
presented for decryption. 

0.160 A second ECM period 91 commences at a point 
coinciding with a point in the third part 83 of the first control 
word period. Each ECM in the section of the first ECM stream 
79, and thus also in the output ECM stream 89, carries key 
information for obtaining the control word value associated 
with the second control word period 84. In this way, control 
word cycling is implemented to increase the Security of the 
encrypted output stream 88 without leading to interruptions 
in the first receivers 5 at the trailing transition point P during 
decryption. 

0161 In the embodiment illustrated in FIGS. 9 and 10, as 
in other embodiments, the positions of the leading and trailing 
transition points PPs may be derived from a cue signal 
provided in synchrony with the first programme stream 78. A 
transition to a particular cue signal value coincides with a 
point in the first programme stream 78 from which the first 
local head-end system 2 can derive the position of one of the 
leading and trailing transition points P7, Ps. 

0162 Referring to FIGS. 11 and 12, an embodiment is 
illustrated in which the second local head-end system 3 
replaces part of a first programme stream 92 situated between 
a leading transition point Po and a trailing transition point Po 
by a second replacement data stream section 93. The first 
local head-end system 2 does the same (not illustrated in 
detail) with a first replacement data stream section 94. The 
first programme stream 92 is provided to the first and second 
local head-end systems 2.3 by the central head-end system 1. 
0.163 The central head-end system 1 provides the first 
programme stream 92 in synchrony with a first ECM stream 
95. Synchronisation is again achieved using any of the meth 
ods outlined above with reference to the programme stream 7 
illustrated in FIG. 2. The central head-end system 1 provides 
also at least one cue signal in Synchrony with the first pro 
gramme stream 92. In one embodiment, the cue signal is 
provided in the shape of a sequence of flags in headers 9 of TS 
packets 8 included in the first programme stream 92. In 
another embodiment, the cue signal is provided as a separate 
physical signal via the same or a different network link 
between the central head-end system 1 and the first and sec 
ond local head-end systems 2.3. 
0164. The first programme stream 92 is partitioned into 
sections corresponding to control word periods 96-99. In the 
illustrated embodiment, a different control word value is 
associated with each of the control word periods 96-99, or at 
least with each of any two consecutive control word periods 
96-99. Within each section corresponding to one of the con 
trol word periods 96-99 at least one payload 10 of a TS packet 
8 is decryptable using the control word value associated with 
the control word period to which that section corresponds. 
0.165. The first ECM stream 95 is partitioned into sections 
corresponding to ECM periods 100-102. Each of the ECM 
periods 100-102 commences with an ECM carrying two 
encrypted control word values. Each section corresponding to 
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an ECM period 100-102 contains only copies of the ECM 
with which it commences and runs until the next ECM period 
commences with a different ECM. ECMs in a section of the 
first ECM stream 95 corresponding to a first ECM period 100 
carry the control word values associated with a Zeroth and a 
first control word period 96.97. ECMs in a section of the first 
ECM stream 95 corresponding to a second ECM period 101 
carry encrypted control word values associated with the first 
and a second control word period 97.98. ECMs in a section of 
the first ECM stream 95 corresponding to a third ECM period 
102 carry only an encrypted control word value associated 
with a third control word period 99. 
0166 The control word periods 96-99 correspond to alter 
nating odd control word periods 97.99 and even control word 
periods 96.98. Each ECM in the sections corresponding to the 
first and second ECM periods 100,101 of the first ECM 
stream 95 carry both a set of key information for obtaining a 
control word value associated with an odd control word 
period and a set of key information for obtaining a control 
word value associated with an even control word period. The 
value of the transport scrambling state control field 16 in the 
header 9 of each TS packet 8 having an encrypted payload 10 
in a particular section of the first programme stream 92 indi 
cates whether that section corresponds to an odd control word 
period or an even control word period. 

0167 The first replacement data stream section 93 is pro 
vided with a first replacement ECM stream section 103, just 
as the second replacement data stream section 94 is provided 
with a second replacement ECM stream section 104. The first 
replacement data stream section 93 is partitioned into sec 
tions corresponding to a first control word period 105 and a 
second control word period 106. Similarly, the second 
replacement data stream section 94 is partitioned into sec 
tions corresponding to a first control word period 107 and a 
second control word period 108. The first replacement ECM 
stream section 103 is partitioned into sections corresponding 
to a first ECM period 109 and a second ECM period 110. The 
second replacement ECM stream section 104 is also parti 
tioned into sections corresponding to a first ECM period 111 
and a second ECM period 112. 

0168 The second local head-end system 3 forms an 
encrypted output data stream 113 (FIG. 12), of which at least 
part corresponds to the first programme stream 92. To this 
end, sections corresponding to the first control word period97 
and second control word period 98 in the first programme 
stream 92 are replaced by corresponding sections forming the 
first control word period 107 and second control word period 
108 in the second replacement data stream section 93. These 
sections are situated between a leading and a trailing data 
stream transition point P.P. 
0169. The second local head-end system provides the 
encrypted output data stream 113 in synchrony with an output 
ECM stream 114. The output ECM stream 114 is formed by 
forwarding the section of the first ECM stream 95 corre 
sponding to the third ECM period 102, but suspending the 
forwarding of the first ECM stream 95 for the duration of the 
sections corresponding to the first and second ECM periods 
100,101. These sections are located between leading and 
trailing ECM stream transition points PP. Instead of for 
warding the part of the first ECM stream located between the 
leading and trailing ECM stream transition points P.P., the 
second replacement ECM stream section 104 is forwarded. 
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0170 In the illustrated embodiment, the central head-end 
system 1 includes first cue signal values in the cue signal 
provided in synchrony with the first programme stream 92. 
The second local head-end system is configured to respond to 
a first of the first cue signal values by Suspending the forward 
ing of the first programme stream 92 from the leading transi 
tion point Po onwards. The location of the leading transition 
point Po coincides with or lies at a pre-determined distance 
from a point in the first programme stream 92 coincident with 
the first of the first cue signal values. Upon detecting a second 
one of the first cue signal values, the second local head-end 
system 3 resumes the forwarding of the first programme 
stream 92 from the trailing transition point Po onwards. The 
location of the trailing transition point Po coincides with or 
lies at a pre-determined distance from a point in the first 
programme stream 92 coincident with the second of the two 
first cue signal values. 
0171 A second cue signal value is included in the cue 
signal in between the two first cue signal values that signal the 
leading and trailing transition points P.P..That second cue 
signal value coincides with or lies at a pre-determined dis 
tance before a point in the first programme stream 92 coinci 
dent with the trailing ECM stream transition point P. The 
second local head-end system3 resumes the forwarding of the 
first ECM stream from the trailing ECM stream transition 
point P, having first Switched to the second replacement 
ECM stream section 104. The play-out of the second replace 
ment ECM stream section 104 commences at the leading 
ECM stream transition point P. The location of the leading 
ECM stream transition point P is determined on the basis of 
another instance of the second cue signal value, which coin 
cides with a point in the first programme stream 92 preceding 
the leading transition point Po. In this way, it is assured that 
the control word value associated with the third control word 
period 99 is carried in encrypted form in at least one ECM in 
the third ECM period 102 that is coincident with the second 
control word period 108 of the second replacement data 
stream section 108 when the encrypted output data stream 
113 and the output ECM stream 114 are played out to the 
second receivers 6. Key cycling in the first programme stream 
92 in combination with subsequent insertion of the second 
replacement data stream section 93 is made possible without 
causing interruptions in the decryption process. 

0.172. The invention is not limited to the embodiments 
described above, but may be modified within the scope of the 
accompanying claims. For example, the point of insertion of 
the ECMs in the embodiment of FIG. 8 can be signalled also 
by a special cue signal value. The method of providing an 
encrypted data stream could also be carried out within one of 
the first receivers 5 or second receivers 6 on the basis of a first 
data stream and replacement data stream sections or second 
data stream received one of the first and second local head 
end systems 3.4 and play-out system 4. In Such an embodi 
ment, the customised encrypted output data stream is thus 
generated in the same receiver as the one in which it is 
decrypted. 

1. A method of providing an encrypted data stream, includ 
ing 

obtaining a first data stream, partitioned into sections cor 
responding to key periods, each of a plurality of the key 
periods being associated with a respective value of a key, 
wherein each section corresponding to a key period 
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associated with a value of the key includes at least one 
encrypted data unit decryptable using that associated 
key value, 

obtaining a sequence of key messages, at least some of 
which carry key information for obtaining at least one of 
the key values, 

obtaining a replacement data stream section, 
forming an encrypted output data stream, corresponding at 

least partially to the first data stream, by inserting the 
replacement data stream section so as to replace a cor 
responding part of the first data stream with a tail end of 
the replacement data stream section preceding at least 
part of a section of the first stream corresponding to a 
certain key period, and 

providing as output the encrypted output data stream in 
synchrony with an associated Stream of key messages, 
and 

including a key message carrying key information for 
obtaining the key value associated with the certain key 
period in the stream of key messages so as to coincide 
with a point of the encrypted output data stream preced 
ing the tail end of the replacement data stream section. 

2. A method according to claim 1, including 
obtaining a first data stream provided with a first stream of 

key messages in Synchrony with the first data stream, 
Such that, for each key period corresponding to a section of 

the first data stream, at least one key message carrying 
key information for obtaining the associated key value 
coincides with a point in the first data stream preceding 
the section corresponding to that key period, 

wherein the stream of key messages associated with the 
encrypted output data stream is formed by Substituting at 
least one replacement key message stream section for a 
corresponding part of the first stream of key messages. 

3. A method according to claim 2, wherein the first data 
stream is obtained in synchrony with a sequence of cue signal 
values, wherein a location of the corresponding part of the 
first stream of key messages within the first stream of key 
messages is determined on the basis of at least one point 
coinciding with a first cue signal value. 

4. A method according to claim 2, including obtaining the 
replacement data stream section synchronised with the 
replacement key message stream section and inserting them 
into the encrypted output data stream and associated stream 
of key messages, respectively. 

5. A method according to claim 1, wherein the first data 
stream is obtained in synchrony with a sequence of cue signal 
values, the method including 

detecting a second cue signal value and determining at least 
a position of a leading end of the part of the first data 
stream to be replaced by the replacement data stream 
section on the basis of a point of coincidence of the 
detected second cue signal value with the first data 
Stream. 

6. A method according to claim 5, including 
obtaining two candidate replacement key message stream 

sections, of which a first includes at least one key mes 
Sage carrying key information for obtaining a key value 
associated with an odd key period forming the certain 
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key period, and of which a second includes at least one 
key message carrying key information for obtaining a 
key value associated with an even key period forming 
the certain key period, 

selecting a replacement key message stream section from 
the two candidate replacement key message stream sec 
tions in dependence on which of two values is detected 
as the second cue signal value, and 

forming the stream of key messages associated with the 
encrypted output data stream by inserting the selected 
replacement key message stream section. 

7. A method according to claim 4, wherein the replacement 
key message stream section includes at least one key message 
carrying key information for obtaining the key value associ 
ated with the certain key period, and 

wherein the obtained replacement data stream section has 
a tail end part encrypted Such that, at least when concat 
enated with the part of the section of the first data stream 
corresponding to the certain key period, it is decryptable 
under the key value associated with the certain key 
period. 

8. A method according to claim 1, wherein at least a central 
part of the replacement data stream section includes one or 
several adjoining sections corresponding to key periods, at 
least one of the key periods being associated with a respective 
value of a key, wherein each section corresponding to a key 
period associated with a value of the key includes at least one 
encrypted data unit decryptable using the associated key 
value and corresponds Substantially in information content, 
upon decryption under the associated key value, to a corre 
sponding section of the part of the first data stream replaced 
by the replacement data stream section upon decryption 
thereof under a different key value. 

9. A method according to claim 1, including 
obtaining a first data stream provided with a first stream of 

key messages in Synchrony with the first data stream, 
Such that, for each key period corresponding to a section 
of the first data stream, at least one key message carrying 
key information for obtaining the associated key value 
coincides with a point in the first data stream preceding 
the section corresponding to that key period, 

forming the stream of key messages associated with the 
encrypted output data stream by replacing a part of the 
first stream of key messages coincident with the replaced 
part of the first data stream, 

replacing the corresponding part of the first data stream by 
the replacement section Such that at least one key mes 
Sage carrying key information for obtaining a key asso 
ciated with a key period following the certain key period 
in the first data stream coincides with a point in the at 
least part of the section of the first data stream corre 
sponding to the certain key period. 

10. A method according to claim 1, including 
obtaining a first data stream provided with a first stream of 

key messages synchronised with the first data stream, 
Such that, for each key period corresponding to a section 
of the first data stream, at least one key message carrying 
key information for obtaining the associated key value 
coincides with a point in the first data stream preceding 
the section corresponding to that key period, 
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obtaining a replacement data stream section synchronised 
to coincide with a replacement key message stream sec 
tion, 

forming the encrypted output data stream and its associated 
stream of key messages by Substituting the replacement 
data stream section and coincident data stream section 
for the corresponding part of the first data stream and 
coincident part of the first stream of key messages, 
respectively. Such that an encrypted leading end part of 
the replacement data stream section is decryptable, at 
least when concatenated with a part from the first data 
stream terminated at a transition point upon which the 
replacement data stream section follows in the 
encrypted output data stream, under a key value for 
which key information is carried in at least a last key 
message in the first key message stream that is coinci 
dent with a point preceding the transition point. 

11. A method according to claim 10, wherein the part from 
the first data stream terminated at the transition point and the 
leading end part of the replacement data stream section are 
decryptable under the same key value, at least when concat 
enated. 

12. A method according to claim 1, including 
obtaining a first data stream provided with a first stream of 

key messages synchronised with the first data stream, 
Such that, for each key period corresponding to a section 
of the first data stream, at least one key message carrying 
key information for obtaining the associated key value 
coincides with a point in the first data stream preceding 
the section corresponding to that key period, 

wherein the part of the first data stream replaced by the 
replacement data stream section commences at a transi 
tion point and at least a last of the first stream of key 
messages coinciding with a point preceding the transi 
tion point carries key information for obtaining the key 
value associated with the certain key period, 

further including forming the stream of key messages asso 
ciated with the encrypted output data stream by remov 
ing from the first stream of key messages all key mes 
Sages coinciding with the part of the first data stream 
replaced by the replacement data stream section. 

13. A method according to claim 1, including 
obtaining a first data stream provided with a first stream of 

key messages synchronised with the first data stream, 
Such that, for each key period corresponding to a section 
of the first data stream, at least one key message carrying 
key information for obtaining the associated key value 
coincides with a point in the first data stream preceding 
the section corresponding to that key period 

wherein the part of the first data stream replaced by the 
replacement data stream section commences at a transi 
tion point and wherein a further part of the section of the 
first data stream corresponding to the certain key period 
precedes the transition point. 

14. System for providing an encrypted data stream, 
arranged to carry out a method according to claim 1. 

15. System according to claim 14, including a receiver for 
receiving the first data stream from a central head-end system 
through a first data link and a system for broadcasting the 
encrypted output data stream in Synchrony with the associ 
ated stream of key messages to a plurality of receivers through 
a broadcast network. 
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16. Server, arranged to provide an encrypted output data 
stream in Synchrony with an associated stream of key mes 
sages in response to a request from a client system connected 
to the server through a network, wherein the server is config 
ured to play out from a storage system an encrypted data 
stream and associated stream of key messages obtainable by 
executing a method according to claim 1. 

17. A method of providing pre-encrypted data for assembly 
into a customised data stream, including 

providing a first data stream, partitioned into sections cor 
responding to key periods, each of a plurality of the key 
periods being associated with a respective value of a key, 

wherein each section corresponding to a key period asso 
ciated with a value of the key includes at least one 
encrypted data unit decryptable using that associated 
key value, 

providing a first stream of key messages, at least Some of 
which carry key information for obtaining at least one of 
the key values, synchronised with the first data stream, 
and 

providing a replacement data stream section for replacing a 
corresponding part of the first data stream between a 
leading transition point and a trailing transition point, 
Such that at least part of a section corresponding to a 
certain key period follows upon the trailing transition 
point, and 

providing a replacement key message stream section for 
replacing a part of the first stream of key messages 
coinciding with the part of the first data stream between 
the leading and trailing transition points, and 

providing a replacement key message stream section 
including at least one key message carrying key infor 
mation for obtaining the key value associated with the 
certain key period. 

18. A method according to claim 17, wherein the first 
stream of key messages is constructed Such that, for each 
section of the first data stream corresponding to a key period, 
at least one key message carrying key information for obtain 
ing the key value associated with that key period is played out 
at a point coinciding with a point in the first data stream 
preceding that section of the first data stream. 

19. A method according to claim 18, wherein each replace 
ment data stream section includes an encrypted leading end 
part, decryptable under a key value associated with a key 
period corresponding to a section of the first data stream 
including a part immediately preceding the leading transition 
point, at least when concatenated with that part of the first data 
Stream. 

20. A method according to claim 18, wherein each replace 
ment data stream section includes an encrypted leading end 
part decryptable under a key value associated with a key 
period corresponding to a section of the first data stream of 
which at least a part commences at the leading transition 
point. 

21. A method according to claim 17, wherein each replace 
ment data stream section is provided with at least a central 
part including at least one encrypted section decryptable only 
under a different key value than a corresponding section of the 
first data stream between the leading and trailing transition 
points. 
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22. A method according to claim 17, wherein each replace 
ment data stream section is partitioned into a plurality of 
sections corresponding to key periods, wherein at least some 
of the sections corresponding to key periods include at least 
one data unit decryptable only under a key value uniquely 
associated with the key period to which the section corre 
sponds. 

23. A method according to claim 22, wherein each replace 
ment data stream section is provided with an associated 
replacement key message stream section synchronised with it 
and constructed that, at least for each section of the replace 
ment data stream section following a leading end part of the 
replacement data stream section and corresponding to a key 
period with which a key value is associated, the replacement 
key message stream section includes at least one key message 
carrying key information for obtaining the associated key 
value that is coincident with a point of the replacement data 
stream section preceding that section of the replacement data 
stream section. 

24. A method according to claim 17, wherein each replace 
ment data stream section includes an encrypted trailing end 
part, decryptable, at least when concatenated with at least a 
part of a section of the first data stream corresponding to a 
certain key period and following immediately upon the trail 
ing transition point, under the key value associated with the 
certain key period 

25. A method according to claim 17, wherein both the part 
of the first data stream between the leading and trailing tran 
sition points and at least one of the replacement data stream 
sections is provided with at least one embedded watermark 
unique to the first data stream and replacement data stream 
section concerned, respectively. 

26. A method according to claim 17, wherein at least the 
part of the first data stream between the leading and trailing 
transition points and each replacement data stream section are 
obtained by encrypting a clear data stream section using at 
least one of a different cipher and different key values for each 
replacement data stream section. 

27. A method according to claim 17, wherein the key 
periods associated with a key value each constitute one of 
alternating odd and even key periods, wherein each data unit 
decryptable using a key value associated with an odd key 
period is provided with a first identifier and each data unit 
decryptable using a key value associated with an even key 
period is provided with a second identifier, different from the 
first identifier, wherein in the key messages, each set of key 
information for obtaining a key value is provided with an 
identifier corresponding to one of the first and second identi 
fiers. 

28. A method according to claim 27, including 

providing at least one cue signal in synchrony with the first 
data stream, 
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wherein a first cue signal value is used to indicate a location 
in the first data stream associated with the leading tran 
sition point, 

providing two candidate replacement key message stream 
sections, of which a first includes at least one key mes 
Sage carrying key information for obtaining a key value 
associated with an odd key period forming the certain 
key period, and of which a second includes at least one 
key message carrying key information for obtaining a 
key value associated with an even key period forming 
the certain key period, 

choosing the first cue signal value from two values in 
dependence on the certain key period corresponding to 
an odd or an even key period. 

29. A method of providing pre-encrypted data from a cen 
tral server to a local server for assembly into a customised 
data stream, including 

providing a first data stream, partitioned into sections cor 
responding to key periods, each of a plurality of the key 
periods being associated with a respective value of a key, 

wherein each section corresponding to a key period asso 
ciated with a value of the key includes at least one 
encrypted data unit decryptable using that associated 
key value, 

providing a first stream of key messages, at least Some of 
which carry key information for obtaining at least one of 
the key values, 

wherein the first stream of key messages is synchronised 
with the first data stream, 

providing at least one cue signal in Synchrony with the first 
data stream, wherein two first cue signal values signal a 
leading transition point and a trailing transition point in 
the first stream, the local server being arranged to 
respond to the cue signal values by replacing apart of the 
first stream between the leading and trailing transition 
points by a replacement data stream section and to play 
out a resultant data stream in synchrony with forwarded 
parts of the first stream of key messages, the forwarding 
being interrupted for the duration of at least a first part of 
the replacement data stream section, 

wherein a second cue signal value is provided between the 
two first cue signal values, the local server being 
arranged to resume the forwarding of the first stream of 
key messages in response to the second cue signal value. 

30. A central head-end system, arranged to execute a 
method according to claim 17. 

31. A computer program including a set of instructions 
capable, when incorporated in a machine readable medium, 
of causing a system having information processing capabili 
ties to perform a method according to claim 1. 
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