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(57) Abstract: Provided are a system, memory con-
troller, and method for using counters and a table to
protect data in a storage device. Upon initiating op -
erations to modify a file in the storage device, a
storage write counter is incremented in response to
initiating the operations to modify the file. In re-
sponse to incrementing the storage write counter,
write table operations are initiated including setting
a table write counter to a storage write counter and
setting a table commit counter to the storage com-
mit counter plus a value. The operation to modify
the file in response to completing the write table op-
erations. The system commit counter is incremented
by the value in response to completing the opera-
tion to modity the file.
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USING COUNTERS AND A TABLE TO PROTECT DATA IN A STORAGE
DEVICE

TECHNICAL FIELD
[0001] Embodiments described herein generally relate to protecting data in a
storage device and managing failure recovery to protect data stored in non-volatile

storage devices.

BACKGROUND
[0002] A secure execution environment may utilize a monotonic counter to
protect against replay attacks. For monotonic counters whose values are
incremented, once the count value changes to a higher number, it should not
subsequently exhibit a lower value.
[0003] It is an important feature of a monotonic counter that it maintains its
value across power cycle events so that a replay attack that results in a power
cycle event may not alter the monotonic counter.
[0004] There is a need in the art for improved techniques for maintaining

monotonic counters to protect from replay attacks.

BRIEF DESCRIPTION OF THE DRAWINGS
[0005] Embodiments are described by way of example, with reference to the
accompanying drawings, which are not drawn to scale, in which like reference
numerals refer to similar elements.
[0006] FIG. 1 illustrates an embodiment of a storage device.
[0007] FIG. 2 illustrates an embodiment of a table used to protect from replay
attacks.
[0008] FIG. 3 illustrates an embodiment of a file entry in the table of FIG. 2.
[0009] FIG. 4 illustrates an embodiment of operations to modify a protected file
in the storage device.
[0010] FIG. 5 illustrates an embodiment of operations to perform a power-on

event sequence to recover from a power failure.
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[0011] FIG. 6 illustrates an embodiment of table write operations performed
during the operations to modify a file.

[0012] FIG. 7 illustrates an embodiment of set error state operations to perform
during a failure recovery.

[0013] FIG. 8 illustrates a system in which the storage device of claim 1 may be
deployed.

DESCRIPTION OF EMBODIMENTS
[0014] For current Serial Peripheral Interface (SPI) flash devices, it is not
possible to guarantee that when modifying protected data that the operations of
writing the data and writing the incremented monotonic counter are indivisible or
atomic operations. In current devices, if there is a power failure or other error that
occurs, then the operations of the data write and or monotonic counter update may
not occur indivisibly.
[0015] Described embodiments provide two monotonic counters to track a write
to protected data, including a write counter incremented before a write to an anti-
replay table and a commit counter incremented after the data is written. At most
times these two counters have the same value. When a new replay protected data
operation is performed, the write counter may be incremented first, then the anti-
replay table updated, and the commit counter incremented next. If there is no
failure during these three operations, then the two counters have the same value.
[0016] If there is a power failure between any of the above operations, a recovery
operation is performed when the two monotonic counters are mismatched. Ifit is
determined that the failure occurred within the context of the file modification
operations, then the counters may be set to values as if the write that was
occurring during the failure did not occur. If it cannot be determined using the
two counters that the failure occurred within the flow of file modification
operations, then all the counters and table are reset because of the potential for a
replay attack having resulted in a condition where the failure cannot be placed

within the flow of the file modification operations.
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[0017] In the following description, numerous specific details such as logic
implementations, opcodes, means to specify operands, resource
partitioning/sharing/duplication implementations, types and interrelationships of
system components, and logic partitioning/integration choices are set forth in
order to provide a more thorough understanding of the present invention. It will
be appreciated, however, by one skilled in the art that the invention may be
practiced without such specific details. In other instances, control structures, gate
level circuits and full software instruction sequences have not been shown in
detail in order not to obscure the invention. Those of ordinary skill in the art, with
the included descriptions, will be able to implement appropriate functionality
without undue experimentation.

2% ¢

[0018] References in the specification to “one embodiment,” “an embodiment,”
“an example embodiment,” etc., indicate that the embodiment described may
include a particular feature, structure, or characteristic, but every embodiment

may not necessarily include the particular feature, structure, or characteristic.
Moreover, such phrases are not necessarily referring to the same embodiment.
Certain embodiments relate to storage devices electronic assemblies.
Embodiments include both devices and methods for forming electronic assemblies.
[0019] FIG. 1 illustrates an embodiment of a storage device 100 including a non-
volatile memory controller 102 to perform read, write and failure recovery
operations with respect to a memory storage array 104. The storage device 100
may comprise a flash device, an SPI flash device, a solid state storage drive (SSD),
a flash controller and flash device (e.g., NAND or NOR), and other read/write
storage type devices, such as a memory device, disk drive, etc.

[0020] The memory storage array 104 may comprise electrically erasable and
non-volatile memory cells, such as flash storage devices. For instance, the
memory storage array 104 may comprise NAND dies of memory cells. In one
embodiment, the NAND dies may comprise a multilevel cell (MLC) NAND flash
memory that in each cell records two bit values, a lower bit value and an upper bit
value. Alternatively, the NAND dies may comprise single level cell (SLC)

memories. The storage array 104 may also comprise, but is not limited to, MLC
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NAND flash memory, ferroelectric random-access memory (FeTRAM),
nanowire-based non-volatile memory, three-dimensional (3D) crosspoint memory
such as phase change memory (PCM), memory that incorporates memristor
technology, Magnetoresistive random-access memory (MRAM), Spin Transfer
Torque (STT)-MRAM, a single level cell (SLC) Flash memory and other
electrically erasable programmable read only memory (EEPROM) type devices.
[0021] The controller 102 includes a security engine 106 to protect certain system
data maintained in a table 200 having information to protect files indicated in the
table against attacks, such as anti-replay attacks. The table 200 includes entries
for files that are to be protected against anti-replay attacks. To protect the files
identified in the table 200, the security engine 106 maintains a storage write
counter 108 incremented when a modification of a file indicated in the table 200 is
completed. A file modification operation may comprise an operation to update,
create or delete a file. The security engine 106 uses a protected real time clock
112, not accessible to any external hosts, to provide a clock time to use during
data protection operations. The counters 108, 110 may be considered as
monotonic counters used to protect against replay attacks. The counters 108,
110 and table 200 may be implemented in the storage device 100, such as in the
hardware of the controller 102 and/or the storage array 104, or a component
external to the storage device 100, such as an interface component.

[0022] FIG. 2 illustrates an embodiment of the anti-replay table 200 as including
a security header 202; a table write counter 204; a table commit counter 206;
accumulated credits 208 to determine whether writes may proceed to the table
200; a modified file name 210 of a file being modified; a modification operation
212 indicating a modify operation being performed on the file 210; a pre-
modification file write counter 214 indicating a file 210 write counter before the
current modification operation; a table time last modified 216 indicating the
protected real time clock 112 value when the table 200 was last modified; a table
operation status 218 indicating whether the last operation has an error state after
performing a power event routine of FIG. 5; and file entries 300 providing an

entry for each protected file in the storage 104.
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[0023] FIG. 3 illustrates an embodiment of an instance of a file entry 300; for one
protected file, which includes the file name 302, a file write counter 304
comprising the storage write counter 108 value when the file is updated, and a file
time last modified 306 indicating the real time clock 112 value when the file was
last modified.

[0024] FIG. 4 illustrates an embodiment of operations performed by the security
engine 106 to initiate an operation to modify a protected file in the storage 104 for
which information is maintained in the table 200. If (at block 401) the number of
accumulated credits 208 for the table 200 is sufficient for the requested
modification operations to be performed with respect to the table 200, then control
proceeds to block 402 to continue processing the modification, otherwise fail is
returned (at block 403) to the modification request. If (at block 401) there are
sufficient number of credits 208, then the storage write counter 108 is incremented
(at block 402) and a series of write table operation 404 are initiated. In one
embodiment, all the write table operations 404-408 must successfully complete in
order for the write table operations to complete, i.c., they comprise an atomic
operation. If one of the operations 404-408 fails to complete, then all the
operations fail.

[0025] As part of the write table operations 404, the security engine 106 sets (at
block 405) the table write counter 204 to the storage write counter 108 and sets (at
block 406) the table commit counter 208 to the storage commit counter 210 plus a
value, such as one. A credit adjustment is determined (at block 407) based on a
time the table was last modified 216 and the accumulated credits 208 for the table
are updated (at block 408) by the determined adjustment. In one embodiment the
credit adjustment may comprise a difference of the current time as indicated by
the clock 112 minus the table time last modified 216 and that difference
multiplied by credit adjustment rate, which indicates a rate at which an additional
credit are assigned per unit of time if no updates are received during that unit of
time.

[0026] If all the operations 405-408 complete successfully, then the security
engine 106 performs an operation (at block 409) to modify the file if the write
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table operations 405 are completed. If the write table operations 405 are not all
completed, then the write would fail. The storage commit counter 110 is
incremented (at block 410) by the value, e.g., one, in response to completing the
operation to modify the file.

[0027] FIG. 5 illustrates operations the security engine 106 performs upon the
storage device 100 experiencing a power-on event. Upon initiating (at block 500)
the power-on event sequence, the security engine 106 determines (at block 501)
whether the table write 204 and commit 206 counters are equal to the storage
write 108 and commit 110 counters,

respectively If (at block 501) they are equal, then writes to the protected files
indicated in the table 200 may proceed (at block 502). If they are not equal, then a
recovery operation needs to be performed at the following operations from block
503 to determine where the failure occurred in the file modification process flow.
[0028] At block 503, the security engine 106 determines whether the failure
occurred after incrementing the storage write counter 108 without completing the
write table operations 404. The determination that the failure occurred after
incrementing the storage write counter 108 and before completing the write table
operations 404 may be determined when the table write counter 204 is equal to the
storage write counter 108 less the value, e.g., one, and the table commit counter
206 1s equal to the storage commit counter 110.

[0029] If (at block 503) the failure did not occur after incrementing the storage
write counter 108 without completing write table operations 403, then a
determination is made (at block 504) whether the failure occurred after
completing the write table operations 404 and before completing the file
modification at blocks 409 and 410. The determination that the failure occurred
after completing the write table operations 404 and before committing the write at
blocks 409 and 410 during a current failure or previous failure may be determined
when the table commit counter 206 is equal to the storage commit 110 counter
plus the value, e.g., one, and either (1) the table write counter 204 is equal to the
storage write counter 108 or (2) the table write counter 204 is equal to the storage

write counter 108 less the value, e.g., one.
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[0030] If (at block 504) the failure did not occur between completing the write
table operations 404 and committing the write at block 410, then that is not a valid
combination and control proceeds to block 505 to reset all the storage counters
108, 110 and the entire table 200 because of the possibility the failure and
recovery could have been triggered by a replay attempt.

[0031] If (at block 504) the failure did occur between completing the write table
operations 404 and committing the write at block 410, then a determination is
made (at block 506) whether the failure occurred before completing the set error
state operations at block 509 during a previous failure. The determination that
the failure occurred while trying to perform the set error state operations 509 may
be determined when determining that the modified file name 210 is null, which
would be set if the set error state operations 509 succeeded. If (from the no block
at block 506) the failure occurred after the set error state operations 509
completed, then the security manager 106 determines (at block 507) whether the
file modification operation at block 409 in fact completed. This determination
may be made by confirming whether the write counter or monotonic counter
written with the file to the storage 104 matches the file write counter 304
maintained for the file entry 300; for the file being modified, which in certain
embodiments matches if the file was written successfully.

[0032] If (at block 507) the file modify operation did not complete, then the
security manager 106 sets (at block 508) the file write counter 304 in the entry
300; for the file to modify to a previous version of the file write counter 214 for
the file to modify, to return the file write counter 304 to the value before the failed
update.

[0033] From the yes branch of block 503, the no branch of block 504, the yes
branch of block 506, the yes branch of block 507, and block 508 control proceeds
to block 509 to reinitialize counters and information. At block 509, the security
manager 106 performs set error state operations, including setting the table write
204 and commit 206 counters to the storage write 108 and commit counters 110,
respectively. The set error state operations may comprise atomic operations, such

that they all must complete for them to complete, else they fail if one of the set
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error state operations does not complete. After completing the set error state
operations, the security manager 106 increments (at block 510) the storage write
counter 108 and increments (at block 511) the storage commit counter 110. The
table commit counter 206 is set (at block 512) to the storage commit counter 206
plus a value, e.g., one. After block 512, the storage and table counters have been
reinitialized to recover from a failure if one occurred during the flow of the
operations of FIG. 4.

[0034] FIG. 6 illustrates a further embodiment of the write table operations of
block 404 in FIG. 4 performed by the security engine 106, which may comprise
atomic operations. Upon initiating (at block 600) the write table operations, the
security manager 106 sets (at block 601) the table write counter 204 to the storage
write counter 108, sets (at block 602) the table commit counter 206 to the storage
commit counter 110, sets (at block 603) the file write counter 304 for the file
indicated at field 210 in the table 210 to the storage write counter 108, and saves
the file write counter 304 as the pre-modification file write counter 214. The
security engine 106 further sets (at block 605) file operation parameters for the
file that was being modified when the failure resulting in the recovery occurred,
such as setting the modified file name 210 to the name of the file being modified,
the modification operation type 212, e.g., create, delete, update, NULL, ,
modification type, and table operation status 218 to success. The credits 208 are
adjusted (at block 606) based on the table time last modified 210, the current time
according to the clock 112, and a credit adjustment rate that may be specified by
the storage device 100 manufacturer. In one embodiment the credit adjustment
may be calculated by determining a difference of the current clock 112 time and
the table time last modified 216, and multiply that difference by the credit
adjustment rate, which specifies a credits to add for a unit of time. The table time
last modified 216 is set (at block 607) to the current time according to the
protected real time clock 112 value.

[0035] FIG. 7 illustrates an embodiment of the set error state operations at block
509 in FIG. 5 performed by the security engine 106, which may comprise atomic

operations, where all operations must complete in order for the set error state
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operations to complete. Upon initiating (at block 700) the set error state
operations, the security engine 106 sets (at block 701) the table write counter 204
to the storage write counter 108, sets (at block 702) the table commit counter 206
to the storage commit counter 110, and sets (at block 703) the modified file name
210 to NULL. The table operation status 218 is set (at block 704) to failed. The
accumulated credits 208 are adjusted (at block 705) by the number of operations
required to perform the table write operations.

[0036] FIG. § illustrates an embodiment of a system 800 in which a non-volatile
storage device 802, such as storage device 100 of FIG. 1, may be deployed. The
system includes a processor 804 that communicates over a bus 806 with a volatile
memory device 808 in which programs, operands and parameters being executed
are cached and the non-volatile storage device 802, in which data and programs
may be stored. The processor 800 may also communicate with Input/Output (I/O)
devices 810a, 810b, which may comprise input devices, display devices, graphics
cards, ports, network interfaces, etc. The non-volatile storage device 802 may be
mounted to the system enclosure 800, such as in a storage drive bay, or connected
to the system 800 through a port interface or over the network.

[0037] It should be appreciated that reference throughout this specification to
“one embodiment” or “an embodiment” means that a particular feature, structure
or characteristic described in connection with the embodiment is included in at
least one embodiment of the present invention. Therefore, it is emphasized and
should be appreciated that two or more references to “an embodiment” or “one
embodiment” or “an alternative embodiment” in various portions of this
specification are not necessarily all referring to the same embodiment.
Furthermore, the particular features, structures or characteristics may be combined
as suitable in one or more embodiments of the invention.

[0038] Similarly, it should be appreciated that in the foregoing description of
embodiments of the invention, various features are sometimes grouped together in
a single embodiment, figure, or description thereof for the purpose of streamlining
the disclosure aiding in the understanding of one or more of the various inventive

aspects. This method of disclosure, however, is not to be interpreted as reflecting
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an intention that the claimed subject matter requires more features than are
expressly recited in each claim. Rather, as the following claims reflect, inventive
aspects lie in less than all features of a single foregoing disclosed embodiment.
Thus, the claims following the detailed description are hereby expressly
incorporated into this detailed description.

[0039] The described operations of the security engine 106 may be implemented
as a method, apparatus or computer readable storage medium using standard
programming and/or engineering techniques to produce software, firmware,
hardware, or any combination thereof. The described operations may be
implemented as code or logic maintained in a “computer readable storage
medium”, which may directly execute the functions or where a processor may
read and execute the code from the computer storage readable medium. The
computer readable storage medium includes at least one of electronic circuitry,
storage materials, inorganic materials, organic materials, biological materials, a
casing, a housing, a coating, and hardware. A computer readable storage medium
may comprise, but is not limited to, a magnetic storage medium (e.g., hard disk
drives, floppy disks, tape, etc.), optical storage (CD-ROMs, DVDs, optical disks,
etc.), volatile and non-volatile memory devices (e.g., EEPROMs, ROMs, PROMs,
RAMs, DRAMs, SRAMs, Flash Memory, firmware, programmable logic, etc.),
Solid State Devices (SSD), etc. The computer readable storage medium may
further comprise digital logic implemented in a hardware device (e.g., an
integrated circuit chip, a programmable logic device, a Programmable Gate Array
(PGA), field-programmable gate array (FPGA), Application Specific Integrated
Circuit (ASIC), etc.). Still further, the code implementing the described
operations may be implemented in “transmission signals”, where transmission
signals may propagate through space or through a transmission media, such as an
optical fiber, copper wire, etc. The transmission signals in which the code or logic
is encoded may further comprise a wireless signal, satellite transmission, radio
waves, infrared signals, Bluetooth, etc. The program code embedded on a
computer readable storage medium may be transmitted as transmission signals

from a transmitting station or computer to a receiving station or computer. A
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computer readable storage medium is not comprised solely of transmission signals,
but includes tangible components. Those skilled in the art will recognize that
many modifications may be made to this configuration without departing from the
scope of the present invention, and that the article of manufacture may comprise
suitable information bearing medium known in the art.

[0040] The computer readable storage medium includes at least some hardware

elements and is not solely implemented as transmission signals.

EXAMPLES
[0041] The following examples pertain to further embodiments.
[0042] Example 1 is a system for protecting data in a storage device, comprising:
a storage write counter; a storage commit counter; a table including a table write
counter and a table commit counter; a security engine that when executed
performs operations, the operations comprising: initiating operations to modify a
file; incrementing the storage write counter in response to initiating the operations
to modify the file; in response to incrementing the storage write counter, initiating
write table operations including setting the table write counter to the storage write
counter and setting the table commit counter to the storage commit counter plus a
value; performing the operation to modify the file in response to completing the
write table operations; and incrementing the system commit counter by the value
in response to completing the operation to modify the file.
[0043] In Example 2, the subject matter of Example 1 can optionally include that
the operations further comprise: in response to a power cycle event, determining
whether the table write and commit counters are equal to the storage write and
commit counters, respectively; determining whether a failure occurred while
performing the operations to modify the file before the file was modified in
response to determining that the table write and commit counters are equal to the
storage write and commit counters, respectively; and initiating set error state
operations to set the table write counter to the storage write counter and the table

commit counter to the storage commit counter in response to the determining the
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failure occurred while performing the operations to modify the file and before the
file was modified.

[0044] In Example 3, the subject matter of Example 1 and 2 can optionally
include that the operations further comprise: in response to completing setting the
error state operations, performing: incrementing the storage write counter; setting
the table commit counter to the storage commit counter; and incrementing the
storage commit counter.

[0045] In Example 4, the subject matter of Examples 1-3 can optionally include
that the operations further comprise: setting the storage write and commit counters,
the table write and commit counters and other table information in response to
determining that the failure occurred after the file was modified.

[0046] In Example 5, the subject matter of Example 1-4 can optionally include
that the determining whether the failure occurred while performing the operations
to modify the file comprises determining whether the failure occurred after
incrementing the storage write counter and before completing the write table
operations.

[0047] In Example 6, the subject matter of Examples 1-5 can optionally include
that the determining the failure occurred after incrementing the storage write
counter and before completing the write table operations comprises determining
that the table write counter is equal to the storage write counter less the value and
the table commit counter is equal to the storage commit counter.

[0048] In Example 7, the subject matter of Examples 2-6 can optionally include
that the determining whether the failure occurred while performing the operations
to modify the file comprises determining whether the failure occurred after
completing the write table operations and before completing the modification of
the file during a current failure during which the table write counter was
incremented or during a previous failure when the table write counter was not
incremented during the current failure

[0049] In Example 8, the subject matter of Examples 2-7 can optionally include
that the determining whether the failure occurred after the write table operations

are completed comprises: determining that the table commit counter is equal to
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the storage commit counter plus the value and one of that the table write counter is
equal to the storage write counter and the table write counter is equal to the
storage write counter less than the value.

[0050] In Example 9, the subject matter of Examples 2-8 can optionally include
that the operations further comprise: determining whether the failure occurred
while performing the set error state in response to determining that the failure did
not occur while performing the operations to modify the file; and performing the
set error state operations in response to determining that the failure occurred while
performing the set error state operations.

[0051] In Example 10, the subject matter of Examples 2-9 can optionally include
that the determining whether the failure occurred while performing the operations
to modify the file further comprises: determining whether the error state
operations completed during a previous failure; performing the error state
operations in response to determining the error state operations completed the
previous failure; in response to determining the error state operations completed
during the previous failure, determining whether the file was successfully
modified; performing the error state operations in response to determining the file
was successfully modified; and setting a file write counter for the file to modify to
a previous version of the file write counter for the file to modify in response to
determining that the file was not successfully modified.

[0052] In Example 11, the subject matter of Examples 2-10 can optionally
include that the operations further comprise: determining whether there are a
sufficient number of credits to perform the operations to modify the file, wherein
the operations to modify the file are only performed if there are the sufficient
number of credits; wherein the write table operations further include determining
a credit adjustment based on a time the table was last modified and updating the
credits with the determined credit adjustment.

[0053] In Example 12, the subject matter of Examples 2-11 can optionally
include that the write table operations comprise atomic operations that must all
complete to succeed, and further include: indicating the file to modify; setting a

pre-modification write counter to a current value of a write counter for the file;
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setting the write counter of the file to the storage write counter; adjusting credits
based on a table time last modified and a current time; and setting the table time
last modified to the current time after adjusting the credits.

[0054] In Example 13, the subject matter of Examples 2-12 can optionally
include that the system comprises a flash memory device including the security
engine and the storage device.

[0055] In Example 14, the subject matter of Examples 2-12 can optionally
include that the table includes a file entry for each file in the storage device to
protect, wherein each of the file entries include a write counter set to the system
counter when the during the write table operations.

[0056] Example 15 is a memory controller coupled to a storage device to protect
data in the storage device, comprising: a storage write counter; a storage commit
counter; a table including a table write counter and a table commit counter; a
security engine that when executed performs operations, the operations
comprising: initiating operations to modify a file; incrementing the storage write
counter in response to initiating the operations to modify the file; in response to
incrementing the storage write counter, initiating write table operations including
setting the table write counter to the storage write counter and setting the table
commit counter to the storage commit counter plus a value; performing the
operation to modify the file in response to completing the write table operations;
and incrementing the system commit counter by the value in response to
completing the operation to modify the file.

[0057] In Example 16, the subject matter of Example 15 can optionally include
that the operations further comprise: in response to a power cycle event,
determining whether the table write and commit counters are equal to the storage
write and commit counters, respectively; determining whether a failure occurred
while performing the operations to modify the file before the file was modified in
response to determining that the table write and commit counters are equal to the
storage write and commit counters, respectively; and initiating set error state
operations to set the table write counter to the storage write counter and the table

commit counter to the storage commit counter in response to the determining the
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failure occurred while performing the operations to modify the file and before the
file was modified.

[0058] In Example 17, the subject matter of Examples 15-16 can optionally
include that the operations further comprise: in response to completing setting the
error state operations, performing: incrementing the storage write counter; setting
the table commit counter to the storage commit counter; and incrementing the
storage commit counter.

[0059] In Example 18, the subject matter of Examples 15-17 can optionally
include that the determining whether the failure occurred while performing the
operations to modify the file comprises determining whether the failure occurred
after incrementing the storage write counter and before completing the write table
operations.

[0060] In Example 19, the subject matter of Examples 15-18 can optionally
include that the determining whether the failure occurred while performing the
operations to modify the file comprises determining whether the failure occurred
after completing the write table operations and before completing the modification
of the file during a current failure during which the table write counter was
incremented or during a previous failure when the table write counter was not
incremented during the current failure.

[0061] Example 20 is a method for protecting data in a storage device,
comprising: initiating operations to modify a file in the storage device;
incrementing a storage write counter in response to initiating the operations to
modify the file; in response to incrementing the storage write counter, initiating
write table operations including setting a table write counter to a storage write
counter and setting a table commit counter to the storage commit counter plus a
value; performing the operation to modify the file in response to completing the
write table operations; and incrementing the system commit counter by the value
in response to completing the operation to modify the file.

[0062] In Example 21, the subject matter of Example 20 can optionally include
that in response to a power cycle event, determining whether the table write and

commit counters are equal to the storage write and commit counters, respectively;
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determining whether a failure occurred while performing the operations to modify
the file before the file was modified in response to determining that the table write
and commit counters are equal to the storage write and commit counters,
respectively; and initiating set error state operations to set the table write counter
to the storage write counter and the table commit counter to the storage commit
counter in response to the determining the failure occurred while performing the
operations to modify the file and before the file was modified.

[0063] In Example 22, the subject matter of Examples 20-21 can optionally
include that the operations further comprise: in response to completing setting the
error state operations, performing: incrementing the storage write counter; setting
the table commit counter to the storage commit counter; and incrementing the
storage commit counter.

[0064] In Example 23, the subject matter of Examples 20-22 can optionally
include that the determining whether the failure occurred while performing the
operations to modify the file comprises determining whether the failure occurred
after incrementing the storage write counter and before completing the write table
operations.

[0065] In Example 24, the subject matter of Examples 20-23 can optionally
include that the determining whether the failure occurred while performing the
operations to modify the file comprises determining whether the failure occurred
after completing the write table operations and before completing the modification
of the file during a current failure during which the table write counter was
incremented or during a previous failure when the table write counter was not
incremented during the current failure.

[0066] In Example 25, the subject matter of Examples 20-24 can optionally
include that the write table operations comprise atomic operations that must all
complete to succeed, and further include: indicating the file to modify; setting a
pre-modification write counter to a current value of a write counter for the file;
setting the write counter of the file to the storage write counter; adjusting credits
based on a table time last modified and a current time; and setting the table time

last modified to the current time after adjusting the credits.
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[0067] In Example 26, the subject matter of Example 20 can optionally include at
least one step of: (1) in response to a power cycle event, determining whether the
table write and commit counters are equal to the storage write and commit
counters, respectively; determining whether a failure occurred while performing
the operations to modify the file before the file was modified in response to
determining that the table write and commit counters are equal to the storage write
and commit counters, respectively; and initiating set error state operations to set
the table write counter to the storage write counter and the table commit counter
to the storage commit counter in response to the determining the failure occurred
while performing the operations to modify the file and before the file was
modified; and/or (2) in response to completing setting the error state operations,
performing: incrementing the storage write counter; setting the table commit
counter to the storage commit counter; and incrementing the storage commit
counter; and/or (3) setting the storage write and commit counters, the table write
and commit counters and other table information in response to determining that
the failure occurred after the file was modified; and/or (4) wherein the
determining whether the failure occurred while performing the operations to
modify the file comprises determining whether the failure occurred after
incrementing the storage write counter and before completing the write table
operations; and/or (5) wherein determining the failure occurred after
incrementing the storage write counter and before completing the write table
operations comprises determining that the table write counter is equal to the
storage write counter less the value and the table commit counter is equal to the
storage commit counter; and/or (6) wherein the determining whether the failure
occurred while performing the operations to modify the file comprises
determining whether the failure occurred after completing the write table
operations and before completing the modification of the file during a current
failure during which the table write counter was incremented or during a previous
failure when the table write counter was not incremented during the current
failure; and/or (7) wherein the determining whether the failure occurred after the

write table operations are completed comprises: determining that the table
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commit counter is equal to the storage commit counter plus the value and one of
that the table write counter is equal to the storage write counter and the table write
counter is equal to the storage write counter less than the value; and/or; (8)
determining whether the failure occurred while performing the set error state in
response to determining that the failure did not occur while performing the
operations to modify the file; and performing the set error state operations in
response to determining that the failure occurred while performing the set error
state operations; and/or (9) wherein the determining whether the failure occurred
while performing the operations to modify the file further comprises: determining
whether the error state operations completed during a previous failure; performing
the error state operations in response to determining the error state operations
completed the previous failure; in response to determining the error state
operations completed during the previous failure, determining whether the file
was successfully modified; performing the error state operations in response to
determining the file was successfully modified; and setting a file write counter for
the file to modify to a previous version of the file write counter for the file to
modify in response to determining that the file was not successfully modified;
and/or (10) determining whether there are a sufficient number of credits to
perform the operations to modify the file, wherein the operations to modify the
file are only performed if there are the sufficient number of credits; wherein the
write table operations further include determining a credit adjustment based on a
time the table was last modified and updating the credits with the determined
credit adjustment; and/or (11) wherein the write table operations comprise atomic
operations that must all complete to succeed, and further include: indicating the
file to modify; setting a pre-modification write counter to a current value of a
write counter for the file; setting the write counter of the file to the storage write
counter; adjusting credits based on a table time last modified and a current time;
and setting the table time last modified to the current time after adjusting the
credits; and/or (12) wherein the system comprises a flash memory device
including the security engine and the storage device; and/or; (13) wherein the

table includes a file entry for each file in the storage device to protect, wherein
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cach of the file entries include a write counter set to the system counter when the
during the write table operations.

[0068] Example 27 is an apparatus coupled to a storage device to protect data in
the storage device, comprising: means for initiating operations to modify a file;
means for incrementing a storage write counter in response to initiating the
operations to modify the file; means for initiating write table operations including
setting a table write counter to the storage write counter and setting a table
commit counter to the storage commit counter plus a value in response to
incrementing the storage write counter; means for performing the operation to
modify the file in response to completing the write table operations; and means for
incrementing the system commit counter by the value in response to completing
the operation to modify the file.

[0069] Example 28 is an apparatus comprising means to perform a method as
claimed in any preceding claim.

[0070] Example 29 is a machine-readable storage including machine-readable
instructions, when executed, to implement a method or realize an apparatus or

system as claimed in any preceding claim.
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WHAT IS CLAIMED
1. A system for protecting data in a storage device, comprising:
a storage write counter;
a storage commit counter;
a table including a table write counter and a table commit counter;
a security engine that when executed performs operations, the operations
comprising:
initiating operations to modify a file;
incrementing the storage write counter in response to initiating the
operations to modify the file;
in response to incrementing the storage write counter, initiating write table
operations including setting the table write counter to the storage write counter
and setting the table commit counter to the storage commit counter plus a value;
performing the operation to modify the file in response to completing the
write table operations; and
incrementing the system commit counter by the value in response to

completing the operation to modify the file.

2. The system of claim 1, wherein the operations further comprise:

in response to a power cycle event, determining whether the table write and
commit counters are equal to the storage write and commit counters, respectively;

determining whether a failure occurred while performing the operations to modify
the file before the file was modified in response to determining that the table write and
commit counters are equal to the storage write and commit counters, respectively; and

initiating set error state operations to sct the table write counter to the storage
write counter and the table commit counter to the storage commit counter in response to
the determining the failure occurred while performing the operations to modify the file

and before the file was modified.
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3. The system of claim 2, wherein the operations further comprise:

in response to completing setting the error state operations, performing:
incrementing the storage write counter;
setting the table commit counter to the storage commit counter; and

incrementing the storage commit counter.

4. The system of claim 2, wherein the operations further comprise:
setting the storage write and commit counters, the table write and commit
counters and other table information in response to determining that the failure occurred

after the file was modified.

5. The system of claim 2, wherein the determining whether the failure
occurred while performing the operations to modify the file comprises determining
whether the failure occurred after incrementing the storage write counter and before

completing the write table operations.

6. The system of claim 5, wherein determining the failure occurred after
incrementing the storage write counter and before completing the write table operations
comprises determining that the table write counter is equal to the storage write counter

less the value and the table commit counter is equal to the storage commit counter.

7. The system of claim 2, wherein the determining whether the failure
occurred while performing the operations to modify the file comprises determining
whether the failure occurred after completing the write table operations and before
completing the modification of the file during a current failure during which the table
write counter was incremented or during a previous failure when the table write counter

was not incremented during the current failure.

8. The system of claim 7, wherein the determining whether the failure

occurred after the write table operations are completed comprises:

21



WO 2016/077031 PCT/US2015/056083

O o0 N N kAW N = SN s W

—_— = =
w b = O

= W

determining that the table commit counter is equal to the storage commit counter
plus the value and one of that the table write counter is equal to the storage write counter

and the table write counter is equal to the storage write counter less than the value.

9. The system of claim 2, wherein the operations further comprise:

determining whether the failure occurred while performing the set error state in
response to determining that the failure did not occur while performing the operations to
modify the file; and

performing the set error state operations in response to determining that the failure

occurred while performing the set error state operations.

10. The system of claim 2, wherein the determining whether the failure
occurred while performing the operations to modify the file further comprises:

determining whether the error state operations completed during a previous
failure;

performing the error state operations in response to determining the error state
operations completed the previous failure;

in response to determining the error state operations completed during the
previous failure, determining whether the file was successfully modified;

performing the error state operations in response to determining the file was
successfully modified; and

setting a file write counter for the file to modify to a previous version of the file
write counter for the file to modify in response to determining that the file was not

successfully modified.

11. The system of claim 1, wherein the operations further comprise:
determining whether there are a sufficient number of credits to perform the
operations to modify the file, wherein the operations to modify the file are only

performed if there are the sufficient number of credits;
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wherein the write table operations further include determining a credit adjustment
based on a time the table was last modified and updating the credits with the determined

credit adjustment.

12. The system of claim 1, wherein the write table operations comprise atomic
operations that must all complete to succeed, and further include:

indicating the file to modify;

setting a pre-modification write counter to a current value of a write counter for
the file;

setting the write counter of the file to the storage write counter;

adjusting credits based on a table time last modified and a current time; and

setting the table time last modified to the current time after adjusting the credits.

13. The system of claim 1, wherein the system comprises a flash memory

device including the security engine and the storage device.

14. The system of claim 1, wherein the table includes a file entry for each file
in the storage device to protect, wherein each of the file entries include a write counter set

to the system counter when the during the write table operations.

15. A memory controller coupled to a storage device to protect data in the
storage device, comprising:
a storage write counter;
a storage commit counter;
a table including a table write counter and a table commit counter;
a security engine that when executed performs operations, the operations
comprising:
initiating operations to modify a file;
incrementing the storage write counter in response to initiating the

operations to modify the file;

23



WO 2016/077031 PCT/US2015/056083

11
12
13
14
15
16
17

—

—_— =
— O O 0 N SN n B W N

SN s W

= W

in response to incrementing the storage write counter, initiating write table
operations including setting the table write counter to the storage write counter
and setting the table commit counter to the storage commit counter plus a value;

performing the operation to modify the file in response to completing the
write table operations; and

incrementing the system commit counter by the value in response to

completing the operation to modify the file.

16. The memory controller of claim 15, wherein the operations further
comprise:

in response to a power cycle event, determining whether the table write and
commit counters are equal to the storage write and commit counters, respectively;

determining whether a failure occurred while performing the operations to modify
the file before the file was modified in response to determining that the table write and
commit counters are equal to the storage write and commit counters, respectively; and

initiating set error state operations to sct the table write counter to the storage
write counter and the table commit counter to the storage commit counter in response to
the determining the failure occurred while performing the operations to modify the file

and before the file was modified.

17. The memory controller of claim 16, wherein the operations further
comprise:
in response to completing setting the error state operations, performing:
incrementing the storage write counter;
setting the table commit counter to the storage commit counter; and

incrementing the storage commit counter.

18. The memory controller of claim 16, wherein the determining whether the
failure occurred while performing the operations to modify the file comprises
determining whether the failure occurred after incrementing the storage write counter and

before completing the write table operations.
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19. The memory controller of claim 16, wherein the determining whether the
failure occurred while performing the operations to modify the file comprises
determining whether the failure occurred after completing the write table operations and
before completing the modification of the file during a current failure during which the
table write counter was incremented or during a previous failure when the table write

counter was not incremented during the current failure.

20. A method for protecting data in a storage device, comprising:

initiating operations to modify a file in the storage device;

incrementing a storage write counter in response to initiating the operations to
modify the file;

in response to incrementing the storage write counter, initiating write table
operations including setting a table write counter to a storage write counter and setting a
table commit counter to the storage commit counter plus a value;

performing the operation to modify the file in response to completing the write
table operations; and

incrementing the system commit counter by the value in response to completing

the operation to modify the file.

21. The method of claim 20, further comprising:

in response to a power cycle event, determining whether the table write and
commit counters are equal to the storage write and commit counters, respectively;

determining whether a failure occurred while performing the operations to modify
the file before the file was modified in response to determining that the table write and
commit counters are equal to the storage write and commit counters, respectively; and

initiating set error state operations to sct the table write counter to the storage
write counter and the table commit counter to the storage commit counter in response to
the determining the failure occurred while performing the operations to modify the file

and before the file was modified.

25



WO 2016/077031 PCT/US2015/056083

1

2
3
4
5

O N

SN s W

o N SN AW

22. The method of claim 21, in response to completing sctting the error state
operations, performing:

incrementing the storage write counter;

setting the table commit counter to the storage commit counter; and

incrementing the storage commit counter.

23. The method of claim 21, wherein the determining whether the failure
occurred while performing the operations to modify the file comprises determining
whether the failure occurred after incrementing the storage write counter and before

completing the write table operations.

24. The method of claim 21, wherein the determining whether the failure
occurred while performing the operations to modify the file comprises determining
whether the failure occurred after completing the write table operations and before
completing the modification of the file during a current failure during which the table
write counter was incremented or during a previous failure when the table write counter

was not incremented during the current failure.

25. The method of claim 21, wherein the write table operations comprise
atomic operations that must all complete to succeed, and further include:

indicating the file to modify;

setting a pre-modification write counter to a current value of a write counter for
the file;

setting the write counter of the file to the storage write counter;

adjusting credits based on a table time last modified and a current time; and

setting the table time last modified to the current time after adjusting the credits.
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