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ABSTRACT

The presented inventions seek to create a verifiable and closed loop chain-ot-
custody for a specific transaction in a pneumatic tube transport system while allowing
a sender and recipient to perform asynchronous activity. That is, one aspect the
presented inventions allows a sender to securely send a carrier to a desired recipient
while allowing the desired recipient to receive the secured carrier at a convenient time
and/or location without tying up system resources. Another aspect improves the
physical barriers between high value payloads and the unintended recipients. This 1s
done in part by introducing randomness into the carrier delivery process such that no
member of the general public or facility staff knows the location and/or delivery time
of a secured carrier without having access to specific database records indicating the

current location and/or delivery status of the secured carrier.

28



10

15

20

25

CA 02682011 2012-02-03

PNEUMATIC TRANSPORT DELIVERY CONTROL

FIELD OF INVENTION
The presented inventions relate generally to the field of pneumatic tube carrier
systems. More particularly, the presented inventions relate to systems and methods
for and controlling and confirming the delivery of pneumatic carriers to intended

recipients.

BACKGROUND OF THE INVENTION

The fundamental processing means and methods for pneumatic tube systems
are well known. Their basic function is transfer of physical packets (“carriers”)
among a plurality of nodes or terminals (“stations”). The stations are physically
interconnected by the use of pneumatic tubes/pipes, various types of switches
(“transfer units”, “multi-linear transfer units”), and queuving and accumulation devices
and/or piping constructions (“Traffic Control Units”, “Zone Gates”, “Selective
Bypass Zones”, “Interzones”). These devices collectively define a pneumatic tube
network. Interactions between these devices is generally controlled by one or more
intelligent processing devices (computers, embedded controllers, programmable logic
controllers, etc.) running software, firmware, or middleware to affect the desired
device and system behavior to allow for successtul carner transport.

In normal operation, a sending user places a carrier in a launching device ot a
source station and enters the destination station through a keyboard or other interface
device. The system then moves the carrier from source station to the destination

station through the pneumatic tube network and its associated devices. The receipt of
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a carrier within the system and delivery to a destination station is often termed a
‘transaction’.

In most cases, sending users interact with the system as described. Once the
carrier is accepted by the system, the system accepts accountability for delivery of the
carrier. In most cases, the carrier arrives at the intended destination station without
ditficulty. In other, specitic cases, the carrier arrives at a destination station other than
the intended destination station or the carrier may be returned to the sending/source
station. This sometimes occurs when a part of the network needed for the intended
transaction 1s unavailable or when the target destination station is grouped (e.g., by
the system administrator) with other stations usually in close proximity. Grouping
increases the overall reliability of a station-receiver combination by assuring the
carrier has a place to go should the original target destination station be full or
otherwise unavailable.

Under the conditions described, the actions of sender and recipient are
asynchronous and uncoordinated. A sender is sending a carrier to a station, not a
specific recipient, and the recipient is unaware that a carrier is inbound for their
receipt. A recipient takes action when the carrier arrives and they are notified a
carrier is in the station, for example, audibly via a triggered horn or alarm or visually
by observing a carrier is in the station. While these methods have typically resulted in
a carrier being delivered to at least the correct region of a facility (e.g., hospital), a
specified recipient may or may not retrieve the carrier.

As many facilities such as hospitals are open environments, this can result in
lost transactions or poor accountability between the sender and recipient. While the
system and its computers can verify that a carrier has arrived, it is though inferential
logic based on, for example, time of day, the intended routing through the pneumatic
system and/or and the presence of other carriers that it is inferred that a specific
carrier was, 1n fact, correctly delivered. Recipients may retrieve carriers intended for
others, leaving the original recipient unsure of the system’s reliability since they may
never directly receive a particular transaction. Finally, payloads of some transactions
are subject to pilfering. For example, monetary transactions and pharmaceutical/drug

delivery transactions may be subject to unauthorized removal after delivery to a
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destination station. Additionally, transactions may contain confidential or privileged
information the receipt of which should be limited to authorized recipients.

Pneumatic tube system manufacturers have responded by providing several
methods for improving delivery side security (e.g., access control methods). The first
and simplest was to develop and install physical security and barriers at the stations
themselves. These measures usually include a door or barrier between the delivered
carriers and the general public. The door may be transparent or opaque and may
include a lock. These devices are designed to provide a modest level ot physical
security by assuring only authorized personnel have access to the delivered carriers.
While such systems decrease the chance of unauthorized personnel and/or third
parties accessing a carrier, they do little for assuring the delivered carrier is reliably
delivered to a specific person. In addition and like all physical barriers, the barrier can
be defeated readily by, for example, users who forget to close and/or lock the door.

Another access control method 1s to physically hold the camrier in the
destination station away from the receiver bin, typically above the bin pneumatic tube
that connects the station to the pneumatic system. Since the carrier is held out of the
bin, a recipient (intended or otherwise) must interface with the system controls by
entering a PIN number, access code or other means designed to assure the transaction
1s tied to a specific individual. Once the correct PIN has been entered, the system
releases the carrier from the station and drops 1t into the bin for retrieval, presumably
by the intended recipient.

This approach 1s more secure than the simple physical barrier because it (a)
often requires complete disassembly of the recipient station to retrieve the carrier,
eftectively limiting anyone except a maintenance person from recovering the carrier
by any means other than the one intended, and (b) maintains transaction control and
traceability from sender to recipient. While better than the physical barrier of a door,
this approach also has its limitations. For instance, system resources may be occupied
and/or reserved for the secure carrier, until its delivery 1s complete, effectively
limiting or reducing overall system throughput. For instance, a recipient station
holding a secure carrier may be unavailable for sending or receiving other carriers.

Such an action disrupts traffic throughout the network.
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An additional limitation of this method is the retention of certain open-loop
aspects of the chain of custody. For example, a system or department-wide PIN
number would augment the physical barriers of carrier retention behind the door or
inside the station housing, but only guarantees that the individual who received a
carrier knew the PIN number. It is often inferred that a specific PIN number is
specific to a particular person. However, anecdotal evidence and experience points to
sharing of PIN numbers among users and/or such PIN numbers being written in
conspicuous locations. Other access control methods deployed by pneumatic tube
suppliers also have certain limitations. For instance, access control cards may be
issued to employees and healthcare workers. Though 1t is intended that such a card
provide access to the person to whom the card is issued, the card will provide access
to any person possessing the card itself.

Biometric solutions such as fingerprint identification and retina scan seek to
overcome some limitations of ownership by assuring there is no practical physical
means for transferring the physical property measured (i.e. a fingerprint) and the
associated system access to another person. Using these techniques, access control
remains persistence, and ownership is assured. While assuring the recipient 1s, in fact,
physically present, these methods do not verify that the carrier delivered to the
recipient is the correct carrier. Again, it is inferred by the location of the carrier in the
system that the transaction and is the one intended for the identified recipient.
Finally, like all access control methods, these methods do not address the related
problems of requiring synchrony between sender and recipient, freeing system
resources until access is needed, and/or verifying the transaction and cari'ier are in fact

the one intended for the recipient except by inference.

SUMMARY
Various aspects of the presented inventions seek to create a verifiable and
closed loop chain-of-custody for a specific transaction and carrier while assuring the
sender and recipient can perform asynchronous activity. That 1s, one aspect the
presented inventions allows a sender to securely send a carrier to a desired recipient
while allowing the desired recipient to receive the secured carrier at a convenient time

and/or location without tying up system resources. As a result, system resources are



10

15

20

25

30

CA 02682011 2009-10-09

able to be deployed for other purposes until needed to deliver the specific secured
carrier to a specific recipient. This increases system security without increasing
system costs as measured by throughput. Another aspect improves the physical
barriers between high value payloads and the unintended recipients. This 1s done in
part by introducing randomness into the carrier delivery process such that no member
of the general public or facility staff knows the location and/or delivery time of a
secured carrier without having access to specific database records indicating the
current location and/or delivery status of the secured carrier.

The various inventive aspects function by combining several disparate
technologies to provide unique capabilities 1n a pneumatic transport system. These
technologies include traffic management methods and algorithms, reporting
capabilities, radio frequency identification (RFID) and related technologies, database
methods and technologies, remote and distributed notification methods and
technologies (i.e. E-mail, paging, cell phones, etc.), and basic queuing and storage
techniques. Combining these technologies for specified purposes results in novel
carrier handling solutions that are economical, scalable and can address the needs of
numerous healthcare and other customers. These technologies may be combined 1n
various combinations of software, firmware, midware and hardware. In this regard,
various functionality of the utilities described herein may be embodied in software
products stored on computer readable media.

According to a first aspect, a system and method (i.e., utility) 1s provided that
allows asynchronous activity between a sender of a pneumatic carrier and an intended
recipient of the carrier while maintaining secure chain-of-custody control of the
carrier. In this regard, a sender may initially request that a transaction be secured.
That 1s, a secured transaction request may be received for a carrier to be
dispatched/launched into the system. Such a request may be received (e.g., by a
system controller) through a user interface of the pneumatic system or such a request
may be received from a personal communication device of the sender. A specified
recipient and/or destination location for the secured transaction 1s also typically
received. The utility may then notify the specified recipient and/or destination
location user (e.g., a desired recipient) that a secured transaction is designated for

their receipt. The carrier may then be launched into the pneumatic tube system.
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Further, upon receiving a response signal from the desired recipient, the carrier may
be directed to a location of the desired recipient (e.g., location of the specified
recipient and/or the destination location).

In one arrangement, the utility may determine a specific identity of the carrier
being utilized for the secured transaction. Such identification may be performed via
an automated means including, without limitation, radio frequency identification
(RFID), bar code readers, and optical scanners. Accordingly, upon delivering the
carrier to the specified recipient and/or destination location, the carrier identity may
be re-confirmed to assure that the carrier delivered is the carrier associated with the
secured transaction. That is, the identity of the delivered carrier may be compared to
an identity in a stored transaction record to confirm a match. After such confirmation,
the carrier may be released.

Notification of the secured transaction may be performed via a pneumatic tube
system interface (e.g., via a user station display) that is associated with the desired
recipient. Alternatively, a messaging system may be utilized to provide notitication
through alternate messaging modalities. Such messaging modalities may include,
without limitation, telephonic systems (landline and/or wireless), data network
systems (e.g., WAN, LAN, Internet) and/or RF systems (e.g., WiFi). In this regard,
the utility may include a database that includes contact information for system
users/recipients. Such system users may provide one or more contact means
(telephone numbers, pagers, e-mail addresses etc.) for receiving notification messages
from the system. Likewise, a facility may assign communication devices (€.g., PDAs,
pagers etc.) to system users. In one arrangement, the notification message 1s a
wireless message that is delivered to a wireless user device associated with a desired
recipient.

After the desired recipient is notified of the secured transaction (e.g., notified
of an inbound transaction), the desired recipient may elect to receive the carrier
immediately or at a time and/or location of their choosing. In this regard, the utility
may after launching the carrier into the pneumatic system temporarily store the carrier
within the pneumatic system while the carrier awaits delivery. In one arrangement, 1t
the desired recipient does not promptly respond to an inbound carrier notification, the

carrier is moved to a user inaccessible storage location within the system to await a
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response from the desired recipient. Such temporary storage is typically a device that
provides carrier storage without tying-up system resources (e.g., without blocking
access to a system component such as a pneumatic tube or user station). For instance,
the temporary storage may be a storage device that stores carriers where each carrier
1s separately storable, retrievable and releasable without movement or other stored
carriers. In one arrangement, the carrier 1s temporarily stored in the pneumatic system
in a device that reads the identity of the carrier as it 1s received in and retrieved from
temporary storage. Such (identity information) and entry/exit times for the secured
transaction may be recorded to a transaction record of the secured transaction.

In one arrangement, the response may originate from a wireless device
associated with the desired recipient. In another arrangement, the desired recipient
may respond via an input device at a user station. In any arrangement, the recipient
may 1indicate their availability and/or location. At this time, a system controller may
generate control signals to route the carrier to the desired recipient. In a further
arrangement, the desired recipient must provide an access code or PIN before the
system delivers the carrier (e.g., from temporary storage). In such an arrangement, the
access code or PIN may be delivered to the desired recipient, for instance, with the
original notification or in a second notification after the response signal is received.

In one arrangement, the utility dynamically generates an access code or PIN
that a desired recipient receives and must utilize to receive the secured transaction. In
this arrangement, upon receiving notification that a desired recipient of a secured
transaction is available to receive the transaction, an access code is generated (e.g.,
utilizing a random number or code generator etc.) and delivered to the desired
recipient. In one arrangement, the dynamically generated access code is delivered to
a wireless device associated with the desired recipieht. In a further arrangement, the
desired recipient may be required to provide a predetermined acknowledgment receipt
code 1ndicating they have received the dynamically generated access code. In any
case, the desired recipient may be required to enter the access code into a receiving
station (e.g., at the destination location or a user specified receiving station) in order
to receive the secured transaction.

In another aspect, a utility is provided for improving traffic flow in a

pneumatic tube system. As may be appreciated, in many instances multiple users may
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utilize a single receiving station. In these instances, it may be beneficial for one of the
users to utilize an alternative station to reduce congestion. Accordingly, the present
utility allows a user to contact the pneumatic system control and indicate they have
moved to an alternate station. Such contact may be through a user interface at a user
station and or via a separate messaging system. In any case, upon receiving an
indication that a particular user has changed receiving locations, the utility 1s
operative to identify transaction records where the particular user is the intended
recipient and route carriers intended for that user to their current location irrespective
of the destination location indicated by senders.

In another aspect, a system and method (i.e., utility), is provided that allows
for generating access codes for each secured transaction. The utility includes
receiving an input requesting a secured transaction for a carrier that is received at an
origination location/station in a pneumatic carrier system. Upon receiving such a
transaction request, a message is sent to a communication device associated with an
intended destination or a specific recipient (e.g., desired recipient). In one
arrangement, the message includes an access code that is required to be entered into
the pneumatic system in order to receive the carrier. The carrier is then delivered to a
location of the desired recipient. In one arrangement, the carrier 1s released upon
receiving the access code after delivery. In another arrangement, the carrier may be
transported to an intermediate location (e.g., a user inaccessible location) for
temporary storage while awaiting receipt of the access code.

The access code may be a randomly generated access code that is generated
for each secure transaction. Further, such access codes or PINs may be time
dependent. In this regard, such access codes may expire after a predetermined period
(e.g., one hour, two hours, etc.). Upon expiration of such an access code, a message
may be generated and sent to the sending user to request additional instructions.
Alternatively, the carrier may be returned to the sender.

In another aspect, a system and method (i.e., utility), 1s provided for
asynchronous delivery of pneumatic carriers within a pneumatic carrier system. The
utility includes receiving a request for delayed delivery. Such a request typically
includes a destination location or specified recipient (e.g., desired recipient) and, in

some arrangements, a desired delivery time. The carrier is transported from an
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origination station to an intermediate location within the system where the carrier may
be stored awaiting delivery. A message 1s sent to a desired receipt of the transaction
to 1dentify recipient availability. Such a message may be sent at a sender specified
time. Upon receiving a response from the recipient indicating availability and/or
recipient location, the carrier 1s retrieved from the temporary storage location and
transported by the pneumatic tube system to the recipient. In various arrangements,
the recipient may be sent an access code in conjunction with th.e message requesting
availability. In a further arrangement, after the recipient indicates their availability,
an access code may be generated and sent to the user who may be required to enter
the access code into a destination station prior to initiating transport of the carrier
from storage. In the presented aspect, a sender may elect to delay delivery of a carner
to a subsequent time. For instance, a carrier may be launched into the system for
secure, user inaccessible storage until a later specified time (e.g., at the open of
business the next day, etc). ‘

In a further aspect, a system and method (i.e., utility) is provided that allows
for pre-delivery notification of inbound carrier or carriers slated for delivery to a
destination location or a specified recipient. The utility include receiving a
transaction request identifying a destination location and/or specified recipient for a
carrier to be launched from an origination location. The utility further includes
sending a message to a wireless user communication device associated with the
destination location and/or the specified recipient. The carrier 1s launched into the
system for deliver or for temporary storage. In one arrangement, the carrier is not
delivered or is not launched until a an availability response is received from a user at
the destination location or the specified recipient. In the latter regard, delivery may be

delayed without use of an intermediate storage location.
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 illustrates a mechanical diagram for the pneumatic carrier system:.

Fig. 2 illustrates a system diagram for the operation and monitoring of the
pneumatic carrier system.

Fig. 3 illustrates a view of the pneumatic carrier including an identification
chip.

Fig. 4 illustrates a prior art pneumatic system.

Fig. 5 illustrates a pneumatic system in accordance with the present invention.

Fig. 6 illustrates one process that may be implemented with the pneumatic
system of Fig. 3.

Fig. 7 illustrates another process that may be implemented with the pneumatic
system of Fig. 5.

Fig. 8 illustrates another process that may be implemented with the pneumatic

system of Fig. 5

DETAILED DESCRIPTION
Reference will now be made to the accompanying drawings, which at least
assist in illustrating the various pertinent features of the present invention. In this
regard, the following description is presented for purposes of illustration and
description. Furthermore, the description is not intended to limit the invention to the
form disclosed herein. Consequently, variations and modifications commensurate
with the fo]loWing teachings, and skill and knowledge of the relevant art, are within

the scOpe of the present invention.

Overview

Disclosed herein are various systems and methods (hereafter delivery systems)
that allow for, inter alia, improving the controlled delivery of a specified transaction
and its associated carrier to a specified recipient. The delivery systems create a
verifiable chain-of-custody for the specific transaction and carrier. Further, the
delivery systems allow a sender and recipient to perform asynchronous activity. That
is, the delivery systems allow a sender to initiate a transaction without coordinating a

delivery time and/or location with a specified recipient while assuring that the carrier
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will only be delivered to the specified recipient. In this regard, the carrier may be
securely maintained within a pneumatic tube system while awaiting delivery.
Importantly, while the secured carrier 1s maintained within the pneumatic tube system
awaiting delivery, system resources are available to other users.  That is, the
pneumatic tube system resources are able available to process other transactions until
needed to deliver the specified carrier (e.g., secured or high-value carrier) to the
specified recipient. This allows for increasing system security without increasing
system cost as measured by throughput.

The delivery system functions by combining pneumatic tube system
technologies with remote and/or distributed messaging capabilities. The pneumatic
tube system technologies include, without limitation, traffic management methods and
algorithms, reporting capabilities, radio frequency identification (RFID) and related
technologies (e.g., bar code scanners, etc.), database methods and technologies and
basic queuing and storage techniques. Remote and/or distributed messaging

capabilities may be provided via, without limitation, E-mail, paging, cell phones, etc.

Pneumatic carrier system overview

Fig. 1 illustrates a system diagram for one exemplary pneumatic carrier system
10 within which the various aspects of the inventions described herein are
employable. It will be appreciated that other system configurations are possible and
are within the scope of the presented inventions. In general, the pneumatic carrier
system 10 transports pneumatic carriers between various user stations 16, 18, each
such transport operation being referred to herein as a ‘“transaction”. At each of the
user stations 16, 18, a user may insert a camer, select/enter a destination
address/identification and a transaction priority, and then send the carrier. The system
determines an optimum path to route the carrier and begins directing the carrer
through the system.

Interconnected with each station 16, 18 i1s a transfer unit 20 which orders
carriers arriving through different tubes from a different station 16, 18 into a single
pneumatic tube. This pneumatic tube 1s further in connection with a vacuum by-pass
transfer unit 21 (i.e., a turnaround transfer unit) and a blower 22 that provides the

driving pneumatic force for carrier movement. A set of transfer units 20, 21, a blower
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22 and one or more stations 16, 18 typically define a single zone. Generally, the
blower 22 of each zone 1s operative to create pressure and/or vacuum (i.e., system
pressure) within the pneumatic tube(s) of that zone. This pressure/vacuum 1s
operative to create a pressure differential across a carrier disposed within the
pneumatic tubes and causes the carrier to move through the pneumatic tubes. That is,
the blower 22, transfer units and pneumatic tubes create a pneumatic circuit for use in
transporting carriers between first and second points within the system 10. Multiple
different zones may be interconnected (e.g., using a multi-linear transfer unit 12) to
collectively define the pneumatic carrier system 10.

Within the system 10 itself, one or more devices are employable for ordering
and routing carriers to their selected destinations. One type of device is a traffic
control unit (TCU) 14 which is employable to receive, temporarily store and release a
number of carriers. This functionality allows for launching a carrier from a user
station 16, 18 prior to a path for a destination location being established. Likewise,
this allows carrier tubes interconnecting the user station 16, 18 to be cleared for
incoming tratfic.

Also included in the system 10 are multi-linear transfer units (MTUs) 12
which have functionality to direct carriers from one pneumatic tube to another
pneumatic tube (e.g., between tubes 1n single zone or between different zones). For
example, a MTU 12 may receive a carrier released by a TCU 14 in a first pneumatic
tube and direct the carrier into a second pneumatic tube in the system 10 to complete a
given transaction. The configuration of the TCUs 14 and MTUs 12 will be described
in greater detail below.

Also included within the system 10 are one or more temporary storage
locations or vaults 8. Though referred to as vaults, it will be appreciated that such
devices may be represented by storage devices that are inaccessible to most users of
the system. IN any embodiment, these vaults 8 are operative to receive and securely
store carriers while the carrier awaits delivery. In this regard, a first user (i.e., sender)
may launch a carrier into the system that is intended for receipt by a specified
recipient or user station. If the recipient or user station is not available to receive the
carrier, the carrier may be moved to one of the vaults 8. Upon the system receiving

an indication that the specified recipient or user station is ready to receive the carrier,
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the vault 8 is operative to re-launch the carrier into the system. Vaults and storage
locations may be placed and positioned advantageously throughout the system based
on the scalable needs of a particular user or set of users. Some vaults might service a
single station while others might service a system zone or even an entire system.
Such temporary storage devices or vaults in two-dimensional matrixes (e.g., 1x10,
2x10 etc), wherein each carrier is separately storable, retrievable and releasable
without movement of other carriers stored in the matrix. However, it will be
appreciated that certain aspects of the present invention are applicable to other
configurations.

The system 10 also utilizes a messaging system 35 to provide a specified
recipient notification that a carrier for their receipt has been launched. The messaging
system 35 also allows the recipient to provide an indication of availability time and/or
location for receipt of the carrier. The messaging system is more fully discussed
below.

All of the components described in Fig. 1 are electronically connected to a
system central controller (SCC) 30 that controls their operation and which 1s disclosed
in the electrical system diagram of Fig 2. The system central controlier (SCC) 30
provides centralized control for the entire pneumatic carrier system 10 and may
include a digital processor and memory/achieve 34. In addition to controlling the
operation of the carrier system 10 as depicted in Fig. 1, the SCC 30 provides
additional delivery functionality. Such functionality includes, without limitation,
interconnection to the messaging systems 35 and use of multiple radio frequency
identification (RFID) antennas 40 or other carrier identification devices (e.g., bar code
readers) that may allow for identification of carriers within the system 10. In the
latter regard, a system for RFID identification within a pneumatic carrier system 1s
described in co-pending U.S. Patent No. 7,243,002 entitled “System and Method for
Carrier Identification in a Pneumatic Carrier System* having a filing date of

November 17, 2004.

Use of carrier identification devices allows for the movements of a carrier
passing through the system to be recorded to a transaction record for each carner
transport operation. For instance, for each initiated carrier trans action the system may

generate a transaction record that is stored to computer readable storage media. Such
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records may include, without limitation, the location where and when a carrier entered
the system, the identity of the sender and a destination location for the carrier.
Further, use of antennas or readers throughout the system may also permit monitoring
and recording the movements of the carrier throughout the system. For instance, the
vaults may each include a reader or antenna that allows the vault to identify a carrier
when it 1s received as well as identify the carrier for retrieval and re-launch into the
system. Again, the time of entry into and exit from the vault may be recorded into the
transaction record.

As noted, the messaging system 35 is interconnected to the SCC 30. This
messaging system 35 1s operative to send and receive communications to users of the
pneumatic tube system. In this regard, it will be noted that the messaging system may
be a multi-mode messaging system. For instance, the messaging system 35 may be
interconnected to a data network such as, for example, a LAN, WAN and/or internet.
In this regard, the messaging system may be operative to send and receive data
communications (e€.g., e-mail) with users of the pneumatic tube system. Alternatively
and/or additionally, the messaging system 35 may be interconnected to one or more
telephonic systems including, for example, a public switch telephone network (PSTN)
and/or cellular communication devices. Likewise, the messaging system may be
interconnected to any wireless communications systems (e.g., radio frequency,
Bluetooth, etc.) that allow for transmitting and receiving messaging signals
throughout at least a portion and more preferably the entirety of a facility utilizing the
pneumatic tube system 10.

Also interconnected to the SCC 30 1s a personal 1dentification number (PIN)
generator 37. As 1s further discussed below, the PIN generator 37 1s operative to
dynamically generate PIN numbers (or other access codes) for delivery by the
messaging system 35 to a recipient of a high value or secured carrier. In this regard, a
new PIN number may be generated for each secure transaction and delivered to a
desired recipient of that transaction. Accordingly, the recipient may be required to
utilize the dynamically generated PIN number in order to receive the secured
transaction. As may be appreciated, such dynamic generation of the PIN number
reduces the likelihood of third parties obtaining the PIN number of a desired recipient.

That 1s, 1n contrast to systems that utilize static PIN numbers that are assigned to
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individuals, and which may become compromised over time, the dynamic generation
and forwarding of such PIN numbers increases the likelihood that only the desired
recipient may have the PIN number 1n a timeframe during which delivery of a secured
carrier is performed.

Also, connectable to the SCC 30 are one or more user interfaces 32 through
which a system user may monitor the operations of the system and/or manually enter
one or more commands to control its operation. Typically, at least one user interface
32 1s located at or within an area serviced by stations 16, 18. For example, 1n a
medical facility application, one or more user stations 16, 18 and at least one user
interface 32 may be provided within each emergency room, laboratory, nursing
station, etc. In this regard, the user interface may be contained 1n the stations 16, 18,
or be stand-alone units. While the single block components shown in Fig. 2 are
representations of various electrical and electro-mechanical systems that may be
employed by the pneumatic carrier system 10, one skilled in the art will realize that
the block for each type of device represents the electronics for a number of the same
or similar type of components positioned throughout the system which provides for its
operation.

One type of carrier 100 that may be utilized with the system 10 is 1llustrated in
Fig. 3 and includes first and second shell members 34 and 36 that collectively define
an enclosed space for use in carrying materials as they are transported through the
system 10. These shell members 34, 36 are adjoinably cylindrical in cross-section for
use in correspondingly cylindrical pneumatic tubes of the system 10. The shell
members 34 and 36 may be pivotably interconnected by a hinge member (not shown),
and latches 28 may be provided for securing the first shell member to the second shell
member in a closed configuration. Also included as part of the carrier 100 are wear
bands 44, 48. The wear bands 44, 48 are sized to snuggly fit within the inside surface
of the pneumatic tubes in order to substantially block the passage of air across a
carrier 100 within such a pneumatic tube. Accordingly, this blockage results in a
pressure differential across the carrier 100 that results in the carrier 100 being pushed
or drawn through the pneumatic tube. In the illustrated embodiment, an RFID chip
25 is attached to one of the shell members 34. In this regard, antenna device/readers

40 incorporated into components (e.g., stations, transfer units, vaults, etc.) within the
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system may monitor the location and/or translocation of the carrier through the

system.

In operation, the antenna devices/readers 40 positioned throughout the
pneumatic carrier system identify carriers 100 as they pass from one location to
another. Generally, when a carrier 100 1s to be employed for carrying a payload from
an origination station 16, 18 to a destination station 16, 18, it may be identified using
the antenna device/reader 40 at the origination station 16, 18. Once a destination 1s
selected for the particular carrier 100, the identification information may be associated
with the path calculated for the carrier 100 through the pneumatic carrier system 10
and the destination. This information may be stored in a data entry (e.g., transaction
record) within the transaction archive 33. As the carrier 100 moves from one location
to another, the antenna device/reader 40 at the various locations will energize the ID
chip 29 and extract the identification information. Once a carrier 100 reaches a
destination, the ID chip 29 information may then be confirmed against transactions
that are intended to be received at the particular destination. Additionally, upon

arrival at a destination, a confirmation may be provided to the origination station.

Enhanced Delivery System

As noted above, there are often situations where it is desirable to assure that a
specific carrier will be delivered to a specific recipient. Fig. 4 outlines the basic
situation. Three users are attempting to interface with the pneumatic carrier system
10. Sender 1 has a number of transactions, some bound for Recipient 1, and some
bound for Recipient2. Sender 1 values the transactions highly, and desires continuing
control and delivery vernfication of the transactions. However, Sender 1 may not have
time energy, or inclination to maintain a synchronous line of communication with the
recipients. That is, the sender may not want to contact each recipient and inform them
that a carrier i1s being sent to them and/or re-contact the recipient to confirm they have
received the carrier. Rather, Sender 1 would like the pneumatic carrier system 10 and
its controller 30 to assume control of the carrier and its contents and take independent,
verifiable actions that assure either the carrier 1s delivered to the desired recipient (not

just the desired station), or it is delivered to a secondary or tertiary destination or
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recipient (or returned to the sender) 1n the event the primary destination or recipient 1s
unavailable or unresponsive.

Figs. 5 and 6 1illustrate a situation where Sender 1 requests (202) a secure
transaction. Sender 1 also provides destination location and/or an identifier for
Recipient 1 such as employee identification or name. Sender 1 may also provide a
secondary recipient in some embodiments. Further, Sender 1 may in some
embodiments specify a delivery time for the carrier (e.g., tomorrow at 9AM). The
system utilizes an antenna or reader 40a at the system entrance (e.g., source or
originating user station 16) and associates (204) the secure transaction with a unique
1dentification of the carrier being sent by the sender. The system may also associate
the 1dentity of the sender with the secured transaction. Any or all of this information
including the desired recipient(s) and/or delivery time may be recorded in a
transaction record that may be stored within the archive 33. The system accepts the
transaction and records the relevant information in its database, sendihg (1f desired) a
confirmation email or other receipt of the systems acceptance of the transaction to the
sender. Such confirmation/receipt may be sent via any messaging modality of the
messaging system and/or via a user interface of a station where the secure transaction
1s requested.

The system controller generates the necessary control signals to transport
(206) the carrier to an intermediate location or storage device (e.g., vault 8) to stores
the carrier until the desired recipient can be notified. In one embodiment, the carrier is
stored in a temporary storage device or vault 8 that is located within the system and
which 1s 1naccessible to system users. Preferably, the temporary storage device
allows for storing one or more carriers without occupying system resources in a
manner that limits or reduces overall system throughput. For instance, the carrier may
be moved to a matrix type storage that allows for carriers to be separately storable,
retrievable and releasable without movement of other carriers stored in the matrix. In
any arrangement, the storage device may include a reader 40b that allows for reading
the unique 1dentity of a carrier received therein. Accordingly, the transaction record
for the carrier may be updated to indicate that the carrier is located within the storage
device and/or the time the carrier was received by the device. Likewise, when

removing a carrier from the storage device, the reader 40b may be used to 1dentify a
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correct carrier, and the transaction record may be updated to indicate when the carrier
left the device.

The Recipient 1 1s notified (208) of the existence of a secured carrier
transaction that is intended for their receipt. Such notification may be performed in
conjunction with receiving the secured transaction request (202) or the notification
may be performed after the carner is moved to the intermediate storage location. In
any case, a message is directed to the recipient indicating that they are the specified
recipient of a specific carrier. Such a messagé may be sent using the messaging
system 35, which may include any messaging modality as discussed above. That 1s,
such messages may be sent to one or more personal communication devices 80 of the
specified recipient. Alternatively, such a message may be sent to an input/output
device (e.g., monitor) of a destination user station 18 associated with the specified
recipient (e.g., a station located where the recipient works). If the specified recipient
(e.g., Recipient 1) promptly responds to the inbound secured transaction notification,
the carrier may skip storage in the intermediate location and proceed directly to
destination location 18 of Recipient 1. More typically, the carrier 1s moved to the
temporary storage location or vault 8 to await delivery.

The carrier may be stored until a response 1s received (210) from the specitied
recipient. In this regard, the specified recipient may respond via their personal
communications device 80 or via a user station. The response may indicate readiness
to receive the carrier, confirm the presence of the recipient at a destination location 18
and/or indicate their presence at an alternate location. In the latter regard, Recipient
1 may indicate a current location other than that specified by Sender 1. Accordingly,
if all credentials are verified (e.g., entering an ID, card swipe, facial recognition, etc.),
the system 10 may dynamically re-route the carrier to a current location of Recipient
1. In any case, after the recipient has indicated their availability and/or location, the
carrier may be delivered (212) to the destination specified by the sender or the
recipient. The carrier may be released (214) immediately or may be maintained by
the destination station until the recipient provides necessary credentials. The receipt
and time of the response signal, any alternate destination location, time of delivery
and/or any recipient supplied credentials may be recorded to the transaction record.

Finally, a confirmation may be sent to the sender via, for example, the user station or
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a personal communications device 82 of the sender. As will be appreciated, each
step of the process may be recorded to a transaction record. Such transaction records
may be archived.

In another embodiment, a further layer of recipient confirmation is added. As
illustrated in Figs. 5 and 7, a process 300 1s implemented upon receiving a signal
indicating the Recipient is available to receive the transaction. Specifically, the SCC
30 dynamically generates (302) and sends (304) a PIN or other access code to a
personal communication device 80 of Recipient 1. Such a personal communication
device may include any wireless device including, without limitation, pagers, cell
phones, and portable e-mail devices. In one embodiment, the PIN/access code is a
non-persistent, expiring code that requires the recipient utilize the code to access the
transaction within a specified time frame. Recipient 1 may be required to
acknowledge PIN receipt. The carrier begins transfer (306) from the vault 8 or other
temporary storage to the destination station 18 currently occupied by Recipient 1.
Once carrier arrives at the station 18, Recipient 1 enters the transmitted PIN. Upon
receiving (308) and confirming the PIN, the system releases (310) the carrier to
Recipient 1. This process confirms Recipient 1 has the carrier and allows for clearing
the PIN by the system based on the camers receipt.

In any of the processes disclosed herein, a reader 40c at the destination station
18 may read the 1dentification information of the carrier that arrives at the station to
confirm the arnving carrier 1s in fact the carrier associated with the secured
transaction. It the carrier 1s confirmed, the transaction closes and a confirmation
record 1s entered into the transaction record.

The ability of users to communicate with the system controller provides
additional functionality to the pneumatic carrier system 10. For instance, often two or
more users are assigned or work in proximity to a single user station. This may be
inconvenient for both receivers to wait for delivery of their carriers in a serial process.
Under these conditions, Reciptent2 can move to a different station log in through
means previously identified, and request delivery of his/her transactions to an
alternate location rather than the one occupied by Recipientl. Delivery process and

confirmation would function at this station similarly to that described for Recipientl.
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The ability to securely store carriers within the pneumatic system 1n
conjunction with use of messaging systems also allows for implementation ot further
delivery options. For instance, the ability to store carriers securely within the system
without tying up system resources allows for delayed delivery options. For instance, a
user may launch a carrier into the system for delivery at a future time. See Fig. 8. In
this regard, the system may receive a request for delayed delivery that indicates a
desired recipient or destination location as well as desired delivery time (402). A
reader or other communications device may read the identity of a specific carrier for
which delayed delivery is requested. Accordingly, such information may be recorded
to transaction record. The carrier may then be moved (404) to and intermediate
location within the pneumatic carrier system to await the specified delivery time. At
or near the specified delivery time, the system may send a message (406) to desired
recipient or destination location of the delayed delivery carrier. Upon receiving an
availability response (408) from the specified recipient or destination location, the
carrier may be removed from storage and delivered (410) to the destination location.
As above, further functionality may be incorporated into the delayed delivery process.
For instance, after receiving an availability notification from a desired recipient, a PIN
numbers/access code may be generated and forwarded to the desired recipient.
Likewise, the desired recipient may in a response message indicate a current location
that is different than the location specified in the delayed delivery request. Again, 1f
adequate verification is provided the system may dynamically reroute the carrier to
the current location of the desired recipient. All information may be recorded in a
transaction record.

In any of the above processes, it a carrier is sent to an intermediate location to
await delivery to a desired recipient, the system may be operative to, after a
predetermined time, re-contact the sender for additional instructions or send the
carrier to a secondary recipient. For instance, if the carrier is maintained at the
intermediate storage for a predetermined time and/or a sender specified time (e.g., one
hour, two hours, etc.), the system may re-contact the sender for additional information
utilizing the messaging system 35. At such time, the sender may provide updated
recipient information allowing the system to deliver the carrier to a secondary

recipient. Alternatively, the sender may request that the carrier and its contents be

20



10

15

CA 02682011 2009-10-09

returned to the sender. Accordingly, the sender may access a user station and send
notification ot their current whereabout.s to the system. The system may either return
the carrier to the sender or send an access code/PIN to a personal communications
device of the sender as set forth above. Again, a transaction record may be generated
that provides detailed accounting of the location and possession of the carrier.

The foregoing description of the packaging design has been presented for
purposes of illustration and description. Furthermore, the description is not intended
to limit the invention to the form disclosed herein. Consequently, variations and
modifications commensurate with the above teachings, and skill and knowledge of the
relevant art, are within the scope of the invention. The embodiments described
hereinabove are further intended to explain best modes known of practicing the
invention and to enable others skilled in the art to utilize the invention in such or other
embodiments and with vartous modifications required by the particular application(s)
or use(s) of the invention. It is intended that the appended claims be construed to

include alternative embodiments to the extent permitted by the prior art.
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CLAIMS

1. A method for use in a computerized controller for operating a
pneumatic carrier system that includes a plurality of user stations, pneumatic tubes
and transfer devices, comprising:

recetving a secured carrier transaction request for a carrier to be dispatched by
a first system user from an originating user station;

receiving an input identifying a second system user who is a desired recipient
of the carrier;

generating control signals to move the carrier from the originating user station
to an intermediate storage location within the pneumatic carrier system;

sending a wireless message to a wireless user communication device
associated with the second system user;

maintaining the carrier within the intermediate storage location while awaiting
the response signal from the second user;

receiving a response signal from the second system user; and

based on the response signal generating control signals to effect delivery of the
carrier, via the pneumatic system, to a destination location associated with the second
system user.

2. The method of Claim 1, further comprising;

recoding a carrier identifier of said carrier 1n a transaction record; and

prior to delivery, reading a carner identifier to confirm the carrier is the carrier
associated with the secured carrier transaction request.

3. The method of Claim 1, wherein said destination location 1s a user

station 1dentified in the secured carrier transaction request.

4. The method of Claim 3, wherein the destination location 1s a user

station identified in the response signal.
5. The method of Claim 1, further comprising:
upon receiving the response signal, generating an access code; and
delivering the access code to the wireless communication device.

6. The method of Claim 5, further comprising:
generating control signals to effect movement of the carrier to a user station at

the destination location; and

upon receiving the access code input into a user interface at the user station,

generating a signal to effect release of the carrier.
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7. The method of Claim 1, wherein sending a message comprises
generating a message indicating a carrier is intended for delivery to a specified
recipient.

8. The method of Claim 1, wherein sending said message comprises

sending a message via a telephonic network.

0. The method of Claim 1, wherein sending said message comprises
sending a message via a computer network.

10. The method of Claim 1, further comprising:

accessing a database to identify the wireless user communication device
associated with the intended destination.

11.  The method of Claim 1, wherein sending the wireless message further
comprises

generating an access code, wherein the access code 1s sent with the wireless
message.

12. The method of Claim 11, further comprising:

receiving the access code as entered into an input device at the destination
location; and

releasing the carrier to the destination location.

13.  The method of Claim 12, further comprising:

sending a delivery confirmation message to one of:

a display device of the originating user station; and

a user communication device associated with the originating user station.

14. A method for use in a computerized controller for operating a
pneumatic carrier system where the pneumatic carrier system includes a plurality of
user stations, pneumatic tubes and transtfer devices, comprising:

receiving a carrier transaction request for a carrier to be dispatched by an
originating user station;

receiving an input from a first user identifying a second user who 1s an
intended recipient of the carmer;

sending a message to the second user who is the intended recipient of the
carrier, wherein said message indicates that a carrier is slated for delivery to the
second user;

prior to receiving the response signal, generating signals to eftect movement

of the carrier to a user inaccessible storage location within the system; and
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upon receiving a response signal from the second user, generating control
signals to effect delivery of the carrier, via the pneumatic system, from the user
inaccessible storage location to a destination location of the second user.

15. The method of Claim 14, wherein the response signal includes at least
one of:

an indication of availability; and

the destination location of the intended recipient.

16. A method for use in a computerized controller for operating a
pneumatic carrier system where the pneumatic carrier system includes a plurality of
user stations, pneumatic tubes and transfer devices, comprising:

recerving a carrier transaction request for a carrier to be dispatched by an
originating user station;

recelving an input identifying a desired recipient of the carrier and a delayed
delivery time for the carrier;

generating control signals to effect movement of the carrier to a user
inaccessible storage location via the pneumatic tube system; and

proximate to the delivery time, sending an availability request to the desired
recipient; and

upon receiving an availability response, generating control signal to effect

movement of the carrier to a destination location associated with the desired recipient.
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FIG.2
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