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v (57) Abstract: In one example, a system is described in which a storage device, communicatively coupled to a processor, includes a
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device and an operating system independent under a root directory in a namespace of a file system. Further, the file system manage
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the policy and configuration data created for the user directory in the hierarchical organization directory.



POLICY AND CONFIGURATION DATA FOR A USER DIRECTORY

Background

[ 0 ] A file system can be used to store data in files and organize the files into

hierarchical directories. A file system may define policy and configuration data.

Brief D scr tion of the Drawings

[0002] Examples of the disclosure are now be described in detail with reference to the

accompanying drawings, i which:

[0003] FIG. 1 is a block diagram of an example system for creating a policy and

configuration data storage infrastructure for a file system;

[0004] FIG. 2 is a block diagram of another example system for creating a policy and

configuration data storage infrastructure for a file system;

[0005] FIG. 3 is a block diagram of an example file system such as shown in FIGs. 1 and

2:

[0006] FIG. 4 is a flow chart of an example method for creating a policy an

configuration data storage infrastructure for a file system;

[0007] FIG. 5 is a flow chart of an example method for looking up policy on an

organization directory or an organization sub-directory in a file system; and

[0008] FIG. 6 is a block diagram of an example computing device for creating a policy

and configuration data storage infrastructure for a file system.



Detailed Description

[0009] In the following detailed description of the examples of the present subject matter,

references are made to the accompanying drawings that form part hereof, and in

which are shown by way of illustration specific in which the present subject matter

may be practiced. These examples are described in sufficient detail to enable those

skilled in the art to practice the present subject matter, and it is to be understood that

other examples may be utilized and that changes may be made without departing from

the scope of the present subject matter. The following detailed description is,

therefore, not to be taken in a limiting sense, and the scope of the present subject

matter is defined by the appended claims.

[0010] Examples described herein provide enhanced methods, techniques and systems

for creating a policy and configuration data storage infrastructure for a file system.

A file system can be used to store data in files and organize the files into hierarchical

directories. A file system may include a directory that define policy and configuration

data and the defined policy and configuration dat may appear as default policy and

configuration data on each sub-directory under the directory. Further, each sub¬

directory may also define policy and configuration data that is applicable for files in

the sub-directory. Existing methods may provide a hierarchical database, external to

the file system, for storing the policy and configuration data associated with each

directory or sub-directory in the file system. In an example, an application accessing

file in a sub-directory may be allowed to retrieve the policy and configuration data

associated with the file from the hierarchical database. However, the application may

not be able to know an uppermost level of the sub-directory under which the file

exists, so that related policy and configuration data can be retiieved. Further, the

application may not be able to retrieve the policy and configuration data from the

hierarchical database when the application is running on different operating system

(OS) or computing device.



[001 ί ] To address these issues, the present disclosure describes various examples for

creating a policy and configuration data storage infrastructure for a file system. In an

example, a hierarchical organization directory that is a device (e.g., a computing

device an so on) and OS independent is created under a root directory in a

namespace of the file system. Further, a user directory is created under the

hierarchical organization directory. Furthermore, policy and configuration dat are

created for the user directory. In addition, the policy and configuration data created

for the user directory is stored in the hierarchical organization directory.

[0012] The example implementations mentioned herein provide the policy and

configuration data storage infrastructure where policy (hierarchical name and value

pairs) and configuration data can be specified for entire file system or associated with

portions of the namespace of the file system. The "name" is a policy name and

"value" is policy applicable. Example policy includes an authentication policy, a

fallback policy, an allocation or a storage policy a default retention time policy, a

resolution policy, and so on. Example configuration includes policies in the form of

binary data. The policy and configuration data is stored in the file system and hence

available on any device where the file system is made available. Further, the example

implementations provide an inheritance model for the policy data. Thus allowing a

single instance of an application to serve multiple directories as per the

customizations. Furthermore, applications may able to infer the policy and

configuration data to be applied to a given file in the file system. Also, the policy and

configuration data storage infrastructure provides reliability by ensuring that

modifications are durable and provides transactional semantics by assuring that a

modification is taken in its entirety or none at all.

[0013] FIG. 1 is a block diagram of an example system 100 for creating a policy and

configuration data storage infrastructure for a file system. The system 100 may

represent any type of computing device capable of reading machine-executable

instructions. Examples of computing device may include, without limitation, server,

a desktop computer, a notebook computer, a tablet computer, a thin client, a mobile

device, a personal digital assistant (PDA), a phablet, and the like.



{§014] In the example illiistxated in FIG. I . the system 100 may include a processor 102

and a storage device 104 communicatively coupled to the processor 102. h an

example, the storage device 104 may be machine readable storage medium (e.g.. a

disk drive). The machine-readable storage medium may also be an external medium

that may be accessible to the system 100. Further, the storage device 04 mcludes a

file system 06 having a file system management module 1 8. For example, the file

system management module 08 may refer to machine executable instructions,

hardware components or a combination thereof. The file system management module

108 may include, by way of example, components, such as processes, tasks, co¬

routines, functions, attributes, procedures, drivers, data, databases, data structures and

application specific integrated circuits (ASIC). The file system management module

108 may reside on a volatile or non-volatile storage medium and configured to

interact with a processor 102 of the system 100.

[0015] In operation, the file system management module 108 creates a hierarchical

organization directory (e.g., a hierarchical organization directory 316 h in FIG.

3) that is a device and OS independent under a root directory in a namespace of the

file system 106. In an example, the hierarchical organization directory may include

organization directories and organization sub-directories under each organization

directory (e.g., organization directories (ODs) 306A and 306B and organization sub¬

directories (OSDs) 308A-C shown in FIG. 3). In another example, the hierarchical

organization directory may include first organization directories, second organization

directories under each first organization directory and organization sub-directories

under each second organization directory. Further, the file system management

module 108 creates a user directory under the hierarchical organization directory.

More particularly, the file system management module 8 creates a user directory

(e.g., one of user directories (UDs) 312A-E shown in FIG. 3) under an associated

organization sub-directory. Thus creating a policy and configuration data storage

infrastructure for the file system 6. An example file system including a hierarchical

organization directory between a root directory and user directories is shown in FIG.

3 . The file system management module 1 8 may then create policy and configuration



data for the user directory on the hierarchical organization directory'. In other words,

the f le system management module 108 may create the policy and configuration data

that is applicable to the user directory on the hierarchical organization directory. In

addition, the file system management module 108 stores the policy and configuration

data created for the user directory in the hierarchical organization directory.

[0016] In some examples, the file system management module 108 creates a database

(e.g.. a database 310 shown in FIG. 3) under the root directory to store information

associated with the hierarchical organization directory. The information may include

identification numbers associated with the organization directories and organization

sub-directories in the hierarchical organization directory, a hierarchy associated with

the organization directories and organization sub-directories in the hierarchical

organization directory and contents associated with the policy and configuration data

h some example implementations, the file system management module 8 may

retrieve and modify (e.g., add or delete) the organization directories and organization

sub-directories and the contents of the associated policy and configuration data. The

fi e system management module 8 can also list hierarchical organization objects in

the file system. The hierarchical organization objects may include the organization

directories, the organization sub-directories and/or files within the hierarchical

organization directory. This is explained in more detail with reference to FIG. 2.

[0017] FIG. 2 is a block diagram of another example system 200 for creating a policy an

configuration data storage infrastructure for a file system. In the example illustrated in

FIG. 2, the system 200, which is similar to the system 100, may include a processor

202 a memory 204 communicatively coupled to the processor 202 and a storage

device 206 communicatively coupled to the processor 202. In an example, the storage

device 206 may be machine readable storage medium (e.g., a disk drive). The

machine-readable storage medium may also be an external medium that may be

accessible to the system 200. Further, OS 208 and applications 210 running on the OS

208 may reside in the memory 204. Furthermore, the storage device 206 may include

a file system 212 including a file management module 214 and application

programming interfaces (APIs) 2 6 in the file management module 214. The APIs



216 may be provided, by the file system management module 4, for the

applications 210 to create the policy and configuration data storage infrastructure

(i.e., organization directories an organization sub-directories) for the file system 2 2

and manage the file system 212 (i.e., add. delete modify, copy or list the organization

directories an organization sub-directories and associated policy and configuration

data). Example APIs 216 may include remote procedure call ( PC) interfaces and so

on.

[0018] In operation, the file management module 214 creates one or more organization

directories (e.g., ODs 3 6A and 306B shown in FIG. 3) under a loot directory i a

namespace of d e file system 2. Further, the file management module 214 creates

one or more organization sub-directories (e.g., OSDs 308A-C shown in FIG. 3) under

each of the organization directories. Each of the organization directories and

organization sub-directories can be uniquely identified by an unique path (e.g.,

.'organization directory /organization sub-directory 1) or by an unique identification

number. The unique identification number may be stored in an index node (inode) of

the associated director}'. An inode is a data structure used to represent directories in

the file system. For example, die identification number is kept niono tonically

increasing to ensure that there are no collisions. In an example, when the file system

is mounted, a file that stores the organization directories and sub-directories is read to

find a highest identification number assigned and incremented to ensure continuity

across file system mount/unmounts.

[00 ] Furthermore, the file management module 4 creates one or more user

directories (e.g., UDs 312A-E shown in FIG. 3) under each of the organization sub¬

directories. For example an organization directory can be a directory associated with

an organization, an organization sub-directory can be a department within the

organization and a user directory can be a directory associated with a user within the

department in the organization h d e example illustrated in FIG. 2, die file

management module 2 4 may place flags on an on-disk directory entiy and inode of

the organization directory and organization sub-directory to ensure diat operations

permitted to the user directories may not be allowed. Further, the file management



module 4 may place the unique identification number of the organization directory

or organization sub-directory in an inode of each associated object (e.g., the user

directories or files).

[0020] In addition, the file management module 214 may create policy and configuration

data for each user directory or all user directories or some of the user directories and

may store the policy and configuration data in the associated organization directories

or organization sub-directories. In other words, the file management module 4 may

create and store policy and configuration data that is applicable to some or all user

directories on a organization directory or an organization sub-directory. For

example, the policy and configuration data on an organization directory may appear

on objects (organization sub-directories, user directories or files) under the

organization directory as "inherited policy and configuration data".

[0021] In an example implementation, the file management module 214 may create a

default organization director}-' (e.g., an OD 306C shown in FIG. 3) under the root

directory and a default organization sub-directory (e.g., an OSD 308D shown i FIG.

3) under the default organization directory, when the file system 212 is created. The

default organization directory is created for storing policy and configuration data that

is applicable to all organization directories in the file system 212. In other words, the

policy and configuration data specified on the default organization directory appears

o all organization directories as "inherited policy an configuration data". I the

example illustrated in FIG. 2, the file management module 214 may place flags on an

on-disk directory entry and inode of the default organization directory and default

organization sub-directory to ensure that normal operations permitted to the user

directories may not be allowed.

[0022] In some examples, the file system management module 214 creates a database

(e.g., a database 3 10 shown in FIG. 3) under the root directory which includes

information of hierarchical organization objects (organization directories a d

organization sub-directories) and associated policy and configuration data. For

example, the unique identification numbers and the hierarchy of the organization



directories and organization sub-directories are recorded in a file under the database.

The file is use as an authentic source of information about the hierarchy and can be

recreated. Further for each policy hive (e.g.. group of policies) that includes set of

name and value pairs a file is kept in the database. The name of the file may be

constructed such that the file name includes both the directory to which the hive

belongs and a name of the hive. For example, if there is an organization directory by

name of Tenant 1 with an identification number of 1 and a hive called

"SomePolicyHive" is created, then the file name may be

"tenant I SomePolicyHive". Thus allowing to easily locate all the hives that belong

to the organization directory. The content of the file may have the list of all name and

value pairs arranged i variable-length records format. Furthermore, for each

configuration, a file is kept in the database. The file name may be constructed such

that the file name includes both the directory to which the configuration belongs and

the name of the configuration. For example, if there is an organization object by name

of Tenant2 with an identification number of 2 and the configuration data called

"SomeConfig" is created, then the file name may be "tenant2_2_SomeConfig". The

content of the file may be the contents of the configuration.

3] In the example illustrated in FIG. 2 the file system management module 214, via

the APIs 2 , may create, modify, copy, list and retrieve the organization directories

and organization sub-directories and associated policy and configuration data upon

receiving requests from the applications 210. The file system management module

2 4 may create, modify, and retrieve metadata related to organization directories and

organization sub-directories via the APIs 216 upon receiving requests from the

applications 210. In one example, the file system management module 214 ma

modify an organization directory or sub-directory hierarchy or the policy and

configuration data vi one of the APIs 6 by:

a . creating a copy of a file, including the organization directory or sub-directory

hierarchy or the policy an configuration data, in the database,

b. updating the copy with a change specified (e.g., a new organization directory, a

new organization sub-directory etc.,) and generating an unique identification number,



c . creating a new directory marked with flags and an unique identification number

in the file system, and

e. renaming and storing the updated copy in the database

[0024] In another example, the file system management module 214 may list all the

organization directory and organization sub-directory objects from file maintained

in the database via one of the APIs 2 . In yet another example, the file system

management module 4 may retrieve the contents of a name and value pair in a

policy hive via one of the APIs 216. This is explained in more detailed with reference

to FIG. 5. In one example, the file system management module 2 4 may retrieve the

contents of a configuration, via one of the APIs 216, by locating a configuration data

file in the database and retrieving the contents (number of bytes) from the file. In

another example the file system management module 214 may make changes, via

one of the APIs 6, to the organization directory or organization sub-directory

hierarchy or associated policy and configuration data in an atomic manner i.e.. all

operations to carry out the change are done or none at all.

[0025] FIG. 3 is a block diagram of an example file system 300, such as shown in FIGs.

ί and 2. The file system 300 may be created on one or more segments of a storage

device. As shown in FIG. 3, the file system 300 may include ODs 306A and 3Q6B

and a default OD 306C under a root directory 302, Further, the file system 300

include OSDs 308A and 308B under the OD 306A, an OSD 308C under the OD

306B and a default OSD 308D under the default OD 306C. Each of the ODs 306A-C

or OSDs 308 -D can be uniquely identified by a unique path or by an identification

number. The OSDs 308A-D can span across segments and each segment can be

hosted by one of computing nodes (e.g., the system 100 of FIG. lor system 200 of

FIG. 2) that serve the file system 300. The OSDs 308A-D may be visible to end users

as a file share over protocols. As shown in FIG. 3, UDs 312A-E including files 314A-

E are created under the associated OSDs 308A-C. When more storage is added, the

storage may be carved into segments and is made to be part of the OSDs 308A-D of

the file system 300. When additional computing nodes are added for more processing

power, storage on the additional computing nodes may be carved out into segments



and assigned to the OSDs 308A-D of the file system 300 and the file system 300 may

be exported over the protocols. In addition to adding capacity, new ODs or OSDs can

be added, ODs 306A-C or OSDs 308A -D can be deleted and the ODs 306A -C or

OSDs 308A-D and associated policy and configuration data can be replicated onto

other segments.

[0026] Further, policy and configuration data can be created an stored on the ODs

306A - and OSDs 308A-D. The policy and configuration data can be same on the

ODs 306A and 306B and OSDs 308A-C or can be different on each or some of the

ODs 6A and 306B and OSDs 308A-C. In an example, the OD 306C may include

policy and configuration dat that is applicable to the ODs 306A and 306B and the

OSD 306D may include policy and configuration data that is applicable to the OSDs

308A-C. For example the ODs 306A -C may store policy and configuration data

associated with authentication and the OSDs 308A-D may store policy and

configuration data associated with storage allocation. Example policy data includes

hierarchical name and value pairs. The "name" is a policy name and "value" is the

policy applicable. In an example implementation, the policy and configuration data

created on the ODs 306A-C or OSDs 308A-D can be stored in a database 0 under

the root directory 302. Thus, a policy and configuration data storage infrastructure

304 is created for the file system 300. Furthermore, the policy and configuration data

can be retrieved or modified. In some examples, policy data may be stored, retrieved

and m fied as metadat when a value of the policy is larger than 64KB.

[0027] FIG. 4 is a f ow chart of an example method 400 for creating a policy and

configuration data storage infrastructure for a f le system. The method 400, which is

described below, may be executed on a system 100 of FIG. 1 or system 200 of FIG. 2 .

However, other systems may be used as well. At block 402, a hierarchical

organization directory that is a devic and OS independent may be created under a

root directory in a namespace of a file system. For example, the hierarchical

organization directory includes an organization directory and an organization sub¬

directory under the organization directory. Each of the organization directory and the

organization sub-directory may be identified using an associated unique identification



number. In an example, default policy and configuration data associated with the

hierarchical organization directory may be created upon creating the hierarchical

organization directory. Further, a database may be created under the root directory

upon creating the hierarchical organization directory to store information associated

with the hierarchical organization directory. The information may include an

identification number associated with the hierarchical organization directory and

contents associated with the policy and configuration data in the hierarchical

organization director}'.

[0028] At block 404, a user directory may be created under the hierarchical organization

directory. In other words, the user directory may be created under the organization

sub-directory and includes the unique identification number of the organization sub

directory. At block 406, policy and configuration data for the user directory may be

created. At block 408, the policy an configuration data created for the user directory

may be stored in the hierarchical organization directory. In one example, new policy

and configuration data for the user directory is created and stored in the hierarchical

organization directory when a request is received from a user or an application. The

application may be running on OS or may be invoked to ran on the user directory.

[0029] h some examples, policy an configuration data related to the user directory is

retrieved from the hierarchical organization directory when a request is received from

an application running on OS. The application may be running on the OS to

determine the policy and configuration data related to the user directory. For example,

the policy and configuration data related to the user directory may include the default

policy and configuration data associated with the hierarchical organization directory,

the policy and configuration data created for the user directory and/or the new policy

and configuration data created for the user directory.

[0030] In an example, the database is updated to include the policy and configuration

data and/or the new policy and configuration dat created for the user directory as and

when they are created. The hierarchical organization directory an the policy and

configuration data can be modified using files in the database. The contents



associated with the policy and configuration data can be retrieved using files in the

database. This is explained in more detail with reference to FIG. 5 . Hierarchical

organization objects in the file system can be listed using the database. The objects

may include the hierarchical organization director}' and/ r files within the hierarchical

organization director}-'. The process of creating the policy and configuration data

storage infrastructure for the file system is explained in more detail with reference to

FIGs. 1-3.

[0031] FIG. 5 is a flow chart of an example method 500 for looking up a policy on an

organization directory or organization sub-directory in a file system. At block 502, a

policy hive file is obtained from a database (e.g., a database 310 shown in FIG. 3). At

block 504, a name of the policy is searched in the policy hive file. At block 506, a

check is made t determine whether the name of policy is found in the policy hive

file. If the name of policy is found in the policy hive file, extract and return a value

and position of the policy at block 508 . The policy is then marked as inherited policy.

If the name of policy is not found in the policy hive file, a check is made to determine

whether there are any policies in a hierarchy at block 510. In other words, if the name

of policy is not found in the policy hive file, associated parent object identification

number is obtained from an inode. If there are policies in the hierarchy, the process

steps from block 502 are repeated. If there are no policies in the hierarchy, return a

status of the policy as not found at block 512.

[0032] FIG. 6 is a block diagram of an example computing device 600 for creating policy

and configuration data storage infrastructure for a file system. The computing device

600 includes a processor 602 an a machine-readable storage medium 604

communicatively coupled through a system bus. The processor 602 may be any type

of central processing unit (CPU), microprocessor, or processing logic that interprets

and executes machine-readable instructions stored in the machine-readable storage

medium 604. The machine-readable storage medium 604 may be a random access

memory (RAM) or another type of dynamic storage device that may store information

and machine-readable instructions that may be executed by the processor 602. For

example, the machine-readable storage medium 604 may be synchronous DRAM



(SDRAM ). double data rate (DDR), rambus DRAM (RDRAM), rambus RAM, etc.,

or storage memory media such as a floppy disk, a hard disk, CD-ROM, a DVD, a

pen drive, and the like. In an example, the machine-readable storage medium 604

may be a non-transitory machine-readable storage medium. In an example the

machine-readable storage medium 604 may be remote but accessible to the

computing device 600.

[0033] The machine-readable storage medium 604 may store instructions 606, 608, 0,

and 612. In an example, instructions 606 may be executed by processor 602 to create

hierarchical organization directory that is a device and OS independent under a root

directory in a namespace of a file system. Instructions 608 ma be executed by

processor 602 to create a user directory' under the hierarchical organization directory.

Instructions 610 may be executed by processor 602 to create policy and configuration

data for the user directory. Instructions 6 2 may be executed by processor 602 to

store the policy and configuration data created for the user directory in the

hierarchical organization directory.

[0034] For the purpose of simplicity of explanation, the example method of FIG. 4 is

shown as executing serially, however it is to be understood and appreciated that the

present and other examples are not limited by the illustrated order. The example

systems of FIGs. 1 2 and 6, and methods of FIGs. 4 and 5 may be implemented in the

form of a computer program product including computer-executable instructions,

such as program code, which may be run on any suitable computing device in

conjunction with a suitable OS. Examples within the scope of the present disclosure

may also include program products comprising non- transitory computer-readable

storage media for carrying or having computer-executable instructions or data

structures stored thereon. Such computer-readable media can be any available media

that can be accessed by a general purpose or special purpose computer. By way of

example, such computer-readable media can comprise RAM, ROM, EPROM,

EEPROM, CD-ROM, magnetic disk storage or other storage devices, or any other

medium winch can be used to r ' or store desired program code n the form of

computer-executable instructions and which can be accessed by a general purpose or



special purpose computer. The computer readable instructions can also be accessed

from memory and executed by a processor.

5] It may be noted that the above-described examples of the present disclosure is for

the purpose of illustration. Although the disclosure has been described in conjunction

with a specific example thereof, numerous modifications may be possible without

materially departing from the teachings and advantages of the subject matter

described herein. Other substitutions, modifications and changes may be made

without departing from the spirit of the present disclosure. All of the features

disclosed in this specification (including any accompanying claims, abstract and

drawings), and/or all of the steps of any method or process so disclosed, may be

combined in any combination. except combinations where at least some of such

features and/or steps are mutually exclusive.



Claims:

. A system comprising:

a processor: and

a storage device communicatively coupled to the processor, wherein the storage

device comprises a file system management module to:

create a hierarchical organization directory that is a device and an

operating system independent under a root directory in a namespace of a fi e

system;

create a user directory under the hierarchical organization directory ;

create policy and configuration data for the user directory; and

store the policy and configuration data created for the user director}' in the

hierarchical organization directory.

2 . The system of claim 1 wherein the fi e system management module further creates

default policy and configuration data associated with the hierarchical organization

directory.

3 . The system of claim 2 wherein the file system management module further receives a

request to retrieve policy and configuration data related to the user director ' from an

application running on an operating system and retrieves the policy and configuration

data related to the user directory from the hierarchical organization directory, wherein the

policy and configuration data related to the user directory' comprises the default policy

and configuration data associated with the hierarchical organization director}' and the

policy and configuration data created for the user directory.

4 . The system of claim 1, wherein the file system management module receives a request

to create and store new policy and configuration data for the user directory from an

application running on an operating system and creates and stores the new policy and

configuration data for the user directory in the hierarchical organization director} .



. The system of claim 1, wherein the file system management module further creates a

database under the root directoiy to store information associated with the hierarcliical

organization directory, wherein the information comprises an identification number and a

hierarchy associated with the hierarchical organization directory and contents associated

with the policy and configuration data in the hierarchical organization directory.

6 . The system of claim 5, wherein the file system management module further performs

at least one of:

modify the hierarchical organization directory, the hierarchy and the policy and

configuration data;

retrieve the contents associated with the policy and configuration data in the

hierarchical organization directory; and

list hierarchical organization objects in the file system, wherein the hierarchical

organization objects comprise the hierarchical organization directoiy and ' r files within

the hierarchical organization directory.

7. The system of claim , wherein the hierarchical organization directory comprises an

organization directory and an organization sub-directory under the organization director}',

wherein each of the organization directory and the organization sub-directory is identified

using an associated unique identification number and wherein the user directory

comprises the unique identification number of the organization sub-directory.

8 . A method comprising:

creating a hierarchical organization directory that is a device and an operating

system independent under a root directoiy in a namespace of a file system;

creating a user directory under the hierarchical organization director} ;

creating policy and configuration data for the user director and

storing the policy and configuration data created for the user directory in the

hierarchical organization directoiy.



9 . The method of claim 8, further comprising:

creating default policy and configuration data associated with the hierarchical

organization directory.

10. The method of claim 9. further comprising:

retrieving policy and configuration data related to the user directory from the

hierarchical organization directory when a request is received from an application

running on an operating system, wherein the policy and configuration data related to the

user directory comprises the default policy and configuration data associated with the

hierarchical organization directory and the policy and configuration data created for the

user directory.

1. The method of claim 8. further comprising:

creating and storing new policy and configuration data for the user directory in the

hierarchical organization directory when a request is received from an application

running on an operating system.

12. The method of claim 8, wherein the hierarchical organization directory comprises an

organization directory and an organization sub-directory under the organization directory,

wherein each of the organization directory and the organization sub-directory is identified

using an associated unique identification number and wherein the user directory

comprises the unique identification number of the organization sub-directory.

3 . A non-transitory machine-readable storage medium comprising instructions

executable by a processor to:

create a hierarchical organization director} that is a device and an operating

system independent under a root directory in a namespace of the file system;

create a user directory under the hierarchical organization directory;

create policy and configuration data for the user directory; and

store the policy and configuration data created for the user directory in the

hierarchical organization director}' .



14. The non-transitory machine-readable storage medium of claim 3, further comprising

additional instructions executable by the processor to:

create default policy and configuration data associated with the hierarchical

organization directory.

15. The non-transitory machine-readable storage medium of claim 13, wherein the

hierarchical organization directory comprises an organization directory and an

organization sub-directory under the organization directory wherein each of the

organization director}' and the organization sub-directory is identified using an associated

unique identification number and wherein the user directory comprises the unique

identification number of the organization sub-directory.
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