wo 2018/071196 A1 | 0K 000 OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual P <
O remiation = 00T 0 O
International Bureau = (10) International Publication Number
(43) International Publication Date -—-/ WO 201 8/ 071196 Al

19 April 2018 (19.04.2018) WIPO|PCT

(51) International Patent Classification: Us 15/289,762 (CON)
G060 20/22 (2012.01) G06Q 20/14 (2012.01) Filed on 10 October 2016 (10.10.2016)
G06Q 30/06 (2012.01) (71) Applicant: PAYPAL, INC. [US/US]; 2211 North First

(21) International Application Number: Street, San Jose, California 95131 (US).

PCT/US2017/054132  (72) Inventors: TIAN, Cheng; 2211 North First Street, San

(22) International Filing Date: JOSG, California 95131 (US) SANJEEVAIAH KRISH-

28 September 2017 (28.09.2017) NAIAH, Akshay; Paypal, Inc., 2211 North First Street, San
] Jose, California 95131 (US). MEDLEN, Jiri; 2211 North

(25) Filing Language: English First Street, San Jose, California 95131 (US).

(26) Publication Language: English  (74) Agent: CHEN, Tom; Haynes And Boone, LLP, 2323 Vic-

(30) Priority Data: tory Avenue, Suite 700, Dallas, Texas 75219-7673 (US).
15/289,762 10 October 2016 (10.10.2016)  US  (81) Designated States (unless otherwise indicated, for every

(63) Related by continuation (CON) or continuation-in-part kind of national protection available): AE, AG, AL, AM,
(CIP) to earlier application: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,

CA,CH,CL,CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

(54) Title: PREDICTIVE ENGINE FOR ONLINE DISTRIBUTION OF SENSITIVE TRANSACTION PROCESSING INFOR-
MATION

400

Recelve a transaction processing history for a transaction processed
using a account of a user with a service provider, wherein the
fransaction processing history comprises transaction information for
the transaction processed by the user using the account

402

Access account information for the account of the user with the service

provider —404
Determine a predictive time to share the transaction processing history 4
based on the fransaction information and the account information 06

Share the transaction processing history at the predicted time to share (18

FIG. 4

(57) Abstract: There are provided systems and methods for a predictive engine for online distribution of sensitive transaction processing
information. A first user may utilize a communication device to perform transaction processing, which may cause generation of a
transaction history, such as a receipt, that documents the transaction. The first user may utilize a service that may post or distribute the
transaction history for other users to view, including a second user. In order to preserve the first user's privacy, the service provider
may perform predictive analysis of whether the transaction history should be distributed, for example, by hiding the transaction history
from the second user if the first user owes the second user money. In further embodiments, the transaction history may be distributed
to the second user that would not normally receive the transaction history if it would be of interest to the second user.

[Continued on next page]



WO 2018/071196 A1 {10000 NSO

HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KIL, KN, KP,
KR,KW,KZ,LA,LC,LK, LR, LS, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



WO 2018/071196 PCT/US2017/054132
1
PREDICTIVE ENGINE FOR ONLINE DISTRIBUTION OF SENSITIVE
TRANSACTION PROCESSING INFORMATION
Cheng Tian, Akshay Sanjeevaiah Krishnaiah, and Jiri Medlen

CROSS-REFERENCE TO RELATED APPLICATION
[0001] This application is a continuation of and claims priority to U.S. Patent
Application No. 15/289,762, filed October 10, 2016, which is incorporated herein by

reference in its entirety.

TECHNICAL FIELD
[0002] The present application generally relates to online posting and sharing of data, and
more specifically to a predictive engine for online distribution of sensitive transaction

processing information.

BACKGROUND

[0003] Various types of service providers may provide processing services to users,
merchants, other types of businesses, and different entities. Such processing services may
include processing for transactions between a user and another entity, such as another user,
merchant, business, or other entities that may engage in transactions with users. When users
process a transaction, they may be provided with a transaction history of the transaction, for
example, a receipt. In various embodiments, the transaction history may include additional
information, such as item information for items purchase in the transaction, merchant
information for a merchant selling the items, and other associated information, such as a
location or a comment by a user in the transaction. A user may therefore wish to share the
transaction history with other users, for example, through a social networking feed or a feed
within a mobile transaction processing application. However, the user may also have other
obligations or sensitivities to users that may cause the user to not wish to share the transaction
history with certain other users, for example, if the user has debts to those certain other users.
In other embodiments, the transaction may be private, and the user may only wish to share
the transaction history with certain users, such as a present for a child that may be shared with

a spouse but not the child or relatives that may spoil the secret for the child.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIG. 1 is a block diagram of a networked system suitable for implementing the
processes described herein, according to an embodiment;

[0005] FIG. 2 are exemplary interfaces of two communication devices, where one
communication device includes an interface for reviewing transaction histories that may be
shared with others and the other communication device views shared transaction histories,
according to an embodiment;

[0006] FIG. 3 is an exemplary system environment showing a transaction processor
server utilizing a predictive engine for online distribution of sensitive transaction processing
information, according to an embodiment;

[0007] FIG. 4 is a flowchart of an exemplary process for a predictive engine for online
distribution of sensitive transaction processing information, according to an embodiment; and
[0008] FIG. 5 is a block diagram of a computer system suitable for implementing one or
more components in FIG. 1, according to an embodiment.

[0009] Embodiments of the present disclosure and their advantages are best understood
by referring to the detailed description that follows. It should be appreciated that like
reference numerals are used to identify like elements illustrated in one or more of the figures,
wherein showings therein are for purposes of illustrating embodiments of the present

disclosure and not for purposes of limiting the same.

DETAILED DESCRIPTION

[00010] Provided are methods utilized for a predictive engine for online distribution of
sensitive transaction processing information. Systems suitable for practicing methods of the
present disclosure are also provided.

[00011] According to various embodiments, a user may engage in processing for a
transaction, which, once processed, may cause generation of a transaction history, such as a
receipt, as well as additional information, comments, or other sharable data associated with
the transaction (e.g., data that a user would wish another user to view, which may not include
sensitive information, such as financial data). For example, a service provider may provide
transaction processing services to the user, which may be provided through an account that
allows the user to engage in transaction processing, payments, and transfers with other users
and/or merchants, In various embodiments, the receipt may be provided by the merchant,

where a service provider processing the transaction using an account of the user may receive
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the receipt, and may generate a transaction history having the receipt and the additional
sharable data. Thus, the user, the merchant, and/or the service provider may add or provide
the additional sharable data. Once the transaction history is generated, the service provider
may execute a predictive engine, which may be provided through one or more applications
executable by the service provider, that determines whether any portions of the transaction
history for the user should be shared with one or more other users, and when at least some of
the transaction history should be shared. For example, account information for the user
and/or the user’s account may be processed with transaction information for the transaction in
the transaction history. As used herein, transaction history may include a portion (i.e.,
specific data or content) or all of the transaction history. For example, a user may wish to
share only a portion of a transaction history, such as a purchased item and/or a merchant,
while omitting other information, such as amount of the transaction. The service provider
may receive confidentiality concerns or preferences of the user, or may determine what the
user would like to share based on past shared transaction histories of the user. In other
embodiments, the service provider may determine what information to share, as discussed
herein.

[00012] The account information may include contacts of the other user and their
relationship with the user or their communications with the user. The contacts may be used
to determine interests of the other users, which may be in common with the transaction
history. In other embodiments, the contacts may be used to determine shared travel or travel
of interest to the other users, shopping lists, birth dates, anniversaries, other important event
dates that may be linked to a present, social networking posts, messages, communications,
and/or events, which may be compared to the transaction history. In some embodiments,
other types of account information may be used, including incoming payment requests from
other users, a financial graph of the user, debts and assets of the user or other users, and/or
past transactions of the user with other users including communication of those transaction
histories to the other users by the user. Thus, the service provide may make predictions on
which users are able to view the transaction history on a sharing or communication platform,
for example, by hiding the transaction history from other users that may be surprised or upset
with the transaction or may be gifted an item in the transaction and/or sharing the transaction
history with other users that may be interested in the transaction or an item in the transaction,
In this regard, a time for when the transaction history may also be determined, such hiding

the transaction until after a gifting date or a debt is repaid, or immediately sharing the
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transaction with an interested party. Once other users that may receive the shared transaction
are determined, as well as when to share the transaction, the transaction history may be
associated with an electronic post, message, or other communication that may share the
transaction history with other users. The service provider may then share the transaction
history using a messaging, social networking, transaction history sharing, or other
communication platform. Additionally, the service provider may use the transaction
information, the account information, and/or additional information for other users to
determine a portion to omit or reveal from the transaction history, such as hiding a cost from
other users if the other users would be offended at the cost, or reveal a merchant name and
item to a user that may have interest in the item. Thus, the service provider may selectively
reveal or hide specific information corresponding to a portion of the transaction information
in the transaction history based on sensitive information and/or predicted reactions, interests,
or comments by other users.

[00013] Thus, one or more users may engage in electronic transaction processing with one
or more other entities, such as merchants or other users. For example, a user may wish to
provide a payment to a merchant for a transaction, such as a purchase of one or more items,
or other type of required payment or transfer of money by the user to the merchant or another
user. The service provider processing transactions for the user may further provide additional
types of services, including account services and digital wallet services, for example, to store
one or more financial instruments of the user for use in transaction processing and provide a
digital wallet that may be utilized to perform transaction processing through tokenized
payment services. Thus, the user and/or the merchant may further be required to establish an
account with the service provider in order to engage in transaction processing. The user
and/or the merchant may be required to provide personal, business, or other identification
information to establish the account, such as a name, address, Employer Identification
Number (EIN), and/or other information. The user and/or the merchant may also be required
to provide financial information, including payment cards (e.g., credit/debit cards), bank
account information, gift cards, and/or benefits/incentives, which may be utilized to provide
payments or otherwise engage in processing of another transaction. In order to create an
account, the user and/or the merchant may be required to select an account name and/or
provide authentication credentials, such as a password, personal identification number (PIN),

security questions, and/or other authentication information.
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[00014] The service provider may utilize such information to create the account for the
user, and provide the user with a digital wallet that allows for electronic transaction
processing. The digital wallet may store the user’s financial instruments of the user and
allow the user to process transactions through the digital wallet. In this regard, the service
provider may provide a digital token, such as a data package, that represents the digital wallet
and may approve the digital wallet for processing of a transaction with the service provider to
a device that receives the token. Thus, the token may include data identifying the digital
wallet (e.g., a number unique to the wallet), as well as authentication information including
an identifier for use of the digital wallet, which may be encrypted. The token may be
communicated to a communication device of the user, where the communication device may
store the token or may communicate the token to a merchant device during transaction
processing for identification of the digital wallet and transaction processing. For example,
the merchant may transmit the token back to the service provider with a payment request,
where payment may be effectuated to the merchant through the digital wallet using the token.
[00015]  Once an account is created, the account may be accessed through a web browser
from a website of the service provider and/or a dedicated application of the service provider,
such as a mobile smart phone application. The user and/or the merchant may engage in
transaction processing through accessing their respective accounts and providing transaction
information for the transaction. Thus, the aforementioned token may be issued to the user
and/or the merchant for their respective accounts, where the token may include data (which
may be encrypted) allowing the service provider to identify the user and/or the merchant and
their accounts, as well as authenticate the user and/or the merchant. As such, the token may
be transmitted to other entities during transaction processing through accessing the account
on the website of the service provider or through the dedicated application, which may allow
the service providér to identify and authenticate the user’s and/or the merchant’s account and
engage in transaction processing. Thus, a computing device for a user and/or a merchant,
such as a communication device of a user or a merchant point-of-sale device of a merchant,
may further include a mobile payment application or more generally a transaction processing
application, which may be configured to send and receive payments to another party, such as
another user and/or a merchant, or otherwise engage in transaction processing.

[00016] In various embodiments, a website may provide the transaction processing
services, and thus may be accessed by a web browser application. The website, a webpage

interface, and/or an interface of the dedicated application may include a feed that may share
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transaction histories of other users, such as friends through a social networking platform,
contacts in a contact book, past user transactions with a user, or other users in contact with
the user. The feed may correspond to a timeline of shared transaction histories by the other
users, as well as information within those transaction histories. However, the service
provider may delay posting of a transaction history and/or hide a transaction history of a user
based on predictive analysis of the user’s interesting in hiding or delaying posting of a
transaction history.

[00017] Thus, once a receipt or other type of transaction history for a user is received by
the service provider, the service provider may analyze transaction data within the transaction
history to determine whether the transaction history should be posted. In certain
embodiments, the transaction data may include information that prevents sharing, which may
be general or specific to other users or an amount of time. For example, certain transactions
may be deemed private or confidential, such as purchase of personal or confidential products,
items, or services. Other transactions may include a term or review prior to authorization
and/or may include large purchases (e.g., a vehicle or property) that may be private to a user.
[00018] However, with other types of transactions, including daily transactions,
transaction for travel or entertainment, and/or transactions for personal use items, the service
provider may be required to access account information for the user that processed the
transaction using an account of the user with the service provider. The account information
may include financial assets or debts of the user, contacts of the user, transaction sharing
preferences of the user, a financial graph of the user, incoming payment requests by the user,
past purchases of the user, a shopping list of the user, a calendar of the user, or past shared
transactions of the user. In this regard, the account information may be used to determine
when and with what other users the transaction history is shared. For example, if the user
owes another user money or has an outstanding debt or payment request from another user, a
transaction history may be specifically withheld from sharing with that other user or with all
users in general, for example, where other friends of the user may communicate the shared
transaction history to the other user owed the debt by the user. The transaction history may
be permanently withheld, or may be withheld until expiration of some time period, which
may correspond to repayment of the owed debt. Conversely, where another user has
requested that the user purchase a product (e.g., through a shared shopping list, purchase

request, shared event or travel, calendar having an upcoming event, etc.), the transaction
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history be shared specifically with this party. Other predictive analysis may be performed to
determine whether to share or withhold the transaction history, and for how long.

[00019] For example, in various embodiments, additional information for other users
known to the user may be accessed or retrieved based on the account information, for
example, through social networking information, contact information, or past
communications within the account information. The additional information for the other
users may include information that may be indicative of an interest of another user, travel of
the other user, one or more events attended by the other user, or potential interests of the
other user that may be determined from other information scraped of the user. For example,
the additional information may include social networking posts and information, past
purchases, a wish list or shopping list of purchases, communications by the user, travel
arrangements, and/or event tickets or other admission held or purchased by the other user.
Thus, using such information, the service provider may determine that a transaction history
that would normally not be shared, or not be shared with the other user, instead should be
shared with the other user, for example, if the other user would be interested in the purchase
by the user (e.g., to arrange similar travel, share an interest, attend an event, inquire into a
review of a purchased item, etc.).

[00020]  In various embodiments, the transaction history may be immediately shared, or
may be shared after a certain time period, such as when the other user may find the
transaction history interesting or informative. The information for the other users may also
include birth dates, upcoming gift dates, or other dates where a transaction processed by the
user may be for an item purchased for another user, In this regard, a transaction history for a
gift may be hidden from at least the other user that the gift is intended for, and may further be
hidden for all other users or at least a subset of users that may share the gift with the other
user. The transaction history may eventually be revealed after expiration of the gifting date.
Other dates may also correspond to dates where the transaction history should be hidden from
another user, for example, holidays, parties, vacation travel, or events.

[00021] Moreover, financial information for the user may be stored to the account and
retrieved in the account information to determine whether a transaction history is shared with
one or more other users. For example, the financial information may correspond to a
financial graph of the user that includes assets, debts, as well as various incomes and
expenditures. The financial graph may be utilized to determine when a transaction history for

the user is posted or when the transaction history may be hidden. Thus, where a transaction
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history may cause another user that is owed a debt or upcoming expenditure to inquire about
the transaction, the transaction history may be hidden from the other user or from all users in
general. Conversely, where a transaction history may be associated with a new asset
purchased by the user, or an additional income stream or potential income stream of the user,
the transaction history may be shared with other users in general or those users that may be
interested in the asset or income stream. Thus, the user’s financial graph may be used to
make predictive analysis of discretionary hiding or revealing of transactions histories.
[00022] In order to share one or more transaction histories, the service provider may
determine one or more platforms to communicate a transaction history to known contacts of
the user generating the transaction history. For example, the service provider may share or
communicate the transaction history to other known users through a social networking
platform, email, instant message, text, other electronic communication platform,
advertisement through an electronic communication channel, and/or a feed within a
transaction processing service, such as a feed in a dedicated application or website of the
service provider, The platform used to share or communicate the transaction history may
depend on which platforms the user utilizes and/or has a preference for sharing on, or which
platforms the other users have available to utilize. Additionally, the service provider may
share or communicate the transaction history based on the other users designated to receive or
to not receive (e.g., users that the transaction history is hidden from), as well as when the
transaction history should be shared.

[00023]) The service provider may also provide an interface or executable process for the
user to make changes to the other users that may receive or may not receive a post or
communication of the transaction history, as well as when the transaction history is shared.
For example, the user may be able to view a full history of the user’s receipts and other
transaction histories. The service provider may associate information for which users will be
able to view or receive the transaction history, and when the transaction will be shared with
each transaction history in the interface. The user may then view the transaction history, and
may utilize one or more processes to change users receiving the transaction history (e.g., by
adding or removing identifiers), how the transaction history is shared, and/or when the
transaction history is shared. In various embodiments, all transaction histories may be hidden
for an amount of time to allow the user to review each transaction for sharing, which may
correspond to a preset amount of time by the user or the service provider, or may be set until

review of all of the transaction histories.
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[00024] FIG. 1 is a block diagram of a networked system 100 suitable for implementing
the processes described herein, according to an embodiment. As shown, system 100 may
comprise or implement a plurality of devices, servers, and/or software components that
operate to perform various methodologies in accordance with the described embodiments.
Exemplary devices and servers may include device, stand-alone, and enterprise-class servers,
operating an OS such as a MICROSOFT® OS, a UNIX® OS, a LINUX® OS, or other
suitable device and/or server based OS. It can be appreciated that the devices and/or servers
illustrated in FIG. 1 may be deployed in other ways and that the operations performed and/or
the services provided by such devices and/or servers may be combined or separated for a
given embodiment and may be performed by a greater number or fewer number of devices
and/or servers. One or more devices and/or servers may be operated and/or maintained by
the same or different entities.

[00025] System 100 includes a communication device 110, a communication devié:e 120,
and a transaction processor server 130 in communication over a network 150. A user (not
shown) may utilize communication device 110 to utilize the various features available for
communication device 110, which may include processes and/or applications associated with
transaction processing for a transaction between the user and a merchant. Such transaction
processing may generate a transaction history. Another user (not shown) associated with
communication device 120 may receive the transaction history or may not receive the
transaction history based on predictive analysis of sharing the transaction history determined
by transaction processor server 130,

[00026] Communication device 110, communication device 120, and transaction processor
server 130 may each include one or more processors, memories, and other appropriate
components for executing instructions such as program code and/or data stored on one or
more computer readable mediums to implement the various applications, data, and steps
described herein. For example, such instructions may be stored in one or more computer
readable media such as memories or data storage devices internal and/or external to various
components of system 100, and/or accessible over network 150.

[00027] Communication device 110 may be implemented as a communication device that
may utilize appropriate hardware and software configured for wired and/or wireless
communication with communication device 120, and/or transaction processor server 130.
For example, in one embodiment, communication device 110 may be implemented as a

personal computer (PC), telephonic device, a smart phone, laptop/tablet computer, wristwatch
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with appropriate computer hardware resources, eyeglasses with appropriate computer
hardware (e.g. GOOGLE GLASS ®), other type of wearable computing device, implantable
communication devices, and/or other types of computing devices capable of transmitting
and/or receiving data, such as an IPAD® from APPLE®. Although only one
communication device is shown, a plurality of communication devices may function
similarly.

[00028] Communication device 110 of FIG. 1 contains a payment application 112, other
applications 114, a database 116, and a communication module 118. Payment application
112 and other applications 114 may correspond to executable processes, procedures, and/or
applications with associated hardware. In other embodiments, communication device 110
may include additional or different modules having specialized hardware and/or software as
required.

[00029] Payment application 112 may correspond to one or more processes to execute
software modules and associated devices of communication device 110 to enter one or more
payment instruments or other funding sources for storage in a digital wallet associated with a
payment account (e.g., stored and/or serviced by transaction processor server 130) and
engage in transaction processing with another entity, such as a merchant. In this regard,
payment application 112 may correspond to specialized hardware and/or software utilized by
a user of communication device 110 that initially provides an interface to permit the user to
enter input and other data for payment instruments, for example, through an input device
(e.g., touch screen with a graphical user interface, keypad/keyboard, mouse, etc.) and/or
through a data capture device (e.g., scanner, camera, other optical device, etc.) Such
information may be stored with transaction processor server 130 for use with an online digital
wallet stored to an account for the user with transaction processor server 130, which may be
utilized for transaction processing with another entity, such as a merchant associated with
communication device 120. In various embodiments, information for the account may also
be stored to communication device 110, including digital wallet information and/or a token
associated with the digital wallet for use in transaction processing. The account accessible
through payment application 112 may be used to initiate, receive, and/or process/complete
transactions using services provided by transaction processor server 130. Once entered, the
payment instruments may be communicated to transaction processor server 130 over network
150 by payment application 112 for establishment and/or maintenance/update of the account

and/or entry into the digital wallet for the user. The user of communication device 110 may
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also enter discounts and/or benefits to payment application 112 for storage to the digital
wallet and use during transaction processing.

[00030] Payment application 112 may utilize one or more user interfaces, such as
graphical user interfaces presented using an output display device of communication device
110, to enable the user associated with communication device 110 to perform transaction
processing. Such interfaces may also include transaction history review associated with
transaction processor server 130, including requests to change distribution information or
guidelines for distribution of one or more transaction histories. In various embodiments,
payment application 112 may correspond to a general browser application configured to
retrieve, present, and communicate information over the Internet (e.g., utilize resources on
the World Wide Web) or a private network. For example, payment application 112 may
provide a web browser, which may send and receive information over network 150, including
retrieving website information (e.g., a website for transaction processor server 130),
presenting the website information to the user, and/or communicating information to the
website. However, in other embodiments, payment application 112 may include a dedicated
application of transaction processor server 130 or other entity (e.g., a merchant), which may
be configured to assist in processing transactions. The interface(s) providing by payment
application 112 may be utilized to enter transaction information, receive transaction
information from communication device 120, initiate a process to process a transaction,
and/or review transaction histories, For example, one or more of the interfaces may display a
list of transaction histories to the user, where the user may view where the transaction
histories may be shared, with what other users the histories may be shared, and when the
histories may be shared. The user may utilize such an interface to submit a request to change
one or more of the aforementioned elements to transaction processor server 130, for example,
by adding or removing other users through their identifiers, changing a communication
platform, and/or changing a time of distribution.

[00031] Payment application 112 may be utilized to select payment instrument(s) for use
in providing payment for a purchase transaction, transfer, or other financial process. As
discussed herein, payment application 112 may utilize user financial information, such as a
credit card, bank account, or other financial account, as a payment instrument when providing
payment information. Additionally, payment application 112 may utilize a digital wallet
stored to an account with a payment provider, such as transaction processor server 130, as the

payment instrument, for example, through providing a token that identifies the account and
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authenticates the user for use of the account. Payment application 112 may use a token
during transaction processing to authenticate the user and complete transaction processing by
providing the token, which may be encrypted and/or provided through a secure channel, to a
merchant device and/or transaction processor server 130 to authenticate the user and/or the
user’s payment account, digital wallet, and/or payment instruments with transaction processor
server 130 and allow for transaction processing and payment using the user’s payment
account, digital wallet, and/or payment instruments. Payment application 112 may be
utilized to view the results of payment, for example, using transaction histories, dispute
resolution processes, and other post-transaction process.

[00032] In various embodiments, communication device 110 includes other applications
114 as may be desired in particular embodiments to provide features to communication
device 110. For example, other applications 114 may include security applications for
implementing client-side security features, programmatic client applications for interfacing
with appropriate application programming interfaces (APIs) over network 150, or other types
of applications. Other applications 114 may also include email, texting, voice and IM
applications that allow a user to send and receive emails, calls, texts, and other notifications
through network 150. In various embodiments, other applications 114 may include financial
applications, such as banking applications. Other applications 114 may also include other
location detection applications, which may be used to determine a location for the user, such
as a mapping, compass, and/or GPS application, which can include a specialized GPS
receiver that obtains location information for communication device 110 and processes the
location information to determine a location of communication device 110 and the user.
Other applications may include social networking applications, media viewing, and/or
merchant applications. Other applications 114 may include device interface applications and
other display modules that may receive input from the user and/or output information to the
user. For example, other applications 114 may contain software programs, executable by a
processor, including a graphical user interface (GUI) configured to provide an interface to the
user. Other applications 114 may therefore use devices of communication device 110, such
as display devices capable of displaying information to users and other output devices,
including speakers.

[00033] Communication device 110 may further include database 116 stored to a
transitory and/or non-transitory memory of communication device 110, which may store

various applications and data and be utilized during execution of various modules of
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communication device 110. Thus, database 116 may include, for example, identifiers such as
operating system registry entries, cookies associated with payment application 112 and/or
other applications 114, identifiers associated with hardware of communication device 110, or
other appropriate identifiers, such as identifiers used for payment/user/device authentication
or identification, which may be communicated as identifying communication device 110 to
transaction processor server 130. In various embodiments, account information and/or digital
wallet information may be stored to database 116 for use by communication device 110,
including received information for one or more transaction histories.

[00034] Communication device 110 includes at least one communication module 118
adapted to communicate with communication device 120 and/or transaction processor server
130. In various embodiments, communication module 118 may include a DSL (e.g., Digital
Subscriber Line) modem, a PSTN (Public Switched Telephone Network) modem, an Ethernet
device, a broadband device, a satellite device and/or various other types of wired and/or
wireless network communication devices including microwave, radio frequency, infrared,
Bluetooth, and near field communication devices. Communication module 118 may
communicate directly with nearby devices (e.g., communication device 120) using short
range communications, such as Bluetooth Low Energy, L.TE Direct, WiFi, radio frequency,
infrared, Bluetooth, and near field communications.

[00035] Communication device 120 may be implemented as a communication device that
may utilize appropriate hardware and software configured for wired and/or wireless
communication with communication device 110, and/or transaction processor server 130.

For example, in one embodiment, communication device 120 may be implemented as a
personal computer (PC), telephonic device, a smart phone, laptop/tablet computer, wristwatch
with appropriate computer hardware resources, eyeglasses with appropriate computer
hardware (e.g. GOOGLE GLASS ®), other type of wearable computing device, implantable
communication devices, and/or other types of computing devices capable of transmitting
and/or receiving data, such as an IPAD® from APPLE®. Although only one
communication device is shown, a plurality of communication devices may function
similarly.

[00036] Communication device 120 of FIG. 1 contains an online posting application 122,
other applications 124, a database 126, and a communication module 128. Online posting
application 122 and other applications 124 may correspond to executable processes,

procedures, and/or applications with associated hardware. In other embodiments,
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communication device 120 may include additional or different modules having specialized
hardware and/or software as required.

[00037]  Online posting application 122 may correspond to one or more processes to
execute software modules and associated devices of communication device 120 to access a
communication platform, including social networking, transaction processing and history
sharing, and/or messaging service, in order to view received communications from other
users including shared transaction histories. In this regard, online posting application 122
may correspond to specialized hardware and/or software utilized by a user of communication
device 120 that initially provides an interface to permit the user to establish an account or
otherwise access the communication platform, for example, by providing authentication
credentials and/or personal/contact information. In other embodiments, the communication
platform may be freely accessible. Additionally, in certain embodiments, the communication
platform may correspond to a transaction processing service provided by transaction
processor server 130, where the communication platform allows usets to view other
processed transactions by other users and their transaction histories, as well as send and
receive money between users (e.g., VENMO®). Thus, the communication platform may
provide additional services to the viewing and interacting with one or more transaction
histories posted by transaction processor server 130 for a user associated with communication
device 110,

[00038] Online posting application 122 may utilize one or more user interfaces, such as
graphical user interfaces presented using an output display device of communication device
120, to enable the user associated with communication device 120 to view received
transaction histories. Such interfaces may also include transaction history review associated
with transaction processor server 130, including transaction information for the transaction
histories, such as items in the transaction, a cost, comments to the transaction, a merchant,
and other information provided with the transaction. In various embodiments, online posting
application 122 may correspond to a general browser application configured to retrieve,
present, and communicate information over the Internet (e.g., utilize resources on the World
Wide Web) or a private network, For example, online posting application 122 may provide a
web browser, which may send and receive information over network 150, including
retrieving website information (e.g., a website for transaction processor server 130),
presenting the website information to the user, and/or communicating information to the

website. However, in other embodiments, online posting application 122 may include a
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dedicated application of transaction processor server 130 or other entity (e.g., a merchant),
which may be configured to assist in reviewing received transaction histories. The
interface(s) providing by online posting application 122 may be utilized to interact with the
transaction histories, including messaging the user associated with a displayed transaction
histories, looking up transaction information (e.g., item or merchant information) from the
transaction history, and/or commenting on the transaction history. As described herein,
certain transaction histories may be hidden from online posting application 122 based on
predictive analysis by transaction processor server 130.

[00039] In various embodiments, communication device 120 includes other applications
124 as may be desired in particular embodiments to provide features to communication
device 120. For example, other applications 124 may include security applications for
implementing client-side security features, programmatic client applications for interfacing
with appropriate application programming interfaces (APIs) over network 150, or other types
of applications. Other applications 124 may also include email, texting, voice and IM
applications that allow a user to send and receive emails, calls, texts, and other notifications
through network 150, In various embodiments, other applications 124 may include financial
applications, such as banking applications. Other applications 124 may also include other
location detection applications, which may be used to determine a location for the user, such
as a mapping, compass, and/or GPS application, which can include a specialized GPS
receiver that obtains location information for communication device 120 and processes the
location information to determine a location of communication device 120 and the user.
Other applications may include social networking applications, media viewing, and/or
merchant applications, Other applications 124 may include device interface applications and
other display modules that may receive input from the user and/or output information to the
user. For example, other applications 124 may contain software programs, executable by a
processor, including a graphical user interface (GUI) configured to provide an interface to the
user. Other applications 124 may therefore use devices of communication device 120, such
as display devices capable of displaying information to users and other output devices,
including speakers.

[00040] Communication device 120 may further include database 126 stored to a
transitory and/or non-transitory memory of communication device 120, which may store
various applications and data and be utilized during execution of various modules of

communication device 120. Thus, database 126 may include, for example, identifiers such as
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operating system registry entries, cookies associated with online posting application 122
and/or other applications 124, identifiers associated with hardware of communication device
120, or other appropriate identifiers, such as identifiers used for payment/user/device
authentication or identification, which may be communicated as identifying communication
device 120 to transaction processor server 130. In various embodiments, one or more
received transaction histories shared with online posting application 122 may be stored to
database 126

[00041] Communication device 120 includes at least one communication module 128
adapted to communicate with communication device 110 and/or transaction processor server
130. In various embodiments, communication module 128 may include a DSL (e.g., Digital
Subscriber Line) modem, a PSTN (Public Switched Telephone Network) modem, an Ethernet
device, a broadband device, a satellite device and/or various other types of wired and/or
wireless network communication devices including microwave, radio frequency, infrared,
Bluetooth, and near field communication devices. Communication module 128 may
communicate directly with nearby devices (e.g., communication device 110) using short
range communications, such as Bluetooth Low Energy, LTE Direct, WiFi, radio frequency,
infrared, Bluetooth, and near field communications.

[00042] Transaction processor server 130 may be maintained, for example, by an online
service provider, which may provide transaction processing and payment services. In this
regard, transaction processor server 130 includes one or more processing applications which
may be configured to interact with communication device 110, merchant device 150, and/or
another device/server to facilitate processing a transaction when communication device 110
does not have network connectivity by preloading a token preauthorized for a predicted
amount required by the user. In one example, transaction processor server 130 may be
provided by PAYPAL®, Inc. of San Jose, CA, USA. However, in other embodiments,
transaction processor server 130 may be maintained by or include another type of service
provider, which may provide connection services to a plurality of users.

[00043] Transaction processor server 130 of FIG. 1 includes a predictive post sharing
application 140, a transaction processing application 132, other applications 134, a database
136, and a network interface component 138. Transaction processing application 132 and
other applications 134 may correspond to executable processes, procedures, and/or

applications with associated hardware. In other embodiments, transaction processor server
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130 may include additional or different modules having specialized hardware and/or software
as required.

[00044] Predictive post sharing application 140 may correspond to one or more processes
to execute software modules and associated specialized hardware of transaction processor
server 130 to perform predictive analysis of received transaction histories to determine when
and to what other users a transaction history should be shared with or communication to on a
communication platform, including social networking and/or transaction history sharing feeds
associated with transaction processor server 130. In this regard, predictive post sharing
application 140 may correspond to specialized hardware and/or software to receive a receipt
or other type of transaction history from another device, including communication device 110
and/or a merchant device. In other embodiments, the transaction history may be generated by
transaction processing application 132 based on a transaction processed by transaction
processing application 132. In various embodiments, the transaction history may include
information sufficient to determine whether to post or hide the transaction history on the
communication platform, For example, transaction histories for transactions over a certain
amount may be hidden for privacy concerns, as well as transactions for private items as set by
the user or determined from a set of standard private items. However, in other embodiments,
predictive post sharing application 140 may be used to determine which transaction histories
should be hidden, for how long, and from what other users the transaction histories should be
hidden.

[00045] Thus, once the transaction history is received, an identifier that identifies the first
user associated with communication device 110 may be used to retrieve account information
for the account of the user. The account information may correspond to financial assets or
debts of the user, contacts of the user, transaction sharing preferences of the user, a financial
graph of the user, incoming payment requests by the user, past purchases of the user, a
shopping list of the user, a calendar of the user, or past shared transactions of the user. The
account information may be used to determine when a transaction history should be shared
and with what other users, for example, by performing predictive analysis on whether it
would be beneficial or detrimental to the first user to have another user view the transaction
history, and/or whether the other user may have an interest in viewing the transaction history.
The account information may also be utilized to access information for one or more contacts
of the first user associated with communication device 110, such as a second user associated

with communication device 120. For example, a contact list or social networking contacts
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may be used to retrieve user information or other information for the second user. The
additional information for the second user may correspond to interests, travel, events,
purchases, a financial graph, sent or requested financial or payment requests, a shopping or
wish list of items, and/or other information about the second user. The account information
may be used with the additional information in order to determine when a transaction history
should be shared, and with what other users. For example, the second user may be interested
in receiving the transaction history based on an interest, or may be upset viewing the
transaction history based on an outgoing payment request to the first user.

[00046] Thus, the account information may include information that may be used by
predictive post sharing application 140 to determine that a transaction history should not be
shared with one or more users and/or should be hidden from the one or more users for a
specific time period. Such embodiments may prevent sharing of the transaction history with
one or more other users if it would be detrimental to the first user if the other user(s) view the
transaction history. For example, the first user associated with communication device 110
may owe the second user associatéd with communication device 120 money from an
incoming payment request. In other embodiments, a birthday for the second user may be
upcoming, and the transaction history may be for a gift on a wish list of the second user.
Other information may also be used, such as a social graph that shows who the first user
normally shares transaction histories with, which may be specific to the items in the
transaction histories. Thus, predictive post sharing application 140 may determine that the
second user associated with communication device 110 should not view the transaction
history, or the transaction history should be hidden from the second user for predicted time
period, for example, until expiration of the birthday or repayment of the payment request.
Thus, predictive post sharing application 140 may prevent transmission of the transaction
history to communication device 120, which may be time dependent.

[00047]  Additionally, the first user associated with communication device 110 generating
the transaction may request all transactions are hidden, certain transactions should remain
hidden, or certain users should not see a transaction history, and thus only certain transactions
may be shared. For example, a social graph may indicate that the first user only shares
transaction histories with his spouse and relatives. In such embodiments, the second user
associated with communication device 120 may not be within this group and may not receive
the transaction history. Thus, predictive post sharing application 140 may determine that a

post should be shared with one or more other users that the post would normally not be
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shared with, such as the second user, or should be shared with one or more other users on
fulfillment of some requirement. For example, the transaction history may be for an item on
a shopping or wish list of the second user, and therefore the first user and the second user
may wish to discuss the item. The transaction history may also be for shared travel between
friends, which may be shared to the second user so that the second user may arrange similar

~ travel or have the first user’s travel arrangements. In other embodiments, the transaction
history may be used to advertise to the second user, for example, where the second user may
have a potential interest in the item based on past browsing history. Similarly, the transaction
history may be for a shared shopping list, such as one between roommates or spouses, where
the transaction history may be shared so that the second user does not purchase additional
items already purchased in the transaction history.

[00048]  Predictive post sharing application 140 may then share the transaction history or a
communication platform according to the predictive analysis. In various embodiments,
predictive post sharing application 140 may also provide the communication platform. For
example, predictive post sharing application 140 may correspond to a social networking
and/or transaction processing and history sharing service, such as one offered by VENMO®
or PAYPAL®. In such embodiments, transaction histories may be shared through a platform
provided by such a service according to the predictive analysis on when and with what other
users the histories should be shared. However, in other embodiments, predictive post sharing
application 140 may utilize a different platform, communication device, or electronic
communication channel, including messaging, email, media sharing, and/or social
networking (e.g., FACEBOOK®). Predictive post sharing application 140 may provide the
transaction histories on the selected platform based on the preferences of the first user
associated with communication device 110 generating the transaction histories and/or the
second user associated with communication device 120 receiving the transaction histories,
Moreover, predictive post sharing application 140 may post the transaction histories so that
they may be interacted with to retrieve transaction information, perform user, item, or
merchant lookup, and/or comment on the transaction histories.

[00049] Transaction processing application 132 may correspond to one or more processes
to execute software modules and associated specialized hardware of transaction processor
server 130 to provide payment services to merchants and users, for example though an
account and/or payment instruments of the user and/or merchant stored in a digital wallet of

the account. In this regard, transaction processing application 132 may correspond to
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specialized hardware and/or software to establish one or more accounts, including digital
wallets storing payment instruments. The services may allow for a payment to the merchant
by a user through a payment instrument, including a credit/debit card, banking account,
payment account with transaction processor server 130, and/or other financial instrument. In
order to establish an account for a merchant and/or user to send and receive payments,
transaction processing application 132 may receive information requesting establishment of
the payment account. The information may include user personal, business, and/or financial
information. Additionally the information may include a login, account name, password,
PIN, or other account creation information. The merchant/user may provide a name, address,
social security number, or other personal or business information necessary to establish the
account and/or effectuate payments through the account. Transaction processing application
132 may further allow the merchant/user to service and maintain the payment account, for
example, by adding and removing payment instruments.

[00050] Transaction processing application 132 may be used to provide a payment for a
transaction to a merchant or other user, for example, between communication device 110 and
a merchant device, where processing the transaction causes generation of a receipt or other
transaction history. Thus, when communication device 110 wishes to provide payment to a
merchant device for a transaction, communication device 110 may provide a stored token or
other required information to the merchant device, or may receive transaction information
from the merchant device to process the transaction with transaction processor server 130.
Transaction processing application 132 may process the transaction using the token or
received transaction information, Transaction processing application 132 may utilize data in
the token or transaction information to debit an account of the user and provide the payment
to an account of the merchant. Transaction processing application 132 may also be used to
provide transaction histories for processed transactions for use in predictive analysis on
sharing with one or more other users. In further embodiments, the merchant device may
transmit the receipt or transaction history to transaction processor server 130 for processing
and predictive analysis on sharing with one or more other users.

[00051] In various embodiments, transaction processor server 130 includes other
applications 134 as may be desired in particular embodiments to provide features to
transaction processor server 130, For example, other applications 134 may include security
applications for implementing server-side security features, programmatic client applications

for interfacing with appropriate application programming interfaces (APIs) over network 150,
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or other types of applications. Other applications 134 may contain software programs,
executable by a processor, including a graphical user interface (GUT), configured to provide
an interface to the user when accessing transaction processor server 130, where the user or
other users may interact with the GUT to more easily view and communicate information. In
various embodiments, other applications 134 may include connection and/or communication
applications, which may be utilized to communicate information to over network 150.
[00052] Additionally, transaction processor server 130 includes database 136. As
previously discussed, the user and/or the merchant may establish one or more digital wallets
and/or accounts with transaction processor server 130, Digital wallets and/or accounts in
database 136 may include user information, such as name, address, birthdate, payment
instruments/funding sources, additional user financial information, user preferences, and/or
other desired user data. Users may link to their respective digital wallets and/or payment
accounts through an account, user, merchant, and/or device identifier. Thus, when an
identifier is transmitted to transaction processor server 130, e.g., from communication device
110, one or more digital wallets and/or payment accounts belonging to the users may be
found. Transaction histories may be stored to database 136 for sharing on a communication
platform. Database 136 may also store the user preferences for an account for the user and/or
merchant, as well as account information for use in determining when and with what users to
share transaction histories.

[00053] In various embodiments, transaction processor server 130 includes at least one
network interface component 138 adapted to communicate communication device 110 and/or
communication device 120 over network 150. In various embodiments, network interface
component 138 may comprise a DSL (e.g., Digital Subscriber Line) modem, a PSTN (Public
Switched Telephone Network) modem, an Ethernet device, a broadband device, a satellite
device and/or various other types of wired and/or wireless network communication devices
including microwave, radio frequency (RF), and infrared (IR) communication devices.
[00054] Network 150 may be implemented as a single network or a combination of
multiple networks. For example, in various embodiments, network 150 may include the
Internet or one or more intranets, landline networks, wireless networks, and/or other
appropriate types of networks. Thus, network 150 may correspond to small scale
communication networks, such as a private or local area network, or a larger scale network,

such as a wide area network or the Internet, accessible by the various components of system
100.



WO 2018/071196 PCT/US2017/054132
22

[00055] FIG. 2 are exemplary interfaces of two communication devices, where one
communication device includes an interface for reviewing transaction histories that may be
shared with others and the other communication device views shared transaction histories,
according to an embodiment. Environment 200 of FIG. 2 includes communication device
110 and communication device 120 corresponding generally to the described features,
processes, and components of communication device 110 and communication device 120,
respectively, in environment 100 of FIG. 1, In this regard, a first user utilizing
communication device 110 may view a transaction processing interface 1000 on
communication device 110, where transaction processing interface 1000 corresponds to an
interface of an application, such as payment application 112 of communication device 110 in
environment 100 of FIG. 1. Additionally, a second user utilizing communication device 120
may view an application interface 1100 on communication device 120, where application
interface 1100 corresponds to an interface of an application, such as online posting
application 122 of communication device 120 in environment 100 of FIG. 1

[00056] Transaction processing interface 1000 may include information for transaction
histories of the first user associated with communication device 110, where the transaction
histories may document or provide information for processed transactions by the first user
using a transaction processing service or other service provider. Thus, transaction processing
interface 1000 includes processed transaction 1002, for example, information on one or more
transaction histories. For example, transaction processing interface 1000 includes a receipt A
1004 and a receipt B 1016, Receipt A 1004 includes a cost 1006 of $120, an item 1008 for
Running Shoes, a merchant 1010 for Merchant A, shared user information 1012 for Alice and
Ben, and a predicted time to share 1014 at Tuesday, 8/9. Similarly, receipt B 1016 includes a
cost 1018 of $40, an item 1020 for Lunch, a merchant 1022 for Merchant B, shared user
information 1012 for all contacts, and a predicted time to share 1014 of now. In this regard,
the first user viewing processed transactions 1002 may view transaction information and a
transaction history for receipt A 1004 and receipt B 1016, as well as shared user information
and a predicted time to share. Receipt A 1004 may have been processed to determine that
receipt A 1004 should only be shared with Alice and Ben under shared user information 1012
at predicted time to share 1014 of Tuesday 8/9. For example, item 1008 of Running Shoes
may have been purchased as a gift for Alice, who is Ben’s sister. Thus, informing Alice or
Ben prior to Alice’s birthday of or around Tuesday, 8/9 would be detrimental to the first user.

Thus, receipt A 1004 will not be shared. Conversely, receipt B 1016 is shared with all
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contacts under shared user information 1024 and immediately under predicted time to share
1026. Receipt B 1016 may be currently shared with other users, including the second user
associated with communication device 120. Additionally, the first user may utilize
transaction processing interface 1000 to adjust one or more of shared user information 1012
or 1024 and/or predicted time to share 1014 or 1024, such as by entering new input for
identifiers of shared users or deleting shared users, and/or changing times to share.

[00057] Application interface 1100 may be utilized to output information to the second
user corresponding to communication device 120, including information for one or more
transaction histories shared with the second user by a service provider based on predictive
analysis of the transaction histories. For example, application interface 1100 includes a
friends transaction feed, having a feed or other browse-able list of transaction histories for
processed transactions by friends or other contacts of the second user, including the first user
associated with communication device 110. For example, friends transaction feed 1102
includes a first notification 1104 of “Chris Bought a Tie at Merchant C!” with an cost 1106 of
$30, and comments 1108, such as notes from friends or Chris. First notification 1104 may be
shared based on preferences of Chris, or based on predictive analysis that first notification
1104 may be of interest to the second user. Similarly, a second notification 1110 corresponds
to receipt B 1016 from transaction processing interface 1000 of communication device 110.
In this regard, second notification displays “David Bought Lunch at Merchant B!” with a cost
1112 and comments 1114, Second notification 1110 may be displayed based on shared user
information 1012 and predicted time to share 1024 for receipt B 1016.

[00058] FIG. 3 is an exemplary system environment showing a transaction processor
server utilizing a predictive engine for online distribution of sensitive transaction processing
information, according to an embodiment. FIG. 3 includes transaction processor server 130
corresponding generally to transaction processor server 130 discussed in reference to
environment 100 of FIG. 1.

[00059] Transaction processor server 130 includes predictive post sharing application 140
and transaction processing application 132 corresponding generally to the processes and
features discussed in reference to predictive post sharing application 140 and transaction
processing application 132 in environment 100 of FIG. 1. In this regard, transaction
processing application 132 may be used to process a transaction A 2000 generated by a user
using an account of the user, such as a transaction processing and payment account.

Transaction A 2000 may be between a first user and a merchant or another seller. Thus,
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transaction A 2000 includes transaction information 2002, including items 2004, a cost 2006,
and a merchant 2008, After processing of transaction A 2000, a transaction history may be
generated, such as a receipt that includes the transaction information and other information
associated with the transaction.

[00060] Additionally, predictive post sharing application 140 may be utilized to determine
whether to share one or more transaction histories for a user, such as a transaction history for
a transaction processed by transaction processing application 132. Thus, predictive post
sharing application 140 includes shared transaction determinations 2010, which may include
transaction A 2000 processed by transaction processing application 132 having transaction
information 2002. Processing transaction information 2002 with various account
information, including associated users 2012 having interests 2014, a financial graph 2016,
and/or incoming payment requests 2018 may provide distribution information on a
transaction history for transaction A 2000. For example, the distribution information may
include shared users 2020 and when to share 2022, Predictive post sharing application 140
may then distribute the transaction history according to the distribution information.

[00061] FIG. 4 is a flowchart of an exemplary process for a predictive engine for online
distribution of sensitive transaction processing information, according to an embodiment.
Note that one or more steps, processes, and methods described herein may be omitted,
performed in a different sequence, or combined as desired or appropriate.

[00062] At step 402, a transaction processing history for a transaction processed using an
account of a user with a service provider is received, wherein the transaction processing
history comprises transaction information for the transaction processed by the user using the
account, The transaction information may comprise at least one of an item purchased in the
transaction, a payment cost by the user for the transaction, item information for the item
purchased in the transaction, or a seller associated with the transaction. In various
embodiments, prior to receiving the transaction processing history, a payment request may be
received from at least one other user to the user, wherein sharing the transaction processing
history at the predicted time to share comprises sharing the transaction processing history
with a subset of users at the predicted time to share, and wherein the subset of users does not
include the at least one other user.

[00063] At step 404, account information for an account of a user with the service provider
system is accessed. The account information may comprise at least one of financial assets or

debts of the user, contacts of the user, transaction sharing preferences of the user, a financial
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graph of the user, incoming payment requests by the user, past purchases of the user, a
shopping list of the user, a calendar of the user, or past shared transactions of the user. In
various embodiments, the account information may correspond to transaction sharing
information for a first user that is associated with a second user. A predicted time to share
the transaction processing history is determined based on the transaction information and the
account information, at step 406. The predicted time to share may be determined based on
one of a financial graph of user, incoming payment requests of the user, social networking
activity of the user, a birthdate known to the user and associated with the transaction, travel
of the user or an associated user, events of the user or the associated user, or interests of the
user or an associated user.

[00064] In other embodiments where the account information includes transaction sharing
information for a first user and associated with a second user, the transaction sharing
information for the first user may comprise travel arrangements by the first user for a trip
associated with the second user. Thus, distribution guidelines may also be determined, where
the distribution guidelines to communicate the receipt to the second user may be based on the
travel arrangements, The transaction sharing information may also comprise interests shared
between the first user and the second user, wherein the distribution guidelines to
communicate the receipt to the second user is based on the interests shared between the first
user and the second user. The transaction sharing information may also comprises a potential
interest of the second user in an item in the transaction processed by the first user, wherein
the transaction processing history is communicated to the second user using advertising for
the item to the second user. The transaction sharing information may further comprise
images captured by the second user, wherein the distribution guidelines shares an item in the
transaction associated with the images. In further embodiments, the transaction sharing
information comprises one of a social graph of the user and a financial graph of the user.
[00065] At step 408, the transaction processing history is shared at the predicted time to
share. A request to change the predicted time may be received from the user, and the
predicted time may be updated based on the request to change the predicted time. In various
embodiments, prior to receiving the request, a transaction review interface may be provided
to a communication device of the user, wherein the transaction review interface displays at
least the transaction processing history with the predicted time to share. Thus, the request to
change may be received through the transaction review interface. Additionally, at least one

other user to receive the transaction processing history may be determined using the
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transaction information and the account information, wherein the transaction processing
history is shared with only the at least one other user at the predicted time to share. The at
least one other user may comprise a known user, a relative, a spouse, a child, a co-worker, a
user associated with purchase of an item in the transaction, wherein the account information
comprises contact information for the at least one other user.

[00066] Prior to sharing the transaction processing history, at least one other user
associated with the user may be determined based on the account information. Thus, user
information for at least one other user may be accessed, and sharing the transaction
processing history may be with only the at least one other user. The user information for the
at least one other user may comprise at least one of personal information, financial
information, interests, a shopping list between the user and the at least one other user,
communications between the user and the at least one other user, or social networking posts
by the at least one other user. In order to share the transaction processing history, the
transaction processing history may be shared on one of a social networking feed of the user or
a transaction processing feed of the service provider system.

[00067] FIG. 5 is a block diagram of a computer system suitable for implementing one or
more components in FIG. 1, according to an embodiment. In various embodiments, the
communication device may comprise a personal computing device (e.g., smart phone, a
computing tablet, a personal computer, laptop, a wearable computing device such as glasses
or a watch, Bluetooth device, key FOB, badge, etc.) capable of communicating with the
network. The service provider may utilize a network computing device (e.g., a network
server) capable of communicating with the network. It should be appreciated that each of the
devices utilized by users and service providers may be implemented as computer system 500
in a manner as follows.

[00068] Computer system 500 includes a bus 502 or other communication mechanism for
communicating information data, signals, and information between various components of
computer system 500. Components include an input/output (I/O) component 504 that
processes a user action, such as selecting keys from a keypad/keyboard, selecting one or more
buttons, image, or links, and/or moving one or more images, etc., and sends a corresponding
signal to bus 502. 1/0 component 504 may also include an output component, such as a
display 511 and a cursor control 513 (such as a keyboard, keypad, mouse, etc.). An optional
audio input/output component 505 may also be included to allow a user to use voice for

inputting information by converting audio signals. Audio I/O component 505 may allow the



WO 2018/071196 PCT/US2017/054132
27

user to hear audio. A transceiver or network interface 506 transmits and receives signals
between computer system 500 and other devices, such as another communication device,
service device, or a service provider server via network 150. In one embodiment, the
transmission is wireless, although other transmission mediums and methods may also be
suitable. One or more processors 512, which can be a micro-controller, digital signal
processor (DSP), or other processing component, processes these various signals, such as for
display on computer system 500 or transmission to other devices via a communication link
518. Processor(s) 512 may also control transmission of information, such as cookies or IP
addresses, to other devices.

[00069] Components of computer system 500 also include a system memory component
514 (e.g., RAM), a static storage component 516 (e.g., ROM), and/or a disk drive 517.
Computer system 500 performs specific operations by processor(s) 512 and other
components by executing one or more sequences of instructions contained in system memory
component 514, Logic may be encoded in a computer readable medium, which may refer to
any medium that participates in providing instructions to processor(s) 512 for execution.
Such a medium may take many forms, including but not limited to, non-volatile media,
volatile media, and transmission media. In various embodiments, non-volatile media
includes optical or magnetic disks, volatile media includes dynamic memory, such as system
memory component 514, and transmission media includes coaxial cables, copper wire, and
fiber optics, including wires that comprise bus 502. In one embodiment, the logic is encoded
in non-transitory computer readable medium. In one example, transmission media may take
the form of acoustic or light waves, such as those generated during radio wave, optical, and
infrared data communications.

[00070] Some common forms of computer readable media includes, for example, floppy
disk, flexible disk, hard disk, magnetic tape, any other magnetic medium, CD-ROM, any
other optical medium, punch cards, paper tape, any other physical medium with patterns of
holes, RAM, PROM, EEPROM, FLASH-EEPROM, any other memory chip or cartridge, or
any other medium from which a computer is adapted to read.

[00071] In various embodiments of the present disclosure, execution of instruction
sequences to practice the present disclosure may be performed by computer system 500. In
various other embodiments of the present disclosure, a plurality of computer systems 500
coupled by communication link 518 to the network (e.g., such as a LAN, WLAN, PTSN,

and/or various other wired or wireless networks, including telecommunications, mobile, and



WO 2018/071196 PCT/US2017/054132
28

cellular phone networks) may perform instruction sequences to practice the present disclosure
in coordination with one another,

[00072] Where applicable, various embodiments provided by the present disclosure may
be implemented using hardware, software, or combinations of hardware and software. Also,
where applicable, the various hardware components and/or software components set forth
herein may be combined into composite components comprising software, hardware, and/or
both without departing from the spirit of the present disclosure. Where applicable, the
various hardware components and/or software components set forth herein may be separated
into sub-components comprising software, hardware, or both without departing from the
scope of the present disclosure. In addition, where applicable, it is contemplated that
software components may be implemented as hardware components and vice-versa.

[00073] Software, in accordance with the present disclosure, such as program code and/or
data, may be stored on one or more computer readable mediums. It is also contemplated that
software identified herein may be implemented using one or more general purpose or specific
purpose computers and/or computer systems, networked and/or otherwise. Where applicable,
the ordering of various steps described herein may be changed, combined into composite
steps, and/or separated into sub-steps to provide features described herein.

[00074] The foregoing disclosure is not intended to limit the present disclosure to the
precise forms or particular fields of use disclosed. As such, it is contemplated that various
alternate embodiments and/or modifications to the present disclosure, whether explicitly
described or implied herein, are possible in light of the disclosure. Having thus described
embodiments of the present disclosure, persons of ordinary skill in the art will recognize that
changes may be made in form and detail without departing from the scope of the present

disclosure. Thus, the present disclosure is limited only by the claims.
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CLAIMS
WHAT IS CLAIMED IS:
1. A service provider system comprising:

a non-transitory memory storing account information for an account of a user with the
service provider system; and
one or more hardware processors configured to execute instructions to cause the
system to perform operations comprising:
receiving a transaction history for a transaction processed using the account of
the user, wherein the transaction history comprises transaction information for the
transaction processed for the user using the account;
accessing the account information from the non-transitory memory;
determining a predicted time to share the transaction history based on the
transaction information and the account information; and

sharing the transaction history at the predicted time to share.

2. The service provider system of claim 1, wherein the operations further
comprise:
receiving a request to change the predicted time from the user; and

updating the predicted time based on the request to change the predicted time.

3. The service provider system of claim 2, wherein, prior to the receiving the
request, the operations further comprise:

providing a transaction review interface to a communication device of the user,
wherein the transaction review interface displays at least the transaction history with the
predicted time to share,

and wherein the request to change is received through the transaction review

interface.

4, The service provider system of claim 1, wherein the transaction information

comprises at least one of an item purchased in the transaction, a payment cost by the user for
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the transaction, item information for the item purchased in the transaction, or a seller

associated with the transaction.

5. The service provider system of claim 1, wherein the account information
comprises at least one of financial assets or debts of the user, contacts of the user, transaction
sharing preferences of the user, a financial graph of the user, incoming payment requests by
the user, past purchases of the user, a shopping list of the user, a calendar of the user, or past

shared transactions of the user.

6. The service provider system of claim I, wherein the predicted time to share is
determined based on one of a financial graph of user, incoming payment requests of the user,
social networking activity of the user, a birthdate known to the user and associated with the
transaction, travel of the user or an associated user, events of the user or the associated user,

or interests of the user or an associated user.,

7. The service provider system of claim 1, wherein the operations further
comprise:

determining at least one other user to receive the transaction history using the
transaction information and the account information,

wherein the transaction history is shared with only the at least one other user at the

predicted time to share,

8. The service provider system of claim 7, wherein the at least one other user
comprises a known user, a relative, a spouse, a child, a user associated with purchase of an
item in the transaction, and wherein the account information comprises contact information

for the at least one other user.

9. The service provider system of claim 1, wherein, prior to the receiving the
transaction history, the operations further comprise:

receiving a payment request from at least one other user to the user,

wherein the sharing the transaction history at the predicted time to share comprises
sharing the transaction history with a subset of users at the predicted time to share, and

wherein the subset of users does not include the at least one other user.
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10, The service provider system of claim 1, wherein, prior to the sharing the
transaction history, the operations further comprise:

determining at least one other user associated with the user based on the account
information; and

accessing user information for at least one other user,

wherein the sharing the transaction processing history is with only the at least one

other user.

11.  The service provider system of claim 10, wherein the user information for the
at least one other user comprises at least one of personal information, financial information,
interests, a shopping list between the user and the at least one other user, communications
between the user and the at least one other user, or social networking posts by the at least one

other user.

12.  The service provider system of claim 1, wherein prior to the sharing the
transaction history, the operations further comprise:

determining a subset of the transaction information in the transaction history to share
at the predicted time to share, wherein the subset is determined based on confidentiality
preferences of the user,

wherein the sharing the transaction history only uses the subset of the transaction

information.

13. A method comprising:

receiving, by a service provider, a receipt for a transaction processed for a first user
using an account of the first user with the service provider, wherein the receipt comprises
transaction information for the transaction processed for the first user;

retrieving transaction sharing information for the first user, wherein the transaction
sharing information is associated with a second user;

determining distribution guidelines to communicate the receipt to the second user
based on the transaction information and the transaction sharing information; and

communicating the receipt to the second user according to the distribution guidelines.
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14, The method of claim 12, wherein the transaction sharing information for the
first user comprises travel arrangements by the first user for a trip associated with the second
user, and wherein the distribution guidelines to communicate the receipt to the second user is

based on the travel arrangements.

15.  The method of claim 12, wherein the transaction sharing information
comprises interests shared between the first user and the second user, and wherein the
distribution guidelines to communicate the receipt to the second user is based on the interests

shared between the first user and the second user.

16. The method of claim 12, wherein the transaction sharing information
comprises a potential interest of the second user in an item in the transaction processed by the
first user, and wherein the communicating the receipt to the second user comprises
advertising the item to the second user using the transaction information for the transaction

processed by the first user.

17.  The method of claim 12, wherein the transaction sharing information
comprises images captured by the second user, and wherein the distribution guidelines shares

an item in the transaction associated with the images.

18.  The method of claim 12, wherein the transaction sharing information

comprises one of a social graph of the user or a financial graph of the user.

19. A non-transitory machine-readable medium having stored thereon machine-
readable instructions executable to cause a machine to perform operations comprising:

receiving, by a transaction processor service, a transaction history for a transaction
processed using an account of a user with the transaction processor service, wherein the
transaction history comprises information about the transaction;

retrieving account information for the account of the user with the transaction
processor service;

determining whether to share the transaction history based on the first information and
the account information; and

sharing the transaction processing history based on the determining
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20.  The non-transitory machine-readable medium of claim 19, wherein the

transaction processing history is shared using at least one of a social networking feed, an

email, a message, an advertisement, and a feed in transaction processing application or

website associated with the transaction processor service.
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