09/095413 A2 | N 0 O AT 00O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization 44”1;

) IO O T OO 0

International Bureau

(43) International Publication Date
6 August 2009 (06.08.2009)

(10) International Publication Number

WO 2009/095413 A2

(51) International Patent Classification:
GOG6F 21/24 (2006.01)

(21) International Application Number:
PCT/EP2009/050953

(22) International Filing Date: 28 January 2009 (28.01.2009)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:
08150873.1 31 January 2008 (31.01.2008) EP
(71) Applicant (for all designated States except US): INTER-
NATIONAL BUSINESS MACHINES CORPORA-
TION [US/US]; New Orchard Road, Armonk, New York

10504 (US).

(72) Inventor; and

(75) Inventor/Applicant (for US only): PHILLIPS, Anthony
Howard [GB/GB]; 53, Tottehale Close, North Baddesley,
Southampton, Hampshire SO52 INQ (GB).

(74)

(81)

(34)

Agent: ROBERTS, Scott; IBM United Kingdom Lim-
ited, Intellectual Property Law, Hursley Park, Winchester,
Hampshire SO21 2IN (GB).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AOQ, AT, AU, AZ,BA, BB, BG, BH, BR, BW, BY, BZ, CA,
CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,
EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,
1L, IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK,
LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW,
MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL, PT,
RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TJ,
™™, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MK,
MT, NL, NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BE, BJ,
CF, CG, CI, CM, GA, GN, GQ, GW, ML, MR, NE, SN,
TD, TG).

[Continued on next page]

(54) Title: METHOD AND SYSTEM FOR ENCRYPTED FILE ACCESS

FIG. 2A

(57) Abstract: A method and system for encrypted file access are provided. The method includes the steps of: receiving (502, 552)
& an access request for an encrypted file (401-403) by an application (110); determining (503, 553) the application (110) making the
access request; checking (505, 555) if the application (110) is authorised for access; and if authorised, allowing the access request.
The access request may be a read or write access by a destination or source application (110). If the application (110) is authorised for
access, the method checks (508, 558) if the application (110) is authorised for unencrypted access; and if so, allowing unencrypted

file access.



WO 2009/095413 A2 | 0A 00 0T R0 100 00 0 O

Published:
—  without international search report and to be republished
upon receipt of that report



10

15

20

25

30

WO 2009/095413 PCT/EP2009/050953

METHOD AND SYSTEM FOR ENCRYPTED FILE ACCESS

This invention relates to the field of encrypted file access. In particular, the invention relates

to file access through an encrypting system based on the accessing application.

Backup of data has become very important as the amount of data produced by enterprises
and personal users has increased. The security of backup data must be maintained to prevent

unauthorised access to the backed up data.

Many home users now backup their computers to the Internet and several anti-virus
packages offer Internet storage facilities. The problem with such facilities is that since the
servers are publicly visible on the Internet, the security of the user’s information is heavily
dependent on the application. This is very fragile given that bulk file encryption is typically
done with a less secure symmetric key. If the application’s security is cracked, the user’s
personal information (such as financial documents) is compromised with a corresponding

risk of fraud and identity theft.

Another form of backup is an encrypting file system which allows applications to access the
contents of a file in clear, while the actual data is stored on disk encrypted. If the storage
media is stolen then an adversary has considerable work to decrypt the data. So that existing
applications continue to work as before, encrypting file systems decrypt data into clear

through the standard file system application programming interfaces (APIs).

However, a problem arises if a virus, such as a Trojan horse or a worm, infiltrates the
computer and accesses the stored data by the route of applications’ access. Malicious

software can scan the hard disk and copy documents to the Internet.

An aim of the present invention is to provide an enhanced encrypting file system in which
the encrypting file system conditionally decrypts data depending on the destination
application. The encrypting file system may also conditionally encrypt data depending on

the source application of the data.
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According to a first aspect of the present invention there is provided a method for file access
in a file encryption system, comprising: receiving an access request for an encrypted file by
an application; determining the application making the access request; checking if the

application is authorised for access; and if authorised, allowing the access request.

If the application is authorised for access, the method may include checking if the

application is authorised for unencrypted access and, if so, allowing unencrypted file access.

The step of determining the application making the access request may include calculating a
hash value of the contents of the application. Calculating a hash value of the contents of the

application may apply a hash function to the executable file of the application.

The step of checking if the application is authorised for access may include checking a
record of file types to which an application is authorised for access. Checking a record of
file types to which an application is authorised for access may include checking the record

for the hash value of the application.

The record of file types to which an application is authorised for access may be administered
by a security policy. The security policy may have a secure user interface for updating by an
administrator. The security policy may be a group policy for a plurality of file encryption

Systems.

The access request may be a read request by a destination application. An application
authorised for read access, but not for unencrypted read access, may only be allowed access

to the encrypted file.

The access request may be a write request by a source application. An application
authorised for write access, but not for unencrypted write access, may only be allowed

access to the encrypted file by writing an encrypted file.

According to a second aspect of the present invention there is provided a computer program

product stored on a computer readable storage medium for encrypted file access, comprising
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computer readable program code means for performing the steps of: receiving an access
request for an encrypted file by an application; determining the application making the
access request; checking if the application is authorised for access; and if authorised,

allowing the access request.

According to a third aspect of the present invention there is provided a method of providing
a service to a customer over a network, the service comprising: receiving an access request
for an encrypted file by an application; determining the application making the access
request; checking if the application is authorised for access; and if authorised, allowing the

access request.

According to a fourth aspect of the present invention there is provided a file encryption
system comprising: an application identifier for identifying an application making an access
request for an encrypted file; a data store of application permissions for accessing file types;
means for checking if an application is authorised for access of a file; and means for

providing access to the file.

The system may include means for checking if the application is authorised for unencrypted
access, and may further include encryption or decryption means for providing access to the

unencrypted file.

The application identifier may include a hash function for calculating a hash value of the
contents of the application. The hash function for calculating a hash value of the contents of
the application may apply the hash function to the executable file of the application. The
data store of application permissions for accessing file types may identify applications by the

hash value.

The system may also include a security means to administer the data store of application
permissions for accessing file types. The security means may have a secure user interface
for updating security policy by an administrator. The security means may administer a

group policy for a plurality of file encryption systems.
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The subject matter regarded as the invention is particularly pointed out and distinctly
claimed in the concluding portion of the specification. The invention, both as to
organization and method of operation, together with objects, features, and advantages
thereof, may best be understood by reference to the following detailed description when read
with the accompanying drawings in which:

Figure 1 is a block diagram of a computer system in which the present invention may
be implemented;

Figure 2A is a schematic diagram of a file encryption process used in accordance
with the present invention;

Figure 2B is a schematic diagram of a file decryption process used in accordance
with the present invention;

Figure 3 is a schematic representation of data access in accordance with the present
invention; and

Figure 4 is a block diagram of an encryption file system driver in accordance with the
present invention;

Figure 5A is a flow diagram of a method of encryption file system write access in
accordance with the present invention; and

Figure 5B is a flow diagram of a method of encryption file system read access in

accordance with the present invention.

It will be appreciated that for simplicity and clarity of illustration, elements shown in the
figures have not necessarily been drawn to scale. For example, the dimensions of some of
the elements may be exaggerated relative to other elements for clarity. Further, where
considered appropriate, reference numbers may be repeated among the figures to indicate

corresponding or analogous features.

In the following detailed description, numerous specific details are set forth in order to
provide a thorough understanding of the invention. However, it will be understood by those
skilled in the art that the present invention may be practiced without these specific details.
In other instances, well-known methods, procedures, and components have not been

described in detail so as not to obscure the present invention.
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Referring to Figure 1, a computer system 100 is shown within which the present invention
may be implemented. The computer system 100 may be a server, workstation, or a
combination thercof and may be connected to other computer-based resources. The
computer system 100 is suitable for storing and/or executing program code and includes at
least one processor 101 coupled directly or indirectly to memory elements through a bus
system 103. The memory elements can include local memory employed during actual
execution of the program code, bulk storage, and cache memories which provide temporary
storage of at least some program code in order to reduce the number of times code must be

retrieved from bulk storage during execution.

The memory elements may include system memory 102 in the form of read only memory
(ROM) 104 and random access memory (RAM) 105. A basic input/output system (BIOS)
106 may be stored in ROM 104. System software 107 may be stored in RAM 105 including
an operating system 108. A file system 109 associated with or included in the operating
system 108 may also be stored in RAM 105. Software applications 110 may also be stored
in RAM 105 which interface with the operating system 108 and file system 109 through

application programming interfaces (APIs).

The computer system 100 also includes non-volatile storage means 112 such as primary
storage including a magnetic hard disk drive and secondary storage including magnetic and
optical disc drives and USB storage devices. The drives and their associated computer-
readable media provide non-volatile storage of computer-executable instructions, data
structures, program modules and other data for the system 100. Software applications may

be stored on the non-volatile storage means 112 as well as the system memory 102.

The computer system 100 may operate in a networked environment using logical

connections to one or more remote computers via a network adapter 116.

Input/output devices 113 can be coupled to the system either directly or through intervening
I/O controllers. A user may enter commands and information into the system 100 through
input devices such as a keyboard, pointing device, or other input devices (for example,

microphone, joy stick, game pad, satellite dish, scanner, or the like). Output devices may
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include speakers, printers, etc. A display device 114 is also connected to system bus 103 via

an interface, such as video adapter 115.

The file system 109 connects through a device driver to communicate with a non-volatile
storage device 112 and to mange the files thereon. A file system 109 generally includes
methods for storing, referencing, sharing and securing files, accessing file data, and
maintaining file integrity. There may not be a clear distinction between the file system 109
and the associated operating system 108 and any of the processes carried out by the file

system 109 may be performed by the operating system 108.

The file system 109 operations may use an encryption file system driver 120 which may be
provided as part of the file system 109, the operating system 108, or separately. The
encrypting file system driver 120 is layered on top of the file system 109 and provides
support to communicate with an encrypting file system client service and to store files as

encrypted data streams 122, 123 in non-volatile storage 112.

encryption where individual files or directories are encrypted by the file system itself. This

is in contrast to full disk ¢ncryption where the entire partition or disk, in which the file

system resides, is encrypted.

The advantages of file system-level encryption include:

e flexible file-based kev management, so that each file can and usually is encrypted

with a separate encryption key;
e individual management of encrypted files, e.g. incremental backups of the individual
changed files even in encrypted form, rather than backup of the entire encrypted

volume;

e the fact that cryptographic keys are only held in memory while the file that is

decrypted by them is held open.
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Unlike cryptographic file systems or full disk encryption, general-purpose file systems that
include file system-level encryption do not typically encrypt file system metadata, such as

the directory structure, file names, sizes or modification timestamps.

An encrypting file system is a file system driver with file system-level encryption available

in some operating systems. The technology transparently allows files to be encrypted on file

systems to protect confidential data from attackers with physical access to the computer.

User authentication and access control lists can protect files from unauthorized access while

the gperating system 1S running, but can be circumvented if an attacker gains physical access

to the computer. One solution is to store the files encrypted on the disks of the computer.

An encrypting file system usually does this using public key cryptography, and aims to

ensure that decrypting the files requires the correct key.

Referring to Figure 2A, an example method 200 of the operation of an encrypting file system
when encrypting a file is illustrated. A file 201 is encrypted 210 with a bulk symmetric key
also known as the file encryption key (FEK) 202, to produce an encrypted file 203.
Simultaneously, the FEK 202 is encrypted 211 using the user’s public key 204 to produce an
encrypted FEK 205. The encrypted file 203 and the encrypted FEK 205 are stored 212, 213
in alternative data streams or with the encrypted FEK 205 in the header of the encrypted file
203.

Encrypting file systems use a symmetric encryption algorithm because it takes a relatively
smaller amount of time to encrypt and decrypt large amounts of data than if an asymmetric
kev cipher is used. The symmetric encryption algorithm used will vary depending on the

that is associated with the user who encrypted the file.

Referring to Figure 2B, an example method 220 of the operation of an encrypting file system
when decrypting a file is illustrated. The encrypted file 203 and encrypted FEK 205 are
separated 221, 222. The encrypted FEK 205 is decrypted 223 using the user’s private key
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206 to obtain the FEK 202. The FEK 202 is used 225 to decrypt 224 the encrypted file 203
to produce the original file 201.

To decrypt the file, the encrypting file system driver uses the private key that matches the
encrypting file system digital certificate (used to encrypt the file) to decrypt the symmetric
key that is stored in the encrypting file system stream. The encrypting file system driver
uses the symmetric key to decrypt the file. As the encryption and decryption operations are
performed at a layer below the file system, it is transparent to the user and all his

applications.

Folders whose contents are to be encrypted by the file system are marked with an encryption
attribute. The encrypting file system component driver treats this encryption attribute in a
way that is analogous to the inheritance of file permissions in the file system. If a folder is
marked for encryption, then by default all files and subfolders that are created under the
folder are also encrypted. When encrypted files are moved within a file system volume, the

files remain encrypted.

An enhanced encrypting file system is now described in which the encrypting file system
conditionally decrypts data depending on the destination application. The encrypting file
system driver is configurable so, for example, an encrypting file system driver might allow
the application Microsoft Excel (Microsoft and Excel are trade marks of Microsoft
Corporation) to read spreadsheets in the clear. In this case the encrypting file system driver
would decrypt any spreadsheet files where the destination process is C:\Program
Files\Microsoft Office\Office\excel.exe. However, a backup application would not be
granted the same access to decrypted spreadsheet data and so any data it read would be
returned encrypted. This extension to encrypting file systems also catches malicious
software such as viruses that are scanning the hard disk and copying documents to the

Internet.

Referring to Figure 3, a schematic diagram 300 is provided of an enhanced encrypting file
system driver 120 in which the encrypting file system driver 120 conditionally decrypts data
depending on the destination application. The enhanced encrypting file system driver 120
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may also conditionally encrypt data depending on the source application. An encrypting file
system driver 120 is provided in conjunction with a file system 120 as previously described.

The file system 109 accesses data files and folders stored in non-volatile storage 122.

A recognized application, for example, Microsoft Excel, is granted access to the clear text
contents of the spreadsheet file. When the application reads the file, the encrypting file
system driver 120 allows the file contents to be decrypted and accessed by the application in

its decrypted form 201.

Any application or process that does not match a list of allowed applications is passed the
encrypted file contents 203. This includes applications such as well known backup
applications. However, this also includes Trojan horses and other viruses which may be
trying to access a file. The encrypting file system driver 120 is responsible for checking the

destination process and encrypting the file contents, if required.

The encrypting file system driver 120 can provide additional security checks on applications
and does not rely on the application’s executable file name for authentication of the
application. For example, a hash of the destination application can be checked to ensure that
an adversary has not copied their own Trojan horse application named “excel.exe” into the

file address “C:\Program Files\Microsoft Office\Office”.

Referring to Figure 4, a block diagram of a system 400 including an enhanced encrypting
file system driver 120 is shown. The encrypting file system driver 120 includes an
encryption/decryption means 407 for encrypting and decrypting files. The encrypting file
system driver 120 is coupled to a file system 109 for managing files 411-413 stored on non-

volatile storage 112. Applications 110 attempt read and write accesses of the files 411-413.

The encrypting file system driver 120 includes an application identifier 401 which includes a
hash function or other form of signature generator 402 to create a hash or signature from the
contents of the accessing application 110. With a hash function, the executable file for the
application is used as the input data and is fed through the hash function. This produces a
small fingerprint which identifies the application and which is very unlikely to collide with
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anything else fed through the hash function. The reason for the use of the hash function is to
stop a potential adversary putting together an impostor executable file which has the same

fingerprint as the real executable file.

Hash functions are designed to be fast and to yield few hash collisions in expected input
domains. A hash function must be deterministic, i.e. if two hashes generated by the same

hash function are different, then the two inputs were different in some way.

A desirable property of a hash function is the mixing property: a small change in the input
(e.g. one bit) should cause a large change in the output (e.g. about half of the bits). This is

called the avalanche effect.

Cryptographic bash functions assume the existence of an adversary who can deliberately try

to find inputs with the same hash value. A well designed cryptographic hash function is a
"one-way" operation: there is no practical way to calculate a particular data input that will

result in a desired hash value, so it is also very difficult to forge. Functions intended for

The encrypting file system driver 120 also includes a data store 403 with a record of
application names 404 which may be the application hashes or derived therefrom, and types
of files 405 to which the applications are allowed access. The data store 403 may be
administered by a security policy. The data store 403 may include two levels of access. A
first level of access is for applications which are authorized for unencrypted file access. A
second level of access is for applications which are only authorized for encrypted file access.
This second level may include applications in a write access in which the data is already
encrypted. This second level may also include applications in a read access which are only

allowed the raw encrypted data, for example, backup applications.

A user interface 406 may be used for administration of the data store contents. The
information of application names 404 and types of files 405 to which the applications are

allowed access may be distributed as part of an enterprise security policy.
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Using a domain or group policy, a system administrator can define a policy just once and it
will be applied to a whole group of users/computers. In the described system, for a customer
running a network of users/computers, the configuration of the encrypting file system driver
can be configured through a domain or group policy. This allows the system administrator
to configure the data store of applications. For example, it could be configured so that only

Excel should be allowed to read and write spreadsheets.

The configuration information can be stored in many different places, such as a file on a
local machine's hard disk. The only requirement is that access to the information is tightly
controlled so that a potential adversary cannot gain access to it. If the information is stored
in a local file then this security can be achieved by only granting the encrypting file system
driver and perhaps the system administrator access to the file. A user interface is simply
provides a way for an authorised user such as a system administrator to view the current

configuration and make changes if need be.

Referring to Figure 5A, a flow diagram 500 shows the process of a write access by an
application 110. The process starts 501 and an application opens a file for write access 502.
The encrypting file system driver determines 503 the application that is opening the file.

This may be done by determining the application executable file name.

The encrypting file system driver calculates 504 a hash from the contents of the executable
file. A hash is calculated so that the driver can check the application making the request.
Only using the executable file name to determine if an application should be granted access
to a file is not sufficient since an adversary (virus, Trojan horse, or worm) may have

replaced the application with its own version that operates differently.

It is then determined 505 if the application is authorized for write access. This checks
whether the application is allowed unencrypted access to the file. This check is in addition
to any other operating system checks such as whether the current user has permissions to
access the file. The determination 505 of whether of not the application is authorized for
write access, references the data store 506 which stores a list of the applications and types of

files that they have been granted permission to access.
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If access is not permitted to the file type by this application, an error code is returned 507

and the process ends 520.

If access is permitted to the file type by this application, it is determined 508 if the

application is authorized for unencrypted write access.

If the application is authorized for encrypted write access, data is written 509 to the
underlying file system without encrypting it. This is because the data is already be
encrypted, for example, if the application is a backup application. The process then ends

520.

If the application is authorized for unencrypted write access, data is then encrypted 510
using the relevant encryption key. There are several different embodiments possible in key
selection. A simplistic implementation uses a single key on a computer to encrypt and
decrypt all data to its local file system. A more sophisticated embodiment could use

multiple keys, perhaps a different key for each and every file.

The encrypted data is written 511 to the underlying file system, and the process ends 520.

Referring to Figure 5B, a flow diagram 550 shows the corresponding process of a read
access by an application 110. The process starts 551 and an application opens a file for read
access 552. The encrypting file system driver determines 553 the application that is opening

the file. This may be done by determining the application executable file name.

The encrypting file system driver calculates 554 a hash from the contents of the executable

file. A hash is calculated so that the driver can check the application making the request.

It is then determined 555 if the application is authorized for read access. This checks
whether the application is allowed unencrypted access to the file. The determination 555 of
whether of not the application is authorized for read access, references the data store 556
which stores a list of the applications and types of files that they have been granted

permission to access.
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If access is not permitted to the file type by this application, an error code is returned 557

and the process ends 570.

If access is permitted to the file type by this application, it is determined 558 if the

application is authorized for unencrypted read access.

If the application is not authorized for unencrypted read access, data is read 559 from the
underlying file system and returned in its raw state without decrypting it. The process then

ends 570.

If the application is authorized for unencrypted write access, the encrypted data is read 560
from the underlying file system. The data is then decrypted 561 using the relevant
encryption key. As with write encryption, there are several different embodiments possible
in key selection. A simplistic implementation uses a single key on a computer to encrypt
and decrypt all data to its local file system. A more sophisticated embodiment could use

multiple keys, perhaps a different key for each and every file.

The now decrypted data is returned 562 to the application, and the process ends 520.

Some known encrypting file systems provide access to the underlying raw encrypted data;
however, this is done through a separate set of APIs. This does not provide the ability to

configure access based on destination application or process.

An encrypting file system driver alone or as part of a file system may be provided as a

service to a customer over a network.

The invention can take the form of an entirely hardware embodiment, an entirely software
embodiment or an embodiment containing both hardware and software elements. In an
embodiment, the invention is implemented in software, which includes but is not limited to

firmware, resident software, microcode, etc.
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The invention can take the form of a computer program product accessible from a computer-
usable or computer-readable medium providing program code for use by or in connection
with a computer or any instruction execution system. For the purposes of this description, a
computer usable or computer readable medium can be any apparatus that can contain, store,
communicate, propagate, or transport the program for use by or in connection with the

instruction execution system, apparatus or device.

The medium can be an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system (or apparatus or device) or a propagation medium. Examples of a
computer-readable medium include a semiconductor or solid state memory, magnetic tape, a
removable computer diskette, a random access memory (RAM), a read only memory
(ROM), a rigid magnetic disk and an optical disk. Current examples of optical disks include
compact disk read only memory (CD-ROM), compact disk read/write (CD-R/W), and DVD.

Improvements and modifications can be made to the foregoing without departing from the

scope of the present invention.



10

15

20

25

30

WO 2009/095413 PCT/EP2009/050953
15

CLAIMS

1. A method for file access in a file encryption system, comprising:
receiving an access request for an encrypted file by an application;
determining the application making the access request;
checking if the application is authorised for access; and

if authorised, allowing the access request.

2. The method as claimed in claim 1, including:
if the application is authorised for access, checking if the application is authorised for
unencrypted access; and

if so, allowing unencrypted file access.

3. The method as claimed in claim 1, wherein determining the application making the
access request includes:

calculating a hash value of the contents of the application.

4. The method as claimed in claim 3, wherein calculating a hash value of the contents

of the application applies a hash function to the executable file of the application.

5. The method as claimed in claim 1, wherein checking if the application is authorised
for access includes checking a record of file types to which an application is authorised for

acCcCcess.

6. The method as claimed in claim 5, wherein checking a record of file types to which
an application is authorised for access includes checking the record for the hash value of the

application.

7. The method as claimed in claim 5, wherein the record of file types to which an

application is authorised for access is administered by a security policy.



10

15

20

25

30

WO 2009/095413 PCT/EP2009/050953

16
8. The method as claimed in claim 7, wherein the security policy has a secure user
interface for updating by an administrator.
9. The method as claimed in claim 7, wherein the security policy is a group policy for a
plurality of file encryption systems.
10.  The method as claimed in claim 1, wherein the access request is a read request by a
destination application.
11.  The method as claimed in claim 10, wherein an application authorised for read

access, but not for unencrypted read access, is allowed access to the encrypted file.

12. The method as claimed in claim 1, wherein the access request is a write request by a

source application.

13.  The method as claimed in claim 12, wherein an application authorised for write
access, but not for unencrypted write access, is allowed access to the encrypted file by

writing an encrypted file.

14. A computer software product for encrypted file access, the product comprising a
computer-readable storage medium, storing a computer in which program comprising
computer-executable instructions are stored, which instructions, when read executed by a
computer, perform the following steps:

receiving an access request for an encrypted file by an application;

determining the application making the access request;

checking if the application is authorised for access; and

if authorised, allowing the access request.

15. A method of providing a service to a customer over a network, the service
comprising:
receiving an access request for an encrypted file by an application;

determining the application making the access request;
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checking if the application is authorised for access; and

if authorised, allowing the access request.

16. A file encryption system comprising:

an application identifier for identifying an application making an access request for
an encrypted file;

a data store of application permissions for accessing file types;

means for checking if an application is authorised for access of a file; and

means for providing access to the file.

17.  The system as claimed in claim 16, including:
means for checking if the application is authorised for unencrypted access; and

encryption or decryption means for providing access to the unencrypted file.

18.  The system as claimed in claim 16, wherein the application identifier includes a hash

function for calculating a hash value of the contents of the application.

19.  The system as claimed in claim 18, wherein the hash function for calculating a hash
value of the contents of the application applies the hash function to the executable file of the

application.

20.  The system as claimed in claim 16, wherein the data store of application permissions

for accessing file types, identifies applications by the hash value.

21.  The system as claimed in claim 20, including a security means to administer the data

store of application permissions for accessing file types.

22.  The system as claimed in claim 21, wherein the security means has a secure user

interface for updating security policy by an administrator.

23. The system as claimed in claim 20, wherein the security means administers a group

policy for a plurality of file encryption systems.



PCT/EP2009/050953

1/7

WO 2009/095413

\
s T NoLL
\\‘/
AL 0zl
/ s43 ] i
SWVIHLS T | 601
v1ivad "ON3 WI1SAS I1i4
F0vauaIN | STOIAIA 9 e ]!
WHOMLAN o/l JOVHOLS TULYVTOA-NON SO
WILSAS - T~/0!
IHYMLEOS
WVH ﬂ
H3a1dvay
O3qIA HOSSIO0Hd soig - o
wod 1T oL
AVdSIa
AHONAWWZLSAS [ | _ZoL
il Gl Ne]0 €01

0ot

I "Old



PCT/EP2009/050953

WO 2009/095413

2/7

€le (014 ﬂnlw ie c0e

LdAHONS 0O

; LdAHONI

@) \
¢l €0 Ole r {074 ~

0¢c 00¢

Ve "Oid



PCT/EP2009/050953

WO 2009/095413

3/7

L0c

0c

Gce

ij c02

1dAHO3a

®)

1dAH03a

g¢ ‘Old




WO 2009/095413 PCT/EP2009/050953
4/7

B

A

FILE SYSTEM
STORAGE

FIG. 3
0
ENCRYPTING FILE
SYSTEM DRIVER

-y
g
~

QA

120
~

109
~

12
1

o
ap/



PCT/EP2009/050953

WO 2009/095413

57

v 2cly

I

AN

I\)

chi

ey

134 (384

[ —

>

IIIIIIIIII
\\\\\\
-

W31SAS 314

B

601

in
Ninav

SNVIW NOILLJAHO3A |
/NOILJAHONI

SINIINOO | |-

Nddv

\

// oLl

90t

3114 40
S3dAL

Zn_n_v\

Nddv NOHd
HOLV3HO HSVH

HAIHILNIAI NddV
H3IAIHA S43

T o

Sov

¥ "Old

14914



WO 2009/095413
6/7

PCT/EP2009/050953

so A START FIG. 5A
— : . 502
application opens file for write |~
access
v
Encrypting File System driver
. S 503
determines the application [~
that is opening the file (by
executable name)
v
Encrypting File System driver| 504
calculates a hash from the ™~
contents of the executable file
application
authorised for write < data
access ? store
505
YES 506
YES
l application
access not authorised for
permitted to the file unencrypted write
type by this ccess ?
application so return 508
an error code NO YES 510
~ ~
507 write data to the underlying encryptl datatusmg
file system without relevan K
encrypting it. The data is encrypgon °y
+~| already encrypted. e.g. T ———
509 perhaps this is a backup write encrypte
application. data to underlying
file system
| ~~7

»  END

511
520



WO 2009/095413
717

PCT/EP2009/050953

551 FIG. 5B
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