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When an account registration request sent by a user terminal
is received, acquire terminal feature information of the user
terminal, and acquire registration information of an entity
account corresponding to the account registration request
Generate, according to the terminal feature information and a
pre-set fingerprint algorithm, a user terminal fingerprint
uniquely corresponding to the user terminal

Establish an information association graph of the entity account
according to the user terminal fingerprint and the registration
information, wherein the information association graph
comprises two or more information factors and an association
relationship between different information factors

Detect a risk factor in the information association graph based
on a pre-set detection rule, and output a corresponding
security processing prompt according to the risk factor

(57) Abstract: A risk detection method, apparatus and device based on a knowledge graph, and a readable storage medium. The method
comprises: when a user carries out account registration, collecting related data of the user, and integrating the data by means of an
association graph (knowledge graph), so that it is convenient for merchants or risk control personnel to know the association between
pieces of information; and then carrying out risk detection according to the association graph, such that the user data is analyzed by
means of knowledge relation analysis so as to predict a potential service risk, thereby realizing early warning of an electronic commerce
risk, and improving the risk detection capability and the service security.
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