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AUTOMATED CREDENTIAL PORTING FOR MOBILE DEVICES

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application claims priority to U.S. Provisional Application No.

61/785,988 (Attorney Docket No. RALEP1 15+), filed March 14, 2013, entitled

AUTOMATED CREDENTIAL PORTING FOR MOBILE DEVICES, which is hereby

incorporated by reference for all purposes.

FIELD

[0002] The various embodiments disclosed herein relate to mobile wireless

communication devices.

BACKGROUND

[0003] With the advent of mass-market wireless mobile devices and subscription

wireless services, there are an increasing number of instances in which a mobile device user

who has subscribed to a service provided by a service provider will stop using one device in

favor of a new or otherwise different device, or stop his or her subscription with one service

provider in favor of subscribing with another service provider. It is often the case that when

a subscriber obtains a new device or moves from one service provider to another, the

subscriber wishes to remain associated with the same phone number he or she has been using.

SUMMARY

[0004] Disclosed herein are devices, systems, and non-transitory computer-readable

storage media for updating wireless device credentials. A wireless device comprises a user

interface, memory configured to store one or more credentials for enabling the wireless

device to obtain one or more services over a wireless access network, and one or more

processors configured to execute one or more machine-executable instructions. The one or

more machine-executable instructions, when executed by the one or more processors, cause

the one or more processors to obtain an indication of a user request to replace a particular

credential with a target credential, assist in storing the target credential in memory on the

wireless device, detect a network-provisioning state change, determine that the particular



credential does not match the target credential, initiate a programming session with a network

element over a wireless access network, obtain an updated credential from the network

element, and assist in storing the updated credential in memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The various embodiments disclosed herein are illustrated by way of example,

and not by way of limitation, in the figures of the accompanying drawings and in which like

reference numerals refer to similar elements and in which:

[0006] FIG. 1 illustrates components of a wireless network architecture in accordance

with some embodiments.

[0007] FIG. 2 illustrates components of a mobile device in accordance with some

embodiments.

[0008] FIG. 3 illustrates a flow diagram for updating one or more credentials of a

mobile device in accordance with some embodiments.

[0009] FIG. 4 illustrates an exemplary screen including a mechanism to request a new

phone number or initiate a phone number transfer request from the device.

[0010] FIG. 5 illustrates an exemplary number management screen displayed when a

user selects the "Transfer" region of FIG. 4 .

[0011] FIG. 6 illustrates an exemplary screen displaying a notification listing the

information to complete a phone number transfer.

[0012] FIGS. 7A and 7B illustrate an exemplary screens for entering account

information to complete a phone number transfer.

[0013] FIG. 8 illustrates an exemplary screen requesting confirmation from the user

to initiate the phone number transfer request.

[0014] FIG. 9 illustrates an exemplary screen displaying a notification that the

number transfer request has been initiated.

[0015] FIG. 10 illustrates an exemplary screen displaying a notification that the

number transfer request has been successfully requested.

[0016] FIG. 11 illustrates an exemplary screen displaying a notification that the

phone number has been successfully transferred to the device.

[0017] FIG. 1 illustrates an exemplary screen displaying a notification that the

number transfer process has been successfully completed.



[0018] FIG. 13 illustrates an exemplary screen displaying a notification that the

device is checking whether the user requested a transfer of the user's existing mobile number

to the new device.

[0019] FIG. 14 illustrates an exemplary screen displaying a notification that the

phone number transfer request has been initiated.

[0020] FIG. 15 is a transactional diagram illustrating a device-initiated number

porting process with automatic reprogramming in accordance with some embodiments.

DESCRIPTION OF EMBODIMENTS

[0021] This document discloses a mobile device wireless service management system

to provide automated phone number porting (also referred to herein as "phone number

transferring" or "number transfer").

[0022] A wireless device (also referred to herein as a "mobile device" or simply as a

"device") communicates over a wireless access network (also referred to as the "network")

with a network system comprising one or more network elements to access resources, such as

data services, voice services, messaging services, transactional services, etc.

[0023] In a wireless network system, mobile devices authenticate with the network

system based on credentials that are stored on the device and verified by the network system.

Examples of credentials include, but are not limited to, a phone number, an international

mobile subscriber identifier (IMSI), a mobile station identifier (MSID), a mobile station

international ISDN number (MSISDN), a subscriber information module (SIM) identifier, an

electronic serial number (ESN), a mobile equipment identifier (MEID), an international

mobile equipment identity (IMEI), a device identifier, a subscriber identifier, a service

account identifier, a media access control (MAC) address, an Internet protocol (IP) address, a

token, a one-time token, a mobile directory number (MDN), a network access identifier

(NAI), a user name, a password, access point name (APN) configuration information (e.g.,

APN name, APN username, APN password, APN gateway, APN SMSC/MMSC, APN type,

etc.), an encryption key (Ki), a Wi-Fi service set identifier (SSID), a Wi-Fi network

configuration (e.g., access point (AP) name, AP IP address, AP username, AP password, AP

encryption type, AP security key, etc.), an IP address, any other identifying information that

uniquely identifies a wireless device, and combinations of these. Some credentials (e.g., an

ESN, a device identifier, etc.) are permanently associated with a device. But other



credentials (e.g., a SIM, a phone number, etc.) may be moved from one device to another

device. These movable credentials are referred to herein as "portable credentials."

[0024] To gain access to a wireless access network, a subscriber needs some sort of

account with the service provider (also referred to as an "operator," "network operator,"

"wireless operator," or similar term). Although some consumers choose pre-loaded, pre-paid,

"disposable" devices, many consumers have ongoing accounts (either pre-pay or post-pay)

with service providers. A subscriber's account with a service provider is typically associated

with a portable credential. For example, a subscriber account may be associated with a SIM

card that stores information needed for a device containing the SIM to access a particular

service provider's network.

[0025] When a device is capable of making phone calls, the device and the

subscriber's account are associated with a telephone number (or "phone number"), which can

be ported from one device to another or from one service provider to another. It is often the

case that when a subscriber obtains a new device or moves his or her service subscription

from one service provider to another, the subscriber wishes to remain associated with the

same phone number he or she has been using.

[0026] There are several circumstances in which a phone number that is currently

associated with a particular device and a current service provider needs to be ported. First, a

subscriber could decide to upgrade or change the particular device to a new device, but stay

with the current service provider and keep the current phone number. Second, a subscriber

could decide to change from the current service provider to a new service provider, but keep

the particular device and the current phone number. Third, a subscriber could decide to

change from the current service provider to the new service provider, and also upgrade or

change the particular device to the new device, but keep the current phone number. Fourth, a

subscriber could have a first device associated with a first phone number and a first service

provider, and a second device associated with a second phone number and a second service

provider, and the subscriber wishes to port the first phone number to the second device.

[0027] When the subscriber decides to upgrade or change the particular device to a

new device, but chooses to stay with the current service provider and keep the current phone

number, the porting of the phone number is typically simple because the subscriber already

has an account with the current service provider, and the subscriber's phone number is

already recognized by the current service provider. For GSM devices, porting the

subscriber's phone number from the current device to the new device is accomplished by



moving the SIM from the current device to the new device, which can often be done by the

subscriber without support from or, in some cases, knowledge of the current service provider.

[0028] When the subscriber changes from the current service provider to a new

service provider, however (e.g., the second, third, and fourth cases described above), the

process of porting a number from one service provider to another takes some amount of time

and can, in extreme cases, take days. At some point during the number porting process, the

device and the network system of the current service provider can no longer communicate,

and the device and the network system of the new service provider cannot communicate until

the credentials stored on the device are updated to match the credentials stored in the new

service provider's network system. Sometimes the new service provider sets up the

subscriber's mobile device with temporary credentials so the mobile device can operate on

the new wireless provider's network while the number porting process is ongoing. The

temporary credentials allow the subscriber to begin using service with the new service

provider immediately, even though the number porting is not complete. But because the

credentials that allow the subscriber to use service with the new service provider while the

number porting process is ongoing are temporary credentials, when the porting process is

complete, the subscriber's mobile device needs to be updated with the desired credentials,

including the subscriber's phone number.

[0029] Today, when it is necessary to update a wireless device using temporary

credentials so that the device thereafter uses the intended credentials, the user of the wireless

device may need to intervene to update the credentials so the device can communicate with

the new service provider's network system with its desired credentials. This intervention is

sometimes a sequence of steps that forces the device into a state where it can contact a

programming server to get its credentials updated. Other times, the sequence entails the user

manually programming the credentials into the device.

[0030] Disclosed herein are systems, devices, and methods that provide for the

updating of device credentials after a phone number port without user intervention. In some

embodiments, the mobile device detects a network provisioning state change (e.g., detects

that the device credentials are to be updated) and automatically initiates a programming

session with a programming server to enable the device to obtain the desired credentials

without the intervention of the user. Automation of this process ensures that the updating of

credentials occurs when necessary and without user intervention. One of the benefits of this

process is that it can reduce calls to a customer care center because this process helps to



ensure that the device does not enter into a state in which it cannot interact with the network

system and, as a result, appear to be unusable to the end user.

[0031] In some embodiments, the device comprises one or more device agents that

determine when the desired phone number, previously associated with a different service

provider, is available for porting onto the device so that a user of the device does not need to

take any action to determine when the number is available for porting or to begin the porting

process. In these and other embodiments, the one or more device agents may be configured

to automatically determine that the desired phone number is available for porting and initiate

the device side of the number porting process. In some embodiments, the one or more device

agents are embodied in a service processor on the device.

[0032] In some embodiments, the device user can initiate number porting during

initial account set up or creation, or during initial device setup, directly on the device. In

some embodiments, the user can enter, through a user interface of the device, a request to

cause a different device's phone number to be ported onto the device.

[0033] FIG. 1 illustrates components of a typical wireless network system. Mobile

device 100 communicates with core network 110 through base station 125. To gain access to

voice, messaging, and data services, mobile device 100 authenticates with various network

elements, including home location register (HLR) 132, authentication server 1153, and

network access gateway 1151. Failure to authenticate with these elements normally results in

denied service access via the wireless network.

[0034] In some embodiments, a subscriber is able to initiate a number port (or

"number transfer") directly from mobile device 100. In some embodiments, the subscriber

accesses a device application and enters, into a device application user interface (UI), the

information needed to initiate the port. In some embodiments, the number porting is assisted

by one or more device agents that run on the mobile device that the phone number is desired

to be ported to. The one or more device agents can comprise an application program, an

operating system (OS) component, an OS function, an OS service, a modem programming

agent, a modem software or firmware agent, an over-the-air (OTA) mobile device parameter

programing agent, an Open Mobile Alliance (OMA) agent, a secure communication agent

configured to communicate number porting and number provisioning information, another

software or firmware agent, or a combination of these.

[0035] In some embodiments, the one or more device agents communicate with one

or more network elements (e.g., porting server 1154) that are configured to exchange number

porting information and number provisioning information with the one or more device



agents. In some embodiments, the one or more device agents establish a secure

communication link with the one or more network elements to allow the secure exchange of

number porting information and number provisioning information. In some embodiments,

the formatting and/or protocols for the communications between the one or more device

agents and the one or more network elements are established according to an application

programming interface (API) between the one or more device agents responsible for (e.g.,

initiating) number porting and the one or more network elements that assist in the porting.

[0036] In some embodiments, after the one or more device agents collect the

information from the subscriber, the one or more device agents communicate the information

to porting server 1154. In some embodiments, the communication is over a cellular network.

In some embodiments, the communication is over the short messaging service (SMS)

channel. In some embodiments, the communication is over a Wi-Fi network. Porting server

1154 is responsible for initiating and managing the porting process between the wireless

operator and the porting agency (or the subscriber's previous service provider, or an

intermediary brokering system). In some embodiments, mobile device 100 stores a local

copy of the subscriber's phone number that was entered on the device application when the

port was initiated.

[0037] In some embodiments, a subscriber wishes to port a phone number associated

with a second device or a second service account (the "second phone number") to a first

device. In some such embodiments, the number porting is assisted by one or more network

elements (e.g., porting server 1154) that are configured to communicate with the one or more

device agents on the first device to exchange account information. The one or more network

elements then submit the request or instruction to port the second phone number to the first

device to a subscriber management system responsible for managing the association of the

second phone number with the second device or the second service account. The one or more

network elements then obtain an indication that the second phone number has been released,

and the one or more network elements communicate with the one or more device agents to

cause the second phone number to be ported to the first device. In some embodiments, a

subscriber management system responsible for managing the association of the second phone

number with the first device participates in the number porting process by provisioning an

aspect of the network policy associated with the first device to recognize or authenticate the

second phone number for the first device.

[0038] In some embodiments, a first subscriber management system that manages a

first device communicates with a second subscriber management system that manages a



second device to request the phone number port and provides user information to authenticate

the port of a phone number from either the first device to the second device or vice versa. In

some embodiments the first device and/or number and second device and/or number are both

managed by the same subscriber management system; in this case, the subscriber

management system goes to itself to request the number port and provides user information

to authenticate the port.

[0039] Once the porting process is complete, porting server 1154 updates wireless

operator provisioning server 162, which then provisions certain network elements, including

programming server 1152, with the new credentials (e.g., telephone number, network access

identifier (NAI), user name, password, IP address, etc.), including the telephone number. In

some embodiments, the updating of the provisioning information to the network elements

will cause mobile device 100 to stop functioning on the network because its credentials are

no longer associated with an active subscriber account.

[0040] In some embodiments, when the provisioning of the network system with the

new device credentials is complete, mobile device 100 detects that it can no longer access the

network. Detection of denied access to the network can include failed registration attempts,

failed authentication attempts (e.g., invalid user name, invalid password, invalid telephone

number, invalid device identifier, etc.), or failed authorization for services. When mobile

device 100 detects that it can no longer access the network, it checks its internal state. In

some embodiments, detecting the internal state comprises comparing one or more current

device credentials with an expected credential (e.g., comparing a current phone number with

an expected new phone number). When mobile device 100 detects that a current device

credential does not match the expected credential, and mobile device 100 expects the

credential to change, mobile device 100 enters into a programming session with

programming server 1152. In some embodiments, putting mobile device 100 into a

programming session entails providing a set of bootstrap credentials to mobile device 100,

where the bootstrap credentials provide the mobile device with limited access to the network

(e.g., mobile device 100 can only access the programming server 1152 either directly or

indirectly via network access gateway 1151). In some embodiments, mobile device 100 is

configured to communicate with programming server 1152 via a Wi-Fi or another type of

alternative network. In some embodiments, the subscriber associated with mobile device 100

is not charged for usage of the wireless access network or alternative network associated with

the device's communications with programming server 1152 (i.e., usage is not accounted to a

user account, or usage is zero-rated by the service provider or another party).



[0041] Once mobile device 100 has access to programming server 1152, mobile

device 100 initiates a programming communication session with programming server 1152.

In some embodiments, device interaction with programming server 1152 is over the data

channel, the SMS channel, the voice channel, the unstructured supplementary service data

(USSD) channel, or over Wi-Fi or another network that provides mobile device 100 with

access to programming server 1152. In some embodiments, when mobile device 100 is

accessing programming server 1152, access to other network elements or network end-points

is restricted or prohibited. Programming server 1152 delivers the new device credentials to

the mobile device 100. Mobile device 100 receives the updated credentials and stores the

new credentials locally on the device. Upon completion of the programming session, mobile

device 100 begins to use the new credentials to access the wireless network. In some

embodiments, mobile device 100 compares the new credentials to the expected credentials to

determine if the current credentials are, in fact, the expected credentials or additional interim

credentials. In some embodiments, if the current credentials match the expected credentials,

the update process is determined to be complete.

[0042] In some embodiments, an over the air device provisioning network element

(e.g., programming server 1152) participates in the number porting process by causing an

aspect of a first device's credentials to be re-programmed to provision a new phone number

onto the first device. In some embodiments, the aspect of the first device's credentials that is

re-programmed to provision the new phone number onto the first device comprises the phone

number or mobile directory number (MDN), NAI, password, access point name (APN)

configuration information (e.g., APN name, APN username, APN password, APN gateway,

APN SMSC/MMSC, APN type, etc.), username, IP address, MAC address, international

mobile subscriber identity (IMSI), encryption key (Ki), Wi-Fi service set identifier (SSID),

Wi-Fi network configuration (e.g., access point (AP) name, AP IP address, AP username, AP

password, AP encryption type, AP security key, etc.), or a combination of these.

[0043] It is to be appreciated that the functions described above are illustrated in FIG.

1 in a particular way, but that the functions may be disposed differently than shown in FIG. 1.

In particular, the functions may be performed by more or fewer network elements than shown

in FIG. 1.

[0044] FIG. 2 illustrates various components of mobile device 100, including UI

display 1000, through which the subscriber can interact with the device application via the

display and UI element (e.g., on-screen keyboard, speech recognition processor, physical

keyboard, etc.). Current credential storage 1157 is device memory where mobile device 100



stores its current credentials to access the wireless network. In some embodiments, current

credential storage 1157 is protected or encrypted to prohibit the user from directly (or

indirectly) modifying the information stored in current credential storage 1157. In some

embodiments, current credential storage 1157 is accessible only to the wireless modem that

allows the device to access the wireless access network.

[0045] Programming session credential storage 1156 is device memory where mobile

device 100 stores the credentials and configuration to access programming server 1152. In

some embodiments, the programming session credentials include network type (e.g., cellular,

Wi-Fi, Bluetooth, etc.), network name (e.g., APN name, Wi-Fi SSID, etc.) or other

information that enables mobile device 100 to access programming server 1152. In some

embodiments, programming session credential storage 1156 is protected or encrypted to

prohibit the user from directly (or indirectly) modifying the information stored in

programming session credential storage 1156. In some embodiments, programming session

credential storage 1156 is accessible only to the wireless modem that allows the device to

access the wireless access network.

[0046] Expected credential storage 1158 is device memory where mobile device 100

stores the expected credentials to be programmed to mobile device 100. In some

embodiments, mobile device 100 uses the expected credentials to detect when mobile device

100 has received its final set of credentials related to the transaction that caused the

credentials to change (e.g., a request to port a new phone number to mobile device 100). For

example, the expected credentials could be the porting phone number, a new network access

identifier, a new IP address, etc.

[0047] It is to be appreciated that although FIG. 2 illustrates current credential storage

1157, expected credential storage 1158, and programming session credential storage 1156

separately, they may all be located in the same memory (which may be secure memory).

[0048] FIG. 3 is a flowchart showing a procedure to update one or more credentials of

a mobile device in accordance with some embodiments. At 1160, the procedure starts. At

1161, the device user requests to have at least some aspect of the one or more device

credentials changed via a UI interaction on the device. Examples of UI interaction include

interaction with a browser application, an OS application, an OS settings application, a native

application, etc. The UI interaction causes the device to communicate with an application

server (e.g., porting server 1154, programming server 1152) to facilitate and complete the

credential change request.



[0049] At 1162, the device stores (e.g., using one or more device agents) the

requested credential information locally on the device. In some embodiments, the device

receives this information from the application server or other network element. In some

embodiments, the device receives this information from the UI interaction application on the

device or from the one or more device agents. In some embodiments, the requested

credential information includes information about all of the one or more credentials that were

requested to be changed. In some embodiments, the requested credential information

contains a subset of information about all of the one or more credentials that were requested

to be changed. In some embodiments in which, at the time the number port is requested, the

device is associated with a first phone number and/or other first credential(s), the number

being ported and/or other re-provisioning information is not fully programmed onto the

device before the first number and/or other first credential(s) become partially invalid or

invalid.

[0050] At 1163, the device detects the network provisioning state change. There are a

number of ways in which the device can detect the network provisioning state change,

including denied registration attempts, denied voice call attempts, denied text message

transmission attempts, failed authentication with a network element, failed authorization for

services, or any other mechanism that signals the device that network provisioning has

changed.

[0051] At 1164, the device determines whether a current credential matches the

requested credential to determine if there is a mismatch between the credential that is

currently programmed on the device and the credential that the device is expecting to be

programmed on the device. In some embodiments, the requested credential may be a

configuration state indicator, and the device inspects the configuration state indicator to

determine if the device expected additional credential updates associated with the credential

change request.

[0052] At 1165, the device has determined that it is expecting a credential update, and

as a result the device initiates a programming session (e.g., the one or more device agents

initiate a programming session). In some embodiments, initiating a programming session

entails setting the device to a well-known configuration state (e.g., a bootstrap state, etc.) to

enable the device to contact a network element (e.g., programming server 1152). In some

embodiments, initiating a programming session entails switching the device to an alternative

network (e.g., Wi-Fi, etc.) or communication channel (e.g., SMS, etc.) prior to initiating

communications with the network element (e.g., programming server 1152). In some



embodiments, the communication with the network element (e.g., programming server 1152)

utilizes an ambient service so that usage of the wireless access network associated with the

device's communication with the network element is subsidized or paid- for by an entity other

than the party responsible for paying for access to the wireless access network by the device

(e.g., the party responsible for paying for access to the wireless access network by the device

is the user, subscriber, account-holder, enterprise, parent, etc.). In some embodiments, when

the communication with the network element (e.g., programming server 1152) occurs using

an ambient service, the party responsible for paying for access to the wireless access network

by the device (e.g., the user, subscriber, account-holder, enterprise, parent, etc.) is not

charged for the network communications associated with the device programming.

[0053] At 1166, the device communicates with the network element (e.g.,

programming server 1152) to obtain its updated credential(s). In some embodiments, the

device performs an authentication process with the network element (e.g., programming

server 1152). In some embodiments, the configuration data is encrypted or delivered over an

encrypted and secure channel. In some embodiments, the configuration data is encrypted

using device-specific information (e.g., an IMSI, Ki, A-key, MAC address, etc.), either

directly or indirectly.

[0054] At 1167, after the device receives its updated credentials, it updates its local

memory with the new credentials. In some embodiments, the updated credentials also

include updated device configuration information (e.g., access server information, new data

network configuration, device UI configuration, branding information, etc.). For example,

the updated device configuration information can include a logo, color scheme, icon, or any

other branding information that indicates the device is now associated with a different service

provider.

[0055] At 1168, the device compares the updated credentials with the expected

credentials to determine if the credential update process associated with the initial transaction

(at 1161) is complete. In some embodiments, there may be additional interim credentials

assigned to the device while the transaction is in progress. In some embodiments, the

transaction requires multiple credential updates. In some embodiments, the device checks a

credential update state variable to determine if the credential update process is complete. If

the credential update process is complete, the process ends at 1169. If the device expects

further credential updates associated with the transaction initiated at 1161, the device

continues to monitor for network provisioning state change (at 1163) and continues the cycle

until the credential update process completes.



[0056] In some embodiments, the device performs the updating process automatically

without informing the subscriber. In some embodiments, the credential update occurs in the

background and is undetected by the user. In some embodiments, the programming process

requires the device to be restarted one or more times. In some embodiments, when a reboot

is required, it is desirable to present a visual or audible notification to the user to inform the

user that the device is updating and/or rebooting. In some embodiments, the notification

enables the user to postpone the update and/or device reboot.

[0057] In some embodiments, the one or more device agents present a number porting

option through a first device's UI to enable a user to port a phone number that is currently

assigned to a second device (the "second phone number") onto the first device. In some

embodiments, such as the exemplary embodiment shown in FIG. 4, the one or more device

agents present an account UI screen 1170 to the user and provide a mechanism to request a

new phone number or initiate a phone number transfer (e.g., port of the second phone number

to the first device) request from the device. The UI element could be a menu item, a status

bar item, a list item, dialog box, or any other UI construct to enable the user to initiate a

phone number transfer request. In the embodiment illustrated by FIG. 4, the UI construct is a

touch-sensitive button the user can touch to initiate a number transfer. As illustrated by FIG.

4, the screen 1170 informs the user that the user can press the "Transfer" button either to

transfer an existing number to the device, or to request a new number.

[0058] In some embodiments, such as the exemplary embodiment shown in FIG. 5, in

response to the user initiating a transfer (e.g., selecting "Transfer" in the embodiment shown

in FIG. 4), the one or more device agents present a number management screen 1171 to the

user and provide a mechanism to either request a new number or initiate a number transfer

(port) request from the device. The UI element could be a menu item, a status bar item, a list

item, dialog box, or any other UI construct to enable the user to manage his or her phone

number on the device. In some embodiments, the one or more device agents may restrict the

parties who are authorized to transfer a number. In the embodiment shown in FIG. 5, for

example, a number transfer can be initiated from any device with the "Admin" role, where

the "Admin" role is held by a subscriber, a parent, an enterprise, a device group manager, or

any other designated party who is authorized to modify the settings or characteristics of the

device for which the number transfer is being requested.

[0059] In some embodiments, when the user initiates the transfer of the second phone

number from a first service provider to a second service provider (e.g., the user selects

"Transfer my number from another phone" on the screen 1171 shown in FIG. 5), the one or



more device agents present a screen to inform the user about information the user will need to

provide in order to complete the request. In the embodiment shown in FIG. 6, for example,

the one or more agents assist in presenting a notification 1172 through the display to inform

the user that he or she should have a copy of the user's last bill from the first service provider

(so that the user can enter, for example, an account number or other information commonly

found on a service provider bill), the phone number to transfer, the first and last name of the

user, the user's address, and the user's social security number or account number (or account

name) with the first service provider.

[0060] In some embodiments, when the user accepts the number porting option (e.g.,

the user selects the "Continue" option of FIG. 5 or the "OK" option of FIG. 6), the one or

more device agents present a screen to gather the second phone number, user information,

and/or account information associated with the service account currently associated with the

second phone number. In some embodiments, such as the representative screens 1173 and

1174 illustrated in FIGS. 7A and 7B, once the user decides to initiate a phone number

transfer request, the user enters the requested information through the device UI to allow the

second phone number to be transferred to the device (e.g., from a first service provider

currently providing service to the second phone number to the service provider associated

with the device to which the second phone number is requested to be transferred). In some

embodiments, the information entered by a user to transfer a phone number includes one or

more of the following pieces of information: phone number to transfer, billing first name,

billing last name, company name, billing address (e.g., street number, street name, city, state,

ZIP code), user's social security number, a portion of the user's social security number (e.g.,

last 4 digits), current-service-provider account number, current-service-provider account

password, current-service-provider account PIN, or any other information to identify the

subscriber or the account with the current service provider. In some embodiments, to prevent

the inadvertent or malicious transfer of the second phone number to the device, the

information entered includes information that is or should only be known by a subscriber

associated with the second phone number (e.g., some or all of the subscriber's social security

number, account number, password, PIN, etc.)

[0061] In some embodiments, all of the information to be collected to initiate the

transfer of the second phone number to the device is entered on a single UI screen. In some

embodiments, such as the exemplary embodiment of FIGS. 7A and 7B, the information to be

collected is entered on multiple UI screens 1173 and 1174. In some embodiments, the user is

queried about the current service provider (e.g., identifying information about the service



provider currently providing service associated with the second phone number). In some

embodiments, a network element assists in determining the current service provider by

querying an entity. In some embodiments, the entity is a local database, a porting

management entity, a remote database, or another system that contains the information. In

some embodiments in which the current service provider is known, the information to be

collected by the one or more device agents on the mobile device is tailored to the

requirements of the current service provider (e.g., service provider "A" only requires first

name, last name, phone number to port, and billing zip code; service provider "B" only

requires phone number to port and account password, etc.).

[0062] In some embodiments, after the user enters the information needed for the one

or more device agents to initiate the number transfer, the one or more device agents assist in

presenting a confirmation screen through the user interface of the device. FIG. 8 illustrates

an example of such a confirmation screen 1175. As shown in FIG. 8, the confirmation screen

1175 informs the user that it is important that the information provided by the user to initiate

the transfer of the second phone number be correct. The screen of FIG. 8 asks the user to

review the information and confirm that the information entered is correct.

[0063] In some embodiments, after the user has provided the information needed for

the one or more device agents to initiate the number transfer (e.g., the user has provided the

information requested by the screens 1173 and 1174 illustrated in FIGS. 7A and 7B, or the

user has selected "OK" from the screen 1175 illustrated in FIG. 8), the one or more device

agents initiate the number transfer and provide a notification to the user that the number

transfer process is beginning. FIG. 9 illustrates a specific embodiment of such a notification

1176. As shown in FIG. 9, the notification 1176 may include an icon or other indicia to

indicate to the user that the number transfer information is being submitted.

[0064] In some embodiments, after the one or more device agents have successfully

initiated the number transfer, the one or more device agents assist in providing a notification

to the user to inform the user that the number transfer has been requested. In some

embodiments, the notification provides additional information, such as when the number

transfer is expected to be completed. FIG. 10 illustrates a particular embodiment of such a

notification 1177. The notification 1177 informs the user that the number transfer has been

successfully requested, and that transferring the number may take up to four hours to

complete.

[0065] In some embodiments, as the porting process proceeds, the one or more device

agents present notification messages (e.g., audible or visible notifications) through a first



device UI to inform the user of the progress of the porting process. For example, the one or

more device agents can present one or more messages through a display to inform the user

that the port is proceeding, that the device has limited or no access to the wireless access

network, that settings are being updated, that information is being loaded, that the device

needs to be rebooted, etc. For example, the messages may inform the user that the user needs

to reboot the device in order for the number port to complete. FIG. 11 illustrates a particular

embodiment of such a notification 1178. In the embodiment of FIG. 11, the notification 1178

informs the user that the phone number has been successfully transferred to the device. In the

embodiment of FIG. 11, the notification 1178 also informs the user that the device will need

to update itself with its new number, and that during the update process, the user will not be

able to use the device or make emergency calls. In addition, in the embodiment of FIG. 11,

the notification 1178 informs the user that during the update process, the device will restart

twice without user intervention, and the user may see additional messages as the device

updates and activates. In the embodiment of FIG. 11, the notification 1178 presents the user

with an option to defer the updating process until later.

[0066] The one or more device agents can also present a notification upon completion

of the number porting process to inform the user that the port was successful and/or that the

device is now associated with the second phone number. FIG. 1 illustrates one such

embodiment. In the embodiment of FIG. 12, the notification 1179 informs the user that the

device is now active with its new number (the second phone number).

[0067] The one or more device agents can also present a notification if the number

porting process fails, where such notification informs the user of the failure and, in some

embodiments, provides additional information about the failure and/or directs the user to

customer service for assistance.

[0068] In some embodiments, a user orders a new device through a website

associated with the new service provider. In some such embodiments, the user specifies

when ordering the new device that the user wishes to port an existing phone number to the

new device. Because the user does not want the number to be ported before the user has

received the device, the new service provider pre-configures the new device with information

that will allow the transfer of the existing number to the new device after the user receives the

new device. When the user receives the new device and powers on the device, the device

initiates the number transfer using information pre-configured by the new service provider.

FIG. 13 illustrates a notification message 1180 that a user of the new device sees in

accordance with a particular embodiment. As shown in FIG. 13, the one or more device



agents assist in presenting a notification message 1180 that informs the user that the one or

more device agents are checking to see whether the user requested a transfer of the user's

existing mobile number to the new device. FIG. 14 illustrates a notification message 1181

that a user of the new device might see if the one or more device agents determine that the

user requested a number transfer prior to receiving the new device. In the embodiment

illustrated in FIG. 14, the notification message 1181 informs the user that the number transfer

request is being initiated. In some embodiments in which the user requests a number transfer

at the time of ordering a device, the one or more device agents perform one or more of the

tasks described previously in the context of FIGS. 9-12.

[0069] FIG. 15 illustrates a device-initiated number porting process with automatic

reprogramming according to some embodiments. In FIG. 15, the subscriber 1010 desires to

port his number from his or her prior service provider to a new service provider. The

subscriber 1010 initiates a port request with assistance from one or more device agents

(shown simply as "Device Agent" in FIG. 15). The one or more device agents assist in

collecting the number porting information from the subscriber 1010. The one or more device

agents can comprise one or more of an application program, an operating system (OS)

component, an OS function, an OS service, a modem programming agent, a modem software

or firmware agent, an over-the-air (OTA) mobile device parameter programing agent, an

Open Mobile Alliance (OMA) agent, a secure communication agent configured to

communicate number porting and number provisioning information, or another software or

firmware agent.

[0070] Once the one or more device agents collect the porting information from the

subscriber, the one or more agents communicate with porting server 1154A to communicate

the porting request. Porting server 1154A is associated with the new service provider.

Porting server 1154A can comprise one or more of a subscriber management system, a

dedicated element to manage number porting, a clearinghouse porting server, a billing

system, a provisioning system, or any other system that manages the number porting process

for a service provider. Porting server 1154A communicates with porting server 1154B,

which is associated with the subscriber's prior service provider, to request that the

subscriber's telephone number be ported from the prior service provider to the new service

provider. In some embodiments, porting server 1154A communicates directly with porting

server 1154B. In some embodiments, porting server 1154A communicates with porting

server 1154B via one or more intermediary servers or systems. In some embodiments, the



one or more intermediary servers or systems are associated with a clearinghouse service to

broker number porting requests between service providers.

[0071] Upon successful validation of the information associated with the subscriber's

number porting request, porting server 1154B releases the association of the ported telephone

number with the prior service provider and acknowledges the port phone number request to

porting server 1154A. Once porting server 1154A receives the acknowledgement from

porting server 1154B, porting server 1154A initiates a provisioning request to the current

service provider's business/operational support systems (B/OSS) 1101. In some

embodiments, provisioning of B/OSS 1101 includes provisioning programming server 1152

with the new device credentials and parameters. The new device credentials and parameters

can comprise a phone number or mobile directory number (MDN), NAI, password, access

point name (APN) configuration information (e.g., APN name, APN username, APN

password, APN gateway, APN SMSC/MMSC, APN type, etc.), username, IP address, MAC

address, International Mobile Subscriber Identity (IMSI), Encryption Key (Ki), Wi-Fi SSID,

Wi-Fi network configuration (e.g., AP name, AP IP address, AP username, AP password, AP

encryption type, AP security key, etc.), or a combination of these. In some embodiments,

provisioning of B/OSS 1101 includes provisioning of the network elements (e.g., HLR, HSS,

2A Server, gateway servers, authentication servers and systems, access control systems) to

associate the new device credentials with subscriber 1010.

[0072] When device 100, using its existing credentials, attempts to authenticate or be

authorized by the new service provider's network system 1100 for services, network system

1100 (shown in FIG. 15 as "Network") denies the request. When the one or more device

agents receive the authentication or authorization failure, the one or more device agents

automatically initiate a programming session with programming server 1152. In some

embodiments, the one or more device agents assist in presenting (e.g., displaying a message

through a device display or screen, providing an audible message through a speaker, etc.) a

notification to subscriber 1010 prior to initiating the device reprogramming process. In some

embodiments, the one or more device agents assist in causing device 100 to be rebooted prior

to initiating the programming session, or they assist in notifying a user to reboot device 100.

In some embodiments, the one or more device agents assist in configuring device 100 with

credentials to enable the programming session. During the programming session, the one or

more device agents receive the updated device credentials or parameters, and the one or more

agents update the device credentials or parameters with the credentials or parameters received

from programming server 1152.



[0073] Upon completion of the programming session, device 100 can successfully

authenticate with the new service provider's network system 1100 and be authorized for

services. In some embodiments, upon completion of the programming session, the one or

more device agents assist in rebooting device 100 to enable it to use the new credentials. In

some embodiments, upon completion of the programming session, the one or more device

agents assist in resetting the modem to enable device 100 to use the new credentials. In some

embodiments, the one or more device agents assist in presenting (e.g., displaying a message

through a device display or screen, providing an audible message through a speaker, etc.) a

notification to subscriber 1010 to provide information related to the completion of the phone

number port.

[0074] Exemplary Use Case 1: Number porting information is pre-stored on the

device before the number porting takes place

[0075] In some embodiments, a user wishes to port a phone number associated with a

second device (the "second phone number") to a first device. In some such embodiments,

one or more device agents on the first device accept the second phone number and possibly

other associated information about an account associated with the second device. The one or

more device agents relay this information to a network element. In some embodiments, the

one or more device agents are then prepared for auto-reprogram to the second phone number

by pre-storing on the first device at least a portion of the provisioning information needed to

port the second phone number before the number port has taken place in the network-based

subscriber management systems and/or over-the-air (OTA) programming systems. In some

embodiments, the one or more device agents are configured to detect a port initiation

condition that indicates the porting process should be initiated, and the one or more device

agents utilize the pre-stored information to assist in implementing the number port. In some

embodiments, the port initiation condition comprises a condition where a first phone number,

assigned to the first device at the time the porting request is initiated, is no longer assigned to

the first device. In some embodiments, determining that the first phone number is no longer

assigned comprises determining that the device cannot access a mobile network with the

credentials associated with the first phone number. In some embodiments, the port initiation

condition comprises a signal from the one or more network elements. In some embodiments,

the port initiation condition comprises determining that network access over a mobile

network has been restricted or prevented.

[0076] In some embodiments, the one or more device agents accept the second phone

number desired to be ported onto the device, communicate the information to a network



element, and prepare for auto-reprogram to the second phone number but do not re-program

the device immediately. In some such embodiments, the one or more device agents wait for a

condition in which the first phone number is no longer valid and then automatically re-

program the device and re-acquire the network.

[0077] Exemplary Use Case 2 : Device utilizes a restricted link once the number

porting has been initiated

[0078] In some embodiments, a user wishes to port a phone number associated with a

second device (the "second phone number") to a first device. In some such embodiments,

one or more device agents on the first device assist in the porting of the second phone

number. In some embodiments, when the porting of the second phone number port is

approved and the second phone number is released from the second service provider, the one

or more device agents have access via a restricted mobile network access policy to a network

server associated with the one or more device agents, and this network server assists in

porting the second phone number to the first device. In some embodiments, the network

server provides OTA programming of the second phone number and possibly other

parameters (e.g., other credentials). In some embodiments, after providing OTA

programming, the network server causes the device to authenticate or re-authenticate to the

network system.

[0079] In some embodiments, a limited-access-permission ambient (i.e., non-user-

paid) service through the wireless access network is provided to enable devices that do not

have a valid phone number or other network access credential to communicate with a

programming server. In some such embodiments, some or all devices that are not recognized

by the network authentication system have access to a server that can re-provision a device's

phone number, other network access credentials, or other network access configuration if a

number port has been authorized and/or completed for the device.

[0080] In some embodiments, at some point in number porting process a subscriber

management system associated with the first device provisions the network elements to

reflect the second phone number and/or device access credentials, and at that point a policy

allows the first device to have limited network access to communicate with the programming

server, even if the first device has a partially invalid credential or set of credentials.

[0081] Exemplary Use Case 3 : The mobile network recognizes two numbers for the

first device, at least for a period of time

[0082] In some embodiments, a user wishes to port a phone number associated with a

second device (the "second phone number") to a first device that, at the time the porting



request is initiated, is associated with a first phone number. In some such embodiments, one

or more device agents on the first device assist in the porting of the second phone number. In

some embodiments, the network system is configured to allow the first device to access the

network system with credentials associated with the first phone number and with credentials

associated with the second phone number, at least for a period of time. In some such

embodiments, when the number port is complete, and the first device accesses the network

with credentials associated with the first phone number, the programming server or other

network element signals to the first device (e.g., sends an SMS message to the one or more

device agents, sends a data transport message to the one or more device agents, etc.) that the

device requires reprogramming. In some embodiments, the one or more device agents

initiate communications with the programming server to retrieve the new network access

credentials (e.g., the credentials associated with the second phone number). In some

embodiments, the new credentials are pre-stored on the first device, and the first device

automatically reprograms itself without contacting the programming server.

[0083] In some embodiments, it is also desirable to update another configuration of

the first device, including, for example, an application configuration. In some embodiments,

there are certain applications that use device-related credentials to access a service where the

service associates a device or user with a set of well-known credentials (e.g., a voice mail

application). In some embodiments, when the phone number or other credential associated

with the first device changes, the applications that use device credentials must communicate

the device or subscriber credential change to the service. In some embodiments, a network

element (e.g., provisioning server, programming server, subscriber management server, etc.)

assists in updating the service with the new device credential. In some embodiments, the

device application is required to log in, authenticate, or associate the user's service with the

new credential. In some embodiments, the re-authentication, log in, or service association

occurs automatically without user intervention. In some embodiments, prior to the re-

authentication, log in, or service association with the new credential, the user is required to

enter a valid PIN, password, or other credential to authorize the change to the service

credentials. In some embodiments, the service credentials include access credentials. In

some embodiments, the service credentials include account credentials or information (e.g.,

phone number for voice mail account, etc.)

[0084] In some embodiments, an already-resident or downloaded application exists

on the user's current device. In some embodiments, the application assesses usage and

determines if there is a better service offer (i.e., a service offer that would reduce costs to the



user or that would otherwise benefit the user). In some embodiments, the better service offer

is a service offer with the user's current service provider (i.e., the service provider associated

with the user's current device). In some embodiments, the better service offer is with a

different service provider. In some embodiments, the application provides information about

the better service offer to the user through the device UI (e.g., by presenting information

through a display, by providing an audible notification, etc.). In some embodiments, the

application accepts a user indication that user wishes to accept the better service offer, and

accepts billing information. In some embodiments, the application communicates that the

user wishes to accept the service offer and billing information to a network element. In some

embodiments, the network element is on the current service provider's network. In some

embodiments, the network element is on the new service provider's network (i.e., the

network operated by the service provider making the service offer that the user wishes to

accept). In some embodiments, the network element is on a third-party network that is not

owned by either the current service provider or the new service provider (e.g., the network

element is on an independent agent/broker network). In some embodiments, the network

element initiates the shipment of a new device (e.g., a new device providing the better service

offer is sent or made available to the user). In some embodiments, when the user receives the

new device, the user can either initiate number porting from an application that runs during

initial device set up or via the one or more device agents on the new device.

[0085] In some embodiments, the user can enter the information to port a phone

number through a website (either prior to activating service or once service is activated). In

some embodiments, where the information is entered using a website, the one or more device

agents are automatically triggered by a message communicated over the wireless network by

a network element to initiate the number port (e.g., SMS message, USSD message,

application push message (Google Cloud Messaging (GCM), Apple Push Notification

Service (APNS), etc.)). In some embodiments, the one or more device agents assist in

prompting the user to confirm the port request. In some embodiments, the port is initiated

automatically in the background with no user intervention. In some embodiments, where the

user enters the porting information through a website, the one or more device agents present

the porting information through the device UI and at least assist in querying the user to verify

and/or edit the porting information on the mobile device prior to initiating the port.

[0086] It is to be understood that when two or more objects (e.g., devices, users,

credentials, etc.) are discussed herein, one of the two or more objects may be distinguished

from the rest of the objects by referring to that object as a "first" object, and another of the



two or more objects may be distinguished from the rest of the objects by referring to that

object as a "second" object. Likewise, a specific object of the two or more objects may be

distinguished from the rest of the objects by referring to that object as a "particular" object or

a "selected" object. As a specific example, when two or more (or a plurality) of devices are

discussed, it is to be understood that two of the two or more devices may be referred to

individually as a "first device" and a "second device." Likewise, a particular one of the two

or more devices may be referred to as a "particular device," a "selected device," or another

similar term.

[0087] The section headings provided in this detailed description are for convenience

of reference only, and in no way define, limit, construe or describe the scope or extent of

such sections. Also, while various specific embodiments have been disclosed, it will be

evident that various modifications and changes may be made thereto without departing from

the broader spirit and scope of the disclosure. For example, features or aspects of any of the

embodiments may be applied in combination with any other of the embodiments or in place

of counterpart features or aspects thereof. The terms "exemplary" and "embodiment" are

used to express an example, not a preference or requirement. Also, the terms "may" and

"can" are used interchangeably to denote optional (permissible) subject matter. The absence

of either term should not be construed as meaning that a given feature or technique is

required. Further, in the foregoing description and in the accompanying drawings, specific

terminology and drawing symbols have been set forth to provide a thorough understanding of

the disclosed embodiments. In some instances, the terminology and symbols may imply

implementation or operational details that are not required to practice those embodiments.

Accordingly, the specification and drawings are to be regarded in an illustrative rather than a

restrictive sense.

WHAT IS CLAIMED IS:



CLAIMS

1. A wireless device, comprising:

a user interface;

memory configured to store:

one or more credentials associated with the wireless device, the one or

more credentials for enabling the wireless device to obtain one or

more services over a wireless access network, and

a target credential; and

one or more processors configured to execute one or more machine-executable

instructions that, when executed by the one or more processors, cause the

one or more processors to:

obtain, through the user interface, an indication of a user request to

replace a particular credential of the one or more credentials with

the target credential,

detect a network-provisioning state change,

based on the detected network-provisioning state change, determine

that the particular credential does not match the target credential,

initiate a programming session with a network element

communicatively coupled to the wireless device over the wireless

access network,

obtain an updated credential from the network element, and

assist in storing, in memory, the updated credential as the particular

credential.

2. The wireless device recited in claim 1, wherein, when executed by the one or more

processors, the one or more machine-executable instructions further cause the one or

more processors to:

determine that the updated credential does not match the target credential, and

based on the determination that the updated credential does not match the

target credential, take an action.

3. The wireless device recited in claim 2, wherein the action is to communicate with the

network element.



4. The wireless device recited in claim 2, wherein the action is to cause a notification to

be presented through the user interface, wherein the notification reports an error.

5. The wireless device recited in claim 2, wherein the action is to cause a notification to

be presented through the user interface, wherein the notification reports that a

procedure is in progress or has not been completed.

6. The wireless device recited in claim 2, wherein the action is to at least assist in

restricting communications by the wireless device over the wireless access network.

7. The wireless device recited in any of claims 1 to 6, wherein, when executed by the

one or more processors, the one or more machine-executable instructions further

cause the one or more processors to:

determine that the updated credential matches the target credential, and

based on the determination that the updated credential matches the target

credential, take an action.

8. The wireless device recited in claim 7, wherein the action is to cause a notification to

be presented through the user interface, wherein the notification reports that the

particular credential has been replaced by the target credential.

9. The wireless device recited in any of claims 1 to 8, wherein, when executed by the

one or more processors, the one or more machine-executable instructions further

cause the one or more processors to cause a notification to be presented through the

user interface, the notification providing information about a status of the user request

to replace the particular credential of the one or more credentials with the target

credential.

10. The wireless device recited in any of claims 1 to 8, wherein, when executed by the

one or more processors, the one or more machine-executable instructions further

cause the one or more processors to cause a notification to be presented through the



user interface, the notification requesting confirmation of the user request to replace

the particular credential with the target credential.

11. The wireless device recited in any of claims 1 to 10, wherein detecting the network-

provisioning state change comprises determining that a registration attempt initiated

by the wireless device has failed.

The wireless device recited in any of claims 1 to 10, wherein detecting the network-

provisioning state change comprises determining that an attempt by the wireless

device to place a voice call has failed.

The wireless device recited in any of claims 1 to 10, wherein detecting the network-

provisioning state change comprises determining that an attempt by the wireless

device to send a text message has failed.

The wireless device recited in any of claims 1 to 10, wherein detecting the network-

provisioning state change comprises determining that an attempt by the wireless

device to authenticate with the network element has failed.

The wireless device recited in any of claims 1 to 10, wherein detecting the network-

provisioning state change comprises determining that an attempt by the wireless

device to be authorized for a service has failed.

The wireless device recited in any of claims 1 to 10, wherein detecting the network-

provisioning state change comprises determining that a network access error has

occurred.

The wireless device recited in any of claims 1 to 10, wherein detecting the network-

provisioning state change comprises receiving a provisioning-state-change message

The wireless device recited in claim 17, wherein the provisioning-state-chang

message comprises a text message.



19. The wireless device recited in claim 17, wherein the provisioning-state-change

message comprises a push message from a push server communicatively coupled to

the wireless device over the wireless access network.

20. The wireless device recited in claim 17, wherein the provisioning-state-change

message comprises a message received by an application program on the wireless

device.

1. The wireless device recited in any of claims 1 to 20, wherein the one or more

credentials comprise a phone number.

22. The wireless device recited in any of claims 1 to 20, wherein the one or more

credentials comprise an international mobile subscriber identifier (IMSI), a mobile

station identifier (MSID), a mobile station international ISDN number (MSISDN), a

subscriber information module (SIM) identifier, an electronic serial number (ESN), a

mobile equipment identifier (MEID), an international mobile equipment identity

(IMEI), a device identifier, a subscriber identifier, a service account identifier, a

media access control (MAC) address, an Internet protocol (IP) address, a token, a

one-time token, a mobile directory number (MDN), a network access identifier (NAI),

a user name, a password, access point name (APN) configuration information, an

encryption key (Ki), a Wi-Fi service set identifier (SSID), a Wi-Fi network

configuration, an IP address, or a combination of these.

23. The wireless device recited in any of claims 1 to 22, wherein the target credential

comprises a phone number.

24. The wireless device recited in any of claims 1 to 22, wherein the target credential

comprises an international mobile subscriber identifier (IMSI), a mobile station

identifier (MSID), a mobile station international ISDN number (MSISDN), a

subscriber information module (SIM) identifier, an electronic serial number (ESN), a

mobile equipment identifier (MEID), an international mobile equipment identity

(IMEI), a device identifier, a subscriber identifier, a service account identifier, a

media access control (MAC) address, an Internet protocol (IP) address, a token, a



one-time token, a mobile directory number (MDN), a network access identifier (NAI),

a user name, a password, access point name (APN) configuration information, an

encryption key (Ki), a Wi-Fi service set identifier (SSID), a Wi-Fi network

configuration, an IP address, or a combination of these.

25. The wireless device recited in any of claims 1 to 22, wherein the particular credential

comprises a first phone number currently associated with the wireless device, and

wherein the target credential comprises a second phone number.

26. The wireless device recited in claim 25, wherein the wireless device is a first wireless

device, and wherein the second phone number is associated with a second wireless

device.

27. The wireless device recited in claim 25, wherein the second phone number is

associated with a land line.

28. The wireless device recited in any of claims 1 to 27, wherein the user interface

comprises a display.

29. The wireless device recited in any of claims 1 to 28, wherein the user interface

comprises a speaker.

30. The wireless device recited in any of claims 1 to 29, wherein the one or more services

comprise a voice service, a messaging service, or a data service.

3 1. The wireless device recited in any of claims 1 to 30, wherein the one or more

machine-executable instructions comprise an application program.

32. The wireless device recited in any of claims 1 to 30, wherein the one or more

machine-executable instructions comprise an operating system (OS) component, an

OS function, an OS service, a modem programming agent, a modem software or

firmware agent, an over-the-air (OTA) mobile device parameter programing agent, an

Open Mobile Alliance (OMA) agent, a secure communication agent configured to



communicate number porting and number provisioning information, a software agent,

a firmware agent, or a combination of these.

The wireless device recited in any of claims 1 to 32, wherein the user request

comprises an indication of the target credential, a phone number, a user name, a

password, an account number, a subscriber name, a company name, at least a portion

of a billing address, at least a portion of a social security number, a personal

identification number (PIN), or a combination of these.

34. The wireless device recited in any of claims 1 to 33, wherein obtaining the indication

of the user request to replace the particular credential of the one or more credentials

with the target credential comprises obtaining information from a website.

35. The wireless device recited in any of claims 1 to 34, wherein obtaining the indication

of the user request to replace the particular credential of the one or more credentials

with the target credential comprises obtaining information associated with the user

request through the user interface.

36. The wireless device recited in any of claims 1 to 35, wherein the network element

comprises a programming server.

37. The wireless device recited in any of claims 1 to 36, wherein initiating the

programming session with the network element communicatively coupled to the

wireless device over the wireless access network comprises contacting the network

element using at least a portion of the one or more credentials associated with the

wireless device.

The wireless device recited in any of claims 1 to 36, wherein initiating the

programming session with the network element communicatively coupled to the

wireless device over the wireless access network comprises contacting the network

element using a temporary credential.



39. The wireless device recited in claim 38, wherein, when executed by the one or more

processors, the one or more machine-executable instructions further cause the one or

more processors to obtain the temporary credential from memory.

40. The wireless device recited in claim 38, wherein, when executed by the one or more

processors, the one or more machine-executable instructions further cause the one or

more processors to obtain the temporary credential from a network system

communicatively coupled to the wireless device.

4 1. The wireless device recited in any of claims 1 to 40, wherein initiating the

programming session with the network element communicatively coupled to the

wireless device over the wireless access network comprises contacting the network

element using a default credential.

42. The wireless device recited in any of claims 1 to 4 1, wherein initiating the

programming session with the network element communicatively coupled to the

wireless device over the wireless access network comprises communicating with the

network element over the wireless access network.

43. The wireless device recited in any of claims 1 to 4 1, wherein initiating the

programming session with the network element communicatively coupled to the

wireless device over the wireless access network comprises communicating with the

network element over a Wi-Fi network.

44. The wireless device recited in any of claims 1 to 4 1, wherein initiating the

programming session with the network element communicatively coupled to the

wireless device over the wireless access network comprises communicating with the

network element through a voice call.

45. The wireless device recited in any of claims 1 to 44, wherein, when executed by the

one or more processors, the one or more machine-executable instructions further

cause the one or more processors to at least assist in restricting communications over

the wireless access network until the updated credential has been obtained.



46. The wireless device recited in any of claims 1 to 45, wherein the target credential

comprises a configuration state indicator.

47. A non-transitory computer-readable storage medium storing one or more machine-

executable instructions that, when executed by one or more processors of a wireless

device, cause the one or more processors to:

obtain, through a user interface, an indication of a user request to replace a

particular credential of one or more credentials with a target credential;

detect a network-provisioning state change;

based on the detected network-provisioning state change, determine that the

particular credential does not match the target credential;

initiate a programming session with a network element communicatively

coupled to the wireless device over a wireless access network;

obtain an updated credential from the network element; and

assist in storing, in memory, the updated credential as the particular credential.

48. A method performed by a network system communicatively coupled to a wireless

device by a wireless access network, the method comprising:

receiving, from the wireless device, a request to replace a first credential of the

wireless device with a target credential;

based on the first credential and the target credential, initiating a network-

provisioning state change;

sending a message to the wireless device, the message indicating the network-

provisioning state change;

receiving a request from the wireless device to initiate a programming session,

establishing a programming session with the wireless device;

obtaining an updated credential from a database, the updated credential

associated with the wireless device;

provisioning one or more network elements in accordance with the updated

credential; and

sending the updated credential to the wireless device.
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