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Title of the Invention

Method and System for Verifying a Similarity
Between a First signal and a Second Signal

Field of the Invention

This invention relates generally to verifying similarities between signals,

and more particularly to securely verifying similarities between encrypted signals.

Background of the Invention

It is often required to verify securely the similarity between two signals.
The conventional methods use cryptographic hash functions to verify whether
two signals are similar. If the hashes of signals x and y are equal, then the signal
x is equal to the signal y, assuming that hash collisions occur with negligibly low
probability. This comparison of cryptographic hashes is a fundamental building
block of most password and key management applications. An essential property
of conventional cryptographic hash functions is that the hashes do not preserve
the underlying statistical structure of the signals being compared. Specifically, if
one signal is a noisy version of the other signal, the cryptographic hashes of the
two signals are very different even if the noise is small. Therefore, a
cryptographic hash cannot, by itsclf, be used in noisy environments, e.g., storage
or communication channels, to verify inexact matches, because matching based

on cryptographic hashes is sensitive to noise.
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One method for solving the problem of inexact matches of the signals
assumes that one of the signals, e.g., the signal X is transmitted via a noisy
channel and received as a corrupted signal y. Then, some error correcting code
(ECC) is also transmitted, along with the signal x, to recover an estimated signal
X . Now, the cryptographic hashes of the signal x and the estimated signal X can
be compared. If the error correction is successful, then the hashes match exactly,
and therefore the signals x and y are, in fact, similar up to some allowable
distortion determined by characteristics of the ECC. That method exploits
common randomness, and has been widely adopted in fuzzy vault-based
schemes for biometric authentication, secure collaboration and image

authentication.

However, the above randomness method cannot be utilized if the signals x
and y have already been encrypted, which is important in many applications. For
mstance, a hospital wants medical data to be analyzed and classified by a third
party, without revealing the underlying data to the third party. Moreover, the
third party might want not to expose the classification method to the hospital. It is

often desired to perform the computation in this “double blind” fashion.

This problem is often defined as secure multiparty computation (SMC).
Computationally secure methods, such as Oblivious Transfer (OT), Secure Inner
Product (SIP) are used as primitives to perform more complicated operations
thereby enabling secure multiparty computation. Examples of such methods
include blind vision, see U.S. Patent Application 11/005,293. Those methods
perform face detection without revealing the test image supplied by a user or the

classification method used by classifier. However, that method requires a large
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number of key exchanges between the user and the classifier. The overhead, in

terms of handshaking and key management, is very large.

Hence, it is often desired to securely verify the similarity between the two

signals while minimizing the overhead.

Summary of the Invention

The invention provides a method for securely verifying similarity between
two encrypted signals up to some predetermined distortion threshold. The
method uses secure multi-party computing (SMC). In SMC, a first party, Alice,
operates a client computer, and a second party, Bob, operates a server computer.
A third party, Charlie, is an untrusted verifying agency with bounded

computational capability.

The invention is based on the realization that any two homomorphically
encrypted signals are dissimilar by an error pattern and an encrypted version of
that error pattern can be selected from a finite set of error patterns, wherein the

set of error patterns is determined by a dissimilarity constraint.

Furthermore, multiple codebooks may be designed for a signal alphabet,
such that the indices from each codebook may be combined to uniquely identify
any element of the alphabet. Secrecy is preserved because the identified element

is in encrypted form.

Alice has a test signal x, and Bob has a reference signal y. Alice wants to
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determine whether the signal x is similar to the reference signal y according to a
predetermined threshold, i.e., d(x, y) <D, where d(x, y) is a predetermined
distortion measure, and D is a predetermined threshold. However, none of the
parties want to reveal any data to each other, or the processes used to operate on

the data.

The embodiments use the untrusted verifier, Charlie, to satisfy the above
constraints. The method combines homomorphic encryption of the signals x and

y with a binning code for the signal x.

Alice and Bob use the homomorphic function to encrypt the data before
transmitting the data to Charlie. Alice and Bob use the same public key for
encryption. According to the invention, during a setup phase, Charlie acquires a
set of encrypted error patterns, wherein each error pattern is homomorphically
encrypted using the same public key. The set of encrypted error patterns is
determined by a similarity constraint. In one embodiment, the two encrypted
signals are similar according to the similarity constraint, if an error pattern from
the set of error patterns satisfies a homomorphic relationship between the

encrypted signal of Alice and the encrypted signal of Bob.

Some embodiments of the invention address the case in which one of the
parties, e.g., Alice, operates under a bandwidth constraint and needs to reduce the
communication overhead. The embodiments solve this problem using a pair of
binning codes. Charlie has a codebook containing all possible encrypted values
of the signal x, but no other information. Acquiring one or maximum two bin

indexes allows Charlie to determine whether the signals x and y are similar up to
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a specified distance.

Embodiments of the invention have wide-ranging applications in, for
example, secure medical data processing, secure keyword search and secure data

classification,
Effect of the invention

The embodiments of our invention have applications in secure
classification of, for example, medical data. There are numerous applications in
which conventional media signals are converted into compressed feature signals,
such as integer or binary feature vectors. The motivation for generating feature
signals may be to reduce storage, to enable privacy protection of the original
media, to extract beneficial statistical properties, to speed up search algorithms
etc. For example, integer feature vectors can be extracted from face images to
protect the privacy of the original fingerprint while simultaneously facilitating

face-based recognition and authentication in the presence of noise.
Brief Description of the Drawings

Figure 1 is a block diagram of a method and system for verifying
similarity of two signals using an untrusted verifier according to embodiments of

the invention;

Figure 2 is a block diagram of a method and system for verifying

similarity of two signals using an untrusted verifier according to embodiments of
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the invention;

Figure 3 is a flow chart of the method of Figure 1 according to the

embodiments of the invention;

Figure 4 is a flow chart of the method of Figure 1 according to the

embodiments of the invention;

Figure 5 is a schematic of two codebooks that satisfy the conditions

according to the embodiments of the invention;

Figure 6 is a schematic of two codebooks that satisfy the conditions

according to the embodiments of the invention;

Figure 7 is a schematic of dissimilar signals according to the embodiments

of the invention; and

Figure 8 is a schematic of similar signals according to the embodiments of

the invention.
Description of the Embodiment

Figure 1 shows a method and a system 100 for verifying 130 similarities
of two encrypted signals 110 and 120 according to an embodiment of the
invention. In one embodiment, the system includes at least processors to perform

the steps of the method: a client processor (Alice), a server processor (bob), and a



(28) JP 2010-237653 A 2010.10.21

processor at a verifier (Charlie).

The signals 110 and 120 are encrypted homomorphically using a public
key. Another input to the verifier 130 is a set 140 of encrypted crror patterns, in
which each error pattern is homomorphically encrypted by the same public key

used for encryption of the signals.

The set 140 are determined by a similarity constraint 150, described in
details below. If any error pattern from the set 140 satisfies 160 a homomorphic
relationship between the first encrypted signal 110 and the second encrypted
signal 120, we declare that the signals are similar 170, Otherwise, the signals are

dissimilar 180.

Homomorphic Encryption

Homomorphic encryption is a form of encryption where a specific

algebraic operation is performed on the plaintext by performing a possibly

different algebraic operation on the ciphertext. Let @ be a set of plaintexts

associated with a binary operator -¢, and # be a set of ciphertexts associated with

a binary operator -

Definition 1.1: An encryption function & : #— #{is homomorphic if, for
alla,bE @,

&(a -eb) = Ha) s &(b).
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Many public-key cryptosystems use the homomorphic property. The
embodiments of the invention are concerned with cryptosystems in which the
binary operator - is the integer addition operator while the - operator is the
integer multiplication operator. Both the addition and multiplication operations
are over a finite set of integers. The Paillier cryptosystem, a probabilistic
asymmetric encryption process for public key cryptography, is one such

cryptosystem we use.

The signals are x and y, and a distance measure is d(x, y) = |x - y|. If §(*)

denotes an encryption function, then £(x) is the encrypted version of the signal x.

In one embodiment, the distance measure is a mean absolute error (MAE).
For simplicity, the embodiments of the invention are described using this
distance measure. However, the invention also works for other distance measures

such as squared distance, i.e., Euclidean distance where d(x, y) = (x - y¥.

In one embodiment, the signals x and y are singleton integers. In another
embodiment, the signals x and y are vectors of integers of the same length. In that
embodiment, the distance measure is calculated for each clement of the vectors,
and the final distance between x and y is the sum of the distances between the
pairs of individual elements. For example, for an n-length vector, the MAE

distance measure is d(x, y) = X |x;- v, where the summation is from i = 1 to n.

Similarity Constraint

We use a similarity constraint that signals x and y must satisfy to be
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classified as similar.

Definition 2.1: Signal y is similar to x, with respect to the distance
function d(;, *), if and only if d(x, y) = | x —y | <D, wherein D is a predetermined
distortion threshold. The signal y can be written as y = x - e for some positive or
negative integer e. We refer to the integer e as the error pattern. Thus, the signal y
is similar to the signal x if and only if |e|= |x—y|< D. Other distance

measures, such as squared distance, are also used by the embodiments.

The similarity constraint determines the error patterns that are stored at the
verifier. Using the above definition of the similarity constraint, examples of the
error patterns that satisfy the similarity constraint are ~-D, -D +1,-D +2, ..., 0
., D-2,D-1,D.

2

Paillier Homomorphic Cryptosystem

Configuration: We choose two prime numbers p, g, and let N = pg. We

select g € Z 2 such that ged(L{g" mod N),N) =1, where A =lem(p — 1,4 — 1),
and L{x) = (x — 1)/N . Here, ged refers to greatest common divisor and lem refers
to least common multiple. We use (&, g) as the public key, and (p, g) as the
private key, and as described above, Z ~2 1S the set of nonnegative integers that

have multiplicative inverses modulo N°.

Encryption: Let m & Zy be a plaintext. Then, the ciphertext is
c=Em r)=g" ¥ mod N, (D)
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where r € Z,; is a randomly selected integer, Zy = {0, 1,2, ..., N-1}and Z,, is

the set of nonnegative integers that have multiplicative inverses modulo N. The
integer r is a parameter of the Paillier encryption function. The result of the
encryption depends on this random parameter. If the message m is encrypted
multiple times with different r, then the corresponding ciphertexts are different.
Thus, the Paillier encryption is probabilistic in nature, as the encrypted value

depends on the constant », which is chosen at random.

Decryption: Let ¢ © Z > beaciphertext. Then, the corresponding
plaintext is

_ L{ed mod N7
"= TS mod N

mod N

where the function L(.} is defined as I{x) = (x—1)/N . Mathematically, the
decryption gives the result 7, irrespective of the value of r used during

encryption.

The homomorphic property holds for the Paillier encryption function from

the plaintext set (Zy,+) to the ciphertext set (Z NEs ) 1,

E(my + my, 1 12) = E(my, 1) - E(mg, 12).

In the above relation, r, and 7, are parameters used in the Paillier

encryption. Just like r in equation (1) above, these parameters are chosen at

random from the set Z .
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Paillier Homomorphic Relationship

We use the homomorphic relationship of Paillier encryption. According to
the Paillier homomorphic relationship, the encrypted value of the sum of two
signals equals the product of the encrypted values of each of the two signals. We
apply this relationship to the signals x, y, and to the error pattern e. Thus,e=x -y
implies &(x, A) &(-y, B) = &(e, AB). In this relationship, A and B are the

parameters used by Alice and Bob respectively, when they perform encryption of
the signals x and y respectively. A and B are randomly selected integers from Z , .

Parameters A and B perform the same role as the random number » in equation
(1). AB is also an encryption parameter, which is equal to the product of the
encryption parameters A and B, modulo N.

Thus, for a set of allowable error patterns 140, the signal x 110 and the
signal y 120 are similar if and only if it is possible to determine some error
pattern e in the set of error patterns 140 that satisfies 160 the homomorphic
relationship &(x, A) &(-y, B) = (e, AB), where A is known to Alice, B is known
to Bob.

A and B are parameters of the Paillier encryption used by Alice and Bob

respectively, but they need not be secret. Alternatively, Alice can select A and B

at random from the set Z,, and send B to Bob. Charlie does not know either A or

B.

Figure 2 shows a method and a system 200 for verifying similarity of two

signals using an untrusted third-party verifier according to embodiments of our
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invention.

A first party, e.g., Alice 110, typically operating a client computer,

including a first processor, has a signal x 215,

A second party, e.g., Bob 120, typically operating a server computer, has a
signal y 225, Alice and Bob know nothing about each other’s signals x 215 and y
225, other than the fact that x and y are both integers. Alice verifies whether the
signal x 215 is compatible with the signal y 225 using an untrusted third party

verifier, e.g., Charlie 130 operating a third processor.

The only information that Charlie receives during the method 200 is
whether the signals x and y are similar, i.e., Charlie does not find out anything
about the signals themselves. In one embodiment, Charlie communicates 240 a

result 250 to Alice.

Alice 110 shares 260 a public key x 265 with Bob and Charlie. Using the
key x 265 and the randomly chosen constant B, Bob encrypts 270 the signal y
225 to produce an encrypted signal &(y, B) 275 and transmits 277 the encrypted
signal 275 to the verifier Charlie. For simplicity, it is assumed that the
transmission 277 is error-free, but the transmission 277 can be protected using an
error correcting code (ECC). Similarly, Alice uses the public key x 265 and the
randomly chosen constant A to encrypt 280 the signal x 215 to produce an
encrypted signal £(x, A) 285.

Some embodiments of the invention are used when Alice needs to reduce
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the average bandwidth required to transmit the encrypted signal &(x, A) 285 to
Charlie in a timely manner, or when Alice needs to send only a certain limited
amount of information per transmission to Charlie. In these embodiments, we
compress 283 the encrypted signal £(x, A) 285 using, e.g., a binning code C 287,
and transmit 289 only the index i 288, corresponding to bin C;, to Charlie. Once
again, the transmission 289 is assumed to be error-free, but if a reliable channel is
not available, the bin index i 288 can also be protected by an error correcting
code (ECC). The binning code 287 is applied to encrypted versions of the signal

X.

Further, a codebook, as shown in Figure 5, is made available to Charlie,
e.g., during a setup phase. This is usually the case in digital communication,
where the encoder and decoder use a codebook that is agreed upon during the
setup phase, prior to actual data transmission. Based on the bin index i 288,
Charlie can locate a bin in the codebook. The bin contains a predetermined
number of encrypted signal variations, including the encrypted signal x. But
Charlie does not know which encrypted variation corresponds to the encrypted
signal x. Because the private key used to reverse the encryption function &(-, -) is

available only to Alice, Charlie does not have access to the signals x and y.

Charlie determines whether the signals x 215 and y 225 are similar
according to Definition 2.1, provided above, given the bin index i 288.
Furthermore, in some embodiments, there 1s a feedback channel 240 between
Charlie and Alice, which is used to provide single-bit feedback to Alice. Usually,
the feedback channel is used at most one time during the method of verifying the

similarity of the signals x and y and one additional time when the result 250 is
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communicated back to Alice.
Checking for the Similarity of Signal x and Signal y

Figures 3-4 show a method for verifying securely the similarity of two

Integer signals X and y according to the Definition 2.1.

Alice 110 selects 310 an integer signal x from some set of integers 4 and

encrypts 320 the signal x with the homomorphic encryption function to

determine &(x, A), wherein A is the parameter for the Paillier encryption.

According to the Paillier encryption, the number which is being encrypted
belongs to the set of non-negative integers {1,2, ..., N}. Therefore, if the integer
X is negative, then modulo N arithmetic is used to obtain the non-negative integer
'corresponding to the original negative integer. The integers X, y and e belong to
an additive group of size N where N is substantially larger in magnitude than x, y
or e. The public key for the homomorphic encryption, x = (¥, g) 265 is available
to both Alice and Bob. The private key (p, g) is known only by Alice.

We let codebooks C = {C,Cs, .. .,Ci}, I = 2% and C' = {C',C", ... ,C'

nts by = 2" be two partitions of the set 4 such that C; " C'; contains at most one

common elementin Aforanyi=1,2,...,liandj=1,2,...,L Each C;is abin

with index i. Thus, the partitions C and C' are two codebooks that can be used for
compressing x, such that any bin chosen from C has at most one element in

common with any bin chosen from C’, Alice uses the binning codes to compress
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&(x, A), as described below, where £(-,*) is an encryption function.

As defined herein, §(C;, A) = {{(x, A) | x € C;} and &(C';, A) = {&(x, A) |
xC Cjtfori=1,2,...,handj=1,2,..., L. Thus, the partitions in the
codebooks {(C, A) and (", A) are the same as the partitions in C and C'. The
only difference is that £(C, A) and £(C", A) now contain encrypted versions of

clements of the set 4 while C and C’ contain the actual integer elements from 4.

Then, Alice compresses 330 the encrypted signal &(x, A) using the
codebook &(C, A) = {&(Cy, A), E(Cx, A), .. ., &Cy , A)}. That is, &(x, A) is
compressed into the bin index 7 if and only if £(x, A) € &(C,, A). Then, the index
i is transmitted 335 to Charlie.

Figure 5 shows an example of two codebooks C 510 and C" 520 that

satisfy the required conditions, i.e., any C; 510 and C’; 520 have at most one
element in common, e.g., an element 530. The method first partitions the set 4,
and uses the same partitions for the encrypted versions of the elements of the set

A. Optionally, we construct the partitions in the plaintext domain and then use the
partitions for the encrypted elements of 4. Alternatively, Alice generates the

partitions directly from the encrypted elements of 4.

Figure 6 shows another example of two codebooks C 610 and " 620 that

satisfy the required conditions. Alice arbitrarily constructs two codebooks &(C,

A)and §(C", A), from the set (4, A) = {&(x, A) | x € A1}, such that any
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intersection between a bin from &(C, A) and a bin from £(C’, A) contains at most

one common element 530, The codebooks E(C, A) and &', A), containing the
elements from §(4, A) are acquired by Charlie during the setup phase. Charlie

cannot retrieve the information from the encrypted codebooks because he does

not possess the private key.

Bob 120 selects 311 an integer signal y € Q. Using the public key x 265
and the encryption parameter B, Bob computes 321 an encrypted signal &(-y, B)
and transmits 331 the encrypted signal £(-y, B) to Charlie. Similar to Alice, if -y
is negative, then Bob uses modulo N arithmetic to find a non-negative integer

corresponding to -y in an additive group of size N, and encrypts that number.

Referring to Figure 4, Charlie receives, as input, data transmitted by Alice
and Bob. Charlie also receives an error pattern set 140 ¢ = {&(e, AB) : [¢| < D}.
The error pattern set ¢ is a set of all encrypted error patterns that are possible
under similarity constraint. This set can be sent to Charlie either by Alice or by

Bob in the “setup” stage, before the protocol is executed.

Because the threshold D is typically small, Je|, the number of elements in ¢,
is manageable. The number of elements in & grows linearly with D, and, in the

example above, equals to 2D+1.

Then, Charlie constructs 420 a first matching set A 425 of signals indexed
by Alice’s bin index { 335 that match with the encrypted signal &(-y, B) 321 of
Bob according to the similarity constraint. The first matching set includes all

signals from the bin with index { which in combination with any appropriate error
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pattern from the set of error pattern 140 satisfy the homomorphic relationship for
the encrypted signal &(-y, B) , i.e., A= {&(x, A)E &(C;, A) | &(e, AB) = &(x, A)
&(-y, B) for some &(e, AB) € ¢ }.

Charlie determines 430 if the first matching set A 425 is empty, ie., A =
. If the first matching set 425 is empty 432, then Charlie determines 440 that

the signal y is dissimilar to the signal x, i.e., the signal x violates the similarity
constraint, Otherwise 433, Charlie requests 450 Alice for another compressed
version of &(x, A) from the codebook &(C', A) = {&(C'y, A), E(C'5, A), . . ., EC's,
A)}. The request is made preferably by a single-bit error-free feedback.

Referring to Figure 3, when Alice receives 340 a request for another
compressed version of &(x, A) from Charlie, Alice transmits 355 an index j of the
bin C’; 350 containing the signal x. Equivalently, Alice transmits 355 the index j
of the bin £(C’; ,A) containing &(x, A).

Referring to Figure 4, Charlie, upon receiving the index j of the bin C;,
constructs 460 a second matching set 465 A’ of entries indexed by Alice’s bin
index j that match with the encrypted signal £(-y, B) 321 of Bob according to the
similarity constraint, i.e., A’ = {&(x ,A) € &C'; ,A)| &e, AB) = &(x , A) &(-y, B)
for some &(e, AB) € ¢ }. If the second matching set is empty 462, ie., A'= &,

then Charlie again decides 440 that the signal y is dissimilar to the signal x, i.e.,

violates the similarity constraint.

If the first 425 and the second 465 matching sets are not empty 466, i.c.,
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A # @ and A'# @, Charlie compares the matching sets 470 to determine if the
matching sets 425 and 465 have common elements. If, the matching sets do not
have common elements 472, i.e., AN A’ = J, then Charlie declares 476 that the

signal y is dissimilar from the signal x, i.e., violates the similarity constraint.

Figure 7 shows an example when the signal y and the signal x are
dissimilar. Elements ¥ 710 of the first and the second matching sets, i.e.,
x © AUA’, satisfy the equality £(e, AB) = &(x , A) &(-y, B) for some &(e, AB) €
¢, and elements 720 do not. The intersection set is empty, i.e., ANA'= D and

thus the signals x and y are dissimilar,

If, the matching sets 425 and 465 have common elements 474, then
Charlic declares 478 that the signal y is similar to the signal X, within the distance
D. By construction, A A'is either empty or has only one element &(x, A) 474
chosen by Alice as shown in Figure 8. Thus, if the test for similarity succeeds,
Charlie determines £(x, A), and therefore determines E(e, AB ) that satisfies &e,
AB) = &(x, A) &(-y, B), where £(x, A) & AN A’. Charlie cannot know the values

ofx,yore.
As shown in Figure 2, Charlie may transmit 240 the result 250, i.e., similar

or dissimilar, to Alice. If required, Charlie may encrypt the result using the public

key x 265, and Alice can decrypt the result with the private key.

EXAMPLE
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Let D=3, meaning that x and y are compatible if and only if | x -y | < 3.
Now let

A={0,7,15,25,33,41,49,57,65,73,81,90,98,110,118,126}

Alice chooses two partitions of 4, namely C and C”, each having four bins as

follows:

C; ={0,81,110,49}
C, = {33,57,15,90}
C; ={7,126,41,73}
C,={118,98,65,25}

C’; ={0,33,7,118}
C’, = {81,57,126,98)

C’; = {110,15,41,65}
C’, = {49,90,73,25}

For the Paillier cryptosystem, choose p = 1125899906846567, ¢ =
112589990684855% and g = 2. Thus N=pg =
1267650600239351040776518046953. In this example, the chosen magnitude of
p, q and N is small only for illustrative purposes. In other examples, N is very
large and difficult to factorize. For convenience, Alice chooses A =
11234565325115 and B = 23456787867851 at random from the set {1, 2, ..., N}
as the parameters for Paillier encryption. She provides the value of B to Bob.

Keeping the same partitions C and C’ as above, Alice encrypts the codebook
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entries using the parameter A, giving her the codebooks &(C,4)and &(C', A)

with the following bins:

E(C,,A) =
{13470170664253588761938019933127627777403329370411584822576,
799247664224711326018089274061803142034557285017734559050990,
1511715213057355019556454207181531483049133033417045 962641218,
219094369323459346615757067959428185295776431583377803277932,}

£(C,,4) =
{931074073975256156926437852307184431131469505976969867151655,
1452265041041235381019511460212027388863519142898866211287486,

1089528191572363768352165555548603338236479991112597018097102,
1052540834106705757613717846113698018715893900219910037717794, }

5(C,,A) =
{117243800737272380568822494457936707070707119928981344705519,
823896533166811552468320769944147675049855770358553813209580,
528132383161902991199969757244066400992175686516462128360748,
1522180681178609221555293558842978586186597518906537111736053, }

§(C,,A) =
{1333963913758009576233703362696144035717487078675403415941648,
1091800135356448128918011089045951502303358862518817054192361,
577162276216064939409556651344692760132602461374700682644137,



(42) JP 2010-237653 A 2010.10.21

461865434'792734006902153335984462338933697497610496797991402,}

The encrypted version of the second codebook is:
E(C ,4) =
{13470170664253588761938019933127627777403329370411584822576,
931074073975256156926437852307184431131469505976969867151655,

11724380073727238056882249445793670:7070707119928981344705519,
1333963913758009576233703362696144035717487078675403415941648,}

5(C,,4) -
{799247664224711326018089274061803142034557285017734559050990,
1452265041041235381019511460212027388863519142898866211287486,
823896533166811552468320769944147675049855770358553813209580,
1091800135356448128918011089045951502303358862518817054192361,}

E(C;,A) =
{1511715213057355019556454207181531483049133033417045962641218,
1089528191572363768352165555548603338236479991112597018097102,
528132383161902991199969757244066400992175686516462128360748,
577162276216064939409556651344692760132602461374700682644137,}

E(C;,A) =
{219094369323459346615757067959428185295776431583377803277932,
1052540834106705757613717846113698018715893900219910037717794,
1522180681178609221555293558842978586186597518906537111736053,
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461865434792734006902153335984462338933697497610496797991402,}

The codebooks above are made available to Charlie. This is done during

the “setup” phase.

For D = 3, the set of permissible errors is simply {0,1,-1,2,-2,3,-3} and
contains 7 elements. Since Alice knows the random parameters A and B, she

encrypts these seven errors using the parameter AB to obtain

£=

{162052260288029721031628412181635133278955842122798206614431,
324104520576059442063256824363270266557911684245596413228862,
884495152287608350995436234582017390857937440803249859599320,
648209041152118884126513648726540533115823368491192826457724,
442247576143804175497718117291008695428968720401624929799660,
1296418082304237768253027297453081066231646736982385652915448,
221123788071902087748859058645504347714484360200812464899830}

This set of encrypted error patterns is also made available to Charlie

during the setup phase.

Now, we proceed through the actual steps of the method.

Suppose that Alice's chosen input is x = 81. Then,

£ (x,A)=799247664224711326018089274061803142034557285017734559050
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990 5(C, ,A) . According to the method, Alice sends bin index 1 to Charlie.
Unknown to Alice, suppose that Bob's input is y = 79, Using the public key and
the number B as a parameter, Bob obtains & (-y,B)=

1028106824603110228269333826281050634461217781158113809266812 and

transmits it to Charlie without errors.

Charlie looks at the entries of §(C,, A) and at the set £ and finds that, for

648209041152118884126513648726540533115823368491192826457724€ £
and,

799247664224711326018089274061803142034557285017734559050990¢<

&(C,A), we have the product,

79924766422471132601808927406180314203455728501773455905099
0 x 1028106824603110228269333826281050634461217781158113809266812
modN? =
648209041152118884126513648726540533115823368491192826457724.

So,
A={799247664224711326018089274061803142034557285017734559050990

b

Charlie requests Alice for another compressed version of & (x,A) using

the feedback channel. Since & (x,A) €£(C,,A), Alice sends the bin index 2 to

Charlie.
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Proceeding as before, Charlie again finds

648209041152118884126513648726540533115823368491192826457724 € £
and |
799247664224711326018089274061803142034557285017734559050990
E(C,,A) that satisfy the homomorphic relation. Then, according to the protocol,

A ={799247664224711326018089274061803142034557285017734559050990
-

Charlie has

AN A ={799247664224711326018089274061803142034557285017734559050
990}. Thus he decides that y is compatible with x. Charlie can securely

communicate this result to Alice.

Verify that | x—y | =|81 - 79| = 2 < 3 = D. Hence, the method worked

correctly in determining that y is compatible with x.

Consider a second example in which, in Step 2, Bob possesses y=107 and
g ('Y= B) =
926613112231157202833253241369530644884209342681212953739691. In
Step 3, Charlie can find

1296418082304237768253027297453081066231646736982385652915448E

and

1511715213057355019556454207181531483049133033417045962641218
€&(C,,A) such that the product

926613112231157202833253241369530644884209342681212953739691

X
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1511715213057355019556454207181531483049133033417045962641218
modN?®=
1296418082304237768253027297453081066231646736982385652915448.

This means that
A={151171521305735501955645420718153148304913303341704596264121
8},

However, Charlie cannot find any elements in £ and &(C 2 , A) such that

the homomorphic relationship holds, that is, A’ = ¢ . So, Charlie declares that y is

not compatiible with x.

For this second example, verify that
|x—y]=|81-107]=26>3 = D. Hence, the method worked correctly in

determining that y is not compatible with x.
Secrecy of Input Signals x and y

As noted above, if the signals x and y are dissimilar, then Charlie, only
knows &(-y, B). If they are similar, then Charlie knows both §(x, A) and &(-y, B),
as well as (e, AB). However, because the private key used to decrypt &) is
only available to Alice, Charlie cannot discover the signals x or y. In this case,
the security of the protocol depends directly on the security of the underlying
homomorphic encryption function &(,) and on the fact that Charlie has limited

computational resources.

Effect of the invention
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The embodiments of our invention have applications in secure
classification of, for example, medical data. There are numerous applications in
which conventional media signals are converted into compressed feature signals,
such as integer or binary feature vectors. The motivation for generating feature
signals may be to reduce storage, to enable privacy protection of the original
media, to extract beneficial statistical properties, to speed up search algorithms
etc. For example, integer feature vectors can be extracted from face images to
protect the privacy of the original fingerprint while simultaneously facilitating

face-based recognition and authentication in the presence of noise.

If a dimensionality-reducing feature transformation is available, then the
invention can be used to search for inexact matches in the feature space. For
example, we solve the problem of searching a database containing images in
encrypted form. Each image is associated with a small set of features. The image
1s encrypted using conventional encryption, while the feature set, which is much
smaller, is encrypted using the homomorphic function. A feature is extracted
from the query image, and homomorphic encryption is applied only to the feature.
Then, the secure search algorithm atternpts to find the encrypted image features
that are similar to the encrypted query feature. If the query succeeds, other
actions can be performed. For example, Alice might request the full version of
the matching images from the encrypted database along with the associated
decryption keys. Thus, Alice can obtain the image similar to her image, while

finding out nothing about the other images in the database.

Our embodiments may also be used to search for spoken words in audio
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signals when these signals are encrypted. Our method eliminates key exchanges,
except for the single public key exchange during initialization, at the cost of

potentially increased complexity of the processing by Charlie.

Although the invention has been described by way of examples of
preferred embodiments, it is to be understood that various other adaptations and
modifications may be made within the spirit and scope of the invention,
Therefore, it is the object of the appended claims to cover all such variations and

modifications as come within the true spirit and scope of the invention.
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1. A method for verifying a similarity between a first signal and a second
signal, wherein the first and the second signals are encrypted homomorphically
using a key, comprising a processor for performing steps of the method,
comprising the steps of:

acquiring a set of error patterns, wherein each error pattern is
homomorphically encrypted using the key, and the set of error patterns is
determined by a similarity constraint; and

declaring the first signal similar to the second signal, if any error pattern in
the set of error patterns satisfies a homomorphic relationship between the first

signal and the second signal.

2. The method of claim 1, wherein the similarity constraint is a squared

Euclidean distance.

3. The method of claim 1, wherein the similarity constraint iS a mean

absolute error.

4. The method of claim 1, wherein the first signal and the second signal

are vectors of integers, and wherein the vectors have equal lengths.

5. The method of claim 1, wherein the declaring produces a result of
verification, further comprising;:

transmitting the result of verification to a client.



(50) JP 2010-237653 A 2010.10.21

6. The method of claim 1, further comprising:

selecting the first signal from encrypted signals of a first bin of a first
codebook, if each encrypted signal of the first bin does not satisfy homomorphic
relationship between the error pattern and the second encrypted signal; and
otherwise

selecting the first signal as a common encrypted signal in a first bin of a
first codebook and in a second bin of a second codebook, wherein the first bin

and the second bin have at most one common encrypted signal,

7. A method for veritying a similarity between a first signal and a second
signal, wherein the first and the second signals are encrypted homomorphically
using a key, comprising a processor for performing steps of the method,
comprising the steps of:

acquiring a set of error patterns, wherein each error pattern is
homomorphically encrypted using the key, and wherein the set of error patterns
is determined by a similarity constraint;

selecting a set of matching signals from encrypted signals of a first bin of a
first codebook, wherein each matching signal paired with an appropriate error
pattern of the set of error patterns satisfies a homomorphic relationship between
the matching signal and the second signal; and

declaring the first signal dissimilar to the second signal, if the set of
matching signals is empty; and otherwise

declaring the first signal dissimilar to the second signal, if the set of
matching signals has no common signals with encrypted signals of a second bin
of a second codebook; and otherwise

declaring the first signal similar to the second signal.
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8. The method of claim 7, wherein the first signal is encrypted with an
homomorphic encryption function &(x, A), wherein X is a non-negative integer,

and A is a parameter for Paillier encryption.

9. The method of claim 7, wherein the first signal is compressed into the
first bin of the first codebook, the method further comprising:
acquiring an index of the first bin; and

selecting the first bin based on the index,

10. The method of claim 7, wherein the first signal is compressed into the
second bin of the second codebook, the method further comprising:
acquiring an index of the second bin; and

selecting the second bin based on the index.

11. The method of claim 7, wherein the first bin from the first codebook

and the second bin from the second codebook have only one signal in common.

12. The method of claim 7, wherein the first signal is encrypted with an
homomorphic encryption function &(x, A), wherein X is a non-negative integer,

and A is a parameter for Paillier encryption.

13. The method of claim 7, further comprising:
selecting a set of sccond matching signals from encrypted signals of the
second bin, wherein each second matching signal paired with an appropriate

error pattern of the set of error patterns satisfies the homomorphic relationship
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between the matching signal and the second signal; and
declaring the first signal dissimilar to the second signal, if the set of second

matching signals is empty.

14. The method of claim 7, wherein the first signal is transmitted by a
client, further comprising:

transmitting a result of the declaring to the client.

15. The method of claim 7, wherein the first signal is transmitted by a
client, and the second signal is transmitted by a server, further comprising:
determining the key by the client; and

transmitting the key from the client to the server.

16. The method of claim 7, wherein the method is executed by a verifier,
further comprising:

transmitting the key to the verifier.

17. A system for verifying a similarity between a first signal and a second
signal, wherein the first and the second signals are encrypted homomorphically
using a key, comprising:

means for acquiring a set of error patterns, wherein each error pattern is
homomorphically encrypted using the key, and the set of error patterns is
determined by a similarity constraint;

means for selecting an error pattern from the set of error patterns that
satisfies a homomorphic relationship between the first signal and the second

signal; and
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means for determining the similarity between the first signal and the

second signal according to the error pattern.

18. The system of claim 17, wherein the means for determining further
comprising:

means for declaring the first signal similar to the second signal, if the error
pattern satisfying the homomorphic relationship between the first and second

signals 1s selected.

19. The system of claim 17, wherein the means for determining further
comprising: _

means for declaring the first signal dissimilar to the second signal, if the
no error pattern in the set of error patterns satisfies the homomorphic relationship

between the first and second signal.

20. The system of claim 17, further comprising:
means for selecting the first signal from at least one codebook according

to an index of a bin of the codebook.
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ABSTRACT

A method for verifying a similarity between a first signal and a second
signal is described. The first and the second signals are encrypted
homomorphically using a key. First, we acquire a set of error patterns determined
by a similarity constraint. Then, each error pattern is homomorphically encrypted
using the key and presented to a verifier in the setup phase. The verifier declares
the first signal similar to the second signal, if any error pattern in the set of error
patterns satisfies a homomorphic relationship between the first encrypted signal

and the second encrypted signal.
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