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SYSTEMAND METHOD FOR 
SYNCHRONIZING LOGIN PROCESSES 

RELATED APPLICATIONS 

0001. This application claims the benefit of U.S. patent 
application Ser. No. 10/819,012 filed Apr. 6, 2004 entitled 
“System and Method for Synchronizing Login Processes'. 
and claims the priority under 35 U.S.C. S 119 of U.S. Provi 
sional Application No. 60/486,598 filed Jul. 11, 2003, which 
applications are incorporated herein by reference in their 
entirety. 

TECHNICAL FIELD 

0002 This disclosure relates generally to the field of web 
communication and more specifically to a system and method 
for synchronizing login processes. 

BACKGROUND 

0003 Users in a web-based or other network environment 
are often required to enter user authentication information to 
access certain information, Verify the user's identity, access 
information associated with the user, access user preferences 
associated with the user, and for other purposes. As an 
example, a user may be required to login to an access point 
that may be displayed in a web browser associated with the 
user. The access point may be one of a plurality of access 
points in the same or in additional web browsers. For 
example, a portal environment may include a plurality of 
portlets each serving as an access point. Each access point 
may require the user to enter user authentication information 
to access information associated with the access point. 

SUMMARY 

0004. This disclosure provides a system and method for 
synchronizing login processes. 
0005. In certain embodiments, a method for synchroniz 
ing login processes in a web environment includes receiving 
user authentication information for a particular one of a plu 
rality of access points, each access point operable to provide 
a user system that Submitted the user authentication informa 
tion access to one or more target items. The method includes 
authenticating the user authentication information to deter 
mine whether the user system associated with the user 
authentication information is authorized to access the one or 
more target items associated with the particular access point. 
The method includes initiating a successful login to the par 
ticular access point if it is determined that the user system 
associated with the user authentication information is autho 
rized to access the one or more target items and automatically 
propagating the Successful loginto the particular access point 
to one or more of the other access points based at least on the 
Successful login to the particular access point. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0006 For a more complete understanding of the present 
disclosure and its advantages, reference is now made to the 
following descriptions, taken in conjunction with the accom 
panying drawings, in which. 
0007 FIG. 1 illustrates an example system for synchro 
nizing login processes; 
0008 FIG. 2 illustrates another representation of an 
example system for synchronizing login processes; 
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0009 FIGS. 3A through 3C are exemplary block diagrams 
illustrating an example display that may be used to provide 
synchronization of login processes according to certain 
embodiments of this disclosure; and 
0010 FIG. 4 illustrates an example method for synchro 
nizing login processes. 

DESCRIPTION OF EXAMPLE EMBODIMENTS 

0011 FIG. 1 illustrates an example system 10 for synchro 
nizing login processes. In certain embodiments, system 10 
includes one or more user systems 12, an application server 
system 14, and a backend server system 16. Although a par 
ticular implementation of system 10 is illustrated and 
described, the present disclosure contemplates system 10 
including any suitable configuration, according to particular 
needs or desires. In general, system 10 enables a user system 
12 to login to multiple access points such as one or more 
portlets in a portal environment by logging into at least one 
access point. In certain embodiments, the present disclosure 
may provide the ability to handle multiple instances of port 
lets having a same login form, such as a Java Server Page 
(JSP) running on application server system 14, to log into 
backend server system 16. In this example embodiment, a 
synchronization mechanism automatically logs into backend 
server system 16 and brings up the next available web page 
for one or more other portlets when a first portlet has a valid 
login process to connect to backend server system 16. 
0012. The term “automatically' as used herein generally 
means that the appropriate processing is substantially per 
formed by system 10. It should be understood, however, that 
“automatically further contemplates any suitable user inter 
action with system 10. Additionally, the term “each as used 
throughout this disclosure means every one of at least a Sub 
set. Furthermore, the term "synchronized' or “synchroniza 
tion” as used throughout the present disclosure should not be 
interpreted to require exact synchronization for all embodi 
ments. As just one example, certain processing delays may be 
associated with the synchronization of login processes. 
0013. In certain embodiments, this synchronization 
mechanism may operate for any generic web browser Such as, 
for example, Microsoft Internet Explorer, Netscape browser, 
or any other suitable web browser according to particular 
needs. While the present disclosure discusses portals and 
portlets, the present disclosure contemplates user system 12 
logging into multiple access points of any suitable type by 
logging onto at least one other access point. 
0014. User systems 12 may access target items 18 associ 
ated with backend server system 16 via application server 
system 14. Although a single user system 12 is illustrated, the 
present disclosure contemplates system 10 including any 
Suitable number of user systems 12, according to particular 
needs. Each user system 12 may include input devices, output 
devices, mass storage media, processors, memory, interfaces, 
communication ports, or other appropriate components for 
interacting with application server system 14 and/or backend 
server system 16. As used in this disclosure, user system 12 is 
intended to encompass a personal computer, workstation, 
network computer, kiosk, wireless data port, personal digital 
assistant (PDA), one or more processors within these or other 
devices, or any other Suitable processing device. For example, 
user system 12 may include a computer that includes an input 
device. Such as keypad, touch screen, mouse, or other device 
that can accept information, and an output device that conveys 
information associated with the operation of user system 12, 
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application server system 14, and backend server system 16. 
including digital data, visual information, or other Suitable 
information. Both the input device and output device may 
include fixed or removable storage media such as a magnetic 
computer disk, CD-ROM, or other suitable media to both 
receive input from and provide output to users of user systems 
12 through a portion of a web interface. In certain embodi 
ments, user systems 12 include HyperTextMarkup Language 
(HTML) pages and applets running in browsers, Java appli 
cations, and other applications that interoperate with Java. 
Moreover, “user system 12 and “user ofuser system 12 may 
be used interchangeably without departing from the scope of 
this disclosure. 

00.15 Each user system 12 may include one or more 
browsers 22, such as Microsoft Internet Explorer, Netscape 
Navigator, or any other suitable browser. In certain embodi 
ments, browser 22 need not be an Internet browser but may 
include any suitable network browser. In addition, the term 
“web” as used throughout the present disclosure contem 
plates any suitable network environment. Using a browser 22, 
user system 12 may access target items 18 associated with 
backend server 16 using a workspace window 24. In certain 
embodiments, workspace window 24 is a portal 24, which 
may be described as a portal container. Throughout the 
remainder of this disclosure, workspace window 24 will be 
referred to as a portal 24; however, it should be understood 
that the present disclosure contemplates any suitable work 
space window according to particular needs. In certain 
embodiments, portal 24 includes a single web-based access 
point for delivery of applications, services, and content. Such 
as target items 18, to user system 12. Portal 24 may provide 
user system 12 with a common interface to view, implement, 
report on, analyze, monitor, and automate system functions 
for many different system technologies (e.g., storage, Secu 
rity, network control, etc.), and across different platforms. 
Portal 24 may be displayed within browser 22, as a separate 
window (e.g., a workplace window), or in any other Suitable 
manner according to particular needs. 
0016 Portal 24 may include a plurality of access points 26 
Such as portlets 26 for providing a user access to target items 
18 associated with backend server system 16. Throughout the 
remainder of this disclosure, access points 26 will be referred 
to as portlets 26; however, it should be understood that the 
present disclosure contemplates any suitable access points 26 
according to particular needs. While portlets 26 are described 
primarily as being included in portal 24, the present disclo 
Sure contemplates portlets 26 being independent of a portal 
24. Portlets 26 may be displayed as one or more windows 
within portal 24, as separate windows not bound by a single 
exterior portal 24, or in any other Suitable manner according 
to particular needs. Portlets 26 may be associated with appli 
cation server system 14, backend server system 16, or any 
other Suitable server system according to particular needs. In 
certain embodiments, portlets 26 may be servlet-based port 
lets 26. In one example embodiment, portlets 26 include 
Cabinets, Inbox, MyDocuments, MyFolder, MySubscrip 
tions, MyWorkarea, MyWorkflows, Search, or any other suit 
able portlets 26 and provide enterprise content management 
services to user systems 12. These portlets 26 are provided 
merely as examples and are not meant in a limiting sense. 
0017. To gain access to portlets 26, a user of user system 
12 may be required to enter user authentication information 
and that user authentication information may be authenti 
cated to determine if the user of user system 12 is authorized 
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to access portlets 26. User authentication information may 
include a user ID, a password, a domain name, or any other 
Suitable user authentication information according to particu 
lar needs. In certain embodiments, a user of user system 12 
may be required to complete a login form 28 (e.g., with the 
user authentication information) to gain access to portlets 26 
and ultimately, to gain access to target data18 associated with 
a corresponding portlet 26. Login form 28 may be associated 
with a login page 30, which may be a Java Server Page (JSP) 
or hypertext markup language (HTML) page running on a 
different application server Such as application server system 
14. In certain embodiments, multiple login forms 28 on user 
system 12 may be associated with a single login page 30 on 
application server system 14. 
0018. In certain embodiments, the present disclosure pro 
vides a system and method for synchronizing login processes 
among a plurality of portlets 26. In certain embodiments, 
each login form 28 may be associated with a target backend 
server connection indicator 32. For example, target backend 
server connection indicator 32 may include an identification 
of a backend server 16 that the user is attempting to access via 
the portlet 26 associated with the login form 28. In certain 
embodiments, the user of user system 12 may be able to select 
target backend server system 16 for each portlet 26 in the 
plurality of portlets 26. In this embodiment, the user may 
select the same backend server 16 for one or more of portlets 
26. In certain embodiments, the login forms 28 associated 
with a single portal 24 may automatically have the same target 
backend server connection indicator 32, which may or may 
not be altered by a user of user system 12 or other authorized 
person. In certain embodiments, target backend server con 
nection indicator 32 may include an address, such as a URL 
for example, of the backend server system 16. 
0019 User system 12 may communicate with application 
server system 14 using link 20. Link 20 facilitates wireless or 
wireline communications between application server system 
14 and any other computer Such as user systems 12. Link 20 
may communicate, for example, Internet Protocol (IP) pack 
ets, Frame Relay frames, Asynchronous Transfer Mode 
(ATM) cells, voice, video, data, and other suitable informa 
tion between network addresses. Link 20 may include one or 
more local area networks (LANs), metropolitan area net 
works (As), wide area networks (WANs), all or a portion of a 
global network Such as the Internet, or any other communi 
cation systems at one or more locations. Link 20 may support 
HTML communication, hypertext transfer protocol (HTTP) 
communication, or any other Suitable communication 
according to particular needs. 
0020 Application server system 14 may include a web 
application server. In certain embodiments, application 
server system 14 includes a portal server system operable to 
provide a user, who has Submitted the proper user authenti 
cation information, access to target data 18 via portlets 26, 
Such as may be associated with backend server system 16. In 
certain embodiments, application server system 14 is remote 
from user system 12. Application server system 14 and back 
end server system 16 may be a part of a single server system 
or different server systems, according to particular needs. 
Thus, in certain embodiments, reference to application server 
system 14 may include backend server system 16 and refer 
ence to backend server system 16 may include application 
server system 14. Each server system (application server 
system 14 and backend server system 16) may include one or 
more application servers, one or more web application serv 
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ers, one or more databases or other data storage means, one or 
more servlets, or any other Suitable components. Further 
more, although the present disclosure only describes user 
systems 12, application server system 14, and backend server 
system 16, the present disclosure contemplates system 10 
including any other Suitable intervening servers, according to 
particular needs. 
0021 Application server system 14 may include a login 
page 30 that corresponds to one or more login forms 28 
displayed on browser 22. Although a single login page 30 is 
illustrated, the present disclosure contemplates application 
server system 14 including any Suitable number of login 
pages 30, each corresponding to any Suitable number of login 
forms 28 on a user system 12. In certain embodiments, login 
page 30 includes a JSP or HTML page, although the present 
disclosure contemplates login page 30 being any Suitable 
format according to particular needs. As the user inputs user 
authentication information into a login form 28 that corre 
sponds to login page 30, the user authentication information 
may also be associated with loginpage 30. In certain embodi 
ments, the target backend server connection indicator 32 
associated with login form 28 may be stored as cookies for the 
login page 30, for example. While the present disclosure 
describes storing the target backend server connection indi 
cator 32 primarily as cookies for the login page 30, the present 
disclosure contemplates storing the target backend server 
connection indicator 32 in any suitable manner Such that it is 
associated with the login page 30 or the login form 28. 
0022. In certain embodiments, whenauser Submits a com 
pleted login form 28 (i.e. that includes user authentication 
information), by clicking a “submit or other suitable button 
for example, the login page 30 associated with the login form 
28 is submitted to an action form 34. In certain embodiments, 
action form 34 includes a JSP or HTML page, although the 
present disclosure contemplates action form 34 being any 
Suitable format, according to particular needs. Action form 34 
may include an action form for authenticating the user 
authentication information. While the present disclosure 
describes a particular method for authenticating the user 
authentication information, the present disclosure contem 
plates authenticating the user authentication information in 
any Suitable manner according to particular needs. As 
examples, user authentication information is authenticated 
using an WINDOWS NT LanMan (NTLM) authentication 
scheme, an eTrust Single Sign-on authentication scheme 
developed by COMPUTER ASSOCIATES INTERNA 
TIONAL, INC., or any other suitable scheme according to 
particular needs. 
0023. In certain embodiments, the user authentication 
information of login page 30 is Submitted to an action form 
34. Action form 34 may also include an authentication page, 
and action form 34 may be used to verify the user authenti 
cation information. Action form 34 or another suitable com 
ponent of application server system 14 determines whether 
the authentication of the user authentication information was 
Successful. In certain embodiments, application server sys 
tem 14 uses action form 34 and the user authentication infor 
mation submitted to action form 34 to determine the identity 
of the user and, if applicable to verify the user's identity 
through the use of a password or other Suitable information. 
0024. Although the present disclosure primarily describes 
the use of a user ID and password to authenticate the identity 
of the user, the user's identity may be authenticated in any 
Suitable manner, according to particular needs. Furthermore, 

Sep. 3, 2009 

although authentication of user authentication information is 
described primarily as being performed on application server 
system 14, the present disclosure contemplates authentica 
tion of user authentication information being performed on 
any suitable component of system 10 (e.g., on backend server 
system 16), according to particular needs. For example, 
authentication of user authentication information may 
include communicating the user authentication information 
from application server system 14 to backend server system 
16 for authentication. However, in certain embodiments, 
passing user authentication information from application 
server system 14 to backend server system 16 may compro 
mise the security of system 10 and may be undesirable. 
0025 If the authentication of the user authentication infor 
mation is determined to be unsuccessful, action form 34 or 
another Suitable component of application server system 14 
may initiate communication of a notification to the user sys 
tem 12 that the login attempt failed. For example, action form 
34 may initiate a refresh of the portlet 26 on browser 22 of 
user system 12 Such that the portlet 26 contains a login form 
28 that does not include any user-entered user authentication 
information. If the authentication of the user authentication 
information is determined to be successful, action form 34 or 
another Suitable component of application server system 14 
may initiate propagation of the Successful login to other login 
forms 28. For example, action form 34 may initiate propaga 
tion of the Successful login to one or more other login forms 
28 on user system 12. 
0026. Although a particular method for performing the 
propagation of the Successful login is described below, the 
present disclosure contemplates propagating the Successful 
login in any suitable manner, according to particular needs. In 
certain embodiments, one or more of the login forms 28 
displayed on user system 12 may include a hidden form 
element 36 or other suitable flag. The present disclosure con 
templates storing hidden form element 36 in any suitable 
manner such that it is associated with the login form 28 and/or 
login page 30. Hidden form element 36 indicates whether a 
successful login has occurred for either the portlet 26 associ 
ated with the login form 28 being processed or for one or more 
other portlets 26 associated with other instances of login form 
28. As an example, hidden form element 36 may initially be 
set to FALSE or some other suitable value indicating that a 
Successful login attempt has not been performed for a login 
form 28 associated with the hidden form element 36. After a 
Successful login has occurred for a login form 28 associated 
with the loginpage 30, the hidden form element 36 may be set 
to TRUE. 

0027 Action form 34 may determine whether the value of 
hidden form element 36 is set to TRUE or FALSE. For 
example, action form 34 may determine whether the value of 
hidden form element 36 is set to TRUE or FALSE before 
authenticating the user authentication information. While 
certain operations are described as being performed by action 
form 34, the present disclosure contemplates these operations 
being performed by any Suitable component of system 10, 
including one or more processors associated with application 
server system 14. In certain embodiments, a value for hidden 
form element 36 of FALSE may indicate that user authenti 
cation information has not been Successfully authenticated 
for that login form 28, and a value for hidden form element 36 
of TRUE may indicate that user authentication information 
has been Successfully authenticated for the at least one login 
form 28 associated with the login page 30. Although the 
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values “TRUE and “FALSE are described, the present dis 
closure contemplates the use of any suitable values, such as 
“1” and “0” for example. 
0028 Ifaction form 34 determines that the value of hidden 
form element 36 of the login form 28 is FALSE, then action 
form 34 may initiate storage of target backend server connec 
tion indicator 32 for the login form 28. For example, the target 
backend server connection indicator 32 may include an iden 
tification of the target backend server 16 with which the 
portlet 26 is associated. In certain embodiments, the target 
backend server connection indicator 32 is stored as cookies 
for login page 30 associated with the login form 28. The 
document cookies may be stored on user system 12, applica 
tion server system 14, or in any other Suitable location accord 
ing to particular needs. The cookies may be set by user system 
12, by application server system 14, or in any other Suitable 
manner and may be passed between user system 12 and 
application server system 14, as HTTP headers for example. 
0029. In certain embodiments, if action form 34 or another 
Suitable component of application server system 14 deter 
mines that the value of hidden form element 36 is TRUE, then 
action form 34 may determine whether the target backend 
server connection indicator 32 for the login form 28 being 
processed matches the target backend server connection indi 
cator 32 previously stored as cookies for the login page 30. In 
certain embodiments, it may be desirable to make this deter 
mination because user system 12 may attempt to access a 
number of portlets 26 (e.g., within a portal 24). Each portlet 
26 may be associated with a different backend server 16, and 
each backend server 16 may be associated with its own set of 
users who have the appropriate permissions for accessing 
portlets 26 associated with the backend server system 16. 
Thus, a Successful loginto one backend server system 16 may 
not necessarily mean that a user has privileges to access a 
portlet 26 associated with another backend server 16. 
0030) If action form 34 or another suitable component of 
application server system 14 determines that the target back 
end server connection indicator 32 for the login form 28 being 
processed does not match the target backend server connec 
tion indicator 32 for the login page 30, then action form 34 
may look for other instances of login forms 28 on user system 
12 having the hidden form element 36. If action form 34 or 
another Suitable component of application server system 14 
determines that the target backend server connection indica 
tor 32 for the login form 28 being processed matches the 
target backend server connection indicator 32 for the login 
page 30, thenaction form 34 or another suitable component of 
system 10 may authenticate the user authentication informa 
tion associated with the login form 28 being processed as 
described above. 

0031. If authentication of the user authentication informa 
tion is determined to be successful, then the application server 
system 14 may grant the user access to the target data 18 
associated with the portlet 26 for which the user submitted the 
user authentication information. For example, application 
server system 14 may display a next page for the portlet 26. 
Action form 34 or another Suitable component of application 
server system 14 may determine whether there is another 
instance of the login form 28 associated with the login page 
30 that has the hidden form element 36. For example, action 
form 34 may search within a portal 24 associated with the 
portlet 26 to which the user was granted access for another 
portlet 26 associated with the login page 30 that has a login 
form 28 having the hidden form element 36. If action form 34 
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finds such a login form 28, then action form 34 sets the hidden 
form element 36 of the found login form 28 to TRUE. Action 
form 34 may automatically submit the found login form 28 
along with the same user authentication information that the 
user submitted for the portlet 26 to which the user was granted 
access. Action form 34 may then process the found login form 
28 in a similar manner as described above. In certain embodi 
ments, action form 34 repeats the above-described process 
until all found login forms 28 on user system. 12 have been 
processed. 
0032. In certain embodiments, application server system 
14 maintains a runtime cookie hash table or other suitable 
structure. The runtime cookie hash table may be used to 
synchronize portlets 26 having the same user authentication 
information. In certain embodiments, the runtime cookie has 
table is operable to store user authentication information as 
user cookies. For example, after a first connection is estab 
lished, the user cookies may be cached in the hash table that 
is used for any following connections to other portlets 26. In 
certain embodiments, a user ID may be used as an index to 
fetch user authentication information from the hash table. 

0033) Application server system 14 may include or be 
coupled to a memory 38. In certain embodiments, memory 38 
may be used to store the target backend server connection 
indicator 32 associated with the login form 30 of a portlet 26 
for which a successful login occurs. Memory 38 may store 
any other Suitable information according to particular needs. 
Memory 38 may include any suitable type of memory accord 
ing to particular needs. In certain embodiments, memory 38 
includes a cache. 

0034 Backend server system 16 may include one or more 
target items 18 or any other suitable data to which user system 
12 is attempting to gain access. In certain embodiments, 
backend server system 16 provides the one or more portlets 
26. In certain embodiments, application server system 14 and 
backend server system 16 may each be a part of the same 
server system or may be a single server. Furthermore, 
although a single backend server system 16 is illustrated, the 
present disclosure contemplates system 10 including any 
Suitable number of backend server systems according to par 
ticular needs. In certain embodiments, backend server system 
16 includes or is coupled to a database 40 or other suitable 
memory. Database 40 may include one or more target items 
18 or any other suitable data to which user system 12 is 
attempting to gain access. Although described as a database, 
database 40 may be more broadly referred to as an informa 
tion server, which includes database 40 or other suitable 
information components such as spreadsheets or flat files. 
0035 Reference to “database 40' is meant to include 
“information server, and reference to “databases 40' is 
meant to include other Suitable information components. 
Although only one database 40 is shown, system 10 may 
include any suitable number and types of databases 40, 
according to particular needs. Database 40 may store and 
facilitate retrieval of information used by applications user 
systems 12 or backend server 16. Database 40 may include 
any hardware, Software, firmware, or combination thereof 
operable to store and facilitate retrieval of information. Also, 
database 40 may use any of a variety of data structures, 
arrangements, and compilations to store and facilitate 
retrieval of information. Target items 18 may include services 
18a, applications 18b, information 18c, user preferences 18d. 
or any other Suitable items. 
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0036. The one or more user systems 12, application server 
system 14, and backend server system 16 may each include 
one or more computers at one or more locations and may 
share data storage, communications, or other resources 
according to particular needs. For example, functionality 
described in connection with user system 12, application 
server system 14, and backend server system 16 may be 
provided using a single computer system, which in a particu 
lar embodiment might include a conventional desktop or lap 
top computer. Furthermore, functionality described in con 
nection with user system 12, application server System 14. 
and backend server system 16 may be provided using any 
Suitable software components. The one or more user systems 
12 may interact with application server system 14 and back 
end server system 16 according to Suitable input from any 
number of associated users. 

0037. In operation of an example embodiment of system 
10, a user of user system 12 may request access to one of a 
plurality of portlets 26. A login form 28 may be displayed to 
the user, requesting that the user enter user authentication 
information to access the portlet 26, and, in certain embodi 
ments, the backend server system 16 associated with the 
portlet 26. For example, the login form 28 may include one or 
more requests for the user to enter user authentication infor 
mation to verify the user's identity, Such as a user name, 
password, domain name, or any other suitable information 
according to particular needs. In the example in which the 
user accesses a portal 24 and a portal container is displayed in 
the user's browser 22, the portal container including the plu 
rality of portlets 26, each portlet 26 may be displayed with a 
login form 28. In another embodiment, only a single login 
form 28 is displayed on user system 12. Because this is the 
first of the plurality of portlets 26 for which user system 12 
has attempted a login, the hidden form element 36 associated 
with the login form 28 may initially be set to FALSE or some 
other Suitable value indicating that a successful login attempt 
has not been performed. In certain embodiments, login form 
28 includes a target backend server connection indicator 32 
identifying the backend server system 16 associated with the 
portlet 26. 
0038. The user of user system 12 may enter user authen 
tication information into login form 28. The user may submit 
login page 30 corresponding to login form 28 to an action 
form 34 on application server system 14, by clicking on a 
“submit or similar button on login form 28 for example. 
Action form 34 or another Suitable component of application 
server system 14 may determine whether the value of the 
hidden form element 36 for the login form 28 is set to TRUE. 
If the value of the hidden form element of the login form 28 is 
determined to be FALSE, then action form 34 or another 
Suitable component of application server system 14 may ini 
tiate storage of a target backend server connection indicator 
32 for the login form 28. In certain embodiments, the target 
backend server connection indicator 32 is stored as cookies 
for login page 30. The document cookies may be stored on 
user system 12, application server system 14, or in any other 
Suitable location according to particular needs. 
0039. If action form 34 determines that the value of the 
hidden form element 36 is TRUE, then action form 34 may 
determine whether the target backend server connection indi 
cator 32 for the login form 28 being processed matches the 
target backend server connection indicator 32 for Login page 
30. If application server system 14 determines that the target 
backend server connection indicator 32 for the login form 28 
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being processed does not match the target backend server 
connection indicator 32 for loginpage 30, then action form 34 
may look for other instances of login forms 28 on user system 
12 having a hidden form element 36 or may simply maintain 
the display of the login form 28. If action form 34 determines 
that the target backend server connection indicator 32 for the 
login form 28 being processed matches the target backend 
server connection indicator 32 for login page 30, then action 
form 34 authenticates the user login information using action 
form 34. In certain embodiments, the user authentication 
information of login page 32 is Submitted to action form 34. 
which, in certain embodiments, includes a JSP or HTML 
page. Action form 34 authenticates the user authentication 
information and determines whether the authentication of the 
user authentication information was successful. 

0040. If authentication of the user authentication informa 
tion is determined to be unsuccessful, then action form 34 or 
another Suitable component of application server system 14 
may initiate communication of a notification to the user sys 
tem 12 that attempted the login that the login attempt was 
unsuccessful. If authentication of the user authentication 
information is determined to be successful, then action form 
34 or another suitable component of application server sys 
tem 14 may grant the user access to the target data 18 asso 
ciated with the portlet 26 for which the user submitted the user 
authentication information. For example, application server 
system 14 may display a next page for the portlet 26. If the 
authentication of the user authentication information is deter 
mined to be successful, action form 34 or another suitable 
component of application server system 14 may automati 
cally initiate propagation of the Successful loginto other login 
forms 28 displayed on user system 12. For example, action 
form 34 may initiate propagation of the Successful login to 
one or more other login forms 28 on user system 12. 
0041. In certain embodiments, to perform the propagation 
of the Successful loginattempt, action form34 may determine 
whether there is another instance of login form 28 associated 
with login page 30 that has the hidden form element 36. For 
example, action form 34 may search within a portal 24 asso 
ciated with the portlet 26 to which the user was granted access 
for another portlet 26 associated with login page 30 that has a 
login form 28 having the hidden form element 36. If action 
form 34 finds such a login form 28, then action form 34 sets 
the hidden form element 36 of the found login form 28 to 
TRUE. In certain embodiments, action form 34 automatically 
submits the found login form 28 along with the same user 
authentication information that the user submitted for the 
portlet 26 to which the user was granted access. In other 
embodiments, action form 34 automatically grants the user 
associated with the found login form 28 access to the access 
point 26 associated with the found login form 28 rather than 
re-authenticating the user authentication information. In cer 
tain embodiments, action form 34 repeats the above-de 
scribed process until all found login forms 28 on user system 
12 have been processed. 
0042. In certain embodiments, the present disclosure may 
reduce or eliminate the need to reenter user authentication 
information (i.e., to login) for each of a plurality of portlets 26 
or other web-based access points 26. For example, the present 
disclosure may reduce or eliminate the need for a user of a 
user system to login to each portlet 26 individually. This may 
ease the burden on the user when accessing and navigating the 
portlets 26. Although described as synchronizing login pro 
cesses, in certain embodiments, the present disclosure does 
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not require all logins to occurat exactly the same time. As just 
one example, certain processing delays may be associated 
with automatically propagating a successful login to one or 
more other portlets 26. 
0043 FIG. 2 illustrates another representation of an 
example system 10 for synchronizing login processes. In 
certain embodiments, certain components of system 10 illus 
trated in FIG.2 may be substantially similar to corresponding 
components described above with reference to FIG.1. In the 
example embodiment illustrated in FIG. 2, login forms 28a, 
28b, 28c. 28d, and 28e on user system 12 correspond to a 
login page 30 on application server system 14. Although a 
particular number of login forms 28 are illustrated, the 
present disclosure contemplates any Suitable number of login 
forms 28. 

0044 As can be seen in the example embodiment illus 
trated in FIG. 2, a user may enter user authentication infor 
mation intologin form 28a and Submit the user authentication 
information using, by clicking on a “submit or other Suitable 
button for example, as shown on submit path 40a. This submit 
action may also cause login page 30 to be submitted to an 
action form 34 as shown by path 42a. Assuming action form 
34 successfully authenticates the user authentication infor 
mation submitted for login form 28a, action form 34 may 
grant user system 12 access to the portlet 26 corresponding to 
login form 28a, as shown by paths 42b and 44a. Action form 
34 may then automatically propagate the Successful login 
associated with login form 28a to other suitable login forms 
28 (i.e. login forms 28b, 28c, 28d, and 28e) on user system 12 
as described above with reference to FIG. 1. Paths 40b and 
44b illustrate the automatic Submission and grant of access 
for login form 28b, paths 40c and 44c illustrate the automatic 
Submission and grant of access for login form 28c, paths 40d 
and 44d illustrate the automatic Submission and grant of 
access for login form 28d, and paths 40e and 44e illustrate the 
automatic Submission and grant of access for login form 28e. 
0045 FIGS. 3A through 3C are exemplary block diagrams 
illustrating an example display that may be used to provide 
synchronization of login processes according to certain 
embodiments of this disclosure. In particular, FIGS. 3A 
through 3C illustrate example web pages displayed by a web 
browser. The web pages illustrated in FIGS. 3A through 3C 
could, for example, be generated by application server system 
14 and displayed by browser 22 of user system 12. The web 
pages in FIGS. 3A through 3C are for illustration only. Other 
web pages could be used in system 10. Also, while the web 
pages may be described as being generated by and used in 
system 10 of FIG. 1, the web pages could be generated and 
used by any other Suitable system. 
0046. As illustrate in FIG. 3A, a window 50 (e.g., a portal 
24) may include a panel 52, which may be a web page or in 
any other suitable format. Panel 52 may include a hierarchical 
list, which may include a list of one or more portlet identifiers 
54, each identifying a portlet 26 for example. A user (of user 
system 12 for example) may select a portlet identifier 54 (e.g., 
Cabinet), which may correspond to a particular portlet 26 
(e.g., the Cabinet portlet 26). In response, a login screen may 
be displayed in a panel 56 of window 50, requesting the user 
to enter user authentication information 58 to gain access to 
the portlet 26 corresponding to the portlet identifier 54. Panel 
56 may be a web page or in any other suitable format. The user 
may enter user authentication information 58 and select a 
submit button 60. In certain embodiments, the user may select 
an “already logged in button 62, to inform the appropriate 
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server (e.g., application server system 14) that the user has 
already logged in Successfully. 
0047. As illustrated in FIG. 3B, assuming a user has 
entered the appropriate user authentication information 58 
and selected the submit button 60, and that the user authen 
tication information 58 submitted by the user was appropri 
ately processed to determine that the user is authorized to 
access the Cabinet portlet 26, the user may be granted access 
to the Cabinets portlet 26. For example, the Cabinets portlet 
26a may be displayed in panel 56 of window 50. 
0048. As illustrated in FIG. 3C, according to the present 
invention, once a user has successfully entered user authen 
tication information 58 for one of the portlets 26 (e.g., the 
Cabinet portlet 26a) associated with a portlet identifier 54, the 
Successful login is propagated to one or more of the other 
portlets 26 associated with the other portlet identifiers 54 
without being required to reenter user authentication infor 
mation 58 for each of the other portlets 26. Thus, as illustrated 
in FIG. 3C, for example, the user may be able to select a 
portlet identifier 54 (e.g., Inbox) corresponding to another 
portlet 26 (e.g.) the Inbox portlet 26b), and the Inbox portlet 
26b may be displayed in panel 56 of window 50 without the 
user being required to reenter user authentication information 
58. In certain embodiments, a user may be able to access those 
other portlets 26 that are associated with the same target 
backend server 16 as the portlet 26 for which the user authen 
tication information was entered and Successfully authenti 
cated. 
0049. Although FIGS. 3A through 3C illustrate example 
embodiments of a display used in System 10, various changes 
may be made to FIGS. 3A through 3C. For example, the web 
page shown in FIGS. 3A through 3C is for illustration only. 
Other web pages or displays having other contents and 
arrangements may be used. Also, the web pages displayed to 
the user could include other or additional features and are not 
limited to the content shown in FIGS. 3A through 3C. 
0050 FIG. 4 illustrates an example method for synchro 
nizing login processes. At step 100, a user of user system 12 
requests access to one of a plurality of portlets 26. In certain 
embodiments, portlets 26 may be a part of a larger portal 24, 
Such as may be displayed in a portal container on a browser of 
user system 12. For example, the user may access the portal 
24, and a portal container may be displayed in the user's 
browser 22, the portal container including the plurality of 
portlets 26. The portlet 26 may be associated with a predeter 
mined backend server 16 or the user may specify a particular 
backend server 16 with which the portlet 26 is to be associ 
ated. While described as a user of user system 12 requesting 
access, it should be understood that a user system 12 may 
automatically perform various steps of the method. 
0051. At step 102, a login form 28 may be displayed to the 
user, requesting that the user enter user authentication infor 
mation to access the portlet 26, and thus the backend server 
system 16 associated with the portlet 26. For example, the 
login form 28 may include one or more requests for the user 
to enter user authentication information to verify the user's 
identity, Such as a user name, password, domain name, or any 
other Suitable information according to particular needs. In 
the example in which the user accesses a portal 24 and a portal 
container is displayed in the user's browser 22, the portal 
container including the plurality of portlets 26, each portlet 26 
may be displayed with a login form 28. For example, the user 
may request access to portal 24 and login forms 28 for each 
portlet 26 may be automatically displayed to the user. 
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0052 Each login form 28 may be associated with a login 
page 30 on application server system 14. In certain embodi 
ments, login page 30 includes a JSP or HTML page on appli 
cation server system 14. Each login form 28 may be associ 
ated with a hidden form element 36 or other suitable flag that 
indicates whether a successful login has occurred for the 
portlet 26 associated with the login form 28. Because this is 
the first of the plurality of portlets 26 for which user system 12 
has attempted a login, the hidden form element 36 may ini 
tially be set to FALSE or some other suitable value indicating 
that a successful login attempt has not been performed In 
certain embodiments, login form 28 may include a target 
backend server connection indicator 32 identifying the back 
end server system 16 associated with the portlet 26. In certain 
embodiments, the user of user system 12 may be able to select 
target backend server system 16 for each portlet 26 in the 
plurality of portlets 26. In this embodiment, the user may 
select the same backend server 16 for one or more of portlets 
26. The target backend server connection indicator 32 may 
also be stored as cookies for login page 30, for example. In 
certain embodiments, the target backend server connection 
indicator 32 may includes an address, such as a Up for 
example, of the backend server system 16. 
0053 At step 104, the user of user system 12 may enter 
user authentication information into login form 28. In certain 
embodiments, user system 12 enters the user authentication 
information automatically without requiring user action. At 
step 106, the user may submit login page 30 corresponding to 
login form 28 to an action form 34 on application server 
system 14, by clicking on a “submit or similar button on 
login form 28 for example. In certain embodiments, action 
form 34 is an authentication page, which may be a JSP docu 
ment, an HTML page, or any other Suitable data format on 
application server system 14. At step 108, action form 34 or 
another Suitable component of application server system 14 
automatically determines whether the hidden form element 
36 value for the login form 28 is set to TRUE. For example, 
this may help determine whether other instances of login 
forms 28 have experienced a successful authentication for 
this login session. If the hidden form element 36 value of the 
login form 28 is determined to be FALSE at step 109, then 
application server system 108 may automatically initiate Stor 
age of target backend server connection indicator 32 for the 
login page 30 at step 110. For example, the connection infor 
mation may include the target backend server connection 
indicator 32 of the target backend server 16 with which the 
portlet 26 is associated. In certain embodiments, the target 
backend server connection indicator 32 is stored as cookies 
for the loginpage 30. The document cookies may be stored on 
user system 12, application server system 14, or in any other 
Suitable location according to particular needs. The cookies 
may be set by user system 12, by application server system 
14, or in any other Suitable manner and may be passed 
between user system 12 and application server system 14, as 
HTTP headers for example. The method then proceeds to step 
112 described below. 

0054 Returning to step 108, if application server system 
14 determines that the hidden form element 36 value is 
TRUE, then application server system 14 automatically deter 
mines at step 112 whether the target backend server connec 
tion indicator 32 for the login form 28 being processed 
matches the target backend server connection indicator 32 for 
login page 30. If application server system 14 determines at 
step 112 that the target backend server connection indicator 
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32 for the login form 28 being processed does not match the 
target backend server connection indicator 32 for login page 
30, then the method returns to step 102 to display the login 
form 28. If application server system 14 determines at step 
112 that the target backend server connection indicator 32 for 
the login form 28 being processed matches the target backend 
server connection indicator 32 for login page 30 then in 
certain embodiments, the method proceeds to step 114. In 
other embodiments, the method proceeds directly to step 120 
if it is determined at step 112 that the target backend server 
connection indicator 32 for the login form 28 being processed 
matches the target backend server indicator 32 for login page 
3O. 

0055. At step 114, application server system 14 automati 
cally authenticates the user login information using action 
form 34. In certain embodiments, the user authentication 
information of login page 32 is Submitted to action form 34. 
which, in certain embodiments, includes a JSP or HTML 
page. Action form 34 may be used to Verify the user authen 
tication information. At step 116, application server system 
14 automatically determines whether the authentication of 
the user authentication information was successful. In certain 
embodiments, application server system 14 uses action form 
34 and the user authentication information submitted to 
action form 34 to automatically determine the identity of the 
user and, if applicable to verify the user's identity through the 
use of a password. 
0056 Although the present disclosure primarily describes 
the use of a userID and password to authenticate the identity 
of the user, the user's identity may be authenticated in any 
Suitable manner, according to particular needs. Furthermore, 
although authentication of user authentication information is 
described primarily as being performed on application server 
system 14, the present disclosure contemplates authentica 
tion of user authentication information being performed on 
any suitable component of system 10 (e.g., on backend server 
system 16), according to particular needs, on backend server 
16. For example, authentication of user authentication infor 
mation may include communicating the user authentication 
information from application server system 14 to backend 
server system 16 for authentication. However, in certain 
embodiments, passing user authentication information from 
application server system 14 to backend server system 16 
may compromise the security of system 10. 
0057. Application server system 14 may determine 
whether the user has the appropriate privileges to access the 
requested information on backend server 16 via the corre 
sponding portlet 26. In certain embodiments, authentication 
of the user may include determining one or more user pref 
erences based on the user's identity. Authentication of user 
authentication information may include determining whether 
the user authentication information is correct (e.g., the correct 
password is given for a valid user ID), whether the user 
associated with the user authentication information has the 
proper credentials to access the portal 26 and/or the target 
backend server system 16 associated with the portal 26, or any 
other Suitable verifications according to particular needs. 
0.058 If authentication of the user authentication informa 
tion is determined to be unsuccessful at step 116, then at step 
118, application server system 14 automatically communi 
cates a notification to the user system 12 that attempted the 
login that the login attempt was unsuccessful. For example, 
application server system 14 may automatically redirect the 
user system 12 that attempted the login to the login form 28, 
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using a refresh display operation for example. The method 
then returns to step 104 to wait for the user to enter new login 
information or to terminate the login attempts. If authentica 
tion of the user authentication information is determined to be 
Successful at Step 116, then the application server system 14 
may automatically grant the user access to the target data 18 
associated with the portlet 26 for which the user submitted the 
user authentication information. For example, application 
server system 14 may automatically display a next page for 
the portlet 26. 
0059. At step 122, action form 34 automatically deter 
mines whether there is another instance of login form 28 
associated with login page 30 that has the hidden form ele 
ment 36. For example, action form 34 may search within a 
portal 24 associated with the portlet 26 to which the user was 
granted access at step 120 for another portlet 26 associated 
with login page 30 that has a login form 28 having the hidden 
form element 36. If action form 34 does not find any such 
login forms 28 at step 122, then the method ends. If action 
form 34 finds such a login form 28 at step 122, then action 
form 34 automatically sets the hidden form element 36 of the 
found login form 28 to TRUE at step 124. At step 126, action 
form 34 automatically submits the found login form 28 along 
with the same user authentication information that the user 
submitted for the portlet 26 to which the user was granted 
access at Step 120. In certain embodiments, method then 
returns to step 108. In other embodiments, the method may 
return directly to step 112 rather than determining whether 
the hidden form element value is set to TRUE, and in these 
embodiments if it is determined at step 112 that the target 
backend server connection indicator 32 of the found login 
form 28 is the same as the target backend server connection 
indicator 32 for login page 30, then the user authentication 
steps (e.g., steps 114 and 116) may be skipped, the user 
automatically being granted access at step 120. 
0060. In certain embodiments, step 122 and the steps that 
follow step 122 may be automatically repeated until the user 
is logged into all login forms 28 associated with login page 30 
that have the hidden form element 36. In certain embodi 
ments, steps 122-126 may be referred to as automatically 
propagating the Successful login to other login forms 28 hav 
ing the hidden form element 36, although propagating the 
Successful login may include other steps. In certain embodi 
ments, this may allow the user to be logged into all portlets 26 
that have a substantially similar login form 28 and that have 
the same target backend server 16. Furthermore, although this 
method has been described for propagating a successful login 
to other login forms 28, the present disclosure contemplates 
performing this synchronization in any Suitable manner 
according to particular needs or desires. 
0061 Although a particular method for synchronizing 
login processes has been described with reference to FIG. 4. 
the present disclosure contemplates any suitable method for 
synchronizing login processes in accordance with the present 
disclosure. Thus, certain of the steps described with reference 
to FIG. 4 may take place simultaneously and/or in different 
orders than as shown. As just one example, step 120 may be 
performed for all of the successful logins in substantially one 
step. Moreover, system 10 may use methods with additional 
steps, fewer steps, and/or different steps, so long as the meth 
ods remain appropriate. 
0062 Although this disclosure has been described in 
terms of certain embodiments and generally associated meth 
ods, alterations and permutations of these embodiments and 
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methods will be apparent to those skilled in the art. Accord 
ingly, the above description of example embodiments does 
not define or constrain this disclosure. Other changes, Substi 
tutions, and alterations are also possible without departing 
from the spirit and scope of this disclosure. 
What is claimed is: 
1. A computer-implemented method of providing login 

forms for synchronizing login processes in a web environ 
ment, comprising: 

generating, by one or more processors of an application 
server, a first login form that includes one or more first 
input areas that receives user authentication information 
to authenticate a user to access a first access point and 
includes a first hidden form element that indicates 
whether the user was authenticated to access a second 
access point, 

generating, by the one or more processors of the applica 
tion server, a second login form that includes one or 
more second input areas to receive the user authentica 
tion information to authenticate the user to access a 
second access point and includes a second hidden form 
element that indicates whether the user was authenti 
cated to access the first access point; and 

providing, by the one or more processors of the application 
server, the first login form and the second login form to 
be displayed on a user System that accesses the first 
access point and the second access point, 

wherein when a first authentication that the user is authen 
ticated to access the first access point using the first login 
form, the second hidden form element is updated to 
indicate the first authentication such that the first authen 
tication is propagated to the second login form through 
the user system and hidden from the user, and wherein 
when a second authentication that the user is authenti 
cated to access the second access point using the second 
login form, the first hidden form element is updated to 
indicate the second authentication such that the first 
authentication is propagated to the second login form 
through the user system and hidden from the user. 

2. The method of claim 1, wherein the first login form and 
the second login form are generated using a login page asso 
ciated the application server. 

3. The method of claim 2, wherein the login page com 
prises at least one of an embedded Script document and an 
HTML page running on the application server. 

4. The method of claim 1, wherein the first hidden form 
element is initially set to indicate that the first authentication 
has not occurred. 

5. The method of claim 1, further comprising: 
providing, by the one or more processors of the application 

server, a first target backend server connection indicator 
that identifies a first target backend server associated 
with the first access point. 

6. The method of claim 5, wherein the first target backend 
server connection indicator is stored as one or more first 
cookies for the login page associated with the first login form. 

7. The method of claim 1, wherein the first access point 
comprises a portlet. 

8. A computer readable medium storing computer execut 
able instructions for providing login forms for synchronizing 
login processes in a web environment the instructions when 
executed on one or more processors configuring the one or 
more processors to: 
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generate a first login form that includes one or more first 
input areas that receives user authentication information 
to authenticate a user to access a first access point and 
includes a first hidden form element that indicates 
whether the user was authenticated to access a second 
access point, 

generate a second login form that includes one or more 
second input areas to receive the user authentication 
information to authenticate the user to access a second 
access point and includes a second hidden form element 
that indicates whether the user was authenticated to 
access the first access point; and 

provide the first login form and the second login form to be 
displayed on a user system that accesses the first access 
point and the second access point, 

wherein when a first authentication that the user is authen 
ticated to access the first access point using the first login 
form, the second hidden form element is updated to 
indicate the first authentication such that the first authen 
tication is propagated to the second login form through 
the user system and hidden from the user, and wherein 
when a second authentication that the user is authenti 
cated to access the second access point using the second 
login form, the first hidden form element is updated to 
indicate the second authentication such that the first 
authentication is propagated to the second login form 
through the user system and hidden from the user. 

9. The computer readable medium of claim 8, wherein the 
first login form and the second login form are generated using 
a login page associated the application server. 

10. The computer readable medium of claim 9, wherein the 
login page comprises at least one of an embedded script 
document and an HTML page running on the application 
SeVe. 

11. The computer readable medium of claim8, wherein the 
first hidden form element is initially set to indicate that the 
first authentication has not occurred. 

12. The computer readable medium of claim 8, the instruc 
tions when executed further configuring the one or more 
processors to: 

provide a first target backend server connection indicator 
that identifies a first target backend server associated 
with the first access point. 

13. The computer readable medium of claim 12, wherein 
the first target backend server connection indicator is stored 
as one or more first cookies for the login page associated with 
the first login form. 

14. The method of claim 8, wherein the first access point 
comprises a portlet. 

15. A system for providing login forms for synchronizing 
login processes in a web environment, comprising: 
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an application server comprising one or more processors 
configured to: 
generate a first login form that includes one or more first 

input areas that receives user authentication informa 
tion to authenticate a user to access a first access point 
and includes a first hidden form element that indicates 
whether the user was authenticated to access a second 
access point; 

generate a second login form that includes one or more 
second input areas to receive the user authentication 
information to authenticate the user to access a second 
access point and includes a second hidden form ele 
ment that indicates whether the user was authenti 
cated to access the first access point; and 

provide the first login form and the second login form to 
be displayed on a user system that accesses the first 
access point and the second access point, 

wherein when a first authentication that the user is 
authenticated to access the first access point using the 
first login form, the second hidden form element is 
updated to indicate the first authentication such that 
the first authentication is propagated to the second 
login form through the user system and hidden from 
the user, and wherein when a second authentication 
that the user is authenticated to access the second 
access point using the second login form, the first 
hidden form element is updated to indicate the second 
authentication Such that the first authentication is 
propagated to the second login form through the user 
system and hidden from the user. 

16. The system of claim 15, wherein the first login form and 
the second login form are generated using a login page asso 
ciated the application server. 

17. The computer readable medium of claim 16, wherein 
the login page comprises at least one of an embedded script 
document and an HTML page running on the application 
SeVe. 

18. The computer readable medium of claim 15, wherein 
the first hidden form element is initially set to indicate that the 
first authentication has not occurred. 

19. The computer readable medium of claim 15, the one or 
more processors of the application server further configured 
tO: 

provide a first target backend server connection indicator 
that identifies a first target backend server associated 
with the first access point. 

20. The system of claim 19, wherein the first target backend 
server connection indicator is stored as one or more first 
cookies for the login page associated with the first login form. 

21. The method of claim 15, wherein the first access point 
comprises a portlet. 


