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REQUESTING AND STORING CERTIFICATES
FOR SECURE CONNECTION VALIDATION

FIELD OF THE DISCLOSURE

100017 The mstant disclosure relates to computer networks, More specifically, this

disclosure relates to communications in computer networks.
BACKGROUND

[80662] Data is frequently transferred over public networks, in which other users of
the network have access o the transferred data. These public networks have become ubiguitous
with the exploston of Internet-enabled devices. However, data transferred over public networks
may often be sensitive data not intended for viewing by a user other than the recipient,
Furthermore, the user may specifically desire to prevent other users from viewing the data.
Thus, secure connections may be created over the public networks. The secure connections may
cucrypt the data to ensure that only the intended recipient way view the data.  Secure
connections may be established through a secure sockets layer/transport layer security
(SSL/TLS) protocol with the aid of a certificate. The server communicating with a client may
have a SSL/TLS certificate that provides a client with an assurance that the server is the
computer the server claims to be, Furthermore, the certificate may include the public key for use

by the client to transmit encrypted data to the server.

18063] An SSL/TLS connection cannot be established between two systems, such as
a server and a client, without the exchange of the certificate. In order for the connection to be
secure, the systern that receives the certificate, sach as a client, must check whether the
certificate is valid. To determine if the certificate is valid, the client system may compare the
certificate to a saved Hst of certificates stored in the client system that were predefined as trusted.
Many computer systems will not allow an SSL/TLS connection while acting as a client if the

recetved certificate 1s not frusied.
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{8004 FIGURE 1 1s flow chart illustrating a conventional method for validating a
certificate. At block 102, a sccure SSL/TLS connection may be nitiated by a client systom with
a server system. At block 104, the client system receives a certificate from the server system. At
block 106, the client systom compares the certificate with saved server certificates, At block
108, the chient sysiern determines whether a match exists between the received certificate and
saved certificates. If not, the SSL/TLS sccure connection is terminated at block 110, If so, data

transter occurs through the SSL/TLS secure connection,

16005] Conventionally, valid certificates are predefined on the chent system. That is,
the valid certificates may be manually instalied on the client systems by an administrator in
advance of the client system connecting to a server system. However, manually loading
certificates on a client system may be tedious for adnunistrators. Furthermore, when a network
conliguration changes resulting in access of different server systems by a client system, there is
no method for reconfiguring the client system, except through manual attention from an

adminisirator.
SUMMARY

[8006] Certificates may be received through a network connection by a client system
and stored locally to modity the list of valid certificates. The user may obtain the certificate
from the remote system so that it can be added to the list of trusted certificates. This may be
accomplished by allowing an administrator to capture a certificate from a remote system nto a

{ile so that the certificate for the server can be added to the Hist of trusted certificates.

10667] According to one embodiment, a wmethod wmay include establishing a
connection with a server. The method may also include requesting a certificate from the server.
The method may further inchude receiving the certificate from the server, The method may also

include initiating a secure connection with the server based, at least in part, on the certificate.

{8008 According to another embodiment, a computer program product may inchude

a non-transitory coruputer readable medium comprising code to perform the steps of establishing
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a connection with a server, requesting a certificate from the server, receiving the certificate from
the server, and nifiating a secure conncction with the server based, at least in part, on the

certificate.

[8009] According to a further embodiment, an apparatus may include a memory, and
a processor coupled to the memory. The processor may be configured to execute the steps of
establishing a connection with a server, requesting a certificate frow the server, receiving the
certificate from the server, and initiating a secure connection with the server based, at least in

part, on the certificate.

18016} The foregoing has outlined rather broadly the features and technical
advantages of the present invention in order that the detailed description of the invention that
follows may be better understood, Additional features and advantages of the invention will be
described hercinafter that form the subject of the claims of the invention. It should be
appreciated by those skilled in the art that the conception and specific embodiment disclosed
may be readily utilized as a basis for modifying or designing other structares for carrying out the
same purposes of the present invention. 1t should also be realized by those skilled in the art that
such equivalent constructions do vot depart frow the spivit and scope of the wvention as set forth
in the appended claims. The novel features that are believed to be characteristic of the invention,
both as to its organization and method of operation, together with further objects and advantages
will be better understood from the following description when considered in connection with the
accompanyving figures. It is to be expressly understood, however, that cach of the figures is
provided for the purpose of tlustration and description only and is not intended as a definition of

the limits of the present invention.
BRIEF DESCRIPTION OF THE DRAWINGS

{8011y For a more complete understanding of the disclosed system and methods,
reference is now made to the following descriptions taken in conjunction with the accompanying

drawings.
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{8312] FIGURE 1 1s flow chart illustrating a conventional method for validating a

cerftficate.

18013] FIGURE 2 15 a flow chart illustrating a method for loading certificates on a

client system according to one embodiment of the disclosure.

160614] FIGURE 3 18 a termunal provopt tlustrating user input for, and client system
terminal output of, activating the method for loading certificates on a client system according to

one embodiment,

{8015] FIGURE 4 is a call diagram lustrating actions following receiving a
command from an emulated environment to request a certificate according to one embodiment of

the disclosure.

8016} FIGURE 5 18 a block diagram illustrating a computer network according to

one embodiment of the disclosure,

166171 FIGURE 6 is a block diagram Hlustrating a computer system according o one

embodiment of the disclosure.

[60318] FIGURE 7A 1s a block diagram illustrating a scrver hosting an emulated

software environment for virtualization according to one emwbodiment of the disclosure.

{8019] FIGURE 7B 1s a block diagram illustrating a server hosting an emulated

hardware environment according to one embodiment of the disclosure,
DETAILED DESCRIPTION

{8026] FIGURE 2 is a flow chart illustrating a method for loading certificates on a
client system according to one embodiment of the disclosure, A method 200 begins at block 202
with establishing, by a client system, a conuection with a server systern.  The counection of
block 202 may be an unsecure connection. At block 204, a certificate, such as a SSL/TLS

certificate, may be received from the server systern. The certificate may be requested by the

-4.
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client system after establishing a connection with the server systems. The certificate may be

stored locally to be used during later validation of a secure connection with the server,

[6021] At block 206, a secure connection, such as a SSL/TLS connection, may be
initiated with the server. At block 208, the server may be validated based on the received
certificate.  For example, the client system may request a certificate from the server system
during mitiation of the SSL/TLS conunection. The clicut systers roay validate the certificate by
comparing the certificate to previously-stored certificates, such as the certificate received at
block 204, When the server 8 validated, data transfor with the server through the secure

connection may take place at block 210,

[8022] FIGURE 3 13 a terminal prompt illustrating user input for, and client system
terminal output of, activating the method for loading certificates on a cliont system according to
one embodiment. A command may be entered on a terminal 300 to mitiate the fetching of a

certificate from a server. The comimand format may be:

SSE GET CERTIFICATE HOST, {ip-address or domain name};
FILE,filenamef elt];
[PORT port-number}.

HOST,{{P-address | host name} may identify the target host to capture the certificate from. The
host may be identitied by the domain name of the host, specified by an alphanumeric siring of
fewer than 255 characters, consisting of one or more labels separated by periods, or by the the
1Pv4 or IPv6 address of the host. FILE, {ilename| clementname] may specify the file name or file
and element names where the certificate should be stored. It the file already contains text, the
fetched certificate may be appended to the existing file. If the file does not exist, the file may be
created.  PORT port-murnber way specity a decumal mumber of the port that the SSL/TLS
handshake will attempt to fetch the certificate from. By specifying this field the certificate
capture can be targeted to a specitfic application. 1 this field 1s omtted, any SSL/TLS havdshake

to the specified host will have its certificate captured. Aun example command may be “SSL GET
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CERTIFICATE HOST,fip.peerserver.com FILE save*fip.peercert.” An example response to the

command 1s shown in FIGURE 3.

18023} If the command passcs syntax and sctup tests, a new event will be sent to an
application, such as a SSE/TLS service, with the processed information. This information will
be saved to a new get certificate table. There may be a chain of get certificate tables allowing for
aun unbounded number of tables. When a certificate is received as part of a handshake the get
certificate table chain may be checked to determine if the handshake is occurring with a defined
remote system. I so, the certificate may be saved in PEM forroat with a PEM extension to the
etc/ssl/certs directory, which is the location for trusted certificates, and the handshake

terminated. The get certificate table may also be discarded.

16024] When the command is issued from an emulated environment, an inferface,
such as XNIOP, may send a get certificate command translation packet to the requesting
program in the emulated environment, such as CPCommQ8S, indicating the certificate has been
saved, The program may display a message to indicate the certificate has been saved. The use
may then issue an SSL UPDATE TRUST command to update trust. If a handshake is then

atterapted with the remote host it will not fail for trast reasons.

{8025] If a peer system presents a certificate that is vot trusted, this feature allows a
copy of this certificate to be retrieved so that it can be added to a trusted certificates file. This
action may be performed without reguiring the administrator of the peer system to provide the

certificate.

[8026] FIGURE 4 1s a call diagram illustrating actions following receiving a
command from an enwlated environment to request a certificate according to one embodiment of
the disclosure. A server sysiern 402 may communicate with a clhient system 4034, having an
interface 406 and an emulated environment 408. A program may be executed in the emulated

environment 408 for recetving and processing user corumands.
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{80271 Atcali 412, a SSL GET CERTIFICATE command 15 received in the emulated
environment 408, The cmulated cuvironment 408 passes the request to the interface 406, The
interface 406 then requests a certificate from the server system 402 at call 414, At call 416, the
server systern 402 responds with the certificate, At call 418, the mterface 406 stores the
certificate within the client system 404, At call 420, the interface 406 indicates to the emulated
environment 408 that the certificate is saved in the client system 404. Future requests for secure
connections 1o the server systern 402 by programs within the emulated envivonmeunt 408 may be

initiated by validating the server system 402 based on the saved certificate of call 418.

10628] FIGURE 3 ilustrates one embodiment of a system 500 for an information
system, including a system for transterring certificates. The systern 500 may inchude a server
502, a data storage device 506, a network 58K, and a user interface device 510, The server 502
may also be a hypervisor-based system executing one or more guest partitions hosting operating
systerus with modules baving server configuration nformation.  In a further emvbodinent, the
system 500 may include a storage controller 504, or a storage server configured to manage data
commuunications between the data storage device 306 and the server 502 or other compouneuts in
commmunication with the network 508, In an alternative embodiment, the storage controller 504

may be coupled to the network 508,

[6029] In one embodiment, the user interface device 510 is referred to broadly and is
intended {0 encompass a suitable processor-based device such as a desktop computer, a laptop
computer, a personal digital assistant (PDA) or tablet computer, a smartphoune or other mobile
communication device having access to the network 508, When the device 510 is a mobile
device, sensors {not shown), such as a camera or accelerometer, may be embedded in the device
510. When the device 310 18 a desktop computer the sensors may be embedded wn an attachment
{not shown) to the device 510. In a further embodiment, the user interface device 510 may
access the luternet or other wide area or local area petwork to access a web application or web
service hosted by the server 502 and may provide a user interface for enabling a user to enter or

recetve information,
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{80361 The network 508 may factlitate communications of data between the server
502 and the user interface device 510, The network 508 may mclude any type of
communications network including, but not limited to, a direct PC-to-PC connection, a iocal area
network {(LAN), a wide area network (WAN), a modem-to-modem connection, the Internet, a
combination of the above, or any other communications network now known or later developed

within the networking arts which permits two or more computers to communicate,

{8031 FIGURE 6 illustrates a computer system 600 adapted according to certain
embodiments of the server 502 and/or the user wterface device 510, The central processing vnit
{*CPU”} 602 is coupled to the system bus 604. The CPU 602 may be a general purpose CPU or
microprocessor, graphics processing unit (“GPU”), and/or microcontroller.  The present
embodiments are not restricted by the architecture of the CPU 602 so long as the CPU 602,
whether directly or indirectly, supports the operations as described herein, The CPU 602 may

execute the various logical 1nstructions according to the present embodiments,

160632] The computer system 600 also may include random access memory (RAM)
608, which may be synchronous RAM (SRAM), dynamic RAM (DRAM), synchronous dynamic
RAM (SDRAM), or the like. The compuler system 600 may ulilize RAM 608 to store the
various data structures used by a software application. The computer system 600 may also
include read only memory (ROM) 606 which may be PROM, EPROM, EEPROM, optical
storage, or the like. The ROM may store configuration information for booting the computer
system 600, The RAM 608 and the ROM 606 hold user and sysiem data, and both the RAM 608
and the ROM 606 may be randomly accessed.

18033] The computer system 600 may also include an joput/output (VO) adapier 6190,
a communications adapter 614, a user interface adapter 616, and a display adapter 622. The VO
adapter 610 and/or the user wnter{ace adapter 616 may, in certain ewbodiments, cuable a user to
interact with the computer system 600. In a further embodiment, the display adapter 622 may
display a graphical user mterface (GUT) associated with a software or web-based application on a

display device 624, such as 2 monitor or touch screen.

-8
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19034] The I/O adapter 610 may couple one or more storage devices 612, such as one
or more of a hard drive, a solid state storage device, a flash drive, a compact disc (CD) drive, a
floppy disk drive, and a tape drive, to the computer system 600, According to one embodiment,
the data storage 612 may be a scparate scrver coupled to the computer system 600 through a
network connection to the VO adapter 610, The communications adapter 614 may be adapied to
couple the computer system 600 to the network 508, which may be one or more of a LAN,
WAN, and/or the Internet. The user interface adapter 616 couples user input devices, sach as a
keyboard 620, a pointing device 618, and/or a touch screen (not shown) to the computer system
600, The display adapter 622 may be driven by the CPU 602 to control the display on the

display device 624, Any of the devices 602-622 may be physical and/or logical,

{8035] The applications of the present disclosure are not limited to the architecture of
computer system 600. Rather the computer system 600 is provided as an example of one type of
compuiing device that may be adapted 1o perform the functions of the server 302 and/or the use
interface device 510, For example, any suitable processor-based device may be utilized
inclading, without Bmuation, personal data assistants (PDAs), tablet computers, smartphones,
computer game consoles, and multi-processor servers. Morcover, the systems and methods of
the present disclosure way be nuplemented on application specific integrated circuits (ASIC),
very large scale integrated (VLSI) circuits, or other circuitry. In fact, persons of ordinary skill in
the art may utilize any number of suitable structures capable of executing logical operations
according to the described embodiments. For cxample, the computer system 600 may be

virtualized for access by multiple users and/or applications,

{8036] FIGURE 7A is a block diagram illustrating a server hosting an emulated
software environment for virtualization according to one embodiment of the disclosure. An
operating system 702 executing on a server includes drivers for accessing hardware components,
such as a networking laver 704 for accessing the communications adapter 714, The operating
system 702 may be, for example, Linux. An emulated environment 708 in the operating system
702 exccutes a program 710, such as CPCommOS. The program 710 accesses the networking

layer 704 of the operating system 702 through a non-emulated interface 7006, such as XNIOP.

-G
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The non-emulated interface 706 translates requests from the program 710 executing in the

emulated environtent 708 for the networking layer 704 of the operating system 702,

18037} In another example, hardware in a computer system may be virtualized
through a hypervisor. FIGURE 7B is a block diagram illustrating a server hosing an enmlated
hardware environment according to one embodiment of the disclosure. Users 752, 754, 756 may
access the hardware 760 through a hypervisor 758. The hypervisor 758 may be integrated with
the hardware 760 to provide virtualization of the hardware 760 without an operating system,
such as 1o the configuration Ylustrated in FIGURE 7A. The hypervisor 758 may provide access

to the hardware 760, including the CPU 602 and the commumnications adaptor 614,

[6(38] If implemented in firmware and/or software, the functions described above
may be stored as one or more mstructions or code on & computer-readable medium. Examples
include non-transitory computer-readable media encoded with a data structure and computer-
readable media encoded with a computer program. Computer-readable media includes physical
computer storage media. A storage medium may be any available medium that can be accesse
by a computer. By way of exanmple, and not limitation, such computer-readable media can
comprise RAM, ROM, EEPROM, CI-ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, or any other medium that can be used to store desired program
code in the form of instructions or data structures and that can be accessed by a computer. Disk
and disc includes compact discs (CD)}, laser discs, optical discs, digital versatile discs (DVD),
floppy disks and blu-ray discs.  Generally, disks reproduce data maguoetically, and discs
reproduce data optically. Combinations of the above should also be included within the scope of

computer-readable media.

10039] In addition to storage on computer readable medium, instructions and/or data
may be provided as signals ou transtmssion media included 10 a communication apparatus, For
example, a communication apparatus may include a transceiver having signals indicative of
instructions and data. The mstructions and data are configured to cause onc Or MOTS Processors

to implement the functions outlined in the claims.

- 10~
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19040} Although the present disclosure and its advantages have been described in
detatl, 1t should be understood that various changes, substitutions and alterations can be made
herein without departing from the spirit and scope of the disclosure as defined by the appended
clairns. Moreover, the scope of the present application 1s not intended to be hmuted to the
particular embodiments of the process, machine, mamufacture, composition of matter, means,
methods and steps described in the specification. As one of ordinary skill in the art will readily
appreciate fromn the preseut invention, disclosure, machines, wanufacture, compositions of
matter, means, methods, or steps, presently existing or later to be developed that perform
substantially the same function or achieve substantially the same result as the corresponding
embodiments described herein may be utilized according to the present disclosure. Accordingly,
the appended claims are infended to include within their scope such processes, machines,

manufacture, compositions of matter, means, methods, or steps.

-11-
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CLAIMS
What is claimed is:
A method, comprising:
gstablishing a connection with a server;
requesting a certificate from the server;
receiving the certificate from the server; and

witiating a secure counection with the server based, at least in part, on the

certificate,

The method of claim 1, further comprising storing the certificate in a certificate store

after receiving the certificate.

The method of claim 2, in which the step of initiating the secure connection compriscs

validating the server based, at least in part, on the certificate.
The method of claim 3, in which the step of validating the server comprises:
requesting a second certificate from the server; and
comparing the second certificate with certificates in the certificate store,

The method of claim 3, further comprising transferting data to the server through the

secure connection.

The method of claim 1, in which the certificate comprises a secure socket layer/transport

layer security (SSL/TLS) certificate.

-12 -
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7. The method of claim 1, in which the step of requesting the certificate from the server

COTNPTISES!

recetving, from an emulated environment, a command from a user to get the

certificate: and

frausmitting, from an juterface W communication with  the emulated

environment, a request for the certificate.
8. A computer program product, comprising:

a non-transitory computer readable medium comprising code to perform the

steps ofd
cstablishing a connection with a server;
requesting 4 certificate from the server;
receiving the certificate from the server; and

initiating a secure connection with the server based, at least in part, on

the certificate.

9. The computer prograr product of claim &, in which the medium {urther comprises code

to perform the step of storing the certificate in a certificate store afier receiving the

certificate.
10. The computer program product of claim 9, in which the medium further comprises code

to perform the step of validating the server based, at least in part, on the certificate.
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it The computer program product of claim 10, in which the medium further comprises code

to perform the steps off
requesting a sccond certificate from the server; and
comparing the second certificate with certificates n the certificate store.

12. The computer program product of claim 10, in which the medium further comprises code

to perform the step of transterring data to the server through the secure connection.

13. The computer program product of claim 10, w which the certificate comprises a secure

socket layer/transport layer security (SSL/TLS) certificate.

14. The computer program product of claim 16, in which the medivm further comprises code

to perform the steps of

recetving, from an emulated cnvironment, a command from a user to get the

certificate; and

transmitting, from an  inferface in  communication with the enulate

environment, a request for the certificate.

- 14 -



WO 2014/178963 PCT/US2014/031805

i5. An apparatus, comprising:
a memory; and

a processor coupled to the memory, the processor configured to execute the

steps of:
establishing a connection with a server;
requesting a certificate from the server;
receiving the certificate from the server; and

initiating a secure connection with the server based, at least in part, on

the certificate,

i6. The apparatus of claim 15, in which the processor is further configured to perform the
step of storing the certificate in a certificate store of the memory after receiving the

certificate.

17. The apparatus of claim 15, in which the certificate comprises a secure socket

layet/transport layer security (8SL/TLS) cetificate.

18, The apparatus of claim 15, 1n which the processor is further coufigured to perform the

step of validating the server based, at least in part, on the certificate.

19 The apparatus of claim 1§, in which the processor is further configured to perform the

steps of:

requesting a second certificate from the server during validation of the server;

and

comparing the second certificate with certificates in the certificate store to

validate the server.
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The apparatus of claim 15, in which the processor is further configured to perform the

step of transferring data to the server through the sccure connection.

- 16 -
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