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(57) ABSTRACT 
A method, a mobility management unit and a gateway unit for 
restricting access and communication of a machine type com 
munication (MTC) device are provided by the present inven 
tion. The method includes: a mobility management unit judg 
ing whetheran access request or a service request of the MTC 
device is currently in a permission period according to the 
permission period of the MTC device; when the access 
request or the service request is not in the permission period, 
rejecting the access request or service request of the MTC 
device and notifying the MTC device of the rejection cause 
and/or the permission period at a meantime. The present 
invention can ensure that the MTC device only communicates 
in the permission period, and the MTC device is restricted to 
access the network or communicate in the non-permission 
period according to the requirement of the operator. 
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METHOD, MOBILE MANAGEMENT UNIT 
AND GATEWAY FOR RESTRICTING MITC 
DEVICE TO ACCESS AND COMMUNCATE 

TECHNICAL FIELD 

The present invention relates to the field of mobile com 
munication, and in particular, to a method for restricting 
access and communication of a machine type communication 
(MTC) device, a mobility management unit and a gateway 
unit. 

BACKGROUND OF THE RELATED ART 

With the sudden rise of world interoperability for micro 
wave access (WiMax) technology, in order to keep its com 
petitiveness in the field of mobile communication, the 3rd 
generation mobile communication system must improve its 
network performance and reduce network construction and 
operation cost. Therefore, the standardized work group of the 
3rd generation partnership project (3GPP) is currently study 
ing the evolution of the packet switch core (PS core) network 
and the universal mobile telecommunication system radio 
access network (UTRAN). That research subject is called as 
the system architecture evolution (SAE), and the object is to 
enable the evolved packet core (EPC) network to provide a 
higher transmission rate and a shorter transmission delay 
time, to optimize grouping, and to support the mobility man 
agement among the Evolved UTRAN (E-UTRAN), UTRAN, 
the wireless local area network (WLAN) and other non-3GPP 
access networks. 
The current framework of the SAE is shown in FIG. 1, 

wherein the network elements included in the evolved uni 
versal terrestrial radio access network (E-UTRAN) is an 
evolved NodeB (eNodeB) used for providing the radio 
resource to the user access; the packet data network (PDN) is 
a network providing the service to the user; the EPC provides 
a lower delay, and allows the access of more wireless access 
systems, which includes the following network elements: 
The mobility management entity (MME) is a control plane 

function entity, is a server storing the user data temporarily, 
and is responsible for managing and storing the context (Such 
as: the user identifier, the mobility management state, and the 
user security parameter, etc.) of the user equipment (UE); 
allocates a temporary identifier for the user; when the UE 
resides in the tracking area or this network, MME is respon 
sible for authenticating this user; processes all messages of 
the non-stratum layer between the MME and the UE; and 
triggers the paging in the SAE. The MME is the mobility 
management entity of the SAE System, and in the universal 
mobile telecommunication system (UMTS), the mobility 
management entity is a serving general packet radio service 
(GPRS) support node (SGSN). 
The serving gateway (SGW) is one user plane entity and is 

responsible for the data routing processing of the user plane, 
terminating the downlink data of the UE in the idle (EC 
M IDLE) state, and managing and storing the SAE bearer 
context of the UE, such as the IP bearer service parameter and 
the routing information within the network, etc. The SGW is 
the anchor point of the user plane within the 3GPP system, 
and one user only can have one SGW at one moment. 
The PDN Gateway (PGW) is a gateway which is respon 

sible for the UEaccessing the PDN and for allocating the user 
IP addresses, and the PGW also is the mobility anchor point 
of the 3GPP and the non-3GPP access systems. The function 
of the PGW also includes policy implementation, and charg 
ing support. The user can access a plurality of PGWs at the 
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2 
same moment. The policy and charging enforcement function 
(PCEF) also resides in the PGW. 
The policy and charging rules function (PCRF) is respon 

sible for providing the policy control and the charging rules to 
the PCEF. 
The home subscriber server (HSS) is responsible for per 

manently storing the user Subscribed data, and the content 
stored by the HSS includes the international mobile sub 
scriber identification (IMSI) of the UE and the IP address of 
the PGW. 

Physically, the SGW and the PGW may be combined, and 
the EPC system user plane network elements include the 
SGW and the PGW. 
The narrow definition of the M2M is the machine to 

machine communication. The general definition is the net 
worked application and service which takes the intelligent 
interaction of the machine terminal as the core. It is based on 
the intelligent machine terminal, takes a plurality of commu 
nication modes as the access means, provides the informati 
Zation Solution for the customer, and is used for meeting the 
informatization demands of the customer in the respects, such 
as monitoring, command and Scheduling, data acquisition 
and measuring, etc. 
The development of the wireless technology is the impor 

tant factor of the development of the M2M market, which 
breaks the space-time restriction and the region obstacle of 
the traditional communication mode, makes the enterprise 
and the public get rid of the constraint of the cable, lets the 
customer control the cost more effectively and reduce the 
mounting cost, and facilitates the use. In addition, the increas 
ing demand promotes the continuous development of the 
M2M, but the contradiction with the constant increasing of 
the information processing capability and the network band 
width is that the information acquisition means far fall 
behind. While the M2M meets this demand of people very 
well, and people can monitor the external environment in real 
time through it, realize the large range and automatic infor 
mation acquisition. Therefore, the M2M can be applied in the 
industry application, the family application and the personal 
application, etc. The industry application includes: traffic 
monitoring, the alarm system, marine rescuing, the dispenser, 
and driving payment etc. The family application includes: 
automatic meter reading and temperature control, etc. The 
personal application includes: life detection and remote diag 
noses etc. 

The communication object of the M2M is machine to 
machine or people to machine. The data communication 
among one or more machines is defined as the MTC, and in 
this case, it seldom needs the man-machine interaction. The 
machine participating in the MTC is defined as the MTC 
equipment. The MTC equipment is the terminal of the MTC 
user, which can communicate with the MTC equipment and 
the MTC server through the public land mobile network 
(PLMN). The mobile equipment (ME) is the additional func 
tion block of the MTC equipment, and that function block is 
used for the MTC equipment accessing the EPS system. The 
MTC server manages and monitors the MTC equipment. 
FIG. 2 is a schematic diagram of an ME accessing the 
EUTRAN through an EPS in the related art. 

Since the MTC equipments are mostly specific application 
equipment, for example, the automatic meter reading and life 
detection use different equipments, etc. The MTC equip 
ments of different applications have different characteristics, 
for example, the elevator equipment Such as the lift etc. has 
low mobility and the packet switch only (PS only) attribute. 
While the monitoring and alarm equipment, besides having 
low mobility and the PS only characteristics, also has the 
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attributes, such as low data transmission and high usability. 
Therefore, performing different system optimizations to the 
MTC equipment of different applications can perform man 
agement, controlling and payment, etc., to the MTC equip 
ment. 

One kind of MTC application communication is controlled 
by time, that is, it allows the MTC device accessing the 
network or performing the data sending and receiving in a 
plurality of particular periods, and it should restrict the MTC 
device from performing the above-mentioned operations 
beyond the permission period. In the current LTE network, 
when the UE needs to register in the network, or initiate a 
location update, or initiate a service request, the MME per 
forms the access control to it, and then the S-GW and the 
P-GW are responsible for the user data transmission, how 
ever, in the related art, the MME, the S-GW and the P-GW do 
not adopt the mechanism to control the UE to allow accessing 
the network and performing communication only in the par 
ticular period. While the introduction of the M2M communi 
cation, especially the particularity of the MTC device (such as 
low data amount, the MTC device without the human being 
operation), requires that the MTC device should access the 
network for communication in a plurality of particular peri 
ods. The current LTE network cannot meet such a demand. 

SUMMARY OF THE INVENTION 

The present invention provides a method, a mobility man 
agement unit and a gateway unit for restricting access and 
communication of a MTC device, to meet the particular appli 
cation of the MTC device. 

In order to solve the existing technical problem, the present 
invention provides a method for restricting access and com 
munication of a machine type communication (MTC) device, 
comprising: a mobility management unit judging whether an 
access request or a service request of a MTC device is cur 
rently in a permission period according to the permission 
period of the MTC device; when judging that the access 
request or the service request is not in the permission period, 
rejecting the access request or the service request of the MTC 
device and notifying the MTC device of a rejection cause 
and/or the permission period at a meantime. 
The above method further comprises: the mobility man 

agement unit obtaining the permission period from a Sub 
scriber server when the MTC device performs an Attach 
procedure, a tracking area update procedure or a routing area 
update procedure. 

The mobility management unit obtains the permission 
period from the subscriber server through one of following 
messages: a location update response message and an inser 
tion Subscription data message. 

The subscriber server is a home subscriber server (HSS) or 
a home location register (HLR). 
The access request refers to: an Attach request, a tracking 

area update request, a packet data protocol (PDP) context 
activation request or a routing area update request. 
The above method further comprises: the mobility man 

agement unit releasing an air interface of the MTC device in 
a non-permission period according to the permission period, 
and notifying a serving gateway and an evolved node B of a 
release cause value and/or the permission period, or, notify 
ing a gateway general packet radio service (GPRS) Support 
node and a radio network controller; and/or, 

the mobility management unit performing detachment and 
deleting a session of the MTC device in the non-permission 
period according to the permission period, notifying the Serv 
ing gateway and a packet data network gateway and the MTC 
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device of the session deletion cause value and/or the permis 
sion period, or notifying the gateway GPRS Support node and 
the MTC device. 
The mobility management unit is a mobility management 

entity or a serving GPRS support node. 
The present invention further provides a method for 

restricting access and communication of a machine type com 
munication (MTC) device, comprising: 

a gateway unit obtaining a permission period of a MTC 
device from a mobility management unit; and 

the gateway unit judging whether data transmission of the 
MTC device is currently in the permission period according 
to the obtained permission period; when judging that the data 
transmission is not in the permission period, rejecting the data 
transmission of the MTC device. 
The above method further comprises: the mobility man 

agement unit obtaining the permission period of the MTC 
device from a subscriber server when the MTC device per 
forms an Attach procedure, a tracking area update procedure 
or a routing area update procedure; and the gateway unit 
sending a rejection cause value to the mobility management 
unit when rejecting the data transmission of the MTC device. 
The gateway unit can be a gateway general packet radio 
service (GPRS) support node, and the gateway GPRS support 
node can obtain the permission period from the mobility 
management unit through a packet data protocol (PDP) con 
text establishment request message or a PDP context update 
request message when the MTC device performs a PDP con 
text activation procedure or a routing area update procedure; 
or, the gateway unit can be a serving gateway or a packet data 
network gateway, and the serving gateway or the packet data 
network gateway can obtain the permission period from the 
mobility management unit through a session establishment 
request message or a bearer modification request message 
when the MTC device performs an Attach procedure or a 
tracking area update procedure. 
The present invention further provides a mobility manage 

ment unit for restricting access and communication of a 
machine type communication (MTC) device, configured to: 

40 judge whetheran access request or a service request of a MTC 
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device is currently in a permission period according to the 
permission period of the MTC device; when judging that the 
access request or the service request is not in the permission 
period, reject the access request or the service request of the 
MTC device and notify the MTC device of a rejection cause 
and/or the permission period. 
The above mobility management unit further can be con 

figured to: obtain the permission period of the MTC device 
from a subscriber server when the MTC device performs an 
Attach procedure, a tracking area update procedure or a rout 
ing area update procedure. 
The access request refers to: an Attach request, a tracking 

area update request, a packet data protocol (PDP) context 
activation request or a routing area update request. 
The above mobility management unit further can be con 

figured to: release an air interface of the MTC device in a 
non-permission period according to the permission period, 
and notify a serving gateway and an evolved node B of a 
release cause value and/or the permission period, or, notify a 
gateway general packet radio service (GPRS) Support node 
and a radio network controller; and/or, perform detachment 
and delete a session of the MTC device in the non-permission 
period according to the permission period, and notify the 
serving gateway and a packet data network gateway and the 
MTC device of the session deletion cause value and/or the 
permission period, or notify the gateway GPRS support node 
and the MTC device. 
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The above mobility management unit can be a mobility 
management entity or a serving gateway general packet radio 
service (GPRS) support node. 
The present invention further provides a gateway unit for 

restricting access and communication of a machine type com 
munication (MTC) device, configured to: obtain a permission 
period of a MTC device from a mobility management unit; 
and judge whether data transmission of the MTC device is 
currently in the permission period according to the obtained 
permission period; when the data transmission is not in the 
permission period, reject the data transmission of the MTC 
device. 
The mobility management unit can obtain the permission 

period of the MTC device from a subscriber server when the 
MTC device performs an Attach procedure, a tracking area 
update procedure or a routing area update procedure; and the 
gateway unit further can be configured to send a rejection 
cause value to the mobility management unit when rejecting 
the data transmission of the MTC device. 

The gateway unit can be a gateway general packet radio 
service (GPRS) support node, and the gateway GPRS support 
node can be configured to obtain the permission period from 
the mobility management unit through a packet data protocol 
(PDP) context establishment request message or a PDP con 
text update request message when the MTC device performs 
a PDP context activation procedure or a routing area update 
procedure; or, the gateway unit is a serving gateway or a 
packet data network gateway, and the serving gateway or the 
packet data network gateway is configured to obtain the per 
mission period from the mobility management unit through a 
session establishment request message or a bearer modifica 
tion request message when the MTC device performs an 
Attach procedure or a tracking area update procedure. 
The present invention provides a method, a mobility man 

agement unit and gateway unit for restricting a MTC device 
accessing the network and communicating in a non-permis 
sion period, which can ensure that the MTC device only 
communicate in the permission period and restrict it access 
ing the network and communicating in the non-permission 
period according to the requirement of the operator. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 is a schematic diagram of a framework of an EPC 
system and an access network in the related art; 

FIG. 2 is a schematic diagram of an MTC UE accessing an 
EPC system through the EUTRAN in the related art; 

FIG. 3 is a flow chart of an MME obtaining a permission 
period of an MTC UE during Attach according to embodi 
ment 1 of the present invention; 

FIG. 4 is a flow chart of an MME obtaining a permission 
period and judging and rejecting Attach according to the 
obtained permission period according to embodiment 2 of the 
present invention; 

FIG. 5 is a flow chart of an SGSN obtaining a permission 
period and judging and rejecting Attach according to the 
obtained permission period according to embodiment 3 of the 
present invention; 

FIG. 6 is a flow chart of an SGSN obtaining a permission 
period and judging and rejecting Attach according to the 
obtained permission period according to embodiment 4 of the 
present invention; 

FIG. 7 is a flow chart of an MME obtaining a permission 
period and judging and rejecting a tracking area update 
according to the obtained permission period according to 
embodiment 5 of the present invention; 
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6 
FIG. 8 is a flow chart of an SGSN obtaining a permission 

period and judging and rejecting routing area update accord 
ing to the obtained permission period according to embodi 
ment 6 of the present invention; 

FIG. 9 is a flow chart of an SGSN obtaining a permission 
period and judging and rejecting routing area update accord 
ing to the obtained permission period according to embodi 
ment 7 of the present invention; 

FIG. 10 is a flow chart of an SGSN judging and rejecting 
PDP context activation according to the obtained permission 
period according to embodiment 8 of the present invention; 

FIG. 11 is a flow chart of an MME judging and rejecting a 
service request according to the obtained permission period 
according to embodiment 9 of the present invention; 

FIG. 12 is a flow chart of an SGSN judging and rejecting a 
service request according to the obtained permission period 
according to embodiment 10 of the present invention; 

FIG. 13 is a flow chart of an MME performing S1 release 
and notifying eNodeB of a release cause according to the 
obtained permission period according to embodiment 11 of 
the present invention; 

FIG. 14 is a flow chart of an MME performing detachment 
according to the obtained permission period according to 
embodiment 12 of the present invention: 

FIG. 15 is a flow chart of an MME obtaining a permission 
period of an MTCUE during Attach and bringing the permis 
sion period to an S-GW and optionally bringing to a P-GW 
according to embodiment 13 of the present invention; 

FIG. 16 is a flow chart of an SGSN obtaining a permission 
period of an MTCUE during Attach and bringing the permis 
sion period to a GGSN in the subsequent PDP context acti 
Vation process according to embodiment 14 of the present 
invention; 

FIG. 17 is a flow chart of an SGSN obtaining a permission 
period of an MTCUE during Attach and bringing the permis 
sion period to a GGSN in the subsequent PDP context acti 
Vation process according to embodiment 15 of the present 
invention; 

FIG. 18 is a flow chart of a gateway unit rejecting uplink 
data transmission according to the obtained permission 
period according to embodiment 16 of the present invention; 

FIG. 19 is a flow chart of a gateway unit rejecting downlink 
data transmission according to the obtained permission 
period according to embodiment 17 of the present invention. 

PREFERRED EMBODIMENTS OF THE 
PRESENT INVENTION 

The technical scheme of the present invention is described 
in detail with reference to the accompanying drawings and in 
combination with embodiments hereinafter, so as to enable 
those skilled in the art to understand the present invention 
more clearly and implement the present invention, however, 
the illustrated embodiment is not intended to limit the present 
invention. 
The method for restricting access and communication of a 

MTC device provided by the present invention comprises: a 
mobility management unitjudging whetheran access request 
or a service request of the MTC device is currently in a 
permission period according to the permission period of the 
MTC device; when the access request or the service request of 
the MTC device is currently not in the permission period, 
rejecting the access request or the service request of the MTC 
device and notifying the MTC device of a rejection cause 
and/or the permission period. 

In the E-UTRAN, the access request is an Attach request or 
a tracking area update request; in the UTRAN, the access 
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request is an Attach request, a PDP context activation request 
or a routing area update request. 

Furthermore, the mobility management unit obtains the 
permission period of the MTC device from a subscriber 
server through a location update response message or an 
insertion subscription data message when the MTC device 
performs an Attach procedure, a tracking area update proce 
dure or a routing area update procedure. 

Furthermore, the mobility management unit can reject the 
Attach request of the MTC UE according to the obtained 
permission period and notifies the MTC UE of the rejection 
cause and/or the permission period. 

Furthermore, the mobility management unit can reject the 
tracking area update request of the MTCUE according to the 
obtained permission period and notifies the MTC UE of the 
rejection cause and/or the permission period. 

Furthermore, the mobility management unit can reject the 
service request of the MTC UE according to the obtained 
permission period and informs the MTC UE of the rejection 
cause and/or the permission period. 

Furthermore, the mobility management unit can reject the 
PDP context activation request of the MTC UEaccording to 
the obtained permission period and notifies the MTC UE of 
the rejection cause and/or the permission period. 

Furthermore, the mobility management unit can reject the 
routing area update request of the MTC UE according to the 
obtained permission period and notifies the MTC UE of the 
rejection cause and/or the permission period. 

Furthermore, the mobility management unit releases an air 
interface of the MTC device in a non-permission period 
according to the permission period, notifies a S-GW and an 
eNodeB of a release cause value and/or the permission 
period, or, notifies a GGSN and a radio network controller 
(RNC); specifically, in the E UTRAN network, S1 is 
released, which releases the S1-U bearer of the MTC device 
and notifies the S-GW and the eNodeB of the release cause; in 
the UTRAN network, then the mobility management unit 
releases the Iu in the non-permission period and notifies the 
GGSN and the RNC of the release cause. 

Furthermore, the mobility management unit can perform 
detachment of the MTCUE and delete the Session of the MTC 
UE in the non-permission period according to the obtained 
permission period, and notify the S-GW and the P-GW of the 
session deletion cause value and/or the permission period, or 
notify the GGSN and optionally notify the MTC UE of the 
detachment cause value in the detachment message. 

Furthermore, the mobility management unit is a mobility 
management entity (MME) or a serving GPRS support node 
(SGSN). 

Furthermore, the subscriber server is a home subscriber 
server (HSS) or a home location register (HLR). 

In addition, the present invention further provides a method 
for restricting access and communication of a MTC device, 
and the method comprises: a gateway unit obtaining a per 
mission period of the MTC device from a mobility manage 
ment unit; and judging whether data transmission of the MTC 
device is currently in the permission period according to the 
obtained permission period; when judging that data transmis 
sion of the MTC device is currently not in the permission 
period, rejecting the uplink or downlink data transmission of 
the MTC device, wherein the mobility management unit can 
obtain the permission period of the MTC device from a sub 
scriber server when the MTC device performs an Attach 
procedure, a tracking area update procedure or a routing area 
update procedure; and the gateway unit can also send a rejec 
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8 
tion cause value to the mobility management unit when 
rejecting the uplink or downlink data transmission of the 
MTC device. 
The Subscriber server can be the HSS or the HLR. 
Furthermore, when the gateway unit is the S-GW or the 

P-GW, the permission period can be sent to the S-GW or the 
P-GW by a session establishment request message or a bearer 
modification request message by the mobility management 
unit when the MTC device performs the Attach procedure or 
the tracking area update procedure. 

Furthermore, when the gateway unit is the GGSN, the 
permission period can be sent to the GGSN by a PDP context 
establishment request message or a PDP context update 
request message by the mobility management unit when the 
MTC device performs the PDP context activation procedure 
or a routing area update procedure; furthermore, the gateway 
unit can reject the uplink data transmission according to the 
obtained permission period and send a message including the 
rejection cause value to notify the mobility management unit; 
furthermore, the gateway unit can reject the downlink data 
transmission according to the obtained permission period and 
send a message including the rejection cause value to notify 
the mobility management unit. 

Furthermore, the gateway unit is an S-GW or a P-GW, or a 
GGSN. 
The present invention further provides a mobility manage 

ment unit for restricting access and communication of a MTC 
device, configured to: judge whether an access request or a 
service request of the MTC device is currently in a permission 
period according to the permission period of the MTC device: 
when judging that the access request or the service request of 
the MTC device is currently not in the permission period, 
reject the access request or the service request of the MTC 
device. The mobility management unit is further configured 
to: obtain the permission period of the MTC device from a 
subscriber server when the MTC device performs an Attach 
procedure, a tracking area update procedure or a routing area 
update procedure. Further, the mobility management unit can 
obtain the permission period from the subscriber server 
through one of following messages: a location update 
response message and an insertion Subscription data mes 
Sage. 
The mobility management unit is further configured to 

notify the MTC device of the rejection cause and/or the per 
mission period when rejecting the access request or the Ser 
vice request of the MTC device. 
The access request refers to: the Attach request, the track 

ing area update request, the PDP context activation request or 
the routing area update request. 
The mobility management unit is further configured to: 
release an air interface of the MTC device in a non-permis 

sion period according to the permission period, and notify a 
serving gateway and an evolved node B of a release cause 
value and/or the permission period, or, notify a gateway 
GPRS support node and a radio network controller; and/or, 
perform detachment of the MTC device and delete a session 
of the MTC device in the non-permission period, notify the 
serving gateway and a packet data network gateway and the 
MTC device of the session deletion cause value and/or the 
permission period, or notify the gateway GPRS support node 
and the MTC device. 
The mobility management unit is a mobility management 

entity or a serving GPRS support node. 
The Subscriber server can be the HSS or the HLR. 
The present invention further provides a gateway unit for 

restricting access and communication of a MTC device, con 
figured to: obtain a permission period of the MTC device 
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from a mobility management unit; and judge whether data 
transmission of the MTC device is currently in the permission 
period according to the obtained permission period; when 
judging that the data transmission of the MTC device is not in 
the permission period, reject the data transmission of the 
MTC device. The permission period obtained from the mobil 
ity management unit by the gateway unit is obtained from the 
subscriber server by the mobility management unit when the 
MTC device performs the Attach procedure, the tracking area 
update procedure or the routing area update procedure. 

The gateway unit is a gateway GPRS Support node, and the 
gateway GPRS support node is configured to obtain the per 
mission period from the mobility management unit through a 
PDP context establishment request message or a PDP context 
update request message when the MTC device performs the 
PDP context activation procedure or a routing area update 
procedure; or, the gateway unit is a serving gateway or a 
packet data network gateway, and the serving gateway or the 
packet data network gateway is configured to obtain the per 
mission period from the mobility management unit through a 
session establishment request message or a bearer modifica 
tion request message when the MTC device performs the 
Attach procedure or the tracking area update procedure. 
The gateway unit is further configured to send a rejection 

cause value to the mobility management unit when rejecting 
the uplink or downlink data transmission of the MTC device. 

The Subscriber server can be the HSS or the HLR. 

Embodiment 1 

Embodiment 1 relates to a procedure of the MME obtain 
ing the permission period of the MTC UE during the Attach. 
The permission period of the present invention is the pre 

defined period aiming at the MTC device, and the MTC 
device is only allowed to access the network or perform the 
data transmissions within that period. 

FIG. 3 is the flow chart of the method described by the 
present invention, comprising the following steps. 

In step 301, the MTC UE initiates the Attach request mes 
sage to the eNodeB. When the UE has a GUTI, it needs to 
include the GUTI; when the UE does not have a GUTI, it 
needs to include the IMSI. 

In step 302, the eNodeB derives to obtain the MME 
attached by the UE before according to the GUTI; if the MME 
is unable to be derived directly, it can select one new MME 
through a “MME selection function', and forwards the Attach 
message to the new MME. 

In step 303, if the MME changes or performs Attachat the 
first time, the MME will send the location update request 
message to the HSS. 

In step 304, the HSS sends the location update response 
message including the predefined permission period to the 
MME, and the MME stores the above-mentioned permission 
period. 

In step 305, the session bearer establishment among the 
MME, the S-GW and the P-GW is performed. 

In step 306, the MME sends the initial context establish 
ment request to the eNodeB. 

In step 307, the subsequent procedure of the Attach proce 
dure is completed. 

It needs to be pointed out that the present embodiment is 
also suited for the case that the MTC UE accesses the SGSN. 

Embodiment 2 

Embodiment 2 is a procedure of the MME judging and 
rejecting the Attach according to the obtained permission 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
period. FIG. 4 is the flow chart of the method described by the 
present invention, comprising the following step. 

In step 401, the MTCUE initiates the Attach request mes 
sage to the eNodeB. When the UE has a GUTI, it needs to 
include the GUTI; when the UE does not have a GUTI, it 
needs to include the IMSI. 

In step 402, the eNodeB derives to obtain the MME 
attached by the UE before according to the GUTI; if the MME 
is unable to be derived directly, one new MME can be selected 
through a “MME selection function', and the Attach message 
is forwarded to the new MME. 

In step 403, if the MME has already stored the permission 
period information of the MTC UE, then the MME performs 
judgment according to that permission period, and sends an 
Attach rejection message in the non-permission period. The 
Attach rejection message can include the rejection cause 
value, which is used for representing that the rejection cause 
is that the access of the MTC UE is in a non-permission 
period. The Attach rejection message also can include the 
predefined permission period. The Attach rejection message 
also can include the rejection cause value and the predefined 
permission period at the same time; if the MME changes or is 
attached at the first time, the MME will send the location 
update request message to the HSS. 

In step 404, the HSS sends the location update response 
message including the predefined permission period to the 
MME, and the MME stores the above-mentioned permission 
period. 

In step 405, the MME judges that this moment is a non 
permission period according to the predefined permission 
period. 

In step 406, the MME sends the Attach rejection message 
to the MTCUE. The message can include the rejection cause 
value, which is used for representing that the rejection cause 
is that the access of the MTC UE is in a non-permission 
period. The Attach rejection message also can include the 
predefined permission period. The Attach rejection message 
also can include the rejection cause value and the predefined 
permission period at the same time. 

It needs to be pointed out that the present embodiment is 
also suited for the case that the MTC UEaccesses the SGSN. 

Embodiment 3 

Embodiment 3 is a procedure of the SGSN obtaining the 
permission period and judging and rejecting the Attach 
according to the obtained permission period. FIG. 5 is the 
flow chart of the method described by the present invention, 
and the method comprises following steps. 

In step 501, the MTCUE initiates the Attach request mes 
sage to the GERAN or the UTRAN. 

In step 502, the GERAN or the UTRAN selects one SGSN 
for the MTC UE and forwards the Attach request message to 
that SGSN. 

In step 503, if the SGSN has already stored the permission 
period information of the MTC UE, then the SGSN performs 
judgment according to that permission period, and sends an 
Attach rejection message in the non-permission period. The 
message can include the rejection cause value, which is used 
for representing that the rejection cause is that the access of 
the MTC UE is in the non-permission period. The message 
also can include the predefined permission period. The mes 
sage also can include the rejection cause value and the pre 
defined permission period at the same time; if the SGSN 
changes or is attached at the first time, the SGSN will send the 
location update request message to the HLR. 
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In step 504, the HLR sends the location update response 
message including the predefined permission period to the 
SGSN, and the SGSN stores the above-mentioned permission 
period. 

In step 505, the SGSN judges that this moment is a non 
permission period according to the predefined permission 
period. 

In step 506, the SGSN sends the Attach rejection message 
to the MTCUE. The message can include the rejection cause 
value, which is used for representing that the rejection cause 
is that the access of the MTC UE is in the non-permission 
period. The message also can include the predefined permis 
sion period. The message also can include the rejection cause 
value and the predefined permission period at the same time. 

Embodiment 4 

Embodiment 4 is the procedure of the SGSN obtaining the 
permission period and judging and rejecting the Attach 
according to the obtained permission period. FIG. 6 is the 
flow chart of the method described by the present invention, 
and the method comprises the following steps. 

In step 601, the MTC UE initiates the Attach request mes 
sage to the GERAN or the UTRAN. 

In step 602, the GERAN or the UTRAN selects one SGSN 
for the MTC UE and forwards the Attach request message to 
that SGSN. 

In step 603, if the SGSN has already stored the permission 
period information of the MTCUE, then the SGSN performs 
judgment according to that permission period, and sends an 
Attach rejection message in the non-permission period. The 
message can include the rejection cause value, which is used 
for representing that the rejection cause is that the access of 
the MTC UE is in the non-permission period. The message 
also can include the predefined permission period. The mes 
sage also can include the rejection cause value and the pre 
defined permission period at the same time; if the SGSN 
changes or is attached at the first time, the SGSN will send the 
location update request message to the HLR; and the HLR 
includes the predefined permission period in the insertion 
subscription data message and the SGSN stores the above 
mentioned permission period. 

In step 604, the SGSN sends the insertion subscription data 
response message to the HLR. 

In step 605, the SGSN judges that this moment is a non 
permission period according to the predefined permission 
period. 

In step 606, the SGSN sends the Attach rejection message 
to the MTCUE. The message can include the rejection cause 
value, which is used for representing that the rejection cause 
is that the access of the MTC UE is in the non-permission 
period. The message also can include the predefined permis 
sion period. The message also can include the rejection cause 
value and the predefined permission period at the same time. 

Embodiment 5 

Embodiment 5 is the procedure of the MME performing 
judgment according to the obtain permission period and 
rejecting the tracking area update. FIG. 7 is the flow chart of 
the method described by the present invention, and the 
method comprises the following steps. 

In step 701, the MTCUE meets the TAU triggering condi 
tion, and triggers the tracking area update procedure. 

In step 702, the MTC UE sends a TAU request message 
including a selection network indication to the eNodeB. 
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In step 703, the eNodeB derives to obtain the MME 

attached by the UE before; if the MME is unable to be derived 
directly, one new MME can be selected through a “MME 
selection function, and the TAU message is forwarded to the 
new MME. 

In step 704, if the MME has already stored the permission 
period information of the MTC UE, then the MME performs 
judgment according to that permission period, and sends the 
tracking area update rejection message in the non-permission 
period. The message can include the rejection cause value, 
which is used for representing that the rejection cause is the 
MTC UE performing the TAU in a non-permission period. 
The message also can include the predefined permission 
period. The message also can include the rejection cause 
value and the predefined permission period at the same time; 
if not, then the context request process between the new MME 
and the old MME or the SGSN, and the session establishment 
process and the bearer modification process among the new 
MME and the S-GW and the P-GW are performed. 

In step 705, the new MME sends the location update 
request message to the HSS. 

In step 706, the HSS sends the location update response 
message including the predefined permission period to the 
MME, and the MME stores the above-mentioned permission 
period. 

In step 707, the MME judges that this moment is a non 
permission period according to the predefined permission 
period. 

In step 708, the MME sends the tracking area update rejec 
tion message to the MTCUE. The message can include the 
rejection cause value, which is used for representing that the 
rejection cause is the MTC UE performing the TAU in a 
non-permission period. The message also can include the 
predefined permission period. The message also can include 
the rejection cause value and the predefined permission 
period at the same time. 

It needs to be pointed out that the present embodiment is 
also suited for the case that the MTC UEaccesses the SGSN. 

Embodiment 6 

Embodiment 6 is the procedure of the SGSN performing 
judgment according to the obtain permission period and 
rejecting the tracking area update. FIG. 8 is the flow chart of 
the method described by the present invention, and the 
method comprises the following steps. 

In step 801, the MTC UE meets the RAU triggering con 
dition, and triggers the routing area update procedure. 

In step 802, the MTCUE initiates a RAU request message 
to the GERAN or the UTRAN. 

In step 803, the GERAN or the UTRAN selects one SGSN 
for the MTC UE and forwards the RAU message to that 
SGSN. 

In step 804, if the SGSN has already stored the permission 
period information of the MTC UE, then the SGSN performs 
judgment according to that permission period, and sends the 
routing area update rejection message in the non-permission 
period. The message can include the rejection cause value, 
which is used for representing that the rejection cause is the 
MTC UE performing the RAU in a non-permission period. 
The message also can include the predefined permission 
period. The message also can include the rejection cause 
value and the predefined permission period at the same time; 
if not, then the context request process between the new 
SGSN and old SGSN and the PDP context update process 
between the new SGSN and the GGSN are performed. 
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In step 805, the new SGSN sends the location update 
request message to the HLR. 

In step 806, the HLR sends the location update response 
message including the predefined permission period to the 
SGSN, and the SGSN stores the above-mentioned permission 
period. 

In step 807, the SGSN judges that this moment is a non 
permission period according to the predefined permission 
period. 

In step 808, the SGSN sends the routing area update rejec 
tion message to the MTCUE. The message can include the 
rejection cause value, which is used for representing that the 
rejection cause is the MTC UE performing the RAU in a 
non-permission period. The message also can include the 
predefined permission period. The message also can include 
the rejection cause value and the predefined permission 
period at the same time. 

Embodiment 7 

Embodiment 7 is the procedure of the SGSN performing 
judgment according to the obtained permission period and 
rejecting the tracking area update. FIG. 9 is the flow chart of 
the method described by the present invention, and the 
method comprises the following steps. 

In step 901, the MTC UE meets the RAU triggering con 
dition, and triggers the routing area update procedure. 

In step 902, the MTCUE initiates a RAU request message 
to the GERAN or the UTRAN. 

In step 903, the GERAN or the UTRAN selects one SGSN 
for the MTC UE and forwards the Attach request message to 
that SGSN. 

In step 904, if the SGSN has already stored the permission 
period information of the MTCUE, then the SGSN performs 
judgment according to that permission period, and sends the 
routing area update rejection message in the non-permission 
period. The message can include the rejection cause value, 
which is used for representing that the rejection cause is the 
MTC UE performing the RAU in a non-permission period. 
The message also can include the predefined permission 
period. The message also can include the rejection cause 
value and the predefined permission period at the same time; 
if not, then the context request process between the new 
SGSN and old SGSN and the contextupdate process between 
the new SGSN and the GGSN are performed. 

In step 905, the new SGSN sends the location update 
request message to the HLR, and the HLR sends the insertion 
Subscription data message including the predefined permis 
sion period to the SGSN, and the SGSN stores the above 
mentioned permission period. 

In step 906, the SGSN sends the insertion subscription date 
response message to the HLR. 

In step 907, the SGSN judges that this moment is a non 
permission period according to the predefined permission 
period. 

In step 908, the SGSN sends the routing area update rejec 
tion message to the MTCUE. The message can include the 
rejection cause value, which is used for representing that the 
rejection cause is the MTC UE performing the RAU in a 
non-permission period. The message also can include the 
predefined permission period. The message also can include 
the rejection cause value and the predefined permission 
period at the same time. 

Embodiment 8 

Embodiment 8 is the procedure of the SGSN performing 
judgment according to the obtained permission period and 
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rejecting the PDP context activation request. FIG. 10 is the 
flow chart of the method described by the present invention, 
and the method comprises the following steps. 

In step 1001, the MTC UE sends the PDP context activa 
tion request message to the GERAN or the UTRAN, and the 
GERAN or the UTRAN forwards the message to the SGSN. 

In step 1002, the SGSN judges that this moment is a non 
permission period according to the predefined permission 
period obtained when the MTC UE is attached before. 

In step 1003, the SGSN sends the PDP context activation 
rejection message to the MTCUE. The message can include 
the rejection cause value, which is used for representing that 
the rejection cause is the MTC UE performing the service 
request in a non-permission period. The message also can 
include the predefined permission period. The message also 
can include the rejection cause value and the predefined per 
mission period at the same time. 

Embodiment 9 

Embodiment 9 is the procedure of the MME performing 
judgment according to the obtained permission period and 
rejecting the service request. FIG. 11 is the flow chart of the 
method described by the present invention, and the method 
comprises the following steps. 

In step 1101, the MTC UE sends the service request mes 
sage to the eNodeB. 

In step 1102, the eNodeB forwards the service request 
message to the MME. 

In step 1103, the MME judges that this moment is a non 
permission period according to the predefined permission 
period obtained when the MTC UE is attached before. 

In step 1104, the MME sends the service rejection message 
to the MTCUE. The message can include the rejection cause 
value, which is used for representing that the rejection cause 
is the MTC UE performing the service request in a non 
permission period. The message also can include the pre 
defined permission period. The message also can include the 
rejection cause value and the predefined permission period at 
the same time. 

It needs to be pointed out that the present embodiment is 
also suited for the case that the MTC UEaccesses the SGSN. 

Embodiment 10 

Embodiment 10 is the procedure of the SGSN performing 
judgment according to the obtained permission period and 
rejecting the service request. FIG. 12 is the flow chart of the 
method described by the present invention, and the method 
comprises the following steps. 

In step 1201, the MTC UE sends the service request mes 
sage to the RNC. 

In step 1202, the RNC forwards the service request mes 
sage to the SGSN. 

In step 1203, the SGSN judges that this moment is a non 
permission period according to the predefined permission 
period obtained when the MTC UE is attached before. 

In step 1204, the SGSN sends the service rejection message 
to the MTCUE. The message can include the rejection cause 
value, which is used for representing that the rejection cause 
is the MTC UE performing the service request in a non 
permission period. The message also can include the pre 
defined permission period. The message also can include the 
rejection cause value and the predefined permission period at 
the same time. 

Embodiment 11 

Embodiment 11 is the procedure of the MME performing 
the S1 release according to the obtained permission period 
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and notifying the eNodeB of the release cause. FIG. 13 is the 
flow chart of the method described by the present invention, 
and the method comprises the following steps. 

In step 1301, the MME needs to perform the S1 release in 
the non-permission period according to the predefined per 
mission period obtained when the MTC UE is attached 
before. 

In step 1302, the MME sends the release access bearer 
request message to the S-GW, requiring to release all S1-U 
bearers of the MTCUE. That request message includes the 
release cause value, and optionally includes the predefined 
permission period, used for transmission of the Subsequent 
control data transmission. 

In step 1303, the S-GW releases all information of the 
MTCUE related to the eNodeBand returns the release access 
bearer response. 

In step 1304, the MME sends the S1 UE context release 
command message to the eNodeB, and the message includes 
the release cause value, used for representing that the release 
cause is that the access of the MTCUE is in a non-permission 
period. That message also optionally includes the predefined 
permission period. 

In step 1305, the eNodeB sends the RRC connection 
release message to the MTCUE. Once the MTCUE acknowl 
edges that message, the eNodeB deletes the context of the 
MTCUE. 

In step 1306, the eNodeB returns the S1 UE context release 
completion message to the MME, and at this moment, the 
signaling connection release between the MME and the eNo 
deB of that MTC UE is completed. 

It needs to be pointed out that the present embodiment is 
also suited for the case that the MTC UE accesses the SGSN. 

Embodiment 12 

Embodiment 12 is the procedure of the MME performing 
the detachment according to the obtained permission period. 
FIG. 14 is the flow chart of the method described by the 
present invention, and the method comprises the following 
steps. 

In step 1401, the MME needs to perform the detachment in 
the non-permission period according to the predefined per 
mission period obtained when the MTC UE is attached 
before. 

In step 1402, if MTC UE is in the idle state, the MME can 
perform the implicit detachment; the MME also can page the 
MTCUE firstly, and then performs the explicit detachment; if 
the MTC is in the connection state, the MME can perform the 
explicit detachment, including: the MME sending the detach 
ment request message to the MTC UE, and optionally noti 
fying the MTC UE of the detachment request, used for rep 
resenting that the cause is that the MTC UE is in a non 
permission period. 

In step 1403, the MME sends the session deletion request 
to the S-GW to delete all valid EPS bearers related to the MTC 
UE. That message includes the session deletion cause value, 
used for representing that the cause is that the MTCUE is in 
a non-permission period. 

In step 1404, the S-GW sends the session deletion request 
to the P-GW to delete all valid EPS bearers related to the MTC 
UE. That message includes the session deletion cause value, 
used for representing that the cause is that the MTCUE is in 
a non-permission period. 

In step 1405, the P-GW sends the deletion session response 
message to the S-GW. 

In step 1406, the S-GW sends the deletion session response 
message to the MME. 
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In step 1407, the MTC UE sends the detachment accep 

tance message to the MME. 
In step 1408, the MME releases the S1-MME signaling 

connection by sending the S1 Release command to the eNo 
deB. 

It needs to be pointed out that the present embodiment is 
also suited for the case that the MTC UEaccesses the SGSN. 

Embodiment 13 

Embodiment 13 is the procedure of the MME obtaining the 
permission period of the MTC UE during Attach and sending 
the permission period through a message to the S-GW, and 
optionally sending to the P-GW. FIG. 15 is the flow chart of 
the method described by the present invention, and the 
method comprises the following steps. 

In step 1501, the MTC UE initiates the Attach request 
message to the eNodeB. When the UE has a GUTI, it needs to 
include the GUTI; when the UE does not have a GUTI, it 
needs to include the IMSI. 

In step 1502, the eNodeB derives to obtain the MME 
attached by the UE before according to the GUTI; if the MME 
is unable to be derived directly, one new MME can be selected 
through a “MME selection function', and the Attach message 
is forwarded to the new MME. 

In step 1503, if the MME changes or is attached at the first 
time, the MME will send the location update request message 
to the HSS. 

In step 1504, the HSS sends the location update response 
message including the predefined permission period to the 
MME, and the MME stores the above-mentioned permission 
period. 

In step 1505, the MME sends the session establishment 
request to the S-GW, which includes the permission period, 
used for the transmission of the Subsequent control data. 

In step 1506, the MME sends the session establishment 
request to the P-GW, which optionally includes the permis 
sion period, used for the transmission of the Subsequent con 
trol data. 

In step 1507, the P-GW replies the session establishment 
response to the S-GW. 

In step 1508, the S-GW replies the session establishment 
response to the MME. 

In step 1509, the MME sends the initial context establish 
ment request to the eNodeB. 

In step 1510, the subsequent procedure of the Attach pro 
cedure is completed. 

Embodiment 14 

Embodiment 14 is the procedure of the SGSN obtaining 
the permission period of the MTC UE during Attach and 
sending the permission period through a message to the 
GGSN in the subsequent PDP context activation process. 
FIG. 16 is the flow chart of the method described by the 
present invention, and the method comprises the following 
steps. 

In step 1601, the MTC UE initiates the Attach request 
message to the SGSN through the GERAN or the UTRAN 
wireless network. If the user does not have legal P-TMSI, then 
the user will take the IMSI; if the user has the legal P-TMSI, 
then the user should use the P-TMSI and the paired routing 
area identifier, and if the user has the P-TMSI signature at the 
same time, it also should be taken. 

In step 1602, if the SGSN number changes after the sepa 
ration since last time, or it is the first Attach of the user, the 
SGSN should send the location update message to the HLR. 
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In step 1603, the HLR sends the location update response 
message including the predefined permission period to the 
SGSN to acknowledge the location update message of the 
SGSN, and the SGSN stores the above-mentioned permission 
period. 

In step 1604, the SGSN sends the Attach acceptance mes 
sage to the MTCUE. 

In step 1605, if the P-TMSI or the TMSI changes, the user 
acknowledges the new assigned TMSI for the SGSN by using 
the Attach completion message. 

In step 1606, when the MTC UE needs to perform data 
transmission, it initiates the PDP context activation request to 
the SGSN to establish the transmission channel of the user 
data; if the MTCUE does not have data to be transmitted, and 
then the PDP context activation procedure will not be initi 
ated. 

In step 1607, the SGSN analyzes the address of the GGSN 
and establishes one TEID for the requested PDP context, and 
later sends one establishment PDP context request including 
the permission period used for the transmission of the Subse 
quent control data to the GGSN. 

In step 1608, the GGSN returns the PDP context establish 
ment response. 

In step 1609, the SGSN stores the GGSN information, and 
sends the PDP context activation acceptance message to the 
MTCUE. 

Embodiment 15 

Embodiment 15 is the procedure of the SGSN obtaining 
the permission period of the MTC UE during Attach and 
sending the permission period through a message to the 
GGSN in the subsequent PDP context activation process. 
FIG. 17 is the flow chart of the method described by the 
present invention, and the method comprises the following 
steps. 

In step 1701, the MTC UE initiates the Attach request 
message to the SGSN through the GERAN or the UTRAN 
wireless network. If the user does not have legal P-TMSI, then 
the user will take the IMSI; if the user has the legal P-TMSI, 
then the user should use the P-TMSI and the paired routing 
area identifier, and if the user has the P-TMSI signature at the 
same time, it also should be taken. 

In step 1702, if the SGSN number changes after the sepa 
ration since last time, or it is the first Attach of the user, the 
SGSN should send the location update message to the HLR. 
and the HLR further sends the insertion subscription data 
message including the predefined permission period to the 
SGSN, and the SGSN stores the above-mentioned permission 
period. 

In step 1703, the SGSN sends the insertion subscription 
data response message to the HLR. 

In step 1704, the SGSN sends the Attach acceptance mes 
sage to the MTCUE. 

In step 1705, if the P-TMSI or the TMSI changes, the user 
acknowledges the new assigned TMSI for the SGSN by using 
the Attach completion message. 

In step 1706, when the MTC UE needs to perform data 
transmission, it initiates the PDP context activation request to 
the SGSN to establish the transmission channel of the user 
data; if the MTCUE does not have data to be transmitted, and 
then the PDP context activation procedure will not be initi 
ated. 

In step 1707, the SGSN analyzes the address of the GGSN 
and establishes one TEID for the requested PDP context, and 
later sends one establishment PDP context request including 
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the permission period used for the transmission of the Subse 
quent control data to the GGSN. 

In step 1708, the GGSN returns the PDP context establish 
ment response. 

In step 1709, the SGSN stores the GGSN information, and 
sends the PDP context activation acceptance message to the 
MTCUE. 

Embodiment 16 

Embodiment 16 is the procedure of the gateway unit reject 
ing the uplink data transmission according to the obtained 
permission period. FIG. 18 is the flow chart of the method 
described by the present invention, and the method comprises 
the following steps. 

In step 1801, the MTC UE sends the service request mes 
sage to the eNodeB. 

In step 1802, the eNodeB forwards the service request 
message to the MME. 

In step 1803, the MME sends the initial context establish 
ment request to the eNodeB to activate the radio and S1 
bearers of all EPS bearers. 

In step 1804, the radio bearer is established between the 
MTC UE and the eNodeB. 

In step 1805, the uplink data of the MTC UE is forwarded 
to the gateway unit through the eNodeB. 

In step 1806, the eNodeB sends the initial context estab 
lishment completion message to the MME. 

In step 1807, the MME sends the bearer modification 
request message to the gateway unit. 

In step 1808, the gateway unit judges that this moment is a 
non-permission period according to the predefined permis 
sion period obtained when the MTC UE is attached before. 

In step 1809, the gateway unit sends the bearer modifica 
tion response message to the MME, and that message 
includes the bearer modification failure cause value, used for 
controlling the behavior to the MTCUE by the MME subse 
quently, including that: the MME can initiate the detachment 
procedure to let the MTCUE return to the unregistered state 
according to different cause values; and the MME also can 
initiate the S1 Release procedure to let the MTCUE return to 
the idle state. 
The gateway unit in the above-mentioned step is: the S-GW 

or the P-GW. 
It needs to be pointed out that the present embodiment is 

also suited for the case that the UE accesses the SGSN. 

Embodiment 17 

Embodiment 17 is the procedure of the gateway unit reject 
ing the downlink data transmission according to the obtained 
permission period. FIG. 19 is the flow chart of the method 
described by the present invention, and the method comprises 
the following steps. 

In step 1901, there are downlink data reaching the gateway 
unit. 

In step 1902, the gateway unit judges that this moment is a 
non-permission period according to the predefined permis 
sion period obtained when the MTC UE is attached before. 

In step 1903, the gateway unit sends the downlink data 
message to the MME, and that message includes the rejection 
data transmission cause value, used for controlling the behav 
ior to the MTCUE by the MME subsequently, including that: 
the MME can initiate the detachment procedure to let the 
MTC UE return to the unregistered state according to differ 
ent cause values; and the MME also can initiate the S1 
Release flow to let the MTC UE return to the idle State. 
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The gateway unit in the above-mentioned step is: the S-GW 
or the P-GW. 

It needs to be pointed out that the present embodiment is 
also suited for the case that the UE accesses the SGSN. 

Obviously, it can be understood by those skilled in the art 
that each module or each step above-mentioned in the present 
invention can be implemented by the universal computing 
apparatus, and they can be integrated in a single computing 
apparatus, or distributed in the network made up by a plurality 
of computing apparatuses. Alternatively, they can be imple 
mented by the executable program codes of the computing 
apparatus. Accordingly, they can be stored in the storage 
apparatus and implemented by the computing apparatus, or 
they are made into each integrated circuit module respec 
tively, or a plurality of modules or steps therein are made into 
the single integrated circuit module to be implemented. Thus, 
the present invention is not limited to any specific form of the 
combination of the hardware and software. 
The above description is only the preferred embodiments 

of the present invention and is not intended to limit the present 
invention. For those skilled in the art, the present invention 
can have various modifications and variations. All of modifi 
cations, equivalent Substitutions and/or variations without 
departing from the spirit and essence of the present invention 
should be embodied in the protection scope of the appending 
claims of the present invention. 

INDUSTRIAL APPLICABILITY 

Compared with the related art, the present invention pro 
vides a method, mobility management unit and gateway unit 
for restricting a MTC device to access the network and com 
municate in a non-permission period, which can ensure the 
MTC device only communicate in the permission period and 
restrict the MTC device to access the network or communi 
cate in the non-permission period according to the require 
ment of the operator. 
What is claimed is: 
1. A method for restricting access and communication of a 

machine type communication (MTC) device, comprising: 
a mobility management unit judging whether an access 

request or a service request of a MTC device is currently 
in a permission period of time according to the permis 
sion period of time of the MTC device: 

when judging that the access request or the service request 
is not in the permission period of time, rejecting the 
access request or the service request of the MTC device 
and notifying the MTC device of a rejection cause and/or 
the permission period of time at a meantime; and 

when the MTC device performs an Attach procedure, a 
tracking area update procedure or a routing area update 
procedure, the mobility management unit obtaining the 
permission period of time from a subscriber server 
through one of following messages: a location update 
response message and an insertion Subscription data 
message; 

wherein the mobility management unit is a mobility man 
agement entity (MME) or a serving general packet radio 
service (GPRS) support node. 

2. The method according to claim 1, wherein the subscriber 
server is a home subscriber server (HSS) or a home location 
register (HLR). 

3. The method according to claim 1, wherein the access 
request refers to: an Attach request, a tracking area update 
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request, a packet data protocol (PDP) context activation 
request or a routing area update request. 

4. The method according to claim 1, further comprising: 
the mobility management unit releasing an air interface of 

the MTC device in a non-permission period of time 
according to the permission period of time, and notify 
ing a serving gateway and an evolved node B of a release 
cause value and/or the permission period of time, or, 
notifying a gateway general packet radio service 
(GPRS) support node and a radio network controller; 
and/or, 
the mobility management unit performing detachment 

and deleting a session of the MTC device in the non 
permission period of time according to the permission 
period of time, notifying the serving gateway and a 
packet data network gateway and the MTC device of 
the session deletion cause value and/or the permission 
period of time, or notifying the gateway GPRS Sup 
port node and the MTC device. 

5. A method for restricting access and communication of a 
machine type communication (MTC) device, comprising: 

a gateway unit obtaining a permission period of time of a 
MTC device from a mobility management unit; 

the gateway unit judging whether data transmission of the 
MTC device is currently in the permission period of time 
according to the obtained permission period of time; 

when judging that the data transmission is not in the per 
mission period of time, rejecting the data transmission of 
the MTC device; 

the mobility management unit obtaining the permission 
period of time of the MTC device from a subscriber 
server when the MTC device performs an Attach proce 
dure, a tracking area update procedure or a routing area 
update procedure; and 

the gateway unit sending a rejection cause value to the 
mobility management unit when rejecting the data trans 
mission of the MTC device; 

wherein the gateway unit is a gateway general packet radio 
service (GPRS) Support node, a serving gateway or a 
packet data network gateway; and 

wherein the mobility management unit is a mobility man 
agement entity (MME) or a serving GPRS support node. 

6. The method according to claim 5, wherein 
when the gateway unit is the gateway GPRS support node, 

the step of the gateway unit obtaining the permission 
period of time of the MTC device from the mobility 
management unit comprises: the gateway GPRS Support 
node obtaining the permission period of time from the 
mobility management unit through a packet data proto 
col (PDP) context establishment request message or a 
PDP context update request message when the MTC 
device performs a PDP context activation procedure or a 
routing area update procedure; or, 

when the gateway unit is the serving gateway or the packet 
data network gateway, the step of the gateway unit 
obtaining the permission period of time of the MTC 
device from the mobility management unit comprises: 
the serving gateway or the packet data network gateway 
obtaining the permission period of time from the mobil 
ity management unit through a session establishment 
request message or a bearer modification request mes 
sage when the MTC device performs an Attach proce 
dure or a tracking area update procedure. 
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