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ABSTRACT OF THE DISCLOSURE

An enhanced content sharing framework, in which a presence table indexing
content globally stored on a respective home network, and policy information
identifying users who are authorized to access the respective home network are
received from first and second home network manager devices that respectively
manage first and second home networks that each comprises one or more content
rendering devices and content storing devices. A message is received from a user
requesting that particular content be provided from the first home network to a
particular content rendering device or content storing device of the second home
network. Based on the presence table of the first home network, it is determined
that the particular content is stored on the first home network, and, based on the
policy information of the first home network, it is determined that the user is
authorized to access the particular content on the first home network.
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ENHANCED CONTENT SHARING FRAMEWORK

FIELD

[0001] The present disclosure generally relates to content sharing.

BACKGROUND

[0002] The digital revolution has changed the way information is stored, accessed
and used. Previously, information was restricted by its physical medium, such as a
newspaper, book, a vinyl record, or a videotape or videocassette. Today’s content,
regardless of its nature, is expressed in streams of bits which can be stored
everywhere, carried everywhere, and enjoyed everywhere. However, digitalization
often causes content spreading, leading users to needlessly micro-manage where
their content is stored, and to wonder in frustration how to easily access or share
this content while avoiding misuse and maintaining data integrity.

SUMMARY

[0003] According to one general implementation, an enhanced content sharing
framework includes communities of content rendering and storing devices that are
each managed by home network manager devices. The home network manager
devices provide information to a home network community server, this information
including, for example, a listing of all content stored on the various content
rendering and storing devices, and the users who are authorized to retrieve or store
the content. The listing of content may or may not identify which content storing
devices store each discrete item of content.

[0004] Using the enhanced framework, authorized users may, for example,
instruct the home network community server to move content from one device in a
first community to another device in a second community without necessarily
specifying the content storing device from which the content is to be moved. By

1



CA 02665230 2009-05-04

contacting and instructing the home network manager devices or the individual
content rendering and storing devices, the home network community server takes
the necessary steps to implement the user’s desired action, without requiring the
user to provide content addressing or location information, or detailed technical
commands tailored to each appropriate device.

[0005] According to another general implementation, a computer-implemented
process includes receiving, from first and second home network manager devices
that respectively manage first and second home networks that each comprises one
or more content rendering devices and content storing devices, a presence table
iIndexing content globally stored on the respective home network, and policy
information identifying users who are authorized to access the respective home
network. The process also includes receiving a message from a user requesting
that particular content be provided from the first home network to a particular
content rendering device or content storing device of the second home network,
determining, based on the presence table of the first home network, that the
particular content is stored on the first home network, and determining, based on
the policy information of the first home network, that the user is authorized to
access the particular content on the first home network. The process also includes
determining, based on the policy information of the second home network, that the
user is authorized to access the particular content rendering device or content
storing device of the second home network, and providing the particular content
from the first home network to the particular content rendering device or content
storing device of the second home network based on determining that the particular
content is stored on the first home network, that the user is authorized to access
the particular content, and that the user is authorized to access the particular
content rendering device or content storing device of the second home network.

[0006] !mplementations may include one or more of the following features. For
example, the presence table may index the content without identifying the one or
more content storing devices which store the content, and the message may
request that the particular content be provided from the first home network without
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specifying the one or more content storing devices of the first home network from
which to provide the particular content. The first and second home network
manager devices may be implemented in a single home network manager device,
and the first and second home networks may be a single home network. The
one or more content rendering devices and content storing devices may further
include a personal computer (PC), a telephone, a network-attached storage (NAS),
a digital picture frame (DPF), a camera, a set-top box (ST1B), a digital versatile disc
(DVD) recorder, an Internet protocol television (IPTV), and/or any other multimedia
consumer electronic devices (e.g., through the use of protocol adaptors and/or any
other connectivity mechanism or interface). For each of the first and second home
networks, the presence table may further identify, and list capabilities of, the
respective one or more content rendering devices and content storing devices, and
the policy information may further list a level of authorization of the users who are
authorized to access the respective home network.

[0007] The process may also include transcoding the particular content to match
the listed capability of the particular content rendering device or content storing
device, or receiving a query term from the user, performing, using the query term,
both a local query of the presence table of the first home network using the query
term, and an online query of an online database, and providing a search results
page to the user, the search results page include a local results region identifying
the content stored on the first home network which satisfies the query term, and

an online results region identifying content stored in the online database
which satisfies the query, and which is not stored on the first home network. The
process may also include receiving user profile information from the first network
manager device, where the online query of the online database is performed using
the user profile information. The message may also be received over the Internet
from a mobile device operated by the user, from outside of a physical proximity of
the first home network. The particular content may be provided over the Internet to
a mobile content rendering device or content storing device of the second home
network, which is disposed outside of a physical proximity of the first home network.
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[0008] The process may also include providing a list to the user identifying the one
or more content rendering devices and content storing devices of the first home
network that the user is authorized to access, and of the content globally stored on
the first home network, where the list does not identify which of the one or more
content storing devices of the first home network stores the content. The process
may also include transmitting a discovery request from the first home network
manager device, and receiving, from the one or more content rendering devices
and content storing devices, and based on the discovery request, data identifying
the content and identifying, and listing capabilities of, the one or more content
rendering devices and content storage devices. Providing the particular content
further comprises transcoding, then streaming the particular content to the
particular content rendering device or content storing device of the second home
network. The one or more content rendering devices and content storing devices
may be implemented as a single device capable of both rendering and storing

content.

[0009] The process may also include providing a list of home networks that the
user is authorized to access, and providing a list of content stored on the home
networks that the user is authorized to access, without identifying individual content
rendering devices or content storing devices of the listed home networks. The
process may further include transmitting a signal to the second home network
manager device indicating that the particular content is to be provided, based on
determining that the particular content is stored on the first home network, that the
user is authorized to access the particular content, and that the user is authorized
to access the particular content rendering device or content storing device of the
second home network. The process may further include providing a notification to
the user based on determining that the particular content is not stored on the first
home network, that the user is not authorized to access the particular content, or
that the user is not authorized to access the particular content rendering device or
content storing device of the second home network. The message may be a
Session Initiation Protocol (SIP) message.
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[0010] According to another general implementation, a system includes one or
more computers, and a computer-readable medium coupled to the one or more
computers. The computer-readable medium has instructions stored thereon which,
when executed by the one or more computers, cause the one or more computers to
perform operations. The operations include receiving, from first and second home
network manager devices that respectively manage first and second home
networks that each comprises one or more content rendering devices and content
storing devices, a presence table indexing content globally stored on the respective
home network, and policy information identifying users who are authorized to
access the respective home network. The operations also include receiving a
message from a user requesting that particular content be provided from the first
home network to a particular content rendering device or content storing device of
the second home network, determining, based on the presence table of the first
home network, that the particular content is stored on the first home network, and
determining, based on the policy information of the first home network, that the user
is authorized to access the particular content on the first home network. The
operations further include determining, based on the policy information of the
second home network, that the user is authorized to access the particular content
rendering device or content storing device of the second home network, and
providing the particular content from the first home network to the particular content
rendering device or content storing device of the second home network based on
determining that the particular content is stored on the first home network, that the
user is authorized to access the particular content, and that the user is authorized
to access the particular content rendering device or content storing device of the
second home network.

[0011] Implementations may include one or more of the following features. The
one or more computers may further include first and second home computer units
each connected to a server. The first home computer unit may manage, the first
home network that comprises one or more content rendering devices and content
storing devices, receive a presence table indexing content globally stored on the
first home network, and policy information identifying users who are authorized to
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access the first home network, receive a message from a user requesting that
particular content be provided from the first home network to a particular content
rendering device or content storing device of the second home network, determine,
based on the presence table, that the particular content is stored on the first home
network, determine, based on the policy information of the first home network, that
the user is authorized to access the particular content on the first home network,
and provide the particular content from the first home network to the second home
network based on determining that the particular content is stored on the first home
network, and that the user is authorized to access the particular content.

[0012] In additional examples, the second home computer unit may manage the
second home network that comprises one or more content rendering devices and
content storing devices, receive a presence table indexing content globally stored
on the second home network, and policy information identifying users who are
authorized to access the second home network, determine, based on the policy
information, that the user is authorized to access the particular content rendering
device or content storing device of the second home network, and receive the
particular content from the first home network based on determining that the user is
authorized to access the particular content rendering device or content storing
device of the second home network.

[0013] According to another general implementation, a computer server is
connectable to at least a first and second home network manager devices that
respectively manage first and second home networks that each comprises one or
more content rendering devices and content storing devices. The server is
programmed for storing a presence table indexing content globally stored on the
respective home network, and policy information identifying users who are
authorized to access the respective home network, receiving a message from a
user requesting that particular content be provided from the first home network to a
particular content rendering device or content storing device of the second home
network, determining, based on the presence table of the first home network, that
the particular content is stored on the first home network, determining, based on the
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policy information of the first home network, that the user is authorized to access
the particular content on the first home network, and determining, based on the
policy information of the second home network, that the user is authorized to
access the particular content rendering device or content storing device of the

second home network.

[0014] Implementations may include one or more of the following features. For
instance, the computer server may be programmed for providing the particular
content from the first home network to the particular content rendering device or
content storing device of the second home network based on determining that the
particular content is stored on the first home network, that the user is authorized to
access the particular content, and that the user is authorized to access the
particular content rendering device or content storing device of the second home
network.

[0015] According to a further general implementation, a computer-readable
medium encoded with a computer program comprising instructions that, when
executed, operate to cause a computer to perform operations. The operations
include receiving, from first and second home network manager devices that
respectively manage first and second home networks that each comprises one or
more content rendering devices and content storing devices, a presence table
indexing content globally stored on the respective home network, and policy
information identifying users who are authorized to access the respective home
network. The operations also include receiving a message from a user requesting
that particular content be provided from the first home network to a particular
content rendering device or content storing device of the second home network,
determining, based on the presence table of the first home network, that the
particular content is stored on the first home network, and determining, based on
the policy information of the first home network, that the user is authorized to
access the particular content on the first home network. The operations further
include determining, based on the policy information of the second home network,
that the user is authorized to access the particular content rendering device or
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content storing device of the second home network, and providing the particular
content from the first home network to the particular content rendering device or
content storing device of the second home network based on determining that the
particular content is stored on the first home network, that the user is authorized to
access the particular content, and that the user is authorized to access the particular

content rendering device or content storing device of the second home network.

[0015a] In one aspect, there is provided a computer-implemented method comprising:
receiving, by a home network community server, first policy information and second
policy information from a first home network manager device and second home
network manager device, respectively, wherein: the first home network device
manager and the second home network device manager manage a first home network
and a second home network, respectively; the first home network and the second
home network each include one or more content rendering devices and one or more
content storing devices; the home network community server serves as an
Intermediary between the first home network and the second home network: and the
first policy information and the second policy information identify users who are
authorized to access the first home network and the second home network,
respectively; receiving, by the home network community server, a first presence table
from the first home network manager device, wherein the first presence table indexes

all content stored on the first home network; receiving, by the home network
community server, a second presence table from the second home network manager
device, wherein the second presence table indexes all content stored on the second
home network; receiving, by the home network community server and from a device
operated by a user from outside of a physical proximity of the first home network and
the second home network, a message from the user requesting that particular content
be provided from the first home network to a particular content rendering device or a
particular content storing device of the second home network; determining, by the
home network community server and based on the first presence table, that the

particular content is stored on the first home network; determining, by the home
8
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network community server and based on the first policy information, that the user is
authorized to access the particular content on the first home network; determining, by
the home network community server and based on the second policy information, that
the user is authorized to access the particular content rendering device or the
particular content storing device of the second home network; and providing, by the
home network community server, the particular content from the first home network to
the particular content rendering device or the particular content storing device of the
second home network based on determining that: (i) the particular content is stored on
the first home network, (ii) the user is authorized to access the particular content, and

(i) the user is authorized to access the particular content rendering device or the

particular content storing device of the second home network.

[0015b] In another aspect, there is provided a system comprising: one or more
computers; and a computer-readable medium coupled to the one or more computers
having instructions stored thereon which, when executed by the one or more
computers, cause the one or more computers to perform operations comprising:
receiving, by a home network community server, first policy information and second
policy information from a first home network manager device and second home
network manager device, respectively, wherein: the first home network device
manager and the second home network device manager manage a first home network

and a second home network, respectively; the first home network and the second

home network each include one or more content rendering devices and one or more
content storing devices; the home network community server serves as an
intermediary between the first home network and the second home network; and the
first policy information and the second policy information identify users who are
authorized to access the first home network and the second home network, '
respectively; receiving, by the home network community server, a first presence table
from the first home network manager device, wherein the first presence table indexes
all content stored on the first home network; receiving, by the home network

community server, a second presence table from the second home network manager
8a
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device, wherein the second presence table indexes all content stored on the second
home network; receiving, by the home network community server and from a device
operated by a user from outside of a physical proximity of the first home network and
the second home network, a message from the user requesting that particular content
be provided from the first home network to a particular content rendering device ora
particular content storing device of the second home network; determining, by the
home network community server and based on the first presence table, that the
particular content is stored on the first home network; determining, by the home
network community server and based on the first policy information, that the user is
authorized to access the particular content on the first home network; determining, by
the home network community server and based on the second policy information, that
the user is authorized to access the particular content rendering device or the
particular content storing device of the second home network; and providing, by the
home network community server, the particular content from the first home network to
the particular content rendering device or the particular content storing device of the
second home network based on determining that: (i) the particular content is stored on
the first home network, (i1) the user is authorized to access the particular content, and
(if) the user is authorized to access the particular content rendering device or the

particular content storing device of the second home network.

[0015c] In another aspect, there is provided a non-transitory computer-readable
medium encoded with a computer program comprising instructions that, when
executed, operate to cause a computer to perform operations comprising: receiving,
by a home network community server, first policy information and second policy
information from a first home network manager device and second home network
manager device, respectively, wherein: the first home network device manager and
the second home network device manager manage a first home network and a second
home network, respectively; the first home network and the second home network

each include one or more content rendering devices and one or more content storing

devices; the home network community server serves as an intermediary between the
8b
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first home network and the second home network; and the first policy information and
the second policy information identify users who are authorized to access the first
home network and the second home network, respectively; receiving, by the home
network community server, a first presence table from the first home network manager
device, wherein the first presence table indexes all content stored on the first home
network; receiving, by the home network community server, a second presence table
from the second home network manager device, wherein the second presence table
indexes all content stored on the second home network; receiving, by the home
network community server and from a device operated by a user from outside of a
physical proximity of the first home network and the second home network, a message
from the user requesting that particular content be provided from the first home
network to a particular content rendering device or a particular content storing device
of the second home network; determining, by the home network community server and
based on the first presence table, that the particular content is stored on the first home
network; determining, by the home network community server and based on the first
policy information, that the user is authorized to access the particular content on the
first home network; determining, by the home network community server and based on
the second policy information, that the user is authorized to access the particular
content rendering device or the particular content storing device of the second home
network; and providing, by the home network community server, the particular content
from the first home network to the particular content rendering device or the particular '
content storing device of the second home network based on determining that: (i) the
particular content is stored on the first home network, (ii) the user is authorized to
access the particular content, and (ii) the user is authorized to access the particular

content rendering device or the particular content storing device of the second home
network. '

[0016] The detalls of one or more implementations are set forth in the accompanying
drawings and the description, below. Other potential features and advantages of the

disclosure will be apparent from the description and drawings, and from the claims.
8C
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BRIEF DESCRIPTION OF THE DRAWINGS

[0017] FIG. 1 is a contextual diagram illustrating an example media sharing system

for sharing media between multiple home networks.

[0018] FIG. 2 is a block diagram of an example communications architecture between
home networks using a home network community server.

[0019] FIG. 3 is a flow diagram of an example process used by the system of FIG. 1.
[0020] FIG. 4 is a swim-lane diagram of an example sequence of actions used In
remote access.

[0021] FIG. 5 is a swim-lane diagram of an example sequence of actions used in
remote access and playback control.

[0022] FIGS. 6A and 6B are swim-lane diagrams showing an example sequence of
actions for in-home access and playback control.

[0023] FIG. 7 is a block diagram of computing devices that may be used to implement

the enhanced content sharing framework.
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[0024] In the various drawings, like reference numbers represent corresponding
parts throughout.

DETAILED DESCRIPTION

[0025] The enhanced content sharing framework described herein includes
communities of content rendering and storing devices that are each managed by
home network manager devices. The home network manager devices provide
information to a home network community server, this information including, for
example, a listing of all content stored on the various content rendering and storing
devices, and the users who are authorized to retrieve or store the content. The
listing of content may or may not identify which content storing devices store each
discrete item of content.

[0026] Using the enhanced framework, authorized users may, for example,
instruct the home network community server to move content from one device in a
first community to another device in a second community without necessarily
specifying the content storing device from which the content is to be moved. By
contacting and instructing the home network manager devices or the individual
content rendering and storing devices, the home network community server takes
the necessary steps to implement the user’s desired action, without requiring the
user to provide content addressing or location information, or detailed technical
commands tailored to each appropriate device.

[0027] This enhanced framework provides a straightforward approach for users to
access their multimedia content (e.g., text, music, pictures, videos, etc), regardless
of the physical or logical location of the content. For example, the framework may
be implemented as system which is part of a residential LAN that is capable of
connecting to a community of one or more consumer electronic devices in the

9
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home. Electronic devices may include personal computer (PCs), telephones,
network-attached storage (NAS), digital picture frames (DPFs), cameras, set-top
boxes (STBs), Digital Versatile Discs (DVDs), internet Protocol Televisions (IPTVs),
or other devices. The system may actively or passively “discover’ (e.g., determine
the existence of) content servers and players in the home network, index the
content exposed by the servers regardless of the location of the content within the
community, and gather capabilities of players.

[0028] In this way, the user may use the index to find multimedia content in a
simplified manner, regardless of the physical location or logical address of the
content. Once discovered, an authorized user may play or render the multimedia
content on any appropriate or capable player, such as the big screen television in
the living room (e.g., connected to an IPTV STB), a hi-fi in the bedroom, a portable
player by the hot tub outside, a digital book, or a remote device such as an iPod.
Furthermore, the system may seamiessly provide access to on-demand content
stored on online servers.

[0029] Allowing user access to online content may provide content vendors or
service providers to sell additional targeted content. For instance, if the user is
looking for songs by the rock group U2, the system may provide the user with links
to or information about U2 songs found locally (e.g., in the user's home network)
and may further identify free or paid online content associated with this group.
When linked to online services in this way, the enhanced framework may
dynamically use profile information defining user preferences and tastes, thus
enabling targeted advertising.

[0030] The enhanced framework may also allow the user to access media
remotely, or to seamlessly transmit content to and from other communities. For
example, a user (“Jane”) may use the system to define a “home network
community” in which Jane may choose what content from which devices to share,
and with whom. Selecting content to share may be performed, for example, by
defining access privileges, rights and rules (e.g., best friend Alice may view all of

10
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Jane’s library, but Bob may access only Jane’s vacation pictures stored on her PC).
Users may access resources available in a “buddy list,” whose items are managed
by content servers in trusted home networks as part of the system of this
disclosure. For example, once Jane has established her home network community,
Alice is free to view Jane’s entire library, and Bob may look at the vacation pictures
stored on Jane's PC.

[0031] The system may be configured and hosted in many forms, such as using
PC software, mobile phone software (e.g., iPhone, Symbian, Windows Mobile,
etc.), stand-alone or ad hoc hardware devices, or combinations thereof. In some
implementations, mobile phone software may be a preferred solution, since it
enables all the features anywhere, for example while in the home, at work, or while
traveling.

[0032] From the user’s perspective, the ability to access media remotely may
eliminate physical barriers between the user and their content, and make this
content immediately available. The framework may also eliminate the need for the
user to learn multiple interfaces and commands associated with individual devices.
Furthermore, the user may enjoy new content, discovered or tailored according to
the users stated or inferred preferences.

[0033] From the service provider's or content vendor's point-of-view, the enhanced
framework may provide another way to provide access to an online catalog, while
reinforcing the trust relationship with the customer via the branded user interface.

In some implementations, the enhanced framework may also facilitate a strong
subscriber acquisition and retention strategy. If the service provider is also a mobile
and fixed network operator (e.g., cell phones and land lines), the enhanced
framework may be used as a driver for mobile-fixed convergence. For example,
service providers may implement a policy that only those users who subscribe to
both fixed and mobile services may enjoy remote access. In this way, mobile data
traffic may increase, which may result in additional revenues for service providers.

11
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[0034] In some implementations, the enhanced framework may enable the service
provider to collect and use information about general user habits and tastes,
creating custom profiles and offering custom advertising. For example, such
information may be collected by a system during each use of the system by the
user. In some implementations, the system may be offered free-of-charge to any
user agreeing to surrender personal profile data, such as data that may be used in
aggregate without leading to privacy or security issues for the user.

[0035] FIG. 1 illustrates an example media sharing system 100 for sharing media
between multiple home networks 102a and 102b. In this example, the home
network 102a includes a group of multiple electronic devices 104a-104d, each
capable of rendering and/or storing media content. For example, a standard iPod
is capable of rendering (playing, displaying, or otherwise outputting) music, thus
making it a rendering device. The iPod is also a media storage device because it is
capable of storing music (e.g., in MP3 or other format). As depicted, device 104a is
a telephone, device 104b is a digital movie player, device 104c is a flat screen
television, and device 104d is an iPod. As such, while Bob is at his home, he is
capable of enjoying content on any of the devices 104a-104d, such as by sitting in
the family room watching a footbaill game on the flat screen television device 104c,
or listening to his iPod 104d on the patio.

[0036] Home networks may be aggregated by means of a home network
community server 120. Each individual home network (e.g., home networks 102a,
102D, etc.) can be managed by a single home network manager device (e.g., home
network manager devices 106a and 106b). Communication between home
networks may be possible by using the home network community server 120 as an
intermediary. In some implementations, first and second home network manager
devices (e.g., networks 102a and 102b) may make up a single home network
manager device. Further, the first and second home networks may be
implemented as a single home network.
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[0037] The home network manager device 106a may transmit one or more
discovery requests to one or more content rendering devices and content storing
devices. Based on the discovery request, data identifying the content and
identifying, and listing capabilities of, the one or more content rendering devices
and content storage devices may be transmitted in response to the home network
manager device 106a. Alternatively the home network manager device 106a may
wait for the content rendering devices and content storing devices to broadcast
their capabilities and identities.

[0038] Jane’s home network 102b includes a laptop device 104e, a DVD player
device 104f, a telephone device 104g, and an iPod device 104h. Each of Bob's
and Jane’s home networks 102a and 102b may include any number of electronic
devices in addition to devices 104a-104h shown in FIG. 1.

[0039] Bob’s home network 102a includes a home network manager device 106a
capable of managing the devices 104a-104d. Management occurs using device
information, such as communication protocol information that the home network
manager device 106a uses to communicate with each of the devices 104a-104d.
Moreover, the home network manager device 106a may collect, maintain and
provide access to information for each device, such as the media contents and the
specifications (or capabilities) of the devices in the home network. For example,
the movie player device 104b may store movies A-Z 108a and has specifications
110a, such as being able to “display 1080 P” and having “Dolby Digital” sound. In
another example, the iPod device 104d stores content 108b (e.g., “Song<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>