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(57) Abréegée/Abstract:

Various embodiments of the present invention provide systems and methods for providing distributed authentication of subscribers
of a content operator to a content provider. In particular instances, a subscriber of the content operator may visit a website of the
content provider and various embodiments of the systems and methods facilitate providing the subscriber with a customized
website based on the subscription of the subscriber with the content operator and/or content provider. Farther, various
embodiments of the systems and methods facilitate streaming high guality content to the subscriber while the subscriber Is visiting
the website.
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(57) Abstract: Various embodiments of the present invention provide systems and methods for providing distributed authentication
of subscribers of a content operator to a content provider. In particular instances, a subscriber of the content operator may visit a
website of the content provider and various embodiments of the systems and methods facilitate providing the subscriber with a cus -
tomized website based on the subscription of the subscriber with the content operator and/or content provider. Farther, various em -
bodiments of the systems and methods facilitate streaming high quality content to the subscriber while the subscriber is visiting the
website.
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SYSTEMS AND METHODS FOR DISTRIBUTED
AUTHENTICATION OF VIDEO SERVICES

BACKGROUND OF THE INVENTION

High-bitrate {prermum) media content is typically only avalable to consumers
diectly from network operators (such gs cable television providers andior satetlite
television providers) over managed distnbution networks using  mfrastructure
controlled by the network operators because such networks and mfrastrocture are
needed 1o provide the capacity to stream such media content.  As a resuit, such high-
bifrate media content is not typically available to users over the Internet.

Today, many content providers are beginnming to bvpass these managed
distribution networks to provide thenr content directly over the Internet.  For example,
content providers. such as HBO" and Showtime™, now have websites that Internet
asers can visit and view content for these providers. In many mstances, this “over~the-
top” (OTT) distribation of video content may pass through an operator’s nefwork,
bypassing the subscription mechanisms created by the operator’s infrastructure, and
utiizing what 18 conunonly government-mandated network neutral Data Over Cable
Interface Specification (DOCSIS) or fiber networks meant for generic broadband
content. This can result m a hontation mmposed on the contart provider i that s
content must be stregmed at g lower ntrate than the bitrate that may be streamed over
an operator's managed distribution network, thus lowering the guality of the content for
the vecipient. As for the operator, this may resuit in possible loss of subscriber revenir
because the content 13 provided without having to pass through the operator’s
subscription mechanisms,

Therefore, a need exists 1 the art o allow for thus additional avenue 1o be used

to provide media content 1o ong or more users while providing such media content m a
through their subscription mechanisms.
BRIEF SUMMARY OF THE INVENTHON

Various embodiments of the mvention provide svstems and methods for

anthenticating a subscriber of a content distribution operator requesting a website of a
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content provider. In general, these embodiments include receiving a request from the
subscriber, the request identifving the website, and retrieving subscription information
on the subscriber from one or more storage media. These systems and methods m
various embodiments involve determining, from the subseription information, a level of
subscription the subscriber has with respect to media content provided by the content
provider and distributed by the content distribution operator, mserting a token nto the
request, the token identiiying the level of subscription, and routing the request to a web
server.  In various embodiments, the level of subscription 1s contigwred to ndicate
whether the subscniber is entitled 1o receive premuum quality content so that the web
server provides the particalar version of the website providing access to high definition
gquality content. Thus, m particuiar emibodiments, the request 15 configured so that the

web server can read the token to wdeniify the level of subscription for the subseriber and

provide a particular version of the website to the subscriber that 1s based on the level of

subserption.

)
. ]

In various embodiments, the token mcludes one or more fields provided i the
header of the request. In other embodiments, the token includes one or more fields

provided i a cookie that 1s downipaded © a computing device of the subscribar. In

particular embodiments, the fields of the token may include one or more of: (1)

operator name, {2) operator, {3} operator locale, {4) duration, (6) URL, {7} servige
level, (8) subscriber information, and {9) sequence.

In particular embodiments, the content disinbution operatar provides the token
to a plurality of content providers gmd vartous systems and methods of the invention
mvolve refrieving website miormation from storage media indicating whether the
content provider is one of the plurality of content providers 1o which the content
distribution operator provides the token and, m response to the content provider bemy
one of the plurahity of content providers, perfonming the operation of providing the
token i the request. In addition, m particolar emboduments, various systems and
methods mvolve receiving a request from the web server to stream: a particular version
of the website over a distribution network of the content distribution operator and, m
response 1o receiving the request, stream the particular version of the website over the
distribution network to a computing device of the subscriber. In particular

embodiments, the version of the website may need to be reformatted into a format that
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is compatible with the distribution petwork. In addition, in varicus embodiments, the
systems and methods may mvolve receiving a request from the web server to strean: a
particular piece of media content made avaiable on the website over the content

distribution network and, 1n response 1o recewving the request, stream the particular

prece of media content over the content distnibution network to the computing device of

the subscriber. In vanous embodiments, this particular piece of media content may be

the computing device of the subscriber,

Furthermore, vartous embodiments of the mwmvention mav provide systems and
methods for selecting a website of a content provider to provide to a subseriber of a
content distribution operator.  In particular embodiments, these systems and methods
mvolve receiving a request for the website, the request mcluding a token wentifving a
level of subscription the subscriber has with respect to media content provided by the
content provider and distributed by the content distribution operator, determming from
the token the level of subscription for the subscniber, and providing a particular version
of the webstite to the subscriber based on the level of subscription.

In various embodiments, the level of subscniption entitles the subscriber access
to premium guaiity media content and the particular version of the website provides
access to the premuum gquality media content. Further, i vanous embodiments, the
token identities the content distribution operator and the particular version of the
website 15 also based on the content distrtbution operator.  In addition, in particular
embodiments, the website s provided by the content distribution operator,

In various emboduments, these svstems and methods nvolve recerving a
subsequent request to stream a particular piece of media content made avatlable on the
webhsite and, i response to receiving the subsequent request, determiming whether to
streant the particular piece of media content over g content distribution network of the
content distribution operator. In addition, m these particular embodiments, the svstems
and methods involve, in response 1o deternuning to stream the particular piece of media
content over the content distribution network, sending a content media request 1o the

content distribution operator requesting the content distribution operator {o stream the

particular piece of media content over the content distribution network 1o a computing

device of the subscriber.
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In addition, varicus embodiments of the invention provide systems and methods
for routing a particular piece of media content provided by & content provider to a web
browser residing on a computing device of a subscriber of a content distribution
pperator. In these particular embodiments, the systems and methods mvolve receiving
a request to route the particular piece of media content over a content distribation
network of the content distnibution operator to the web browser residing on the
computing device of the supbscniber, retrieving the particular prece of media content,
and streaming the particular piece of media content over the content distribution

network 1o the web browser residimng on the computing device of the subscenber. In

particular embodiments, the request includes an identthier for a format quality to

provide the particular piece of media content m and the particular piece of media

content is retrieved m the format gqualtty, such as high defimition format. Further, m

particular embodiments, the piece of media content 15 streamed over the content

distribution network usmg a securnity mechanism that mcludes at least one of a secure
socket layer, transport laver security, or hypertext transfer protocol secure.

In vartous embodiments, the systems and methods mvolve determinig whether
the particuiar piece of media content is avatlable through the content distribution
operator and, i response to the particular piece of media content bemng available
through the content disiribution operator, retrieving the particular pigce of media
coutent from the content distribution operator. Further, in vanous embodiments, it the
particular piece of media content 18 not available through the content distnibution
operator, the systems and methods mvelve retrieving the particular piece of media
conlent from a source external of the content distribution operator.  In particudar
embodiments, the source external of the content distribution operator may be one or
more storage media of the content provider.  Further, m vanous embodiments, the
svstems and methods mav mvolve identitving a locally sitaated content distribotion
network located nearest the subseniber, retneving the particular piece of media content
from the wdentified locally situated content distribution network, and streaming the
particular piece of media content over the wWdentified locally sttuated content distribution

network to the web browser residing on the computing device of the subscriber,
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BRIEF DESCRIPTION OF THE DRAWINGS

Having thus described various embodiments of the i.sf}.*-&?fﬁ;-‘-:mim}. i general terms,
reference will now be made to the accompanying drawmgs, which are not necessartly
drawn to scale, and wherein:

FIGo 1 oshows an overview of an embodiment of a system architecture that can
be used to practice aspects of the present invention,

FIG. 2 15 a schematic diagram iHustrating an HTTP proxy server according to
various embodiments of the imvention.

FIG. 3 s a flow diggram of an authentication module according to various
embodiments of the mvention.

FIG. 4 15 a flow diagram of a website module according to various embodunents
of the mvention.

FIG. § 5 a flow diagram of a content services module according 10 various

embodunents of the mvention.

DETAILED DESCRIPTION OF THE INVENTION

The prasent mvention now will be described more fully with reference to the
accompanying drawings, in which some, but not gl embodmments of the mvention are
shown. Indeed, this invention may be embodied in many different forms and should
not be construed as hmited to the cmnbodunents set forth herewn.  Like numbers refer to
ke elements throughout.

As should be appreciated, the embodiments may be moplemented in various
Accordingly, the embodiments may take the form of an entirely hardware embodiment
or an embodiment i which a processor s progranumed to perform cerfain steps.

Furthermore, the varions nnplementations may take the form of a computer program

product on a computer-readable storage medm having computer-readable program

mstructions embodied in the storage medium. Any suitable computer-readable storage
mediom may be utilized mclading hard disks, CD-ROMs, optical storage devices, or
magnetic storage devices.

The embodiments are described below with reference to block diaprams and

tlowchart ilastrations of methods, apparatus, svstems, and compuier program products.
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it should be undersicod that each block of the block diagrams and flowchart
iiii.;stwtionsﬁ respectively, may be implemented in part by compuier program
jstructions, e.9., as logical sieps or operations executing on & processor i a computiing
system. These computer program mstructions may be loaded onto a computer, such as
a special purpose comyputer or other programmable data processig apparatus o
praduce a spectficallv-contigared machine, such that the instructions which execute on
the computer or other programmable data processing apparatus mmplement the functions

specified m the flowchart block or blocks.

memory that can direct a computer or other programmable data processmg apparatos to
function 1 a particular manner, such that the mstroctions stored n the computer-
readable memory produce an article of manufacture weluding computer-readable
fustructions for implementing the functionality specified in the flowchart block or
blocks. The computer program mstructions may also be loaded onto a computer oy
other programmmable data processing apparatus to cause a series of operational steps to
be performed on the computer or other programmable apparatus to produce a computet-

implemeanted process such that the instractions that execute on the computer or other

programmable apparatus provide operations for implementing the functions specified in

the flowcharn block or blocks.
Accordingly, blocks of the bleck diagrams and flowchart illustrations support
various combinations for performing the specified functions, combinations of

operagtons for performing the specibied functions and program instructions for

performing the specitied functions. it should also be understood that each block of the

block diagrams and Howchart llustrations, and combinations of blocks m the block
dragrams and flowchart ittustrations, can be implemented by special purpose hardware-
based computer svstems that perform the specified functions of operations, of

combinations of special purpose hardware and computer mstructions.

Svstem Architecture

FIG. 1 provides an illustration of a system archutecture that can be used in
conjunction with varions embodiments of the present invention. However, it should be

noted that other system architectures are contemplated to be within the scope of
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emnbodiments of this invention.  In the embodiment shown v FIG. 1, the system
programming to one of more subscribers 101, For instance, the operator 103 may be a
cable television provider ot a satellite television provider. However, for the remainder
ot this disclosure, the operator 103 15 a cable television provider (such as Time Warner
Cable™, Comcast™, and/or Cox Communication” ).

In various embodiments, the operator 103 may be providing a number of
services to the subscribers 101 such as cable television programming, telephone
service, and Intermnet service.  Thus, as shown i FIG. 1) the system architecture
meludes a distubation network 106 m commumication with the operator 103 and one or
more subscribers 101, The term “media content”™ tvpically refers to content that
includes such forms as text, audio, still images, amimation, video, and wteractivity
content. For example, the operator 103 may stream video programmung and other
services, such as Video-On-Demand (VO and/or andio, over the distribution network
166 1o the one or more subscribers 101, Therefore, the distribution network 106 may

include fixed optical fibers or coaxial cables and may provide high quality media

programming such as High-Detinition (HD) television.

Further, the system architecture may mwlude one or more private Content
Debivery Networks or Content Distribution Networks {(CDN) 107 that clude a svstem
of computers and/or storage media 19 contamning copies of data, placed at varous
points within the operator's distribution network 106 so as to maxamize bandwidth for
access to data throughout the network 106, In various embodiments, the storage media
109 mav be one or more types of media such as hard disks, magnetic tapes, or flash
memory for stormg varions types of media content.  Theretore, within such a network
107, a subsceniber 101 may be provided with data {2.g., a streamed video program)
negarer to the sabsentber 101 as opposed to bemng provided wath the data from a central
location within the operator’s system 103, In particular embodiments, such a network

N

107 may avowd “boitlenecks™ within the distribution network 106 and may improve the

backbone capacity of the distribution network 106 and thus the quality of the content

provided by the operator 103,
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The system architecture may also include an unmanaged petwork 182, as shown
i FIG. 1. For instance, in particulsr embodiments, the unmanaged network 102 may
be based on DOCSIS which permits the addition of high~speed data wansier over the
operator’s distribution system. Thus, the operator 103 mayv provide Infernet service 1o
its various subsceribers 101 over such a network 102, The network 102 15 referred to as
“wnmanaged” becanse typically content 15 provided over tius network 102 by bypassing
the secure, managed mirastructure provided by the operator 103, Therefore, m many
imstances, this network 102 18 generally meant for generic broadband content, and as a
result, may be linuted to streanung data at a lower bitrate than the bitrate that may be
streamed over the operator’s distribution network 106

Inn the embodiment shown m FIG. 1, the operator 103 15 also in communication
with one or more content providers 104, These content providers 184 provide media
content {o the operator 103 so that the operator 103 mayv make the content avatlable to
i3 subscnibers 101, For example, in one embodiment, the operator 183 may receive
content from Home Box Office™ (HBOY), a distributor of premium paid television
services.  This content may be received through vanous channels of communication
within the system architecture. For example, in one embodiment, one or more of the
content providers 104 stream the content over sateibite compmuncation to a central
location within the operatar’s system 13, However, in other embodiments, the content
providers 104 may provide the content over one or more wired networks, such as
dedicated fiber optic networks, and/or provide the content on portable storage devices
such as removes disks andfor Hash dnives.  In many mstances, upon receiving the
content, the operator 103 stores the content on one or more data storage media 108
within the operator’s svstem 103 and/or on one or more storage media 109 located
within one or more CDN 17 Agam, the storage media may be one or more types of
media such as hard disks, magnetic tapes, or flagh memary.

Finally, the operator 163 may mclade an authentication svstem 108 configured
to authenticate subscribers 101 of the operator 103 and to authemticate the services
avatlable to the subscribers 101, According to various embodiments, this system 108
may mchude one or more components such as servers and storage media. For instance,

the authentication system 108 may be configured 1o authenticate a subscriber 101 15 a
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5.

with the operator 163) and s a customer entitfed to a particular service with the
aperator 103 (e.p, the subscriber 101 is a customer with a subseription 1o HBO®). As
18 described i fuwrther detail below, the operator 103 mav provide mformation on
authenticating a subscriber 101 to the one or more content providers 104 1 particular
situations.  For instance, v one embodiment, the operator 103 may be m electronie
communication with the ope or more content providers 184 and may provide

authentication mnformation for subscenbers 101 to the one or more content providers 104

over the same or different wireless or wired networks mcluding a wired or wireless

FIG. 2 provides a schematic of an HTTP proxy server 200 according (o one
embodiment of the present ivention. The term “server” 15 used generically {o refer to
any computer, computing device, desktop, notebook or laptop. distributed svstem,
server, gateway, switch, or other processing device adapted to perform the functions
described heretn. [n various embodiments, the HTTP proxy server 208 is a part of the
operator’s system 103 depicted wn FIG. 1. For instance, m particular embodiments, the
HTTP proxy server 200 1s a part of the authentication system 108 described above with
regard to the operator’s system 103,

As will be understood from this figure, m this embodiment, the HTTP proxy
server 200 mcludes a processor 203 that communicates with other elements withm the
HTTP proxy server 208 via a system mierface or bus 261, The processor 2858 may be
embodied in a number of different ways. For example, the processor 205 may be
embodied as various processimg means such as a processing element, a mucroprocessor,
a coprocessor, @ controller or vartous other processing devices mceluding integrated

cireuits such as, for example, an application specific mtegrated circut {TASICT), a field

programunable gate arvay ("FPGA™), a hardware accelerator, or the bike. In an

exemplary embodiment, the processor 205 mayv be configured to execute nstructions
stored th the device memory or otherwise accessible to the processor 285, As such,

whether conftgared by hardware or software methods. or by a combination thereof, the

processor 208 may represent an entity capable of performmg operations according to
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emnbodiments of the present invention while configured accordingly. A display
device/mput device 264 for recetving and displaying datg 15 alse mehuded m the HTTH
proxy server 2000 This display device/mput device 264 may be., for example, a

kevboard or pomnting device that &s used in combination with a monitor. The HTTP

proxy server 200 further cludes memory 263, which way mclude both read only

memory {ROM”Y 263 and random access memory {("RAMTY 267, The HTTP proxy
server's ROM 263 may be nsed to store a basic mput/ontput system (TBIOS™) 226
containing the basic routines that help to transter mformation to the different elements
within the HTTP proxy server 200,

In addition, m one embodiment, the HTTP proxy server 200 includes at least
ene storage device 268, such as a hard disk drive, a CD drive, and/or an optical disk
drive for storing mformation on vanous computer-readable media.  The storage
device(s) 268 and its associated computer-readable media may provide nonvolatile
type of computer-readabie media, such as embedded or removable multimedia memory
cards ("MMUCS™), secure digital (“SD7) memory cards, Memory Sticks, electrically
erasable programmable read-only memory ("EEPROM™), tlash memory, hard disk, or
the hike. Addittonally, each ot these storage devices 268 way be comnected to the
svstem bus 261 by an appropriate interface.

Furthermore, a number of program mwodules {e.g.. set of computer program
iustructions} may be stored within the various storage devices 268 and/or within RAM
267. Such program modules may wctude an operating system 288, an authentication
moduie 360, and a content services module 580, These modules 308, 560 may control
processor 208 and operating system 280, although thew functionality need unot be
moduiarized.

Also located within the HTTP proxy server 208, 1 one embodiment, 15 a
network nterface 274 for mterfacing with various computing entities.  This
cormnmuncation may be via the same or difterent wired or wireless networks {or a
combination of wired and wireless networks). For instance, the communication may be
executed using a wired data transmission protocod, such as fiber distributed data

mierface ("FDDIE), digttal subscriber line ("DSL7), Ethemet, asynchronous transfer
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mode (“ATM”), frame relay, data over DOCSIS, or any other wired transmission
profecet, Sintlarly, the HTTP proxy server 200 may be configured to c-ommtm.ﬂig:ate via
wireless external communication networks using any of a vanety of protocols, such as
802.11, general packet radio service ("GPRS™), wideband code division multiple access
(C"W-CDMA™), or any other wireless protocol.

It will be appreciated that one or more of the HTTE proxy server’'s 200

components performung functions described herem may be mcluded in the HITP proxy

server 2

Additional Exemplary Components

The one or more content provider systems 184 shown m FIG. 1 may also
mchude components amd functionahity simdar to that of the HUTP proxy server 200
For example, 1 one embodiment, the one or more content provider systems 104 may
include one or more servers i which gach server mchudes: (1) a processor that
comnwmnicates with other clements via a system mterface or bus; {2) a display
device/input device: (3) memory mcluding both ROM and RAM: {4} a storage device:
and {5) a network interface. Further, these servers may mclude a number of program
modoies stored by the vanous storage devices and within RAM of the servers. For
exgmple, each server within g content provider’s system 184 may include an operating
sysiem and a webstte module 408, This module 400 may be used {o control certain
aspects of the operation of the server, as is described m more detail below, with the
assistance of the processor and an operating system.

Thus, these server architectures are provided for exemplary purposes onlv and
are not himiting to the vartous embodiments. The term “server” 15 used generically o
refer to any computer, computing device, desktop, notebook or laptop, distributed

system, server, gateway, switch, or other processing device adapted to perform the

funciions described heren.
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Exemplary S stem Operation

As noted above, various embodimems of the present nvention provide systems
and methods for providing distributed authentication of subscribers 161 of a content
operator 103, such as a cable provider, and services for these subscribers. Reference
witl now be made to FIGS. 3-5 which iHustrate operavons and processes as produced
by varous embodiments.  For instance, FIG. 3 provides a flow diagram of an
authentication module 308 configured to authenticate a subscnber 181 and the services

avatlable to a subscriber MM according to vanous embodiments. FiG. 4 provides a

flow diagram of a website module 400 conhigured to determine a website format to

provide a subscriber 101 and to deterniine how to stream requested content to the

subscriber 181, FIG. 5 provides a flow diagram of a comtent services module 500
configured {o retrieve content either locally or from ap external source and to stream

the content 10 a subscriber 101, These modules are described i greater detail below.

Authentication Module

Today, many content providers 104 provide access to the content they produce
through other channels besides an operator 183, such as a cable provider. For instance,
many content providers 104 post g website on the Internet that may be visited by users
and these users may request 1o view/listen to particular preces of the provider’s content
on these websites. For example, a user may be using a web browser on his personal
computer and may visit HBO.com, a website provided by comtent provider HBO™,
Once on the website, the user may be able to access content of the content provider
104, For mstance, i this example, the user may be able to access past episodes of
the episode 18 streamed to the user’s web browser over the Internet so that the user may
view the episode on his personal computer. However, in many mstances, the quality ot
the content cannot be provided mn a prenuum format because the episode is being
streamed over the Interngt {(e.g., in many stances, the Internet is only able to handle a
fower bitrate than a operator’s distribution network 106 and as a result the user can only
recelve the episade m a lower quality format than it the wser weare viewing the episode
through his cable provider), However, the user may be entitled to a higher quahty

tormat than what he mayv receive over the Internet. For mstance, the user may be a
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“premium” subscriber to the HBO™ service and may be entitled, under his subscription,
to receive HBO™ content in HD.
Therefore, iy mstances m which the user 18 a subscriber 161 of an operator 103

{e.g. cable provider) and the subscriber 101 recerves his Internet service through the

and the subscriber 181 navigates to HBO.com. An HTTP reguest for the website 1§
comnwnicated over the operator’s ummanaged network 102 and s passed to an
anthentication module 300 residing on the HTTP proxy server 200 located within the

operator's system 183, Accordingly, FIG. 3 illustrates a flow diagram of the

r
%!
[ A

authentication module 3H accordng to vanous embodmments. This tlow diagram may
correspongd to the steps carried out by the processor 260 m the HTTP proxy server 200
shown m FHG. 2 as it executes the module 308 w1 the server's RAM memory 267
according to varmous embodiments.

In Step 302, the authentication module 300 receives the HTTP request and
determines whether the website associated with the request is a partner website, shown
as Step 303, For nstance, 1 vanous embodiments, the operator 103 may have a
number of content provider “partners” that have websites that may be vissted by
subscribers 101 of the operator 103, Theretore, in these particular embodiments, the
authentication module 389 may look to see whether the reqguesied website 18 a website
of one of these content provider partners. For example, the operator 103 may store
mformation on these various websites m {ocal storage media 1035 and the authentication
module 300 may query this mformation to deternune whether the requested website 15 a
webhsiie for one of the content provider pariners.

If the authentication modale 300 determines the website bemg requested m the
HTTP request 15 not a partner website, the authentication modude 300 simply routes the
request o the appropriate website, shown as Step 304, For instance, if the HTTP
request 1s for ESPN.com, the authentication module 300 routes the request to the web
server for ESPN.com so that the web server may provide the corresponding web page

to the subscriber’s web browser.
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However, if the authentication medule 300 determines the website being
requested i the HTTP request 8 a partner websie, the aut hentication wmodule 300
fnstance, wdentification information may be mchuded m the TCP packet m which the
HTH request was sent over the snmanaged network 102 to the operator’s proxy server
200, This identification mformation may be imformanon such as the subscnber’s
personal computer’s MAC address or may be the P address assigned to the
sabscriber’s personal computer within the operator’'s unmanaged network 102, Thus,
in these particular mstances, the authentication module 300 may be configured o look
ap the MAC address or the 1P address and determine what subscoiber’s computer 13
assoctated with the MAC address or the P address provided mn the identification
mformation.

Once the subscriber 181 has been identified, the authentication module 300
refrieves the subscription mformation for the subscriber 181, shown as Step 306. Thus,
m particular embodiments, the operator 103 stores subscernption information i one or
more storage media 108 located mternally or externally of the operator’s system 1603
and the asthentication module 308 queries this information 1o retrieve the subsenption

information for the particular subscriber 101 associated with the HTTP request. In

particular embodiments, the sabscription miormation may also be made available to

varous content providers 104 and/or the operator 143 and content providers 104 may
compose {ists of premium subscribers that both have access .

Once the authentication module 300 has retrieved the subscription mformation
tor the subscriber 101, the authentication module 308 determunes what subschniption
services the subscriber 101 has that correspond with the requested website. Therefore,
rettrmng to the example, the authentication module 3} {ooks to see what subscription
services the subscriber 161 has with respect to HBO™. In varicus embodiments, the
subscription services for a particular content provider 104 may include & number of
different options. For mstance, the content provider 184 may have “levels” of
subscniption services depending on the tvpes and/or quality of media content available
through the content provider 104,  For example, HBO® may have a standard
subscription that provides its television programmming it a lower quahty format (e.g.,

non-HD format) and a preminm subscription that provides 1ts television programming
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in a higher quality format (e.g., HD format). Further, HBO® may have subscriptions
based on the tvpe of programmung provided through the subscription. For example,
HBO™ may provide a subscription 1o an on-demand service for its original series or for
its exclusive sporting events. Thus, the content providers 184 may provide any number
of subscription options according to vanous embodiments.

Retarning to FiG. 3, m the example, the authentication module 308 detenmines
whether the subscriber 101 15 a “premuum’”™ subscriber O HBO® shown as Step 307, In
this particolar example, the premium subscription entitles the subscriber 101 to receive
HBO® content in HD format. However, as explained above, it should be understood
that in varions embodiments the content provider 184 may provide any number of
different tvpes of subscriptions.  Therefore, m this particular example, the

authentication moduie 380 1s configured (o determine whether the subscriber 161 18 a

premyiun subscriber of HBO®. However, in other embodiments. the authentication

moduie 300 may be configured to determine whether the sobscriber 181 13 any number
of other tyvpes of subscribers. Further, i various embodiments, the authentication
moduie 300 mav be contigured to look for different types of subscriptions based on the
particular content provider 104 associated with the HTTP request. For mstance, in one
embodiment, the authentication module 360 mav be configured to determine whether
the subscriber 101 is a standard or a premaunt subscriber if the request mnvolves
HBO.com and to deternune whether the subscriber 101 18 a standard, a high-defimtion,
or a deluxe subscriber if the request involves SHO com {Showtime™s” website).
Therefore, if the authentication module 300 determunes the subscriber 101 is not
a prenvum subscriber, the authentication modale 308 sumply routes the HTTP request
module 380 determines the subscriber 101 15 a premum subscriber, the authentication
noduie 300 mserts a token into the HTTP request, shown as Step 309, in particular
frekds into a cookie that is downloaded to the subscriber’s computing device or into the
header of the HTTP request. For example, the authentication module 300 may msert
one of more fields such as: {1} Operator Name = TimeWarnerCable, (2) Operator

' *

Regton = New York City, (3) Operator Locale = Manhattan, {4) Dwration = 4 hours, {5}

+

Expires = 2009-08-25:13:532:00, {6) URL = HBO.convtimewarnercable, {7) Service
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Level = Silver Premium Elite, (8) Subscriber Information = nameaddress;ete, and (9)
Seguence = sequential unigue identifier or request count,  Thus, in particular
embodiments, a text string may be added to the request that indicates the operator 103,
identifies the subscriber 101 as a prenuum subscriber, and provides specific mstructions
to the downstream web server (e.g., web server for HBO . com) on how to provide the
subscriber 101 with services on the content provider’s 104 webstte.

Fially, 1n Step 316, the authentication module 300 routes the modified request
to the appropriate web server. Thus, m the example, the agthentication module 300
routes the request identifying the subscnber 181 as a premuium subsenber to the web
server tor HBO.com.  As 1s deseribed m greater detail below, the web server for
HBO.com provides web services to the subscriber 181 based on the imformation

provided m the HTTP request.

Website Module

configured to route the HTTP reqguest received from a subscriber 1641 to the appropriate
web server based on the website being requested.  For instance, m the example
discussed above, the anthentication module 380 routes the HTTP request for HBO.com
to the HBO.com web server. Therefore. m various embodiments, the web servers of
one or more of the content providers 104 include a website module 400 conhigwred to
recelve the HTTP request and determine from the request what website and
corresponding content to provide to the subscriber 161, Accordingly, FIG. 4 illustrates
a How diagram of the website module $ according to various embodiments. This
flow diagram may correspong to the steps carried out by a processor i a particular web
server as it execules the moduie 400 10 the server’s RAM memory according to various
erbodiments.

In Step 402, the website module 400 recewves the HTTP request.  Theretore,
refurning to the example, the website module 4680 for HBO.com receives the HTTP
request from the authentication module 308, As way be understood by those of

ordinary skill in the ant, the web server on which the website module 400 resides may

be providing more than one website on the Internet. For mstance, the web server

associated with HBO.com may also be providing websites for other content providers
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104, such as websites for ESPN® andfor ONNY. However, for simphi city of this
disclosure, the web server in the example 13 only associated with HBO.com. Further, i
particular embodiments, the web server may be a part of the operator’s network. That
is, m these particular embodiments, the operator 183 may operator the web server
hosting the content provider’s website {(e.g.. HBO.com). Thus, the web server may
operator within the bounds of the operator's network {e.g., unmanaged network 102
and/or distribution network 106}

Therefore, 1 Step 403, the websie module 400 decodes the token provided m

b

the HTTP request and/or retnieved from a cookie residing on the subscriber's
comppating device.  That is, i particular embodiments, the website module 400
deciphers the vartous fiekds provided in the HTTP request header and/or the cookie. In
Step 464, the website module 400 determmnes what type of subscriber 101 has requested
the webpage. In particular embodiments, this step may involve the website module 400
not only determuning the subscription for the subscriber 181 but may also mvolve
determining other mformation associated with the request, such as the operator 103 for
the suhscriber 1), As 1s described in greater detail below, such mformation may be
used m varous embodiments by the website module 408 in determining what website
to provide to the subscnber 101, what content 1o make avaable on the website, and
from what source to use o provide content 10 the subscriber 181,

Thus, returning to the example, if the website module 400 determines the

subscriber 101 is not a premium HBO subscriber 101 the website module 400

provides the standard website to the subseniber 101, shown as Step 405, For instance,

m varous embodiments, the standard webstte 1s the website that s generally provided
181 to an operator 103 andfor HBOY. Therefore, in these particular emsbodiments., the
user 1s provided with the standard HBO . com website and with the services and content
that anyv general user may access and view.  Furthermore, in these particudar
embodiments, the content is tvpically provided i a format that 1s compatible with the
nternet and the operator’s unmmanaged network 102,

However, if the website module 400 determines that the subscriber 101 15 a

prenmuum subscriber, the website module 486 in vanous embodiments provides a

premium webstle to the subscriber 101, shown as Step 406, For instance, returning to
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the example, the website module 400 may provide a website 1o the subscriber 181 that
mcludes services and content that are not typically available on the standard HBQ com
wehsite. For example, the subscriber 101 may be able to access more content than 18
avatlable on the standard HBO.com website. In addition, as is described in greater
detail below, the sabscniber 101 may be able to access higher gquality content, such as
HD content. than what is avallable on the standard HBO . com website. Therefore, ag
module 400 may be configured m vartous embodiments to provide a number of
different websites that are customized based on the subscriber’s subscription. In
addition, in vanous embodiments, tus customization may be based on more than just
the subscriber’s subscnption.  For exampie, the website module 400 may also be
configured to determune which website (o provide the subscritber 101 based on the

operator 103 the subscriber 101 1s associatad with. For instance, the website modale

r .

400 may provide the subscriber 101 with a Timer Warner Cable™ HBO.com or
Comeast” HBO.com, depending on which operator 103 the subscniber 181 receives his
cable service from.

Thus, the website module 400 provides the website to the subscriber 101
Depending on the embodimen, the \%tbhlti 18 typically provided to the subscriber 101
through the “normal” Interngt channel, such as the operator’'s unmanaged network 102
However, m particular embodinents, the operator 103 may provide the website over
the operator’s distribution network 186, Akhough, 1in these particular embodiments, the
operator 103 may also need to re-format the website data into a tormat compatible with
the operator’s distribution network 106, such as MPEG for example.

The subscriber 181 views the website and may decide to view a piece of contert
provided through the website. For mstance, returmng to the example, the subscriber
191 may decide to watch an episode of the HBO™ series “Boardwalk Empire.” In this
case, the subscriber 101 selects an option on the HBO com website to view the episode
of “Boardwalk Empire.” In various embodiments, the request 15 directed to the
authentication module 300 residing on the operator’s proxy server 200, As a result, the
authentication module 308 inserts the token o the request. That is, m particular

entbodiments, the authentication module 300 inserts one or more fields into a cookie

provided in the HTTP request and/or mto the header of the HTTP request. The request
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is then forwarded to the HBO.com web server and subseguently to the website module
400, In this instance, the website module 400 follows the same process as previously
described with respect 1o Steps 402, 403, 404, 4058, and 406.

However, in this instance, the website module 400 determines whether content
has been requested by the subscriber 181, shown as Step 407 I content has not been
requested, the website modale 400 ¢xus the process, shown as Step 411, However, if
content has been requested, the website moduie 400 determines whether the content 1s
to be streamed over the operator’s distnibution network 106 to the subscriber 101,
shown as Step 408, Therefore, in the example, it the website module 408 determines
that the episode of “Boardwalk Empire”™ 13 not to be sireamed over the operatot’s
distribution network 106 to the subscriber 101 (e g, the subscriber 181 18 not entitled to
view an HD wversion of the episode), the website module 400 smmply streams the
episode 10 the subscriber 181 over the “normal” Internet channel, shown as Step 409,
Thas, website module 408 may direct the HBO.com web server to stream a local
version of the episade stored within the content provider’'s 104 library {ep.. local
storage media) over the Internet and over the operator’s unmanaged network 102 to the
subscriber’s F01 web browser. In this case, the web server may only be able to provide
a ower guality format version of the episode smce the episade 13 bemg provided over
the Internet and the operator’s unmanaged network 102

However, if the website module 400 determines that the episode should be
streamed to the subsortber 101 over the operator’s distiibution network 106 {e.g., the
subscriber 101 18 entitled to view an HD version of the episode), the website module
408 durects the web server lo wnform the operator 183 to provide the episode to the
subscriber 101 over the operator’s distribution network 1806, shown as Step 410, As s
described m greater detall below, the operator 103 then provides the episode over s
digtribution network 106 to the subscriber's web browser. As a result, 1 various
entbodiments, the sobsceriber 101 in able to view the episode in & agher quality format
than had the episode been streamed over the Internet and the operator’s unmanaged
network 102 to the subscriber’s 101 web browser,

Finally, as noted above, the website module 4088 may be configured in various
embodiments to consider more than the subscriber’s 101 subscription m determining

whether to have the conient streamed to the subscriber 181 over the operator’s
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distribution netwark., For 'i’t.r-lz;&-;-’ﬁ:mnfc:s;r m vanous embodiments, the website module 400
may be configured to also determine wh ether the content i1 available within the
operator's system 163, For examplie, in the mstance i which the subscriber 101 has
requested to view the episode of the “Boardwalk Empire,” the website module 400
determines whether the operator 103 has access to a version of the episode within the
aperator's system 183, Since the content provider 104 {e.g., HBO) 15 the ortginator of
the content {e.g.. the episode of "Boardwalk Empire™), in vanous embodiments the

Zk ‘.‘

content provider 104 will have access to mformation to know which operators 103 have

services module 500 that receives a regquest from a content provider 104 o route
content (o a subscriber’s web browser over the operator’s distribution network 106,
Thus, FiG. 5 illustrates a flow diagram of the content services module 888 according to
various embodiments. This flow diagram may correspond to the steps carried out by
the processor 204 1 the HTTP proxy server 208 shown in FIG. 2 as it executes the
module 508 in the server’s RAM memory 217 accordimg to various emnbodnments.

As previously described, in vanous embodiments, the website module 400
deternmines whether a particular ptece of content requested by a subscriber 181 should
be streamed to the subscrtber's web browser over the Internet and the operator's
unmanaged network 102 or over the operator’s distribution network 186, In mstances
m which the websie module 488 determmes the content should be streamed over the
operator’'s distribution network 106, the website module 400 sends a request o the
operator 103 directing the operator 103 {o stream the particular piece of content over
the operator's distribution netwark H06 accordmg to vanous embodiments. Therefore,
in Step 502, the content services module 500 receives the request for the content to be
streamed over the operator’s distribution network 186. In various entbodiments, the
request meludes miormation to wWdentily the subscriber 101 and the particular piece of
content.  In addition, i various embodiments, the request may mclude additional
information such as the format quality that should be streamed to the subscriber 101

Thas, returning to the example, the content services module 508 receives a request to
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stream the episode of “Boardwalk Empire” m HD format to the subscriber’s web
browser.

I response, the content services module 300 determnes whether the content 18
avatlable within the operator’s system 103, shown as Step 503, Therefore, in varnious
embodiments, the contert services module 360 queries the operator’'s media library to
deternmiine it the operator 103 has a version of the episade of “Boardwalk Empire”

avatlable in its hibrarv. For instance, in particular embodiments, the operator 103 has a

.

programmming guide stored v one or more data storage 105 and the content services
module M0 goernies the programming guide to determine whether the episode of
“Boardwalk Empire” is stored within the operator’s system 183,

If the content services maddule 300 determines the confent s not stored
mternally, the content services module 588 deternunes if a version of the content 15
avatlable from an external source, shown as Step S84, For insftance, 1 particular
embodiments, the content provider 14 may have one or more media libraries available
to one or more operators H3 so that these operators 103 may access different content
and download the content to the operators” systems 103, These libraries may be
accessible through different types of comumunication channels such as the Internet
anglfor a dedicated fiber optics network. Theretore, 1 these mstances, the operator 103
queries the content provider’s avatlable libraries 10 see whether the content 18 available
for downleoad. In other cmnboduments, other externals sources mayv be available to the
operators 103 from which the operators 163 can retrieve content, as can be envistonad
by those of ordmary skill in the art in light of this disclosure.

Thus. if the content services module 508 determines the content 18 not stored
mternally and s not avatlable from an external source, the module 500 exits the
process, shown as Step 8100 However, 1f the content services module 508 determunes
the content 18 avaulable from an external source, the module 500 retrieves the content
trom the external sowrce, shown as Step 805, Theretore, returming to the example, the
content services module 500 mayv determine that the episode of “Boardwalk Empire” 15
not available mternally, however the module 300 mav determine the episode 18
avatlable through a hibrary provided by HBQ. Further, the module 500 may determine
that a version of the episode 18 avatlable in HD format, Theretore, the modale 300 may

refrieve the HID version of the episode from the library by downloading the version
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over a dedicated fiber optics network. Once downloaded, the content services module
S00 fgcintates having the HD version of the episode streamed over the operator's

distribution network 106 to the subsceriber’s web browser, shown as Step §09. It should

be noted that v various embodiments, the content services module 300 may be

configured to encapsulate the content that 15 m a web video formant mto a standard
cable MPEG ransport {e.2., transcade the content) so that the content 15 compatible
with the operator’s system.  As a result, the subscriber 101 s able to view the HD
sode of “Boardwalk Empire”™ on the subscriber™s web browser.
Returning to Step 503, if the comtent services module MW determines the
requested episode of “Boardwalk Empire”™ 18 available mternallyv, the content services
moduie 500 deternmunes whether the episode can be streamed from a CDN, shown as
Step M6, For mstance, i particalar embodiments, the content services moduale 30
determines where the subscriber 101 15 located within the operator’s network., For
example, m one embodiment, the content services module 508 gquernies subscriber
mformation o determune where the subseriber 101 is located. While m another
embodiment, the request received from the content provider 14 may include such
information within the request.  For example, the reguest mav indicate that the
subscriber 101 13 located m “Operator Region = New York City” and “Operator Locale
= Manhattan.” Therefore, the content services module 500 deternunes if a CON 1s
located near the subscriber 101 that has an HD version of the requested episade of
“Boardwalk Empire” avatable to stream 1o the subscrniber’s web browser. I so, the
content services module 500 directs the wdentified CON 1o stream the episode 1o the
subseriber’s web browser, shown as Step 37, I an HD version of the requested
episade of “Boardwalk Empire” is not avatlable to stream fron: the identified CDN, the
content services module S} retrieves the content from a central library, shown as Step

308, and facihitates having the episode streamed 10 the subscriber s web browser over

the operator’s distribution network 106, shown as Step 589, For mstance, i various

embodiments, the operator 103 may utilize a managed network bandwidth policy server
to provide commuitted DOCSIS bandwidth 1o stream the prenmmwm version of the content
to the subscriber 101 (e.g., the HD version of the episode of “Boardwalk Empire” to the

subscriber 101}, In addition, the operator 1683 may utibize existing video media pups
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used for the operator’s existing VOD services in order to stream the content
dynamically,

Fusther, m various embodiments, the operator 143 may employ some type of
security to the fransport laver such as Secure Socket Layer (SSL), Transport Laver
Security { TLS), and/or Hypertext Transter Protocol Secure (HTTPS) m order to better
secure the content over the transport laver. In addition, m various embodiments, the
operator 183 mayv employ dvnamic one-time URLs to allow subscribers 101 1o reach
access controlled content.  This may provide content providers 184 with better value
and may entice content providers 104 to co-locate thew premum content within the
operator’s system. Thus, as a result, content providers 1804 mav be able to reduce thew
capital mvestment in web servers by allowing the operator 183 to host the content
providers’ content and to stream such conient to subscribers 101

As a result, in various embodiments, subscribers 101 of an operator 183 are free

o browse the Internet using thew standard web browser and receive customized andior

personalized displavs that are provided to these subscribers 101 based on the

subscribers” subscription level. Further, in vanious embodiments, the operator 103 1s
able to provide “premym”™ experiences (o the subscribers 101 using the operator’s

distribution network 106 and subscription management svstem.  For mstance, in

particular embodiments, the operator 103 1s able to provide higher quality content 1o is

subscribers’ web browsers and control the access to such higher guality content via the
subscribers” subscnptions  with the operator 103, o addition, m  particular
emibodiments, the operator 103 s able to provide additonal functionality via the
subscribers” web browsers such as interactive elements bke chat, votng, F acebook™.
and recommendations, and/or embedded media players (e.g. HTMLS MedaPlaver) that
attow for subscribers 101 (o pause and resume content on other devices like the
subscribers” set-top boxes. Thus, as a result, in these particular embodiments, the
operator 103 15 able to provide an enhanced experience to s subscribers 101 who

receive their Internet service from the operator 103,

 onclusion

Many modifications and other embodiments of the inventions set forth herein

witl come to muind to one skilled in the ast to which these imventions pertain having the
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benefis of the teachings presented in the foregoing descriptions and the associated
drawings, Therefore, it is to be understoad that the inventions are not to be limited to
the specific embodiments disciosed and that modificatons and other embodiments are
intended to be included within the scope of the appended listing of mvenfive concepts.
S Although specitic terms are emploved heretn, they are used m a genernic and descriptive

sense only and not for purposes of lunitation.
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WHAT IS CLAIMED IS:

i A system for anthenticating a subscriber of a content distribution operator

requesting a websiie of a content provider, the system comprising:

ane or more storage media; and
One or more computer processors configured to:

{a}  recerve a reguest from the subscriber, the request wWenfifving the
website;

(b retrieve subscription information on the subscriber from the one
or more storage media;

{¢) determine, from the subsonption mformation, a level of
subscription the subscriber has with respect to media content provided by the
content provider and distributed by the content distribution operator;

(dy  msert a token o the request, the token identitving the level of
subscription; and

(e}  route the request to a web server, wherein the reguest is
configiwred so that the web server can read the token io identify the level of
subscription for the subscriber and provide a particular version of the website to

the subscriber that 18 based on the level of subscription.

2. The svstem of Claim 1, wherein the content distribution operator provides the
token to a plurality of content providers and the one or more compuier processors are
contraured 1o

retrieve website mformation from the one or more storage media, the website
mformation indicating whether the coment provider is one of the plurality of content

providers to which the content distnibution operator provides the token; and

i response to the content provider being one of the plurality of content

providers, perform (b through (e}

3. The system of Claim |, wherein the level of sobsenption is configured to
indicate whether the subscriber is entitled to receive premium quality content so that
the web server provides the particular version of the website providing access to high

definition quality conteat.
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4. The system of Claym 1, wherein the token compnises one of more fields

provided in the header of the request.
5. The systemn of Claim 4, wherein the one or more fields comprise one or more of
(1} operator name, (2) operator, {3) operator {ocale, (4) duration, {63 URL. {7) servige

level, {8} subscenber information, and {9) sequence.

0. The svstem of Claim 1, wheren the token comprises one or more helds

provided in a cookie and the one or more compuier processors are configured to

download the cookie t0 a computing device of the subscriber.

7. The system of Claim 1 further comprising a content distribution nenwvork and
the one or more computer processors are configured to:

receive a request from the web server 1o stream the particular version of the
website over the distribution network; and

i response to receiving the request to stream the particular version of the
website over the distribution network, stregrn the particular version of the website over

the distribution network to a computing device of the subscriber.

8. the systemy of Clann 7, wherein the one or more compuier processols are
contrzured to reformat the particular version of the website mto a format that is

compatibie with the disttibution network.

9. the system of Claim 1 further comprising a content distnibution network and

the one of more COMPULSr processors are configured o

content made available on the website over the content distribution network: and
i response 1o recerving the request to stream the particular prece of media
content over the content distribution network, stream the particular piece of media

content over the content distribution network 10 a computing device of the subscriber.
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10, The system of Claim 9, wherein the ong of more cOmputer processors are
configured to, in response to receiving the request to stream the particular piece of
media content over the content distribution network:

retrieve the particular piece of media content from the one of more media
storage; and

streany the retrieved piece of media content over the content distribution

network to the computing device of the subscriber,

1. A method for authenticating a subscriber of a content distnibution operator
requesting a website of a content provader, the method comprising the steps oft

(a} recelving a request from the subscriber, the request identifving the
wehsite;

(b}  retrieving subscription mformation on the subscriber from one or more
storage media;

(¢} determuning by one or more compter processors, from the subscription
information, a level of sabscription the sobscriber has with respect 1o media content
provided by the content provider and distributed by the content distribution operator;

(d}  mserting a token mto the request, by one or MOTe COMPUIET Processors,
the token wlenttfving the level of subscription; and

(¢} routing the request to a web server, wherein the request is configured so
that the web server can read the token to identity the level of subscription for the
subscriber and provide a particular version of the website to the subscriber that is based

on the level of subscription.

12, the method of Clamm 11, wheremn the content distiibution operator provides the
token to g plarality of content providers and the method comprises the steps:

retrieving website miormation from the one or more storage media, the website
mformation indicating whether the content provider is one of the plurality of content
providers to which the content distribution operator provides the token; and

i response to the content provider being one of the plurality of content

providers, performing Steps (b} through {(e).
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28.

13, The method of Claim 11 further comprising the steps of!

TeCe ving a request from the web server to stream the particular uramn of the
website over a content distribution network of the content distribution operator; and

in response to receiving the reguest to stream the particular version of the
website over the distribution network, streamung the particolar version of the website

aver the distiibution network 1o a computing device of the subscriber.

t4.  The method of Claim I3 fturther compnsing the step of reformatting the

particular version of the website 1nto a format that 13 compatible with the distnibuation

network.
£S5, The method of Chum 11 hather comprising the steps of’

receiving a request from the web server o stream a particular plece of media
content made available on the websie over a content distribution network of the
content distribution operator; awd

i response o receiving the request to stream the particular prece of media
content over the content distribution network, streaming the particular piece of media

content over the content distribution network to a computing device of the subscrtber,

16, The method of Claim 15 comprising the steps oft
N response o receiving the request to stream the particular piece of media
content over the content distribution network:
retrieving the particular prece of media content from the one or more
media storage; and
streamimyg  the retrieved piece of media content over the content

distribution network to the computing device ot the subscriber.

17. A non-transitory computer-readable medium containing executable code for
authenticating a subseriber of a content distribution operator requesting a website of a
content provider, that when executed by at least one computer processor causes the at

least one computer processor o,
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{a)  recelve a request from the subscriber, the request identifyving the
website:

(b) reireve subscription miormation on the subscriber from one or more
storage media;

() determine, from the subscnpton miormation, a level of subseription the
subscriber has with respect to medig content provided by the content provider and
distributed by the content distribution operator;

(d}  msert a token mto the request, the token identifying the level of
subscription; and

(e} route the request to a web server, wherein the request 18 configured s0
that the web server can read the token to identify the level of subscription for the
sabscriber and provide a particalar version of the website to the subscriber that 18 based

on the level of subscription.

18, A system for selecting a website of a content provider to provide to a subscriber

of a content distribution operator, the system comprising:

one or more computer processors configured 1o

{a) recerve a request tor the website, the request comprising a token
identifving a level of subscription the subscriber has with respect to media
content provided by the coutent provider and distributed by the contemt
distribution operatot;

by deternune from the token the level of subscription for the
subsceriber; and

(¢}  provide a particular version of the website to the subscriber

based on the level of subscription.

19, The system of Claim 18, wherain the level of subscnption entities the subscniber
access fo premium quahlitv media content and the particular version of the website

provides access to the prentiign guality media content,
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20, The system of Claim 18, wherein the token identifies the content distribution
operator amd the particular version of the website s also based on the contemt

distribution operator.

21, The system of Claim 18, wherein the website is provided by the content

distribution operator.

22, The system of Clamm 18, wherein the one or more COmper processors are
configured to:
recerve a subsequent request to stream a particular prece of media content made
avatlable on the website:; and
i response to receiving the subsequent request:
deternmitne whether to stream the particular plece of media content over a
content distribution network of the content distribution operator; and
i response to deternuning t© stream the particular prece of maedia
conteni over the countent disttibution network of the content distribution
operator, send a content media request to the content distribution operator
requesting the content distribution operator to stream the particular piece of
media content over the content distribution network to a computing device of

the subscriber.,

23, A method for selecting a website of a content provider to provide 1o g subscriber
of a content distribution operator, the method comprising the steps of
{a) recelving a request for the website, the request comprising a token

identifying a level of subscription the subscriber has with respect to media content

provided by the content provider and distributed by the content distnibution aperator;

(b} determining from the token, by one or more computer processors, the
level of subscription for the subscriber; and
(¢}  providing a particudar version of the website to the subscriber based on

the ievel of subscription.
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34, The method of Claim 23, wherein the level of subscription entitles the
subscriber access to premium quality media content and the particular version of the
website provides access to the premam guality media content.
25, The method of Claim 23, wheremn the token tdentihies the content distnibution
operator andd the particular version of the website 15 also based on the content
distribution operator,
26.  The method of Clatm 23, wheremn the website 1s provided by the content
distribution operator.
27 The method of Chum 23 hather comprising the steps of!
receiving a subsequent request 1o stream a particular piece of media content
made available on the website: and
in response 1o receiving the subsequent request:
determuning, by the one or more computer processors, whether to stream
the particular piece of media content over a content distribution natwork of the
content distribution operator; and
i response to determuming o stream the particular piece of media
content over the content distribution network of the content distribution
aperator, sending a content media reguest to the content distribution operator
requesting the content distribution operator to stream the particular piece of
media content over the content distribution network {0 a computing device of

the subscriber.

28, A non-transory computer-readable mediun containing executable code for
selecting a website of a content provider to provide to a subscriber of a content
distribution operator, that when executed by at least one computer processor causes the
at least one computer processor 1o

{a) receive a request for the website, the request comprising a token

identifying a level of subscnption the subscriber has with respect to media content

provided by the content provider and distributed by the content distribution operator;
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{b)  determine from the token the level of subscription for the subscriber

and

(C) provide a particudar version of the website to the subscriber based on the

level of subscription.

29, A system for routing a particular piece of media content provided by a content

One OF more computer processors configured to:

{a) recetve a& request to route the particular prece of media content
over the conient disintbution network to the web browser residing on the
computing device of the subscriber;

(b}  retneve the particular piece of media content; and

{C} stream the particuiar piece of media content over the contant

distribution network to the web browser residing on the compuating device of the

subscriber,

30, The system of Clamm 29, wherein the reqguest comprises an identifier for a
format quality to provide the particular ptece of media content in and the one or more
computer processors are configured to retrieve the particudar prece of media content

the format quality.

31, The system of Claim 30, wherein the format quality compnises high definttion

format.

32, The system of Claim 29, wheremn the particular piece of media content is
streamed over the confent distribution network using a security mechanism comprising
at least one of a secure socket layer, transport laver securtity, or hypertext transfer

protocol secure.
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33, The system of Claim 29, wherein the one or more comprier Processors are
configured to carry out {b) by:

determuning whether the particular piece of media content 13 available through
the content distribution operator;

m response to the particular piece of media content being available through the
content distribution operator, retrieving the particular priece of media content from the
content distrnibution operator; and

in response to the particudar piece of media content not being available through
the content distnibution operator, retrieving the particudar piece of media content from a

source external of the content distribution operator.

34 The system of Claim 33, wheremn the sowrce external of the content distribution

pperator 1S one ar more storage media of the content provider,

35, The system of Claim 29 comprising a plurality of locally si tnated content
distribution networks, and wherein the one or more computer processors are configured
to carry out {b) and {c} by

identitying one of the iocally situated content distrtbution networks located
nearest the subscriber;

retrieving the particular piece of media content from the identified locally
situated content distribution network: and

streamung the particadar ptece of media content over the identified locally
situated content distribution network to the web browser residing on the computing

device of the subscerniber.

36. A method for routing a particalar piece of media content provided by a content

provider to a web browser resuding on a computing device of a subscriber of a content

distribution operator, the method comprising the steps of
(a) reCeIving a request 1o route the particular prece of media content over a
content distribution network for the content distnibution operator to the web browser

residing on the computing device of the subscriber;
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(b}  rewleving, by one or more computer processors, the particular piece of
media con tent; gnd

(C) streamung  the particular piece of media content over the content
distribution network to the web browser residing on the computing device of the

subseriber

37.  The method of Claim 36, wherem the reguest comprises an identifier for a
format quality to provide the particular piece of media content 1n and the step for

retrieving the particular piece of media content 15 carmned out by retrieving the particular

prece of media content in the tormat quality.

38 The method of Claim 36, wherein step (b) is carried out by

determining whether the particular piece of media content 1s avatlable through
the content distribution operator;

in response to the particular piece of media content being available through the
content distribation operator, retrieving the particular piece of media content from the
content distribution operator; and

m response to the particular prece of media content not beng avatiable through
the content distribution operator, retrieving the particular prece of media content from a

source external of the content distritbution operator,

39, The methed of Claim 33, wherem steps {(b) and {¢) are carried out by:
identitying one of a plurahty of locally situated content distribubion networks
located nearest the subscniber:
retrieving the particular prece of media content from the wentified locally

sitnated content distribotion network: and

sitnated content distribution network to the web browser residing on the computing

device of the subscniber.

40.  The method of Claim 36, wherein the particular piece of media content is

streamed over the content distribution network usmg a secarity mechanism comprising



CA 02820853 2013-06-07
WO 2012/076997 PCT/IB2011/054339

at least one of a secure socket laver, transport laver security, or hvpertext transfer

protoecet secare.



CA 02820853 2013-06-07

PCT/IB2011/054339

WO 2012/076997

(243

JEUOSNS

N.ﬂw w\ AR
[ ) .
" w\a
N
-'~
s
3

SMAOMISR
HONNQLYSI(]

'
3 ..;T A WA A A A A A TSI Y\\

s

- -ttt A AR R A RAAAA AR RA R A RAAR R AR R R R R R R R R B RRW -

N
u&%ﬂ&ﬂﬂ\k&\

T

243

MIDIIBN
DaBRUBLLL

MO 81BALd

-----

sbeiois
ZHEE

. e soyessdey

UORBONUSINY

-

..... W P

A T e

| ISDINGI IUBIUOD) |

lllllllll

................................




CA 02820853 2013-06-07

PCT/IB2011/054339

WO 2012/076997

amsakhhhhhhhhhhhhheheRwR

1 P e P e e e e U L A

A A A A A I I 1 o 10 e P e T et

””‘.\(r.\r LA P g 0 g i Al el e e A l-l.l-l-l.\l;)}:j

!
4
£
ﬁ
4

aoina(] Indul

soBLS)
m mﬁ%@ Aeyasi] w

Qpﬁmz.

P ko o ok I..I.. .

B i e i T e e e i

Qx\\x\\xtwi

P
mmmWWWm" oo Xy

'
(. = v o v - -
.

N
-&--v--
S

B0

.!.I.!.!.!.!.!.l..(num.l.u\ T I e e v e el

= 3 b B

SINDOW SSUIAIBS w

svss-\(»fwssv»\vwv A

2
£
]
N\

HIPICT) JOSEB00

E. vy .

NN NN S e ey

4
ors

Y

Aahedhah ol b b b

' A A A aa g X X % B b b bl bl b

e T T T T B N W W W e e e e e e R R i iy T T T L LT TR R L LR R UL L e

anpow | gt 0%
ong 1} cﬂw\muwmmxwm@

w LISISAR
“ . A
p \M Bresmsdry

| ‘ . M

W NN At ol

IUAB( @@m&.ﬁ

W WG W A A oAt ot

YW

SINPOIN mwmwamw

LR N RN W W W W R ¥ W W W w

2
»
v
¥
¥
»
i
4
4
m
v
v
v
W_
3

Y




WO 2012/076997

IS I e e e e e g e e s e e e

B R i e By By B B B B

- de v owm e sl e e

‘
[y
[y
[y
[y
[y
!
3

fdenhiby Subsoribar

A R e A

.......................................

Kiptrieven

rfresres

Subsorigtion Wifo |

)
AR g By By By Ay B Ty By Wy Ty B BN, W Ny \.\\x\\x\\x\\-\.\\-\.\{ '

“““““ S Wetisie?

SAsssassplrasssass
.

CA 02820853 2013-06-07

Authentication

Moduie
300

...a\\\\\\\\\\\\\\'\‘w'\“‘\‘\\'
- .
‘I. \

o

N : S
2HaN P

“
4
4
'l
\I "I
N,
\
\
\ -~

e

L e I I B R B e et B I e B BE R e e e e Bt e e e B TN Y
|

Fooates WTTHF

ﬁ\“\\xwa&

TP FPPPPPPPPP»

(FPPPFFFrITrrrys Y
‘.“.‘

NN, LT T N, Y W -

l"l
. '
-
‘-,‘.

o+ '0'

Padrer . N0

oy
=
’.

\ o

BN

AR AR A A A R R R A R R R A Ry R Ty By T A B N A N

AAAIAIIIIIII IS 2222 5w

PCT/IB2011/054339

--\-. -. -. - - ‘. -------- . i ----------------

x
- ﬂ'ﬁ'ﬂ'ﬂ'ﬁ'n'ﬂ'ﬁ'n'ﬂ'p'r‘-'v'v'r'v'p

-y

~

. .h‘
.\\.'.ﬁ"

Route Regquest
Wabsiia

T ET T ETETETT TR,

.
o #f’
’ W
“a."‘ \.ﬂ '!.vv'-“"‘".
- .
N o e W, P
You Frarign N 1
mhan s LA LALALLLLLLLLALLLLS R e L R L L L LS Lt
: \\ w; \h% - f.'g ')gw'r t
v . - 2 ,;b(\.
~ \,, .\)'-‘!'\‘.\{ RS Yo )
~ ' o 3
: \,\' ) '\v‘ ' :
~ N - hy
R ™, Ry 3
: “a o~ 1,
3 T .
N Tt N
kS . b
Y .'t"nhi\'\\\'\‘\'\‘\'\"\t"\‘\'\‘\'\‘\'\‘\'\“
e e e A e e -
N “ . . ' Y . .
. . . . N ' =
v % : ' 1 J
. < N ' '
\ N 3‘@9 C— o | &{38
N 'y : . = &- ﬁ e " .
| | ~ ' Roube Reguestie ~
4 “ ' 1
: . R R :: ;&‘! . h{}‘i et f m ‘3 Py :: x>
ot " . ﬁ . e '\ ' ' ’ ' .. -,
we f L o 2 . . . h ]
P InmRn ToKEn s .= Adestaritn NG
~ -‘ Aehsite :
q . . * A . - "
) ~ - i
) . . A
1 “ ' "
1 . 5 s
1, N tessssnasascaans }\-q?ih\Hhﬁhﬁhﬁﬁhﬁﬁhﬁi'
T HTeTeLeRashsns aw S mAEERERRmSE. ... - .
v
1 i
'-
1
1 :t
1 'y
1 'y
h 4 "
~
STV RN R R R R R R R R AR R R R R R R R R R Y Y R R R Y :
) ] "
o : . . .
1 1 Q ‘\ ~
1 .\ + s gt ¢ s
1 ' ; '
 Route Mpgeas] e y :
1 l_ “D' 1,
1 S . ., 1 u 1
: Welnsite e :
1 R h, 1 1
:. : 5
' * 311
1 1 |}
k ALAAZLELLRIREARTRAQZTA BT L LT R e e ee'swe's'w 1 t V-
} 3 :
h . . ?‘
: ¥ :
5 I Ch .S -
5 & ‘\\ AV
) & e
] A
L L R S R RS R R T T B R T L LT LWL AL e e e e ke e e e e e e e e e e e e e e e e e e e e e e e e ke e e e e e e e e e h &: ﬂg ;“ AR AR AR R R L R LR R R R R A L A A R e s S e a s aa s aad
r ‘ - LRSE : 2
‘l
\"J- I*

:

e Ak it i L PRSP EBP PP PP PPP PO IPPAPIIAAA I IAI DI II DI DD DD AR W T O T OO W A Al Al el sl b sl s s s o kb b b i o bt s o o

" o
3

. - {7 - ’-.r"".rd'd'-,
1
%
(3
T

L}
L}
LS
.
.
.
v
»,

e e e e e e e L L L L Y



CA 02820853 2013-06-07
WO 2012/076997 PCT/IB2011/054339

L

Nebsite
Module
AQD

et S S S L R R R R R R R b . A
.." v <
- .
” ‘\ -.'
. . »
l‘ . .
A ‘11‘ . >
4 ) 8

i- Start S

-

{
}
}
. . l' 1
" % 8 : .
Beoeywe HTTR
‘I.'
‘ ‘. P . N ,“'V‘
Regues -
x\\\\\\\\\\\\\\\\ T T T T T T T T T T, Ay ey Sy
.
'y
k |
L ]
|
L |
-.sssasssssa&.x\.t&\.!\*.Q.t.'t.\.‘.'t.*.*.'t.*.*.'t.*.*.t{
. 4
. \ k.
~ N ’?b by
3 3 i
0] T I T 1 - «. -
N G , Yy : ' »
v Deonde Tokens 3. -
. § T
. Y Ly Ay T
N b
: N
b N
Y \
L)

Faiviririiririririrdridridridr iy i e e R i e e ey

14
x
x
b
1
13
1
. ~ : .
3 s
! 3
ﬂ,s‘* = -
o \\ 'y
_ - A
(e \ l.\
) .o" . - ) .‘r‘
“,. ‘Yv-_.ﬂ
<

L3
N A, v C N . " 1
YEB 7 Cremipmt N\ 0RO
f _________________________________________ .._._._._.._._a.'.,._a._s_u,\“"\‘ N . "‘;}xﬁw"sa*s*s*sﬁsﬁﬁsﬁﬁsﬁﬁsﬁﬁkﬁﬁ*ﬁ.ﬁsﬁh\;
. . \'F.‘- . . \ Rl "
oubstiber? |
r'_;\\ ‘..’,' E
: AT
. = - 9N
.A\' '.“‘\ . :':
s "vf’ .:.
\f" :}
T
.
3
>
'
WW\\k\\\!&\\\\\\\\\\\\\\k\
:\\\\\\\\\\\\\\\'\\ \\'\\\'\\1'\\\‘\.'\\1‘!‘1; : § - .
5 1 . . 4{‘:&
s 408 i et | E
5 . _— . . e ) . P 1.;{1 " (lt iy ﬁ ’ )\ Lo
| Provide Premiu § s P PTOVIGE SiERuail L e
N ' . i ‘i v N (v M
5 N . N 'l..\ﬁ - N .f\;‘_ "’;b : ‘-
. y\‘u Eﬁ - t : 4 Aam ) 1 e m-hnv 3
5 4 :
° N\ 1-,-,',.-,-,',.-,-,',-\-,',.\x,a.-,x.\»-.,u.-»-wm.-»x-»-V'V-»v»u.a.\‘-
Vi e e i e e Aade e i i e e i e e i e e e i e et .
- .. \
' S W' o n
: A :
. \
’E I‘AJ'.' .;.: :
¥ &
N J"‘o .\x _o"‘ E
: — Nepee :
L] » B
N K .‘2 . \ :
3 o DERBRE !
A R . ’ . N.
e e e AN P Ao, p\':‘ {;9 ni&ng ‘Ms TvravrER Rt TR e a R A
¥ x ) . B . \".-'
N, Regaest? -
‘\) ' N e )i
‘l\ "":'\%\\\\\\‘\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\“.““‘t‘.“‘." ......................................................................... oy
)
N <

] ’l,,:"

L

i

e
L%

]
-
e
‘I

- e
a"!‘.’ \'}‘L . _“".‘ .
T @ 1t/ < N,
?85 {" S i, PP A, .v'\:# 3
ALAGALASEARARGSRARET AN RS --.‘\'1.'1.‘\\'\‘\‘\‘\‘\‘\‘\::_ ' ﬁgﬁh}ﬁﬁ;gﬂn AT IR R R R R AR A S R R R e R

e e

S Hebwark? o

™, &
N

svsrprasaserrere e

At st Pl P PR AL ALALALALALALLLALLAL PP AALASSLLLLD D

AAALALAAAAAALAALARASALLAL LA AL RALATL Y .\' AR R N L bbb '""“}; N
| Steeam Comtent | PELE | SUSRT Laien | A0
) : lal ‘ ‘ .‘. ; 2 g 3 el I l“.“ 3 a3 g: : . _ ‘_.,,' n
L ovar Distribution L AR S s
U bk LT 1 Netwosk :
A Feadiaoirie : : W AL 3 2
« Mataiis « P : :
\ : N Bl e o e e e e N
N : : ;
e e o o o g o e e e e .
3 ) :
: , : :
1: 411 ‘ 5
b o ] . :
N ¢ N h
: & n 5
::: RS t"'.’ : :
::: 5 v\‘:..:.' o a z
» {-’ ""f\\'w. w7 Y 3 :
A I e e ] B
- *.‘.‘;*.‘.‘;\\‘:.*.*.‘;*.‘.‘;‘.‘.‘;‘.%‘;‘.&‘;‘.&‘;‘.&‘;‘.&‘;‘.‘.‘;‘.‘.‘;‘.‘.‘;‘;‘h 'ng“d # n e, et L N L N e N Y L e R L RS R RS e L
i .:




CA 02820853 2013-06-07
WO 2012/076997 PCT/IB2011/054339

Cantent Services
Module

i ~a > N
w"#Y T f}m\‘t‘i
3 " 3 5
i S \& ﬁ j“ N a _‘,-“'

".".\ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ?ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ‘ -

.
%:
AR B EREEEEEER Rl v e rirvieivirvir v e

' ;
'. ‘ <
R S
L Receve Raguest 3

s‘: P L - ¥ :}&"‘-\"*‘w“""

: oy Corent :

h b

t .y vk _the__ . e ks ke e ok ke e ok ke e ke ok e e ok e e ok .‘:\:

-}"‘. \‘ q":.’
. -
a, " ‘.\-'-"
s g
W*

Cjatemal B0 504

»,
VPV R Y Y Y e R I e i S e e R R N A N Y N R AR R R ) e R

YOS o
~. Sontenit o 3 .
5 | Bontent? v
‘\ ".‘?,} -"\". -\\" ‘0-,\.

-
K [ L)

N o g
| ,- Aaiable e
. 5% | .':. Ex %k':, ff} 3 'E ";:-s'ss.xwx'»\\\\\\\\\s\\\ .

) ™
) "\ el "Hb
S e Y v ) p : ¥ -\ ‘-'\ ¥
S . v, N A NS =) o ¥
SN N SRR - :
l.‘s X .,‘ "‘.\- f‘. . )
;.*\ T\\l‘ ,‘,-."‘ ,-; s '!.-." ':
) 'h" ’ ) "o o .'9‘*."-" ‘\ R :.‘
Y ' » ’
N "\ N :

a¥ . S i
FEB T el R v :
------ v e LGUONT : :

e . . L . - .

re ’ % . - ] w R
: N - e 2% btk e " N y\ws I o
‘l. -y, "‘. \ ‘ ) -.'
'. 2 ? . \ -.'
1 ", \ .".' N ’ :
:. LA . ..b" :" Calale o o le ot de & a0 o S fln gl g i P B P Pl P B . . e 53, L)

. ' : O \. )
1 \ "1". N ' . n .
: - '~ oAy o s 3 SRR

: .y " \ : Ri.?*“ o {.\ Beapyd ] SR
* FOERWHEYR LOTRI W
h \ oY X b TR ¥ TRWEL hal +
:. ".\-, :* l. : -‘\ -‘
' " . . . | . - . . . q. . ‘I -‘
: 1 ! . "& . - * ».
¥ ¥ P Fom Exterasl M
---------------------------------------------------------------------- . e e e e e e e e e e T e e T e e \ . : N e "
5 ) p y . X »
N : - . - . 'y o g wY, . ’{”'\U D X '
\ : . o . ¢' e : . } .h ﬁﬂ ': \‘ b f.’ . b ‘:
D sreca i St : - DTHARR - : ;
| Stream Conmtent | Aok LB :
:' k- tma M !l 'JQﬁ\tJ-& : ‘ . . . I: .: 2.# .................. ’ .................. " ::

. . . » L] . [] .
~ | o~ : foony Denbral ko o . ;. :
N ; f" ’“ : i 7 . Wt 4 b ~
N A f R o X . " *
5 ! h :;f - S O S S S S U SO S O O S A - 2 " *
h 1 . ) . . \\ : .. »
N ii \b. v . . .: :?\: . ‘K’ 1' L)
Qx‘n;n;n;n;n;n;n;n;n;n;n;n;n;n;u;\&n;n;n;n;n;n;n;n;u{\;tn;&n;n;n;v‘ -e:“t; F -w.-m«mmx} e e s N " »

1 J 1 .
. Ny - % v ' »
: | ; ~ ~ := :
; y 4 Ay i 3 E R i SR “« A \ "
1 Y . ‘.‘ B R N : t gk\.a i;} m ﬁ;&i ‘*\\\\\\\-\\\\5\\‘\\\%\“\&\\\\\\&*\*&" n
1 . . 3 ¢ ] - ., ..'. 'Y »
A C. ,‘ . .0 L . : . .
H et . .
- » . ™
: L) v w
' L : -=
: % AT VR YIRS S iy e e e e e e i i r e T e e S Ty e i Ny L)
LS

41 .
1 -
i *C .‘
1 ™
: »

st W ’
1 230 \
' ¥ o IN :
: it \“ t
1 . & o :
1 " -‘_‘5 o
: l .M.\.-\..*"‘ L)
h 3
D . . I-
"hhlhhhhh--hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh"l ‘:nﬂ }‘hhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh’

d - G 1
a
"

"\
»
&
\ ".’."
RS



. Urimanaged
Ty - Netwark

'

'
‘
‘I
‘l
‘!
‘I
‘l
‘!

 ETEEERRRRRE SRR LR R R DR L L LD L &3 B & bbb b b b i bbb b b i b b i i b

P T oo 333 - |
& / L ADE poomnenoe 4
......................  ecessbiny pssssmwommemmmesssns Lo e e S |

s st A YA A A . ' :

Distribution

 Content Provider leawl  Operator  je—m) Subscriber

Private CDN

.......................................

\l
i‘.
» .
A AL A ASS DD ? f ?’?

{iats
Storage




	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - abstract drawing

