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SYSTEMIS AND METHODS FORDUAL 
READEREMULATION 

BACKGROUND OF THE INVENTION 

0001. The present invention is related to transaction 
devices, and more particularly to systems and methods for 
emulating credentials for accessing transaction devices. 
0002. It has become common for a consumer to use a 
credit card to pay for a purchase using a credit card, or for an 
employee to gain access to a workspace by presenting an 
access card at an enabled access point. At least in part due to 
the extensive use of credit and access cards, it is not uncom 
mon for a person to have five or more Such cards on their 
person at any given time. This causes some degree of confu 
sion and complexity to the person carrying and/or using the 
cards. 
0003. Further, the cards are of varied type and complexity. 
Thus, for example, a person may have a magnetic stripe card, 
a Smart card, and a radio frequency card. Each of these cards 
serve different purposed and perform in different ways. Thus, 
while there are standards to which the various cards conform, 
there is not a single card type making it unlikely that a single 
ubiquitous card will be selected and Supported. 
0004 Hence, for at least the aforementioned reasons, there 
exists a need in the art for advanced systems and methods for 
performing transactions. 

BRIEF SUMMARY OF THE INVENTION 

0005. The present invention is related to transaction 
devices, and more particularly to systems and methods for 
emulating credentials for accessing transaction devices. 
0006 Various embodiments of the present invention pro 
vide systems for emulating access credentials. Such systems 
include an access credential reader and an access credential 
writer. The access credential reader is communicably coupled 
to the access credential writer. The access credential reader is 
operable to receive information from an access credential, 
and to transfer at least a portion of the information to the 
access credential writer. The access credential writer is oper 
able to transfer at least the portion of the information to an 
emulation access credential. In some cases, the access cre 
dential reader is operable to communicate with an access 
control panel via a communication port. In Such cases, the 
access credential reader may be communicably coupled with 
the access credential writer via the communication port. 
0007. The access credentials and/or emulation credentials 
may be, but are not limited to Smart cards, magnetic stripe 
cards, cellphones, radio frequency cards, and personal digital 
assistants. In some cases, the credential being read by the 
access module is wirelessly coupled to the access module, 
while the credential being written by the access module is 
coupled to the access module via a wired interface. Various 
other embodiments of the present invention couple the cre 
dentials to the access control module using one or more 
interfaces that can include, but are not limited to, a magnetic 
stripe interface, a radio frequency interface, an optical inter 
face, and a wired interface. In one particular instance of the 
embodiments, the access credential is a Smart card and the 
emulation access credential being written is a cell phone. In 
this particular case, the Smart card may be communicably 
coupled to the access credential reader via a wireless inter 
face, and the cellphone may be communicably coupled to the 
access credential writer via a wired interface. 
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0008. In some instances of the embodiments, the access 
credential reader and/or the access credential writer are 
capable of communicating at two or more frequencies. In 
Such a case, the access credential being read may be read at 
one frequency, and the emulation access credential being 
written may be written at a second frequency. The informa 
tion being read and written can be in the form of bit streams. 
0009. Other embodiments of the present invention provide 
methods for credential emulation. Such methods include pro 
viding two transaction devices that are communicably 
coupled. Information is received from a credential at one of 
the transaction devices. At least a portion of the information is 
transferred to the other transaction device. The other transac 
tion device transfers at least the portion of the information to 
another credential. In some instances, the transaction device 
receiving the information from the credential is operable to 
communicate with an access control panel via a communica 
tion interface. In Such instances, the methods may further 
include terminating communication between the transaction 
device and the access control panel, and connecting the two 
transaction devices via the communication interface. 

0010. In such embodiments, the credentials can be, but are 
not limited to, Smart cards, magnetic stripe cards, cellphones 
and personal digital assistants. Further, in some cases, the 
transaction device is operable at two or more frequencies. In 
Such cases, one of the credentials may be accessed at a first 
carrier frequency, while the other credential is accessed at a 
second carrier frequency. Thus, for example, it may be that 
the credential being read is accessed at one carrier frequency, 
while the other credential is accessed at another carrier fre 
quency. 

0011 Yet other embodiments of the present invention pro 
vide transaction credential emulation systems. Such systems 
include a transaction control module that is deployed at a 
transaction point, and operable to receive data from a first 
transaction credential. The systems further include an emu 
lation module that is communicably coupled to the transac 
tion control module. The emulation module is operable to 
receive at least a portion of the data from the first transaction 
credential, and to write at least the portion of the data from the 
first transaction credential to a second transaction credential. 
0012. This summary provides only a general outline of 
Some embodiments according to the present invention. Many 
other objects, features, advantages and other embodiments of 
the present invention will become more fully apparent from 
the following detailed description, the appended claims and 
the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013. A further understanding of the various embodi 
ments of the present invention may be realized by reference to 
the figures which are described in remaining portions of the 
specification. In the figures, like reference numerals are used 
throughout several to refer to similar components. In some 
instances, a Sub-label consisting of a lower case letter is 
associated with a reference numeral to denote one of multiple 
similar components. When reference is made to a reference 
numeral without specification to an existing Sub-label, it is 
intended to refer to all Such multiple similar components. 
0014 FIG. 1A depicts an access control system known in 
the art; 
0015 FIG. 1B depicts a payment control system known in 
the art; 
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0016 FIG. 2 illustrates an emulation capable transaction 
system and device in accordance with various embodiments 
of the present invention; 
0017 FIG. 3A is a flow diagram illustrating a method for 
using transaction devices in accordance with one or more 
embodiments of the present invention: 
0018 FIG. 3B is a flow diagram illustrating a method for 
using transaction devices in accordance with one or more 
embodiments of the present invention: 
0019 FIG. 4 depicts an emulation system with the trans 
action device capable of emulation being deployed local to an 
access point in accordance with various embodiments of the 
present invention. 
0020 FIG. 5 depicts a dual reader credential emulation 
system in accordance with one or more embodiments of the 
present invention; 
0021 FIG. 6 is a flow diagram illustrating a method for 
credential emulation using a dual reader system in accor 
dance with Some embodiments of the present invention; and 
0022 FIG. 7 shows a system able to create an emulation 
credential without an intervening reader in accordance with 
one or more embodiments of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0023 The present invention is related to transaction 
devices, and more particularly to systems and methods for 
emulating credentials for accessing transaction devices. 
0024. Various embodiments of the present invention pro 
vide Systems for emulating access credentials, payment cre 
dentials, and/or other credentials. As an example, Some of the 
systems include an transaction device that is capable of con 
trolling access via an access point based on information pro 
vided via an access credential. Further, the transaction device 
is capable of writing another access credential Such that the 
other access credential becomes operable to access the access 
point. In some cases, the transaction device is deployed local 
to the access point allowing a user to emulate a credential at a 
location generally visited by the user in utilizing a credential. 
As used herein, the term “access point” refers to any location 
or device where physical access is provided. Thus, such an 
access point can be a door, a window, or the like. 
0025. As another example, some of the systems include a 
transaction device that is deployed at a point of sale and 
capable of effectuating payment via a payment credential. 
Further, the transaction device is capable of writing another 
access credential Such that the other access credential 
becomes operable to effectuate payment. Based on the dis 
closure provided herein, one of ordinary skill in the art will 
recognize a variety of other transaction devices, and deploy 
ment locations that can be used in accordance with embodi 
ments of the present invention. 
0026. As used herein, the term “credential refers to any 
portable device that includes information useful in complet 
ing a transaction. Thus, for example, a credential may be a 
Smart card with information allowing a user of the credential 
to access an access point. As another example, a credential 
may be a payment device capable of transferring payment 
information to a transaction device. Such credentials may be, 
but are not limited to, credit cards, debit cards, access control 
cards, Smart cards, cellular telephones, personal digital assis 
tants, and/or the like. Such credentials may be capable of 
communicating via a magnetic stripe, a radio frequency inter 
face, a wired interface, an optical interface, and/or the like. 
Thus, as just one example, a credential being read by a trans 
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action device is wirelessly coupled to the transaction device, 
while another credential being written by the transaction 
device is coupled to the transaction device via a wired inter 
face. As another example, an credential being read by a trans 
action device may be a wireless Smart card, and a credential 
being written by the transaction device may be a cellular 
phone. Based on the disclosure provided herein, one of ordi 
nary skill in the art will recognize a variety credentials and 
mechanisms for facilitating communications between cre 
dentials and transaction devices. 
0027. For the purposes of this document, the term “access 
credential' is a credential that is 15 capable of, but not limited 
to, providing access via an access point. Also, for the pur 
poses of this document, the term “payment credential” is a 
credential that is capable of, but not limited to, providing 
payment capability. For the purposes of this document, the 
term “transaction credential is any credential used in relation 
to a transaction. Such a transaction can be a payment trans 
action, an access transaction, or any other type of transaction. 
Based on the disclosure provided herein. 
0028. Also, as used herein, the term “transaction device' 
refers to any device or equipment that can receive authoriza 
tion information from a credential and perform functions in 
relation to completing a transaction. Thus, for example, a 
transaction device may be, but is not limited to, a payment 
device Such as a point of sale device, or an access control 
module or device operable to control access via an access 
point. Based on the disclosure provided herein, one of ordi 
nary skill in the art will recognize a variety of other transac 
tion devices that can be used in relation to one or more 
embodiments of the present invention. 
0029 Transaction devices in accordance with one or more 
embodiments of the present invention are capable of operat 
ing at multiple carrier frequencies. In Such instances, it may 
be that one credential is read at one frequency, and that an 
emulated credential is written at another carrier frequency. 
Use of Such multiple frequencies may allow for communica 
tion with a broader array of credentials. 
0030 Various of the transaction devices can be used to 
emulate credentials. As used herein, the term "emulate” is 
used in its broadest sense to indicate a process whereby one 
credential is made capable of interacting with one or more 
transaction devices. Thus, for example, in emulating a cre 
dential transaction information from one credential is pro 
vided to another credential. 
0031 Turning to FIG. 1A, a known access control system 
100 is illustrated. System 100 includes a remote processing 
system 105 and local operation systems 107. Each of opera 
tion systems 107 include access control devices 140 physi 
cally coupled to respective access points 150. Access control 
devices 140 are electrically wired to an actuator of the asso 
ciated access point 150. When access point 150 is to be 
opened, access control device 140 sends an electrical signal to 
operate the associated actuator. 
0032. Access information that allows for access via one or 
both of access control devices 140 is programmed into cre 
dentials by a central access control 120 and a credential 
production system 110. This programming is done based on 
information from an access control database 130. In a typical 
scenario, remote processing system 105 is maintained by the 
security department of a company. The security department 
maintains access control database 130 as a list of all personnel 
authorized to enter company premises. A personnel may 
report to the security department and request an appropriate 
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access credential. The access information associated with the 
person is gathered from access control database 130 and 
programmed into a blank access credential using access cre 
dential production system 110. This programmed access cre 
dential can then be used by the person to access one or more 
of access points 150 through presentation to respective access 
control devices 140. 
0033 Turning to FIG. 1B, a known payment control sys 
tem 101 is illustrated. System 101 includes a remote process 
ing system 106 and local operation systems 108. Each of 
operation systems 108 include point of sale devices 141 
deployed at a payment location 151, Such as, a cash register at 
a department store. When a payment is to be made, a customer 
presents a credential at one of point of sale devices 141. In 
turn, payment information, such as, for example, a credit card 
number, is received by point of sale device 141 and transmit 
ted to a central payment control 121. This information is 
validated by central payment control 121 through use of a 
payment control database 131. In turn, central payment con 
trol 121 passes either a payment authorization or declines 
payment. The transaction is then finished based on the autho 
rization or denial. 
0034 Payment information that allows for payment using 
one or both of point of sale devices 141 is programmed into 
credentials by a central payment control 121 and a credential 
production system 111. This programming is done based on 
information from an payment control database 131. In a typi 
cal scenario, remote processing system 106 is maintained by, 
for example, a credit card company. The company maintains 
payment control database 131 as a list of all persons autho 
rized to make payments, and limits on Such payments. A 
person desiring to obtain a payment credential contacts the 
company and requests the credential. In turn, the company 
Verifies the status of the person and authorizes payment lim 
its. The company also produces a payment credential using 
credential production system 111, and the payment credential 
is sent to the person. The payment credential can then be 
presented by the person to point of sale device 141 to finalize 
a purchase. 
0035 Turning to FIG. 2, an emulation capable transaction 
system 200 in accordance with various embodiments of the 
present invention is illustrated. System 200 includes a read 
able credential 210 and a readable/writable credential 211. As 
will be appreciated from the following disclosure, readable 
disclosure 210 may be in some cases writable as well. System 
200 also includes an emulation capable transaction device 
220. Emulation capable transaction device 220 includes a 
reader 240 and a writer 230. Each of reader 230 and writer 240 
are communicably coupled to a memory 250. As used herein, 
the term “communicably coupled' is used in its broadest 
sense to mean coupling by any mechanism allowing commu 
nication of information. Thus, communicably coupled can be, 
but is not limited to, electrically coupled, optically coupled, 
audibly coupled, radio frequency coupled, and/or the like. 
0036. In operation, credential 210 is presented to transac 
tion device 220. Transaction information is passed from cre 
dential 210 to transaction device 220 via reader 240. As will 
be appreciated by one of ordinary skill in the art, this infor 
mation can be passed using one of a number of methods and 
can be passed in a variety of forms. In one particular embodi 
ment of the present invention, credential 210 is a radio fre 
quency identification credential capable of transmitting trans 
action information via a radio frequency to reader 240. As just 
Some examples, various radio frequency readers are disclosed 
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in U.S. patent application Ser. No. (Attorney No. 
74199-314838) entitled “Systems and Methods for Access 
Control', filed by Conlin et al. on a date even herewith. The 
entirety of the aforementioned application is incorporated 
herein by reference for all purposes. 
0037. In one particular embodiment of the present inven 
tion, the transaction information is transferred from creden 
tial 210 as a bit stream modulated by a carrier frequency. This 
bit stream includes a sync code and a command word fol 
lowed by data. The sync code is used it synchronize to the 
incoming stream, the command word can indicate the opera 
tion being requested Such as pay, enter, read, write, or any 
other command to actuate the transaction device. Based on 
the disclosure provided herein, one of ordinary skill in the art 
will recognize a number of sync codes, command words, 
and/or data packages that may be used in accordance with one 
or more embodiments of the present invention. 
0038. This transaction information is stored to memory 
250. In addition, the transaction information may be used to 
authorize and effectuate a particular transaction. Thus, for 
example, where transaction device 220 is an access control 
device, the transaction information can be parsed, and a deter 
mination made whether the transaction information is asso 
ciated with a person authorized to access the access point 
associated with the transaction device. Where the person is 
authorized, the access point is opened, otherwise access is 
denied. As another example, where transaction device is a 
credit card processing device, the transaction can be parsed, 
and the payment information gleaned from the credential by 
reader 240. This payment information can then be transmitted 
to a credit card processing facility, and in return the credit card 
processing facility provides either an authorization or denial. 
Based on the disclosure provided herein, one of ordinary skill 
in the art will appreciate that transaction device 220 may be 
one of a number of different transaction device types as are 
known in the art. 
0039. In addition to transaction processing capabilities as 
described above, transaction device 220 includes emulation 
capabilities. Such emulation capabilities are implemented 
using writer 230 to upload transaction information to creden 
tial 211. In one particular 30 embodiment, the transaction 
device writes the credential by issuing a write command via 
writer 230 that is recognized by credential 211. The write 
command is followed by program data that is received by 
credential 211 and stored therein. This program data can then 
be used to actuate transaction device 220 the next time cre 
dential 211 is presented to transaction device 220. Based on 
the disclosure provided herein, one of ordinary skill in the art 
will appreciate a number of different ways to write data to 
credential 211 that would be in accordance with one or more 
embodiments of the present invention. 
0040 Writing the transaction information to credential 
211 which is also capable of communicating the transaction 
information to transaction device 220 creates another creden 
tial 211 (i.e., emulates the first credential in the second cre 
dential) capable of carrying out transactions enabled thereby. 
As will be appreciated by one of ordinary skill in the art, 
providing Such emulation capability allows a user with many 
credentials to combine Such credentials into a single creden 
tial. As a more particular example, a user with a radio fre 
quency identification access credential, a magnetic stripe 
payment credential, and a credential enabled cellular phone 
may be able to access a transaction device capable of reading 
the payment credential and upload the transaction informa 
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tion therefrom to the cellular phone; and access a transaction 
device capable ofreading the access credential and upload the 
transaction information therefrom to the cellular phone. As 
Such, the cellular phone is enabled to perform payments simi 
lar to that done using the payment credential, and access 
similar to that done using the access credential. This can be 
done without visiting a centralized control point (e.g., a credit 
card processing company or a security department). 
0041 Turning to FIG.3, flow diagrams 300,301 illustrate 
methods for using transaction devices in accordance with one 
or more embodiments of the present invention. Following 
flow diagram 300, a credential is issued (block 303), and a 
transaction device is deployed (block 306). As one example, 
in an access control system, the credential may be created at 
a security office of a corporation interested in governing 
access to one or more of its buildings. In Such a case, the 
transaction device may be deployed near a door or other 
access point that will be susceptible to the credential. In some 
cases, deploying the transaction device can include wiring or 
otherwise coupling the transaction device to a latch or other 
access control associated with the access point. 
0042. As another example, in a point of sale system, the 
credential may be a credit card or debit card issued by an 
issuing institution. In such cases, deploying the transaction 
device may include installing a point of sale device at a 
location where a purchase may be consummated. In some 
cases, this may include coupling the point of sale device to a 
cash register at a retail check out stand. Based on the disclo 
sure provided herein, one of ordinary skill in the art will 
recognize a variety of other deployment and issuance 
approaches and/or processes that may be used in accordance 
with one or more embodiments of the present invention. 
0043 Continuing with flow diagram 300, the issued 
access credential is received at the deployed transaction 
device (block 309). This may include transmitting informa 
tion from the credential to the transaction device via a wire 
less or wired interface. As previously suggested, a wireless 
interface may be, but is not limited to, an optical interface, a 
radio 10 frequency interface, a cellular interface, and/or the 
like. The information transmitted from the credential (block 
309) is captured by the transaction device and stored in a 
memory associated therewith (block 312). In some cases, this 
information may be sufficient to actuate the transaction 
device. Thus, for example, this information may be sufficient 
to trigger the transaction device to at least begin a payment 
process. As another example, this information may be suffi 
cient to cause an actuator associated with an access point to 
release and allow entry through the access point. Based on the 
disclosure provided herein, one of ordinary skill in the art will 
appreciate a number of other uses for the access information. 
0044. In various embodiments of the present invention, a 
request to emulate the credential is also received at the trans 
action device (block 315). In some cases, this request may be 
received by pressing one or more buttons associated with the 
transaction device. In other cases, this request may be 
received wirelessly by presenting an emulation credential to 
the transaction device. In Sucha case, the presented emulation 
credential may upload information to the transaction device 
that indicates authority to emulate the previously presented 
credential. This indication of authority may include one or 
more private codes programmed by an owner of the issued 
credential into the emulation credential. Based on the disclo 
sure provided herein, one of ordinary skill in the art will 
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recognize a variety of methods whereby a desire to create an 
emulation credential can be communicated to the transaction 
device. 

0045. It is determined whether authorization must first be 
obtained before creating an emulation credential (block 318). 
Where authorization is required (block 318), authorization 
information is requested (block 321) and it is determined if 
the requested authorization information satisfies any required 
authorization criteria (block 324). As an example, it may be 
required that the registered owner of the issued credential be 
the same as the registered owner of the emulation credential. 
As another example, a user may be required to enter a per 
Sonal identification code associated with the issued credential 
into the transaction device 5 before being allowed to create an 
emulation credential. Based on the disclosure provided 
herein, one of ordinary skill in the art will recognize a variety 
of approaches that can be used for authorizing the creation of 
an emulation credential. Where the authorization is unsuc 
cessful (block 324), and error code is indicated (block 327). 
0046 Alternatively, where the authorization is successful 
(block 327), or where no authorization is required (block 
318), the process proceeds to flow diagram 301 as indicated 
by the letter 'A'. Following flow diagram 301, the previously 
received transaction information is retrieved from memory 
and formed into an emulation package (block 350). This 
emulation package includes all information necessary to pre 
pare the emulation credential to act as a proxy for the issued 
credential. Thus, for example, the emulation package may 
contain an access code, an indication of one or more carrier 
frequencies at which associated access readers operate, and 
any other information related to access a given set of access 
controllers. A similar package is formed for other transaction 
devices such as, for example, point of sale devices. The emu 
lation credential is accessed (block 353). This may include, 
for example, sending one or more messages to the emulation 
credential and receiving one or more responses therefrom. 
This process may include, but is not limited to, sending a 
setup message to the emulation credential that prepares the 
emulation credential to receive and accept the emulation 
package. It is then determined if the access to the emulation 
credential was successful (block356). Where the access to the 
emulation credential is not successful (block 356), an error 
message is indicated (block 359). 
0047 Alternatively, where the access to the emulation cre 
dential is successful (block 356), the emulation package is 
uploaded to the emulation credential (block 362). In turn, the 
emulation credential receives the emulation package, stores 
the various information from the emulation package, and uses 
the information to prepare the emulation credential to act as 
the issued credential. It is determined whether the emulation 
credential is to be tested (block 365). Where testing of the 
emulation credential is not requested otherwise indicated 
(block 365), the process ends (block 380). 
0048 Alternatively, where the emulation credential is to 
be tested (block 365), the emulation credential is received at 
the transaction device as if a new transaction is being initiated 
(block 368). This is as if the emulation credential is being 
presented to the transaction device as the issued credential 
was in the previously described block 309. The transaction 
information is captured from the emulation credential (block 
371), and it is determined if the emulation credential was 
properly prepared to act as the issued credential (block 374). 
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Where the emulation is successful (block 374), the process 
ends (block 380). Otherwise, an error message is indicated 
(block 377). 
0049. In another embodiment of the present invention, an 
emulation credential is created as follows. The emulation 
credential is presented to a transaction device capable of 
writing credentials. The transaction device reads the emula 
tion credential and determines that it is writable, and that it 
does not include data or a program Sufficient to actuate the 
transaction device. Either simultaneously or within a timeout 
period, a credential capable of actuating the transaction 
device is presented to the transaction device. This sequence 
causes the transaction device to recognize that the transaction 
information from the enabled credential is to be written to the 
emulation credential. As such, the transaction device is not 
actuated to perform the standard function assigned to the 
transaction device, but rather, the transaction device looks 
again (sends and receives information to/from) the emulation 
credential. In some cases, the transaction device is querying 
to determine if it is the same emulation credential that it 
previously recognized. Once found, the transaction device 
begins to upload the transaction information derived from the 
enabled credential to the emulation credential. This may be 
done, for example, by sending a write command/message 
followed by the appropriate transaction information received 
from the enabled credential. The emulation credential 
receives and stores the incoming information. At Such time, 
the emulation credential is enabled to actuate the transaction 
device. 
0050 Turning now to FIG. 4, a particular embodiment of 
the present invention showing an emulation system 400 
embodied as an access control system in accordance ton one 
or more embodiments of the present invention is depicted. 
Emulation system 400 includes an access controller 440, an 
emulation credential 430, and an access credential 420. 
Access controller 440 is communicably coupled to a latch 
associated with an access point 410. In operation, access 
credential 420 is presented at access controller 440. This may 
be sufficient to actuate the latch associated with access point 
410. In addition, a request to form an emulation credential 
may be received. Where such is the case, access controller 
440 uploads information to emulation credential 430 such 
that emulation credential 430 becomes capable actuating 
access controller 440 similar to that of access credential 430. 
0051. From this point, access controller 440 may be actu 
ated by either of access credential 420 or emulation credential 
430. In one particular case, upon Successful creation of emu 
lation credential 430, access credential 420 is disabled by a 
message written to access controller 440 to access credential 
420. In such cases, only one credential is ever left to actuate 
access controller 440. This may be advantageous where addi 
tional security is desired through limiting the proliferation of 
credentials capable of accessing transaction devices. 
0052 One of ordinary skill in the art will appreciate that 
while system 400 is specific to an access control application, 
similar principles and approaches can be applied to systems 
using other types of transaction devices. Such other transac 
tion devices may be, but are not limited to, point of sale 
devices. 

0053 Based on the disclosure provided herein, one of 
ordinary skill in the art will appreciate a number of advan 
tages associated with one or more embodiments of the present 
invention. For example, some embodiments of the present 
invention provide systems and/or methods whereby a number 
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of credentials can be emulated by a single “universal cre 
dential. This eliminates the need for a user to carry a multi 
plicity of credentials. Further, one or more embodiments of 
the present invention provide systems and/or methods 
whereby a credential issuer may issue “temporary' creden 
tials with the expectations that such credentials will be used to 
upload information to an emulation credential. Based on the 
disclosure provided herein, one of ordinary skill in the art will 
recognize a number of other advantages associated with one 
or more of the inventive systems and methods disclosed 
herein. 

0054 Turning to FIG. 5, a dual reader credential emula 
tion system 500 in accordance with one or more embodiments 
of the present invention is depicted. Dual reader credential 
emulation system 500 includes an existing reader 510 that is 
capable of receiving information from a credential 520 via a 
communication link 515. Communication link 515 is shown 
with a dashed line indicating a wireless communication link, 
but one of ordinary skill in the art will recognize a variety of 
communication links that may be used including wireless 
links such as RF links and optical links, as well as physical 
communication links Such as optical fiber and copper wire 
links. Existing reader 515 may be a known access control 
reader that is capable of receiving information from an access 
control credential, and using that information to determine 
whether access is authorized. Based on the disclosure pro 
vided herein, one of ordinary skill in the art will recognize a 
variety of devices that can perform the functions of existing 
reader 510. For example, existing reader 510 may be an 
access control device 140 or a point of sale device 141. In 
some cases, as indicated by dashed line 565, existing reader 
510 is communicably coupled to an access control panel 530 
via a communication port 567 of existing reader 510. As just 
one example, access control panel may be central access 
control 120 or central payment control 121. In general, access 
control panel 530 provides a remote, centralized, and/or hier 
archical control for one or more existing readers. Based on the 
disclosure provided herein, one of ordinary skill in the art will 
recognize a variety of devices and/or systems that may per 
form the function of access control panel 530. 
0055 Dual reader credential emulation system 500 also 
includes a new reader 540 with a buffer 541. New reader 540 
is communicably coupled to existing reader 545 via a com 
munication link 545. In one particular case, communication 
link 545 is a copper wire, but one of ordinary skill in the art 
will recognize a variety of communication links that may 
connect existing reader 510 to new reader 540. New reader 
540 is also communicably coupled to an emulation credential 
550 via a communication link 5S5. In one particular case, 
communication link 555 is a wireless link, but one of ordinary 
skill in the art will recognize a variety of communication links 
that may connect new reader 540 to emulation credential 550. 
0056 Turning to FIG. 6, a flow diagram 600 illustrates a 
method for credential emulation using a dual reader system in 
accordance with some embodiments of the present invention. 
Following flow diagram 600, a connection is established 
between existing reader 510 and new reader 540 (block 610). 
In some cases, this can include connecting the two readers 
using a wire. In other cases, a different communication link 
between the two readers is implemented. A credential is pre 
sented to the existing reader (block 620). In some cases, this 
includes moving an access control card within a perimeter of 
the reader. In other cases, this can include Swiping a magnetic 
stripe card through the reader. Based on the disclosure pro 
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vided herein one of ordinary skill in the art will recognize a 
variety of ways in which a credential may be presented to the 
existing reader. 
0057 With the connection established, information is 
transferred from credential 520 to existing reader 510. This 
information may be, as just one example, information iden 
tifying a holder of the credential that may be intended to 
authorize access via an access point. Based on the disclosure 
provided herein, one of ordinary skill in the art will recognize 
a variety of information that may be transferred. All or some 
part of the information received by existing reader 510 from 
credential 520 is transferred to new reader 540 (block 630). In 
Some cases, the new reader may not include capability for 
directly receiving information from the credential, while in 
other cases it may. The information received from existing 
reader 510 is stored in buffer 541 associated with the new 
reader (block 640). Emulation credential 550 is presented to 
new reader 510 (block 650), and the information stored in 
buffer 541 is written to emulation credential 550 (block 660). 
In this way, emulation credential 550 is modified to operate in 
a fashion similar to the credential presented to existing reader 
510. For example, where credential 520 is an access creden 
tial, emulation credential 550 may provide for access similar 
to that of credential 520. In some cases, credential 520 may 
perform multiple functions, and credential 550 may be modi 
fied to perform one or more of the multiple functions. In some 
cases, credential 520 may perform a single function, and 
credential 550 may be modified to perform the single function 
in addition to other functions emulated from other creden 
tials. Based on the disclosure provided herein, one of ordinary 
skill in the art will recognize a number of combinations of 
functions that may be emulated using the methods described 
in relation to FIG. 6. 

0058 Based on the disclosure provided herein, one of 
ordinary skill in the art will recognize a variety of setups 
and/or implementations that may achieve the functionality 
described in relation to FIG. 5 and FIG. 6. For example, in 
many cases a connection to an access panel is unnecessary. 
Further, in some cases, it may be desirable to mount both 
existing reader 510 and new reader 540 on a common back 
plate, table or cart. This may provide a convenient system 
and/or location for performing credential emulation. As such, 
one of ordinary skill in the art will recognize that the terms 
“existing reader' and “new reader merely indicate a differ 
entiation between two readers and do not necessarily connote 
that one reader was previously installed and that another 
reader is being introduced. Rather, both readers may be 
installed on a cart or other location together. Thus, the term 
existing reader connotes a readerable to receive information 
from aparticular credential, and the term new readerconnotes 
a readerable to write information to an emulation credential. 
In some cases, an existing reader and a new reader may have 
identical functionality, while in other cases, the functionality 
may be different. 
0059. In one particular embodiment, existing reader 510 is 
an older model reader that does not include emulation tech 
nology. Existing reader 510 is mounted on a cart with a newer 
model reader 540 that does have emulation capability. A 
Wiegand output (or serial or other data type) from existing 
reader 510 is provided to reader 540. Such would allow pre 
sentation of a proX (or other technology) card to existing 
reader 510, and capture of the prox wiegand (or other) data by 
newer model reader 540. Newer model reader 540 would then 
be able to write the captured data to an emulation credential. 
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In one specific case, existing reader 510 is a reader made by 
HID Inc., and new reader 540 is made by XCEEDID. 
0060 Turning to FIG. 7, a system 700 is able to create an 
emulation credential without an intervening reader in accor 
dance with one or more embodiments of the present inven 
tion. System 700 includes a credential 710 that is communi 
cably coupled to an emulation credential 720 via a 
communication link 715. In one particular case, emulation 
credential 720 is a cell phone, but one of ordinary skill in the 
art will recognize other types of credentials. Emulation cre 
dential 720 includes at least some of the functionality of 
previously described readers, and is thus able to receive infor 
mation from credential 710. This received information can be 
saved in emulation credential 720, and used later to commu 
nicate with a reader 730 via a communication link 725. 
Reader 730 can be, but is not limited to, an access control 
reader or a point of sale device. The preparation and use of the 
emulation credential is similar to that described above. 
0061. In conclusion, the present invention provides novel 
systems, devices, methods and arrangements for facilitating 
credential emulation. While detailed descriptions of one or 
more embodiments of the invention have been given above, 
various alternatives, modifications, and equivalents will be 
apparent to those skilled in the art without varying from the 
spirit of the invention. Therefore, the above description 
should not be taken as limiting the scope of the invention, 
which is defined by the appended claims. 
What is claimed is: 
1. A method for credential emulation with a transaction 

device capable of writing credentials, the method comprising: 
receiving information from a first credential at the transac 

tion device, the information from the first credential 
incapable of actuating the transaction device; 

within a predetermined time period, receiving information 
from a second credential at the transaction device, the 
information from the second credential capable of actu 
ating the transaction device; 

writing at least a portion of the information from the second 
credential to the first credential, wherein the first creden 
tial becomes operable to emulate an ability of the second 
credential upon receiving the portion of the access infor 
mation. 

2. The method of claim 1, wherein receiving the informa 
tion from a first credential is done at a first carrier frequency, 
and wherein writing at least a portion of the information from 
the second credential is done at a second carrier frequency. 

3. The method of claim 1, wherein the transaction device is 
a point of sale device. 

4. The method of claim 1, wherein the transaction device is 
an access control device. 

5. The method of claim 1, wherein the first credential is 
selected from a group consisting of a Smart card, a magnetic 
stripe card, a cell phone and a personal digital assistant. 

6. The method of claim 5, wherein the second credential is 
selected from a group consisting of a Smart card, a magnetic 
stripe card, a cell phone and a personal digital assistant. 

7. The method of claim 1, wherein the first credential is 
communicably coupled to the transaction device via an inter 
face selected from the group consisting of a magnetic stripe 
interface, a radio frequency interface, an optical interface, and 
a wired interface. 

8. A dual reader system for emulating access credentials, 
the system comprising: 
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a first access credential reader, wherein the first access 
credential reader is operable to receive information from 
a first access credential; and 

a second access credential reader in communication with 
the first access credential reader, wherein the second 
access credential reader is operable to receive and store 
at least a portion of the access information received by 
the first access credential reader and further wherein the 
second access credential reader is operable to provide at 
least a portion of the access information to a second 
access credential; 

wherein the second access credential is operable to receive 
the portion of the access information from the second 
access credential reader, and wherein the second access 
credential becomes operable to emulate at least a portion 
of the first access credential’s access ability. 

9. The system of claim 8, wherein the first access credential 
reader is configured to provide a wiegand output to the second 
access credential reader. 

10. The system of claim 8, wherein the first access creden 
tial reader is configured to provide a serial output to the 
second access credential reader. 

11. The system of claim 8, wherein the second access 
credential is selected from a group consisting of a cellphone 
and a personal digital assistant. 

12. The system of claim 8, wherein the first access creden 
tial is a Smart card. 

13. The system of claim 8, wherein the first access creden 
tial is communicably coupled to the first access credential 
reader via an interface selected from the group consisting of 
a magnetic stripe interface, a radio frequency interface, an 
optical interface, and a wired interface. 

14. The system of claim 8, wherein the second access 
credential is communicably coupled to the second access 
credential reader via an interface selected from the group 
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consisting of a magnetic stripe interface, a radio frequency 
interface, an optical interface, and a wired interface. 

15. The system of claim 8, wherein the information from 
the first access credential is received at a first carrier fre 
quency, and wherein the access information is provided to the 
second access credential at a second carrier frequency. 

16. A method for credential emulation with a dual reader 
system, the method comprising: 

receiving information from a first access credentialata first 
access credential reader, 

receiving at least a portion of the information at a second 
access credential reader, 

storing the at least a portion of the information at the 
second access credential reader, 

providing the at least a portion of the information to a 
second access credential, wherein the second access cre 
dential becomes operable to emulate at least a portion of 
the first access credentials access ability. 

17. The method of claim 16, wherein receiving at least a 
portion of the informationata second access credential reader 
includes receiving the at least a portion of the information 
through a wiegand output. 

18. The method of claim 16, wherein receiving at least a 
portion of the informationata second access credential reader 
includes receiving the at least a portion of the information 
through a serial output. 

19. The method of claim 16, wherein receiving information 
from a first access credential is done at a first carrier fre 
quency, and wherein providing the at least a portion of the 
information to a second access credential is done at a second 
carrier frequency. 

20. The method of claim 16, wherein the first access cre 
dential is selected from a group consisting of a Smart card, a 
magnetic stripe card, a cell phone and a personal digital 
assistant. 


