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Authenticated Confirmation and Activation Message

Abstract

Embodiments provide a data transmitter for transmitting data to a data receiver, wherein
individual communication information is known to the data transmitter and the data receiver, the
data transmitter being configured to generate an individual synchronization sequence while

using the individual communication information.
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Authenticated Confirmation and Activation Message

Description

Embodiments of the present invention relate to a data transmitter and a method for transmitting
data. Further embodiments relate to a data receiver and a method for receiving data. Some
embodiments relate to a data transmitter for transmitting an authenticated confirmation and

activation message, and to a data receiver for receiving the same.

In order to be able to synchronize a reception signal in a digital radio transmission system with
regard to timeslot, frequency, phase, and sampling phase and to estimate and equalize the
usually unknown radio channel, the transmission signal (waveform) in addition to unknown data
symbols is also based on synchronization symbols. These symbols are known in advance in the
receiver and are often referred to as training, pilot, reference, preamble or midamble symbols.
They usually do not carry any unknown (to the receiver) information and must therefore be
distinguished from the data symbols actually carrying the information. In current mobile radio
systems based on the GSM, UMTS and LTE standards, the synchronization symbols are
defined, for example, in the corresponding standard documents, see e.g. {3™ Generation
Partnership Project 3GPP TS 45.002, “Multiplexing and multiple access on the radio path"T’, [3™
Generation Partnership Project 3GPP TS 25.211, “Physical channels and mapping of transport
channels onto physical channels (FDD)’], [3" Generation Partnership Project 3GPP TS 36.211,
“Physical channels and modulation”].

While the synchronization symbols known in advance in the receiver are only used for
synchronization and/or channel estimation in the receiver, checking the authenticity of a
message requires the data transmitted in the message itself. Often a so-called CMAC sequence
(CMAC = cipher-based message authentication code) is used for this purpose. Synchronization

and authentication are thus separated from one another.

DE 10 2011 082 098 B1 shows a battery-operated stationary sensor arrangement with

unidirectional data transmission using a telegram splitting method for data transmission.
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WO 2015/128385 A1 describes a data transmission arrangement with an energy supply device

based on an energy harvesting element.

In the publication [G. Kilian, H. Petkov, R. Psiuk, H. Lieske, F. Beer, J. Robert, and A. Heuberger,
“Improved coverage for low-power telemetry systems using telegram splitting” in Proceedings of
2013 European Conference on Smart Objects, Systems and Technologies (SmartSysTech),
2013] an improved transmitting/receiving power for low-energy telemetry systems using a

telegram splitting method is described.

In the publication [G. Kilian, M. Breiling, H. H. Petkov, H. Lieske, F. Beer, J. Robert, and A.
Heuberger, “Increasing Transmission Reliability for Telemetry Systems Using Telegram Splitting”,
IEEE Transactions on Communications, vol. 63, no. 3, pp. 949-961, Mar. 2015] an improvement

in the transmission reliability of telemetry systems using a telegram splitting method is described.

The object of the present invention is therefore reducing the overhead of a message required for

authenticity checking.

In one embodiment, there is provided a data transmitter for transmitting data to a data receiver,
individual communication information being known to the data transmitter and to the data receiver,
the data transmitter being configured to generate an individual synchronization sequence while
using the individual communication information and to provide a data packet to be transmitted
with the individual synchronization sequence for synchronization of the data packet in the data
receiver and to transmit the data packet to the data receiver; the individual communication
information being information which authenticates the data transmitter and/or information which
authenticates a data packet of the data transmitter, the individual communication information
being known only to the data transmitter and to the data receiver, or to the data transmitter and

to a group of data receivers.
In another embodiment, there is provided a data receiver for receiving data from a data transmitter

transmitted by the data transmitter in a data packet, the data packet being provided with an

individual synchronization sequence generated while using individual communication

Date Regue/Date Received 2022-01-10
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information known to the data transmitter and the data receiver, the data receiver being configured
to generate an individual reference synchronization sequence while using the communication
information and to detect the data packet to be received while using the individual reference
synchronization sequence in a receive data stream or receive data buffer; the individual
communication information being information authenticating the data transmitter and/or a data
packet of the data transmitter; the individual communication information being known only to the
data transmitter and to the data receiver, or to the data transmitter and to a group of data

receivers.

In another embodiment, there is provided a method for transmitting data to a data receiver, the
method comprising: generating an individual synchronization sequence while using individual
communication information known to the data transmitter and the data receiver; and transmitting
a data packet containing the individual synchronization sequence for synchronizing the data
packet in the data receiver; the individual communication information being information
authenticating the data transmitter and/or information authenticating a data packet of the data
transmitter; the individual communication information being known only to the data transmitter

and to the data receiver, or to the data transmitter and to a group of data receivers.

In another embodiment, there is provided a method for receiving data from a data transmitter
transmitted by the data transmitter in a data packet, the data packet being provided with an
individual synchronization sequence generated while using individual communication information
known to the data transmitter and the data receiver, the method comprising: generating an
individual reference synchronization sequence while using the individual communication
information; detecting the data packet in a receive data stream or receive data buffer while using
the individual reference synchronization sequence; and receiving the detected data packet; the
individual communication information being information authenticating the data transmitter and/or
information authenticating a data packet of the data transmitter; the individual communication
information being known only to the data transmitter and to the data receiver, or to the data

transmitter and to a group of data receivers.

Date Regue/Date Received 2022-01-10
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In another embodiment, there is provided a method for transmitting an authenticated confirmation
of receipt which confirms receipt of a preceding data packet transmitted by a first subscriber of a
communication system, the method comprising: receiving the preceding data packet with a
second subscriber of the communication system; and transmitting a data packet having an
individual synchronization sequence from the second subscriber to the first subscriber upon
successful receipt of the preceding data packet, the individual synchronization sequence being
generated from individual communication information which is individually assigned to the first
subscriber and the second subscriber for mutual communication; the communication information
being information authenticating the data transmitter and/or information authenticating a data
packet of the data transmitter; the individual communication information being known only to the
data transmitter and to the data receiver, or to the data transmitter and to a group of data

receivers.

In another embodiment, there is provided a data transmitter for transmitting data to a data
receiver, wherein individual communication information is known to the data transmitter and the
data receiver, the data transmitter being configured to generate an individual synchronization
sequence while using the individual communication information; the data transmitter being
configured to derive the individual communication information from a preceding communication
between the data transmitter and the data receiver; wherein the individual communication
information is a cryptographic signature; or wherein the individual communication information is
an encrypted part of the preceding communication; the individual communication information
being known only to the data transmitter and to the data receiver, or to the data transmitter and

to a group of data receivers.

In another embodiment, there is provided a data receiver for receiving data from a data transmitter
transmitted by the data transmitter in a data packet, the data packet being provided with an
individual synchronization sequence generated while using individual communication information
known to the data transmitter and to the data receiver, the data receiver being configured to
generate an individual reference synchronization sequence while using the communication
information and to detect the data packet to be received while using the individual reference
synchronization sequence in a receive data stream or receive data buffer; the data receiver being

configured to derive the individual communication information from a preceding communication

Date Regue/Date Received 2022-01-10
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between the data transmitter and the data receiver; wherein the individual communication
information is a cryptographic signature; or wherein the individual communication information is
an encrypted part of the preceding communication; the individual communication information
being known only to the data transmitter and to the data receiver, or to the data transmitter and

to a group of data receivers.

In another embodiment, there is provided a method for transmitting data to a data receiver, the
method comprising: generating an individual synchronization sequence while using individual
communication information known to the data transmitter and the data receiver; and transmitting
a data packet having the individual synchronization sequence for synchronizing the data packet
in the data receiver; the individual communication information being derived from a preceding
communication between the data transmitter and the data receiver; wherein the individual
communication information is a cryptographic signature; or wherein the individual communication
information is an encrypted part of the preceding communication; the individual communication
information being known only to the data transmitter and to the data receiver, or to the data

transmitter and to a group of data receivers.

In another embodiment, there is provided a method for receiving data from a data transmitter
transmitted by the data transmitter in a data packet, the data packet being provided with an
individual synchronization sequence generated while using individual communication information
known to the data transmitter and to the data receiver, the method comprising: generating an
individual reference synchronization sequence while using the individual communication
information; detecting the data packet in a receive data stream or receive data buffer while using
the individual reference synchronization sequence; and receiving the detected data packet; the
individual communication information being derived from a preceding communication between
the data transmitter and the data receiver; wherein the individual communication information is a
cryptographic signature; or wherein the individual communication information is an encrypted part
of the preceding communication; the individual communication information being known only to
the data transmitter and to the data receiver, or to the data transmitter and to a group of data

receivers.

Date Regue/Date Received 2022-01-10
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Embodiments provide a data transmitter for transmitting data to a data receiver, wherein individual
communication information is known to the data transmitter and the data receiver, the data
transmitter being configured to generate an individual synchronization sequence using the

individual communication information.

Embodiments provide a data transmitter for transmitting data to a plurality of data receivers,
wherein individual communication information for individual communication between the data
transmitter and the one data receiver is known to the data transmitter and to one data receiver of
the plurality of data receivers, the data transmitter being configured to generate an individual

synchronization sequence using the communication information and to provide a data packet to

Date Regue/Date Received 2022-01-10
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be transmitted with the individual synchronization sequence for synchronization of the data

packet in the data receiver.

Embodiments provide a data receiver for receiving data from a data transmitter being
transmitted by the data transmitter in a data packet, wherein the data packet is provided with an
individual synchronization sequence which is generated while using individual communication
information known to the data transmitter and the data receiver, the data receiver being
configured to generate an individual reference synchronization sequence while using the
communication information and to detect the data packet to be received while using the

individual reference synchronization sequence in a receive data stream or receive data buffer.

This present invention is based on the concept of using an individual synchronization sequence
for the communication between the data transmitter and the data receiver, instead of a
conventional synchronization sequence known to all or several not specifically selected
subscribers (data transmitters and data receivers) of a communication system, which is derived
from individual communication information (e.g. a signature) that is only known to the data
transmitter and the data receiver (or a limited group of data transmitters and/or data receivers)

or individually assigned to them for mutual communication.

Further embodiments provide a method for transmitting data to a data receiver. The method
includes a step of generating an individual synchronization sequence while using individual
communication information which is known to the data transmitter and the data receiver. The
method further includes a step of transmitting a data packet having the indivi'dua'l

synchronization sequence to synchronize the data packet in the data receiver.

Further embodiments provide a method for receiving data from a data transmitter being
transmitted by the data transmitter in a data packet, wherein the data packet is provided with an
individual synchronization sequence generated while using individual communication
information that is known to the data transmitter and the data receiver. The method includes a
step of generating an individual reference synchronization sequence while using the individual
communication information. The method further includes a step of detecting the data packet in a
receive data stream or receive data buffer while using the individual reference synchronization
sequence. Further, the method includes a step of receiving the detected data packet.
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Further embodiments provide a method for transmitting an authenticated confirmation of receipt
which confirms the receipt of a preceding data packet transmitted by a first subscriber of a
communication system. The method includes a step of receiving the preceding data packet from
a second subscriber of the communication system. The method further includes a step of
transmitting a data packet having an individual synchronization sequence from the second
subscriber to the first subscriber upon successful receipt of the preceding data packet, wherein
the individual synchronization sequence is generated from individual communication information
individually assigned to the first subscriber and the second subscriber for mutual

communication.

In the following, advantageous further developments of the data transmitter are described.

In embodiments, the data transmitter may be configured to provide a data packet to be
transmitted with the individual synchronization sequence for synchronization of the data packet

in the data receiver.

In embodiments, the individual synchronization sequence can be a sequence of synchronization
symbols.

In embodiments, the individual communication information can be individual for the

communication between the data transmitter and the data receiver.

For example, the individual communication information may be individually assigned to the data
transmitter and the data receiver, e.qg. by the data transmitter or the data receiver itself or by
another unit of the communication system, such as another data transmitter or data receiver or

a central control unit.

In embodiments, the communication information may be known only to the data transmitter and

the data receiver (or a limited group of data receivers).

For example, the individual communication information may be used individually for the

communication between the data transmitter and the data receiver, e.g. only for the
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communication between the data transmitter and the data receiver (or a group of data receivers)
(and not for the communication with another data transmitter or another data receiver (or

another group of data receivers)).

In embodiments, the data transmitter can be configured to renew the communication information
after each data packet, after a preset number of data packets, or after a preset or certain time

interval.

In embodiments, the communication information may be information authenticating the data

transmitter and/or information authenticating a data packet of the data transmitter.

In embodiments, the communication information can be a signature.

For example, the communication information can be a cipher-based message authentication

code.

In embodiments, the data transmitter may be configured to transmit a data packet containing the
communication information to the data receiver in advance or to receive the communication

information in advance from the data receiver.

In embodiments, the data transmitter may be configured to provide the data packet with a
synchronization sequence which is only known to the data receiver and/or a limited group of

data receivers.

For example, the individual communication information can only be known in the data
transmitter and data receiver. However, it is also possible that the individual communication
information between the transmitter and several specifically selected data receivers is known
without the individual communication information losing its "individuality". The limited group of
data receivers may be determined by the data transmitter, the data receiver, another data

sender, another data receiver, a central control unit, a server, or an administrator, for example.

In embodiments, the data transmitter may be configured to divide the data packet into a plurality

of sub-data packets and to transmit the plurality of sub-data packets in a distributed manner in
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time and/or frequency to the data receiver. The data transmitter can be configured to divide the
data packet into the plurality of sub-data packets so that the individual synchronization
sequence (and optionally data (e.g. user data)) is divided into the piurality of sub-data packets.
The data transmitter may be configured to generate a time hopping pattern and/or frequency
hopping pattern with which the piurality of sub-data packets are transmitted so as to be

distributed in time and/or frequency while using the individual communication information.

in embodiments, the data transmitter may be configured to generate the individual

synchronization sequence while using a mapping rule (mapping specification).

In embodiments, the data transmitter may be configured to repeatedly (several times) transmit
the data packet with the individual synchronization sequence. The data transmitter may be
configured to divide the data packet into a plurality of sub-data packets, and to transmit the
plurality of sub-data packets to the data receiver in a distributed manner in time and/or
frequency according to a time and/or frequency hopping pattern, and to use a different time

and/or frequency hopping pattern in the repeated transmission of the data packet.

In embodiments, the data packet with the individual synchronization sequence can be a
confirmation message through said individual synchronization sequence which the data
transmitter transmits in response to a correct receipt of a preceding data packet. For example,
the data packet with the individual synchronization sequence can be a confirmation of receipt of

a preceding message.

In embodiments, the data transmitter may be configured to provide the data packet with
additional activation information about at least one further data packet to be transmitted by the
data transmitter. The activation information can specify a transmission time or structure
information of the at least one further data packet. For example, the structure information can be
a data packet size, a data packet length, a number of sub-data packets, or a time and/or
frequency hopping pattern.

In the following, advantageous further developments of the data receiver are described.
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In embodiments, the individual communication information can be individual for the

communication between the data transmitter and the data receiver.

For example, the individual communication information may be individually assigned to the data
transmitter and the data receiver, e.g. by the data transmitter or the data receiver itself or by
another unit of the communication system, such as another data transmitter or data receiver or

a central control unit.

In embodiments, the individual communication information may be only known to the data

transmitter and the data receiver or to a limited group of data receivers.

In embodiments, the communication information may be information authenticating the data
transmitter and/or information authenticating a data packet of the data transmitter.

In embodiments, the communication information can be a signature. For example, the

communication information can be a cipher-based message authentication code.

In embodiments, the data receiver may be configured to synchronize the data packet with the
individual synchronization sequence while using the reference synchronization sequence.
Furthermore, the data receiver may be configured to estimate the channel between the data

transmitter and the data receiver while using the synchronization sequence.

In embodiments, the data receiver may be configured to decode data of the data packet while

using the received individual synchronization sequence.

In embodiments, the data receiver may be configured to decode the data of the data packet
while using the received individual synchronization sequence to authenticate the data

transmitter.

In embodiments, the data receiver can be configured to let the received individual
synchronization sequence flow into the decoding as an unknown sequence when decoding the
data packet.
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For example, the (actually known) individual synchronization sequence can only be assumed to

be unknown for decoding and treated as an (unknown) data sequence with regard to decoding.

In embodiments, the data receiver may be configured to receive a data packet with the
communication information in advance from the data transmitter or to transmit a data packet
with the communication information in advance to the data transmitter. The data receiver may
be configured to detect the data packet with the communication information, which is provided
with a synchronization sequence, in a receive data stream while using a reference

synchronization sequence known to the data receiver and further data receivers.

In embodiments, the data packet can be transmitted divided into a plurality of sub-data packets,
wherein the plurality of sub-data packets is transmitted in a distributed manner in time and/or
frequency. For this purpose, the data receiver may be configured to receive and combine the
plurality of sub-data packets in order to obtain the data packet. The plurality of sub-data packets
may be transmitted while using a time hopping pattern and/or frequency hopping pattern so that
they are distributed in time and/or frequency. For this purpose, the data receiver may be
configured to determine the time hopping pattern and/or frequency hopping pattern while using

the individual communication information in order to receive the plurality of sub-data packets.

In embodiments, the data receiver may be configured to generate the individual reference

synchronization sequence while using a mapping rule.

In embodiments, the data packet can be provided with additional activation information about at
least one other data packet to be transmitted by the data transmitter. For this purpose, the data
receiver may be configured to receive the at least one further data packet while using the
activation information. The activation information can specify a transmission time or structure
information of the at least one further data packet. For example, the structure information can be

a time and/or frequency hopping pattern or data packet length.

In one aspect, there is provided a data transmitter for transmitting data to a data receiver,
individual communication information being known to the data transmitter and to the data
receiver, the data transmitter being configured to generate an individual synchronization
sequence while using the individual communication information; the individual communication

information being information which authenticates the data transmitter and/or information which
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authenticates a data packet of the data transmitter, the individual communication information

being known only
- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

In another aspect, there is provided a data receiver for receiving data from a data transmitter
transmitted by the data transmitter in a data packet, the data packet being provided with an
individual synchronization sequence generated while using individual communication
information known to the data transmitter and the data receiver, the data receiver being
configured to generate an individual reference synchronization sequence while using the
communication information and to detect the data packet to be received while using the
individual reference synchronization sequence in a receive data stream or receive data buffer,;
the individual communication information being information authenticating the data transmitter
and/or a data packet of the data transmitter; the individual communication information being
known only

- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

In another aspect, there is provided a data transmitter for transmitting data to a plurality of data
receivers, wherein individual communication information for individual communication between
the data transmitter and the one data receiver is known to the data transmitter and to one data
receiver of the plurality of data receivers, the data transmitter being configured to generate an
individual synchronization sequence while using the communication information and to provide
a data packet to be transmitted with the individual synchronization sequence for synchronization
of the data packet in the data receiver; the communication information being information
authenticating the data transmitter and/or information authenticating a data packet of the data
transmitter; the individual communication information being known only

- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

In another aspect, there is provided a method for transmitting data to a data receiver, the
method comprising: generating an individual synchronization sequence while using individual
communication information known to the data transmitter and the data receiver; and transmitting
a data packet containing the individual synchronization sequence for synchronizing the data
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packet in the data receiver; the individual communication information being information

authenticating the data transmitter and/or information authenticating a data packet of the data
transmitter; the individual communication information being known only
- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

In another aspect, there is provided a method for receiving data from a data transmitter
transmitted by the data transmitter in a data packet, the data packet being provided with an
individual synchronization sequence generated while using individual communication
information known to the data transmitter and the data receiver, the method comprising:
generating an individual reference synchronization sequence while using the individual
communication information; detecting the data packet in a receive data stream or receive data
buffer while using the individual reference synchronization sequence; and receiving the detected
data packet; the individual communication information being information authenticating the data
transmitter and/or information authenticating a data packet of the data transmitter; the individual
communication information being known only

- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

Method for transmitting an authenticated confirmation of receipt which confirms receipt of a
preceding data packet transmitted by a first subscriber of a communication system, the method
comprising: receiving the preceding data packet with a second subscriber of the communication
system; and transmitting a data packet having an individual synchronization sequence from the
second subscriber to the first subscriber upon successful receipt of the preceding data packet,
the individual synchronization sequence being generated from individual communication
information which is individually assigned to the first subscriber and the second subscriber for
mutual communication; the communication information being information authenticating the data
transmitter and/or information authenticating a data packet of the data transmitter; the individual
communication information being known only

- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

In another aspect, there is provided a data transmitter for transmitting data to a data receiver,

wherein individual communication information is known to the data transmitter and the data
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recejver, the data transmitter being configured to generate an individual synchronization

sequence while using the individual communication information; the data transmitter being
configured to derive the individual communication information from a preceding communication
between the data transmitter and the data receiver; wherein the individual communication
information is a cryptographic signature; or wherein the individual communication information is
an encrypted part of the preceding communication; the individual communication information
being known only

- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

In another aspect, there is provided a data receiver for receiving data from a data transmitter
transmitted by the data transmitter in a data packet, the data packet being provided with an |
individual synchronization sequence generated while using individual communication
information known to the data transmitter and to the data receiver, the data receiver being
configured to generate an individual reference synchronization sequence while using the
communication information and to detect the data packet to be received while using the
individual reference synchronization sequence in a receive data stream or receive data buffer;
the data receiver being configured to derive the individual communication information from a
preceding communication between the data transmitter and the data receiver; wherein the
individual communication information is a cryptographic signature; or wherein the individual
communication information is an encrypted part of the preceding communication; the individual
communication information being known only

- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

In another aspect, there is provided a method for transmitting data to a data receiver, the
method comprising: generating an individual synchronization sequence while using individual
communication information known to the data transmitter and the data receiver; and transmitting
a data packet having the individual synchronization sequence for synchronizing the data packet
in the data receiver; the individual communication information being derived from a preceding
communication between the data transmitter and the data receiver; wherein the individual
communication information is a cryptographic signature; or wherein the individual
communication information is an encrypted part of the preceding communication; the individual

communication information being known only
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- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

In another aspect, there is provided a method for receiving data from a data transmitter
transmitted by the data transmitter in a data packet, the data packet being provided with an
individual synchronization sequence generated while using individual communication
information known to the data transmitter and to the data receiver, the method comprising:
generating an individual reference synchronization sequence while using the individual
communication information; detecting the data packet in a receive data stream or receive data
buffer while using the individual reference synchronization sequence; and receiving the detected
data packet; the individual communication information being derived from a preceding
communication between the data transmitter and the data receiver; wherein the individual
communication information is a cryptographic signature; or wherein the individual
communication information is an encrypted part of the preceding communication; the individual
communication information being known only

- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

Embodiments of the present invention will be explained in more detail below with reference to
the accompanying figures, wherein:
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shows a schematic block diagram of a system comprising a data transmitter and

a data receiver, in accordance with an embodiment of the present invention;

shows, in a diagram, occupancy of the transmission channel during the
transmission of a plurality of sub-data packets in accordance with a time and

frequency hopping pattern;

shows a schematic communication sequence between a data transmitter and a

data receiver, in accordance with an embodiment;

shows a schematic view of a first arrangement of synchronization symbols and
data symbols in a data packet or sub-data packet, in which a block with the
synchronization symboils is preceded by a block with the data symbols;

shows a schematic view of a second arrangement of synchronization symbols
and data symbols in a data packet or sub-data packet in which a block of data

symbols is arranged between two blocks of synchronization symbols;

shows a schematic view of a third arrangement of synchronization symbols and
data symbols in a data packet or sub-data packet, in which a block of
synchronization symbols is arranged between two blocks of data symbols;

shows a schematic view of a fourth arrangement of synchronization symbols and
data symbols in a data‘packet or sub-data packet, in which blocks of data
symbols and blocks of synchronization symbols are alternately arranged in the
data packet or sub-data packet;

shows, in a flowchart, a method for generating the synchronization symbols of the
individual synchronization sequence;

shows, in a diagram, an occupancy of the transmission channel during the
transmission of a data packet by means of a plurality of sub-data packets which
are distributed in time and frequency;
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Fig. 7 shows, in a flow chart, a method for generating a time and/or frequency hopping
pattern;
Fig. 8 shows a flow diagram of a method for transmitting data to a data receiver

according to an embodiment; and

Fig. 9 shows a flowchart of a method for receiving data from a data transmitter

according to an embodiment.

In the following description of the embodiments of the present invention, elements which are
identical or identical in action will be referred to by identical reference numerals in the figures so

that their respective descriptions in the different embodiments are interchangeable.

Fig. 1 shows a schematic block diagram of a system with a data transmitter 100 and a data

receiver 110 according to an embodiment of the present invention.

Individual communication information is known to the data transmitter 100 and the data receiver
110.

The data transmitter 100 is configured to generate an individual synchronization sequence while
using the individual communication information and to provide a data packet 120 to be
transmitted with the individual synchronization sequence for synchronization of the data packet

120 in the data receiver 110, and to transmit the data packet 120 to the data receiver 110.

The data receiver 110 is configured to generate an individual reference synchronization
sequence while using the communication information and to detect the data packet 120 to be
received while using the individual reference synchronization sequence in a receive data stream
or receive data buffer.

For example, the individual communication information can be individual for the communication
between the data transmitter 100 and the data receiver 110. Thus, the individual communication
information can be individually assigned to the data transmitter 100 and the data receiver, e.g.
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by the data transmitter or the data receiver or by another unit of the communication system,
such as another data transmitter or data receiver or a central control unit. The individual
communication information can be individual for the communication between the data
transmitter 100 and the data receiver regarding the data packet 120, e.g. only for the
communication between the data transmitter 100 and the data receiver 110 (or a group of data
receivers) (and not for the communication with another data transmitter or another data receiver
(or another group of data receivers)). Thus, it is possible that the individual communication
information is known only to the data transmitter 100 and the data receiver 110 (or to the group

of data receivers).

The data transmitter 100 and the data receiver 110 can generate the individual synchronization
sequence or the individual reference synchronization sequence while using the individual
communication information (e.g. while using the same algorithm or the same mapping or
derivation rule) so that the individual synchronization sequence and the individual reference
synchronization sequence are the same. For example, the data receiver 110 thus can detect (or
find) the individual synchronization sequence (and thus the data packet 120) in the receive data

stream by correlating the receive data stream with the reference synchronization sequence.

Through the individual synchronization sequence, the data transmitter 100 can approach (or
select, or address) the data receiver 110, while the data receiver can determine from the

individual synchronization sequence whether it is approached (or selected, or addressed) by it.

As exemplarily shown in Fig. 1, the data trénsmitter 100 may have a transmission device (or
transmission module, or transmitter) 102 which is configured to transmit the data packet 120.
The transmission device 102 can be connected to an antenna 104 of the data transmitter 100.
The data transmitter 100 may further include a reception unit (or receiving module, or receiver)
106 which is configured to receive a data packet. The reception unit 106 can be connected to
the antenna 104 or a further (separate) antenna of the data transmitter 100. The data
transmitter 100 can also have a combined transmitter/receiver (transceiver).

The data receiver 110 may include a reception unit (or receiving module, or receiver) 116
configured to receive the data packet 120. The reception unit 116 can be connected to an

antenna 114 of the data receiver 110. Further, the data receiver 110 may include a transmission
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device (or transmission module, or transmitter) 112 configured to transmit a data packet. The
transmission device 112 can be connected to the antenna 114 or to a further (separate) antenna
of the data receiver 110. The data receiver 110 may also have a combined transmitter/receiver

(transceiver).

In embodiments, the data transmitter 100 can be a sensor node, while the data receiver 110 can
be a base station. Typically, a communication system comprises at least one data receiver 110
(base station) and a plurality of data transmitters (sensor nodes such as heating meters). Of
course, it is also possible that the data transmitter 100 is a base station, while the data receiver
110is a sensor node. Furthermore, it is possible that both the data transmitter 100 and the data
receiver 110 are sensor nodes. In addition, it is possible that both the data transmitter 100 and

the data receiver 110 are base stations.

The data transmitter 100 and the data receiver 110 may be optionally configured to transmit or
receive the data packet 120 while using the telegram splitting method. Thereby, the data packet
120 is divided into a plurality of sub-data packets (or partial packets) and the sub-data packets
are transmitted in a distributed manner in time and/or in a distributed manner in frequency from
the data transmitter to the data receiver, wherein the data receiver reassembles (or combines)
the sub-data packets in order to obtain the data packet 120. Each of the sub-data packets
thereby contains only a part of the data packet 120. The data packet 120 can be channel-coded
so that for error-free decoding of the data packet, not all sub-data packets but only some of the

sub-data packets are required.

The temporal distribution of the majority of sub-data packets can take place according to a time
hopping pattern. The time hopping pattern can specify a sequence of transmission times or
transmission time intervals with which the sub-data packets are transmitted. For example, a first
sub-data packet may be transmitted at a first transmission time (or in a first transmission
timeslot) and a second sub-data packet may be transmitted at a second transmission time (or in
a second transmission timeslot), wherein the first transmission time and the second
transmission time are different. The time hopping pattern thereby can define (or preset, or
specify) the first transmission time and the second transmission time. Alternatively, the time
hopping pattern can specify the first transmission time and a time interval between the first

transmission time and the second transmission time. Of course, the time hopping pattern can
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also only specify the time interval between the first point in time and the second transmission
time. There may be breaks in transmission between the sub-data packets during which

transmission is not taking place. The sub-data packets can also overlap in time (coincide).

The distribution in frequency of the majority of sub-data packets can take place according to a
frequency hopping pattern. The frequency hopping pattern can specify a sequence of
transmission frequencies or transmission frequency hoops with which the sub-data packets are
transmitted. For example, a first sub-data packet can be transmitted with a first transmission
frequency (or in a first frequency channel) and a second sub-data packet can be transmitted
with a second transmission frequency (or in a second frequency channel), wherein the first
transmission frequency and the second transmission frequency are different. The frequency
hopping pattern can define (or preset, or specify) the first transmission frequency and the
second transmission frequency. Alternatively, the frequency hopping pattern can specify the first
transmission frequency and a frequency interval (transmission frequency hopping) between the
first transmission frequency and the second transmission frequency. Of course, the frequency
hopping pattern can also only specify the frequency interval (transmission frequency hopping)

between the first transmission frequency and the second transmission frequency.

Of course, the majority of sub-data packets can also be transmitted in a distributed manner in
both time and frequency from the data transmitter 100 to the data receiver 110. The distribution
of the majority of sub-data packets in time and frequency can be done according to a time and
frequency hopping pattern. A time and frequency hopping pattern can be the combination of a
time hopping pattern and a frequency hopping pattern, i.e. a sequence of transmission times or
transmission time intervals at which the sub-data packets are transmitted, wherein transmission
frequencies (or transmission frequency hoops) are assigned to the transmission times (or
transmission time intervals).

The time and/or frequency hopping pattern used for the transmission of the plurality of sub-data
packets may be generated by the data transmitter 100 and the data receiver 110 while using the
individual communication information. Thus, also the time and/or frequency hopping pattern
used can be an individual time and/or frequency hopping pattern, i.e. individually for the
communication between the data transmitter 100 and the data receiver 110 or individually for
the data packet 120.
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Fig. 2 shows, in a diagram, an occupancy of the transmission channel during the transmission
of a plurality of sub-data packets 142 according to a time and frequency hopping pattern. The
ordinate thereby describes the frequency and the abscissa the time.

As can be seen in Fig. 2, the data packet 120 can be exemplarily divided into n = 7 sub-data
packets 142 and transmitted from the data transmitter 100 to the data receiver 110 according to

a time and frequency hopping pattern distributed in time and frequency.

As can be further seen in Fig. 2, the individual synchronization sequence 144 can also be
divided among the plurality of sub-data packets 142 so that the plurality of sub-data packets 142
each contain a part of the individual synchronization sequence (synchronization symbols in Fig.
2) 144 in addition to data (data symbols in Fig. 2) 146.

In the following, detailed embodiments of the data transmitter 100 and data receiver 110 are
described in more detail. The use of the telegram splitting method is purely optional, i.e. the
data packet 120 can be transmitted between data transmitter 100 and data receiver 110 both
directly (or in one piece, or as a whole) as well as distributed over the majority of sub-data

packets 142.

First detailed embodiment

The data packet 120 with the individual synchronization sequence can be a confirmation

message emitted by the data transmitter 100 to confirm a state or event.

Due to the fact that the individual synchronization sequence is individual for the communication
between the data transmitter 100 and the data receiver 110, the data receiver 110 can be sure

that the data packet 120 actually originates from the data transmitter 100.

For example, the data transmitter 100 can be configured to emit the data packet 120 with the
individual synchronization sequence in response to the successful receipt of a preceding data
packet (=event). The data packet 120 with the individual synchronization sequence can

therefore be a confirmation message due to the individual synchronization sequence, with which
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the data transmitter 100 confirms the successful receipt of the preceding data packet. This

example is explained further below with reference to Fig. 3.

Fig. 3 shows a schematic communication sequence between the data transmitter 100
(subscriber A) and the data receiver 110 (subscriber B), according to an embodiment. Thereby,

it is assumed that both data transmitter 100 and data receiver 110 are transceivers.

In a first step, subscriber A 110 transmits a message (e.g. a data packet) 122 to subscriber B
100. In a second step, subscriber B 100 transmits a confirmation message (=data packet 120
with the individual synchronization sequence) to subscriber A 110. With the confirmation
message, subscriber B 100 confirms the receipt of the message 122. Optionally, subscriber B
100 can transmit an activation message to subscriber A 110 together with the confirmation
message. Subscriber B 100 can also provide the data packet 120 with activation information,
wherein the activation information can specify a transmission time of at least one further data
packet and/or structural information (e.g. time and/or frequency hopping pattern) of the at least
one further data packet. In a third step, subscriber B 100 can transmit at least one further
optional message (e.g. at least one further data packet) 124 to subscriber A 110 according to

the preceding activation information.

In embodiments, authentication of the message is linked to the synchronization sequence.
Authenticating the message can be done by transmitting an individual, dynamically calculated
symbol sequence which is known in advance to the data receiver 110 and which simultaneously
serves as a synchronization sequence for the data receiver 110. Therefore, emission of fixed
synchronization symbols which are defined in advance in a standard or a waveform

specification, can be dropped.

The prerequisite for the application of this method is individual communication information, e.g.
a communication between data transmitter 100 and data receiver 110 preceding the current
transmission, from which both subscribers can derive individual communication information, e.g.
a numerical (e.g. binary) signature or a CRC, or part of the transmitted data, e.g. in the form of a
CMAC, according to a method known to both subscribers. From this signature, the symbols of

the synchronization sequence can be calculated according to a suitable method.
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In addition to the authenticated confirmation of receipt, the message can optionally be used to
transmit further information which is not known in advance to the data receiver of the
confirmation of receipt. This part of the message can be referred to as the data sequence in
demarcation to the synchronization sequence. For example, the data receiver can be informed
at which point in time it can expect a new data transmission from the data transmitter and what
length (e.g. packet length), which structure, which hopping pattern or other parameters the new
data transmission has so that the data receiver can return to reception readiness at the

appropriate point in time, if necessary, after a rest period.

Second detailed embodiment

The authenticated confirmation of receipt can be transmitted in the form of a message
consisting of one or more associated sub-data packets ("telegram splitting") 142 (see Fig. 2). In
the optional case of telegram splitting, emission of the sub-data packets 142 can be done

according to the assigned values "transmission time" and/or "transmission frequency".

The data packet 120 (message) may contain two basically distinguishable symbol types.
Synchronization symbols known in advance in the data receiver 110 and data symbols unknown
in advance in the data receiver 110. The exact arrangement of the above symboils in relation to
each other, e.g. in the form of symbol blocks, is irrelevant. Fig. 4a to 4d exemplarily illustrate
several options for the structure of the data packet (message) or the sub-data packets 142 of
the data packet. Numerous further arrangements are conceivable, in particular also
entanglerﬁents of synchronization and data symbols. In the case of telegram splitting, each sub-
data packet 142 of a message can contain different synchronization symbol sequences. This is

advantageous, but not mandatory.

In detail, Fig. 4a shows a schematic view of a first arrangement of synchronization symbols 144
and data symbols 146 in a data packet 120 or sub-data packet 142, in which a block with
synchronization symbols 144 precedes a block with data symbols 146.

Fig. 4b shows a schematic view of a second arrangement of synchronization symbols 144 and
data symbols 146 in a data packet 120 or sub-data packet 142, in which a block of data symbols
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146 is arranged between two blocks of synchronization symbols 144 (split synchronization

sequence).

Fig. 4c shows a schematic view of a third arrangement of synchronization symbols 144 and data
symbols 146 in a data packet 120 or sub-data packet 142, in which a block of synchronization
symbols 144 is arranged between two blocks of data symbols 146.

Fig. 4d shows a schematic view of a fourth arrangement of synchronization symbols 144 and
data symbols 146 in a data packet 120 or sub-data packet 142, in which blocks of data symbols

146 and blocks of synchronization symbols 144 are alternately arranged in the sub-data packet.

The synchronization symbols of an authenticated confirmation of receipt (individual
synchronization sequence) can be equally known in the data transmitter 100 and in the
addressed data receiver 110. Calculation of the synchronization symbols can be done on the
basis of individual communication information (e.g. (numerical) signature) known in the data
transmitter 100 and data receiver 110, e.g. in the form of a CMAC. The principle is illustrated in
the following Fig. 5.

Fig. 5 shows, in a flowchart, a method 200 for generating the synchronization symboils. In a first
step 202, the individual communication information is provided, e.g. by the data transmitter 100,
the data receiver 110 or another subscriber of the communication system, such as another data
transmitter or data receiver or a central control unit. In a second step, 204, a mapping rule is
applied to the individual communication information -in order to obtain the individual
synchronization sequence (or the entirety of symbols of the individual synchronization
sequence). In a third step 206, the individual synchronization sequence can be assigned to the
data packet 120 or optionally, as exemplarily shown in Fig. 5, divided among the plurality of sub-
data packets 142, as exemplarily indicated in Fig. 5 by the two sub-data packets with the blocks
of data symbols 146 and the blocks of synchronization symbols 144.

In other words, the starting point is the individual communication information (e.g. a time-varying
numerical signature (e.g. CMAC) of the length M bit). From this, a sequence of the length N

symbols can be generated in a suitable mapping rule. By means of an assignment rule, the N
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symbols can be mapped to the synchronization areas available for the message of the data
packet 120 or the sub-data packets 142.

Depending on the signature length and the number and modulation of the synchronization
symbols, the mapping rule can, from an information-theoretical point of view, in principle both
introduce redundancy into the numerical signature and reduce the information content of the
signature. In the case of transmission via disturbed radio channels, however, redundancy can
be introduced in a preferred manner by the mapping rule in order to be able to restore and verify
the signature in the data receiver 110 even in case of a transmission loss of one or more
synchronization symbols. This can be done, for example, by FEC coding (FEC = forward error
correction) on the basis of common folding or turbo codes, as is usually used for data

transmission via disturbed channels according to the prior art.

The appropriate choice of the mapping rule is therefore primarily determined by the length of the
signature, the number of synchronization symbols available and/or the desired transmission

security of the signature.

Similar to the individual communication information, the mapping rule can also be known to both

the data transmitter and the data receiver.

Insofar as the data package 120 is optionally divided among the majority of sub-data packets
142, the assignment of the synchronization symbols to the sub-data packets 142 can be a
bijective mappihg (or assignment). Thereby, no iﬁformation is added or reduced. In other words,
it can be a bijective mapping by means of which the synchronization symbols can be distributed

to the synchronization area of the sub-data packets.

In embodiments, individual communication information (e.g. a numerical signature of suitable
length) can be generated on the data transmitter side or data receiver side and exchanged
between data transmitter and data receiver. In order to arrange authentication as secure as
possible, a dynamic (time-variable) signature of sufficient length can be selected, for example.

For this purpose, for example a CMAC is suitable.
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On the data transmitter side (or waveform side), the individual synchronization sequence (e.g.
synchronization symbol sequence) can be formed from the individual communication
information (e.g. above-mentioned signature) with the aid of the mapping rule and, if telegram

splitting is used, assigned to sub-data packets 142.

On the data receiver side (or decoder side), the individual synchronization sequence can be
formed from the individual communication information (e.g. above-mentioned signature) with the
aid of the mapping rule and, if telegram splitting is used, assigned to sub-data packets 142. The
synchronization of the received message in time, phase, sampling phase, frequency and/or
channel estimation can be done on the basis of the individual synchronization sequence. The
authentication of the received message can further be done by retrieving the sent individual
communication information (e.g. numerical signature) from the received signal. Even though this
is known in the data receiver, it can be additionally verified by demodulation of the received
individual synchronization sequence and application of the inverse mapping rule (e.g. by
decoding). No expectations (“a-priori knowledge”) are assumed with regard to the known

sequence.

Third detailed embodiment

The data transmitter 100 can be configured to repeatedly transmit the data packet with the

individual synchronization sequence, thus, to repeat the confirmation of receipt.

For example, the authenticated confirmation of receipt can be transmitted K-fold with identical
content, i.e. identical transmission symbols. K is generally an integer value greater than 1. The
number of repetitions can be specified as a fixed parameter, or depending on the situation, can
be redefined by the data transmitter on a case-by-case basis (dynamic number of repetitions). A
limited transmission time (duty cycle to be observed) or the evaluation of the radio connection
quality between data transmitter and data receiver can serve as a basis for the dynamic

definition of a repetition number.

In the event of poor receiving conditions, the repetition can serve to increase the probability that

the confirmation of receipt can be evaluated (decoded) without errors in the addressed data



10

15

20

25

30

CA 03056312 2019-09-12

20

receiver. In the case of good receiving conditions, the data receiver can evaluate the
authenticated confirmation of receipt without errors after less than K received transmissions
and, thus, prematurely shut down the receiving module. This receiver shutdown potentially

reduces power consumption, which increases battery life for battery-powered devices.

If the authenticated confirmation of receipt is transmitted in the form of sub-data packets, each
sub-data packet is retransmitted accordingly during repetition. The transmission times of all sub-

data packets are known to the data receiver.

In embodiments, the authenticated confirmation of receipt can be transmitted several times, e.g.
with identical content, i.e. identical transmission symbols, on the data transmitter side (or
waveform side). Insofar as telegram splitting is used, the repeated sub-data packets 142 do not
necessarily have to be transmitted in the same time/frequency grid when the data packet 120
(=receipt confirmation) is repeated, but can be sent in different ways in the available time and
frequency resources. This includes the case where the repetition does not necessarily take
place after the first transmission, but also in parallel or partially overlapping time with the first
transmission while using separate timeffrequency resources. If the number of repetitions is
determined dynamically, the radio link quality between the data transmitter and the data receiver
and/or the compliance with a specified maximum transmission activity (“duty cycle”) can serve

as criteria.

In embodiments, an attempt can be made on the data receiver side (or decoder side) after each
emission operation to evaluate the authenticated confirmation of receipt (e.g. by decoding). In
the event of success, the data receiver can be deactivated with regard to the subsequent
repetitions of the authenticated confirmation of receipt. If a successful evaluation cannot be
achieved after each transmission/emission, the data receiver can accumulate the information

content already transmitted. This can be done, for example, by so-called “soft bit combining”.

Fourth detailed embodiment

The data transmitter 100 may be configured to provide the data packet 120 with additional

activation information on at least one further data packet to be transmitted by the data
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transmitter 100. The data transmitter 100 can therefore use the data packet 120 to transmit

further information for future data packets (or messages).

Thus, the data transmitter 100 can provide the data packet 120 comprising the individual
synchronization sequence which due to the individual synchronization sequence can be a
confirmation message (or confirmation of receipt), by means of which the data transmitter 100
confirms the successful receipt of a preceding data packet, with the additional activation
information in order to prepare the data receiver 110 to receive at least one further data packet
124. The activation information can be a transmission time of at least one further data packet
and/or structural information (e.g. time and/or frequency hopping pattern, length) of at least one
further data packet.

For example, in addition to the actual confirmation of receipt (for a temporally preceding
transmission), the data transmitter 100 can also use the same to prepare the data receiver 110
for further planned message transmissions which the data transmitter 100 will carry out after the
transmission of the data packet 120 (= confirmation of receipt). For example, this can be
information regarding the structure, scope/length, and transmission time of the scheduled
message. With the aid of said information, the data receiver 110 of the authenticated
confirmation of receipt can specifically prepare to receive the future message or several future

messages of the data transmitter 100.

With this measure, for example, the transmission of the future transmission time of the future
message(s), the data receiver 110 can deactivate its reception readiness until the planned

transmission time and, thus, save energy.

Furthermore, in a system with many data receivers (e.g. sensor nodes) that are basically
unsynchronized in terms of time, this measure makes it possible to temporally coordinate the
several data receivers for the reception of a common message (“broadcast” mode) and, thus, to
effectuate a partially synchronous behavior with regard to the reception.

The further information can optionally be in addition cryptographically protected, wherein a
sequence deviating from the numerical signature mentioned above can be the basis.
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In embodiments, additional information can be transmitted on the data transmitter side (or
waveform side) in the framework of the authenticated confirmation of receipt, which informs the
data receiver 110 of relevant parameters relating to structure, scope/length and transmission
time of future further messages transmitted (by the sender of the confirmation of receipt). If a
transmission in the “broadcast” mode (point-to-multipoint) is provided in the system, a temporal

synchronization of the reception readiness of all affected data receivers can be carried out.

In embodiments, the data receiver side (or decoder side) can prepare the data receiver 110 for
the expected future message(s) of the data transmitter 100 (or sender) after an extraction of the
above information. Furthermore, the data receiver (or parts thereof) may be deactivated until the

time of the announced new message(s) for the purpose of energy saving.

Fifth detailed embodiment

The transmission of a message (telegram) can optionally take place in the form of several sub-
data packets 142 which can be distributed over the radio channel resources “transmission time”
and/or “transmission frequency”. The prerequisite for the embodiment described below is that a
message is transmitted in the form of at least two sub-data packets 142 and that different time
and/or frequency resources are available for the transmission of the sub-data packets 142 or at

least two different time and/or frequency resources.

Fig. 6 shows in a diagram an occupancy of the transmission channel during the transmission of
a data packet by means of a plurality of sub-data packets 142 which are distributed in time and
frequency. In other words, Fig. 6 shows a division of a message over several sub-data packets
142 in time and frequency. Thereby, the ordinate describes the frequency and the abscissa the

time.

The arrangement of the sub-data packets 142 of a message can be described as a hopping
pattern. When allocating hopping patterns, the data transmitter 100 (sender of the message)
typically has a large degree of freedom within system-dependent limits. The requirement is that
the applied hopping pattern is known in the data receiver 110 or can be determined before the

message is received.
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With reference to the data packet 120 with the individual synchronization sequence (=
authenticated confirmation of receipt), the hopping pattern can be dynamically selected on the
basis of the same individual communication information (e.g. numerical signature (e.g. CMAC)),

which is used in the second detailed embodiment.

Fig. 7 shows, in a flowchart, a method 220 for generating a time and/or frequency hopping
pattern. In a first step 222, the individual communication information (e.g. numerical signature of
length M bit, cf. Fig. 5) can be provided. As already described above, the individual
communication information can be generated by the data transmitter 100, the data receiver 110
or another subscriber of the system, such as another data transmitter, another data receiver or
a central control unit. In a second step 224, a mapping rule can be applied to the individual
communication information to generate the time and/or frequency hopping pattern (transmission
times and transmission frequencies).

Thus, Fig. 7 shows the generation of the hopping pattern (transmission times, transmission
frequencies) from the signature. For example, the mapping rule can calculate the values of the
transmission times and transmission frequencies for all sub-data packets 142 belonging to the
message from the respective individual communication information (numerical signature).
Thereby, it is preferred to aim for each possible piece of individual communication information
(signature) to lead to a different selection of transmission times and transmission frequencies.

The mapping rule can be known in the data transmitter 100 and data receiver 110.

The advantage of a dynamic, signature-dependent hopping pattern is that the arrangement of
the sub-data packets of the message with regard to transmission time and transmission
frequency is unknown to any other than the addressed radio subscriber (data receiver 110).
This significantly complicates the unintended interception of messages, e.g. by recording the
radio connection (“sniffing”), and thus, represents an additional security feature. Furthermore,
the targeted manipulation of the data receiver by unauthorized (external) transmitters can be
made more difficult, which superimpose or interfere with the signal of the authorized data
transmitter 100 on the radio link.

In embodiments, individual communication information (e.g. numerical signature with a suitable

length) can be generated on the data transmitter side (or waveform side) and exchanged
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between data transmitter 100 and data receiver 110. For example, the individual communication
information can be a dynamic (temporally variable) signature of sufficient length, such as a
CMAC (see second detailed embodiment). According to a suitable mapping rule, the sub-data
packets to be sent can be distributed individually on the basis of the individual communication
information (e.g. above-mentioned signature) with regard to the transmission times and the

transmission frequencies.

In embodiments, the transmission times and transmission frequencies on the data receiver side
(or decoder side) can be calculated from the individual communication information (e.g. above-
mentioned signature) using the mapping rule known in the data receiver 110. The receiving
module (or reception unit 116) of the data receiver 110 can be controlled such that it detects

and evaluates the radio signals at the preset times on the preset frequencies.

Further design embodiments

Fig. 8 shows a flowchart of a method 240 for transmitting data to a data receiver, according to
an embodiment. The method 240 includes a step 242 of generating an individual
synchronization sequence while using individual communication information known to the data
transmitter and the data receiver. Further, the method 240 includes a step 244 of transmitting a
data packet comprising the individual synchronization sequence for synchronizing the data

packet in the data receiver.

Fig. 9 shows a flowchart of a method 260 for recei\}ing data from a data transmitter, according to
an embodiment. The method 260 includes a step 262 of generating an individual reference
synchronization sequence while using the individual communication information. Further, the
method 260 includes a step 264 of detecting the data packet in a receive data stream or receive
data buffer while using the individual reference synchronization sequence. Further, the method

260 includes a step 266 of receiving the detected data packet.

Embodiments relate to a data transmitter, a data receiver and/or a system for bidirectional
transmission of data from many sensor nodes to a base station or in the other direction from
one or more base station(s) to one or more sensor nodes.
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Embodiments are a type of transmission in which the successful receipt of a message is
confirmed by the data receiver in authenticated form (“Acknowledge”) and in which the data
receiver simultaneously forwards relevant information to the sender of the original message with
the confirmation of receipt for optional emission of further data with a separate message

following the confirmation message.

In embodiments, successful receipt of a message transmitted from subscriber A to subscriber B
can be confirmed. Some embodiments refer to the authenticated confirmation of receipt by
subscriber B (cf. Fig. 3). '

In embodiments, a confirmation message (e.g. from subscriber B to subscriber A) can be
authenticated by emitting a synchronization sequence on frequency, phase and channel
estimation, the content of which is known in the system only to the addressed data receiver

(subscriber A) in addition to the sender (subscriber B).

In embodiments, the above synchronization sequence can be derived/calculated on the basis of
a numerical signature known both in the data transmitter (subscriber B) and in the data receiver

(subscriber A).

In embodiments, the entire authenticated confirmation message may be repeated once or more
to increase the probability of successful transmission. The authenticated confirmation message

can be configured such that complete receipt of the message is possible even without its

‘repetition.

In embodiments, further information can be transmitted with the confirmation message, which
transmit information to subscriber A in particular about the time and length of an optional future
message transmission by subscriber B, whereby subscriber A can activate its receiving module
specifically at the scheduled time.

In embodiments, the data transmitter may be configured to transmit an authenticated

confirmation of receipt of a previously received message.
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In embodiments, while using the authentication information from the preceding message (e.g.
only known to the data transmitter and data receiver) saving of data can be achieved, since it is

not necessary to transmit new authentication information.

In embodiments, the authentication information may be a cryptographic signature based on the
preceding message. For example, the authentication information may be a CMAC based on the

preceding message.

In embodiments, the authentication information may be information from an encrypted part of

the preceding message.

In embodiments, the synchronization sequence can only be generated from data of the

preceding message, i.e. the synchronization sequence is not "allocated”,

In embodiments, the synchronization symbols can be generated from the authentication

information by a mapping rule.

For example, the mapping rule may be based on an FEC (e.g. a Hamming-Code or
Convolutional Code). For example, the known authentication information can be submitted
together with the FEC data, wherein some of the generated data being defined only by the

authentication information.

For example, only part of the authentication information can be used to generate the

synchronization symbols.

In embodiments, in addition to the authenticated confirmation of receipt, further information
about the following (sub-) data packets (length, hopping pattern, ...) can be transmitted in the
packet.

Even though some aspects have been described within the context of a device, it is understood
that said aspects also represent a description of the corresponding method, so that a block or a
structural component of a device is also to be understood as a corresponding method step or as

a feature of a method step. By analogy therewith, aspects that have been described in
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connection with or as a method step also represent a description of a corresponding block or
detail or feature of a corresponding device. Some or all of the method steps may be performed
by a hardware device (or while using a hardware device) such as a microprocessor, a
programmable computer or an electronic circuit, for example. In some embodiments, some or

several of the most important method steps may be performed by such a device.

Depending on specific implementation requirements, embodiments of the invention may be
implemented in hardware or in software. Implementation may be effected while using a digital
storage medium, for example a floppy disc, a DVD, a Blu-ray disc, a CD, a ROM, a PROM, an
EPROM, an EEPROM or a FLASH memory, a hard disc or any other magnetic or optical
memory which has electronically readable control signals stored thereon which may cooperate,
or cooperate, with a programmable computer system such that the respective method is
performed. This is why the digital storage medium may be computer-readable.

Some embodiments in accordance with the invention thus comprise a data carrier which
comprises electronically readable control signals that are capable of cooperating with a

programmable computer system such that any of the methods described herein is performed.

Generally, embodiments of the present invention may be implemented as a computer program
product having a program code, the program code being effective to perform any of the

methods when the computer program product runs on a computer.

The program code may also be stored on a machine-readable carrier, for example.

Other embodiments include the computer program for performing any of the methods described
herein, said computer program being stored on a machine-readable carrier.

In other words, an embodiment of the inventive method thus is a computer program which has a
program code for performing any of the methods described herein, when the computer program

runs on a computer.

A further embodiment of the inventive methods thus is a data carrier (or a digital storage

medium or a computer-readable medium) on which the computer program for performing any of
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the methods described herein is recorded. The data carrier, the digital storage medium or the

computer-readable medium are typically concrete and/or non-transitory and/or non-transient.

A further embodiment of the inventive method thus is a data stream or a sequence of signals
representing the computer program for performing any of the methods described herein. The
data stream or the sequence of signals may be configured, for example, to be transferred via a

data communication link, for example via the internet.

A further embodiment includes a processing means, for example a computer or a
programmable logic device, configured or adapted to perform any of the methods described

herein.

A further embodiment includes a computer on which the computer program for performing any

of the methods described herein is installed.

A further embodiment in accordance with the invention includes a device or a system configured
to transmit a computer program for performing at least one of the methods described herein to a
receiver. The transmission may be electronic or optical, for example. The receiver may be a
computer, a mobile device, a memory device or a similar device, for example. The device or the
system may include a file server for transmitting the computer program to the receiver, for

example.

In some embodiments, a programmable logic device (for example a field-programmable gate
array, an FPGA) may be used for performing some or all of the functionalities of the methods
described herein. In some embodiments, a field-programmable gate array may cooperate with a
microprocessor to perform any of the methods described herein. Generally, the methods are
performed, in some embodiments, by any hardware device. Said hardware device may be any
universally applicable hardware such as a computer processor (CPU) or a graphics card (GPU),
or may be a hardware specific to the method, such as an ASIC.

The devices described herein may be implemented, e.g., while using a hardware apparatus or
while using a computer or while using a combination of a hardware apparatus and a computer.
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The devices described herein or any components of the devices described herein may be

implemented, at least partly, in hardware or in software (computer program).

The methods described herein may be implemented, e.g., while using a hardware apparatus or

while using a computer or while using a combination of a hardware apparatus and a computer.

The methods described herein or any components of the devices described herein may be

executed, at least partly, by hardware or by software.

The above-described embodiments merely represent an illustration of the principles of the
present invention. It is understood that other persons skilled in the art will appreciate any
modifications and variations of the arrangements and details described herein. This is why the
invention is intended to be limited only by the scope of the following claims rather than by the
specific details that have been presented herein by means of the description and the discussion

of the embodiments.
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Claims

A data transmitter for transmitting data to a data receiver, individual communication
information being known to the data transmitter and to the data receiver, the data
transmitter being configured to generate an individual synchronization sequence while
using said individual communication information and to provide a data packet to be
transmitted with the individual synchronization sequence for synchronization of the data

packet in the data receiver and to transmit the data packet to the data receiver;

said individual communication information being information which authenticates the data

transmitter and/or information which authenticates a data packet of the data transmitter,

said individual communication information being known only
- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

The data transmitter as claimed in claim 1, the data transmitter being configured to
generate the individual synchronization sequence from the individual communication

information while using a mapping specification.

The data transmitter as claimed in claim 1 or 2, the data transmitter being configured to
transmit in advance a data packet containing the communication information to the data

receiver or to receive in advance the communication information from the data receiver.

The data transmitter as claimed in claim 3, the data transmitter being configured to provide
the data packet with a synchronization sequence known only to the data receiver and/or

to a limited group of data receivers.

The data transmitter as claimed in any one of claims 1 to 4, the data transmitter being
configured to provide a data packet to be transmitted with the individual synchronization

sequence for synchronization of the data packet in the data receiver.

Date Regue/Date Received 2022-01-10
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The data transmitter as claimed in any one of claims 1 to 5, the data transmitter being
configured to renew the communication information after each data packet or a certain

time interval.

The data transmitter as claimed in any one of claims 1 to 6, wherein the communication

information is a signature.

The data transmitter as claimed in claim 7, wherein the communication information is a

cipher-based message authentication code.

The data transmitter as claimed in any one of claims 1 to 8, the data transmitter being
configured to divide the data packet into a plurality of sub-data packets and to transmit the

plurality of sub-data packets distributed in time and/or frequency to the data receiver.

The data transmitter as claimed in claim 9, the data transmitter being configured to divide
the data packet into the plurality of sub-data packets such that the individual

synchronization sequence is divided among the plurality of sub-data packets.

The data transmitter as claimed in any one of claims 9 to 10, the data transmitter being
configured to generate a time hopping pattern and/or frequency hopping pattern with which
the plurality of sub-data packets are transmitted so as to be distributed in time and/or

frequency while using the individual communication information.

The data transmitter as claimed in any one of claims 1 to 11, the data transmitter being
configured to repeatedly transmit the data packet with the individual synchronization

sequence.

The data transmitter as claimed in claim 12, the data transmitter being configured to divide
the data packet into a plurality of sub-data packets and to transmit the plurality of sub-data
packets distributed to the data receiver in time and/or frequency according to a time and/or

frequency hopping pattern;

Date Regue/Date Received 2022-01-10
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said data transmitter being configured to use a different time and/or frequency hopping
pattern during repeated emission of the data packet with the individual synchronization

sequence.

The data transmitter as claimed in any one of claims 1 to 13, the data packet with the
individual synchronization sequence being a confirmation message due to the individual
synchronization sequence which the data transmitter transmits in response to a correct

receipt of a preceding data packet.

The data transmitter as claimed in any one of claims 1 to 14, the data transmitter being
configured to provide the data packet with additional activation information about at least

one further data packet to be transmitted from the data transmitter.

The data transmitter as claimed in claim 15, wherein the activation information specifies a

transmission time or structural information of the at least one further data packet.

A data receiver for receiving data from a data transmitter transmitted by the data
transmitter in a data packet, the data packet being provided with an individual
synchronization sequence generated while using individual communication information
known to the data transmitter and the data receiver, the data receiver being configured to
generate an individual reference synchronization sequence while using the
communication information and to detect the data packet to be received while using the
individual reference synchronization sequence in a receive data stream or receive data
buffer;

said individual communication information being information authenticating the data

transmitter and/or a data packet of the data transmitter;

said individual communication information being known only
- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

The data receiver as claimed in claim 17, the data receiver being configured to receive a

data packet containing the communication information in advance from the data

Date Regue/Date Received 2022-01-10



10

15

20

25

30

19.

20.

21.

22.

23.

24.

25.

26.

33

transmitter or to transmit a data packet containing the communication information in

advance to the data transmitter.

The data receiver as claimed in claim 18, the data receiver being configured to detect the
data packet containing the communication information provided with a synchronization
sequence in a receive data stream while using a reference synchronization sequence

known to the data receiver and to further data receivers.

The data receiver as claimed in any one of claims 17 to 19, wherein the communication

information is a signature.

The data receiver as claimed in any one of claims 17 to 20, wherein the communication

information is a cipher-based message authentication code.

The data receiver as claimed in any one of claims 17 to 21, the data receiver being
configured to synchronize the data packet with the individual synchronization sequence

while using the reference synchronization sequence.

The data receiver as claimed in claim 22, the data receiver being configured to estimate a
channel between the data transmitter and the data receiver while using the

synchronization sequence.

The data receiver as claimed in any one of claims 17 to 23, the data receiver being
configured to decode data of the data packet while using the received individual

synchronization sequence.

The data receiver as claimed in claim 24, the data receiver being configured to decode
the data of the data packet while using the received individual synchronization sequence

to authenticate the data transmitter.

The data receiver as claimed in claim 24 or 25, the data receiver being configured to
include the received individual synchronization sequence as an unknown sequence in the

decoding during decoding the data packet.

Date Regue/Date Received 2022-01-10
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The data receiver as claimed in any one of claims 17 to 26, wherein the data packet is
transmitted divided into a plurality of sub-data packets, the plurality of sub-data packets

being transmitted distributed in time and/or frequency;

said data receiver being configured to receive and combine the plurality of sub-data

packets to obtain the data packet.

The data receiver as claimed in claim 27, the plurality of sub-data packets being
transmitted while using a time hopping pattern and/or frequency hopping pattern so as to

be distributed in time and/or frequency;

said data receiver being configured to determine the time hopping pattern and/or
frequency hopping pattern while using the individual communication information to receive
the plurality of sub-data packets.

The data receiver as claimed in any one of claims 17 to 28, the data receiver being
configured to generate the individual reference synchronization sequence while using a
mapping rule.

The data receiver as claimed in any one of claims 17 to 29, the data packet being provided
with additional activation information about at least one further data packet to be

transmitted by the data transmitter;

said data receiver being configured to receive the at least one further data packet while

using the activation information.

The data receiver as claimed in claim 30, the activation information indicating a

transmission time or structural information of the at least one further data packet.

A system, comprising the following features:

a data transmitter as claimed in any one of claims 1 to 16; and

a data receiver as claimed in any one of claims 17 to 31.

Date Regue/Date Received 2022-01-10
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A method for transmitting data to a data receiver, the method comprising:

generating an individual synchronization sequence while using individual communication

information known to the data transmitter and the data receiver; and

transmitting a data packet containing the individual synchronization sequence for

synchronizing the data packet in the data receiver;

said individual communication information being information authenticating the data

transmitter and/or information authenticating a data packet of the data transmitter;

said individual communication information being known only
- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

A method for receiving data from a data transmitter transmitted by the data transmitter in
a data packet, the data packet being provided with an individual synchronization sequence
generated while using individual communication information known to the data transmitter

and the data receiver, the method comprising:

generating an individual reference synchronization sequence while using the individual

communication information;

detecting the data packet in a receive data stream or receive data buffer while using the

individual reference synchronization sequence; and

receiving the detected data packet;

said individual communication information being information authenticating the data

transmitter and/or information authenticating a data packet of the data transmitter;

said individual communication information being known only

- to the data transmitter and to the data receiver, or

Date Regue/Date Received 2022-01-10
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- to the data transmitter and to a group of data receivers.

A method for transmitting an authenticated confirmation of receipt which confirms receipt
of a preceding data packet transmitted by a first subscriber of a communication system,

the method comprising:

receiving the preceding data packet with a second subscriber of the communication

system; and

transmitting a data packet having an individual synchronization sequence from the second
subscriber to the first subscriber upon successful receipt of the preceding data packet, the
individual synchronization sequence being generated from individual communication
information which is individually assigned to the first subscriber and the second subscriber

for mutual communication;

said communication information being information authenticating the data transmitter

and/or information authenticating a data packet of the data transmitter;

said individual communication information being known only
- to the data transmitter and to the data receiver, or

- to the data transmitter and to a group of data receivers.

A computer-readable medium having computer-readable code stored thereon to perform
the method as claimed in any one of claims 33 to 35, when the computer-readable medium

is run by a computer.

Date Regue/Date Received 2022-01-10
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