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(57) Abstract: Aspects of the present disclosure describe a battery-free touch sensing user interface (UI) for Internet of Things (IoT)
and other smart spaces employing Radio Frequency Identification (RFID) readers and tags that we call RIO. With RIO, any surface
may be a touch-aware surface by attaching RFID tag(s) thereto. RIO advantageously supports custom-designed RFID tags and therefore
facilitates customized Uls to be easily deployed in a real-world environment. RIO employs impedance tracking that results from a human
finger - or other appendage - touching a surface of an RFID tag, thereby changing a characteristic impedance of the RFID tag antenna.
This change manifests as a change in the phase of the RFID backscattered signal and is advantageously used by RIO to track fine-
grained touch movement over the RFID tag. Disclosed further are multi-tag environments in which RIO operates and demonstrations
including continuous tracking of finger movement during a swipe to within 3mm of its actual position.
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BATTERY-FREE TOUCH-AWARE USER INPUT USING RFID TAGS

CROSS REFERENCE TO RELATED APPLCIATIONS

[0001] This application claims the benefit of Untied States Provisional Patent
Application Serial No. 62/431,385 filed 12/07/2016 and United States Utility Application
Serial No. 15/833,995 filed 12/6/2017 which are incorporated by reference as if set forth
at length herein.

TECHNICAL FIELD

[0002] This disclosure relates generally to the global Internet and more
specifically to battery-free touch tracking for the Internet of Things (IoT) which employs
radio frequency (RF) based input-output (RFIO).

BACKGROUND

[0003] As is known, the IoT has attracted much attention recently as an evolution
of an interconnected world that continues to offer significant convenience and advantages
to contemporary life. Accordingly, systems, methods and structures that enhance the
monitoring and/or interaction of persons with an IoT — and in particular radio frequency
identification (RFID) tags would represent a welcome addition to the art.

SUMMARY

[0004] An advance in the art is made according to aspects of the present
disclosure directed to systems, methods, and structures providing a seamless, intuitive
interactive user interface between a user and smart devices that may — for example — be
part of a larger Internet of Things. More specifically aspects of the present disclosure
describe battery-free, fine-grained touch gesture input interface(s), structures, and
methods using Radio Frequency Identification (RFID) tags.

[0005] In sharp contrast to the prior art, systems, methods and structures
according to the present disclosure employ a technique of impedance tracking in
backscatter communications to determine a user touch to an RFID tag as that touch
moves over a surface of the tag.

[0006] Operationally, since a human body is conductive, exhibiting a capacitance

on the order of hundreds of pico-Farads (pF) and a resistance of hundreds to thousands of
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Ohms, when a user touches an RFID tag, her body conductivity changes the effective
impedance of the tag antenna. This impedance change manifests as a change in phase of
the backscattered signal.

[0007] Systems, methods, and structures according to the present disclosure
tracks this phase change to determine the location of the touching appendage (i.e., finger)
upon an RFID tag. Of particular significance, systems, methods and structures according
to the present disclosure exhibit a tracking error of less than 4% while employing only 4
training events.

[0008] Operationally, methods according to the present disclosure generally
include receiving radio frequency identification (RFID) backscatter signals output from
an RFID tag; and determining, from the received backscatter signals, a path traced by a
portion of a user’s body upon a surface of the RFID tag. Additional aspects of methods
according to the present disclosure include determining a phase change of the
backscattered signals. Still further aspects of methods according to the present disclosure
include querying the RFID tag continuously; determining an average signal phase over a
time interval 7, determining that a touch occurred by the portion of a user’s body.
determining that the touch occurred when a phase change is detected that is larger than a
threshold, C. Yet still further aspects of methods according to the present disclosure
include switching to a tracking mode upon determining that a touch has occurred and/or
subsequently updating the location of the portion of the user’s body on the RFID surface
during tracking mode through the effect of a segmental dynamic time warping (SDTW)
methodology.

[0009] Advantageously, such methods according to the present disclosure — and
in sharp contrast to the prior art — operate across multiple RFID tags simultaneously and
accurately tracking the location of a user’s body part across the RFID tag to within 3mm
of its actual location on the surface of the RFID tag.

BRIEF DESCRIPTION OF THE DRAWING

[0010] A more complete understanding of the present disclosure may be realized
by reference to the accompanying drawing in which:

[0011] FIG. 1(a) and FIG. 1(b) are schematics illustrating example applications
of RIO in which FIG 1(a) shows RF IO (RIO) enabled home configuration and FIG.
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1(b) shows a custom RIO tag for volume control according to aspects of the present
disclosure;

[0012] FIG. 2 is a schematic illustrating operation of an RFID reader, an antenna
and a passive tag according to an aspect of the present disclosure;

[0013] FIG. 3(A), and FIG. 3(B) illustrate equipment and tags used in the swipe
experiments in which: FIG 3(A) shows the equipment setup and FIG. 3(B) shows an
illustrative Monza R6 Dogbone RFID tag according to aspects of the present disclosure;
[0014] FIG. 4(A), FIG. 4(B), and FIG. 4(C) illustrate touch gestures in which:
FIG 4(A) shows a simple touch; FIG. 4(B) shows a swipe over a tag surface; and FIG
4(C) shows a swipe along a tag edge according to aspects of the present disclosure;
[0015] FIG. 5(A), and FIG. 5(B) are graphs illustrating phase of backscattered
RFID signals in which: FIG 5(A) shows a simple touch at 1 to 3 seconds and FIG. 5(B)
shows an illustrative swipe gesture according to aspects of the present disclosure;

[0016] FIG. 6(A), and FIG. 6(B) are graphs illustrating phase-change pattern(s)
of backscatter signals with tag in NLOS locations in which: FIG 6(A) shows a tag behind
a wall and FIG. 6(B) shows a tag behind a door backscatter patterns according to aspects
of the present disclosure;

[0017] FIG. 7(A), and FIG. 7(B) are photo-illustrations showing Vector Network
Analyzer (VNA) measurement in which: FIG 7(A) shows the VNA experimental setup
and FIG. 7(B) shows a customized dogbone RFID tag for VNA experiment according to
aspects of the present disclosure;

[0018] FIG. 8(A), and FIG. 8(B) are graphs illustrating VNA experimental
results in which: FIG 8(A) shows the Impedance vs. Position on Tag and FIG. 8(B)
shows Phase (radians) vs. Position on Tag according to aspects of the present disclosure;
[0019] FIG. 9(A), and FIG. 9(B) are graphs illustrating phase behavior with or
without nearby tags in which: FIG 9(A) shows effect of mutual coupling distorting swipe
phase behavior and FIG. 9(B) shows effect of mutual coupling reducing dynamic range
of phase change according to aspects of the present disclosure;

[0020] FIG. 10 illustrates tag array for mutual coupling measurement according

to aspects of the present disclosure;
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[0021] FIG. 11 illustrates equivalent circuit of gags 1 and 2 according to aspects
of the present disclosure;
[0022] FIG. 12 is a graph illustrating phase change trends in tags i — 1 and 7 + 1

according to aspects of the present disclosure;

[0023] FIG. 13 is a graph illustrating phase of induced current in tags 1 and 2
according to aspects of the present disclosure;

[0024] FIG. 14 is a graph illustrating DTW search applied to each window of
phase samples during a swipe gesture according to aspects of the present disclosure;
[0025] FIG. 15 is a graph illustrating DTW search across adjacent tags according
to aspects of the present disclosure;

[0026] FIG. 16(A), and FIG. 16(B) are photo-illustrations showing custom-
designed RFID tags in which: FIG 16(A) shows a circle custom tag and FIG. 16(B)
shows a triangle custom tag according to aspects of the present disclosure;

[0027] FIG. 17(A), and FIG. 17(B) are graphs illustrating phase trends when a
clockwise (CW) and counter-clockwise (CCW) swipe gestures are performed on the
custom circle and triangle-shaped RFID tags in which: FIG 17(A) shows a circle tag
graph and FIG. 17(B) shows a triangle tag graph according to aspects of the present
disclosure;

[0028] FIG. 18(A), and FIG. 18(B) are graphs illustrating RIO tracking accuracy
with swipes of different speeds in which: FIG 18(A) shows a graph for a RIO-single and
FIG. 18(B) shows a graph for a RIO-multi according to aspects of the present disclosure;
[0029] FIG. 19(A), FIG. 19(B) FIG. 19(C), and FIG. 19(D) are schematic
illustrations of RIO tag types tested in which: FIG 19(A) shows a Smartrac Monza RS
RFID tag (tag 1); FIG. 19(B) shows a Smartrac Monza R6 G2IL RFID tag (tag 2); FIG.
19(C), shows an Alien-9640,Higgs-3short-dipole paper gag (tag 3) and FIG. 19(D)
shows an Alien-9730, Higgs-4 short-dipole paper tag (tag 4) according to aspects of the
present disclosure;

[0030] FIG. 20 is a graph illustrating detection accuracy vs. tag ID of touch

detection on multi-tag array according to aspects of the present disclosure;



WO 2018/106852 PCT/US2017/064996

[0031] FIG. 21 is a graph illustrating CDF vs. Localization Error of swipe error
distribution for 4 other tags (tag 1, tag 2, tag 3, and tag 4) according to aspects of the
present disclosure;

[0032] FIG. 22 is a graph illustrating tracking error distribution of custom tag
according to aspects of the present disclosure;

[0033] FIG. 23 is a graph illustrating tracking accuracy of custom tags at
different distances from reader. error distribution of custom tag according to aspects of
the present disclosure;

[0034] FIG. 24 is a graph illustrating tracking resolution vs computational
overhead according to aspects of the present disclosure;

[0035] FIG. 25 is a graph illustrating swipe tracking accuracy over an array of 30
RFID tags according to aspects of the present disclosure;

[0036] FIG. 26(a) and FIG. 26(b) are graphs illustrating tracking accuracy with
varying tilt angle of the tag with respect to antenna in which: FIG. 26(a) is for a single
tag and FIG. 26(b) is for a multi-tag array according to aspects of the present disclosure;
[0037] FIG. 27(a) and FIG. 27(b) are graphs illustrating tracking accuracy with
varying distance of the tag from the reader antenna in which: FIG. 27(a) is for a single
tag and FIG. 27(b) is for a multi-tag array according to aspects of the present disclosure;
[0038] FIG. 28(a) and FIG. 28(b) are schematic illustrations of example
applications in which: FIG. 28(a) is for a keyboard with 8 buttons and FIG. 28(b) is for a
numeric touchpad with digit “6” traced (shown rotated 90 degrees) according to aspects
of the present disclosure;

[0039] FIG. 29(a) and FIG. 29(b) are graphs illustrating false positive and
negative rates for applications in which: FIG. 29(a) is for a keypress detection and FIG.
29(b) is for numeric digit sensing according to aspects of the present disclosure; and
[0040] FIG. 30 is an illustrative computer system useful for executing methods
according to the present disclosure.

[0041] The illustrative embodiments are described more fully by the Figures and
detailed description. Embodiments according to this disclosure may, however, be
embodied in various forms and are not limited to specific or illustrative embodiments

described in the drawing and detailed description.
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DESCRIPTION

[0042] The following merely illustrates the principles of the disclosure. It will
thus be appreciated that those skilled in the art will be able to devise various
arrangements which, although not explicitly described or shown herein, embody the
principles of the disclosure and are included within its spirit and scope.

[0043] Furthermore, all examples and conditional language recited herein are
principally intended expressly to be only for pedagogical purposes to aid the reader in
understanding the principles of the disclosure and the concepts contributed by the
inventor(s) to furthering the art, and are to be construed as being without limitation to
such specifically recited examples and conditions.

[0044] Moreover, all statements herein reciting principles, aspects, and
embodiments of the disclosure, as well as specific examples thereof, are intended to
encompass both structural and functional equivalents thereof. Additionally, it is intended
that such equivalents include both currently known equivalents as well as equivalents
developed in the future, i.e., any elements developed that perform the same function,
regardless of structure.

[0045] Thus, for example, it will be appreciated by those skilled in the art that any
block diagrams herein represent conceptual views of illustrative circuitry embodying the
principles of the disclosure. Similarly, it will be appreciated that any flow charts, flow
diagrams, state transition diagrams, pseudo code, and the like represent various processes
which may be substantially represented in computer readable medium and so executed by
a computer or processor, whether or not such computer or processor is explicitly shown.
[0046] The functions of the various elements shown in the Drawing, including
any functional blocks labeled as "processors", may be provided through the use of
dedicated hardware as well as hardware capable of executing software in association with
appropriate software. When provided by a processor, the functions may be provided by a
single dedicated processor, by a single shared processor, or by a plurality of individual
processors, some of which may be shared. Moreover, explicit use of the term "processor"
or "controller" should not be construed to refer exclusively to hardware capable of
executing software, and may implicitly include, without limitation, digital signal

processor (DSP) hardware, network processor, application specific integrated circuit
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(ASIC), field programmable gate array (FPGA), read-only memory (ROM) for storing
software, random access memory (RAM), and non-volatile storage. Other hardware,
conventional and/or custom, may also be included.

[0047] Software modules, or simply modules which are implied to be software,
may be represented herein as any combination of flowchart elements or other elements
indicating performance of process steps and/or textual description. Such modules may be
executed by hardware that is expressly or implicitly shown.

[0048] Unless otherwise explicitly specified herein, the FIGs comprising the
drawing are not drawn to scale.

[0049] INTRODUCTION

[0050] As will be readily appreciated by those skilled in the art, the future of the
IoT demands a seamless, intuitive interaction between users and smart devices
comprising the IoT. The vision is one of smart spaces such as that shown illustratively in
FIG. 1(A) which shows a RIO-enabled home setup and FIG. 1(B) which shows an
illustrative custom RIO tag for volume control. Imagine this vision where sensing and
actuation interfaces are embedded into common objects, and are controlled through
touch, voice command, or gestures.

[0051] Known examples of such input modalities include wireless gesture sensing
which converts everyday body motions into input, and capacitive touch which recognizes
physical actuation between a user and the IoT device. Consider the illustrative scenario if
all these input modalities operate without the need for any built-in battery or power
source, and are integrated into everyday devices such as cups, bowls, door knobs,
mattresses, and built upon hardware so inexpensive and simple that it may be installed or
discarded easily. In such an illustrative scenario, nearly any physical space can be
converted into a smart space simply by embedding such input interfaces. The possibilities
for such an input primitive are endless.

[0052] Battery-Free Touch UL In this disclosure, we explore the design of a
battery-free fine-grained touch gesture input interface using Radio Frequency
Identification (RFID) technology. As is known and appreciated by those skilled in the art,
RFIDs provide a low-cost, battery-free communication platform and have been used to

develop sensing, activity recognition and localization solutions.
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[0053] Among these notable works, machine learning techniques using the
Physical (PHY-layer) features of both off-the-shelf and custom-built tags have been
successful in classifying several well-defined gestures such as hand waving, touching and
swiping. Other approaches have also designed custom backscatter capacitive
measurement circuits to detect touch events on the tag antenna.

[0054] We note that these prior-art works only detect isolated, coarse-grained
interactions and not fine-grained ones, such as the path traced by a finger over the
surface of a tag. Machine learning approaches also impose a high training overhead that
limits its deployment. For example, one illustrative machine learning system used 600
annotated interaction events to train and evaluate its classifier, and therefore increase the
cost and difficulty of large-scale integration into smart-spaces.

[0055] In this disclosure, we advantageously improve upon existing works by
employing commercial off-the-shelf (COTS) RFIDs as a battery-free, low-cost, fine-
grained touch-based user input primitive. We design and implement such an input
primitive using COTS RFID readers and tags.

[0056] As used throughout this disclosure, we call this primitive RIO, for RFID-
based Input / Output. As we shall describe, RIO advantageously turns COTS RFID tags
into touch interfaces: a user interacts with RIO by touching the tag, and RIO accurately
tracks the touch as it moves over the surface of a tag.

[0057] As we shall show and describe, RIO employs novel techniques for
impedance tracking in backscatter communications.

[0058] Operationally, and as is generally known by those skilled in the art, the
human body is conductive, exhibiting a capacitance on the order of hundreds of pico-
Farads (pF) and a resistance of hundreds to thousands of Ohms. When a user touches an
RFID tag, his/her body conductivity changes the effective impedance of the tag antenna.
This impedance change manifests as a change in phase of the backscattered signal. RIO
tracks this phase change to determine the location of the touch within a tag.

[0059] By accurately modeling the relationship between impedance and RF
phase, this fine-grained tracking can be achieved with minimal training overhead. As we
shall describe, our evaluations show a tracking error of under 4% with only 4 training

events (vs. 600 training events for others).
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[0060] Upon reading this disclosure, those skilled in the art will readily appreciate
that RIO offers at least three key features that make it ideal for IoT setting:

[0061] (i) Fine-Grained Accuracy. RIO detects finger taps on RFID tags with
100% accuracy, and tracks finger swipe (or other touch) positions to within 3mm of its
true position (validated using a camera and OpenCV for finger tracking). This is achieved
using off-the-shelf RFID tags, thus enabling a new battery-free, fine-grained and accurate
UI primitive for smart-spaces.

[0062] (ii) Low-cost Hardware. RIO advantageously makes use of COTS RFID
tags. We have tested RIO with a variety of tags, an example of which is the Monza 4D
Dogbone tag. These tags are extremely low-cost, and can be purchased for as low as 14-
cents each. The low-cost nature of RFID tags lowers the barrier to smart spaces as large
numbers of tags can be installed within an area easily.

[0063] (iii) Customizable User Interface. RIO also supports custom-designed
RFID tags. We build tags with custom-shaped antennas by laying out the antennas with
copper metal tape and inductively couple them to small near-field RFID tags. RIO tracks
touch gestures over these custom antennas, and thus enables custom, application-specific
interfaces to be built.

[0064] Applications. These features of RIO offer a novel primitive for future IoT
Ul design. As an example, RFID tags can be placed throughout a room to be used -for
example- as dimmer switches — a user swipes his/her finger up and down a tag to
increase/decrease lighting brightness. Advantageously, a similar RIO interface may be
used to increase/decrease the volume of audio systems. RIO also advantageously enables
multiple tags to be arranged into an array. Such an array can be affixed to any table or
wall to serve as a battery-free, wireless touch-pad to interact with home
automation/entertainment systems.

[0065] Advantageously, RIO supports custom tags with antennas designed into
application-specific control shapes. For example, a custom tag such as that shown
illustratively in FIG. 1(B) can be installed on a sofa to allow users to adjust the volume
of the TV by swiping (anti-)clockwise over the tag. Of course, the direction of swipe may
be reversed as dictated by application requirements. Such applications require fine-

grained continuous touch tracking, which is advantageously enabled by RIO. RIO thus



WO 2018/106852 PCT/US2017/064996

10

enables a whole new selection of such intuitive, battery-free interfaces that can be
embedded into every-day spaces.

[0066] As will now be apparent to those skilled in the art, in developing RIO as a
practical, battery-free user-interface primitive, we addressed several challenges and may
now make the following observations of our RIO systems, methods, and structures.
[0067] RIO is a Reliable Primitive for Touch Sensing. To validate the
reliability of RIO’s primitive, we disclose a detailed measurement study of RFID
backscatter signals in response to physical touch across the RFID antenna. We use both
over-the-air and Vector Network Analyzer (VNA) measurements, to show how (a) the
impedance of the RFID antenna will vary in response to physical touch; (b) the amount of
variation depends on the location of the physical contact with the antenna; and (c) the
variations in antenna impedance form the dominant factor (compared to other artifact like
multi-path) contributing to a corresponding change in the magnitude and phase of the
backscattered signal. Equipped with this understanding, those skilled in the art will
appreciate that RIO uses this touch-dependent phase change behavior of RFID tags as a
primitive to detect touches on a RFID tag, as well as to track the location of the finger
during a swipe over the tag surface.

[0068] RIO is Resilient in a Multi-Tag Environment. Previous works have
identified that mutual coupling between tags has a significant impact on backscattered
signal phase. Hence, when multiple RFID tags are deployed close together on the same
surface, the backscattered phase is affected by both the physical contact with the RFID
antenna, as well as mutual coupling affects, thereby substantially affecting the tracking
accuracy. While previous works have made similar observations, the impact of such
coupling has been overcome largely by building tolerance into the solution.

[0069] In sharp contrast, our RIO systems, methods and structures take a more
active approach to model and understand the impact of inter-tag coupling on our
primitive. With the help of our measurement campaign and supporting model, we show
that while coupling can affect the phase change behavior on a desired tag and hence its
tracking accuracy, it contributes to a stable, predictable phase-change pattern in the
neighboring tags. Thus, by leveraging the joint phase-change behavior across multiple

tags — and as will be readily appreciated by those skilled in the art - RIO translates the
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challenge of coupling into an opportunity to enhance the tracking accuracy even in multi-
tag scenarios.

[0070] Leveraging RIO’s Primitive. As we shall describe, our design algorithms
that leverage the touch-based phase- change primitive in RIO as well as the inter-tag
coupling behavior to track touches to a median error of only 3 and 7 mm in single and
multi-tag settings respectively. RIO’s algorithms provide the flexibility to operate at
various points in the accuracy-latency trade-off curve, allowing for a reasonable loss in
accuracy for a more responsive real-time tracking.

[0071] Exploring RIO’s Potential. The ability to go beyond COTS tags expands
the scope of applications possible with RIO. Custom-designed RFID tags mimicking
different shapes, characters, etc. allow battery-free interfaces to be customized for
specific smart spaces use cases in RIO. We describe how these tags can be constructed,
and extend the touch/gesture tracking algorithms in RIO to support tracking applications
with these custom-designed tags.

[0072] Realizing RIO in Practice. We develop and disclose a prototype of RIO,
and demonstrate its touch and gesture tracking accuracy using both COTS and custom-
designed RFID tags. We demonstrate the robustness of RIO through exhaustive real-
world evaluations, and show that accurate tracking is maintained even at different tag
angles and distances to the RFID reader. We also develop two sample applications using
custom-designed RFID tags to highlight the flexibility and practicality of RIO.

[0073] As we disclose, our evaluations demonstrate that RIO (a) detects a human
touch event with 100% accuracy and (b) tracks the location of a human finger during a

swipe gesture across the surface of a COTS RFID tag to within 3mm (less than 4% of

the length of the RFID tag).
[0074] PASSIVE RFID PRIMER
[0075] As those skilled in the art will readily understand, passive RFID systems

communicate using a backscatter radio link, as shown illustratively in FIG. 2 — which
illustratively shows the operation of an RFID reader, antenna and a tag. Operationally,
the reader supplies a Continuous Wave (CW) periodic signal that persists indefinitely.

The passive tags purely harvest energy from this CW signal. The tag then modulates its
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data on the backscatter signals using ON-OFF keying through changing the impedance on
its antenna. s

[0076] Turning now to FIG 3(A) and FIG. 3(B), there is shown a photo
illustration of equipment and tags used in the swipe experiment in which FIG 3(A)
shown an equipment setup and FIG. 3(B) shows an illustrative Monza R6 Dogbone
RFID tag.

[0077] Passive RFID tag: A typical passive RFID tag, such as that as shown in
FIG. 3(B), includes an antenna and an integrated circuit (chip). Generally — and as may
be known by those skilled in the art - passive RFID tag absorbs the most energy when the
chip impedance and the antenna impedance are conjugately matched, i.e., Z, = Z.
[0078] COTS RFID reader: COTS RFID reader uses linear or circular polarized
antennas for both transmitting and receiving. They generally provide facilities to access
lower level information like RSS and phase values etc. through SDK. A COTS reader
employs an open-loop estimation (e.g., preamble correlation) or a closed-loop estimation
technique for acquiring phase and RSS.

[0079] HUMAN TOUCH PRIMITIVE

[0080] Human touch on the RFID tag changes the effective impedance of the
antenna, and will, in turn, influence the phase of the backscattered signal. In this section,
we show how this phase-change behavior is used as a reliable and robust primitive for
touch/gesture tracking in both single tag and multi-tag settings, and in the presence of
artifacts such as multi-path and inter-tag coupling. We accomplish this with the help of
both controlled and over-the-air measurements, and an analytical model that highlights

the fundamental relationship between impedance change and RF phase.

[0081] How Does Human Touch Change the Backscatter Phase of a Single
RFID Tag?
[0082] FIG. 3(A), and FIG. 3(B) illustrate equipment and tags used in the swipe

experiments in which: FIG 3(A) shows the equipment setup and FIG. 3(B) shows an
illustrative Monza R6 Dogbone RFID tag according to aspects of the present disclosure.

[0083] FIG. 3(A) illustrates the measurement setup that is used to study the
touch-induced performance of the RFID tag. As depicted we attach a single RFID tag that

is 1.5x10cm in size (shown in FIG. 3(B)) on a flat surface, and place a 9dBi circularly
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polarized RFID antenna 50cm directly below it. The antenna is powered by an Impinj
R420 RFID reader. Note that the camera shown in FIG. 3(A) is only used in later
sections of this disclosure for accuracy measurements. For clarity, we divide the tag into
9 equal subsections, as shown schematically in FIG. 3(B) wherein it may be observed
that position 5 corresponds to the middle, while 1 and 9 are at two, opposite ends of the
tag

[0084] FIG. 4(A), FIG. 4(B), and FIG. 4(C) illustrate touch gestures in which:
FIG 4(A) shows a simple touch; FIG. 4(B) shows a swipe over a tag surface; and FIG
4(C) shows a swipe along a tag edge according to aspects of the present disclosure. We
perform three gestures, as illustrated in FIG. 4(A), FIG 4(B), and FIG. 4(C), namely a
simple touch gesture where we touch one end of the tag (FIG. 4(A)), a swipe gesture
where we start with a finger on one end of the RFID tag and move across the length of
the tag at constant speed (FIG. 4(B)), and a swipe gesture that is performed along the
edge of the tag but without touching the tag itself (FIG. 4(C)).

[0085] The RFID reader continuously queries the RFID tag during the entire
swipe gesture at a rate of ~200 reads/second. We use the Octane SDK together with the
Impinj R420 reader to obtain the phase and magnitude of the backscattered responses
from the RFID tag. We make four observations from our experiments.

[0086] First, human touch induces significant phase changes in the backscattered
response. FIG. 5(A), and FIG. 5(B) are graphs illustrating phase of backscattered RFID
signals in which: FIG S(A) shows a simple touch at 1 to 3 seconds and FIG. 5(B) shows
an illustrative swipe gesture according to aspects of the present disclosure. FIG 5(A)
shows the backscattered phase of the RFID tag when a simple touch is applied from 1 to
3 seconds after the start of the experiment. Observe that during this time interval, the
backscattered phase jumps from 3.5 to 4.8 radians. The signal phase returns to 3.5 radians
once the touch is removed. This demonstrates that a simple touch will induce a
significant phase change (1.3 radians in this experiment), and is a simple method to detect
a touch gesture on an RFID tag. This amount of phase change varies between tags, and
can either increase or decrease in response to human touch.

[0087] Second, a swipe gesture induces different phase changes as the finger

moves over the tag. FIG. 5(B) shows the absolute backscattered phase under the two
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different swipe gestures. Observe that with the swipe gesture over the RFID tag, the
amount that the phase changes compared to an untouched tag varies depending on the
position of the finger. This phase trend follows a symmetrical bell-shape, with about 3
radians between the highest and lowest phases, and starting from one end of the tag, the
largest phase-change is seen when the swipe crosses its middle.

[0088] Third, human touch is the dominant cause of phase changes. FIG. 5(B)
also shows the phase of the backscattered signal when the swipe gesture is performed
without touching the antenna on the tag. Observe that while some phase changes are
present, they are much less significant than when the touch gesture is performed directly
on the tag. This observation, together with the measurement under NLOS conditions,
shows that the dominant effect due to human touch can be measured under varying
channel conditions.

[0089] Fourth, phase behavior is resilient to multipath interference. In order to
study the effect of non-line-of- sight (NLOS) situations, we repeat the swiping gesture
but with the tag and reader in different positions by separating them with (a) a wall, and
(b) a door wherein the reader and tag are 2m apart. Under such conditions, the indirect
signal paths and associated multi-path distortion has a greater impact on the backscatter
signal. Note that the maximum range at which an RFID tag can be read depends on both
the RFID reader and the tag. Our Monza R6 tags have a theoretical maximum read range
of over 6m, but practically, this limit is close to the 2m used in our NLOS experiment.
[0090] FIG. 6(A), and FIG. 6(B) are graphs illustrating phase-change pattern(s)
of backscatter signals with tag in NLOS locations in which: FIG 6(A) shows a tag behind
a wall and FIG. 6(B) shows a tag behind a door backscatter patterns according to aspects
of the present disclosure. FIG. 6 shows the phase of the backscattered signal under these
two conditions (labeled Touched). The baseline plot shows the RF phase of the RFID tag
without any human contact. Observe that even in NLOS situations, the bell-shaped phase
change behavior seen earlier is maintained. Hence, even though multipath and NLOS
effects can influence the RF phase readings, the impact of human touch on the phase of
the backscattered signal is dominant.

[0091] Why Does the Backscatter Phase Change with Human Touch?
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[0092] The human body can be modeled as an electrical circuit with an equivalent
resistance and capacitance. In particular, the human skin has a capacitance equivalent to
hundreds of picofarads (pF). When a human touch is established with the RFID antenna,
capacitive coupling is established between the human and the RFID antenna at the point
of contact. We explain the impact of this coupling and verify its influence on the
backscatter phase through real-world VNA circuit measurements.

[0093] Capacitive Coupling. The radiation of RF signals from the RFID tag
antenna is the result of time-varying current induced within the antenna. A change in the
phase of this current will induce a corresponding phase change in the associated RF
radiation. Hence, to understand how the phase of the backscattered signal changes, it is
helpful to know how the phase of this induced current is affected by touch. The RFID tag
in our experiments uses a dipole antenna for backscatter communications. Using a
simplified model of dipole antennas, the current induced in the RFID antenna can be

mathematically expressed as:

A I (v
(Ze + Zy)y cos*{yL/4)
[0094] where Zc and Za are the impedances of the RFID chip and antenna,

respectively, Ein 1s the incident electric field on the RFID antenna, L is the length of the
antenna, and vy is the free-space phase constant. If the effective impedance of the antenna
Za is changed, Equation (1) shows that the induced current, and by extension, the
backscattered electric field and signal, will undergo a corresponding change in phase and
magnitude. However, how does human touch change the antenna impedance?

[0095] Through capacitive coupling, the human body becomes an extension of
the RFID antenna. The effective impedance of the RFID antenna, Z4, as presented to the
RFID chip, is now a sum of the impedance of the antenna without human touch and the
impedance introduced by the human finger. A change in phase in this effective
impedance will cause a corresponding phase change in the current distribution within the
antenna. As a result, the phase of the backscattered signal changes in response to human
touch.

[0096] VNA Measurements. We directly measure this the impedance change due
to human touch using an Array Solutions Vector Network Analyzer (VNA). We use the
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same RFID tag shown in FIG. 3(B), but disconnect the RFID chip from the antenna, and
solder the feed points of the RFID antenna directly to the electrical leads of the VNA.
[0097] FIG. 7(A), and FIG. 7(B) are photo-illustrations showing Vector Network
Analyzer (VNA) measurement in which: FIG 7(A) shows the VNA experimental setup
and FIG. 7(B) shows a customized dogbone RFID tag for VNA experiment according to
aspects of the present disclosure. FIG. 7(B) shows the modified tag used for our VNA
measurements. Using this setup, we can induce electrical currents within the RFID
antenna, and directly measure the impedance in the antenna.

[0098] We again divide the tag into 9 equal subsections, and measure the
impedance of the antenna when human touch is applied to each of the 9 points. FIG.
8(A), and FIG. 8(B) are graphs illustrating VNA experimental results in which: FIG
8(A) shows the Impedance vs. Position on Tag and FIG. 8(B) shows Phase (radians) vs.
Position on Tag according to aspects of the present disclosure. These figures show the
magnitude and phase of this measured impedance. Observe that the impedance change
also follows a symmetric bell-shaped pattern, with the largest magnitude and phase
changes occurring when the human touches the middle of the tag.

[0099] Human Touch on a Multi-Tag Array

[00100] Mutual coupling between one or more RFID tags in close proximity can
distort the phase and magnitude of the backscattered signal during a swipe gesture.
[00101] FIG. 9(A), and FIG. 9(B) are graphs illustrating phase behavior with or
without nearby tags in which: FIG 9(A) shows effect of mutual coupling distorting swipe
phase behavior and FIG. 9(B) shows effect of mutual coupling reducing dynamic range
of phase change according to aspects of the present disclosure.

[00102] For example, FIG. 9(A) shows the phase trends of four swipe events over
a single RFID tag when (a) there are no other tags in close proximity, and (b) three
examples when there is one other tag placed Smm away from it.

[00103] Observe that due to mutual coupling, the phase can even be almost
invariant at several tag locations when one other tag is adjacent (e.g. positions 6 to 9 in
FIG .9(A) for “w/ adj tag 37). In the other two swipes with adjacent tags, the dynamic
ranges of phase changes reduce to around 0.9 radian. This is equivalent to a reduction in

the signal-to-noise ratio (SNR) of the phase data obtained by the RFID reader.
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Furthermore, FIG. 9(B) illustrates that dynamic range of phase change in both halves of
the curve for mutual coupling scenarios is on an average 1 radian less than the case when
no tag is nearby. This poses a challenge for RIO as a low SNR phase data is correlated
with worse finger tracking accuracy. To overcome this challenge, we now try to
understand how mutual coupling between tags affects our primitive.

[00104] Inverted Phase Behavior. Our experiments show that due to mutual
coupling, when human touch is applied to a tag, the trend of its own phase change is the
opposite of those seen in adjacent tags. FIG. 10 shows the tag layout used in this
experiment, with each pair of adjacent tags separated by Smm. To highlight the effect of
mutual coupling, we consider only three tags in this array, labeled /- 1,7 and 1 + 1. We
swipe across tag 7 and record the phase of tagsi- 1,iand 7 + 1.

[00105] FIG. 12 shows the phase of the backscatter signal measured from these
three tags. Observe that due to mutual coupling, tag 7 experiences a smaller range (around
2 radian lesser) of phase variations during the swipe gesture. However, the trend of the
phase changes shows an interesting pattern: observe that as the swipe gesture moves
across tag 7, an increase in its phase coincides with a decrease in the phase of tags 7 - 1
and 7 + 1. We refer to this phenomenon as the inverted phase behavior of adjacent tags.
Note that the impact of such mutual coupling diminishes as we consider tags that are
farther away than the adjacent tags.

[00106] Why is the trend of phase changes in adjacent tags inverted? Model:
To under- stand the impact of mutual coupling on tag interaction, we model the basic
scenario of coupling between two tags. The equivalent circuit of the two tags can be
represented as shown in FIG. 11. Here, V and V, are the equivalent source voltages
induced by the reader’s signal on the tag antenna, with Zg and Zg being the
corresponding chip impedances, and Z;; and Z,; being their respective antenna self-
impedances.

[00107] The current in tag 1, /; induces a magnetic field, which couples tag 1 and
tag 2, thereby inducing a coupled voltage in tag 2, 51, where V31 = 11751, and 7, is the
mutual impedance in tag 2 due to tag 1. Similarly, we have the coupled voltage in tag 1 as
V1, = IZ1,. Now, taking mutual coupling into account, the resulting voltages, for tag 1

and tag 2 respectively, can be written as,
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[00108] When a tag is interrogated, the back-scattered field (signal) from a tagis a

function of the current in the tag. Hence, it suffices for the analysis to focus on the
currents in the two tags to understand how interacting with one tag changes the current in

the mutually coupled tag. Solving for the two currents in Equation 2, we get

o
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Where _7:.1 = Ly + Ly ansd Z_:L; = Lyp + Zan.
[00109] Phase Change during Tag Interaction: Note that we are interested in

modeling the change in phase of the signal received by the reader when a user is
interacting with the tag being interrogated or a nearby tag. When a tag is interrogated, the
signal received by the reader is a combination of the backscattered signal from the
desired tag as well as the scattered signal from the other tags (which serve as simple
scatterers). We will assume that the contribution of the scattered signals is negligible
relative to that of mutual coupling from nearby tags. In this case, the phase of the
received signal can be estimated from the phase of the current of the backscattered signal,
while accounting for mutual coupling with nearby tags. The phase of the currents in the

two tags, /1 and /,, can be written as:

Ly =@y — . and 2L =Py — Py

where ¢y, ¢ and ¢, are the phases of (Voo + Voufiad, (Ve Zy + Vo 2oy ), and (F Jgs — T Fand
3. {72 e R T sALa2 e AV 40 ST 4

LA

respeciively.
[00110] Now, let us consider the case when the user interacts (touching or

swiping) with tag 2. This will change the self impedance of Z,, as well as its coupled
impedance Z;; on tag 1, while the chip impedances Z;, Zy, and tag 1’s self (Z;;) and
induced (Z,;) impedances will not change. Hence, while phases ¢, and ¢, will change, ¢

will remain constant. The phase-change behavior can now be captured as

)y = ‘31“{-\} ~ m §53
;E‘EU\} = (‘33 - ’:‘rq{r:’
where, ¢1{1) = Ve + Vaadeo{t) + V(i)
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[00111] From the above equation, it can be observed that ¢1(¥) and ¢um(7) are
essentially functions of the same impedance changes, namely Z;; (¥) and Z;, (7). However,
the change in Z;5(¢) has an opposite effect in ¢;(¥) compared to that in ¢(7). This
contributes to a counter-acting effect on the phase change of /1(t) compared to I,(7) (i.e.
tag being touched), and results in the inverted phase-change behavior between the tags.
To highlight this impact, we plot the phase evolution of I,(#) and I;(7) in FIG. 13. Here,
Zx(?) 1s assumed to vary as a sine function during human interaction (for illustration),
while Zi, (7) is assumed to vary proportionally to Z,(7) (in both magnitude and phase),
and rest of the non-varying complex quantities are assumed to be real with unit
magnitude.

[00112] Thus, while leveraging the primitive for tracking could lead to reduced
accuracy in the presence of mutual coupling, the above measurements and analysis
highlight the predictable impact of mutual coupling on our primitive. Hence, by
leveraging the phase-change behavior across neighboring tags jointly, our primitive can
be made robust to mutual coupling in multi-tag settings.

[00113] RIO DESIGN

[00114] Leveraging the above characteristics of the primitive, we now design the
algorithms needed to track the path of the human finger during a swipe gesture across a
single isolated tag, and across any individual tag within a tag array. Note that for the sake
of simplicity, RIO only tracks a continuous, one-direction swipe across a tag starting
from location 1 and ending at 9, as shown in FIG. 4(B). This is not a fundamental
limitation of RIO, and the algorithms can be extended to support arbitrary touch
movement within a tag

[00115] Finger Tracking on a Single RFID Tag

[00116] Single-tag swipe tracking is done in two stages. RIO first detects a touch
event on the tag. Once a touch is detected, RIO uses an online tracking algorithm, R-
SINGLE, to track the position of a human finger across the single tag. A simple, low-
overhead calibration is first performed on a tag that is attached to a surface to determine
the precise characteristics of the bell-shaped phase trend. This calibration overhead is

small and needs to be performed only once after the tag is first installed. RIO then uses a
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tracking algorithm based on segmental dynamic time warping (SDTW) that allows for
good tracking accuracy with only limited calibration overhead.

[00117] Low-Overhead Tag Calibration. Tag calibration has to be conducted
once after the tag is installed on a surface. During tag calibration, the user swipes his/her
finger across the surface of the RFID tag at constant speed (as constant as possible),
while the Impinj R420 RFID reader continuously reads the tag at a rate of 200
reads/second, and records the phases of all backscatter responses. RIO normalizes the

phase responses w.r.t. the lowest value according to the following:

plx}=rix)—minrly}) <y L {5
[00118] where 7(x) is tile unnormalized (i.e. raw) phase values at location x from
the calibration swipe across a tag of length 7. RIO then uses polynomial curve-fitting to
find the fourth-order polynomial that best describes the normalized calibration data.
[00119] Overhead. This calibration is repeated four (4) times. RIO uses the
average of the four polynomial curves in the next touch detection/tracking step. This low-
overhead calibration step is (a) not user-specific, and (b) only specific to the installed
location of the tag. Hence, each installed tag only needs to be calibrated once before
touch tracking is enabled for all users thereafter. Due to human limits, it is not possible to
replicate a swipe with a human finger precisely. We have empirically determined that the
average of four swipes is sufficient to capture the key behavior of an actual human swipe.
We have validated this by having one person calibrate the tag, and evaluating the tracking
accuracy of RIO with fifteen (15) other human individuals. Our tracking error remains
under 4% for all the sixteen (16) individuals. Note that, we do not need to re-calibrate
RIO if only the reading angle of the antenna or the tag changes. However, if there is some
considerable change in the environment (e.g., introduction of more blockage due to new
furniture or more dynamic paths due to increased movements of people), we need to
recalibrate to create the basic phase trend to achieve accurate tracking.
[00120] RIO-SINGLE Algorithm. RIO uses a two-stage approach to finger
tracking. RIO continuously reads the RFID tag until it detects a touch event. Once a
touch has been detected, RIO switches to a tracking stage where it tracks the position of

the finger as it is swiped across the RFID tag.
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[00121] Touch Detection. A touch event results in a significant change in the
phase of the response signal from the tag. RIO queries the tag continuously and finds the
average signal phase over every time interval of 7 seconds. If a significant change is seen
from one time interval to the next (a change larger than a threshold ), then a touch event
has occurred and RIO switches to a tracking mode. RIO uses a threshold of C' = 0.9
radians, which is empirically determined to provide 100% detection accuracy in real-
world conditions.

[00122] Touch Tracking. RIO updates the location of the finger during a swipe
gestures using a segmental dynamic time warping (SDTW) search algorithm. A good
overview of SDTW can be found in other references. Broadly speaking, SDTW compares
two sequence segments by stretching and squeezing (i.e., warping) one of the sequences
until an optimal match between them is found. The measure of similarity of between
these two sequences at this optimal match is returned by the SDTW algorithm.

[00123] FIG. 14 illustrates how RIO updates the estimated location of the finger in
real-time. RIO first collects a sequence of phases of all backscatter responses over a time
window of 7" seconds. Starting from the previously estimated position of the finger, RIO
begins a DTW matching by warping the collected sequence and comparing it against
multiple segments of the calibration phase data. These segments start from the last known
position of the finger, and have varying lengths that span the range of potential new
positions, as shown in FIG. 14. The segment with the best match is chosen, and its
corresponding end position is taken as the new position of the finger.

[00124] This search-and-update step is continuously repeated as RIO tracks the
finger over the surface of the tag. The details of the touch detection and tracking

algorithms are described in Algorithm 1.
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[00125] RIO estimates the finger location after every time interval 7" seconds. The
choice of 7 determines the latency and processing overhead of each location estimate. In
our implementation of RIO, we use 7=0.5s as we have empirically determined it to be
suitable for a typical swiping speed. We have evaluated the performance of RIO for other
values of T and found the performance to be similar.

[00126] In Algorithm 1, RIO performs a DTW search over a range of segment
sizes, as specified by x,,, and x,,,, in Algorithm 1. Note that x,,;, and x,,,, determine the
lower and upper ranges of swipe gesture speeds that will be accurately tracked by RIO.
The greater the value of x,,. the higher the upper bound of this speed limit. Similarly, the
smaller the value of x,,,, the slower the lower bound on the speed limit. We select x;,,
and x4, to correspond to 0.57 and 1.57 seconds of calibration data respectively, which is
equivalent to a swiping speed of 10 to 15mm/s.

[00127] Computation Overhead. The computational overhead of finger tracking
is dominated by the DTW algorithm, which has a complexity of O(NV*). In practice, RIO
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samples M equally spaced sample sizes from the range of x,u, and X, and performs a
location update (procedure L in Algorithm 1) over these A samples. The larger the
number of samples M, the finer the tracking resolution. However, the overhead of the
corresponding search will also be significantly greater. By default, RIO uses M = 200 to
achieve high accuracy. However, our empirical evaluations, as shown in FIG. 24, show
that we can reduce M to 50 with only a slight reduction in accuracy, but gain a 4x
reduction in computation delay. With A = 50, each full tracking update step can be
accomplished in under a second, thus enabling real-time tracking of the finger position.
Hence, an interface that is built with RIO can tune M to match the desired accuracy-
overhead trade-off.

[00128] Finger Tracking on a Multi Tag Array

[00129] We consider the tag array layout as illustrated in FIG. 10. RIO tracks a
finger on a multi-RFID tag array with two steps. RIO first identifies the tag that the finger
is touching, while accounting for mutual coupling. Once RIO determines the tag that is
touched, it uses a multi-tag tracking algorithm (using neighboring tags) to continuously
localize the finger during the swipe gesture.

[00130] Tag Calibration. As in the single tag case, calibration must be performed
on the tag array only once after installation. RIO collects and normalizes the phases as the
user swipes his/her finger across each tag in the array, as shown in FIG. 10. We use
pi(x), . . ., pa(x) to refer to the normalized phases from the N tags in the array.

[00131] RIO-Multi Algorithm. Touch Detection. Touch detection operates on
the backscatter phase from all NV tags over a time window 7. We use wy,. . ., wn to refer
to these N vectors of phase data. Informally, RIO determines the total change in phase
encountered by each tag over this time window. It then searches for the tag triple (or tag
pair, in the case of the tags at either ends of the array) that best demonstrates the inverted
phase behavior as described earlier: for a given tag 7, the change in phase of its
neighboring tags 7 - 1 and 7 + 1 are the inverse of its own.

[00132] Algorithm 2 shows the pseudo-code for touch detection. The PhaseDiff
procedure determines the phase changes over the window of phase data. RIO smooths out
the noise in the phase data by fitting the best line through the phase data using linear

regression. The phase change of each tag, d, is the difference between the two extreme
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points on the line. RIO computes a weighted sum of the phase change of each tag 7 and its
neighboring tags as m; = ad; — B(di—1 + di+1). By selecting weights o and  with
opposite polarity, RIO can capture the effect of the inverse phase behavior of tag triples
(or tag pairs). Empirically, we have found that the touch and tracking accuracy of RIO is

best when o =0.8and p=0.2.

Algeorithm 2 Hao-Murrn: Touch Detection

i: procedure rEASEDIFRW)

2 5« LiNEaRREGuBssion{w)

3 return maxis — minis}

4 procedure rovenDETECT{w, .. ., WL £}
G feri=1....Ndo

& dy +— maseDirerw;}

7 fori=1,....N do

3 if i =1then

a4 my o (((‘I,—‘ - {:“d{-‘\-;

ik else if i = N then
ii: ey o ady — {(}‘(157;

12 cise
13: my o ady — JUd g + dingd
14: i Argmax My
=i LGN
15 return i)
[00133] Touch Tracking. Once RIO has determined the specific tag that is being

touched, it immediately begins reading phase data from that tag i, along with tags that are
directly adjacent to it, tags i - 1 and 7 + 1 (if any). FIG. 15 illustrates how the segmental
DTW search is extended to support two adjacent RFID tags. RIO conducts concurrent
DTW searches on these three tags (or two tags, if 7 is an edge tag), using the same
segment sizes for each step in the DTW search. The segment size that best matches the
phase data from the three tags will indicate the new finger location

[00134] Algorithm 3 shows the multi-tag tracking algorithm. The MDTW
procedure performs the multi-tag DTW search jointly on sets of three adjacent tags and
combines the results using the weighted metric h = a g; + B (gi-1 + gi+1 ) where g; , g
and gj - is the DTW distance of tagi,1 - 1 and 1 + 1 respectively. This metric identifies
segments that not only match the phase pattern in the desired tag but also the inverted
phase pattern in the adjacent tags, to boost the tracking accuracy. The segment identified

in the L procedure is used to update the new location of the finger during the swipe. As
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before, RIO runs this search-and-update procedure continuously to track the location of

the finger.

Algorithm 3 Rio-Muvrte Touch Tracking
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[00135] Scaling to Larger Multi-Tag Arrays. RFID readers achieve a constant

number of reads/second (200 in case of our Impinj reader), regardless of the number of
tags within the read range. Hence, when the array size is very large, the read rate per tag
decreases, which reduces the fidelity of the phase data, and consequently the accuracy of
both touch and gesture tracking. RIO addresses this by utilizing the PHY-layer filtering
feature of the RFID Class 1 Generation 2 (C1G2) protocol to read only subsections of the
array at a time. After RIO MULTI detects the tag that is being touched, RIO applies the
RFID filter to read up to eight tags around the tag that is touched (four on either side).
The RIO-MULTTI touch tracking then tracks the swipe gesture on the touched tag.

[00136] EXTENDING RIO WITH CUSTOM DESIGNED RFID TAGS
[00137] COTS RFID tags are designed primarily for communications, and hence,
the antennas are typically dipole antennas, and have sizes and shapes that are carefully
tuned to match the electrical impedance of the RFID chip. The limited variety in antenna
designs restricts the range of user interfaces that can be built using COTS tags. In this
section, we discuss RIO’s potential by exploring how it can operate with custom-built
RFID tags of varying shapes and sizes. This will allow the user interfaces built using our

touch primitive to be better customized to the specific demands of smart spaces.
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[00138] Constructing Custom RFID Tags. We extend RIO to support custom-
designed RFID tags, two of which are shown in FIG. 16. FIG. 16(A), and FIG. 16(B)
are photo-illustrations showing custom-designed RFID tags in which: FIG 16(A) shows a
circle custom tag and FIG. 16(B) shows a triangle custom tag according to aspects of the
present disclosure.

[00139] The antenna of the tags are constructed using copper metal tape, arranged
in shapes that can better mimic familiar control interfaces. For example, FIG. 16(A)
shows a circle RFID antenna that resembles a round control knob. A user can swipe in
either clockwise or counter-clockwise directions to adjust the music volume, or light
brightness etc. Owners of the iPod Classic with the click wheel will and this interface
familiar. A small near-field RFID tag with an adhesive side is attached to the custom-
built antenna, as shown. The antenna forms an inductively coupled connection with the
near-field RFID tag, and touching the antenna will result in a familiar phase change in the
backscattered signal

[00140] Antenna Design Space. The antennas shown in FIG. 16 are examples of
loop antennas. We use loop antennas because they have the advantage of being easy to
construct in various shapes and sizes. Our demonstration only uses basic shapes (a circle
and a triangle), but many other antenna structures such as folded dipoles, coil and
cloverleafs can be used as building blocks for more complex interfaces.

[00141] In order for the antenna to operate at maximum efficiency, the antenna
layout must be tuned such that its impedance matches the impedance of the RFID chip.
Our custom RFID antennas are designed primarily to mimic real-world control interfaces,
and are not impedance-matched to the RFID chip. However, even with this sub-
optimality, our experiments show that our custom tags can be read at ranges of up to
1.5m, which is comparable to the performance of COTS RFID tags 2.4m. Tracking on
Custom Tags.

[00142] FIG. 17(A), and FIG. 17(B) are graphs illustrating phase trends when a
clockwise (CW) and counter-clockwise (CCW) swipe gestures are performed on the
custom circle and triangle-shaped RFID tags in which: FIG 17(A) shows a circle tag
graph and FIG. 17(B) shows a triangle tag graph according to aspects of the present

disclosure.
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[00143] Observe that the phase trends show distinctive patterns and large phase
variations (similar to those seen in COTS RFID tags) that can aid in accurately locating a
finger even in the presence of noise. Thus, the single tag tracking algorithm (Algorithm
1) in R can also be used to track touch/gesture with these custom tags.

[00144] RIO EVALUATION

[00145] In this section, we evaluate RIO using the setup shown previously in FIG.
3(A). We show the performance of RIO with COTS tags, as well as custom-designed
tags and highlight its robustness as a battery-free Ul primitive. We also propose and
evaluate two proof-of-concept applications to demonstrate the utility of RIO.

[00146] The RFID setup operates as before, where the Impinj R420 reader
continuously queries the tags in range (at about200 reads/second), and records the RF
phase of all RFID responses. We thus have time series of phase readings for each
individual tag. The camera is time synchronized with the reader control software, so that
the video recording is time synchronized with the RF phase measurements. This video
footage is used to determine the tracking accuracy.

[00147] COTS Tag Layout. We demonstrate the swipe tracking accuracy of RIO
using the COTS tags. We use two different tag layouts: a single isolated tag, and a multi-
tag array, as shown in FIG. 10. This tag layout has two parameters: Tag angle, and
distance. Tag angle: FIG. 3(A) shows a setup where the tags are place at on a surface,
which is parallel to the plane of the RFID reader antenna. We tilt the reader antenna by
elevating one edge of the antenna to vary the angle of the tag(s) w.r.t. the reader antenna.
Tag distance: We also elevate the entire tag(s) shown in FIG. 3(A) to vary the distance of
the tags to the reader antenna. Experiment result with different tag angle and distance
serve to demonstrate the performance of RIO under real-world conditions, when the tag is
not perfectly aligned with the antenna.

[00148] Custom Tags. We also evaluate RIO on custom tags, as described
previously. These custom tags are arranged 50cm away from, and parallel to the surface
of the reader antenna.

[00149] Accuracy Measure. We use OpenCV on the time-synchronized video
footage to visually track the finger during the swipe and touch gestures. At any point in

time, we compare the location of the finger as indicated by RIO to its actual finger
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position as shown by the camera. The tracking accuracy of RIO is reflected in the offset
distance (in mm) between these two measurements (RIO and camera).

[00150] RIO with COTS Tags

[00151] Touch Detection. COTS Single Tag. For single-tag detection, we use the
phase change threshold ' = 0.9. With this threshold, RIO achieves perfect touch
detection, even under varying tag angles (from O to 60°, w.r.t. the reader antenna surface)
and tag distances (up to 2.4m from the reader).

[00152] COTS Multi-Tag Array. FIG. 20 shows the detection accuracy when we
touch each tag in an array of eight tags. Observe that R correctly detects the tag being
touched more than 92% of the time. Touch events on tags closer to either ends of the
array are even correctly detected 100% of the time. Hence, R provides close to perfect tag
detection under real-world conditions, with RFID tags deployed in positions within an
envisioned smart space. We expect this accuracy to increase if multiple receive
antennas, together with spatial diversity processing (i.e., a multi-static setup) is used.
[00153] Touch Tracking. COTS Single Tag. FIG. 18 shows the tracking
accuracy distribution of a swipe gesture when the tags are parallel to and at a distance of
50cm from the reader antenna. The swipe is performed at three different speed ranges:
slow (less than 10mm/s ), medium (10 tolSmm/s ) and fast (quicker than 15mm/s ). A
swipe at each speed range is repeated 100 times on each tag to obtain this distribution.
Recall that the DTW window of 0.57 to 7'is chosen for swiping speeds of up to 15mm/s.
Observe that the median location error at medium speed over a single tag, as shown in
FIG. 18(A), is 3mm. Given that the tag is 80mm in length, this median error is a mere
3.8% of the tag length. The median error with slow and fast swipes is greater, at 7 and
8mm respectively, but is still within 10% of the tag length.

[00154] This good single tag performance is not limited to our spectic RFID tag.
To demonstrate this fact, we perform the medium-speed swipe gesture over four other
types of tags with different antenna designs and RFID chips, as shown in FIG. 19. FIG.
21 shows that the median tracking error lies between 3 and 6mm, less than 10% of the tag
length.

[00155] COTS Multi-Tag Array. FIG. 18(B) shows the tracking error

distribution in an array of eight (8) tags. These results assume perfect touch detection
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accuracy. Observe that the results show similar behavior to the single-tag case, where the
medium speed swipe has this lowest median error of 7mm, while the slow and fast speeds
have median errors of 12 and 14mm. Hence, even in the presence of mutual coupling
effects, RIO can localize the finger to within 10% of the overall tag length. The
experiments on both the single and multi-tag arrays demonstrate that R can accurately
track the location of a finger during a swipe gesture.

[00156] RIO with Custom-Designed Tags

[00157] We evaluate RIO with four different types of custom tags: the circle and
triangle, as shown earlier in FIG. 16, along with a square and dipole that are constructed
with the same techniques. We place the smart tags SOcm away from the reader antenna,
and perform a medium-speed swipe gesture. FIG. 22 shows the tracking accuracy
distribution when a swipe a performed on each of these four custom tags. Observe that
the median tracking error of all four tags is less than 8mm, which is comparable to that
obtained using COTS RFID tags.

[00158] FIG. 23 shows the localization error distribution when the custom tags are
placed at distances up to 1.5m away from the reader. Observe that even at this distance,
the median tracking error is no more than 15mm, or less than 19% of the tag length.
Hence, RIO readily supports custom designed RFID tags that are purpose built for
specific smart spaces.

[00159] RIO is a Robust Touch-Sensing Primitive

[00160] Tracking Resolution vs Computation Overhead. RIO trades off finger
tracking resolution and computational overhead through the number of segments, M, used
for each location update (procedure L in Algorithm 1) and Algorithm 3. For RIO, we run
the data processing and pattern recognition module at an Intel desktop with a 2.93GHz
Core 17 CPU and 16GB of memory, running Ubuntu 14.04 and JDKS.

[00161] FIG. 24 shows this trade-off for several values of A . Observe that M can
be chosen to be as low as 50 with only a slight increase in median error (from 3 to 4mm),
while achieving an almost 4x reduction in computation time. At this chosen level of
accuracy, RIO has a touch location tracking response time of one second. This

computational overhead applies to both single and multi-tag setups. We note that these
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latencies relates to motion tracking only. A simple single-point touch-event can be
detected within several milliseconds

[00162] RIO on Large Multi-RFID Tag Arrays. We evaluate the performance of
RM with 30 RFID tags, using the same experimental setup as previously. FIG 25 shows
the tracking accuracy distribution of R with and without RFID spatial filtering. Observe
that the median tracking error reduces from 14mm when no spatial filtering is used, to
6mm when filtering is enabled. Due to the large number of tags, when no filtering is
used, there are time windows of 7" seconds when only a small number of phase data is
obtained from the tag being touched. This results in poor tracking accuracy. However, no
such abnormalities are observed when PHY-layer tag filtering is used.

[00163] Robust Tracking under Varying Tag Tilt Angles. FIG. 26 shows the
tracking accuracy of a medium speed swipe when the tags are placed at varying angles
w.r.t. the plane of the RFID reader antenna. Observe that in both the single and multi-tag
array, RIO can track the finger location with a very small error (at 3 and 8mm
respectively) when the tag is within 50°, of the reader antenna. This is because the RFID
tags have linearly polarized directional antennas that focus the backscatter signals within
a 120°, beam-width. This result shows that battery-free touch or gesture sensing is robust
over a large range of incident angles to the RFID reader. As the tilt angle increases to
greater than half the beam-width and the reader antenna moves outside the beam edge of
the RFID tag, the tracking accuracy decreases. Note that changing the relative tilt angle
of the tag is analogous to the change of the relative angle of the RFID antenna, and will
thus yield similar accuracy results.

[00164] Robust Tracking at Varying Distances from Reader. FIG. 27 shows
the tracking accuracy when a medium-speed swipe is performed on a tag that is at
varying distances from the RFID reader. Observe that in the single tag case, a low error
of no more than 8mm (10% error) is achievable up to 2m from the reader. This
demonstrates that battery-free touch/swipe tracking is robust at varying distances from
the reader. However, if we change multiple factors simultaneously (e.g. reading angle,
tag tilt, blockage etc.) or we change one of the impacting factor drastically (e.g. sudden

increase of people in the room or introducing a new blockage between the tag and the
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antenna), we need to re-calibrate RIO to create the reference phase pattern to achieve
mm-level accuracy.

[00165] Proof-of-Concept Applications

[00166] RIO is a touch sensing primitive for battery-free UI design. In this section,
we describe and evaluate two proof-of-concept Ul applications that are built using RIO.
[00167] Battery-Free Keyboard. A keyboard directly uses the touch-detection
capability of RIO in a multi-tag environment. We used RIO to develop an 8-key musical
keyboard (as shown in FIG. 28(A)), along with an accompanying GUIL. We can touch
multiple keys simultaneously in this musical keyboard application. FIG. 29(A) shows the
false positive (tag is mistakenly detected as being touched) and false negative (a touch
event on a tag is missed). Observe that our simple threshold based touch detection
algorithm achieves high accuracy in this battery-free key detection system, with a total
rate of false positive(s) and negative(s) below 10%.

[00168] 2D Numeric Touchpad. We have constructed a 2D numeric touch-pad,
as shown in FIG. 28(B), using 7 COTS RFID tags. Each numeric digit is formed by
tracing its shape over the RFID tags. FIG. 28(B) illustrates the outline of the number “6”
(shown rotated 90°) traced on the touch-pad.

[00169] FIG. 29(B) shows the accuracy results when numbers O to 9 are drawn on
this touch-pad. Each number is repeated 50 times, and the false positive and negative
rates are reported here. Observe that all individual numbers can be detected with total
errors of less than 15%. This shows that RIO with COTS tags can be used to design a
general-purpose UL

[00170] POINTS OF DISCUSSION

[00171] Naturally there is much room for further work and possible improvements.
We discuss a few points here.

[00172] Cost of R system: R can support multiple tags simultaneously for single
point touch tracking using single antenna and single RFID reader. Currently, this
combined unit with one antenna, one RFID reader, costs approximately $1600. We
expect that dedicated RFID sensing platforms built upon lower-cost hardware (e.g.
ThinkMagic reader hardware), together with low-cost off-the-shelf tags will eventually

be available to consumers
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[00173] Comparison with touch-based sensing: Capacitive touch screens found
in smartphones, tablets, laptops and the recently introduced PixelSense over a readily-
available multi-touch interface. However, smart spaces demand low-cost, low-powered,
flexible touch interfaces that can be readily integrated into existing off-the-self items.
Current capacitive touch screen technology cannot be easily and cost-effectively
integrated into our envisioned smart spaces. We note that RIO offers a touch primitive to
enable smart spaces and does not replace capacitive touch technology in all applications.
Rather, we expect that RIO will integrate with and extend existing capacitive touch
interfaces. For example, while RIO detects our direct interactions with the environment,
these interactions can be managed through capacitive touch interfaces on our mobile
devices.

[00174] Multi-touch tracking: RIO is basically a single touch-tracking system
and in near future, we plan to extend it to multi-touch tracking interface. This extension
will broaden RIO’s potential use-cases. However, for this, we have to model more
complex mutual coupling phenomenon to provide accurate impedance tracking,

[00175] Impact of different blockage scenarios: Although we have shown in
FIG. 6 that the phase pattern maintains its shape even in the presence of obstacles like
door or wall, the experiments are not exhaustive for different static or dynamic blockage
scenarios. In near future, we plan to conduct more experiments in different types of
blockage scenarios and different environment conditions to better understand the
performance of RIO.

[00176] Finally, FIG. 29 shows an illustrative computer system 2900 suitable for
implementing methods and systems according to an aspect of the present disclosure. As
may be immediately appreciated, such a computer system may be integrated into another
system and may be implemented via discrete elements or one or more integrated
components. The computer system may comprise, for example a computer running any of
a number of operating systems. The above-described methods of the present disclosure
may be implemented on the computer system 2900 as stored program control
instructions.

[00177] Computer system 2900 includes processor 2910, memory 2920, storage

device 2930, and input/output structure 2940. One or more input/output devices may
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include a display 2945. One or more busses 2950 typically interconnect the components,
2910, 2920, 2930, and 2940. Processor 2910 may be a single or multi core. Additionally,
the system may include accelerators etc. further comprising the system on a chip.

[00178] Processor 2910 executes instructions in which embodiments of the present
disclosure may comprise steps described in one or more of the Drawing figures or
Algorithm steps illustrated in Algorithm 1, Algorithm 2 and Algorithm 3. Such
instructions may be stored in memory 2920 or storage device 2930. Data and/or
information may be received and output using one or more input/output devices.

[00179] Memory 2920 may store data and may be a computer-readable medium,
such as volatile or non-volatile memory. Storage device 2930 may provide storage for
system 2900 including for example, the previously described methods. In various aspects,
storage device 2930 may be a flash memory device, a disk drive, an optical disk device,

or a tape device employing magnetic, optical, or other recording technologies.

[00180] Input/output structures 2940 may provide input/output operations for
system 2900.
[00181] At this point, while we have presented this disclosure using some specific

examples, those skilled in the art will recognize that our teachings are not so limited.
More specifically, our methods can be further extended in that the structural events can
embed more temporal information and consider more sophisticated structures including
considering more finegrained temporal information, e.g., the transition time distribution,
to enrich mined structural events. Also, we have focussed on transition relations among
log patterns. There are other useful relations among logs, such as running in parallel that
may be employed. Those relations can be further modeled in the workflow graph using
undirected edges. We also believe that the methods according to the present disclosure
can achieve more utility in an interactive setting, where system admins can interactively
explore the system behaviors with different focusses (parameter settings) on coverage,
quality or connectivity.

[00182] Accordingly, this disclosure should be only limited by the scope of the

claims attached hereto.
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Claims:

1.

8.
9.

A method comprising:
receiving radio frequency identification (RFID) backscatter signals output from
an RFID tag; and
determining, from the received backscatter signals, a path traced by a portion of a

user’s body upon a surface of the RFID tag.

. The method of claim 1 further comprising:

determining a phase change of the backscattered signals.

. The method of claim 2 further comprising:

querying the RFID tag continuously;
determining an average signal phase over a time interval 7;

determining that a touch occurred by the portion of a user’s body.

. The method of claim 3 further comprising:

determining that the touch occurred when a phase change is detected that is larger

than a threshold, C.

. The method of claim 4 further comprising:

switching to a tracking mode upon determining that a touch has occurred.

. The method of claim 5 further comprising:

updating the location of the portion of the user’s body on the RFID surface during
tracking mode through the effect of a segmental dynamic time warping

(SDTW) methodology.

. The method of claim 6 further comprising:

comparing two sequence segments by stretching and squeezing (warping) on of
the sequences until a suitable match between them is determined.
The method of claim 7 applied simultaneously to more than one RFID tag.

The method of claim 9 wherein user touch is determined from a joint phase change

behavior across neighboring tags.

10. The method of claim 9 wherein user touch on a specific tag is determined from an

inverse phase change across neighboring tags.
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