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( 57 ) ABSTRACT 
A main board for a computer device can include main board 
components arranged on a first surface of the main board and 
Trusted Platform Module ( TPM ) components arranged on 
the first surface of the main board . The TPM components 
can be located in a predetermined area of the main board that 
is detachable from the main board ( e.g. by means of a 
predetermined break line ) . A method for producing an 
embodiment of the main board with an integrated TPM can 
include producing a Printed Circuit Board ( PCB ) ; arranging 
a plurality of main board components in a first area of the 
PCB ; and arranging TPM components in a second area of 
the PCB that is a detachable predetermined area of the main 
board . A predetermined breakline which at least partly 
surrounds the predetermined area can be formed by drilling 
holes to form a perforated line . 
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MAIN BOARD WITH INTEGRATED minimum as well as to use rather cheap components regard 
TRUSTED PLATFORM MODULE FOR A ing the Printed Circuit Board ( PCB ) , the TPM chip , and the 
COMPUTER DEVICE AND METHOD FOR chipset . 
PRODUCING A MAIN BOARD WITH However , as competition and prize - fighting on the elec 
INTEGRATED TRUSTED PLATFORM 5 tronics and specifically computer market , is strong , and it is 

MODULE an ongoing goal to further reduce costs , the above mentioned 
measures might still not be sufficient to limit the costs . 

CROSS - REFERENCE TO RELATED Therefore , embodiments of the present invention can be 
APPLICATIONS based on the object to provide a solution for further reducing 

10 the productions costs of main boards and TPM modules . 
This object can be solved for some embodiments of the The present application claims priority to European Patent present invention by a main board with integrated TPM for Application No. EP 20 160 105.1 , which was filed on Feb. a computer device that have a particular set of features . For 28 , 2020. The entirety of this application is incorporated by example , in some embodiments a main board for a computer reference herein . 15 device can include a plurality of main board components 
arranged on a first surface of the main board . Trusted FIELD Platform Module ( TPM ) components can be arranged on the 
first surface of the main board as well . The TPM components The present invention relates to a main board with inte can be located in a predetermined area of the main board . 

grated Trusted Platform Module for a computer device and 20 The predetermined area can be detachable from the main 
to a method for producing a main board with integrated board by means of a predetermined break line . Thus , accord 
Trusted Platform Module . ing to the inventive solution of this embodiment , the TPM 

chip can be integrated into the main board of the computer 
BACKGROUND whereby production costs compared to producing the main 

25 board and the TPM chip separately can be reduced , as well 
A so - called Trusted Platform Module ( TPM ) is a tech- as costs related to logistics and service . Accordingly , the 

nology designed to provide encrypted storage and crypto- main board with integrated TPM can offer an easy and 
graphic services for a host system . Namely , a TPM is a economic solution for protecting firmware ( basic input / 
cryptographic device for enabling trusted computing . Typi- output system ( BIOS ) , baseboard management controller 
cally , storage and services are embedded in a single chip , in 30 ( BMC ) , ME , IE , etc. ) . The integration of the TPM chip with 
order to ensure that the encrypted storage and services are the main board does not require the use of a special purpose 
not easily accessible by any means other than the special processor , thus , further reducing the costs of production . 
interface between the module and the host . However , at the same time , the option to detach the TPM 

For example , U.S. Pat . No. 10,275,599 deals with such chip , if needed , is maintained . 
TPM technology and discloses a typical solution for a According to a preferred embodiment of the invention , 
mother board that includes all processing and storage ele the predetermined area forms a TPM integrated with the 
ments and with a removable TPM module . main board . 

According to another preferred embodiment of the inven 
SUMMARY tion , the predetermined break line is formed by at least a 

40 portion of the predetermined area being surrounded by a 
As long as all elements in the mother board are easily perforated line . 

According to still another preferred embodiment , the accessible , for example the Real - Time Clock ( RTC ) and perforated line comprises a plurality of holes respectively Random Access Memory ( RAM ) devices , the mother board 
is non - trusted , which means that it can be easily hacked . 45 second surface on the backside of the main board . 

extending from the first surface of the main board to a 
However , in order to ensure that the firmware and other Preferably , electric signal lines for connecting the prede 
software are not hacked , they are validated by the TPM termined area forming the integrated 
module . TPM to the main board are respectively provided so as to 
Of course , in order to make the mother board replaceable , pass through an area between respectively two holes of the 

the TPM chip is mounted in a small module plugged in the 50 perforated line . 
computer main board , in a way that when the main board is According to yet another preferred embodiment of the 
replaced , the same TPM module can be removed from the invention , the predetermined break line further comprises at 
old board and inserted in the new board , ensuring that all least one cut - out area provided at at least one edge of the 
secrets stored in the TPM chip are safe . predetermined area . 
However , we determined that a problem with respect to 55 Preferably , at least one cut - out area is formed as a slot 

the solution described above is that it is rather expensive starting from an outer edge of the main board and ending at 
since it requires manufacturing two different boards : the the perforated line confining the predetermined area at an 
mother board and the TPM module . When considering the edge substantially parallel to the outer edge . 
large number of these components being produced , the It can also be advantageous , if a fixing means is provided 
separate TPM module causes considerable costs , since it 60 in the predetermined area forming the TPM . For instance , 
requires an additional part number , additional manufacture the fixing means can be a hole for receiving a bolt or pin 
process , additional test process , additional storage and logis- therein . Also , other fixing means may be conceivable . 
tics , etc. According to still another preferred embodiment of the 

Thus , already the handling costs may double or triple the invention , a spare TPM connector is provided on the main 
final production costs of the separate TPM module . 65 board at a location outside of the predetermined area . 
A typical approach known from prior art so as to reduce The components may comprise , but are not limited to , 

the costs is to reduce the number of components to a integrated circuits ( including , but not limited to , processors , 
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memories and other integrated circuits ) , connectors and DETAILED DESCRIPTION 
other passive components that are specific for specific 
configurations of components and are not relevant for this FIG . 1 schematically shows a Printed Circuit Board general description ( PCB ) , configured as a motherboard or main board 4 of a 

Preferably , the TPM components comprise , but are is not computer or computational device , on the top surface or first 
limited to , a connector ( generically known as “ TPM con- surface 11 of which several components 5 , as amongst 
nector ” ) , an integrated circuit designed to support TPM others , a set of integrated circuits ( including , but not limited applications ( generically known as “ TPM IC ” ) and other to , processors , memories and other integrated circuits ) , passive components ( that are specific for specific connectors , interfaces and passive components are provided TPM ICs and are not relevant for this general description ) . within a first area 13. According to an embodiment of the Moreover , embodiments of a method for producing a present invention , the main board 4 also comprises a second main board with an integrated TPM is provided . Some area 14 , which is a predetermined area 10 in which TPM embodiments of the method can include : producing a components 2 , 3 are provided , typically a TPM IC 2 and a 
Printed Circuit Board ( PCB ) ; arranging a plurality of main 15 TPM connector 3 , as well as passive components now board components in a first area of the PCB ; arranging TPM shown in the figure , thus , forming a detachable TPM module components in a second area of the PCB , the second area 1 integrated into the main board 4 . 
being a detachable predetermined area of the main board ; The predetermined area 10 of the main board 4 in which and creating a predetermined breakline which at least partly 
surrounds the predetermined area by drilling a plurality of 20 the TPM components 2 , 3 are arranged in the embodiment 

shown in FIG . 1 is configured as a rectangular - shaped part holes forming a perforated line which at least partially 
surrounds the predetermined area . located at one of the edges of the main board 4. It is noted 
Embodiments of the method may further com that other locations and shapes of the predetermined area 10 rise a step 

of forming a cut - out at at least one edge of the predetermined are also conceivable , such as one of the corners . However , 
as the predetermined area 10 according to this embodiment 

The method may further comprise a step of arranging a is located at the middle of the edge of the main board 4 , a 
spare TPM connector on the main board , the location of the predetermined breakline only needs to be provided in one 
spare TPM connector being outside of the predetermined edge of the predetermined area 13. Namely , as in the 

embodiment shown here , the predetermined breakline is 
Other details , objects , and advantages of the main board 30 provided by one perforated line 9 , complemented by two 

with integrated TPM for a computer device , telecommuni- pre - cut lines 8 , 8 ' that enable detachment of the predeter 
cations apparatus , system , device , and methods of making mined area 10 by breaking in the perforated line 9 . 
and using the same will become apparent as the following The predetermined area 10 which forms the integrated description of certain exemplary embodiments thereof pro detachable TPM module 1 is surrounded by the above ceeds . mentioned perforated line 9 at one edge so that it may easily 

BRIEF DESCRIPTION OF THE DRAWINGS be detached , if required . Further , the main board 4 can be 
equipped with a spare TPM connector 3 ' which may be used 

The invention and embodiments thereof will be described to connect a detachable TPM module 1 that has been 
below in further detail in connection with the drawings . It 40 detached from another main board 4 . 
should be understood that like reference characters used in This solution can enable manufacturing of the detachable 
the drawings may identify like components . TPM module 1 and the main board 4 in one piece and at the 
FIG . 1 schematically illustrates a main board for a com- same time , thereby , reducing the production costs compared 

puter device according to an embodiment of the present to separate production of the two parts . Also , the quality of 
invention . 45 the detachable TPM module 1 will be increased compared to FIG . 2 schematically illustrates the electrical connection rather cheap TPM modules which are commonly used in of a TPM to a main board according to an embodiment of the computers , since the detachable TPM module 1 , as it is present invention . integrated in the main board 4 and forms part of it , is Reference numerals utilized in the drawings include : produced in the same production process with the main 1 TPM module ; board and is subject to the same quality control as the main l ' spare TMP module ; 
2 TPM component ; board 4. Further , it enables replacing the main board 4 in 
3 TPM component ; field , e.g. out of the headquarters , so that the service staff can 
3 ' spare TPM connector ; be enabled to quickly repair the system in the customer 
4 main board ; installation , by first simply detaching the detachable TPM 
5 other main board components ; module 1 and then plugging the detached TPM module 1 
6 electrical signal lines ; into a different main board 4 . 
7 drill holes ; It is noted that since there may be the need to sell some 
8 pre - cuts ; of the main boards separately , e.g. the motherboard or main 
9 perforated line ; 60 board 4 without a detachable TPM module 1 , or to sell only 
10 predetermined area ; a TPM module 1 alone , this may be simply achieved by 
11 first surface or top surface of main board ; detaching the TPM module 1 from some of the produced 
12 outer edge of main board ; main boards 4 so that the modules may be sold separately 
13 first area of main board ; and the main boards 4 may be sold without a TPM module 
14 second area of main board ; 65 1. Thereby , spare boards may also be provided which may 
15 hole ; and be used in field to receive detached TPM modules from 
15 ' corresponding hole faulty boards . Also , the separate TPM modules may be used 
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in field to be attached to mother boards that do not have an is connected via an SPI interface , it can be possible to work 
integrated TPM module because it was detached for some with both TPM modules at the same , since the SPI bus is 

shared and separate CS are provided , one for each TPM IC . 
FIG . 2 schematically illustrates an exemplary embodi- Also , in case a general purpose processor does not support 

ment of an electrical connection of a detachable TPM 1 to 5 more than one CS for TPM IC , according to another 
a main board 4. As part of an electrical - mechanic solution , embodiment , it is possible to use a jumper in order to route the drilled finish between the main board 4 and the inte the CS to the active TPM IC in the detachable TPM module 
grated detachable TPM module 1 can be done in a way such 1 or in the spare TPM module 1 ' , that is plugged via the main that the electrical signal lines 6 pass between the drill holes board 4 connector 3 ' . 7 which form the perforated line 9. When detached , the main 10 It should be appreciated that different embodiments of the board 4 will break apart between the drill holes 7 and the 
signal lines 6 can bee interrupted too . In order to make the method , system , and apparatus can be developed to meet 
detachment of the TPM module 1 easy , according to an different sets of design criteria . For example , the particular 
embodiment , the TPM module 1 can be pre - cut at some type of TPM or PCB can be adapted to account for different 
positions , which here are indicated by the reference numer- 15 sets of design criteria . As yet another example , it is con 
als 8 , 8 ' . In the embodiment shown here , the predetermined templated that a particular feature described , either individu 
breakline further comprises two cut - out areas or pre - cuts 8 , ally or as part of an embodiment , can be combined with 
8 ' which are formed respectively as a slot starting from an other individually described features , or parts of other 
outer edge 12 of the main board 4 and which both end at the embodiments . The elements and acts of the various embodi 
perforated line 9 , which here in contrast to the embodiment 20 ments described herein can therefore be combined to pro 
shown in FIG . 1 according to which the entire predetermined vide further embodiments . Thus , while certain exemplary 
breakline is formed by a perforated line 9 on the main board embodiments of a telecommunication apparatus , telecom 
4 , is only provided along one side of the predetermined area munication device , terminal device , a system , main board 
10 , namely the side or edge running substantially parallel to with integrated TPM for a computer device , and methods of 
the outer edge 12 of the main board 4. Accordingly , the 25 making and using the same have been shown and described 
predetermined area 10 , as one edge is the outer edge 12 of above , it is to be distinctly understood that the invention is 
the main board 4 , is confined by a first perforated line 9 and not limited thereto but may be otherwise variously embodied 
multiple cut - outs 8 , 8 ' on the mainboard 4 ( e.g. a first and practiced within the scope of the following claims . 
perforated line 9 and first and second cut - outs 8 , 8 ' ) . 

In some embodiments , there may only be a single perfo- 30 What is claimed is : 
rated line 9. In other embodiments , there may be more than 1. A main board for a computer device comprising : 
one perforated line 9. Also , some embodiment may only a plurality of main board components arranged on a first 
include a single cut - out , or no cut - outs . In yet other embodi surface of the main board , and 
ments , there may be more than two cut - outs . Trusted Platform Module ( TPM ) components arranged on 
When detached , the TPM module 1 can be plugged in a 35 the first surface of the main board ; 

similar connector 3 ' of another main board 4 , as has been wherein the TPM components are located in a predeter 
already explained with respect to the embodiment shown in mined area of the main board , the predetermined area 
FIG . 1 , such that it will use the space reserved for the spare being detachable from the main board by means of a 
TPM module 1 ' which is indicated by the dashed line predetermined break line . 
indicated by reference numeral 1 ' . If required , the TPM 40 2. The main board according to claim 1 , wherein the 
module 1 may be attached to the new main board 4 , for predetermined area forms a TPM integrated with the main 
example , by means of inserting a spacer , i.e. a nylon standoff board . 
spacer or a spacer bolt through a hole 15 provided on the 3. The main board of claim 2 , wherein the predetermined 
detached TPM module 1 and a corresponding hole 15 ' break line is formed by at least a portion of the predeter 
provided on the mother board 4 area for the spare TPM 45 mined area being surrounded by a perforated line and / or 
module 1 ' . pre - cut lines . 
As to connecting the signals or signal lines , this may be 4. The main board according to claim 3 , wherein the 

achieved in various ways . Since the typical detachable TPM perforated line comprises a plurality of spaced apart holes 
module 1 may only require a small number of signals , for respectively extending from the first surface of the main 
example , in the case of a TPM IC being connected via a 50 board to a second surface on the backside of the main board . 
Serial Peripheral Interface ( SPI ) interface , only six signals 5. The main board according to claim 4 , wherein electric 
may be required — SCLK , MOSI , MISO , CS , VCC and signal lines for connecting the predetermined area forming 
GND ( serial clock , master out slave in , master in slave out , the integrated TPM to the main board are respectively 
chip select , power input , and power ground ) , the connection provided so as to pass through an area between multiple 
may not pose any problems and may easily be disconnected 55 holes of the perforated line . 
when the PCB itself breaks in the perforated line 9. The 6. The main board according to claim 1 , wherein the 
above exemplified connection is a standard SPI interface and predetermined break line comprises at least one cut - out area 
works as a bus , in a way that the only requirement here is a provided at at least one edge of the predetermined area . 
separated chip select ( CS ) for the detachable TPM module 7. The main board according to claim 6 , wherein the at 
1 and the spare TPM module 1 ' , in a way that a Jumper can 60 least one cut - out area is formed as a slot starting from an 
control the CS line routing to the on - board detachable outer edge of the main board and ending at the perforated 
module TPM module 1 or routed to the main board 4 line confining the predetermined area at an edge substan 
connector 3 ' . tially parallel to the outer edge . 
When replacing a main board 4 in a computer device , it 8. The main board according to claim 1 , comprising a 

is also possible to detach the detachable TPM module 1 and 65 fixing mechanism in the predetermined area forming the 
plug in a spare board that already has a detachable TPM TPM , the fixing mechanism including a hole for receiving a 
module 1 connected thereto . For instance , when the TPM IC bolt or pin therein . 
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9. The main board of claim 1 , wherein a spare TPM creating a predetermined breakline which at least partly 
connector is provided on the main board at a location outside surrounds the predetermined area by drilling a plurality 
of the predetermined area . of holes to form a perforated line which at least 

10. The main board according to claim 1 , wherein the partially surrounds the predetermined area . 
main board components comprise connectors , integrated 5 13. The method according to claim 12 , comprising : 
circuits , passive components and interfaces . forming a cut - out at at least one edge of the predetermined 

11. The main board of claim 10 , wherein the TPM 14. The method of claim 13 , comprising : components comprise a TPM connector , a TPM integrated arranging a spare TPM connector on the main board , the circuit , passive components and interfaces . spare TPM connector being outside of the predeter 
12. A method for producing a main board with an inte mined area . 

grated Trusted Platform Module ( TPM ) , comprising : 15. The method of claim 12 , wherein the main board 
producing a Printed Circuit Board ( PCB ) ; components comprise connectors , integrated circuits , pas 
arranging a plurality of main board components in a first sive components and / or interfaces . 

area of the PCB ; 16. The method of claim 15 , wherein the TPM compo 
arranging TPM components in a second area of the PCB , nents comprise a TPM connector , a TPM integrated circuit , 

the second area being a detachable predetermined area passive components and / or interfaces . 
of the main board ; and 
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