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UNAUTHENTICATEDACCESS TO ARTIFACTS IN

COMMERCE NETWORKS

BACKGROUND

Related Art

[0001] The disclosed embodiments relate to commerce networks. More specifically, the

disclosed embodiments relate to techniques for enabling unauthenticated access to artifacts in

commerce networks.

[0002] Financial-management applications may be used by individuals, small businesses,

and/or organizations to perform financial transactions and/or manage finances. For example, a

small business owner may use business-accounting software to generate payrolls, track

inventory, manage invoices, track financial transactions, and/or generate reports. Similarly, an

individual may use a tax-preparation application to prepare and file income taxes.

[0003] During use of such financial-management applications, financial transactions may

be carried out by transmitting, exchanging, and/or processing data related to the financial

transactions. However, the use of different applications, platforms, and/or communications

mechanisms by different participants in the financial transactions may increase the overhead

associated with performing the financial transactions.

[0004] For example, a business owner and a customer may use different business-

accounting applications to manage finances and/or financial transactions. To obtain payment for

goods or services rendered to the customer, the business owner may generate an invoice using a

first business-accounting application and send the invoice to the customer over email. Upon

receiving the email, the customer may download the invoice and/or view the invoice within a

web browser and/or document viewer. Next, the customer may store a copy of the invoice in a

second business-accounting application and use information from the invoice to mail and/or

electronically transfer a payment to the business owner. Finally, the business owner may update

his/her accounting records within the first business-accounting application with the payment, and

the customer may independently update his/her accounting records within the second business-



accounting application with the payment. In other words, multiple manual steps may be

performed by both the business owner and customer to accommodate the inability of the two

business-accounting applications to communicate with one another, thus increasing the

complexity, time, effort, and/or user error associated with processing and paying the invoice.

[0005] Consequently, financial management may be facilitated by integrating

mechanisms for performing financial transactions and/or exchanging data associated with the

financial transactions.

SUMMARY

[0006] The disclosed embodiments provide a system that facilitates business interaction.

During operation, the system identifies a non-registered entity associated with an interaction

within a commerce network. Next, the system enables, for the non-registered entity, access to an

artifact associated with the interaction without requiring authentication of the non-registered

entity.

[0007] In some embodiments, the system also updates an identity of the non-registered

entity based on at least one of the interaction, additional information associated with the non-

registered entity, and analysis of the interaction or additional information.

[0008] In some embodiments, the system also uses the updated identity to facilitate

subsequent use of the commerce network for the non-registered entity.

[0009] In some embodiments, using the updated identity to facilitate subsequent use of

the commerce network for the non-registered entity involves enabling, for the non-registered

entity, access to at least one of:

(i) previously accessed artifacts;

(ii) additional artifacts related to one or more of the previously accessed artifacts; and

( i) one or more subsequent interactions related to the interaction.

[0010] In some embodiments, the identity is updated within a model of the commerce

network.

[0011] In some embodiments, the additional information is obtained from at least one of

an endpoint of the commerce network and an external source.

[0012] In some embodiments, identifying the non-registered entity associated with the

interaction involves:

(i) obtaining identifying information for the non-registered entity from the

interaction;



(ii) attempting to find a match between the identifying information and an identity

within the commerce network;

(iii) if the match is found, including the identity in an authentication context for the

non-registered entity; and

(iv) if the match is not found, including a new identity for the non-registered entity in

the authentication context.

[0013] In some embodiments, enabling, for the non-registered entity, access to the

artifact without requiring authentication of the non-registered entity involves:

(i) including the authentication context in a link to the artifact;

(ii) providing the link to the non-registered entity; and

(iii) providing the artifact to the non-registered entity based on the authentication

context and the link.

[0014] In some embodiments, the artifact is provided to the non-registered entity through

a generic endpoint of the commerce network.

BRIEF DESCRIPTION OF THE FIGURES

[0015] FIG. 1 shows a schematic of a system in accordance with the disclosed

embodiments.

[0016] FIG. 2 shows a system for facilitating business interaction in accordance with the

disclosed embodiments.

[0017] FIG. 3 shows an exemplar}' timeline of operations associated with unauthenticated

access to an artifact in a commerce network in accordance with the disclosed embodiments.

[0018] FIG. 4 shows a flowchart illustrating the process of facilitating business

interaction in accordance with the disclosed embodiments.

[0019] FIG. 5 shows a flowchart illustrating the process of enabling unauthenticated

access to an artifact in a commerce network in accordance with the disclosed embodiments.

[0020] FIG. 6 shows a computer system in accordance with the disclosed embodiments.

[0021] In the figures, like reference numerals refer to the same figure elements.

DETAILED DESCRIPTION

[0022] The following description is presented to enable any person skilled in the art to

make and use the embodiments, and is provided in the context of a particular application and its

requirements. Various modifications to the disclosed embodiments will be readily apparent to



those skilled in the art, and the general principles defined herein may be applied to other

embodiments and applications without departing from the spirit and scope of the present

disclosure. Thus, the present invention is not limited to the embodiments shown, but is to be

accorded the widest scope consistent with the principles and features disclosed herein.

[0023] The data structures and code described in this detailed description are typically

stored on a computer-readable storage medium, which may be any device or medium that can

store code and/or data for use by a computer system. The computer-readable storage medium

includes, but is not limited to, volatile memory, non-volatile memory, magnetic and optical

storage devices such as disk drives, magnetic tape, CDs (compact discs), DVDs (digital versatile

discs or digital video discs), or other media capable of storing code and/or data now known or

later developed.

[0024] The methods and processes described in the detailed description section can be

embodied as code and/or data, which can be stored in a computer-readable storage medium as

described above. When a computer system reads and executes the code and/or data stored on the

computer-readable storage medium, the computer system performs the methods and processes

embodied as data structures and code and stored within the computer-readable storage medium.

[0025] Furthermore, methods and processes described herein can be included in hardware

modules or apparatus. These modules or apparatus may include, but are not limited to, an

application-specific integrated circuit (ASIC) chip, a field-programmable gate array (FPGA), a

dedicated or shared processor that executes a particular software module or a piece of code at a

particular time, and/or other programmable-logic devices now known or later developed. When

the hardware modules or apparatus are activated, they perform the methods and processes

included within them.

[0026] The disclosed embodiments provide a method and system for facilitating business

interaction. As shown in FIG. , the business interaction may be conducted through a set of

endpoints (e.g., endpoint 1 104, endpoint n 106) of a commerce network 102 by one or more sets

of entities (e.g., entity 1 108, entity x 1 0 , entity 1 1 2 , entity y 114). Each entity may represent

an individual, an organization (e.g., small business, company, non-profit organization, etc.),

and/or a representative of the organization. In addition, the entities may use the endpoints and

commerce network 102 to manage employees and payroll, generate and pay invoices, order

inventory, file taxes, track accounts, and/or perform other operations related to financial

transactions and/or commerce.



[0027] Each endpoint may provide an application, system, and/or platform used by a set

of entities to manage finances and/or conduct financial transactions. For example, the endpoint

may be a natively installed and/or web-based accounting application, tax-preparation application,

investment-management application, contract- and/or spend-management application, customer-

relationship-management application, enterprise resource planning (ERP) system, and/or other

type of software system that facilitates management of business and/or financial interactions for

entities using the software system.

[0028] The endpoint may also provide an interface for accessing commerce network 102.

For example, the endpoint may connect to a set of services provided by commerce network 102

to facilitate commerce and/or business interactions (e .g., financial transactions) with entities at

other endpoints of commerce network 102. In turn, commerce network 102 may connect the

endpoints and allow the commerce and/or business interactions to occur across the endpoints.

For example, commerce network 102 may aggregate data associated with the entities and

interactions from the endpoints, enable access to the data by entities involved in the interactions

through the endpoints, and/or allow the entities to interact through different endpoints.

[0029] In one or more embodiments, data associated with the entities, endpoints, and/or

interactions is stored in a model of commerce network 102. The model may include unique

identities for the entities, relationships among the entities, interactions related to commerce

among the entities, and/or a set of activities associated with the entities. The model may then be

updated based on the interactions and/or used to enable interactions among the entities across the

endpoints. Using models of commerce networks to facilitate interactions among entities in the

commerce networks is described in a co-pending non-provisional application by inventors Calum

Murray, John J. Tumminaro and Jeffrey A. Langston and filed on the same day as the instant

application, entitled "Using Commerce Networks to Facilitate Business Interactions Among

Entities," having serial number TO BE ASSIGNED, and filing date TO BE ASSIGNED

(Attorney Docket No. INTU-137284), which is incorporated herein by reference.

[0030] As discussed in the above-referenced application, endpoints of commerce network

102 may include a consumer endpoint, a business endpoint, an external endpoint, and/or a

generic endpoint. The generic endpoint may facilitate the use of commerce network 102 by

entities that are not currently registered with commerce network 102 and/or other endpoints of

commerce network 102. For example, the generic endpoint may be used by a user who does not

have an existing user account with a consumer endpoint, business endpoint, and/or external

endpoint of commerce network 102.



[0031] In addition, a non-registered entity may be exposed to the generic endpoint in

response to an interaction from an entity that is registered within commerce network 102. As

shown in FIG. 2, an interaction 234 involving the exchange of an artifact among two or more

entities may be initiated at one endpoint 230 of commerce network 102 by an entity using

endpoint 230. For example, interaction 234 may be use to exchange a message, document,

payment, email, and/or other attribute and/or information related to interaction 234. The artifact

may be obtained from the entity initiating the interaction by an endpoint (e.g., endpoint 230) used

by the entity to access commerce network 102. The artifact may then be stored in an artifact

repository 216, along with other artifacts (e.g., artifact 1 226, artifact z 228) from other

interactions within commerce network 102. For example, the artifact may be stored in a

relational database, filesystem, and/or other structured storage mechanism for documents,

messages, and/or data.

[0032] To enable the interaction for a non-registered entity targeted by the interaction,

commerce network 102 may provide a generic endpoint 232 through which the non-registered

entity may access the artifact. In addition, generic endpoint 232 and/or commerce network 102

may allow the non-registered entity to access the artifact and/or other artifacts and/or services on

commerce network 102 without requiring authentication of the non-registered entity with

commerce network 102. For example, generic endpoint 232 and/or commerce network 102 may

provide a web interface through which the non-registered entity may view and/or download the

artifact without registering with and/or logging into commerce network 102.

[0033] First, an identity-management apparatus 202 in commerce network 102 may

identify a non-registered entity associated with interaction 234. In particular, identity-

management apparatus 202 may obtain identifying information for the non-registered entity from

endpoint 230. The identifying information may be provided by the entity initiating interaction

234, along with the artifact to be exchanged using interaction 234. In other words, the

identifying information may allow interaction 234 to be routed to the non-registered entity and/or

other entities targeted by interaction 234. For example, the identifying information may include

an email address, phone number, name, postal address, and/or other information that enables

communication with the non-registered entity.

[0034] Next, identity-management apparatus 202 may attempt to find a match between

the identifying information and an identity 208 within commerce network 102. For example,

identity-management apparatus 202 may perform a query with an identity repository 214

containing a set of identities (e.g., identity 1 218, identity n 220) for entities in commerce



network 102. If a matching identity (e.g., identity 208) is found in identity repository 214, an

access-management apparatus 204 in commerce network 102 may include the identity in an

authentication context 206 for the non-registered entity. If no identity in identity repository 214

matches the identifying information, a new identity (e.g., identity 208) for the non-registered

entity is created and included in authentication context 206. The new identity may also be added

to identity repository 214, and the identifying information may be included in the new identity to

facilitate subsequent identification of the non-registered entity.

[0035] Authentication context 206 may then be used to enable access to the artifact by

the non-registered entity without requiring authentication and/or registration of the non-

registered entity with commerce network 102. More specifically, access-management apparatus

204 may include authentication context 206 in a link 210 to the artifact, and commerce network

102 may provide link 2 0 to the non-registered entity. For example, commerce network 102 may

include link 210 in an email notification of interaction 234 to the non-registered entity.

[0036] Finally, the non-registered entity may use link 2 0 and generic endpoint 232 to

access the artifact. For example, the non-registered entity may use link 210 to navigate to a web-

based generic endpoint 232, and access-management apparatus 204 may obtain authentication

context 206 and an identifier for the artifact from link 210. If authentication context 206

indicates that the non-registered entity is permitted to access the artifact, access-management

apparatus 204 may allow the non-registered entity to view, download, and/or otherwise access

the artifact and complete interaction 234. If authentication context 206 indicates that the non-

registered entity is not permitted to access the artifact, access-management apparatus 204 may

prevent the non-registered entity from accessing the artifact.

[0037] Identity-management apparatus 202 may also update identity 208 based on

interaction 234 and/or additional information associated with the non-registered entity, and

access-management apparatus 204 may use the updated identity 208 to facilitate subsequent use

of commerce network 102 for the non-registered entity. For example, identity-management

apparatus 202 may increase the level of "confidence" in identity 208 and/or the strength of a

relationship between the non-registered entity and the entity initiating interaction 234 after

interaction 234 is successfully completed. Identity-management apparatus 202 may also

supplement identity 208 with other interactions between the non-registered entity and other

entities in commerce network 102, information associated with identity 208 from external

sources such as public records, financial institutions, and/or credit agencies, and/or insights

gained from analysis of the interaction(s) and/or information.



[0038] As identity 208 is updated over time, access-management apparatus 204 may

grant access to additional data and/or sendees in commerce network 102 to the non-registered

entity. First, access-management apparatus 204 may enable access to previously accessed

artifacts, such as messages, payments, and/or documents associated with past interactions

involving the non-registered entity. Access-management apparatus 204 may also allow the non-

registered entity to access additional artifacts related to one or more of the previously accessed

artifacts. For example, access-management apparatus 204 may allow the non-registered entity to

view an estimate related to an invoice transmitted using interaction 234 after the non-registered

entity has completed a pre-specified number of interactions and/or paid a pre-specified number of

invoices within commerce network 102. Finally, access-management apparatus 204 may enable

one or more subsequent interactions related to interaction 234. For example, access-management

apparatus 204 may allow the non-registered entity to pay an invoice and/or ask a question about

the invoice after receiving the invoice through interaction 234. In other words, access-

management apparatus 204 may manage access control for the non-registered entity based on the

level of "trust" in the non-registered entity.

[0039] By enabling limited use of commerce network 102 by non-registered entities

without requiring the non-registered entities to register and/or authenticate themselves with

commerce network 102, the system of FIG. 2 may increase use of commerce network 102

without compromising the security and/or confidentiality of artifacts in commerce network 102.

Moreover, the system of FIG. 2 may provide a centralized mechanism for carrying out business

interactions for both registered and non-registered entities of commerce network 102, thus

reducing the overhead and/or complexity associated with performing the business interactions.

Finally, the functionality provided to the non-registered entities may encourage the non-

registered entities to join commerce network 102, resulting in an additional increase in the use of

commerce network 102 and/or the value of commerce network 02 to all entities in commerce

network 102.

[0040] FIG. 3 shows an exemplary timeline of operations associated with unauthenticated

access to an artifact in commerce network 102 in accordance with the disclosed embodiments.

Beginning at time 306, an entity 302 in commerce network 102 may initiate an interaction by

providing an invoice and identifying information for a non-registered entity 304 targeted in the

interaction to commerce network 102. For example, entity 302 may create and/or upload the

invoice using an endpoint of commerce network 02 and provide an email address, phone

number, name, and/or other contact information for non-registered entity 304 to the endpoint.



[0041] At time 308, commerce network 102 may establish an identity for non-registered

entity 304 from the identifying information. For example, commerce network 102 may attempt

to find a match between the identifying information and an identity within commerce network

102. If a match is found, commerce network 102 may include the identity in an authentication

context for the non-registered entity. If the match is not found, commerce network 102 may

create a new identity for the non-registered entity and include the new identity in the

authentication context.

[0042] At time 310, commerce network 102 may generate a token that includes an

identifier for the invoice and the identity of non-registered entity and include the token in a link

that is provided to non-registered entity 304. For example, commerce network 102 may embed

the token in a uniform resource locator (URL) that links to the invoice and transmit the URL in

an email to non-registered entity 304.

[0043] At time 312, non-registered entity 304 may use the link to access commerce

network 102, and commerce network 102 may obtain the identifying information and/or identity

of non-registered entity 304 from the token in the link. For example, non-registered entity 304

may use the link to navigate to a generic endpoint of commerce network 102, and commerce

netw ork 102 may resolve the email address, name, phone number, and/or other identifying

information for non-registered entity 304 from the token.

[0044] At time 314, non-registered entity 304 may obtain a ticket (e.g., authentication

ticket) using the identifying information, and provide the ticket and token to commerce network

102 to establish an authentication context for non-registered entity 304. More specifically,

commerce network 102 may generate the ticket based on the identifying information for non-

registered entity 304, thus "authenticating" non-registered entity 304 based on the identifying

information. In addition, the identifying information may be obtained from the token instead of

non-registered entity 304, thus allowing non-registered entity 304 to access commerce network

2 without providing authentication credentials to commerce network 02 and/or manually

inputting the identifying information.

[0045] After the authentication context is established, commerce network 102 may

provide non-registered entity 304 with the invoice at time 316. For example, commerce network

102 may use the ticket and token to determine if non-registered entity 304 is granted access to

the invoice. If non-registered entity 304 is allowed to access the invoice, commerce network 102

may enable viewing and/or downloading of the invoice by non-registered entity 304. If non-



registered entity 304 is not allowed to access the invoice, commerce network 102 may prevent

non-registered entity 304 from viewing and/or downloading the invoice.

[0046] As described above, commerce network 102 may also facilitate subsequent use of

commerce network 102 by non-registered entity 304 based on previous use of commerce network

102 and/or additional information associated with non-registered entity 304. For example,

commerce network 102 may use a history of previous interactions (e.g., transmission of

documents, payments, etc.) involving non-registered entity 304 to grant non-registered entity 304

access to artifacts associated with the previous interactions and/or additional artifacts related to

the artifacts. Commerce network 102 may also allow non-registered entity 304 to follow up on

the invoice by paying the invoice and/or asking a question about the invoice, if non-registered

entity 304 has an established history of interactions in commerce network 102 and/or public

records indicate that non-registered entity 304 is likely not to be fraudulent.

[0047] FIG. 4 shows a flowchart illustrating the process of facilitating business

interaction in accordance with the disclosed embodiments h one or more embodiments, one or

more of the steps may be omitted, repeated, and/or performed in a different order. Accordingly,

the specific arrangement of steps shown in FIG. 4 should not be construed as limiting the scope

of the embodiments.

[0048] Initially, a non-registered entity associated with interaction within a commerce

network is identified (operation 402). For example, the non-registered entity may be targeted in

an interaction initiated by an entity that is registered with the commerce network. Next, access to

an artifact associated with the interaction is enabled for the non-registered entity without

requiring authentication of the non-registered entity (operation 404), as discussed in further detail

below with respect to FIG. 5 .

[0049] The identity of the non-registered entity is then updated based on the interaction,

additional information associated with the non-registered entity, and/or analysis of the interaction

or additional information (operation 406). For example, information about the interaction may

be obtained from one or more endpoints of the commerce network and analyzed to increase the

level of "confidence" in the identity of the non-registered entity and/or the strength of a

relationship between the non-registered entity and one or more other entities participating in the

interaction. Public records, credit rating agencies, financial institutions, and/or other external

sources may also be used to verify the trustworthiness, identity, and/or reliability of the non-

registered entity. Updates to the identity and/or non-registered entity may additionally be



included in a model of the commerce network to facilitate tracking of the use of the commerce

network by the non-registered entity and/or other entities.

[0050] Finally, the updated identity is used to facilitate subsequent use of the commerce

network for the non-registered entity (operation 408). For example, an increase in the number of

interactions, number of relationships, reliability, and/or "confidence" in the identity of the non-

registered entity may enable access to previously accessed artifacts, additional artifacts related to

the previously accessed artifacts, and/or subsequent interactions related to the interaction for the

non-registered entity.

[0051] FIG. 5 shows a flowchart illustrating the process of enabling unauthenticated

access to an artifact in a commerce network in accordance with the disclosed embodiments. In

one or more embodiments, one or more of the steps may be omitted, repeated, and/or performed

in a different order. Accordingly, the specific arrangement of steps shown in FIG. 5 should not

be consumed as limiting the scope of the embodiments.

[0052] First, identifying information for a non-registered entity is obtained from an

interaction (operation 502). For example, the interaction may specify an email address, phone

number, postal address, name, and/or other contact information for the non-registered entity.

Next, an attempt to find a match between the identifying information and an identity within the

commerce network (operation 504) is made. For example, a relational database and/or other

identity repository of the commerce network may be queried for an identity matching and/or

containing the identifying information.

[0053] An authentication context for the entity may then be generated based on the

presence or absence of the match (operation 506). If the match is found, the identity matching

the identifying information is included in an authentication context for the non-registered entity

(operation 508). If no match is found, a new identity for the non-registered entity is included in

the authentication context (operation 510).

[0054] The authentication context is, in turn, included in a link to the artifact (operation

512), and the link is provided to the non-registered entity (operation 514). Finally, the artifact is

provided to the non-registered entity based on the authentication context and the link (operation

516). For example, a token identifying the non-registered entity and the artifact may be included

in the link. After the non-registered entity navigates to a generic endpoint of the commerce

network using the link, the token may be used to verify the identity of the non-registered entity

and access to the artifact by the non-registered entity. The artifact may then be provided to the

non-registered entity if the non-registered entity is granted access to the artifact.



[0055] FIG. 6 shows a computer system 600 in accordance with an embodiment.

Computer system 600 may correspond to an apparatus that includes a processor 602, memory

604, storage 606, and/or other components found in electronic computer systems. Processor 602

may support parallel processing and/or multi-threaded operation with other processors in

computer system 600. Computer system 600 may also include input/output (I/O) devices such as

a keyboard 608, a mouse 610, and a display 612.

[0056] Computer system 600 may include functionality to execute various components of

the present embodiments. In particular, computer system 600 may include an operating system

(not shown) that coordinates the use of hardware and software resources on computer system

600, as well as one or more applications that perform specialized tasks for the user. To perform

tasks for the user, applications may obtain the use of hardware resources on computer system 600

from the operating system, as well as interact with the user through a hardware and/or software

framework provided by the operating system.

[0057] In one or more embodiments, FIG. 6 provides a system for facilitating business

interaction. The system may include an identity-management apparatus that identifies a non-

registered entity associated with an interaction within a commerce network. The system may

also include an access-management apparatus that enables, for the non-registered entity, access

to an artifact associated with the interaction without requiring authentication of the non-

registered entity. The identity-management apparatus may also update an identity of the non-

registered entity based on the interaction and/or additional information associated with the non-

registered entity, and the modeling apparatus may use the updated identity to facilitate

subsequent use of the commerce network for the non-registered entity.

[0058] In addition, one or more components of computer system 600 may be remotely

located and connected to the other components over a network. Portions of the present

embodiments (e.g., identity-management apparatus, access-management apparatus, endpoints,

entities, etc.) may also be located on different nodes of a distributed system that implements the

embodiments. For example, the present embodiments may be implemented using a cloud

computing system that facilitates access to a set of artifacts associated with a set of interactions

in a commerce network by a set of remote non-registered entities through a generic endpoint of

the commerce network.

[0059] The foregoing descriptions of various embodiments have been presented only for

purposes of illustration and description. They are not intended to be exhaustive or to limit the

present invention to the forms disclosed. Accordingly, many modifications and variations will be



apparent to practitioners skilled in the art. Additionally, the above disclosure is not intended to

limit the present invention.
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What Is Claimed Is:

1. A computer-implemented method for facilitating business interaction, comprising:

identifying a non-registered entity associated with an interaction within a commerce

network; and

enabling, for the non-registered entity, access to an artifact associated with the interaction

without requiring authentication of the non-registered entity.

2 . The computer-implemented method of claim 1, further comprising:

updating an identity of the non-registered entity based on at least one of the interaction,

additional information associated with the non-registered entity, and analysis of the interaction or

additional information.

3. The computer-implemented method of claim 2, further comprising:

using the updated identity to facilitate subsequent use of the commerce network for the

non-registered entity.

4. The computer-implemented method of claim 3, wherein using the updated identity

to facilitate subsequent use of the commerce network for the non-registered entity involves:

enabling, for the non-registered entity, access to at least one of:

previously accessed artifacts;

additional artifacts related to one or more of the previously accessed artifacts; and

one or more subsequent interactions related to the interaction.

5. The computer-implemented method of claim 2, wherein the identity is updated

within a model of the commerce network.

6. The computer-implemented method of claim 2, wherein the additional information

is obtained from at least one of:

an endpoint of the commerce network; and

an external source.



7. The computer-implemented method of claim 1, wherein identifying the non-

registered entity associated with the interaction involves:

obtaining identifying information for the non-registered entity from the interaction;

attempting to find a match between the identifying information and an identity within the

commerce netw ork;

if the match is found, including the identity in an authentication context for the non-

registered entity; and

if the match is not found, including a new identity for the non-registered entity in the

authentication context.

8. The computer-implemented method of claim 7, wherein enabling, for the non-

registered entity, access to the artifact without requiring authentication of the non-registered

entity involves:

including the authentication context in a link to the artifact;

providing the link to the non-registered entity; and

providing the artifact to the non-registered entity based on the authentication context and

the link.

9. The computer-implemented method of claim 8, wherein the artifact is provided to

the non-registered entity through a generic endpoint of the commerce network.

10. A system for facilitating business interaction, comprising:

an identity-management apparatus configured to identify a non-registered entity

associated with an interaction within a commerce network; and

an access-management apparatus configured to enable, for the non-registered entity,

access to an artifact associated with the interaction without requiring authentication of the non-

registered entity.

1 . The system of claim 10, wherein the identity-management apparatus is further

configured to:

update an identity of the non-registered entity based on at least one of the interaction,

additional information associated with the non-registered entity, and analysis of the interaction or

additional information.



1 . The system of claim 11, wherein the access-management apparatus is further

configured to:

use the updated identity to facilitate subsequent use of the commerce network for the non-

registered entity.

13. The system of claim 12, wherein using the updated identity to facilitate

subsequent use of the commerce network for the non-registered entity involves:

enabling, for the non-registered entity, access to at least one of:

previously accessed artifacts;

additional artifacts related to one or more of the previously accessed artifacts; and

one or more subsequent interactions related to the interaction.

14. The system of claim 10, wherein identifying the non-registered entity associated

with the interaction involves:

obtaining identifying information for the non-registered entity from the interaction;

attempting to find a match between the identifying information and an identity within the

commerce network;

if the match is found, including the identity in an authentication context for the non-

registered entity; and

if the match is not found, including a new identity for the non-registered entity in the

authentication context.

15. The system of claim 14, wherein enabling, for the non-registered entity, access to

the artifact without requiring authentication of the non-registered entity involves:

including the authentication context in a link to the artifact;

providing the link to the non-registered entity; and

providing the artifact to the non-registered entity based on the authentication context and

the link.

16. A computer-readable storage medium storing instructions that when executed by a

computer cause the computer to perform a method for facilitating business interaction, the

method comprising:



identifying a non-registered entity associated with an interaction within a commerce

network; and

enabling, for the non-registered entity, access to an artifact associated with the interaction

without requiring authentication of the non-registered entity.

17. The computer-readable storage medium of claim 16, the method further

comprising:

updating an identity of the non-registered entity based on at least one of the interaction,

additional information associated with the non-registered entity, and analysis of the interaction or

additional information.

18. The computer-readable storage medium of claim 17, the method further

comprising:

using the updated identity to facilitate subsequent use of the commerce network for the

non-registered entity.

1 . The computer-readable storage medium of claim 18, wherein using the updated

identity to facilitate subsequent use of the commerce network for the non-registered entity

involves:

enabling, for the non-registered entity, access to at least one of:

previously accessed artifacts;

additional artifacts related to one or more of the previously accessed artifacts; and

one or more subsequent interactions related to the interaction.

20. The computer-readable storage medium of claim 16, wherein identifying the non-

registered entity associated with the interaction involves:

obtaining identifying information for the non-registered entity from the interaction;

attempting to find a match between the identifying information and an identity within the

commerce network;

if the match is found, including the identity in an authentication context for the non-

registered entity; and

if the match is not found, including a new identity for the non-registered entity in the

authentication context.



21. The computer-readable storage medium of claim 20, wherein enabling, for the

non-registered entity, access to the artifact without requiring authentication of the non-registered

entity involves:

including the authentication context in a link to the artifact;

providing the link to the non-registered entity; and

providing the artifact to the non-registered entity based on the authentication context and

the link.
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