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(57) Abstract: Systems and methods for conducting convenient and secure mobile transactions between a payment terminal and a
mobile device, e.g., in a fueling environment, are disclosed herem. In some embodiments, the payment terminal and the mobile
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SYSTEMS AND METHODS FOR CONVENIENT AND SECURE
MOBILE TRANSACTIONS

FIELD

[0002] The subject matter disclosed herein generally relates to systems and methods for

convenient and secure mobile transactions, and morc particularly to convenicent and sccure

mobile payment in a fuel dispensing environment.

BACKGROUND

[0003] A number of mobile payment systems have been developed in which a mobile device
can be used to pay for goods or services at a payment terminal. In some systems, the mobile
device does not communicate directly with the payment terminal. Rather, the transaction 1s
conducted between a mobile device payment infrastructure and a merchant payment
infrastructure (e.g., cloud-to-cloud). Integrating these complex and widcely-divergent

infrastructures, however, can often be cost-prohibitive.

[0004] Other systems involve direct communication between the mobile device and the

payment terminal. In such systems, sensitive user data such as payment and loyalty

information is transmitted as cleartext, raising a number of security issues. For example, the
sensitive user data can be intercepted by unscrupulous third partics. This can be of particular
concern in fueling environments, where the payment terminal 1s often disposed in an
unmanncd, outdoor sctting where there 18 an clevated risk of snooping or tampering. Users can

be discouraged from using such systems for fear that the payment terminal may have been

compromised.

[0005] Many existing mobile payment systems also require user mteraction with the mobile
device before, during, or after a transaction. For example, the user must retrieve the mobile

device and launch a digital wallet application or otherwise interact with software executed on

the mobile device to begin a transaction. The user must also hold the mobile device up to the

payment terminal (o place the mobile device in close proximity to the payment terminal.
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[0006] Existing mobile payment systems can thus be unsecure and cumbersome or time

consuming for the user, and a need exists for improved mobile payment systems.

BRIEF DESCRIPTION

[0007] Systems and methods for conducting convenient and secure mobile transactions between
a payment terminal and a mobile device, e.g., in a fueling environment, are disclosed herein. In
some embodiments, the payment terminal and the mobile device conduct a mutual
authentication process that, if successful, produces a session key which can be used to encrypt
sensitive data to be exchanged between the payment terminal and the mobile device. Payment
and loyalty information can be securely communicated from the mobile device to the payment
terminal using the session key. This can be done automatically, without waiting for the user to
initiate a transaction, to shorten the overall transaction time. The transaction can also be
completed without any user interaction with the mobile device, increasing the user's convenience
since the mobile device can be left in the user's pocket, purse, vehicle, etc. The sensitive data can
be deleted from the payment terminal automatically aftcr a transaction 1s complete or if a

transaction 1s never 1nitiated.

[0007a] Certain exemplary embodiments can provide a terminal, comprising: a wireless
transceiver configured to communicate wirelessly with a mobile device; an nput device
configured to receive input from a user of the terminal; a storage device configured to store user
information associated with one or more users; and at least one processor coupled to the wireless
transceiver, the input device, and the storage device, the processor being programmed to:
conduct a mutual authentication process with a mobile device to obtain a session key; receive
user information from the mobile device via the wireless transceiver, said user information being
encrypted by the session key; store the received user information in the storage device; after the
mutual authentication process is conducted and after the received user information is stored 1n
the storage device: receive a request to initiate a transaction from a user via the input device;
prompt the user for authorization information; receive authorization information from the user
via the input device; encrypt the authorization information using the session key; send the
encrypted authorization information to the mobile device via the wireless transceiver; receive a
validation result from the mobile device via the wireless transceiver; and when the validation

result is positive, complete a transaction requested by the user using the stored user information.

CA 2931024 20177-07-21



[0007b] Certain exemplary embodiments can provide a mobile device, comprising: a wireless
transceiver configured to communicate wirelessly with a terminal; a storage device configured
to store user information associated with a user; and at least one processor coupled to the
wireless transceiver and the storage device, the processor being programmed to execute a
transaction with a tcrminal by: conducting a mutual authentication process with the terminal to
obtain a session key; encrypting the user information stored in the storage device using the
session key; sending the encrypted user information to the terminal via the wireless transceiver;
after conducting the mutual authentication process and after sending the encrypted user
information to the terminal: receiving encrypted authorization information from the terminal via
the wireless transceiver; decrypting the authorization information using the session key;
comparing the authorization information to master authorization information to generate a
validation result, the validation result being positive when a match is found and being negative
when a match is not found; and sending the validation result to the terminal via the wireless

transceiver to facilitate completion of the transaction by the terminal.

[0007c] Certain exemplary embodiments can provide a mcthod for conducting a convenient and
secure mobile transaction using a tcrminal and a mobile device, comprising: automatically and
without user interaction with the terminal or the mobile device, conducting a mutual
authentication process in which the terminal and the mobile device authenticate one another to
each obtain a session key; receiving user information from the mobile device via a wireless
transceiver of the terminal, said user information being encrypted by the session key; and storing

the user information in a storage device of the terminal; after conducting the mutual
authentication process and after sending the encrypted user information to the terminal:
receiving a request to initiate a transaction from a user via an input device of the terminal;
prompting the user for authorization information via an electronic display of the tcrminal;
receiving authorization information from the user via the input device; encrypting the
authorization information using thc session key; sending the encrypted authorization information
to the mobile devicc via the wireless transceiver; receiving a validation result from the mobile
device via the wireless transceiver; and when the validation result 1s positive, completing a

transaction requested by thc uscr using the stored user information.

2a
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[0008] In some embodiments, a terminal includes a wireless transceiver configured to
communicate wirelessly with a mobile device, an input device configured to receive input from
a user of the terminal, a storage device configured to store user information associated with one
or more users, and at least one processor coupled to the wireless transceiver, the input device,
and the storage device. The processor is programmed to conduct a mutual authentication process
with a mobile device to obtain a session key, receive user information from the mobile device
via the wireless transceiver, said user information being encrypted by the session key, store the
user information in the storage device, receive a request to initiate a transaction from a user via
the input device, prompt the user for authorization information, receive authorization
information from the user via the input device, encrypt the authorization information using the
session key, send the encrypted authorization information to the mobile device via the wireless
transceiver, receive a validation result from the mobile device via the wireless transceiver, and
when the validation result is positive, complete a transaction requested by the user using the

stored user intormation.

[0009] In some embodiments, a mobile device includes a wireless transceiver configured to
communicate wirelessly with a terminal, a storage device configured to store user information

associated with a user, and at least one processor coupled to the wireless transceiver and the

2b
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storage device. The processor 1s programmed to cxccute a transaction with a tcrminal by:
conducting a mutual authentication process with the terminal to obtain a session key,
encrypting the user information stored in the storage device using the session key, sending the
encrypted user information to the terminal via the wireless transceiver, receiving encrypted
authorization information from the terminal via the wireless transceiver, decrypting the
authorization information using the session key, comparing the authorization information to
master authorization information to generate a validation result, the validation result being
posiive when a match 1s [ound and being negative when a match 1s not found, and sending the
validation result to the terminal via the wireless transceiver to facilitate completion of the

transaction by the terminal.

[00010] In some embodiments, a method for conducting a convenient and secure mobile
transaction using a terminal and a mobile device includes, automatically and without user
interaction with the terminal or the mobile device, conducting a mutual authentication process
in which the terminal and the mobile device authenticate one another to each obtain a session
key, receiving user information from the mobile device via a wireless transceiver of the
terminal, said user information being encrypted by the session key, and storing the user
information in a storage device ot the terminal. The method also includes receiving a request
(0 1nit1ate a transaction [rom a user via an input device ol the terminal, prompting the user lor
authorization information via an electronic display of the terminal, receiving authorization
information from the user via the input device, encrypting the authorization information using
the session key, sending the encrypted authorization information to the mobile device via the
wireless transceiver, receiving a validation result from the mobile device via the wireless
transceiver, and when the validation result 18 positive, completing a transaction requested by

the user using the stored user information.
BRIEF DESCRIPTION OF THE DRAWINGS

[00011] These and other teatures will be more readily understood trom the following detailed

description taken in conjunction with the accompanying drawings, in which:

[00012] FIG. 1 18 a schematic diagram of one exemplary embodiment of a fueling

environment:
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100013] FIG. 2 18 a scquence diagram of one ¢xemplary ecmbodiment of a method for

conducting a secure and convenient transaction between a payment terminal, a mobile device,

and a user;
[00014] FIG. 3 is a schematic diagram of one exemplary embodiment of a computer system;
[000135] FIG. 4 18 a schematic diagram of one exemplary embodiment of a payment terminal;

[00016] FIG. 5 1s schematic diagram of one exemplary embodiment of a mobile device;

[00017] FIG. 6 a tflowchart that depicts the method of FIG. 2 from the perspective of the

payment terminal;

[00018] FIG. 7 1s a tlowchart that depicts the method of FIG. 2 from the perspective of the

mobile device;

[00019] FIG. 8 1s a schemauc diagram ol one exemplary certilicate or key scheme lor carrying

out a mutual authentication process; and

100020] FIG. 9 1s a schematic diagram of another exemplary certificate or key scheme for

carrying out a mutual authcntication proccess.

[00021] It 1s noted that the drawings are not necessarily to scale. The drawings are intended to
depict only typical aspects ot the subject matter disclosed herein, and therefore should not be
considered as limiting the scope of the disclosure. In the drawings, like numbering represents

like elements between the drawings.

DETAILED DESCRIPTION

[00022] Certain exemplary embodiments will now be described to provide an overall

understanding of the principles of the structure, function, manufacture, and use of the devices,

systems, and methods disclosed heren.

100023] Systems and methods for conducting convenient and secure mobile transactions
between a payment terminal and a mobile device, e.g., 1in a fueling environment, are disclosed
herein. In some embodiments, the payment terminal and the mobile device conduct a mutual
authentication process that, 1f successtul, produces a session key which can be used to encrypt
scnsitive data to be ¢xchanged between the payment terminal and the mobile device. Paymcent

and loyalty information can be securely communicated from the mobile device to the payment

4
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tcrmuinal using the scssion key. This can be donc automatically, without waiting for the uscr to
Initiate a transaction, to shorten the overall transaction ttme. The transaction can also be
completed without any user interaction with the mobile device, increasing the user’s
convenience since the mobile device can be left in the user’s pocket, purse, vehicle, etc. The
sensitive data can be deleted from the payment terminal automatically after a transaction 18

complete or if a transaction 1s never initiated.
FUELING ENVIRONMENT

100024 FIG. 1 illustrates an exemplary embodiment of a fueling environment 100 in which
one or more of the systems and methods disclosed herein can be implemented. The tueling
environment 100 generally includes a payment terminal 102 and a mobile device 104
associated with a user (e.g., a customer seeking to make a purchase using the payment

terminal).

[00025] The payment terminal 102 can be integrated with a fuel dispense 106, which can

include various features well understood by those skilled 1n the art such as a nozzle, a pump,
buttons for selecting fuel grade, an electronic display screen, and so torth. 'The payment
terminal 102 can be or can include a computer system, as described below. The payment
terminal 102 can be configured to communicate with various networks (e.g., directly or through
a back end server), such as a fueling loyalty network 108 tor maintaining, checking, and
updating customer loyalty information and a fueling payment network 110 for processing fuel

purchase and other transactions.

[00026] The mobile device 104 can be or can include a computer system, as described below.
1'he mobile device 104 can be or can include any device that 1s contigured to exchange data
over a communications network, such as a mobile phone, tablet computer, laptop computer,
digital wallet, and so forth. The mobile device 104 can be a handheld device that can be held
by a user or stored 1n a user’s pocket, purse, vehicle, etc. The mobile device 104 can also be

Iintegrated with a movable object such as a car, truck, motorcycle, or other vehicle.

[00027] Although a fueling environment 100 is shown in FIG. 1, it will be appreciated that the

systems and methods disclosed herein can be readily applied in other settings, €.2., any setting
1in which a mobile device 1s used to conduct a transaction with a terminal. Transactions can
include payment transactions, refund transactions, service transactions, control transactions, or

any other transacton that requires communication. Terminals can include payment terminals,
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kiosks, and so torth, and/or can bc¢ part of a dispcenscr (¢.g., a fucl dispenscr, a snack or

beverage dispenser, a cash dispenser, etc.).
CONVENIENT AND SECURE MOBILE PAYMENT

100028] FIG. 2 dlustrates an exemplary embodiment of a convenient and secure mobile
payment method by which a user can complete a purchase transaction using the payment
terminal 102 and the mobile device 104. Prior to execution of the 1llustrated method, the user
can enable mobile payment features ot the mobile device 104, for example by installing an
application in the mobile device or loading payment or loyalty account information into the
mobile device. Enabling the mobile device 104 for mobile payment can be a one-time process,
such that user interaction with the mobile device 1s not required betore, during, or after

transactions completed after the mobile device 1s 1nitially enabled.

100029] The illustratcd mcthod can begin with the mobile device and the payment tcrminal
establishing a secure communications link therebetween. The mobile device can use polling or
interrupt-based techniques to determine when a payment terminal 18 nearby and, when a
payment terminal 1s detected, can initiate a two-way authentication process with the payment
terminal. Alternatively, or in addition, the payment terminal can use polling or interrupt-based
techniques to determine when a mobile device 1s nearby and, when a mobile device 1s detected.,
can 1nitiate a two-way authentication process with the mobile device. In some embodiments,
the mobile device periodically (e.g., every 30 seconds) emits a polling signal which 1s received
by any payment terminals that are within range and which 1s used by such payment terminals to

initiate the two-way authentication process.

100030] If the mobile device 1s able to authenticate the payment terminal and the payment
terminal 1s able to authenticate the mobile device, the two-way authentication process
completes successtully with the mobile device and the payment terminal each possessing a
session key (or respective portions of a session key pair), which can be used to encrypt and
decrypt information to be communicated securely between the mobile device and the payment
terminal. The term **session key” can be used interchangeably to refer to a single key and to
refer to one or both portions of a session key pair. If the authentication process completes
successtully, the mobile device encrypts customer information associated with the user or
customer (e.g., account or other payment information, loyalty information, and so forth) using
the session key. The encrypted customer information can be decrypted by the payment

terminal using the session key and stored in a secure location within the payment terminal

6
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whilc the payment terminal waits for the uscr to mitiate a transaction. The uscr’s payment and

loyalty data can thus be pre-loaded into the payment terminal, before the user initiates a

transaction (e.g2., before a tuel customer even exits their vehicle).

[00031] A user can then initiate a transaction with the payment terminal, for example by
dispensing fuel from a tuel dispenser coupled to the payment terminal or by pressing a button
or actuating some other user interface element of the payment terminal. The payment terminal
can include provisions for ensuring that the user who 18 1nitiating a transaction is authorized to
use the payment features ot the mobile device, which can prevent use of such features when the
mobile device 1s stolen or otherwise compromised. For example, once a transaction 1s initiated
by the user, the payment terminal can prompt the user lor authorization information. The
authorization information can include a personal identification number (PIN), a password,
biometric data such as a fingerprint or face image, or any other information that can be used to
ensure that a user 1s an authorized user of the mobile device’s payment features. This
authorization intormation can then be encrypted by the payment terminal using the session key

and transmitted to the mobile device for validation.

[00032] In some instances, a plurality of a mobile devices with enabled payment features can
be within range of the payment terminal at the same time (e.g., in the case of a busy frontcourt
at a fueling station), and therefore the payment terminal can have a plurality of sets of customer
information stored therein. Accordingly, the payment terminal can also prompt the user for a
user 1dentilication (e.g., the user’'s name or an account name set up by the user), which can be
cross-referenced with the customer information received by the payment terminal from the 1n-
range mobile devices to determine which of the plural mobile devices is associated with the

user that initiated the transaction.

[00033] In some instances, the user’'s mobile device can be set up with payment information
for a plurality of payment types (e.g., information for multiple credit or debit cards) and/or
loyalty information for a plurality of loyalty relationships, and can transfer the payment
information for each of the payment types and the loyalty information for each of the loyalty
relationships to the payment terminal. Accordingly, the payment terminal can also prompt the
user tor a payment type and/or loyalty type to be used. In other words, the payment terminal
can allow the user o select which ol the plurality ol payment types or loyalty types set up 1n

th¢ mobilc device should be uscd to complcte the transaction.
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100034] Once the uscr enters the required intormation, the payment terminal encrypts the
entered authorization information using the session key and transmits it to the mobile device
for validation. When multiple mobile devices are 1n range, the payment terminal can send the
encrypted authorization information only to the mobile device associated with the user
identification provided by the user. When multiple payment or loyalty options are available
from the mobile device, the payment terminal can send the user’s selection of payment or
loyalty type to the mobile device with the encrypted authorization information. The payment

or loyaltly type information can be sent in encrypled or unencrypted [orm.

[00035] The mobile device then decrypts the authorization information received from the

payment lerminal using the session key and compares the recelved authorization informaton to
master authorization information stored in the mobile device. If a match 1s found, the user 1s an
authorized user of the mobile device and the mobile device can send a positive validation result
to the payment terminal. If no match 1s found, the user 1s not authorized and the mobile device

can send a negative validation result to the payment terminal.

[00036] When the payment terminal receives a positive validation result from the mobile
device, the transaction 1s completed using the customer information previously recetved trom
the mobile device and now stored in the payment terminal. When the payment terminal
receives a negative validation result from the mobile device, the payment terminal can refuse
the transaction or allow the user to try entering the authorization information again, in which
case the above process 1s repeated (o validate the newly-entered authorizaton information with

the mobile device.

[00037] After the transaction is complete, the user information stored in the payment terminal
can be deleted. 'T'he user can also be prompted tor a printed or electronic receipt and, it the
user opts for an electronic receipt, the payment terminal can transmit an electronic receipt to
the mobile device where 1t can be subsequently retrieved by the user. The receipt can be
encrypted using the session key. The payment terminal can also be contigured to delete user
information stored therein when communication 18 lost with the mobile device (e.g., when the
mobile device leaves the communications range of the payment terminal) or when a
predetermined time elapses without a transaction being initiated (e.g., at least about 30

minules).

[00038] In the above method, the two-way authentication process ensures that the mobile

device transters sensitive user information only to a trusted, authenticated payment terminal.
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This scnsitive uscr information can be encrypted between the mobile device and the payment
terminal to prevent interception by malicious parties. Similarly, the two-way authentication
process ensures that the payment terminal only accepts transaction payments from a trusted,

authenticated mobile device.

[00039] In addition, most of the customer information (e.g., payment and loyalty data) 1s
transterred to the payment terminal automatically without any user interaction with the mobile
device. Accordingly, the lost time and inconvenience associated with locating and reaching for
the mobile device, launching apps or activating payment features, and so forth 1s eliminated. A
user can complete an entire transaction without ever touching or interacting with the mobile
device. In other words, a transaction can be completed without any physical inleraction
between the user and the mobile device betore, during, or after the transaction. The payment
process 18 also expedited since the user’s customer information 18 already stored in the payment
terminal by the time the user mitiates a transaction, saving time that would otherwise be

required to authenticate and transter the information.

[00040] Finally, the above method can alleviate concerns regarding the use of mobile devices
In proximity to a fuel dispenser. Some fueling stations ban such use since it 18 alleged that
mobile devices can generate electrical events that may cause fire. The above method does not
require any interaction between the user and the mobile device, and therefore the user can leave
the mobile device in their pocket, purse, vehicle, or other location and eliminate any concern of

the mobile device being a [ire hazard.

100041] Exemplary devices or structures for carrying out the above method are discussed 1n

detail below, along with variations on the above method.

COMPUTER SYSTEM

100042] FIG. 3 illustrates an exemplary architecture of a computer system 200 which can be
used to implement the payment terminal 102 or mobile device 104 of FIG. 1. Although an
exemplary computer system 200 1s depicted and described herein, 1t will be appreciated that
this 1s for sake of generality and convenience. In other embodiments, the computer system

may differ in architecture and operation from that shown and described here.

[00043] The computer system 200 can include a processor 202 which controls the operation of

the computer system 200, for example by executing an operating system (OS), device drivers,
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application programs, and so forth. Thc processor 202 can include any type of microproccssor
or central processing unit (CPU), including programmable general-purpose or special-purpose
microprocessors and/or any of a variety of proprietary or commercially-available single or

multi-processor systems.

[00044] The computer system 200 can also include a memory 204, which provides temporary
or permanent storage for code to be executed by the processor 202 or for data that 1s processed
by the processor 202. The memory 204 can include read-only memory (ROM), flash memory,
one or more varieties of random access memory (RAM), and/or a combination of memory

technologies.

100045] The various elements of the computer system 200 can be coupled to one another. I'or
example, the processor 202 can be coupled to the memory 204. The various elements of the
computer system 200 can be directly coupled to one another or can be coupled to one another
via one or more intermediate components. In the i1llustrated embodiment, the various elements
of the computer system 200 are coupled to a bus system 206. The illustrated bus system 206 is
an abstraction that represents any one or more separate physical busses, communication
lines/intertaces, and/or multi-drop or point-to-point connections, connected by appropriate

bridges, adapters, and/or controllers.

[00046] The computer system 200 can also include a network interface 208 which enables the
computer system 200 to communicate with remote devices (e.g., other computer systems) over
a network. In the case of the payment terminal 102, the network 1ntertace can facilitate

communication with the fueling loyalty network 108, and the fueling payment network 110, for

example via an Ethernet, Wi-F1, or cellular data network.

[00047] The computer system 200 can also include an input/output (I/0) interface 210 which

facilitates communication between one or more input devices, one or more output devices, and
the various other components of the computer system 200. Exemplary input and output
devices include keypads, touchscreens, buttons, magnetic-stripe card readers, lights, speakers,

and so forth.

[00048] The computer system 200 can also include a storage device 212, which can include
any conventional medium for storing data in a non-volatile and/or non-transient manner. The
storage device 212 can thus hold data and/or instructions in a persistent state (1.€., the value 1s

retained despite interruption ol power o the computer system 200). The storage device 212
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can 1ncludc onc or morc hard disk drives, flash drives, USB drives, optical drives, various
media disks or cards, memory technologies, and/or any combination thereot and can be directly
connected to the other components of the computer system 200 or remotely connected thereto,

such as over a network.

[00049] The computer system 200 can also include a display controller 214 which can include
a video processor and a video memory, and can generate images to be displayed on one or

more electronic displays in accordance with instructions received from the processor 202.

[00050] The computer system 200 can also include a secure element 216. The secure element
216 can be a tamper-resistant plattorm (e.g., a one-chip secure microcontroller) capable ot
securely hosting applications and their confidential and cryptographic data (e.g., key
management) in accordance with the rules and security requirements set forth by a set of well-
tdentified trusted authorities. The secure element 216 can be capable of providing random
number generation, generating device-specitic public/private key pairs, and executing a
security algorithm. Known examples of security algorithms include, but are not limited to:
Hash, TDES, AES, RSA, etc. Exemplary secure elements 216 include Universal Integrated
Circuit Cards (UICC), embedded secure elements, and micro secure digital (microSD) cards.

The secure element 216 can be or can include a storage device.

[00051] The computer system 200 can also include a secure communication interface 218
through which the computer system 200 can conduct mutual authentication procedures and
communicate with other computer systems. The secure communication interface 218 can be
wireless (e.g., near-tfield communication (NFC), Wi-Fi, Bluetooth, Bluetooth LE, ZigBee, and
the like) or wired (e.g., USB or Ethernet). In the case of NFC, for example, the computer
system 200 can include a radio transceiver contigured to communicate with a radio transceiver
of another device using one or more standards such as ISO/IEC 14443, FeliCa, ISO/IEC 18092,
and those defined by the NFCC Forum. The secure communication interfaces 2138 of the
payment terminal 102 and the mobile device 104 can be selected to provide the desired
communication range. In some embodiments, Bluetooth (e.g., class 2 Bluetooth having a range
of 5-10 meters) can be used for the secure communication interface 218 to allow the mobile
device 104 to remain somewhat distant from the payment terminal 102 (e.g., in a user’s pocket,
purse, or vehicle) while at the same ume limiting the communication range such that malicious

partics cannot attack the systcm from a grcat distance and such that mobilc devices of passing
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motorists or distant mobilc devices unlikely to be uscd for a transaction arc not ncedlessly

authenticated with the payment terminal.
MODULLES GENERALLY

[00052] The various functions performed by the payment terminal 102 and the mobile device
104 can be logically described as being performed by one or more modules or units. It will be
appreciated that such modules can be implemented in hardware, software, or a combination
thereotf. It will further be appreciated that, when implemented 1n software, modules can be part
of a single program or one or more separate programs, and can be implemented 1n a variety of
contexts (e.g., as part of an operating system, a device driver, a standalone application, and/or
combinations thereof). In addition, software embodying one or more modules can be stored as
an executable program on one or more non-transitory computer-readable storage mediums, or
can be transmitted as a signal, carrier wave, etc. Functions disclosed herein as being performed
by a particular module can also be pertormed by any other module or combination of modules,
and the payment terminal 102 and the mobile device 104 can include tewer or more modules
than what 1s shown and described herein. As used herein, software refers to any executable

program instructions, including firmware.

PAYMENT TERMINAL MODULES

[00053] FIG. 4 18 a schematic diagram of the modules of one exemplary embodiment of the
payment terminal 102. As shown, the payment terminal 102 can include an authentication
module 402, a user information receiving module 404, a user information storage module 400,
a transaction request recerving module 403, a user information library 410, a user prompting
module 412, an authorization module 414, a validation module 416, a transaction processing

module 418, and a receipt module 420.

100054 | 'The authentication module 402 can be configured to execute a mutual authentication
process with the mobile device 104. In particular, the authentication module 402 can be
configured to interact with an authentication module 502 of the mobile device 104 using the

secure communication interface 218 of the payment terminal 102 to execute a mutual

authentication process. An exemplary mutual authentication process 1s described in detail

below.
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[00055] The uscr information rceciving module 404 can be configured to receive uscr
information from a payment device (e.2., a mobile device 104) via the secure communication
interface 2138 of the payment terminal 102. The user information can include payment
information, such as credit or debit card numbers, card expiration dates, security codes,
cardholder names, EMV® data, and so forth. The user information can also include loyalty
information, such as loyalty account numbers, account names, and so forth. The received user
information can be encrypted by the mobile device 104 betore transmission to the payment
terminal 102 occurs. The user information receiving module 404 can be conligured o decryplt
the received user information using a session key generated during the mutual authentication

process executed by the authentication module 402.

[00056] The decrypted user information can be stored by the user information storage module
406 1n the user information library 410, which can be maintained in the secure element 216 or
other storage device 212 of the payment terminal 102. The user information storage module
4006 can store information associated with a plurality of users, e.g2., when a plurality of mobile
devices 104 are within range of and successtully authenticated with the payment terminal 102.
The user information storage module 406 can be configured to delete or erase stored user
information, for example when communication between the payment terminal 102 and the
mobile device 104 ceases (e.g2., because a transaction 18 completed or because the mobile
device exits the communication range of the payment terminal) or when a predetermined time
clapses after receipt of the user information without a transaction being initiated by the user.
Thus, 1t a mobile device 104 1s authenticated, communicates user information to the payment
terminal 102, and then exits the communications range of the payment terminal, the user
information storage module 406 can delete the received user information. Similarly, if a
mobile device 104 1s authenticated, communicates user information the payment terminal 102,
and then sutficient time elapses without the user initiating or completing a transaction, the user

information storage module 406 can delete the received user information.

[00057] The transaction request receiving module 408 can be configured to receive a request
(0 1n1tiate a transaction [rom a user. For example, the transaction request receiving module 408
can detect a user’s actuation of a button, keypad, softkey, touchscreen, or other user interface
clement of the payment terminal 102 1n an etfort to initiate a transaction (e.g., dispensing and

purchasing fuel).
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[00058] When a transaction rcqucst 18 rcecived by the transaction requcst receiving module
408, the user prompting module 412 can be configured to prompt the user for any additional
tnformation that 1s required to confirm that the user 1s an authorized user or to complete the
transaction. The user prompting module 412 can drive an electronic display, speaker, or other
output device ot the payment terminal 102 to display a prompt to the user. Exemplary
information for which the user can be prompted include authorization information for verilying
that the user 1s an authorized user of the mobile device 104, user identification information for
determining which ol a plurality ol sets of user inlormation stored in the user inlormation
library 410 belong to the user, and/or payment or loyalty type information for determining
which ot a plurality of payment or loyalty information stored in association with the user
should be used to complete the transaction. The user prompting module 412 can also be
configured to receive intormation for which the user 1s prompted. For example, the user
prompting module 412 can receive user input provided by the user’s actuation of a button,

keypad, softkey, touchscreen, fingerprint scanner, camera, €tc.

[00059] The authorization module 414 can be configured to transmit various types of
information to the mobile device 104 using the secure communication intertace 218 of the
payment terminal 102. For example, user authorization information prompted for and received
by the user prompting module 412 can be encrypted by the authorization module 414 and

forwarded to the mobile device 102 for validation.

[00060] When a plurality ol mobile devices 104 are in communication with the payment
terminal 102, the authorization module 414 can determine which of the plurality of mobile
devices to send the authorization information to based on user 1dentification information
rece1ving by user prompting module 412. In particular, the authorization module 414 can
compare the received identitication information with identitication information stored in the
user information library 410 1n association with the various sets of user information stored
therein. The authorization information can thus be sent only to the mobile device that provided
user information having a user identitication that matches the user identification provided by
the user requesting a transaction. Il none ol the mobile devices provided matching inlormation,
an error can be reported to the user and the user can optionally be prompted for new

authorization information and/or new 1dentification information.

100061] When the uscer information associatcd with the uscr requesting a transaction includcs

data for a plurality of payment types and/or a plurality of loyalty types, the authorization
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modulc 414 can transmit a paymcent or loyalty type indication to the mobile device 104 along

with the authorization information. The payment or loyalty type indication can be based on the

payment type or loyalty type selection recerved by the user prompting module 412.

[00062] The authorization module 414 can be configured to encrypt the authorization
information and/or payment or loyalty type information before sending 1t to the mobile device
104. In particular, the authorization and/or payment or loyalty type information can be
encrypted using the session key generated during the mutual-authentication process conducted

by the authentication module 402.

[00063] The validation module 416 can be configured to receive a validation result from the
mobile device 104 using the secure communication interface 218 of the payment terminal 102
atter the mobile device assesses the validity of the information provided by the authorization
module 414. It a positive validation result 1s received, the transaction processing module 413
can execute the requested transaction by processing the user’s payment and/or loyalty
information as stored in the library 410 with the fueling payment network 110 and/or tfueling
loyalty network 108 using known techniques. It a negative validation result 1s received, the
user prompting module 412 can prompt the user to re-enter the authorization information, or

can report an error to the user and terminate the transaction.

100064] The receipt module 420 can be contigured to generate a receipt that indicates one or
more parameters of the transaction. For example, the receipt module 420 can control a receipt
printer of the payment terminal 102 to print a paper receipt which can be retrieved by the user.

The user prompting module 412 can also ask the user whether an electronic receipt 1s desired,

tn which case the receipt module 420 can communicate an electronic receipt to the mobile
device 104 using the secure communication intertace 218 ot the payment terminal 102. The

user can then retrieve the electronic receipt from the mobile device 104 at their convenience.
MOBILE DEVICE MODULES

[00065] FIG. 5 1s a schematic diagram of the modules of one exemplary embodiment of the

mobile device 104. As shown, the mobile device 104 can include an authentication module

502, a user information transmitting module 504, a user information data store 306, an

authorization module 508, a validation module 510, and a receipt module 512.
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[00066] Thc authentication module 502 can be configurcd to exccute a mutual authcentication
process with the payment terminal 102. In particular, the authentication module 502 can be
configure to interact with the authentication module 402 of the payment terminal 102 using the
secure communication interface 2138 ot the mobile device 104 to execute a mutual
authentication process. An exemplary mutual authentication process 1s described in detail

below.

[00067] The user information transmitting module 504 can be configured to transmit user
information to the payment terminal 102 via the secure communication interface 218 of the
mobile device 104. The user information can include payment information, such as credit or
debit card numbers, card expiration dates, security codes, cardholder names, EMV® data, and
so forth. The user mformation can also include loyalty information, such as loyalty account
numbers, account names, and so forth. The user information can also include a username or
other user 1dentification, which can be compared to a user identification entered by a user of
the payment terminal 102 to determine which of a plurality of sets of user information received
by the payment terminal 1s associated with that user. The transmitted user information can be
encrypted by the mobile device 104 before transmission to the payment terminal 102 occurs
using a session key generated during the mutual authentication process executed by the

authentication module 502.

[00068] The user information can be stored 1n the user information data store 506, which can
be maintained 1n the secure element 216 or other storage device 212 ol the mobile device 104.
A user of the mobile device 104 can add or remove information from the user information data
store 500 using an application executed on the mobile device and one or more user interface
elements of the mobile device. For example, a user can add a credit card to a “digital wallet”
application executed by the mobile device 104 to store the credit card information in the user

information data store 506.

[00069] The authorization module 508 can be configured to recerve various types of
information from the payment terminal 102 via the secure communication interface 218 of the
mobile device 104. I'or example, user authorization information such as a personal
identification number (PIN), a password, biometric data such as a tfingerprint or face image, or
any olther information that can be used (o ensure that a user 18 an authorized user ol the mobile

device’s payment featurcs can be received from the payment terminal 102.
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[00070] When the uscr information sent to the payment terminal 102 includces data for a
plurality of payment types and/or a plurality of loyalty types, the authorization module 508 can
recelve a payment or loyalty type indication from the payment terminal along with the
authorization information. The payment or loyalty type indication can be used by the
validation module 510, as discussed below. The authorization module 508 can be configured
to decrypt the authorization information and/or payment or loyalty type information received
from the payment terminal 102. In particular, the authorization and/or payment or loyalty type

informauon can be decrypted using the session key generated during the mutual authentication

process conducted by the authentication module 502.

[00071] The validation module 510 can be conligured (o generate a validation result and
transmit the validation result to the payment terminal 102 using the secure communication
interface 218 of the mobile device 104. In particular, the validation module 510 can compare
the authorization information received by the authorization module 508 to valid or master
authorization intormation stored in the mobile device 104, e.g., in the secure element 216 of the
mobile device. When multiple payment and/or loyalty types are stored in the mobile device
104, the validation module 510 can determine which payment or loyalty type’s valid
authorization intormation should be used tor the comparison based on the payment or loyalty
type indication received by the authorization module 503. When the received authorization
information matches the valid authorization information, a positive validation result 1s
generated and transmitted to the payment terminal 102. When the received authorization
information does not match the valid authorization information, a negative validation result 1s

generated and transmitted to the payment terminal 102.

[00072] The receipt module 512 can be configured to receive an electronic receipt from the
payment terminal 102 via the secure communication interface 218 ot the mobile device 104
(e.g2., upon successtul completion of a transaction). The receipt module 512 can also be
configured to display the receipt to a user using an electronic display of the mobile device 104,

or to transmit the receipt electronically via email, text message, or other techniques.
OPLERATION

[00073] An exemplary method of conducting a secure and convenience mobile payment
transaction 18 illustrated schematically in FIGS. 6-7. FIG. 6 provides an overview of the
method from the perspective of the payment terminal 102. Initially, in step 602, the payment

terminal 102 imitiates and completes a mutual authentication process with a mobile device 104
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that 1s 1n rangc, or complctcs a mutual authentication proccss mitiated by the mobile device
104. In particular, the authentication module 402 of the payment terminal 102 cooperates with
the authentication module 502 ot the mobile device 104 to complete a mutual authentication
process. In step 604, the user information recerving module 404 of the payment terminal 102
receives encrypted user information from the user information transmitting module 504 ot the
mobile device 104. In step 606, the payment terminal 102 decrypts the user information using
a session key generated in step 602. The user information 1s then stored 1n step 608 in the user
information hibrary 410 ol the payment terminal 102. If no transaction request is received
within a predetermined time period, or if communication ceases between the mobile device 104

and the payment terminal 102, the user information stored in the payment terminal can be

deleted.

[00074] In step 610, the transaction request receiving module 408 ot the payment terminal 102
receives a transaction request from a user. If multiple sets of user information are stored 1n the
library 410 at step 612, the user prompting module 412 prompts the user for user 1dentitication
in step 014 and receives the user 1dentification in step 616. If multiple payment and/or loyalty
types are stored for the user at step 618, the user prompting module 412 prompts the user for a
payment or loyalty type indication at step 620 and receives the payment or loyalty type
indication at step 622. In step 624, the user prompting module 412 prompts the user lor
authorization information and receives the authorization information in step 626. The
authorization module 414 then encrypts the authorization information and sends it to the
authorization module 503 of the mobile device 104 in step 623. In step 630, the validation
module 416 ot the payment terminal 102 recerves a validation result from the validation
module 510 of the mobile device 104. If the validation result 1s positive at step 632, the
transaction processing module 418 of the payment terminal 102 completes the transaction 1n
step 634. If the validation result 1s negative at step 632, the transaction processing module 418
denies the transaction or retries the authorization process in step 636. When a transaction is
completed, the receipt module 420 can generate a receipt in step 6338 and user information

stored 1n the payment terminal 102 can be deleted 1n step 640.

[00075] FIG. 7 provides an overview of the method from the perspective of the mobile device
104. Initially, in step 702, the mobile device 104 initiates and completes a mutual
authentication process with a payment terminal 102 that 1s 1in range, or completes a mutual
authentication process initiated by the payment terminal 102. In particular, the authentication

module 502 ot the mobile device 104 cooperates with the authentication module 402 of the
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payment terminal 102 to complcte a mutual authentication process. In step 704, the uscr
information transmitting module 504 encrypts user information stored in the user information
data store 500 of the mobile device 104 using a session key generated in step 702. The user
information transmitting module 504 sends the encrypted user information to the user
information receiving module 404 of the payment terminal 102 in step 706. In step 708, the
authorization module 508 of the mobile device 104 receives authorization information from the
authorization module 414 ot the payment terminal 102. The authorization information 1s
decrypled 1n step 710 using the session key generated 1 step 702. Il multiple payment types
and/or loyalty types are stored in the user information data store 506 at step 712, the
authorization module 508 of the mobile device 104 receives a payment or loyalty type
indication from the authorization module 414 of the payment terminal 102 in step 714. In step
710, the validation module 510 of the mobile device 104 compares the recerved authorization
information to stored authorization information for the indicated payment or loyalty type. If a
match 1s found, the validation module 510 of the mobile device 104 sends a positive validation
result to the validation module 416 of the payment terminal 102 in step 718. If no match 1s
found, the validation module 510 of the mobile device 104 sends a negative validation result to
the validation module 416 of the payment terminal 102 in step 718. When a transaction 1s
successfully completed, or in any other situation in which a receipt 1s generated, the receipt can
be recerved by the receipt module 512 of the mobile device 104 1n step 720 and displayed to

the uscr 1n step 722.

[00076] The method of FIGS. 6-7 can thus permit the payment terminal 102 and the mobile
device 104 ot FIG. 1 to engage 1in and complete a secure and convenient mobile payment

transaction.
MUTUAL AUTHENTICATION PROCESS

[00077] In one or more of the systems and methods described above, a two-way or mutual
authentication process 18 used to ensure that the mobile device transters sensitive customer
information only to a trusted, authenticated payment terminal and to ensure that that the
payment terminal only accepts transaction payments from a trusted, authenticated mobile
device. Sensitive customer information can be encrypted between the mobile device and the

payment terminal (o prevent intercepuon by malicious parues.

[00078] Any of a variety of mutual authentication processes can be used to obtain this result.

The mutual authentication process can, in some embodiments, involve only a single exchange
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between the payment terminal 102 and the mobile device 104 (c.g., an authentication request
transmitted from the mobile device 104 to the payment terminal 102 and an authentication
response transmitted from the payment terminal 102 to the mobile device 104). To begin this
process, the mobile device 104 sends an authentication request to the payment terminal 102.
The authentication request can include an encrypted, device-specitic public key of the mobile
device 104 and a random number R1 encrypted by the mobile device’s private key. The
request can also include a unique identifier that specifies the chain of public keys in a trust

hierarchy required to decrypt the public key ol the mobile device 104.

[00079] Upon receipt of the authentication request, the payment terminal 102 can use a set of
pre-authenticated public keys (o decrypt the public key ol the mobile device 104, which can
then be used to decrypt the random number R1. Otherwise, the payment terminal 102 can use
public keys higher 1n the trust hierarchy or attempt to obtain the requisite public key (e.g., over
a network). The payment terminal 102 can then generate a session key S1 based on the random
number R1 and a random number R2 generated by the payment terminal, as well as a
checksum CHKSI1 of the session key. The session key Si can be encrypted by the mobile
device’s public key, such that only the private key stored 1n the mobile device’s secure element
216 can be used to decrypt and obtain the session key Si1. The checksum CHKSI1 can be
encrypled using the payment terminal’s own device-specilic private key. The payment
terminal 102 can then send an authentication response to the mobile device 104 that includes an
encrypted, device-specitic public key of the payment terminal 102 and the encrypted session
key S1 and checksum CHKS1. The request can also include a unique 1dentitier that specifies

the chain ot public keys required to decrypt the public key ot the payment terminal 102.

[00080] Upon receipt of the authentication response, the mobile device 104 can use a set of
pre-authenticated public keys to decrypt the public key of the payment terminal 102, which can
then be used to decrypt the checksum CHKS1. Otherwise, the mobile device 104 can use
public keys higher 1n the trust hierarchy or attempt to obtain the requisite public key (e.g., over
a network). The mobile device 104 can also decrypt the session key S1 using 1ts own device-
specilic private key. If the checksum CHKS1 and the session key Si match, both the mobile
device 104 and the payment terminal 102 are 1n possession of the agreed upon session key Si
and the mutual-authentication process 1s complete. The session key Si can then be used to
encrypt and decrypt user data transmitted between the mobile device 104 and the payment

terminal 102.
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[00082] FIG. 8 is tllustrates an exemplary trust hierarchy 800 which can be used in the mutual
authentication process described above. As shown, the hierarchy 800 can include a root
certificate 802 that identifies an industry-standard Root Certificate Authority (Root CA).
Exemplary Root CAs include VeriSign, GlobalSign, DigiCert, and the like. The root certificate
802 forms the trust root for the certificate hierarchy 800, and can be an unsigned public key
certificate or a self-signed certificate. Trustworthiness of the root certificate 802 can be

established by secure physical distribution, e.g., during production of the payment terminal
102. For convenience of description, the root certificate 802 is referred to herein as a level 1 or
“LL17 certificate. It will be appreciated that the hierarchy 800 can include a plurality of 1.1

certificates, e.g., issued from a plurality of different Root CAs.

[00083] The certificate hierarchy can also include one or more levels of subordinate
certificates which are signed by a superior certificate authority and thereby inherit the
trustworthiness of the superior certificate authority. In the illustrated embodiment, for
example, the hierarchy 800 imcludes one or more payment terminal network certificates 804
issued from payment networks such as card-issuing banks, acquirers, or other payment
processors. The tllustrated hicrarchy 800 also includes one or more mobile carrier certificates

806 issued from mobile carriers. For convenience of description, the payment terminal
network certificates 804 and the mobile carrier certificates 806 are referred to herein as level 2

or “L2” certificates. The L2 certificates are immediately-subordinate to the L1 certificates, and

can therefore be signed by the Root CA to inhertt the Root CA’s trustworthincss.

[00084] The hicrarchy can also includc certificates which are subordinate to the L2
certificates. In the illustrated embodiment, for example, the hierarchy 800 includes one or
more payment terminal vendor certificates 808 issued from manufacturers or distributors of
payment terminals. The hierarchy 800 can also include one or more mobile device vendor
certificates 810 1ssued from manufacturers or distributors of mobile devices. For convenience
of description, the payment terminal vendor certificates 808 and the mobile device vendor

certificates 810 are referred 10 herein as level 3 or “L3” certificates. The L3 certificates are
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immcdiatcly-subordinate to the L2 certificates, and can therctore be signed by a L2 certificate

authority to inherit the L2 certificate authority’s trustworthiness.

100085] 'The hierarchy 800 can also include a device-specitic certificate 812 unique to the
individual payment terminal and a device-specitic certificate 814 unique to the individual
mobile device. For convenience of description, the device-specitic certificates are referred to
herein as level 4 or “L4” certificates. The L4 certificates can be signed by a L3 certificate

authority to inherit the 1.3 certificate authority’s trustworthiness.

[00086] The root certificates 802, payment terminal network certificates 804, payment
terminal vendor certificates 308, and the payment terminal certificate 812 can be referred to as
“terminal-side” certificates. The root certificates 802, mobile carrier certificates 806, mobile
device vendor certificates 810, and the mobile device certificate 814 can be referred to as
“mobile-side” certificates. Certificates can be referred to as *“‘superior certificates,” “more-
superior certificates™, “interior certificates™, ““‘more-interior certificates,” and so forth based on
their position within the hierarchy 300 and the certificate whose perspective i8S being described.
For example, from the perspective of a I .4 certificate, a [.3 certificate can be referred to as a
superior certificate and a L2 certificate can be referred to as a more-superior certificate.
Likewise, from the perspective of a [.4 certificate, a L.2 certificate can be referred to as a
superior certificate and a L1 certificate can be referred to as a more-superior certificate. While

a tour-level certificate hierarchy 800 1s shown and described herein, 1t will be appreciated that

the hierarchy can include any number of levels.

[00087] In some embodiments, the certificate hierarchy 800 can be part of a public key
infrastructure (PKI), for example according to the X.509 industry standard. A PKI uses public
key / private key pairs to securely encrypt and decrypt information. A public key can be freely
distributed and can be used to encrypt the information. To decrypt the information, however, a
party must possess a private key associated with the public key. An exemplary public
key/private key encryption algorithm 1s the RSA cryptography system. A digital certificate can
include a public key and a digital signature. The digital signature 1s created using a party’s
private key, such that anyone with access to the party’s public key can prove that the signer had

access to the party’s private key and theretore that the signature 1s authentic.

[00088] Thus, 1n the example above, the Root CA stores a private key in a highly-secure
location. The root certificate 802 includes the public key that corresponds to the private key

and a digital signature signed by the Root CA using the private key. A known-good root
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certificate 802 can be installed 1n a controlled environment (¢.g., during manutacturc) such that
the certificate can be trusted. Other certificates in the system can be trusted or authenticated
based on a hierarchical system of cryptographic keys and digital signatures that traces back to

the root certiticate, as will be appreciated by those skilled 1n the art.

[00089] In the mutual authentication process above, each party can verify the other’s public
key using the certificate hierarchy that traces back to a common root trust authority. In
particular, the payment terminal 102 and the mobile device 104 can exchange their respective
public keys at run-time as long as both sides can trace the given certificate hierarchy to a

common trusted Root CA.

[00090] I'IG. 9 illustrates an alternative trust hierarchy 900 which can be used in some
embodiments of the mutual authentication process. In the embodiment of FIG. 9, both the
payment terminal 102 and the mobile device 104 can eliminate the PKI certificate hierarchy by
pre-loading the trusted public key hierarchy instead. In particular, instead of maintaining the
CA hierarchy, each side has its own security management system 902, 904 in house and 18
responsible for signing the unique device-specitic public key (either the public key specific to
the individual payment terminal 102 or the public key specific to the individual mobile device
104) using 1ts own root key. Both the payment terminal vendor/manufacturer and the mobile
device vendor/manufacturer can exchange their root public key over a network 906 (e.g., the
Internet), e.g., aftter the payment terminal 102 and the mobile device 104 have sensed each
other within communicatons range, and pre-load the given public key(s) (o the unit (payment
terminal or mobile device) 1n preparation for an eventual transaction. At run-time (or when the
customer 1s initiating the transaction at the payment terminal), the payment terminal can simply
authenticate the given signed public key with the given root public key. In some embodiments,
the pre-loaded PKI public key system 900 of FIG. 9 can be less costly to maintain than the
complete PKI certificate hierarchy 800 of FIG. &.

ADVANTAGES / TECHNICAL EFFECTS

[00091] The systems and methods disclosed herein can produce a number of advantages

and/or technical effects.

100092] T'or example, 1n some embodiments, a mutual authentication process ensures that the
mobile device transters sensitive user information only to a trusted, authenticated payment

lerminal and that the payment terminal only accepts transaction payments [rom a trusted,
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authcenticatecd mobile device. Scnsitive uscer information can be encrypted between the mobile

device and the payment terminal to prevent interception by malicious parties.

100093] By way of turther example, in some embodiments, the customer information (e.g.,
payment and loyalty data) 1s transferred to the payment terminal automatically without any user
interaction with the mobile device. Accordingly, the lost time and inconvenience associated
with locating and reaching for the mobile device, launching apps or activating payment
features, and so forth 1s eliminated. A user can complete an entire transaction without ever
touching or interacting with the mobile device. In other words, a transaction can be completed
without any physical interaction between the user and the mobile device betore, during, or after
the transaction. The payment process 1s also expedited since the user’s customer inlformation 18
already stored 1n the payment terminal by the time the user initiates a transaction, saving time

that would otherwise be required to authenticate and transter the information.

100094 As yet another example, in some embodiments, concerns regarding the use of mobile
devices in proximity to a fuel dispenser can be alleviated, since the mobile device can be kept

In a safe place throughout a fueling transaction.

[00095] While various methods disclosed herein may be shown in relation to flowcharts or
sequence diagrams, 1t should be noted that any ordering of method steps implied by such
flowcharts, sequence diagrams, or the description thereot 1s not to be construed as limiting the
method to performing the steps 1n that order. Rather, the various steps ot each of the methods
disclosed herein can be performed 1n any of a variety of sequences. In addition, as the
1llustrated flowcharts and sequence diagrams are merely exemplary embodiments, various
other methods that include additional steps or include fewer steps than illustrated are also

within the scope of the present disclosure.

[00096] This written description uses examples to disclose the invention, including the best
mode, and also to enable any person skilled 1n the art to practice the invention, including
making and using any devices or systems and performing any incorporated methods. The
patentable scope of the invention 1s defined by the claims, and may include other examples that
occur to those skilled in the art. Such other examples are intended to be within the scope of the
claims 1if they have structural elements that do not difter from the literal language of the claims,
or if they include equivalent structural elements with imsubstantial differences from the literal

languages of the claims.
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CLAIMS:

1. A terminal, comprising:
a wireless transceiver configured to communicate wirelessly with a mobile device;
an input device configured to receive input from a user of the terminal;
a storage device configured to store user information associated with one or more users;
and
at least one processor coupled to the wireless transceiver, the input device, and the
storage device, the processor being programmed to:
conduct a mutual authentication process with a mobile device to obtain a session
key;
receive user information from the mobile device via the wireless transceiver, said
user information being encrypted by the session key;
store the received user information in the storage device;
after the mutual authentication process is conducted and after the received user
information 1s stored in the storage device:
receive a request to initiate a transaction from a user via the input device;
prompt the user for authorization information;
receive authorization information from the user via the input device;
encrypt the authorization information using the session key;
send the encrypted authorization information to the mobile device via the

wireless transcerver;

receive a validation result from the mobile device via the wireless

transcciver; and

when the validation result 1s positive, complete a transaction requested

by the user using the stored user information.

2. The terminal of claim 1, wherein the user information 1s received automatically, without

any interaction between the user and the mobile device.

3. The terminal of claim 1, wherein user interaction with the mobile device is not required

before, during, or after completing the transaction.
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4, The terminal of claim 1, wherein the terminal comprises a point of sale terminal.

5. The terminal of claim [, wherein the processor is programmed to send an electronic
receipt to the mobile device via the wireless transceiver, the electronic receipt being encrypted

using the session key.

6. The terminal of claim |, wherein the processor is programmed to delete user information
received from a mobile device if the terminal loses communication with said mobile device or if

a predetermined time elapses without a user of said mobile device initiating a transaction.

7. - The terminal of claim I, wherein the processor is programmed to receive a user
identification from the user and to send the encrypted authorization information only to a mobile

device assoclated in the storage device with said user identification.

8. The terminal of claim 1, wherein the processor is programmed to receive at least one of a
payment type indication and a loyalty type indication and to send said indication to the mobile

device with the encrypted authorization information.

9. The terminal of claim [, wherein a cryptographic key of a Root CA with which the

mobile device and the terminal have a trust relationship is stored in the storage device.

10. The terminal of claim I, wherein a cryptographic key of a mobile vendor with which the

mobile device has a trust relationship is stored in the storage device.

1. A mobile device, comprising:

a wireless transceiver configured to communicate wirelessly with a terminal;

a storage device configured to store user information associated with a user; and

at least one processor coupled to the wireless transceiver and the storage device, the
processor being programmed to execute a transaction with a terminal by:

conducting a mutual authentication process with the terminal to obtain a session
key;
' encrypting the user information stored in the storage device using the session
key;
26
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sending the encrypted user information to the terminal via the wireless

transceiver;

after conducting the mutual authentication process and after sending the

encrypted user information to the terminal:

receiving encrypted authorization information from the terminal via the

wireless transceiver;
decrypting the authorization information using the sesston key;
comparing the authorization information to master authorization

information to generate a validation result, the validation result being positive when a match is

found and being negative when a match 1s not found; and

sending the validation result to the terminal via the wireless transceiver

to facilitate completion of the transaction by the terminal.

12. The mobile device of claim 11, wherein the processor 1s programmed to send the user

information to the terminal automatically, without any interaction between a user and the mobile

device.

13. The mobile device of claim 11, wherein user interaction with the mobile device is not

required before, during, or after completing the transaction.

14, The mobile device of claim 11, wherein the processor 1s programmed to receive at least
one of a payment type indication and a loyalty type indication from the terminal via the wireless

transceiver, and to select master authorization information for said comparing based on the

indication.

15. The mobile device of claim 11, wherein a cryptographic key of a Root CA with which

the mobile device and the terminal have a trust relationship 1s stored in the storage device.

16. The mobile device of claim 11, wherein a cryptographic key of a terminal vendor with

which the terminal has a trust relationship is stored in the storage device.
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17, A method for conducting a convenient and secure mobile transaction using a terminal
and a mobile device, comprising:

automatically and without user interaction with the terminal or the mobile device,
conducting a mutual authentication process in which the terminal and the mobile device
authenticate one another to each obtain a session key;

receiving user information from the mobile device via a wireless transceiver of the
terminal, said user information being encrypted by the session key; and

storing the user information in a storage device of the terminal;

after conducting the mutual authentication process and after sending the encrypted user

information to the terminal;:

receiving a request to initiate a transaction from a user via an input device of the
terminal;
prompting the user for authorization information via an electronic display of the

terminal;

receiving authorization information from the user via the input device;

encrypting the authorization information using the session key;

sending the encrypted authorization information to the mobile device via the

wireless transceiver:

receiving a validation result from the mobile device via the wircless transcetiver;

and

when the validation result is positive, completing a transaction requested by the

user using the stored user information.
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