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1. 

RECOVERY MATURITY MODEL (RMM) FOR 
READINESS-BASED CONTROL OF 
DISASTER RECOVERY TESTING 

BACKGROUND 

AS Information Technology (IT) systems have become 
increasingly critical to the Smooth operation of an organiza 
tion, and arguably the economy as a whole, the importance of 
ensuring continued operation and rapid recovery of those 
systems has increased. Preparation for recovery of systems 
involves a significant investment of time and money, with the 
aim of ensuring minimal loss in the event of a disruptive 
event. 

Prior to selecting a disaster recovery (DR) strategy, a disas 
ter recovery administrator first refers to their organizations 
business continuity plan which may indicate expected met 
rics such as a Recovery Point Objective (RPO) or Recovery 
Time Objective (RTO) for various IT functions (such as pay 
roll, order processing, accounting, manufacturing, etc.). 
These metrics are then mapped to the underlying systems and 
infrastructure that support those functions. The DR planner 
can determine the most Suitable recovery strategy for each 
system. 

In many cases, an organization may elect to use an out 
Sourced disaster recovery service provider to provide a stand 
by site and systems, rather than using their own facilities, 
increasingly via cloud computing. 

It is often the case that planning for disaster recovery is thus 
coordinated between an organization’s responsible adminis 
trator(s) and the outside service provider. These disaster 
recovery plans are often expensive to devise and it can 
become difficult for the personnel on both sides, the customer 
and the service provider, to keep up with rapidly changing 
computing environments. In one approach, a database can 
store information on available resources such as replication 
technologies for implementing disaster recovery plans. The 
database can include information concerning infrastructure 
and best practices that should be observed when implement 
ing the disaster recovery plan. 

SUMMARY 

Even with planning guidance from an outside service pro 
vider who specializes in disaster recovery, a given IT produc 
tion environment may simply not yet be ready for even 
executing a test of a disaster recovery plan, never mind being 
ready to successfully accomplish an actual recovery. 

In the past, readiness for disaster recovery has been largely 
measured by executing the disaster plan in a test mode and 
assessing the resulting Success or failure, followed by Subse 
quent actions. The present practice is thus to simply execute 
multiple tests, and address failures of these tests, until satis 
factory test results are obtained. 

This adhoc method of gauging disaster recovery test readi 
ness falls short in several ways. 

Customers of the disaster recovery service have no visibil 
ity into how far away they truly are from a successful disaster 
recovery plan. 

They often do not have a comprehensive method of iden 
tifying remediation necessary to their environment in order to 
Successfully complete a disaster recovery test. 

This scenario leads to failed tests without a good under 
standing of the reasons for failure, an iterative approach 
guided simply by trial and error. 
What is needed is an approach that first determines readi 
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2 
ment to execute a test of a disaster recovery plan, prior to 
actually executing or finalizing the plan parameters. 

With the approach provided here, a Recovery Maturity 
Model (RMM) is used to determine whether a particular 
production environment can be expected, with Some level of 
confidence, to Successfully run a disaster recovery test. The 
RMM provides a quantitative analysis of the production envi 
ronment in terms of the extent to which best practices are seen 
to have been implemented in a number of ways. The RMM 
arranges this analysis as a set of categories for aspects of the 
production environment and multiple elements for each cat 
egory. Scoring elements associated with each category/ele 
ment pair then inform the administrator of one or more crite 
ria and/or actions indicative of Successful test execution. A 
Summation of the scoring elements, which may be a weighted 
Summation, results in an overall score indicative of the prob 
ability of successful DR test execution. 

In more detail, the Recovery Maturity Model (RMM) 
approach and an optional companion Recovery Maturity 
Assessment (RMA) can quantitatively measure the readiness 
of a customer for a disaster recovery service to conduct a 
disaster recovery test. 
The RMM provides specific and targeted quantitative 

analysis around categories of criteria that the disaster recov 
ery service provider deems necessary for Successful test 
execution within the service provider's domain. The provider 
of the DR services is typically familiar with the various cat 
egories of data processing equipment and elements associ 
ated with each. For each combination of data processing 
system category and element, a set of one or more questions 
or parameters are developed by the DR service provider. 
These parameters are then entered into the RMM. The RMM 
is then executed to individually score and weight each cat 
egory/element pair, to determine an overall recovery maturity 
SCO. 

If the weighted sum of the numerical scores is below a 
defined score, it is determined that the production environ 
ment is not likely to be ready for disaster recovery testing. In 
that instance no disaster recovery test is performed. Rather, a 
set of recommended actions including industry best practices 
tailored to the shortcomings in the customer's production 
environment are provided. The DR service customer may that 
then implement these actions and iterate the process by 
executing the Recovery Maturity Model again. 

It is only after the Recovery Maturity Model score reaches 
a predetermined level are disaster recovery readiness tests 
then permitted to be run. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The description below refers to the accompanying draw 
ings, of which: 

FIG. 1 is a high-level diagram of a typical Information 
Technology (IT) production environment operated by a cus 
tomer or potential customer of a Disaster Recovery (DR) 
Service. This figure also illustrates aspects of a Recovery 
Maturity Model (RMM) maintained by the DR service pro 
vider. 

FIG. 2 is a more detailed diagram showing steps performed 
by the service customerand service provider to implement the 
Recovery Maturity Model according to the teachings herein. 

FIGS. 3A-3B is a detailed view of typical Recovery Matu 
rity Model scoring result. 

FIGS. 4-1 to 4-5 show details of one example set of scoring 
instructions used in an RMM for a number of example cat 
egories and elements. 
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FIG. 5 is a typical graphical display that may be used to 
present the Success probability indicator resulting from the 
RMM. 

FIGS. 6-1 and 6-2 are other examples of a trend analysis 
display that may be presented showing how a particular ser 
vice customer has improved their RMM score over time. 

FIGS. 8-1A, 8-1B and 8-2 illustrate more details of an 
optional Recovery Maturity Assessment (RMA). 

FIGS. 8-1 and 8-2 more details of an optional Recovery 
Maturity Assessment (RMA). 

DESCRIPTION OF ANILLUSTRATIVE 
EMBODIMENT 

FIG. 1 is a high-level diagram showing a typical informa 
tion technology (IT) production environment 101 consists of 
a number of data processing elements. The environment may 
include a number of physical machines 102 that each may 
have one or more applications 103, operating systems 104. 
memory 105, mass storage such as disks 106, and other 
peripherals (not shown). It is common that production envi 
ronment 101 may also consist of one or more virtual machines 
109 each also considered to have associated applications, 
operating systems, memory, disks and other peripherals (also 
not shown). 
The production environment 101 has with it an associated 

operator/administrator 110. The administrator 110 of the pro 
duction environment 101 has responsibility for Disaster 
Recovery (DR) planning, and is an existing or potential cus 
tomer 100 of a Disaster Recovery (DR) service provider 200. 
DR service provider 200 provides Disaster Recovery (DR) 
services 201 that support processes, policies and procedures 
related to preparing for recovery or continuation of operation 
of the IT infrastructure in the production environment 101 
after a natural or human induced disaster. 
The DR service provider 200 typically has one or more 

administrative users 210 that communicate and coordinate 
with a customer administrator 110. The DR service provider 
provides disaster recovery test programs 202 that are to be 
executed by the infrastructure in the production environment 
101. DR test processes 202 are typically tailored for the 
specific attributes of the production environment 101. When 
executed, the disaster recovery test procedures 202 are run in 
the production environment 101. It is also common for ser 
vice providers 200 to provide access to infrastructure in a 
separate disaster recovery environment 300. For example, a 
disaster recovery plan might include replication of a storage 
device 106 to a storage device in disaster recovery environ 
ment 300. By executing disaster recovery test processes 202 
customer 100 may determine whether or not they are properly 
prepared to withstand a disaster. 
A Customer Configuration Repository (CCR) 212 may 

typically be part of a Consolidated Management Database 
(CMDB) 222 that maintains environment configuration infor 
mation for one or more customers 100 of the service provider 
2OO. 

According to teachings herein the service provider 200 
also provides test readiness specifications 203 that are indica 
tive of various parameters illustrative of whether or not par 
ticular element of the production environment 101 is ready to 
be subjected to a disaster recovery test 202. These specifica 
tions become part of Recovery Maturity Model (RMM) 204 
maintained by the service provider 200. Recovery Maturity 
Model 204 may then request or otherwise obtain information, 
Such as configuration information, from the production envi 
ronment 101, and analyze this information to come up with a 
disaster recovery readiness evaluation. 
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4 
The readiness evaluation is then examined prior to allow 

ing the DR test processes 202 to execute in the production 
environment 101. As part of this process, best practices infor 
mation 208 may also be provided to the administrator 110 of 
the production environment 101. Other optional aspects of 
the approach may include a simplified Recovery Maturity 
Assessment 205, executed prior to the recovery maturity 
model 204. 

FIG. 2 is a more detailed view of a sequence of steps 
performed in the customer environment 101 and by the ser 
vice provider 200. In a typical scenario, the RMM 204 is 
implemented as a interactive tool. This may be cooperatively 
run by one or both of the customer administrator 110 and 
service provider administrator 210 Such as during a consul 
tation or a workshop. The RMM 204 is reviewed, updated, 
and scored using input from both the customer administrator 
110 and provider administrator 210. Subsequent RMM.204 
scoring can be performed during, for example, quarterly 
reviews. or following major upgrades and/or installations to 
the production environment 101. In this way DR customers 
100 are made aware of their progression within the tool 204 
and consequently, the impact on their readiness to Success 
fully conduct a disaster recovery test 202. 

In a first step the service provider 200 specifies attributes of 
the recovery maturity model 204. This may include specifi 
cations for disaster recovery test 202 readiness as will be 
discussed in more detail below. 
As a Subsequent or concurrent step, previously developed 

disaster recovery best practices information is used as part of 
RMM 204 assessment in step 302. Subsequently, a customer 
100 of the DR service 201 then makes inquiry as to the 
availability of the service 201. 

In state 401, a potential or existing customer of the service 
provider 200 who is wishing to evaluate the suitability of a 
new test configuration in their production environment 101. 
In state 402, an optional Recovery Maturity Assessment may 
be performed at this stage, but this is not a necessary part of 
the Recovery Maturity Model process. 
As a next step, configuration information is provided from 

the production environment 101 to the service provider 200. 
Thus, in state 403 configuration information for the specific 
production environment 101 is obtained and provided in state 
304. The service provider 200 may collect this information 
manually or through automated processes. Examples of the 
types of configuration information obtained are discussed in 
more detail below, but typically include information such as 
the types of applications running, the backup technologies 
used, network configurations, virtual machine configura 
tions, physical machine configurations, operating systems, 
database configurations, and so forth. 
Once the configuration information is available, the RMM 

process can further proceed by determining appropriate cat 
egories given the configuration of the production environ 
ment 101. With a set of categories determined, an associated 
set of elements, typically multiple elements for each category, 
are then identified. The elements each consists of a set of 
instructions in the form typically of human readable ques 
tions that are to be presented to the customer administrator 
110 and/or service provider administrator 210. A score is then 
determined for the answers to each element category pair. 
These scores may in turn typically be Summed and weighted 
according to a relative importance to arrive at an overall 
RMM Score. 

In state 307, depending upon the resulting score, a deter 
mination can be made as to whether or not the production 
environment 101 is ready for disaster recovery testing. If the 
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score is high enough, then in state 309 the disaster recovery 
tests 202 can be allowed to proceed, and so they can then be 
executed in state 410. 

However back in state 307, if the RMM score was not high 
enough, then DR testing 202 does not proceed. Rather, a set of 
recommended actions, which may include identifying one or 
more best practices as a result of the RMM scoring matrix, 
may then be provided to and received by the customer 100. 
From state 408, then recommended actions may then be 
implemented in state 409 and the configuration collection and 
providing steps 403 and 304 may again be executed and a new 
RMM assessment completed. 
As part of DR test readiness scoring it is a possible option 

to set pricing for the disaster recovery service based on the 
RMM Score. 

FIGS. 3A-3B are a more detailed view of a Recovery 
Maturity Model 204. As can be seen, it consists of a matrix of 
data having rows and columns. The rows or categories are 
associated with infrastructure aspects of the production envi 
ronment 101. These may for example include business appli 
cations, backup technology, networks, ESXV Center con 
figurations, Windows virtual machines, Windows physical 
configurations, Linux physical configurations, Linux virtual 
machines, Sun configurations, HP configurations, AIX con 
figurations, AS/400 configurations, other mainframe configu 
rations, SQL database configurations, and other categories 
appropriate to the various information technology elements 
of the production environment 101. 

Associated with each category are a number of elements. 
The elements may consist of CCR/playbook percent com 
pleted, backup assessment, recovery strategy defined, cus 
tomers procedure developed, customer disaster recovery test 
completeness, knowledge transfer completed, change man 
agement, and Recovery Time Objective (RTO)/Recovery 
Point Objective (RPO) achievable. 

These elements are selected typically by the service pro 
vider 200 and such a way as they are appropriate for the 
various categories found for the production environment 100. 
The goal of the RMM304 is to determine a maturity score that 
is a probability indicator for the likelihood of successful 
disaster recovery test 202. In one implementation, a relatively 
high score Such as 80 or more can indicate a high probability 
of successful DR test, a maturity score of from 60 to 80 may 
indicate a lower probability of successful DR tests, and a 
maturity score of 60 or lower may indicate attention is 
required prior to even conducting any recovery testing. 

In the approach described here each category/element pair 
is given a numeric quantity as a score (for example, from 1 to 
3). The numeric score is based on criteria defined by an 
associated scoring instruction with each category/element 
pair. The average of each element is then calculated based on 
the rating of all categories. In a preferred embodiment, all 
platforms within the production environment are represented 
within the RMM304, although that is not necessary. Catego 
ries can also be added as needed. 

It is also possible that some category/element pairs may 
have more than one question. For example in the “network” 
category, the “recovery strategy defined element has mul 
tiple questions, among them: 

Has the recovery strategy been defined for all network 
devices and segments? 
Have the RTO and RPO been clearly stated? 
Has the recovery order been stated for all devices and 

segments? 
How well does the strategy aligned with best practices? 
Once answers are provided for the category/element pairs 

then an overall recovery maturity Score can be computed, and 
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6 
displayed to the customer 101. This can be displayed as a 
simple numerical indicator such as in FIGS. 3A-3B, or may 
be presented as more of a dashboard model as shown in FIG. 
5. The dashboard view can include explaining whether or not 
remediation is required, just attention is required, or if the DR 
test is ready to be executed. 

Trend line scoring displays may be presented Such as that 
shown in FIGS. 6-1 and 6-2. Here, customer 101 has used 
with the Recovery Maturity Model 304 over the course of 
time and has steadily improved their score. Their progress can 
be tracked by maintaining comments indicating the actions 
that the customer has taken undertaken (Such as attending a 
workshop, or providing CCR updates to the Solaris Windows 
AIX platforms, addressing an issue with the AIX server, 
validating Solaris, etc.). This view can also indicate an 
improvement in the recovery “strategy for Windows virtual 
ization and “use of the VMDK for restore’ in order to further 
improve their RMM score. 
Now turning attention back to FIG. 2, recall that one of the 

possible results is that if the RMM score is not high enough, 
then recommended actions such as in the form of best prac 
tices may then be presented to the customer. FIG. 7 is an 
example screen that may be presented for this purpose. Here, 
the particular customer in question needs to implement a 
recovery strategy for their Windows virtualization using the 
VMDK for restore. The customer could thus select, for 
example, the VMware best practices option and don’t backup 
best practices options, after which they would be presented 
with a text readable file to indicate processes and practices 
they should implement in order improve their score. 

FIGS. 8-1A, 8-1B and 8-2 are examples of a Recovery 
Maturity Assessment that can be executed in some instances 
prior to the full Recovery Maturity Model. This assessment is 
tailored for a customer who may not be ready for even a full 
RMM modeling. The RMA may contain a subset of questions 
in a simplified format. Thus it may be appropriate to analyze 
a situation for environments 101 who are not yet customers of 
the service provider 200. 

It is now understood how the RMM can provide specific 
and targeted qualitative analysis around key disaster recovery 
test criteria that are necessary to be implemented prior to 
successful test execution. The resulting RMM index is a 
quantitative numeric score indicative of a customer's prob 
ability of test Success, and includes indicia of key things that 
the service provider knows from past experience will impact 
DR readiness. 
The optional RMA can provide a rough quantitative analy 

sis such as during a sales process, while RMM can provide 
much deeper analysis after the service has been sold. Both 
provide potential identification of gaps and corrective actions 
required in order to Successfully achieve a disaster recovery 
teSt. 
What is claimed is: 
1. A method for determining disaster recovery readiness 

for a data processing environment which includes one or 
more physical and/or virtual data processing infrastructure 
elements, and where a disaster recovery (DR) service is 
capable of providing disaster recovery for the infrastructure 
elements, the method comprising: 

a. storing information in a Recovery Maturity Model 
(RMM) representing one or more criteria indicative of 
expected successful DR test execution based on best 
practices, the RMM further comprising a model associ 
ating infrastructure element types with recovery matu 
rity elements, wherein the infrastructure element types 
include an application type, recovery backup technol 
ogy, a network type, physical machines operating sys 
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tem(s), virtual machines operating system(s), and physi 
cal processor type, and the recovery maturity elements 
comprise at least a recovery configuration completed, 
recovery backup assessment, recovery strategy defined, 
recovery procedure developed, DR kit completeness, 5 
Recovery Time Objective achievable, Recovery Point 
Objective achievable, and knowledge transfer com 
pleted; 

b. accepting data, via a user interface, representing one or 
more evaluations of one or more of the criteria specified 10 
in the RMM, where the user interface accepts the evalu 
ations as a numerical score for each infrastructure ele 
ment type and each further recovery maturity element, to 
thereby determine a matrix of numerical scores; 

c. determining if the environment is ready for DR testing by 15 
comparing one or more of the evaluation(s) to predeter 
mined information; and 

d. if the environment is determined to be ready for DR 
testing, enabling at least one DR test for execution. 

2. The method of claim 1 where if a sum of the numerical 20 
scores in the matrix is below a defined score, it is determined 
that the environment is not likely ready for DR testing, and if 
the sum of numerical scores is above a second defined score, 
it is determined that the environment is likely ready for DR 
testing. 25 

3. The method of claim 2 where the sum of the numerical 
scores is a weighted Sum applying a different weight to at 
least two of the aspects of the RMM. 

4. The method of claim 1 additionally comprising: 
executing the DR test within a disaster recovery environ- 30 
ment that is separate from the production environment. 

5. The method of claim 1 additionally comprising: 
providing further information related to one or more of the 

aspects of the RMM if the environment is determined to 
not be ready for DR testing. 35 

6. The method of claim 5 additionally where: 
d. the user interface accepts revised data representing one 

or more evaluations; and 
e. a second step of determining if the environment is ready 

for DR testing based on the revised data. 40 
7. The method of claim 1 additionally comprising: 
before accepting user input for the RMM, performing a 

Recovery Maturity Assessment that includes a subset of 
the criteria specified in the RMM. 

8. The method of claim 1 where the result of determining if 45 
the environment is ready for DR testing is used to set a price 
for the DR service. 

9. The method of claim 1 wherein the aspects of the RMM 
are each one or more human readable questions. 

10. The method of claim 1 wherein for the network type, 50 
the recovery maturity element further comprises collecting 
user input concerning whether 

the recovery strategy has been defined for all network 
devices; 

the recovery order has been stated for all devices and seg- 55 
ments; and 

how well the strategy is aligned with best practices. 

8 
11. A disaster recovery (DR) apparatus for providing disas 

ter recovery for infrastructure elements of a production data 
processor environment, the DR apparatus comprising: 

a. a storage device, for storing information in a Recovery 
Maturity Model (RMM) representing one or more crite 
ria indicative of expected successful DR test execution, 
the RMM further comprising a model associating infra 
structure element types with recovery maturity ele 
ments, wherein the infrastructure element types include 
an application type, recovery backup technology, a net 
work type, physical machines operating system(s), Vir 
tual machines operating system(s), and physical proces 
Sor type; and the recovery maturity elements comprise at 
least a recovery configuration completed, recovery 
backup assessment, recovery strategy defined, recovery 
procedure developed, DR kit completeness, Recovery 
Time Objective achievable. Recovery Point Objective 
achievable, and knowledge transfer completed; 

b. a user interface, for accepting data representing one or 
more evaluations of one or more of the criteria specified 
in the RMM, where the user interface accepts the evalu 
ations as a numerical score for each infrastructure ele 
ment type and each further recovery maturity element, to 
thereby determine a matrix of numerical scores; 

c. a processor, executing stored program code for (i) deter 
mining if the production environment is ready for DR 
testing by comparing one or more of the evaluation(s) to 
predetermined information; and (ii) if the environment is 
determined to be ready for DR testing, enabling at least 
one DR test for execution. 

12. The apparatus of claim 11 where the processor is fur 
ther for determining if a sum of the numerical scores in the 
matrix is below a defined score, and if so, for determining that 
the environment is not likely ready for DR testing, and if the 
Sum of numerical scores is above a second defined score, 
determining that the environment is likely ready for DR test 
ing. 

13. The apparatus of claim 11 wherein the processor fur 
ther: 

provides additional further information related to one or 
more of the aspects of the RMM if the environment is 
determined to not be ready for DR testing. 

14. The apparatus of claim 11 wherein the aspects of the 
RMM are each one or more human readable questions. 

15. The apparatus of claim 11 wherein for the network 
type, the recovery maturity element further comprises col 
lecting user input concerning whether 

the recovery strategy has been defined for all network 
devices; 

the recovery order has been stated for all devices and seg 
ments; and 

how well the strategy is aligned with best practices. 
k k k k k 
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