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CHAIN OF CUSTODY SYSTEM AND METHOD

I. BACKGROUND OF THE INVENTION
A. FIELD OF THE INVENTION
[0001] The present invention relates to a system and method of
capturing and storing an object for subsequent retrieval. More particularly,
the system and method enabling the authentication of an original digital asset
so that the integrity and chain of custody of the file information cannot be

impeached.

B. DESCRIPTION OF RELATED ART

[0002] There have been many systems and methods relating to the
authentication of a generated signal and to ensuring the integrity of such a
signal during its transmission. For example, reference may be made to the
following US Patent Nos.: 4,042,960; 4,383,743; 4,992,868; 5,499,294
5,751,809; 5,764,770; 5,799,082; 5,852,502; 5,862,217; 5,862,218;
5,870,471, 5,898,799; 5,987,136; 5,995,638; 6,005,936; 6,078,848;
6,163,361; and 6,167,459.

[0003] While such systems and methods have been satisfactory for
certain applications, they have not always proven to be entirely reliable.
Therefore, there is a need for a new and improved system and method that
enables the authentication of an original digital file so the integrity and chain

of custody of the file information cannot be impeached.

Il. SUMMARY OF THE INVENTION

[0004] The objects and features of the present invention are realized
by providing an unimpeachable chain of custody system and method that
includes a confirmation authentication system to facilitate receiving and
storing a communication signal that is indicative of an evidentiary item

captured at a determined location, and at a determined time. The
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confirmation authentication system and chain of custody method further
facilitate the generating and transmitting of a chain of custody confirmation
signal to a transportable input system that the communication signal has
been authenticated and stored for subsequent retrieval. The transportable
input system includes a positioning device and a communication means that
cooperate to facilitate generating and transmitting the communication signal
in response to receiving the chain of custody confirmation signal. The
transportable input system further facilitates generating an authentication
signal that the communication signal was generated by the input system at
about the determined location and at about the determined time so that the

integrity of the received evidentiary item cannot be impeached .

lll. BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The above-mentioned features of this invention and the manner
of attaining them will become apparent, and the invention itself will be best
understood by reference to the following description of the embodiment of the

invention in conjunction with the accompanying drawings wherein:

[0006] FIG. 1 is a block diagram of a chain of custody system that is
constructed in accordance with the present invention;

[0007] FIG. 2 is a high-level flow chart of the chain of custody method
enabled by the chain of custody system of FIG. 1;

[0008] FIG. 3 is a high-level flow chart of an initialize subroutine
executed during the chain of custody method of FIG. 2;

[0009] FIG 4 is a high-level flow chart of a set up tracking subroutine
executed during the chain of custody method of FIG. 2;

[0010] FIG 5 is a high-level flow chart of a capture subroutine executed
during the chain of custody method of FIG. 2;

[0011] FIG 6 is a high-level flow chart of an organize subroutine
executed during the chain of custody method of FIG. 2;

[0012] FIG. 7 is a high-level flow chart of a retrieve subroutine

2-
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executed whenever a client subscriber desires to retrieve chain of custody
information stored in the chain of custody system of FIG. 1:

[0013] FIG. 8 is a high-level flow chart of a reproduction subroutine
executed whenever a client subscriber desires to reproduce a chain of a
custody file stored in the chain of custody system of FIG. 1;

[0014] FIG. 9 is a block diagram of a mobile input unit of FIG.1; and
[0015] FIG. 10 is a high-level flow chart of the operational steps
executed by the mobile input unit of FIG. 9.

IV. DETAILED DESCRIPTION OF THE INVENTION

[0016] Referring now to the drawings and more particularly to FIG. 1
thereof, there is illustrated a chain of custody system 10, which is constructed
in accordance to the present invention. The chain of custody system 10 and a
unique and novel chain of custody method 100 provides law enforcement
agencies, investigators and the like with authentication of an original digital
file so the integrity and chain of custody of the file information is completely
immune from impeachment or is at least substantially immune from

impeachment.

[0017] Considering now the chain of custody system 10 in greater
detail with reference to FIG. 1, the chain of custody system 10 generally
includes a confirmation authentication system 12 and a plurality of
transportable or mobile input units, such as a mobile unit 14 and a mobile
input unit 140. The mobile input units 14 and 140 are assigned to a client that
desires a chain of custody processing service. In this regard, the chain of
custody method 100 not only provides law enforcement agencies, private
investigators, attorneys, journalists, business persons and other members of
the general public corroboration that a particular evidentiary object acquired
at a remote site is authentic, but also the chain of custody method 100
provides, in a cost-effective manner, a chain of custody record that is
completely immune from impeachment or that is at least substantially immune

from impeachment.
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[0018] The preferred embodiment of the method 100 of the invention is
performed partially in the confirmation authentication system 12 and partially
in a mobile input unit utilized by the client to capture an evidentiary object. In
this regard, the confirmation authentication system 12 facilitates receiving
and storing a communication signal generated by a mobile input unit, such as
the mobile input units 14 and 140. The communication signal generated by
the client assigned mobile input unit is indicative of an evidentiary item that
has been captured at a determined location and at a determined time from a
remote field location. The confirmation authentication system 12 further
facilitates generating and transmitting a custody confirmation signal that
provides an immediate indication to a field investigator that the earlier
mentioned communication signal generated by the mobile input unit 14 was
received, authenticated and stored for subsequent retrieval. More
particularly, the custody confirmation signal is a verification that the chain of
custody for the evidentiary item has been transferred from the remote field
location to a secure server that ensures the evidentiary item has not been
tampered with or altered since it was received and stored within the
confirmation authentication system 12. The confirmation authentication
system 12 also generates another custody confirmation signal that verifies
the assigned mobile input unit was tracked during a given time frame from a
predetermined location to the remote location where the communication
signal was generated at the determined location and at the determined time.
The custody confirmation signal and the another custody confirmation signal
provide the necessary corroboration to assure the captured object is
unimpeachabie or is at least substantially unimpeachable. In short then, the
custody confirmation signals provide verification that the communication
signal was received from the assigned mobile input unit 14, whose location

was independently tracked by the confirmation authentication system 12.

[0019] As will be explained hereinafter in greater detail, during the
intended use of an assigned mobile input, such as the mobile input unit 14,

the authentication confirmation system 12 establishes a chain of custody

4-
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record by: a) tracking the location of the mobile input unit 14 from a
designated client location to a designated remote location; b) recording the
date and time the mobile input unit 14 was utilized; and c) recording the

identity of the person or device in custody of the mobile input unit 14.

[0020] To facilitate the establishing of multiple communication paths
between the client, the mobile input units 14, 140 and the authentication
confirmation system 12, the client includes a conventional computer system
50 that is coupled to an Internet Service Provider (ISP) as well as a Satellite
Service Provider (SSP), where the ISP and the SSP are indicated generally
at 20 and 22 respectively. The client computer system 50 includes a satellite
interface, indicated generally at 52 and a modem interface, indicated

generally at 54.

[0021] While in the preferred embodiment of the invention,
communication between the confirmation authentication system 12 and the
mobile input unit 14 is described as a wireless communication unit using a
secure Internet connection. It is contemplated however, that those of ordinary
skill in the art could practice this method in a wide variety of other
communication methods. Therefore, this patent should not be read to be
limited to the specific embodiment of the described system and method as
other communication methods and confirmation authentication systems could
easily be substituted by those of ordinary skill in the art without departing
from the essence of this invention. Thus, for example, the mobile input unit
140 is a satellite communication unit using a secure satellite connection.
Similarly, the preferred embodiment, described in the following detailed
description, includes a number of components and method steps which may
not be absolutely necessary in other embodiments of the invention. Therefore
those reading and understanding this patent are directed to the claims for a

description of the range of the claimed subject matter of this invention.
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[0022] Considering now the confirmation authentication system 12 in
greater detail with reference to FIG. 1, the confirmation authentication system
12 generally includes a security service center processor 30, a storage
arrangement 32, a printer 34, and a server 36 . The security service center
processor 30 is shown in communication with one or more of the mobile or
transportable input units, such as the transportable input units 14 and 140.
The transportable input units 14 and the transportable input 140 provide two
different levels of security relative to information received by the security
service center processor 30 as will be explained hereinafter in greater detail.
For the moment it will suffice to indicate that the transportable input system
14 utilizes a secure Internet communication path, while the transportable

input system 140 utilizes a satellite communication path.

[0023] In order to establish the Internet communication path between
the confirmation authentication system 12 and the mobile input unit 14, the
confirmation authentication system 12 further includes a modem interface 38
that is coupled between the server 36, and a conventional telephone network
backbone indicated generally at 18. In a similar manner, in order to establish
the satellite communication path between the confirmation authentication
system 12 and the mobile input unit 140, the confirmation authentication
system 12 also includes a satellite interface indicated generally at 40. The
satellite interface 40 is coupled between the SSP 22 (via one or more
geosynchronous satellites, such as a geosynchronous satellite 142) and the
server 36. As best seen in FIG. 1, the SSP 22 is also coupled to the ISP 20

via the Internet backbone indicated generally at 16.

[0024] From the foregoing, those skilled in the art should be able to
understand that the mobile input unit 14 is in communication with the
confirmation authentication system 12 via either an Internet communication
path, such as through a remote cellular base unit 24, the Internet backbone
16, the telephone network backbone 18, the ISP 20, and the modem interface

38, or a satellite communication path such as through the satellite 142, and

-6-



WO 03/034680 PCT/US02/33253

the satellite interface 40. Those skilled in the art will further appreciate that a
combination Internet/ satellite combination path is also available between the
mobile input units 14 and 140 and either the confirmation authentication
system 12 or the client computer system 50 via the satellite 142, since the
satellite 142 is able to receive digital information from the satellite service
provider 22 via an uplink indicated generally at 148, which digital information
is received by the satellite receiver 144 or the satellite receiver 52 from the
downlinks indicated generally at 143 and 146 respectively. The use of such a
satellite communication channel is a particularly useful feature when
communicating from remote locations where wireless communication via the
Internet backbone 18 and telephone network 22 is otherwise unavailable.
Thus, for example, combination uplinks and downlinks 141 and 145 from the
mobile input units 14 and 140 respectively, enable the confirmation
authentication system 12 to maintain satellite communication with the mobile

units 14 and 140 regardless of location.

[0025] Considering now the operation of the chain of custody system
10 in greater detail with reference to FIGS. 1 and 2, the chain of custody
method 100 begins at a start command 202 at the start of a sequence of
work. In this regard, when power is first applied to the chain of custody
system 10, the chain of custody method 100 generates the start command
202 and then advances to a call initialize command 204 that causes an
initialize subroutine 300 (FIG. 3) to be executed. After the initialize subroutine
300 has been executed, the program proceeds to a query command 206 and
waits for a service request to be received from a subscriber client via the
client computer system 50. Such a client subscriber service request can be
received either from a satellite communication through the satellite interface
40 or from an Internet request via the modem interface 38 depending upon
the communication channel selected by the subscriber client. It should also
be noted that a non-client service request could also be generated by the
system itself in order to permit acquired information to be backed up in

memory.
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[0026] The chain of custody request generated by the client computer
system 50 provides the security service center processor 30 with mobile input
unit user information (such as the name, address, employee identification
number, social security number, date of birth, etc. of the person utilizing an
assigned mobile input unit, such as the mobile input unit 14) along with the
longitude, latitude coordinate information that the user will be transporting the
mobile input unit 14. Such coordinate information is provided to the client
computer system 50 using acquired GPS signals from means not shown,
such as a GPS enabled police unit that has arrived at the scene of a crime, a
cell phone locating system, or any other locating system that can acquire or

determine longitude, latitude coordinate information.

[0027] When the security service center processor 30 receives the
chain of custody request, the method 100 advances from the query command
206 to a call tracking command 208 that causes a setup tracking subroutine
400 to be executed. As will be explained hereinafter in greater detail, the
setup tracking subroutine records the time the request was received, the
mobile input unit user information, the departure coordination information for
the location of the mobile input unit 14, the destination coordinate information
and a data sequence number to the event. This information is recorded once
and thereafter only the coordinate information for the mobile unit is recorded

as the user transports the mobile input unit to the desired destination.

[0028] Once the mobile inbut unit 14 has arrived at the desired
destination coordinates, the method 100 exits the setup tracking subroutine
and advances to a call command 210 that causes a capture subroutine 500
(FIG. 5) to be executed. The capture subroutine 500 will be described
hereinafter in greater detail. At this point it should be noted that when the
user arrives at the desired destination coordinates, the user would utilize the
input unit 14 to capture, annotate, encrypt and transmit object information to

the chain of custody system 10 as well as the client's computer system 50. In

-8-
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this manner, two independent records are created, where the original records
derived at the client's computer system 50 can be corroborated by the
independent information tracked and recorded by the chain of custody
system 10.

[0029] Once the input unit 14 has returned to the departure
coordinates, the method 100 advances from the capture subroutine 500 to a
call command 212 that initiates a organize subroutine 600 that will be
described hereinafter in greater detail. It will suffice to state that at the
organize subroutine 400, causes the object files obtained from the mobile
input unit 14 to be organized for subsequent retrieval whenever a chain of
custody record is required or whenever an authentication task is needed. The

organize subroutine 600 will be described hereinafter in greater detail.

[0030] When the organize subroutine 600 has been executed, the
program advances to a power down query to determine whether the system
10 has received a request to power down. If such a request has been
received, the system 10 is powered down by advancing to an end command
218. Otherwise, the program advances to a command step 216 that causes a
new data sequence number to be set for the client subscriber. Thereafter the
method returns to the query command 206 where the method proceeds as

described previously.

[0031] From the foregoing, it should be understood by those skilled in
the art that an original evidence record is maintained by the client computer
system 50 that can be presented in a court of law under existing rules of
evidence. The independent records maintained by the chain of custody
system 10 can also corroborate the original evidence records. In this regard,
a user of the chain of custody service may view, download, print local or
order certified or uncertified reproductions from a web site established

through the chain of custody service centers.

-9-
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1. The Initialize Subroutine

[0032] The initialize subroutine 300 begins whenever the initialize call
command 204 is executed (FIG. 2). As will be explained hereinafter in greater
detail, the initialize subroutine 300 causes the following to occur: 1) the
establishment of communication links between the security service center
processor 30, the client computer system 50, and the mobile input units 14
and 140 respectively; 2) using the geosynchronous satellite system (GPS),
causing the security service center processor 30 to acquire time and location
information for the client computer system 50, and the mobile input units 14
and 140; and 3) setting up a data sequence number for the client computer
system and the mobile input units 14 and 140.

[0033] Considering now the initialize subroutine 300 in still greater
detail with reference to FIG. 3, the initialize subroutine begins at a start
command 302 and advances to a command step 304. The command step
304 causes the confirmation authentication system 30 to retrieve a current list
of user or subscriber identification numbers. The program then advances to a
command step 306 that causes communication links to be established with
each of the current subscribers by sending the client’s computer system 50
an on line signal. The client's computer system 50 responds to the on line
signal by sending the confirmation authentication system 30 the current GPS
coordinate location for each mobile unit that has been assigned to the user

subscriber.

[0034] After sending the on line signal to the client’s computer system
50, the program advances to a query command 308 and waits for the client’s
computer system 50 to respond by sending the current GPS coordinate
locations for each mobile unit that has been assigned to the user subscriber.
Such communications links are established via either the modem interface 38

or the satellite interface 40.

-10-
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[0035] When the client computer system 50 responds, the initialize
subroutine 300 advances to another query command 310 to verify that all
client computer system 50 has provided all of the current coordinate
information for each assigned mobile input unit. If all of the current coordinate
information has not been provided the program returns to command 30 and
proceeds as described previously. On the other hand, if all current coordinate
information has been provided for all the assigned mobile input units, such as
the mobile input units 14 and 140, the program proceeds to a call command
311 that causes a retrieve subroutine 700 (FIG.7) to be executed. The

retrieve subroutine 700 will be described hereinafter in greater detail.

[0036] After the call command 311 is executed, the subroutine 300
proceeds to a command step 312 to set a data sequence number of each
mobile input unit. In this manner, the mobile input units are now in a ready

state and can be dispatched by a client subscriber whenever a need arises.

[0037] After executing the set data sequence command 312, the
program advances to a return command step 314 that returns the program to
the main chain of custody program 100 by advancing from the call command
204 to the query command 206. The chain of custody system 10 is now
initialized and the confirmation authentication system 30 now waits for a
service request from the client’s computer system 50. In this regard,
whenever the client determines that a chain of custody record needs to be
established, the client, via the client's computer system 50, sends a chain of
custody request to the security service center processor 30 via the

established communication paths.

2. The Setup Tracking Subroutine

[0038] Whenever, a service request is received from the client’s
computer system 50, the chain of custody method 100 advances to the call

setup tracking subroutine 400 by executing a start command 402 (FIG. 4).

-11-
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[0039] From the start command 402, the subroutine advances to a
command step 404, which causes the list of subscribers to be retrieved from
the storage arrangement 32. The subroutine then proceeds to a command
step 406 that causes a communication link to be established with the
requesting subscriber computer system, such as the client computer system
50 and the mobile input units assigned to the subscriber; for example, mobile
units 14 and 140.

[0040] The subroutine 400 then advances to a command step 408 that
causes the client’s computer system to send the GPS destination coordinates
for the assigned mobile input unit 14. As noted earlier, the destination
coordinates are supplied either by a satellite or Internet communication from
a source not shown, such as a police unit that has arrived at the scene of a

crime.

[0041] The subroutine 400 then proceeds to a command step 410 that
causes the location of the mobile input unit 14 to be tracked while traveling to
its destination coordinates. In this regard, a real time record of the movement
of the mobile unit 14 is stored by the confirmation authentication system 30.
This chain of custody record includes a data sequence number, user
information, time information and GPS coordinate information that is recorded

every t seconds, where t is between about 1 second and about 600 seconds.

[0042] The subroutine 400 advances from the command step 410 to a
query command 412 that seeks to determine whether the mobile unit 14 has
arrived at the destination coordinates. If the mobile unit 14 has not arrived at
the destination coordinates within t seconds, the subroutine returns to the
command step 410 and proceeds as described previously. However, should
the mobile unit 14 arrive at the destination coordinates within t seconds, the
subroutine advances to a call command 412 that calls an authenticate
subroutine 420 that will be described hereinafter in greater detail. For the
moment it will suffice to indicate that the authenticate subroutine 420 tracks

-12-
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the location of the mobile input unit 14 during a capture period. That is, when
the user is utilizing the mobile input unit 14 to capture input information and
then during a return period when the user is returning the input unit 14 to it
departure location. In this manner, a complete chain of custody record is
established starting from the departure location to the destination location,
during the capture period, and then from the destination location to the

departure location.

[0043] After the call command 414 is executed, the subroutine 400
advances to a return command 416 that returns to the chain of custody

program 100 by advancing to the call capture command 210 as best seen in
FIG. 2.

[0044] From the foregoing it should be understood by those skilled in
the art that the chain of custody records for the mobile input unit during the
capture period could be compared with the input information received from
the mobile input unit 14 whenever it acquires input information. This is an
important feature as this information can be utilized not only to help
authenticate the input information received from the mobile input unit 14 but

also to help establish the chain of a custody record.

3. The Authentication Subroutine.

[0045] Considering now the authentication subroutine 420 in greater
detail with reference to FIG.4, the authenticate subroutine 420 begins at a
start command 460 when the call command 414 is executed. From the start
command 460, the subroutine proceeds to a query command to determine
whether the user of the mobile input device has sent a start command to the
confirmation authentication system 30 indicating that the user is about to
begin capturing object information at the destination location. If the start
command has not been received, the authenticate subroutine 460 goes to

command 410 to continue to track the location of the mobile input unit 14 and

-13-
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to verify that the mobile unit is at about the destination coordinates supplied
by the client computer system 50. If a start command is received from the
mobile input unit 14, the subroutine 420 proceeds to a step command 464
and begins to track and record the location of the mobile input unit 14 at the
destination location while the user is using the mobile input unit 14 to capture
information. In this regard the subroutine advances to a query command 466
to determine whether a done command is received from the mobile input unit
14.

[0046] If a done command is not received within t seconds, the
subroutine returns to command 464 and proceeds as described previously. If
a done command is received from the mobile input unit 14, indicating that the
user has completed the task of capturing input information at the destination

location, the subroutine proceeds to a step command 468.

[0047] The step command 468 tracks and records the location of the
mobile input unit 14 from the destination location, back to the departure
location. In this regard, the command 468 records the location of the mobile
input unit in the storage arrangement 32 of the confirmation and
authentication system 30. The subroutine 420 then advances to a query
command 470 to determine whether the user has returned to the departure
location of the client’ s computer system 50. If the mobile unit 14 has been
returned to the departure location within t seconds after executing the query
command 470, the subroutine 400 advances to the query command 214 and

proceeds as described previously.

[0048] If the mobile unit 14 has not been returned to the departure
location within t seconds after executing the query command 470, the
subroutine 400 returns to the command step 468 and proceeds as described

previously.

-14-
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4. The Capture Subroutine.

[0049] Considering now the capture subroutine 500 in greater detail
with reference to FIG. 5, the capture subroutine 500 begins at a start
command 502 in response to the call capture command 210 (FIG. 2). From
the start command 502, the subroutine 500 proceeds to a query command
504 to determine whether the user of the input unit 14 has sent a start
command to the confirmation authentication system 30. If a start command
has not been received, the subroutine 500 proceeds to a time out query step
505. In this regard, if a start command is not received within T minutes from
initiating the capture subroutine 500, the program advances to a query
command 507 to determine whether the user has returned the mobile unit 14

to the departure location.

[0050] If the user has returned the mobile unit 14 to its departure
location, the subroutine 500 advances to a send warning command 522 that
will be described hereinafter in greater detail. On the other hand, if the user
has not returned the mobile input unit 14 to the departure location, the
subroutine 500 goes to a query command 509 to determine whether the
mobile unit 14 is still at about the destination location. If the mobile unit 14 is
still within miles of the destination location, where miles are between
about .1 miles and about one mile, the subroutine 500 returns to the query
command 504 and proceeds as described previously. If the mobile unit is not
within the vicinity of the destination location, the subroutine 500 proceeds to

the warning command step 522.

[0051] Considering again the query command 504, if a start command
is received, the subroutine 500 proceeds to a query command 506 to
determine whether the confirmation authentication system has received a
digital information packet from the input unit 14. If a digital information packet
has been received, the subroutine goes to a store command 508 that causes

the confirmation authentication system 30 to store the packet in the storage
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arrangement 32. If the digital information packet has not been received the

subroutine 500 loops at the query command 506 until the packet is received.

[0052] Once the digital information packet has been stored, the system
advances to a command step 510 to authenticate that an uncorrupted file has
been received. In this regard, the confirmation authentication system
compares the GPS time and coordinate location information with the GPS
time and coordinate information obtained from the authenticate subroutine
420. If there is no authentication, the subroutine advances from a query step
512 to the command step 522 to cause a warning message to be sent to the
user of the mobile input device 14 and to the client’'s computer system 50. If
the digital packet or digital file is authenticated, the subroutine 500 goes to a
query command 514 to determine whether the user has sent a done
command indicating that the user has completed gathering the necessary
digital information from the destination location. If the done signal has not
been received, the subroutine 500 returns to query command step 506 and

proceeds as described previously.

[0053] If the done command is received, the subroutine 500 advances
to a return command step 516, that causes the chain of custody program 100
to advance to the call command 212 that will be described hereinafter in

greater detail.

[0054] Considering now the send warning command 522, if the user of
the mobile input unit 14, does not stay within the vicinity of the destination
location, the capture subroutine 500 will cause a warning to be sent to the
client computer system 50 and to the user. In this regard, after the warning is
sent the subroutine advances to the query step 206 where the program

proceeds as previously described.
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5. The Organize Subroutine.

[0055] The organize subroutine 600 begins at a start command 602 in
response to the call command 212 and advances to a command step 604.
The command step 604 organizes the file data sequences segregating them
by subscriber and sequence number. The segregated and sequenced files
are then stored in the storage arrangement for subsequent retrieval whenever
a customer (user or subscriber) logs into the chain of custody system 10. The
organize subroutine 600 advances from the organize command 604 to the

query step 214, where the program proceeds as previously described.

6. The Retrieve Subroutine.

[0056] The retrieve subroutine 700 is executed whenever a client
subscriber desires to retrieve digital information or chain of custody
information stored in the chain of custody system 10. In this regard, the
retrieve subroutine 700 is started whenever the chain of custody system 10 is

initialized by advancing from a start command 702 to a query step 704.

[0057] The query step 704 determines whether a subscriber / customer
logs onto a secure web site related to the chain of custody system 10. If the
chain of custody system 10 has not received a log on request, the program
advances to a query command 707 to determine whether a power down
signal has been received by the system 10. If a power down signal has been
received, the program proceeds to an end command 709 that causes the
system 10 to power down. Alternatively, if no power down signal is received,
the program returns to the query command 704 and proceeds as described
previously.
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[0058] If a log in request is received at query step 704, the subroutine
700 advances to a query command 706 to determine whether the customer
log in request was received from a subscriber. In this regard, each subscriber
is given a unique log in identification number, which also functions as a

decryption key as will be explained hereinafter in greater detail.

[0059] If the log in request was not received from a subscriber, the
subroutine 700 proceeds to a command step 720 in order to send a non-
subscriber message to the person who generated the customer log in
request. The subroutine 700 then goes to the query step 704 where the

subroutine proceeds as described previously.

[0060] If the log in request was received from a subscriber, the
subroutine 700 proceeds to a query step 708 to determine whether the
subscriber is requesting to view, download, print or order a certified or
uncertified reproduction generated by a specific input unit. In this regard, if an
image request is received, the subroutine 700 advances to a call command
711 that causes a reproduction subroutine 800 (FIG. 8) to be executed. The

reproduction subroutine 800 will be described hereinafter in greater detail.

[0061] After the image subroutine 800 has been executed, the
subroutine 700 continues to a log out query command 712 to determine
whether the subscriber has completed the transaction with the chain of
custody system 10. In this regard, if the subscriber has completed the
transaction with the chain of custody system 10, the subroutine 700 goes to
the query step 704 where the subroutine 700 continues as described

previously.

[0062] If the subscriber has not completed the transaction with the
chain of custody system 10, the subroutine 700 proceeds to query step 707
to verify that the system 10 is still available for transaction work. The

subroutine 700 proceeds from query step 707 as described previously.
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[0063] Considering again the request step 708 in greater detail with
reference to FIG. 7, if the subscriber has not made an image request, the
subroutine 700 goes to a query command 710 to determine whether the
subscriber has made a chain of custody request. If the subscriber has made a
chain of custody request, the subroutine 700 advances to a call reproduction
command step 715. The call command 715 causes the reproduction
subroutine 800 to be executed. After the reproduction subroutine 800 has
been executed, the subroutine 700 proceeds to the log out query step 712

where the subroutine proceeds as described previously.

[0064] If the subscriber has not made a chain of custody request, the
subroutine 700 proceeds to a query command 712 to determine whether the
subscriber has made a log out request. If the subscriber has made a log out
request, the subroutine 700 advances to the command step 704 where the
subroutine proceeds as described previously. On the other hand, if the
subscriber has not made a log out request, the subroutine 700 goes to the

query step 707 and proceeds as described previously.

7. The Reproduction Subroutine.

[0065] Considering now the reproduction subroutine 800 in greater
detail with reference to FIG. 8, the reproduction subroutine 800 begins at a
start command 802 and proceeds to a command step 803. The command
step 803 causes the confirmation authentication system 30 to request a
sequence number from the customer / subscriber along with the necessary

details to fulfill the request of the subscriber.

[0066] Once the request has been made to the customer / subscriber,
the subroutine 800 goes to a query command 804 to determine the customer
/ subscriber has supplied the requested information. If not, the subroutine 800

returns to command step 803 to make another request.
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067] If the customer / subscriber has provided the requested
formation, the subroutine 800 advances to a command step 806 to cause a
ibscriber identified file to be retrieved from the storage arrangement 32. The
ibroutine 800 then goes to a query command 808 to determine whether the
iIstomer / subscriber must provide an encryption key in order to access the

quested file.

068] If an encryption key is required, the subroutine 800 proceeds to
command step 810 that causes a request to be generated and transmitted
the customer / subscriber. Next, the subroutine 800 goes to a query
ymmand 812 to determine whether the subscriber has provided the

:cessary encryption key information.

069] If the subscriber has not provided the necessary key
formation, the subroutine 800 goes back to the command step 810 and
'oceeds as described previously. Alternatively, if the subscriber has
ovided the key information, the subroutine 800 advances to a query
ymmand 809.

070] The query command 809 causes the confirmation authentication
rstem 30 to determine from the subscriber supplied information, whether the
Ibscriber has requested to merely view the file information. In this regard, if
e subscriber has requested to view the file information, the subroutine 800
Ivances to a display command step 816. The display command step 816
wuses the retrieved file to be displayed (on means not shown) for viewing by
e subscriber. After the system has displayed the file for viewing by the
Ibscriber, the subroutine 800 proceeds to the query command 712 (FIG.7)
1d proceeds as described previously.

071] If the subscriber has not requested to view the identified file, the
ibroutine 800 proceeds from query command 809 to a query command 811
determine whether the subscriber has requested a hardcopy printout of the
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[0067] If the customer / subscriber has provided the requested
information, the subroutine 800 advances to a command step 806 to cause a
subscriber identified file to be retrieved from the storage arrangement 32. The
subroutine 800 then goes to a query command 808 to determine whether the
customer / subscriber must provide an encryption key in order to access the

requested file.

[0068] If an encryption key is required, the subroutine 800 proceeds to
a command step 810 that causes a request to be generated and transmitted
to the customer / subscriber. Next, the subroutine 800 goes to a query
command 812 to determine whether the subscriber has provided the

necessary encryption key information.

[0069] If the subscriber has not provided the necessary key
information, the subroutine 800 goes back to the command step 810 and
proceeds as described previously. Alternatively, if the subscriber has
provided the key information, the subroutine 800 advances to a query

command 809.

[0070] The query command 809 causes the confirmation authentication
system 30 to determine from the subscriber supplied information, whether the
subscriber has requested to merely view the file information. In this regard, if
the subscriber has requested to view the file information, the subroutine 800
advances to a display command step 816. The display command step 816
causes the retrieved file to be displayed (on means not shown) for viewing by
the subscriber. After the system has displayed the file for viewing by the
subscriber, the subroutine 800 proceeds to the query command 712 (FIG.7)
and proceeds as described previously.

[0071] If the subscriber has not requested to view the identified file, the
subroutine 800 proceeds from query command 809 to a query command 811

to determine whether the subscriber has requested a hardcopy printout of the
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identified file. The subroutine 800 advances to a print command 818 if the
subscriber desires a hardcopy of the file. In this regard, the hardcopy printout
is generated by a local printer 34 and then supplied to the subscriber.
Alternately, if the subscriber has a remote printer attached to the system, the

hardcopy can be printed on the remote printer.

[0072] If a determination is made at query command 811 that the
subscriber does not desire a hardcopy printout of the retrieved file, the
subroutine advances to a query command 820 to determine whether the
subscriber has requested a certified copy of the requested file. The
subroutine advances to a query command 822 if the user has not requested a

certified copy of the retrieved file.

[0073] If a certified copy of the retrieved file has been requested, the
subroutine 800 goes to a command step 817 that causes the requested file to
be retrieved, certified and mailed to the subscriber. Thereafter the subroutine

800 goes to the query step 712 and proceeds as described previously.

[0074] At query step 822, a download determination is made, ie., did
the subscriber request the file be downloaded? If so, the program advances
to a command step 824 that causes the requested file to be downloaded to
the subscriber. After the file has been downloaded to the subscriber, the
subroutine advances to the query command 712 and proceeds as described
previously.

[0075] If the subscriber did not request a download, the subroutine
goes from query command 822 to the query step 712 and proceeds as
described previously.

8. The Mobile Input Units.

[0076] Considering now the mobile input units 14 and 140 in greater
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detail with reference to FIGS. 1 and 9, mobile input units 14 and 140 are
substantially similar and accordingly, only mobile unit 14 will be described

hereinafter in greater detail.

[0077] As best seen in FIG. 9, the mobile unit 14 is a memory-less
device that generally includes a plurality of input paths, such as input paths
902, 904, and 906. The input paths are indicative of different types of
information that may be captured by the mobile input unit via its capture
system 920. For example, input path 902 is a digital camera input to capture
still digital images; input path 904 is a video camera input to capture video
information; and input path 906 is a audio input to capture audio information.
While, example inputs have been provided it is contemplated that other types
and kinds of input paths can be provided. For example any device that
captures digital information is contemplated. This would include infrared

capture devices, chemical analyzing devices, etc.

[0078] In order to secure the captured information prior to compression
and transmission to the chain of custody system 10, the mobile input unit 14
also includes an encryption system 910. The encryption system 910 is a
conventional encryption system and will not be described hereinafter in
greater detail. It will suffice to mention that different types of encryption
methods are contemplated within the true scope and sprit of the present
invention. Thus, for example, time varying encryption, watermark encryption,
fingerprint encryption and retina pattern encryption are each considered to be

within the scope of the present invention.

[0079] To enable wireless transmissions between the chain of custody
system 10 and the mobile input unit 14, the mobile input unit 14 further
includes a wireless input/output interface 930 that includes a satellite
interface arrangement 934 and a modem interface arrangement 936. Since
such interface arrangements are conventional, they will not be described

hereinafter in greater detail. It will suffice to mention that the wireless
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input/output interface 930 permits the mobile input unit 14 to communicate
with the chain of custody system 10 either using a cellular protocol when a
cellular base unit, such as a cellular base unit 22 (FIG.1) is disposed in a
reception area that enables cellular communications with the mobile input
unit 14, or alternatively, using a satellite protocol when the mobile input unit

is unable to make a cellular connection as illustrated with mobile unit 140.

[0080] Finally, as best seen in FIG. 9, the mobile input unit 14 also
includes an encryption by-pass controller 940 and a GPS
controller/processor 850. The encryption by-pass controller 940 operates in
cooperation with the encryption system 910 and the capture system 920 to
encrypt, compress, and transmit captured information on the fly. In this
regard, all information captured by the mobile input unit 14 is encrypted and
immediately transmitted to the chain of custody system 10 without storing the
captured information in the mobile input unit 14. The GPS
controller/processor 950 that is coupled to a satellite interface 952 enables
the transmitted information to be time stamped and to be supplemented with
geographic coordinate information to indicate the location of the mobile input
device 14 when a particular object is captured. As GPS controller/processors
and encryption by pass controller are conventional, neither the encryption by-
pass controller 940 nor the GPS controller/processor 950 will be described
hereinafter in greater detail. It should suffice to mention, that when power is
applied to the mobile input unit 14, the mobile input unit 14 is initialized by
acquiring GPS & time signals, establishing communication links with the
chain of custody system 10 and the client computer system 50, and otherwise
establishing a default mode of operation where the encryption by-pass
controller operates in a normal mode as opposed to an encryption mode of

operation.

9. The Communication Subroutine.

[0081] Considering now the operation of the chain of custody system

-23-



WO 03/034680 PCT/US02/33253

10 in still greater detail with reference to FIG. 10, whenever power is applied
to an input unit, such as the mobile input unit 14, the encryption by-pass
controller 940 and the GPS controller/processor 950 begin cooperating with
the encryption system 910 and the capture system 920 to commence
communications with chain confirmation authentication system 30 and the
client computer system 50 as will be explained hereinafter in greater detail. In
this regard, a communications subroutine 1000 built into the firmware of the

mobile input unit 14, is activated.

[0082] Considering now the communication subroutine 1000 in greater
detail with reference to FIG. 10, when power is applied to the mobile input
unit 14, the communication subroutine 1000 begins at a start command 1002
and proceeds to an acquisition command 1002. The acquisition command
1002 causes the encryption by-pass controller 940 to acquire the assigned
data sequence number from the confirmation authentication system 30. The
subroutine 1000 then goes to another acquisition command step 1006, which
causes the GPS controller/processor 950 to acquire the destination GPS

coordinates from the client computer system 50.

[0083] After the destination GPS coordinates are acquired, the
subroutine 1000 proceeds to another acquisition command step 1008 to
cause the GPS controller/processor to acquire the current GPS time
coordinate information for the input unit 14, which is transmitted to the
confirmation authentication system 30 and the client computer system 50.
The subroutine 1000 then advances to a query command 1010 to determine
whether the mobile input unit 14 has arrived at its predetermined destination
GPS coordinate location. If the mobile input unit 14 has not arrived at its
predetermined GPS coordinate location, the subroutine returns to command
1008 and proceeds as described previously. Alternatively, if the mobile input
unit 14 has arrived at its destination location, the subroutine 1000 proceeds
to a query command 1012 to wait for the user of the input system to provide

an indication that he or she is ready to commence utilizing the input unit 14
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for capturing information at the destination location.

[0084] It should be understood by those skilled in the art, that the
confirmation authentication system 30 and the client computer system 50 will
know that the mobile input unit has arrived at the destination GPS coordinate
not only by the transmission of the GPS coordinate information, but also by
the interruption in the transmission of GPS and time information from the
mobile input unit 14. More particularly, there is an interruption in the GPS
coordinate and time information when the subroutine 1000 advances to the
query command 1012. The transmission of GPS coordinates and time
information is resumed when the user provides an indication that he or she is

ready to begin capturing information fat the destination location.

[0085] When the user is ready to begin capturing information at the
destination location, the user actuates a ready switch 942 that allows the
subroutine 1000 to advance from the query step 1012 to a command step
1014. The command step 1014 causes the GPS controller/processor 950 to
once again acquire and transmit the current GPS coordinate and time
information associated with the mobile input device. The subroutine 1000
then advances to a query command 1016 and waits for the confirmation
authentication system 50 to send a chain of custody command signal to the
mobile input unit 14. In this regard, the subroutine 1000 returns to step 1014
to provide updated coordinate information to the confirmation authentication
system 30 and the client computer system 50. It should be understood by
those skilled in the art that the confirmation authentication system 50 knows
when to send the chain of custody command signal since the mobile input
unit 14 will only begin to retransmit its current GPS coordinate information

when the user of the input unit 14 is ready to begin a capture sequence.

[0086] When the confirmation authentication system 30 sends the
chain of custody signal, the subroutine 1000 advances from the query step

1016 to a query step 1018 to determine whether the user has initiated an
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input action. The subroutine 1000 waits at the query step 1018 until such time

as the user starts an input action.

[0087] Once the user of the mobile input unit 14 starts an input action,
the subroutine proceeds to a query step to determine whether the encryption
by-pass controller 940 is in an encryption mode of operation or a normai
mode of operation. In this regard, if the controller 940 is in an encryption
mode of operation, the subroutine 1000 goes to a command step 1024.

Otherwise, the subroutine 1000 proceeds to a command step 1022.

[0088] At command step 1022, the subroutine 1000 causes the GPS
controller 940 to acquire GPS and time information while the capture system
920 acquires input information via one or more of the input paths, such as the
input paths 902, 904 and 906. The acquired input and GPS information or
authentication information is immediately transmitted via a transmit command
1026 to the confirmation authentication system 30 and the client computer
system 50. In short, the same information is transmitted to both systems to
create duplicate records of the same information. Since there is no storage of
the gathered input information at the mobile input unit 14, there is no
opportunity for the user of the mobile input unit 14 to alter the input

information.

[0089] Command step 1024 functions in the same manner as
command step 1022 except the encryption system 910 is engaged to encrypt
the input and GPS information prior to the information being transmitted at
step 1026.

[0090] After the mobile unit information is transmitted, the subroutine
1000 advances to a query command 1028 to determine whether the user has
completed the task of using the mobile input unit 14 for gatherihg input
information at the destination location. In this regard, if the user is not

completed, the subroutine returns to step 1028 to wait for the user to provide
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an indication that he or she is again ready to capture additional input
information. Again it should be understood by those skilled in the art that the
confirmation authentication system 30 will know that the user intends to
continue capturing information since there will be another interruption in the
transmission of GPS information. The subroutine 1000 proceeds from the

query step 1012 as described previously.

[0091] If the user has completed capturing all of the necessary
information at the destination location, the subroutine advances from the
query step 1028 to command step 1030. Command step 1030 causes the
mobile input unit 14 to acquire the departure GPS coordinate location from
the client computer system 50. Once the departure GPS coordinate
information has been acquired the subroutine 1000 advances to a command
step 1031 and begins transmitting its current GPS coordinate and time. The
subroutine proceeds to a query step 1034 to determine whether the current
GPS coordinate information corresponds to the departure coordinate
information. If not, the subroutine returns to step 1030 and proceeds as
described previously. If the mobile unit has arrived at its departure GPS
coordinate location, the mobile unit 14 transmits an end of sequence signal to
the confirmation authentication system 30 and the client computer system 50
so that both systems know that the current sequence of data received from
the mobile input unit 14 has been completed. After the end of sequence
signal has been transmitted the subroutine 1000 goes to a power down
command step 1038 that powers down the mobile input unit 14, which causes

the subroutine to advance to an end command 1040.

[0092] From the foregoing it should be understood by those skilled in
the art that the chain of custody system 10 is suitable for use in a business
environment where the system 10 provides secure creation, chain of custody,
storage and reproduction of any digital information media including digital
photographic evidence. It is contemplated in a business method, that a

service provider would provide a mobile input unit, such as a mobile input
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unit 14 to a subscriber customer. The mobile input unit 14 has the following
features: 1) time and location stamping capability via a NIST atomic clock
(not shown) and the GPS controller/processor 940 capability for unit tracking
purposes; 2) image encryption capability via the encryption system 910 to
prevent editing/tampering with the capture information; and 3) wireless
transmission capability via the wireless interface arrangement 930 to send
digital and analog information to the confirmation authentication system 30
for storage on a secure server. The present invention contemplates providing
secure redundant servers for the retention of the received analog and digital

information.

[0093] Subscriber / customers have the capability of logging on to the
chain of custody system 10 and its secure server and then using a customer
or subscriber identification number or password to view and download files.
The service enabled through the chain of custody system 10 is absolutely
secure, redundant and fraud proof.

[0094] It is contemplated that mobile input units can be leased, rented
or sold along with a remote desktop printer to allow a subscriber / customer to
print images for analysis and case preparation. The service contemplated
enables a client subscriber to order a certified record that can be printed on a
local printer 34 and mounted for court presentations. In short then, what has
been disclosed is a business model for archiving and reproducing secure
digital information using the chain of custody system 10. The value
proposition applies to anyone who needs or wants digital information files as
evidentiary items that are certifiable as being untampered with and secured in
a verifiable chain of custody, record file. The mobile input unit 14 with
Internet, cellular and GPS satellite capabilities allows the mobile input unit 14
to be utilized anywhere in the world.

[0095] The terms and expressions herein are used as terms of

description and not of limitation, and there is no intension in the use of such
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terms and expressions of excluding equivalents of the features and steps
shown and described, or portions thereof, it being recognized that various
modifications are possible within the scope of the invention claimed. Thus,
modifications and variations may be made to the disclosed embodiments
without departing from the subject and spirit of the invention as defined in the

following claims.
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We Claim:

1. An unimpeachable chain of custody method, comprising:

providing a confirmation authentication system to facilitate the
receiving and storing of a communication signal indicative of an evidentiary
item captured at a determined location and at a determined time and to
facilitate the generating and transmitting of a chain of custody confirmation
signal that said communication signal has been authenticated and stored for
subsequent retrieval; and

providing a transportable input system having a positioning device and
communication means to facilitate generating and transmitting in response to
receiving said chain of custody confirmation signal, said communication
signal and to facilitate generating an authentication signal that said
communication signal was generated by said input system at about said

determined location and at about said determined time.

2. An unimpeachable chain of custody method according to claim 1,
further comprising:

said input system being disabled from generating another
communication signal until another chain of custody confirmation signal has
been generated by said confirmation authentication system and received by

said input system.

3. An unimpeachable chain of custody method according to claim 2,

further comprising:

providing an indication that said input system is enabled to generate

said another communication signal.

4. An unimpeachable chain of custody method according to claim 2,
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further comprising:

providing an indication that said input system is disabled from

generating said another communication signal.

5. An unimpeachable chain of custody method according to claim 1,
wherein said step of providing said transportable input system includes:

enabling said input system to generate said communication signal for
a predetermined chain of custody period of time; and

disabling said input system from generating said another
communication signal for another predetermined chain of custody period of

time.

6. A chain of custody system, comprising:

a confirmation authentication system for receiving and storing a
communication signal indicative of an evidentiary item captured at a
determined location and at a determined time;

said confirmation authentication system further for generating and
transmitting of a chain of custody confirmation signal that said communication
signal has been authenticated and stored for subsequent retrieval; and

a transportable input system having a positioning device and a
communication device to facilitate generating and transmitting in response to
receiving said chain of custody confirmation signal, said communication
signal and to facilitate generating an authentication signal that said
communication signal was generated by said input system at about said

determined location and at about said determined time.

7. A chain of custody system according to claim 6, further comprising:

-31-
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a disabling arrangement for preventing said input system from
generating another communication signal until another chain of custody
confirmation signal has been generated by said confirmation authentication

system and received by said input system.

8. A chain of custody system according to claim 7, further comprising:

a device for providing an indication that said input system is enabled

to generate said another communication signal.

9. A chain of custody system according to claim 6, wherein said
transportable input system includes:

an enabling arrangement to permit said input system to generate said
communication signal for a predetermined chain of custody period of time;
and

a disabling arrangement to prevent said input system from generating
another communication signal for another predetermined chain of custody

period of time.

10. An unimpeachable chain of custody method, comprising:

generating an information signal indicative of an evidentiary item
captured at a determined location and at a determined time;

transmitting said information signal to a remote confirmation system:;

generating a confirmation signal verifying that said information signal
has been received and stored at said remote confirmation system; and

responding to said information signal by generating an actuation signal
to capture another evidentiary item at another determined location and at

another determined time.

11. An unimpeachable chain of custody system, comprising:
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means for generating an information signal indicative of an evidentiary
item captured at a determined location and at a determined time;

means for transmitting said information signal to a remote confirmation
system;

means for generating a confirmation signal verifying that said
information signal has been received and stored at said remote confirmation
system; and

means for responding to said confirmation signal by generating an
actuation signal to capture another evidentiary item at another determined

location and at another determined time.

12. A system for authenticating evidentiary items, comprising:

a remote confirmation system for receiving and storing an uploaded
digital signal indicative of an evidentiary item captured at a determined
location at a determined time;

said remote confirmation system generating and transmitting a
verification signal that said uploaded digital signal has been received and
stored; and

an evidentiary transmission system responsive to said verification
signal and a user activation signal for determining another capture location
and another capture time of another evidentiary item and for uploading

another digital signal to said remote confirmation system.
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13. A system for authenticating evidentiary items according to claim
12, wherein said evidentiary transmission system includes:

an input capture device for generating an information signal indicative
of at least a portion of said uploaded digital signal.

a position device responsive to the activation of said input device for
determining the capture location and capture time of said evidentiary item;
and

wherein said remote confirmation system includes:

a server for receiving and storing the uploaded digital signal; and

another transmission device responsive to said server to facilitate

providing said input device with said verification signal.

14. A system for authenticating evidentiary items according to claim

12, further comprising:

a public access server for providing upon public request an
unauthenticated hardcopy record of said evidentiary item; and

a private access server for providing upon private request an
unimpeachable hardcopy record indicative of said evidentiary item captured

at said determined capture location and at said determined capture time.

-34-



PCT/US02/33253

WO 03/034680

aNOENOVE «—— >
UNN o ol ShoMISN  le—s] 3OVANAIN NIANIS
dsve INOHJIT3L W3dON
1INN g ae 4
1NdNI MV KNN N al e
390N YIINRMd e
/ Mv\_\ 9l ve
v _ LNIWIONVHIY
__ N\ IOVHOLS |
| ¢
! - aNOEMOVE
! 02 | ¥3aInO¥d 13ANYILNI
! ERINER W3LSAS
. 13NY3INI NOILYOILNTHLAY [+
= ” NOILVINYIINOD
- I
! 4 0
“ \ y C
| WILSAS ¥IANOU JOVANILNI LINN o€
-4 ¥3LNdNOD JOINU3S JuTaLYs | | LNdNI
oy | IN3IO ETTRRETRZS IS0
\
m o -os b / ze cvk \v oS\ %
| \\“-\\\\\ m \\\\\\ \..\\\\ —_— T
\« gvl-. .- S »/
- - -
ol S\\HM\H\\\\\\H\\.\\




WO 03/034680 PCT/US02/33253

FIG. 2
\

204
Connmuze

206

NO ~SERVICE REQUEST

208
CALL SETUP TRACKING
210
CALL CAPTURE
212
CALL ORGANIZE

YES
214
POWER DOWN NO
fme
YES
218

FROM
509

SET NEW DATA
SEQUENCE NO.

L




WO 03/034680 PCT/US02/33253
3/10

302 300

FIG. 3

4
/-30

RETRIEVE LIST OF USER
INDENTIFICATIONS

306 \ &«

ESTABLISH
COMMUNCIATION LINKS
WITH SUBSCRIBERS

308

NO ~SERVICE REQUEST

/312
SET DATA SEQUENCE
NUMBER FOR EACH MOBILE
INPUT UNIT

314

RETURN
TO 206
(FIG.2)



WO 03/034680

FIG. 4

4/10

402

400
N

404
]

RETRIEVE LIST OF USER
INDENTIFICATIONS

406

408

ESTABLISH
COMMUNCIATION LINKS
WITH REQUESTING
SUBSCRIBER AND MOBILE
INPUT UNITS

v

ACQUIRE GPS DESTINATION
COORDINATES FOR MOBILE
INPUT UNIT

PCT/US02/33253

460

+

TRACK AND RECORD
LOCATION OF MOBILE INPUT
UNIT

410

412

ARRIVED AT DESTINATIO
COORDINATE LOCATION

YES 41
CALL AUTHENCIATE

416

4

NO

TRACK AND RECORD
LOCATION OF MOBILE INPUT
UNIT

466

YES

> /_468

TRACK AND RECORD
LOCATION OF MOBILE INPUT
UNIT

ARRIVED AT DEPARTUR
COORDINATE LOCATIONS

470



WO 03/034680 PCT/US02/33253
5/10

500

FIG.5

504

NO START RECEIVED

NO

Digital Information
Received

508
Store Information /

l 510
|/

Authenticate
Uncorrupted File

YES

y _NO

File Authenticated

522
J

Send Warning

GO
TO
206



WO 03/034680

FIG. 7

PCT/US02/33253
6/10

FIG. 6

600
602
700 \‘ \
702 604\
ORGANIZE FILES
SEGREGATED BY
SUBSCRIBER AND
EVENT NUMBERS
FROM
714 704
NO €USTOMER LOG IN~YES
REQUEST
SUBSCRIBER NO
706
YES
NO_~~ POWER DOWN

{

720
708
NO CALL REPRO
= CUST%W?&SSUEST
FROM
718 . >
717

SEND NON —
SUBSCRIBER s

MESSAGE a

CALL REPRO
NO
GO TO |
704 -
704



WO 03/034680 PCT/US02/33253

7/10
800
\‘ 802
! | - 803

FIG. 8

REQUEST DATA YES
SEQUENCE NUMBER CERTIFY
AND SUBSCRIBER l 817
REQUEST )
RETRIEVE FILE,
804 CERTIFY AND MAIL
TO SUBSCRIBER
NQ DOWNLOAD
YES YES J
806 DOWNLOAD
RETRIEVE FILE RETRIEVED FILE
FROM
‘ 812
808
KEY REQUIRED

816

DISPLAY
RETRIEVED FILE

YES

y 818
PRINT FILE
INFORMATION




WO 03/034680 PCT/US02/33253
8/10

FIG. 9

934 952
14 940 936\ 930 850
N ) ~ J

: Wireless
Encryption Mode Encryption input/ GPS
Normal Mods By-pass nia Y put > Controller/
Controller Interface Processor
n664.ps ' jo
Input Path #1 > —
904 ~
Encryption _ Capture
Input Path #2 — System > System
906 ~
input Path #3 - -

Time Varying Encryption

Watermark Encryption
Fingerprint Encryption
Retina Pattern Encryption



WO 03/034680

n594.zip
n593.zip

9/10

1002

1004

ACQUIRE DATA
SEQUENCE NUMBER

1006

ACQUIRE DESTINATION
GPS COORDINATES

> 1008

-

A
ACQUIRE CURRENT GPS j
COORDINATES, TIME AND
TRANSMIT

1010

NO
YES| FROM
g 1028

PCT/US02/33253

FIG. 10A

FROM
1012

g 1014

ACQUIRE CURRENT GPS }
COORDINATES, TIME AND

TRANSMIT

1016

CHAIN OF CUSTODY
RECEIVED

ACQUIRE GPS, |1024

TIME AND INPUT j
INFORMATION
AND ENCRYPT

ACQUIRE GPS,
TIME AND INPUT
INFORMATION

+ 1026

TRANSMIT ACQUIRED
INPUT INFORMATION j
WITH AUTHENTICATION

INFORMATION




WO 03/034680 PCT/US02/33253
10/10

FIG. 10B FIG. 10

1000
FROM N
1028
1‘)30 FIG. 10A FIG. 108B
ACQUIRE DEPARTURE
GPS COORDINATES

l 1032
ACQUIRE CURRENT GPS j
COORDINATES, TIME AND

TRANSMIT

1034

DEPARTURE

TRANSMIT END /
SEQUENCE
SIGNAL

'

—
38
@

TRANSMIT END
SEQUENCE
SIGNAL

1040



	Abstract
	Bibliographic
	Description
	Claims
	Drawings

