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A RELAY-TO-RELAY DIRECT COMMUNICATION SYSTEM AND

METHOD IN AN ELECTRIC POWER SYSTEM

BACKGROUND OF THE INVENTION

Field of the Invention

[001] This invention relates generally to communication systems in an
electric power system, and more specifically to a relay-to-relay direct

communication system and method in an electric power system.

Description of Related Art

[002] In U.S. Pat. No. 5,793,750, a communication system between two

microprocessor-based protective relays for an electric power system is
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disclosed. Each of the two relays in that system has both transmit and receive

modules, for directly fransmitting indication status bits indicative of the result of

‘selected protective functions pf one relay from that one relay to the other, and

vice versa..

The output status indication bits are sometimes used to identify the
existence and location of a fault on the power Iineﬂportion served by the two
relays. One or both of the relays might initiate a circuit breaker trip action on
the basis of the exchange of such information. The output status indication bits
may be the result of processing functions in one of the relays involving the

voltages and/or currents on the power line. The output status indication bits

may be used for various control, status, indication and protection functions.

- Examples of protection functions include permissive overreaching transfer trip

(POTT) actions,.p“ermissive under-feaching transfer trip (PUQTT) actions,

directional comparison unblocking (DCUB) and direct transfer trip (DTT)

actions. Other relay-to-relay operations are possible using 'particular output

status indication bits.

The advantage of the communication system described in the '750
aypplication is that it is fast and secure. Protective relays typically accomplish
théir monitoring ‘fu'nction's éeveral times each power system cycle. The 750
communicétion system provides the results of these monitoring functions of one
relay, to the other relay. The information is transmitted directly over a
communications link from an originating relay which may or may not trip its

associated circuit breaker based on Its operational results, to another relay.
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‘The receiving relay then uses the transmitted information, in the form of digital

bits, to perform its own on-going calculations, producing various protection

actions such as tripping and closing a circuit breaker when appropriate. The

‘communication between the two relays may be bi-directional, allowing the two

relays to exchange information concerning the results of their own calculations
both quickly and securely, with a minimum amour:ft of expense.

In the '750 application, the output status indication capability is eight bits.
In many cases, however, eight channels are not necessary. For example, two
or three bits are usually sufficient to accomplish the desired relay-to-relay

protection, control, and monitoring scheme. A substantial number of bits

therefore may go unused. The present invention makes use of those otherwise

~unused bits. It forms a serial data stream or channel from each unused bit, and

[006]

utilizes those serial data channels to significantly increase the amount of

information that can be:communicated between the two relays. This invention

may utilize none, some or all of the eight channels to transfer output status

indication bits. If less than all eight channels are used for oufput status

indication bits, the otherwise unused channels may be used to transfer other

selected information.

BRIEF SUMMARY OF THE INVENTION

In an embodiment, provided is a relay-to-relay direct communication
system in a power system. The relay-to-relay direct communication system

includes a first protective relay having a first transmit module where the first
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transmit module includes a first microcontroller adapted to provide a plurality of
data channels. Each of the plurality of data channels is associated with channel

data having a variety of bit-lengths. The relay-to-relay direct communication

| system also includes a second protective relay directly coupled to the first -

[007]

protective relay via a communication link. The second protective relay includes
a first receive module where the first receive module includes a second |
microcontroller adapted to provide the plurality of data channels. A speed of
receipt of the channel data by the first receive module is adjustable based on an
assighment of the channel data as a plurality of serial messages to the plurality
of data channels of the first transmit module.

In another embodiment, provided is a relay-to-relay direct communication
system in a power syﬁsatem; The érelay-tq-relay direct éom“munication system

includes a first protective 'relay haviang a first transmit module where the first

transmit module includes a first microcontroller adapted to provide a plurality of

data channels. Each of the plurality of data channels is associated with channel

data having a variety of bit-lengths. The relay-to-relay direct communication
system also includes a second protective relay directly coupled to the first

protective relay via a communication link. The second protective relay includes

a first receive module where the first receive module includes a second

microcontroller adapted to provide the plurality of data channels.h The
communication link is adapted to transmit a plurality of serial messages at a
predicable rate where each of the plurality of serial messages is formed using

channel data bits corresponding {o the channel data. Each of the first and
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seconda microcontrollers is further adapted to provide communication link
monitoring capability via detection of corrupted serial messages and missing
serial messages of the plurality of serial messages, and to galculate . ‘
communication link availability based on a‘number- of-the corrupted and
missing serial messages during a time period.

In a further embodiment, provided is a relay-to-relay direct

‘communication system in a power system. The relay-to-relay direct

communication system includes a first protective relay having a first transmit

module where the first transmit module includes a first microcontroller adapted
to provide a plurality of data channels. Each of the plurality of data channels is
associated with channel data having a variety of bit-lengths. The relay-to-relay

direct communication system also includes a second protective relay directly

“coupled to the first prdtective relay via a communication link. The ‘sue’cdbnd

. protective relay includes a first receive module where the first receive module

Includes a second microcontroller adapted to,pirovide the plura'lity of data

channels. The communication link is adapted to transmit a plurality of serial
messages at a predictable rate, each of the plurality of serial messages formed
using channel data bits corresponding to the channel da’;a. A speed of receipt
of the cﬁannel data by fhe first recéi\)e module is adjustable based on an
assignment of the channel data to the plurality of data channels of the first
transmit module. Each of the first and second microcontrollers is further
adapted to provide communication link monitoring capability via detection of

corrupted serial messages and missing serial messages of the plurality of serial
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messages, and 10 calculate communication link availability based on a number
of the corrupted and missing serial messages during a time period.
[009] - In yet another embodiment, provided is a method for calculatiné
'cd'hdm‘:unic-étidn link avéilabilfty iné 'relay-jto-re'lay dfréct communiication system
In a power system. The relay-to-relay direct communication system has a first
protective relay including a first microcontroller thit Is adapted to provide a
plurality of data channels and has a second protective relay directly caupled to
the first protective relay via a communication link. The second protective relay
Includes a second microcontroller that is adapted to provide the plurality of data
channels where each of the plurality of data channels is associated with
channel data having a variety of bit-lengths. The method includes converting
- the cha"nnel data into a plurality of serial messages, transmitting, via the
| cbmmunication link, éach of the plurality of éeriél méssageé at é predictable
rate, determining an aggregate number of received uncorrupted serial
- messages, and dividing the aggrégate number of serial messages }eceived |

during a time period by a number serial messages expected to be received

during the time period.

BRIEF DESCRIPTION OF THE DRAWINGS
[0010] FIGURE 1 is a single line schematic diagram of a power system that may

be utilized in a typical wide area.



CA 02616319 2008-01-21
WO 2007/025257 PCT/US2006/033578

[0011] 'FIGURE 2 is a block diagram of a relay-to-relay direct communication
system of the power system of FIG. 1, according to ar; embodiment of the
invention.

[001 2] 'FIGUR‘E‘Z"BI IS aﬁ é)&ehplary'-'réce.i{/‘éd frame of the'rélay-to-relé'y dfrect‘a

communication system of FIG. 2, according to an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION
[0013] As indicated above, the present invention is based on and is an
improvement of the communication system of U.S. Pat. No. 5,793,750, which -
includes a direct communication link between two protective relays serving an
electric power apparatus, the system supporting a communication arrangement'
- or protocol involving eight data-channels for exchqnge of 6utput status -
indication bits between the two relays both quickly and securely. The channel
data bits TMB1-TMBS8 iIdentify eight transmit bits, on eight data channels.
[0014] | Those bits, when received by the other relay, are identified as received
channel data bits RMB1-RMB8, wherein RMB1-RMBS8 are the "mirror" or replica
of the transmit channel data bits. The eight data channels can accommodate at
least eight output status indication bits. As indicated above, however, in many
" ,t\No-felay:arrangements, only two or perhaps three channels ‘a.re necessary to
communidate the output status indication bits. Utilizing the present invention,
the otherwise vacant channel space may now be used by selected additional
data (discussed below) and an associated synchronization channel to

synchronize the additional data.
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The additional data may be digitized analog quantities, such as metering -

data, or may be "virtual terminal" data. In a virtual terminal arrangement, a

- human user or another application utilizes the direct communication link to

~ communicate with the other relay. Forexample, the human user could utilize:

[0016]

the direct communications link to control or query the other relay. An
application such as, for example, an integration p;otocol like as DNP3, could
also utilize the communications link zin the virtual terminal arrangement.

FIGURE 1 is a single line schematic diagram of a power system 10 that
may be utilized in a typical wide area. As.illustrated In FIG. 1, the power system
10 includes, among other things, two generators 12 configured to generate

three-phase sinusoidal wéveforms, for example, °three-phase 12 KV sinusoidal

- waveforms, two step-up power transformers“14 configured to increase the 12kV

sinusoidal waveforms to' a highér voltage such as 138 kV and a number of

circuit breakers 18. The step-up power transformers 14 provide the higher

voltage sinusoidal waveforms to a number of long distance transmission lines

such as the transmission lines 20. In an embodimeht, a first substation 16 may
be defined to include the generators 12, the step-up transformers 14 and the
circuit breakers 18, all interconnected via a first bus 19. Atthe end of the long
distance transmission lines 20, é second subététibn 22 includes step;-down
power traﬁsformers 24 to transform the higher voltage sinusoidal waveforms to
lower voltage sinusoidalﬁwaveforms (e.g., 15 kV) suitable for distribution via a

distribution line to various end users 26 and loads 30.
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[0017] As previously mentioned, the power system 10 includes protective
devices and procedures to protect the power system elements from faults or
other abnormal conditions The protective devices and procedures utilfze a :

g ":.f,x’/a’riéty :of.p'rOt'ec‘ti\)é logic sch'emés to‘ determine whether a'féUIt br oth‘ér o
problem exists in the power system 10. For example, some types of protective
relays utilize a current differential comparison to c'idetermine whether a fault
exists in the protection zone. Other types of protective relays compare the
magnitudes of calculated phasors, representative of the power system
sinusoidal waveforms, to determine whether a fault exists in the protection
zone. Frequency sensing techniques and harmonic content detection is also
Incorporated in protective relays to detect fault conditions. Similarly, thermal

ﬁ mddel schemes are utilized by prote.otive’relayé to.de;term:ine whether 2 thermal
brudbleni exists inu‘tvhé prbtéétion zone., #

10018] | Referring again to FIG. 1, also included are a first and a second

| protgctive relay 100 and 102 adapted to prdvide for example, overcurrent
protection for the transmission line 21. As described below, the first and
second protective relays 100, 102 are also adapted to communicate via a
communication link 34 that méy be configured using one of a nhumber of
suitabie fnedia. Additional protectivé feléys such as a prdtective relay 1'04,
adapted to‘ communicate with the first protective relay 100 and/or the second
protective relay 102, may also be included in the power system 10.

[0019] FIG. 2 is a block diagram of a relay-to-relay direct communication system

40 of the power system 10, according to an embodiment of the invention.
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~ Although illustrated using the first and second protective relays 100, 102, it

should be understood that the relay-to-relay direct communication system 40

m;ay”includ,e additional protective relays operatively coupled to the first and/or

second relay 100, 102 and adapted.to operate as deseribed below. Further,

although illustrated using the first and second protective relays 100, 102, it
should be understood that the apparatus and method described herein is

off
applicable communication between to any intelligent electronic device (IED) of

the power system 10.
For ease of discussion, the first protective relay 100 is shown as the
transmitting relay and includes, inter alia, a "transmit" module 41, having a

microcontroller 42 operatively coupled to a receive and transmit interface

means; In this example, a universal asynchronous receiver/transmitter (UART)

43. The (transrhitting) UART 43 i's config:ured to convert bytes of channel data

bits (corresponding to the channel data) resulting from first protective relay

operation into a single serial message stream for outbound transmission via the

communication link 34 to the second protective relay 102, and to convert an
Inbound serial message stream (from the second protectfve relay 102) into
bytes of channel data suitable for use by the first_ protective relay 100.
Similarly, the secéhd protective relay 102 is shown as the rence“ivi'ng relaf
and includes, infer alia, a "receive" module 44 having a second microcontroller
45 operatively coupled to another UART 46, operational and configured as
described above. Although not separately illustrated, each of the first and

second protective relays 100, 102 include both transmit and receive capability

10
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to enable bi-directional communication. While illustrated as transmit and
receive modules 41, 44, in a functional block diagram format, the relay-to-relay
direct communication system and method described herein may be eﬁablec‘i. via
amfcrobroce‘ssor or'fieldvprogram’méble.ﬁgaté‘.a'r‘ray'(F‘PGA) ‘execﬁtihg a -
computer program, protection algorithm or relay logic scheme. Further,
although illustrated as a UARf 43 operatively cotlfpled to the first microcontroller
42, and a UART 46 operatiQely coupled to the second microcontroller 45, one of
any suitable transmit and receive interface means may be utilized to convert
bytes of channel data bits into a serial message stream for transmission via the
communication link 34.

The transmit module 41 and the receive module 44 are operatively
connected via the comenipation link 34. As noted above, the cpmmuniéation

link 34 may be eriabled as an RF link, a microwave link, an audio link. a fiber

optic link, or another other type of suitable link adapted to carry serial data. As

llustrated, in addition to output status indication bits, each of the transmit and

receive modules 41, 44 is capablg—z of transmitting/receiving other types of
channel data in the form of serial messages. For example, the channel data
may include digitized anglog values, derived from oanalog quantities, that require
fnore than é éingle bit sUcH as nietering iInformation, breakef féilure .sy;stér'n
security ehhancement information, reclose enable information, instrument

transformer checking and multi-terminal fault location information, to name a

few.

11
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Reterring to the transmit module 41, an eight data channel arrangement
IS configured such that two data channels, a data channel 47 and a data
channel 48 correspond to the conventtonal output status. lndrcatlon brt.s 57
transmitted as channel data bit 1 (TMB1) and TMBZ respectrvely, from the |
transmit module 41 of the first protective relay 100 to the receive module 44 of
the second protective relay 102. Three data ,chanfnels, a data channel 49, a
data channel 50 and a data channel 51, are dedicated to digitized analog
values 59, 60 and 61 transmitted as‘channel data bits TMB3, TMB4 and TMB5,
respectively, from the transmit module 41 of the first protective relay 100 to the

receive module 44 of the second protective relay 102.

Each of the digitized analog values 59, 60, 61 are formed by, for

example, converting a 32-bit floating point number representing ananalog

quantity (e.g., system impedances, currents,° voltages)) into an 18-bit floating |

point number. The 18-bit floating point number is then serialized such that one-

bit from each of the digitized analog values 59, 60, 61 is included as channel

data bits TMB3, TMB4 and TMBS, respectively, in sequential transmitted
messages until all of the bits associated with the digitized analog values 59, 60,

61 are transmitted. For example, if each of the digitized analog values 59, 60,

61 is expréssed in 18 bits, eighteen sequential serial messages are transmitted

where the first serial message includes the first bit of the digitized analog value
99 transmitted as channel data bit TMB3, the first bit of the digitized analog

value 60 transmitted as channel data bit TMB4, and the first bit of the digitized

analog value 61 transmitted as channel data bit TMB5. Similarly, the second

12
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serial message includes the second bit of the digitized analog value 59
transmitted as channel data bit TMB3, the second bit of the digitized analog
value 60 transmitted as channel data bit TMB4, and the second bit of ‘the d
digitized analog value 61 transmitted as channel data bit TMBS, and so oy

It should be noted that while compromising some precision, the
conversion scheme that converts a 32-bit floatingﬂpoint number (representing
the analog quantity) into a corresponding 18-bit floating point number, enables
quicker transmission to the second protective relay 102. It should also be noted
that other conversion schemes may be utilized depending on the analog

quantity measured, the precision required, and the speed of transmission

‘desired.

[0026] .

- Two additional data channels, a data channel 52 and a data channel 563
facilitate virtual tetminal data transmitted as channel data bits TMB6 and

TMBY7, respectively, from the transmit module 41 of the first protective relay 100

to the receive module 44 of the second protective relay 102. As noted above,

virtual terminal data refers to data provided by a user located at a local relay
(e.g., the first relay 100), to a remote relay (e.g., the second relay 102) via the
communication link 34. In such. a configuration, the local relay operates as a
virtual terminal to allow the user to query and/or control t'heﬂ remotéorelay with
the familiar serial port user interface passing data on otherwise unused
channels. The virtual terminal scheme also adds fast meter/operate capability.
Like the digitized analog values described above, the virtual terminal data is

serialized bit-by-bit such that, for example, 18-bit virtual terminal data is

13
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transmittgad bit-by-bit in 18 sequential serial messages where the first two bits
are payload flags and the last sixteen bits are two 8-bit data bytes. For
example, the 18-bit virtual terminal data may be exgres‘sed as: '
plﬁzvdmd'ls‘dmdmd,g*d'l1&10d9d8d736d5d4d3d2d1 where }9&1 indicates that aﬂ --dg‘ |s a
payload byte, p,=1 indicates that d, —d,, is a payload byte (see, FIG. 3)

The eighth data channel 54 is dedicated tossynchronization information
transmitted as channel data bit TMB8 from the transmit module 41 of the first
protective relay 100 to the receive module 44 of the second protective relay |
102. The synchronization information enables synchronization of the data

channels associated with the analog values 59, 60, 61 and the virtual terminal

data 62. Thus, when any of the data channels 47-53 are used for anything

“other than the oufbut_ Statl‘JS' indi,ca'tio.n, bits, a dedicated synchronous Chahnel is. -

Yo

allocated for synchronization information transmitted as channel data bit TMB8.

Although illustrated utilizing an eight data channel arrangement, it shoula

. be understood that a different number or arrangement and/or assignment of

data channels may be used by the first and second protective relays 100, 102
of the communication system 40. Accordingly, the two data channels of output
status indication bits _lin"combination with the three data channels of analog
values and the two data channels of vfrtual términal data illustrated in FIG. 2 is
arbitrary. The output status indication bits could occupy more or less or no data
channels, the analog values could occupy more or less or no data channels,
and the virtual terminal data could occupy more or less or no data channels. In

addition, one analog value may occupy more than one data channel for
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speedier.trﬁansmission. Similarly, virtual terminal data may occupy.more than
one data channel for speedier transmission.

Further, in an embodlment the arrangement and/or assrgnment of the
data channels may be flxed whlle In another embodlmentr the aarrangement
and/or assignment of the data channels may be dynamically changed during
relay operation, depending on the desired configuration of the protective
relay(s) 100, 102. As a result, speed of receipt of the channel data by the
receive module 44 is adjustable based on the assignment of the channel data to
the number of data channels.

For example, if 18-bit virtual terminal data is dynamically assigned to one
data channel during a high activity period of relay operation, it is transmitted bit-
by-b|t in 18 sequentral serial messages and then reassembled for use by the
receivmg relay. It one message is transmltted every 1 mrlllsecond via the

communication link 34, 18 milliseconds are required for receipt of the entire 18-

bit virtual terminal data. In contrast, if the same 18-bit virtual terminal data is

dynamically assigned to three data channels during a lower activity period of .
relay operation, it is transmitted bit-by-bit in 6 sequential serial messages,
requiring six milliseconds.

'. Prior te transmissibn, eaeh of the eight channel data bits TMB1-TMB8 "
are encoded by an encoder 65 to form an encoded message 66 using one of
any number of suitable techniques. The encoded message 66 _may therefore
have one of any number of suitable formats, depending on the encoding

scheme selected. For example, in one encoding scheme, the encoded
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message 66 may include 36 or 40 bits, divided into four 9-bit (for 36 bit length)
or 10-bit (for 40 bit length) chara‘cters plus a number of idle bits. The number of"
idle bits may vary depending upon the selected téransmission speed. .
C’oritinﬁing with the e*ample, fhebits'may.be assemeled such that the
first 9-10 bit character includes a single start bit followed by the six channe! data
bits TMB1-TMBS, followed by an odd parity bit an;i one or two stop bits, as
selected by the user. The second character may include a second single start
bit, followed by the six channel data bits TMB5, TMB6, TMB7, TMBS8, TMB 1
and TMB2, followed by an odd parity bit and one or two stop bits. The third
character may include a start bit followed by the six channel "data bits TMBY,
TMB8, TMB1, TMB2, TMB3 and TMB4, followed by an odd parity bit and one or
two stop bits. The fourth and fi nal character in the message may includea .

smgle start bit folfbwed by the six channel data bits TMBS-TMB8 followed by an

odd parity bit and one or two stop bits. The remaining bits, if any, are a variable

- number of idle bits, depending upon transmission speed of the data.

Using such an encoding scheme, each of the channel data bits TMB1-
TMB8 are repeated three times in the four character portions of one encoded
message 66 with single stop and parity bits and one or two stop bits inserted
betweeh each character portien of the encoded message 66. This encoding
scheme allows the receiving, or second protective relay 102, to check for errors
that may have occurred during transmission.

In addition to assembling the bits into messages, each of the first and

second protective relays 100, 102 may be adapted to further encode and
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decode u'si‘ng an identifier pattern selected during system configuration. For

example, if preprogrammed to include one particular identifier pattern, the

~ transmit encoder 65 logically inverts one of the four characters in each of the

 messages as a means of encoding the-identifier pattern into the message. As

[0035]

described below, the receiving, or second, relay 102 then ensures that the
received message has been encoded with the correct identifier pattern.
o

Although described as assembling messages where one character is logically

inverted, it should be understood that other suitable formats and encoding

schemes may be utilized by the encoder 65 to generate the encoded message

66.

The encoded message 66 is then applied to the UART 43, adapted to

- satisfy several operating spaorameters for the system. In general, the UART 43 -

converts the encoded message 66 into a serial message 67 for transmission as -

part of a serial message stream via the communication link 34. Accordingly, the

- receiving UART 46 must also be capable of checking the received serial

[0036]

message 67 for proper framing (the presence of one stop bit per byte) and

proper parity, and detecting overrun errors.

The UART 43 may be programmed for various baud rates. For example,

- it might be programmed for baud rates ranging from 300 through 115,000. The

UART 43 is additionally adapted to synchronize both transmit and receive
serial messages using transmit and receive clocks externally supplied. As will

be appreciated by one skilled in the art, the method of bit synchronization, using
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start and stop bits or using synchronizing clocks, is one of any number of

suitable methods for synchronization.

Subsequent to belng prepared for transmlssron by the UART 43 the

| serral message 67 is transmltted over the communloatron Irnk 34 to the recewe

module 44, In one example, when the first, or transmitting, relay 100 samples
and performs its monitoring functions every {fraoti;on (1/16)}th of a power
system cycle, each serial message 67 is sent at a 1 millisecond interval,
reflecting the sampling rate of the transmitting relay. The sampling and
transmission rates can be varied depending on the desired operation of the
transmitting relay.

Referring now to the receive module 44, the receiving UART 46 provide’s,
the counterpart functlons of the transmrttrng UART 43. When the senal
message 67 is reteived by the recelve module 44 of the second relay 1 02,, the

UART 46 performs several data checks on each character of the serial

message 67. It also checks each character of the serial messages 67 for

proper framing, parity and overrun errors.

From UART 46, the characters of the serial message 67 are passed to a
decoder 68. In general, the decoder 68 reassembles groups of four oharaoters
In order to reconstruct‘the four character mﬁessage. Next, the decoder 68°
checks each message for errors, and also examines the results of the UART
checks described above. If any of the checks fail, the decoder 68 discards the

message and de-asserts a DOK (data OK) flag 94 for that message in a register

95 (see, FIG. 3).
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More specifically, in the illustrated example, the decoder 68 .ensures that
there are the three copies of the eight channel data bits TMB1-TMBS8 included

in the transmitted four-character encoded message 66. If an identifier pattern

- was used to encoderthe encoded message 66, the decoder 68 also checks to

[0041]

ensure that the encoded message 66 includes the identifier pattern. It should
be noted that the encoding/decoding scheme des§ribed above is one of any
number of suitable encoding/decoding schemes to enable error detection that
may be utilized in the method and apparatus of the invention.

As a result of operation of the decoder 68, the DOK flag 94 and the
channel data bits RMB1-RMB8 are provided. The received channel data bits

RMB1-RMB8 are the mirror or replica of transmitted channel data bits TMB1-

| TMBS.{ The data OK (DOK) flag 94 provides an indication of Whether errors

[0042]

were detected in the received message.

Like the transmit module 41 of the first relay 102, the receive mbdule 44

of the second relay 102 includes an eight data channel arrangement where two

data channels are dedicated to the output status indication bits, three data

. channels are dedicated to three digitized analog values, two data channels are

dedicated to virtual terminal data and one data channel is dedicated to
synchronizétion infdrmation. Accordingly, the ou{put étatus iﬁdication b‘its of
are receivéd as channel data bits RMB1 and RMB2 via data channels 70 and
71, respectively, and are applied to one or more security counters 69. The
security counters 69 operate to ensure that the state of the received channel

data bits RMB1 and RMB2 remain constant for a pre-selected number of
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received ‘seriai messages 67 before the output status indication bits are utilized -
by downstream processes. Ensuring that the state of the output status
indioatipn bits remain constant increases th__e reliability and .sequrity aséociated
'viiith th‘e ouiput Statué indic“;aiioh bits 57 ‘ " | "

‘ [0043] Because the two channel data bits RMB1 and RMB2 are transmitted bit
by bit, no synchronization of those bits is requiredd.f The channel data bits RMB1
and RMB2 are used by the second relay 102 to make determinations
concerning operation of the power system 10 (as detected by the first protective
relay 100) including possible circuit breaker trip action when appropriate. In the
llustrated example, the digitized analog values 59, 60 and 61 are received as
channel data bits RMB3, RMB4, and RMB5 via a data channel 72, achannel 73
anﬁd a"“chann.elo74, respectively. hE‘ach of the athree" digitized analog values 39, -
60, 61 aure received serially one bit per’ fnessage pér daia 6hannel, and are ihén
parallelized in a parallelize element 78. The parallelize element 78 re-

| assembles each of the three digitized analog values from received successive
decoded messages 58. As noted above, in the illustrated example, each of the
digitized analog values 59, 60, 61 includes eighteen bits. In an embodiment,
sixteen bits are used for information while ihe remaining two bits are unused.
- Therefore, for evefy 18 messages, a complete driginal analog valué is received
on each corresponding data channel.
[0044] Similarly, the virtual terminal data 62 is received as channel data bits

RMB6 and RMB7 via data channels 75 and 76, respectively. Like the analog

values 59, 60, 61, the virtual terminal data 62 is received serially one bit per
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message per data channel, and is also parallelized in the barallelize element
78. In the illustrated embodiment, the virtual terminal data 62 includes eighteen

bits. Sixteen bits of the eighteen bits are utilized for virtual terminal data, where

~ the'sixteen bits are divided into two "eightl-bit bytes. The two remaining bits are

used to indicate which of the two eight-bit byte fields actually contain virtual
terminal data, and which, if’any, are idle, (e.qg., waJting for user input). Thus, for
every 18 decoded messages 58, two virtual terminal bytes are received on each
corresponding data channel 75, 76. After parallelization via the parallelize
element 78, the analog values and the virtual terminal data are provided to the
second protective relay 102.

Again, the particular arrangement of the eight data channel bits TMB1-
TMBS is established in accordance with the users communication
requirements. Different nurribefs of 6utput statué indication bits, énalog values

and virtual terminal data can be utilized to form seven bits of the eight channel

data bits TMB1-TMBS.

A data channel 77, or synchronization channel, is dedicated to the
remaining channel data bit, RMB8. The channel data bits RMB8 of the
synchronization channel enable the receiving decoder 68 and parallelize
elémeht 78 to find the start,éﬁd stop boundariés serial méésages that include |
the digitized analog values and virtual terminal data. The synchronization
channel is necessary when any of the other channel data bits include the

digitized analog values or the virtual terminal data. If all of the channel data bits
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are used‘ for output status indication bits only, no synchronization is necessary
and the data channel 77 may be used for output status indication bits.

In order to determine that a complete (four character) bit message has
been receryed thesecond relay 102 |dent|f|es the first byte of each of the bit "
messages via message synchronization. In an embodiment, message
synchronization is maintained by counting modulo{ 4 from the first received byte
after byte synchronization is achieved. Accordingly, each time the counter rolls
over, the first byte is received.

FIG. 3 is an exemplary received frame 80 of the relay-to-relay direct
communication system 40, according to an embodiment of the invention. As
lllustrated, the received frame 80 includes 18 messages where a series of the
“bottom channel data brt (TMB8) prowdes the 18-bit synchronrzatron

mformatlon after encodlng, transmlss10n and decoding. In addltlon the analog

values and virtual terminal data are received as channel data bits RMB3-RMB7

via data channels 72-76.

Referring to the data channel 77, or the synchronization channel, a
special frame synchronization pattern, for example 000001, is utilized to
indicate that all other data channels (e.g., data channels 70-76) are at the
beginning of a frame. In the illustrated example,'when the last six bits received
on the synchronization channel are 000001 (the 1 being most recent), then the

other data channels are determined to be at a frame boundary. For example,

the synchronization channel may be expressed as d,d.d.d.vd,d,d,d,1pt000001

where, d, = virtual terminal data, 1 = binary one, 0 = binary zero, p = 1 indicates
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that the virtual terminal data is valid, vis a virtual terminal flag byte; it is

normally 1, but is set to 0 to indicate a special flag byte is in the virtual terminal
data, end t=time syncvbit. ‘

Q A e‘empafator 91 ‘in .F‘ig. 3 is adapted to enable detection of the sbecial i
frame synchronization pattern in the six most recently received channel data
bits (from the six most recently received messageﬂs). Upon detecting the
special frame synchronization pattern via operation of the comparator 91, a
modulo 18 counter 92 is interrogated. If the modulo 18 counter 92 is not zero, it
Is reset to zero and the data on the synchronization, virtual terminal data and -
analog value channels (i.e., channels 72-77) since the last valid frame sync

(FS) signal 97 is discarded. Therefore, if the modulo 18 counter 92 is at zero, if

all of the 18 most recent data OK (DOK) ﬂags in reglster 90 are valid (e.g.,a

blnary 1 value) and If the comparator 91 Is asserted |nd|cat|ng detectlon of the

special frame synchronization pattern, then an AND-gate 96 asserts the FS

- signal 97, resulting in the analog values and virtual terminal data being utilized

by the receiving, or second relay 102.

The synchronization channel, dedicated to the channel data bit RMBS,
Includes an additional virtual terminal character separated into two four-bit
segmentsn80 and 827_. Further, eqbit 84 has a binary 1 value if the a'dditional |
virtual terminal character contains valid data, and has binary 0 value if the
additional virtual terminal character is idle (such as might be the case if the
virtual terminal session is waiting for input from the user). A bit 85 of the

synchronization channel 77 has a binary 1 value, and a bit 86 typically has a
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binary 1 value, except under special conditions described below. When both of

the bits 84 and 85 have a binary 1 value, five consecutive zeros in the

-synchronization channel are not possible. This ensures that the frame

*syhchronizatioh‘patter‘fn"000001 detected by comparator 91 can only oceur at

frame boundaries.

The additional terminal character containe;:i in half-bytes 80 and 82 can
also include control characters, intended to indicate from one relay
(transmitting) to the other (receiving) when virtual terminal communication
should be established, terminated, paused, etc. When one of these control
characters is included in the additional virtual terminal character, bit 86 is forced
to a binary 0 value. The special control characters are chosen carefully by the
system cﬂiegsign'er‘ such that, eyen--with bit 86 at the binary 0 yalu‘e‘, the framen -
synchrdc;nizét‘ion p‘attefn 000601 can only oécuf ata a frame bound'ary. . .

In addition, a bit T 98 in the synchronization channel comprises a

separate serial data stream, transmitted at the rate of one bit per 18 messages

(frame). This separate serial data stream contains date and time information.
Each time the FS signal 97 asserts, a time synchronization device 88 accep‘ts
the bit T 98. An additional frame synchronization system, similar to the frame
éynchronization sysfém described ébove, ailows the time synchfonization
device 88 to recognize the boundaries between successive time
synchronization messages. Namely, a specific frame synchronization pattern is

placed in the serial data stream formed by the bit t 98 (i.e., a bit t serial data

stream). A comparator detects the specific frame synchronization pattern, and
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signals that the time-of-day and calendar day information, contained in the bit T

serial data stream may be used. The data included in the bit T serial data

~ stream Is formatted such that the frame synchronization pattern can only occur

~ at frame boundaries. ‘The time synchronization device 88 then-updates the -

time-of-day clock and the calendar day with the time-of-day and calendar day
iInformation contained in the bit T serial data stream.

Unlike control inputs of typical protective relays, the relay-to-relay direct
communication system disclosed herein includes communication link monitoring
capébility via detection of corrupted serial messages when they occur. That is,
when a corrupted serial message is received by the receive module 44, it may

be concluded by the receive module that the corrupted serial message is the

result of faulty operation or degradation of the communication link 34 and/or -

aqssoc':iated transrﬁission equipment. Suitable alarming may be utilized to notify

the user of the condition where the communication link 34 and/or ass_ociated

equipment remains faulty for a predetermined duration.

The relay-to-relay direct communication system disclosed herein also
Includes communication link monitoring via detection of missing serial
messages. Because, the serial messages 67 are transmitted via the
comm'u.n.icaﬁ’on link 34 at pré-determined pefiodic ’interva‘ls-, or at;a. prédictabl'e' |
rate, it can be concluded by the receive module that the missing serial
message(s) 67 is/(are) the result of faulty operation or degradation of the
communication link 34 and/or associated transmission equipment. For

example, if the transmit module 41 is transmitting 250 serial messages every
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second (g rate of one message every 4 milliseconds), and the receive module
44 does not receive a serial message in an 8 millisecond period, a probiem with
the communication link aﬁnczi/or assoogiate"d equipment may be concludéd . In
bofhfimstéﬁces', fhe DOK flag"9;4 in‘diéatés;'the prc;blem' withfthc-".,? com'm.Unicr;ltion
link 34 and/or associatged equipment, and the received analog values and/or
virtual terminal data is not utilized by the receivin% relay (see, FIG. 3).

The relay-to-relay direct communication system disclosed herein furthér
includes an ability to determine communication link availability, or channel
avallability, defined as that portion of time the communication link 34 and/or
associated equipment is capable of properly delivering uncorrupted serial
messages 6/. Communication link availability may be calculated by dividing
the aggregate number of all of the received uncorrupted serial messages by the
totaﬁl eXpected$ sef.ial fnességes in a reco.rding r‘Jeriod.. Féf examplé, for a

recording period of 24 hours, at 250 serial messages per second the

- transmitting module 41 transmits 21,600,000 meséages and the receive module

44 receives 21,590,000 serial messages 67 because 9000 of the serial
messages were corrupted and 1000 of the serial messages were missing. The
channel availability would therefoye be 21 ,590,0QO/21 ,600,000 = 99.9537%.
Suitablé é!arming may be utilizéd to notify fhe user.wh.eﬁ the chahnél évailability

falls below a predetermined threshold.

As will be appreciated by one skilled in the art, variations of availability

calculations are possible such as, for example, counting received frames 80 to

determine availability of the digitized analog values and/or virtual terminal data.
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For examp_le, because18 received frames are needed to reconstruct an 18-bit
digitized analog value, receipt of only 17 of the 18 frames would indicate an
analog value av.ailabilityﬁof 94.44%. .

| Ac‘cofdinéiy,*the reiay-'to;felay dirébfs;eommuhicatidn Systefn d i.scélos’;ed‘ |
herein is adapted to (1) directly communicate output status indication bits which
represent the result of protection functions by oneﬂof the relays, (2) directly
communicate selected analog values representing one or more functions of the
relay, (3) directly communicate virtual terminal data provided by a user to one of
the relays via the other relay, (4) monitor the communication link between the
two relays, (5) determine communication link availability and (6) provide time

synchronization. The analog values and the virtual terminal data are processed

In serial fashion in successive messages on channels not used by the output .

| stafus indication Bits. The ﬁme syncrhronization data is processed in serial

fashion in successive frames (18 messages) of data.

[0059]

As noted above, the number of and assignment of data channels.'for.the
oufput status indication bits and the additional data (analog values and virtual
terminal data) may be pre-selected by an operator or may be dynamically
selected during relay operation.’ The additional data may include analog values‘
only, virtual termihal data ohly or a combiﬁatibn of a'nqalog valdés and virtual
terminal data. The synchronization channel is dedicated for purposes of
synchronizing the additional data, to transmit/receive additional virtual terminal
data, time information and calendar (date) information. This results in the

channel capability of the basic fransmission arrangement disclosed in the '750
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patent bc—:;ir]g used to its maximum extent, while providing the benefits of the
existing fast and highly se"cure transmission of output status indication bits.
[0060] o Altho'ugh.a preferred embodiment of the vinvﬂention has been dis_;:losea
Qheré 'fof'pu"rp'bsés' of illus'tratio“n,' it s;hoﬁld b"e‘hu"nde'rstobd th’éf. \’/aridlué f'ch.;m‘ges, |
modifications and substitutions may be incorporated in the embodiment without

departing from the spirit of the invention, which is defined by the claims which

follow
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CLAIMS:

1. A relay-to-relay direct communication system in a power system, the relay-
to-relay direct communication systém comprising: '

' a first protective relay including a first transmit module, the first transmit
module including a first microcontroller adapted to provide a plurality of data
channels, each of the plurality of data channels associated with channel data
having a variety of bit-lengths; and _

a second protective relay directly coupled to the first protective relay via a
communication link, the second prbtective relay including a first recei\}e module, the
~ first receive module including a second microcontroller adapted to provide the
plurality of data ghannels, wherein a speed of receipt of the channel data
associated with a particular data channel of the plurality of data channels as a
plurality of serial messages by the first receive module is adjustable based on an
assignment of the channel data associated with the particular data chan‘nel to
. mu’ltiple data channels of the plurality of data channels of the first transmit module.

2. The relay-to-relay direct communication system of claim 1, wherein the first
protective relay further comprises a second receive module and the second

protective relay further comprises a second transmit module to enable bi-directional
transmission. '

3. The relay-to-relay direct communication system of claim 2, wherein each of
the first and second relays further includes a transmit and receive interface means
adapted to convert between bytes of channel data bits and the plurality of serial
messages transmitted via .the communication link, the bytes of channel data bits
corresponding to the channel data. ‘

4. The relay-to-relay direct communication system of claim 3, wherein each of

the plurality of serial messages includes a number of fixed formatted characters that
include the channel data bits.
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S. The relay-to-relay direct communication system of claim 3, wherein
subsequent to receipt by the first receive module, each of the plurality of serial
messages are decoded and parallelized to form a decoded message, sequential
decoded messages re-forming the channel data.

6. The relay-to-relay direct communication system of claim 1, wherein the
channel data is selected from the group consisting of single-bit output status
indication bits, digitized analog values, digitized virtual terminal data and

synchronization information.

7. The relay-to-relay direct communication system of claim 6, wherein one of
the plurality of data channels is a synchronization channel including the
synchronization information if the assignment of the channel data includes an
assignment of digitized analog values or digitized virtual terminal data to at least
one of the plurality of data channels.

8. The relay-to-relay direct communication system of claim 6, wherein the
assignment of the channel data to the plurality of data channels includes
assignment of two of any of the output status indication bits, the digitized analog

values and the digitized virtual terminal data to one data channel of the plurality of
data channels.

9. The relay-to-relay direct communication system of claim 6, wherein the
assignment of the channel data to the plurality of data channels includes
assignment of one of the output status indication bits, the digitized analog values

and the digitized virtual terminal data to at least two data channels of the plurality of
data channels. ‘

10.  The relay-to-relay direct communication system of claim 6, wherein each of

the plurality of serial messages is transmitted via the communication link at a
predictable rate. '
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11.  The relay-to-relay direct communication system of claim 10, wherein each of
the first and second microcontrollers is further adapted to provide communication
link monitoring capability via detection of corrupted serial messages of the plurality
of serial messages. |

12. The relay-to-relay direct communication system of claim 10, wherein each of
the first and second microcontrollers is further adapted to provide communication
link monitoring capability via detection of missing serial messages of the plurality of
serial rhessages.

13.  The relay-to-relay direct communication system of claim 10, wherein each of
the first and second microcontrolliers is further adapted to calculate communication
link availability based on a number of corrupted and missing serial messages of the
plurality of serial rhessages during a time period.

14.  The relay-to-relay direct communication system of claim 1, wherein the
assignment of the channel data to the plurality of data channels is predetermined
during a relay commissioning process.

15.  The relay-to-relay direct communication system of claim 1, wherein the
assignment of the channel data to the plurality of data channels is dynamically
determined during relay operation in the power system.

16.  The relay-to-relay direct communication system of claim 1, wherein the
plurality of data channels comprises eight data channels.

17. A relay-to-relay direct communication system in a power system, the relay-
to-relay direct communication system comprising: |
a first protective relay including a first transmit module, the first transmit

module including a first microcontroller adapted to provide a plurality of data
channels, each of the_ plurality of data channels associated with channel data

having a variety of bit-lengths; and
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a second protective relay directly coupled to the first protective relay via a
communication link, the second protective relay including a first receive module, the
first receive module including a second microcontroller adapted to provide the
plurality of data channels, the communication link adapted to transmit a plurality of
serial messages at a predictable rate, each of the plurality of serial messages
formed using channel data bits corresponding to the channel data,

wherein each of the first and second microcontrollers is further
adapted to provide communication link monitoring capability via detection of
corrupted serial messages and missing serial messages of the plurality of

serial messages, and to calculate communication link availability based on a

number of the corrupted and missing serial messages during a time period.

18.  The relay-to-relay direct communication system of claim 17, wherein the first
protective relay further comprises a second receive module and the second
protective relay further comprises a second transmit module to enable bi-directional

transmission.

19.  The relay-to-relay direct communication system of claim 18, wherein each of
the first and second relays further includes a transmit and receive interface means
adapted to convert between bytes of the channel data bits and the plurality of serial

messages.

20.  The relay-to-relay direct communication system of claim 19, wherein each of
the plurality of serial messages- iIncludes a number of fixed formatted characters that

include the channel data bits.
21.  The relay-to-relay direct communication system of claim 19, wherein
subsequent to receipt by the first receive module, each of the plurality of serial

messages are decoded and parallelized to form a decoded message, sequential
decoded messages re-forming the channel data.
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22. The relay-to-relay direct communication system of claim 17, wherein the
channel data is selected from the group consisting of single-bit output status
indication bits, digitized analog values, digitized virtual terminal data and
synchronization information.

23.  The relay-to-relay direct communication system of claim 22, wherein oné of
the plurality of data channels is a synchronizétion channelincluding the
synchrbnization information if the assignment of the channel data includes an
assignment of digitized analog values or digitized virtual terminal data to at least
one of the plurality of data channels.

24.  Arelay-to-relay direct communication system in a power system, the relay-
to-relay direct communication system comprising:

~ afirst protective relay including a first transmit module, the first transmit
module including a first microcontroller adapted to provide a plurality of data
channels, each of the plurality of data channels associated with channel data
having a variety of bit-lengths; and _

a second protective relay directly coupled to the first protective relay via a
communication link, the second protecti\re relay including a first receive module, the
first receive module including a second microcontroller adapted to provide the
plurality of data channels, the communication link adapted to transmit a plurality of
serial messages at a predictable rate, each of the plurality of serial messages
formed using channel data bits corresponding to the channel data,

wherein a speed of receipt of the channel data by the first receive
module is adjustable based on an assignment of the channel data to the
plurality of data channels of the first transmit module, and

wherein each of the first and second microcontrollers is further '
adapted to provide communication link monitoring capability via detection of
corrupted serial messages and missing serial messages of the plurality of

serial messages, and to calculate communication link availability based on a
number of the corrupted and missing serial messages during a time period.
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25.  The relay-to-relay direct communication system of claim 24, wherein each of
the first and second relays further includes a transmit and receive interface means
adapted to convert between bytes of channel data bits and the plurality of serial

messages transmitted via the communication link.

26. The relay-to-relay direct communication system of claim 25, wherein each of

the plurality of serial messages includes a number of fixed formatted characters that
include the channels data bits.

27.  The relay-to-relay direct communication system of claim 25, wherein
subsequent to receipt by the first receive module, each of the plurality of serial
messages are decoded and parallelized to form a decoded message, sequential
decoded messages re-forming the channel data.

28. The relay-to-relay direct communication system of claim 24, wherein the
channel data is selected from the group consisting of single-bit output status
indication bits, digitized analog values, digitized virtual terminal data and
synchronization information.

2'9. In a relay-to-relay direct communication system in a power system, the
relay-to-relay direct communication system having a first protective relay including a
first microcontroller adapted to provide a plurality of data channels and having a
second protective relay directly coupled to the first proteCtive'reIay via a
communication link, the second protective reléy including a second microcontroller
adapted to provide the plurality of data channels, each of the plurality of data
channels associated with channel data having a variety of bit-lengths, a method for
calculating communication link availability, the method comprising:

converting the channel data into a plurality of serial messages:;

transmitting, via the communication link, each of the plurality of serial

messages at a predictable rate;

determining an aggregate number of received uncorrupted serial message;

and .
34
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dividing the aggregate number of uncorrupted serial messages received
during a time period by a number of serial messages expected to be received
during the time period.
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