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INSTANT MESSAGING VIRTUAL PRIVATE NETWORKES

TECHNICAL FIELD

This disclosure relates generally to electronic communications throngh virtual
5 private networks.

BACKOGROUND

As telecommunications and network technologies have advanced, so has the
desire to access resources through virtual private networks, However, technical

challenges associated with end devices, communication networks, bandy Adih, and

14 computation resources impede the adoption and use of virtual private networks,
SUMMARY OF THE DISCLOSURE

According to one embodiment, an apparatus may receive g virtual private
network (VPN) establishment request communicated over an nstant messenger
protocol,  The apparatus may negotiaie a communication tunnel In response 1
15 receiving the VPN establishment request and receive a datagram through the
communication tunnel,

According to another embodiment, one or more computer-readable nomn-
{ransitory storage media may embody software that is operable when executed to
communicate a VPN establishment request over an instant messaging protocol. The
20 software may be further operable when executed 1o negotiate a communication tunnel
after the VPN sstablishment request is received and compiunicate a datagram through
the communication tunnel,

Certain embodiments may provide one or wore technical advanmiages. A
technical advantage of one embodiment includes more efficient usage of network
25 handwidth,  Certain embodiments may include none, some, or all of the above
technical advantages. One or more other techpical advantages may be readily
apparent to one skilled in the art from the figures, descriptions, and claims included

herein.

380 For a more complete understanding of the present disclosure, reference is now
made to the following description, taken in conjunction with the accompanying

drawings, in which:
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FIGURFE 1 ilfustrates a system for establishing a virtual private network using
an instant messaging protocol;

FIGURE 2 ilustrates a device of the system of FIGURE 1 capable of
establishing a virtual private network using an instant messaging protocol;

FIGURE 3 is a flowchart iHlustrating a method of esiablishing a virtual private
network using an instant messaging protocol; and

FIGURE 4 is a flowchart illustrating a method of establishing a virtual private

network using an instant messaging protocol.

DIETAILED DESCRIPTION

This disclosure describes a system for establishing a virtual private network
using an instant messaging protocol. A user may use the virtual private network o
acoess network rescurces from sites that are exiernal to a neiwork bosting those
resources, For example, the user may wish to access, frov a home network, programs
amid files that are stored on a work network, The user may use a device sach as a
personal computer, laptop, tablet, or smart phone 1o establish a virtual private network
with the work network. The user may then access the programs and files stoved in the
work network.

The user may use an instant messaging application on the device to esiablish
the virtual private network. The application may present a buddy list to the user. The
user may nse the application to send a buddy request to a device associated with the
work network such as, for example, a router. The router may coufirm or reject the
buddy reguest based on the credentials of the user. If the router accepts the buddy
reguest, the application may include the ronter in the user’s buddy list. The user may
then request to establish a VPN with the rowter by using the instant messaging
application. For example, the user may select the router on the buddy list and select
an option to establish a VPN with the router,

The application may send a VPN esisblishiment request o the ronier. The
router may confirm whether the user is authorized to establish a VPN with the router,
T othe user is authorized to cstablish a VPN with the router, the router and the
application may begin negotiating a VPN connection.  After the connection is
setablished, the user may use the VPN counection to access the programs and files

stored on the work network,
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Tn particular evabodiments, using the system o establish a VPN over ap instant
messaging protocol may improve network efficiency by reducing the amount of
network traffic associated with establishing the VPN, In cther embodiments, by
establishing a VPN using an instant messaging protocol, the system may make
available parts of a network that traditional VPNs do not have access 1o based on
network address transiation traverssl mechanisms,

FIGURE 1 illustrates the system that allows the user to establish a VEIN over
an instant messaging protocol. FIGURE 2 illusirates an instant messaging application
that the user may use to establish a VPN over an instant messaging protocol,
FIGURES 3 and 4 inchude flowcharts that Hlustrate a method that elements of the
systemn of FIGURE 1 may perform to establish a VPN over an instant messaging
protocol.

FIGURE | illustrates a sysiem 104 for establishing a virtual private network
(VPM) using an instant messaging protocol.  System 100 may include a user
environment 110, network devices 130, and servers 140 and 150 communicatively
coupled to network 120, User 112 may use sysiers 100 o establish a VPN between
user environment 110 and g network device 130 over an instant messaging protocol,

Systern 100 inchudes user environment 110, A wuser 112 may be in user
environment 110 and may desire to establish a VPN with a remote network device
130, For example, user 112 may be at a home office and may wish to use a deviee
114 in the home office to establish & VPN with a router at work in order o access
work resources such as email and/or word processing, User envivonment 110 may be
an office, a car, or any other suitable setting in which user 112 can esiablish a VPN
over an instant messaging profocol,

User environment 110 may include & device 114, User 112 may use device
114 o establish @ VPN with network device 130, Device 114 may be a mobile device
such as a cell phone or tablet, Device 114 may be a personal conputer, a workstation,
a laptop, a wireless or cellular telephone, an electronic notebook, g personal digital
assistant, a tablet, or any other device (wireless, wireline, or otherwise} capable of
receiving, processing, storing, and/or communicating  information with other
compenents of system 100, Device 114 may also include a user interface, such as a
display, a touchscresn, a microphone, keypad, or other appropriate terminal

equipment usable by user 112,
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In particular embodiments, device 114 may include a processor and a memory.
The memory may store an application 116 comprising lines of code executable by the
processor.  When executed, application 116 may aid user 112 in establishing a VPN
with network device 130 over an instant messaging protocol,  For example,
application 116 may be an instant messaging client that has been designed to request
and negotiate a VPN with network device 130, For example, application 116 may
present, on a display of device 114, a buddy list associated with user 112, 'The
network device 130 may be included in that buddy hst. User 112 may request o
establish a VPN with the network device 130 by making a selection associated with
the buddy list. For example, user 112 may right click on the buddy corresponding 1o
the network device 130 and select an option to establish a VPN,

User environmernt 110 may be communicatively coupled to network 120
MNetwork 120 may be configured to route network traffic to and from user
environment 110, network device 130, and servers 140 and 150, This disclosure
contemplates any suitable network 120 operable to facilitate communication between
the corponents of system 100, Network 120 may include any interconnecting system
capable of transmitting audio, video, signals, data, messages, or any combination of
the preceding. Wetwork 120 may include all or a portion of a public switched
telephone network (PSTN), a public or private data network, a local area network
(LAN), a metropolitan area network (MAN), a wide area network (WARN), a local,
regional, or global communication or computer network, such as the Internet, a
wireline or wireless network, an enterprise intranet, or any other suitable
communication link, including combinations thereof, operable to facilitate
communication between the components,

System 100 includes network devices 130, System 100 may establish a VPN
between devices 114 and network deviees 130, Network devices 130 may then
provide access to network resources through the cstablished VPN, Network device
130 may be any suitable device operable to establish a VPN over an instant messaging
protocol, such as a router, a switch, a server, or any other suitable network deviee 130,
For example, network device 130 may be a router in an office network that includes
several devices 114, User 112 may establish g VPN with the office router in order to
access resources hosted on these devices 114 such as, for example, email and/or word

processing.
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Syatem 100 includes servers 140 and 150, Servers 140 and 150 may include
one or more processors and memories that perforrn that functions described herein. o
particlar embodiments, server 150 may track and maintain instant messaging
information. For example, server 150 may store the network addresses of devices 114
and network devices 130, Server 150 may further track whether devices 114 and
network devices 130 are operable o establish a VPN over an instant messaging
protocol. For exarople, if user 112 may use a device 114 to establish & VIN with an
office router, then server 150 may store information regarding the office router. For
example, server 150 may store the [P address of the office router and indicate that the
office router iz operable to establish a VPN over an instant messaging protocol, o
particular ersbodiments, a device 114 may cormmunicate with server 150 in order to
determine whether a network device 130 is operable o esiablich a VPN over an
instant messaging protocol.

Server 150 may further process instant messaging chats sent from device 114,
For example, user 112 may use device 114 and application 116 to chat with a buddy.
The chal may be sent as a packel to server 150, and server 130 may handle and route
the packet to the buddy. In particutar embodiments, server 130 may prioritize packets
associated with VPN over packets associaled with a chat. For example, server 150
may send a packet confirming that a particular network device 130 is operable to
establish a VPN over an instant messaging protocol before server 150 commumicates g
packet associated with a chat. Received packets may include 4 packet type ficld that
telis server 150 whether the receivaed packet includes a chat message or a packet
associated with a VPN, Server 150 may examine the type field to determine how to
prioritize the packet. In this manner, server |50 may improve the efficiency of sysier
100 by allowing processor-intensive operations such as starting and makfaining a
VPN session to begin processing befure other processes such as & chat.

Server 140 may perform authentication and awthorization functions in
particulas embodiments,  Server 140 may authenticate user 112 and detormine
whether user 112 is authorized to perform particular functions in system 100, For
example, server 140 may delermine whether user 112 is authorized to establish a VPN
with network device 130, As another example, server 140 may determine whether
user 112 is authorized to add a network device 130 as a buddy. If server 140

determines that user 112 is not authorized to perform a particular function or action,
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server 140 may conumunicate a packet 1o prevent user 112 from performing that
action.  For example, server 140 may conununicate the packet to server 150 and
server |50 may prevent user 112 from performing that action. As an exampile, if user

112 attempts to establish a VPN with a network device 138, server 150 may send 2

Lh

request to server 140 Lo determine whether user 112 is authorized 1o establish a VPN
with the network device 130, Server 140 may detenmine that user 112 is not
authorized to establish a VPN with the network device 130 and communicate a packet
to server 130 fo indicate this. In response fo receiving the packet, server 130 may
prevent user 112 from establishing a VPN with the network device 130, This
10 disclosure comtemplates server 140 communicating packets o any appropriate
element of system 100, For example, server 140 may communicate the packel t©
network device 138, and network device 130 may prevent user 1123 from establishing
a VPR,

in operation, system 100 allows user 112 to establish a VPN over an instant

-
LA

messaging protocol, User 112 may use application 116 executing on a device 114 1o

reguest a VPN with a network device 130, For example, use 112 may use a home

computer to request a VPN with an office router, Device 114 may comumunicate an
establishument request 160 in order to begin the process of establishing a VPN with

network device 134,

28 in particular embodimenis, the establishment reguest 160 may be
communicated to neiwork device 130, The establishment reguest 160 may include a
user name of user 112 and an IP address of the device 114, By examining the
establishment request 160, the network device 130 may determine which user 112 and
device 114 have reguested to establish a VPN with the network device 130, The

25 netweork device 130 may thep determine that the user 112 and the device 114 may
sotablish a VPN with the network device 130 by, for example, examining a list of
authorized users or by communicating with servers 140 and 150, In response to that
deterroination, network device 130 may communicate a negotiation packet 170

Device 114 may receive the negotiation packet 170, The negotiation packet

30 170 may include an IP address and port numbers associated with the network device

130 and device 114, Device 114 may use the [P address and port included in the

negotiation packet 170 to begin negotiating a VPN with the network deviee 130, For

example, the pegotiation packet 170 may indicate a port number for device 114 o
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open in order to establish a VPN with network device 130, Device 114 may open that
port and begin montioring it for communications from network device 1300 As
another example, the negotigtion packet 170 may indicate a port number that the
network device 130 has opened in order fo communicate with device 114, Device
i 14 may begin sending packets to that port.

After receiving negotiation packet 170, device 114 may begin negoliating a
comrnunication tunnel between device 114 and network device 130, The process of
negotiating communication tunnel 180 may include opening and monitoring particular
port numbers specified by the negotimtion packet 170,  Negotialing the
commurication tunnel 180 may alse include & handshake protocol. After device 114
and network device 130 have established communication tunnel 180, deviee 114 and
network device 130 may begin communicating datagrams 199 1o each other over the
communication tunnel 180, Datagrams 190 may include information associgted with
network resources hosied on devices 114 that are comwmunicatively coupled to
network device 130, For example, device 114 may have established a communication
tunnel 180 with an office router. The office rouier may begin conurunicating
datagrams 190 associated with office network rescurces such as, for example, email
and/or word processing. The office router and device 114 may communicate the
datagrams 190 over the instant messaging protocol used to establish the VIN.

in some embodiments, system 100 way establish a VPN over an instant
messaging protocol without user inferaction and/or input. For example, network
device 130 may request a VPM with another network device 130 without user 112
requesting the VPN, Neiwork device 130 may request a VPN with another setwork
device 130 over an jnstant messaging protocol in the manner described herein. After
negotiafing a communication tunnel 180, network device 130 may cowmunicate
datagrams 190 to the other network device 130 through the communication tunnel
180, and vice versa. In this manner, system 100 may establish device-to-device or
machine-to-machine YPNs without input from user 112,

Datagrams 190 may be encapsulated based on the protocols used during the
transport of the datagrams 190, For example, a datagram 190 may be encapsulated in
an XMPP envelope and a point-to-point protocol {PPP} envelope, The XMPP
envelope may allow the datagram 190 to be transported over the XMPP protocel. The

FPP envelope may associate the datagram 190 with a payioad type. For example, the
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PPP envelope may include an idemtification figld that identifies the payload of the
datagram 190 as being an Internet Protocol (IP) or Imternetwork Packet Exchange
(TP} packet. In this manner, any suitable type of payload and/or datagram 190 may
be communicated through conwnunication tunmel 180, and a flexible foundation of
VPNs may be established o any number of suitable clements. Furthermore, the
YVPNs may benefit from the security and encryption features of the transport protocol
even though the underlying pavicad of datagram 190 may not be of a type assoaated
with the transport protocol. This disclosure contemplates datagrarn 190 containing a
payload of any suitable type. This disclosure further contemplates datagram 199
being encapsulated in any suitable envelopes, For example, datagram 190 may be
encapsulated in envelopes associaled with encryption and security.

Particular lavers of encapsulation may be rewoved from datagram 190 in
certain emvbodiments. As an exaraple, datagrams 190 may be conumunicated using the
user datagravs protocel or the transmission conirel protocol. Datagram 190 may be
associated with a destination port and a response port.  When device 114 and/or
network device 130 receives daiagram 190, device 114 and/or network device 130
may forward datagram 190 to the destination port and communicate any responses o
the response port. An application executing on device 114 and/or network device 130
may expect to receive datagram 190 at the destingtion port regardless of the paylead
type associated with datagrarn 190, For at least this reason, an euncapsulation
envelope that identifies the payload type of datagram 190 way be yemoved. In this
wanner, overhead associated with communicating datagrams 190 may be removed
and the comurunication of datagrams 190 may not consume as much network
handwidth.

The datagrams 190 may be communicated over a protocol other than the
instant messaging protocol used to establish the VPN, For example, the dalagrams
190 may be communicated out-of-band over a User Datagram Protoco! or any other
suitable data protocol. In this manner, system 100 may use an instant messaging
protocol to establish a VPN, but use a more robust data transfer protocol (o transport
datagrams 1940

In particular embodirents, user 112 may use device 114 1o request a VPN
with network device 130 over an instant messaging protocol.  Specificaily, the

establishmernt request 160 and the nepotiation packet 170 roay be communicated over
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an ipstant messaging protocol such as, for example, the Extensible Messaging and
Presence Protoco] (XMPP), This disclosure contemplates commmunications over any
suitable instant messaging protocot such as, for example, OSCAR and SIP, User 12
may use an application 116 that communicates over these protocols in order fo
establish a VPN with network device 130,

fny particular embodiments, servers 140 and 130 may determine whether user
112 may perform particular actions such as, for exarople, adding network devies 150
as & buddy and establishing a VPN with network deviee 130, When user 112 makes a
request or initigtes an action with network device 130, server 150 may reccive a
request packel 192, For example, when user 112 requests o add network devies 130
as a buddy, server 150 may receive request packet 192, The request packet 192 may
indicate a user name asaociated with user 112, a name and [P address associated with
network device 130, and a request type that indicates that user 112 s requesting fo
add network device 130 as a buddy. Server 150 may cxamine request packet 192 and
determine whether user 112 is authorized to add petwork device 130 as a buddy.
After server 150 makes a determination, server 150 may communicate a response
packet 196 to allow or deny user 112 from adding network device 130 as a buddy. As
another example, user 112 may request to establish a VPN with network device 130,
Again, server 130 may receive a request packet 192 with a request type that indicales
that user 117 is reguesting to cstablish & VPN with network device 120, After
determining whether user 112 is allowed to establish a VPN with network device 138,
server 150 cormmunicates a response packet 196 io facilitate or deny the establishment
of a VPN,

Server 140 may ald server 150 in determining whether user 112 is authorized
to perform particniar actions. For example, server 150 roay comununicaie an
authorization request 194 to server 140, When user 112 requests to perform g
particular action. The authorization request may include a user name assoclated with
user 112, an [P address and device name associated with network 130, and & request
type, Server 140 may examine authorization request 194 {o determine whether user
112 is authorized to perform an action of the indicated request type on network device
130, For example, server 140 way maintain a table of actions that user 112 is
authorized o perform. The table may indicate that user 112 is anthorized to establish

a VPM with network device 130, When server 140 receives an authorization request
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194 that indicates user 112 is requesting to establish 8 VPN with network device 130,
server 140 may examine the table to determine that user 112 should be allowed 1o
establish the VPN with network device 130

Server 140 may then commumicate an awthorization response 198 that
indicates whother user 112 is authorized to perform the reguested action. In particular
erboditnents, server 140 may conumunicale authorization response 198 to server 130,
Server 150 may use authorization response 198 to detenmine what information should
be included in response packet 196, For example, if server 140 determines thal user
112 is anthorized to establish a VPN with network device 130, server 140 may
indicate in the authorization response 198 that the user 112 may establish a VIN with
network device 130, Server 140 may then communicste the authorization response
198 to network device 130 and/or server 1530 so that device 114 and network device
130 may begin establishing a VPN,

I particular embodiments, system 100 may provide more efficient usage of
network bandwidth because system 100 allows user 112 to establish a VPN with
network device 130 over an instant messaging protocel, System 100 may alleviate
network atress by avoiding authentication and web interfaces sssoclated with more
sraditional VPNs, System 100 may also remove technical challenges associated with
iraditional VPNs by allowing user 112 (o establish VPNs via an instant messaging
client that is more commondy used by user 112

FIGURE 2 iltustrates a device 114 of the system 100 of FIGURE | capable of
establishing a virtual private network using an instani messaging protocol. User 112
may use device 114 to sstablish a VPN with a network device 130, Device 114 may
execute an appication 116 such as, for example, an instant messaging application as
Hlustrated in the example of FIGURE 2. The instant messaging application may
provide an interface through which wser 112 may establish a VPN with network
device 130.

Although FIGURE 2 illustraies device 114 presenting a graphical user
interface, this disclosure contemplates system 100 establishing a VPN over an instani
messaging protocol without a graphical user interface or user imberaction.  For
example, network router 130 may establish a device-to-device VPN and/or a machine-
to-machine VPN, As another example, system 100 may establish a VPN over an

instant messaging protocol without wser 112 interacting with a graphical user
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interface. As yet another example, system 100 may establish a VPN over an instant
messaging protocol without any user interaction and/or input.

When executed, the instant messaging application may present on the display
of deviee 114 a Hst of buddies. Fach buddy is associsted with a name 215 that
identifies the buddy fo the user 112, Each buddy is alse associated with a presence
status 210 that indicates the availability of that buddy to user 112, For example,
Buddy 1 has a presence status 210 indicator of a checkmark indicating that Buddy 1 s
available. When user 112 attempis io chat with Buddy 1, the instant messaging
application may allow user 112 to chat normally with Buddy 1. However, Buddy 2
has & presence status 210 indicator of an X indicating that Buddy 2 is unavailable.
When ueer 112 attempts to chat with Buddy 2, a message may be presented warning
user 112 that Buddy 2 i3 not available 1o chat.

Each buddy is further associated with a buddy type 205, For example, Buddy
i has a buddy type 205 that indicates that Buddy 1 is & human. However, Buddy 3
has a buddy type 205 that indicates that Buddy 3 is a device such as network device
130, When user 112 chats with a buddy, ueer 112 may expect different responses
based on the buddy type 205, For example, when user 112 chats with a device, user
112 may expect automated or mechanical responses. However, when user 112 chats
with a human, user 112 may expect more personal messages.

The justant messaging application may present on an area of the display of
device 114 an add buddy indicator 225, User 112 may select the add buddy indicator
225 {o add a buddy to the buddy list, User 112 may select the add buddy indicator
225 by performing actions such as clicking on the add buddy indicator 225 with a
meuse or by touching a portion of a touchscreen associated with the add buddy
indicator 225, Afier user 112 selects the add buddy indicgtor 225, the instant
messaging apphication may request user 12 to input the name of the buddy that user
112 wishes to add. The instant rmessaging application may then commumnicate an add
buddy request to an element of systern 100 such as, for example, network device 130
and/or servers 140 and 154,

The element of sysiem 100 may determine whether the add buddy request is
valid and whether nser 112 is auwthorized to add the designated buddy. For example,
server 150 may determine whether the name of the buddy inputted by user 112 15 2

valid buddy name and server 140 may determine whether user 112 is authovized to
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add that particular buddy. As ancther cxample, network device 130 may receive the
ruddy request and may determine whether user 112 is authorized to add the network
device 130 as a buddy. The element of sysiem 100 may exarsine a list or table of
users who are authorized to add network device 130 as a buddy to determine whether
3 user 112 is authorized 1o be a buddy, 1 user 112 is on that list, then vetwork device
130 may accept the buddy request.
if the element of system 100 deterroines that the user 112 is authorized to be a
buddy, the element may further determine whether the user 112 is authorized to
establish a2 VPN with the network device 138, The element of system 10U may
¢ examing g table or Hst of users who are authorized to establish a VPN with network
device 130 to make this determination, In this manner, the element of system 100
may determine whether uwser 112 ie authorized to establish a VPN in response o
receiving the buddy reguest.
In particular embodiments, the buddy that user 112 requested to add may
i5 receive an add buddy confirmation message indicating that user 112 has requested to
add the buddy. In response to receiving the message, the buddy may accept or reject
the buddy request. If the baddy reguest is invalid or rejected or if user 112 is not
authorized o add the buddy, then the instant messaging application may not add the
uew buddy to the buddy Hst. However, if the buddy request is accepted and valid and
26 user 112 is authorized fo add the buddy, then the instant messaging apphication may
apdaie the buddy list io include the new buddy.
When user 112 selecis a particular buddy, the instant messaging application
may present a lst of actions 220 that user P12 may perform.  Examples of these

actions may inchude chatiing, removing a buddy, and starting a VPN, When user 112

]
[

selects one of these actions 220, the instant messaging application may communicate
packets associated with the selected action over an instant messaging protocol. For
example, when user 112 sends a chat to a buddy the instant messaging application
may comumnunicate a packet that includes the chat mesasage over an instant messaging
protocol. Purthermore, when user 112 selects to start a VPN with a buddy, the instant
34 messaging application may communicale an establishment request 166 over an mstant
messaging protocol. In the example illustrated in FIGURE 2, veer 112 may select the
start VP action 220 to request a VPN session with Buddy 4. The instant messaging

application may then communicate an establishment request 160 over an instant
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messaging protocol. A VPN session may then be established between device 114 and
the device associated with the name Buddy 4. During the VPN session, the device
114 may communicate datagrams through s commuupication tunnel associated with the
YN scssion.

In particular embodiments, the instani messaging application may alleviate
network load and/or improve network efficiency by allowing the user 112 to establish
YVPNs without navigating through authentication and other web interfaces associsted
with traditional VPN services. In other embodiments, the instant messaging
application may remove technical challenges associated with establishing VPMs by
aliowing user 112 to use a {amiliar intorface to cstablish the VPNs.  In further
ermbodiments, the instant messaging application may provide better security and
scalability as compared to traditional VPN services because the VPN packets are sent
over an instant messaging protocol, For example, the instant messaging application
may communicate VPN packets over XMPP, which would allow the VPN packets to
take advantage of XMPP's security and also would sllow VPNs to be established
regardiess of Network Address Translation boundaries.

FIGURE 3 is a flowehart illustrating a method 300 of eatablishing a virtual
private network using an instant roessaging protocol. Network device 130 of system
100 may perform method 300, However, this disclosure also contemplates any
slement of systern 100 such as servers 140 and 130 performing a portion of method
300, By performing method 300, network device 130 may maintain a boddy list of
users and may determine which users are authorized to establish a VPN with network
device 130, Metwork device 130 may then establish a VPN with authorized users at
their request.

In step 305, network device 130 may receive a buddy request. The buddy
request may include a name associated with user 112, an identifier, such as an 1P
address, associated with device 114, and a regues! type indicating that the request is g
buddy request. In step 310, network device 130 may determine whether the sender of
the buddy request, such as for example user 112, is authorized to be a buddy,
Network device 130 may examnine a list or table of authorized users 1o make this
determination. fn particular embodiments, network device 130 may communicale
with servers 140 and 150 o determine whether user 112 is guthorized to be a buddy.

If user 112 is not authorized to be a buddy, then network device 130 may reject the



(v 4

1)

WO 2014/052102 PCT/US2013/060265

14

huddy reguest in step 315, I user 112 is authorized to be a buddy, then network
device 130 may add user 112 to a buddy list in step 320,

In step 325, network device 130 may receive a VPN establishmernt request
over an instant messenger profocol, The VPN eatablishment request may include a
name associated with the sender of the request, an 1P address associated with & device
that sent the reguest, and a request type indicating that the request is a VPN
establishment request. In siep 330, network device 130 determines whether the
sender of the VPN sstablishment request is authorized o establish a VPN with
network device 130, Network device 130 may make this determination by examining
the name and 1P address included o the VPN establishinent request. In particular
embodiments, network device 130 may communicate with servers 140 and 130 1o
make this determination. If the sender is not authorized io establish a VPN, then
network device 130 may reject the VPN establishment request in step 335,

If the sender is authorized to cstablish a VPN, network deviee 130 may
negotiate a VEN tunnel with the sender of the VPN establishment request in step 340,
This negotiation may include the opening and monitoring of ports on both the
network device 130 and the device that sent the VPN establishiment request. For
example, the network device 130 may open port 23 and Instruct the device o open
port 2323, In response, the device may open ifs port 2323 and communicate packels
to port 23 on the network device 130, After the VPN tunnel has been established,
network device 130 may receive a datagram through the VPN tunnel in step 345,

FIGURE 4 is a flowchart iHustrating a method 400 of establishing a virtual
private network using an instant messaging protocol, Device 114 or system 100 may
perform method 400,  In particular cmbodiments, device 114 may execnie an
application 116, such a3 an instant messaging application, o perform method 400, By
performing method 400, device 114 may maintgin a buddy Hst that includes network
devices and allow a user 112 {0 reguest to establish VPINs with those devices,

In step 403, device 114 may present a buddy list on g display. In step 416,
device 114 may receive user input indicating a request o add a device such as
network device 130 as a buddy. 1In step 415, the device may comymunicate a buddy
request o add the neiwork device 130 as a buddy, The buddy request may be invalid
ot the user 112 that sent the buddy reguest may vot be anthorized to add the network

device 130 as a buddy. If the request was valid and the user 112 is authorized to add
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the network devics 130 as a buddy, then device 114 should receive a confirmation to
the buddy request. In step 420, the device 114 determines whether confinmation of
the buddy request was received. If confirmation was not received, device 114 may
indicate that the buddy request was declined or invalid in sigp 425,

5 If confirmation was received, device 114 may continue to step 430 Lo present
the network device 130 in the buddy Het. After the network devics 130 appears in the
buddy Hst, user 112 may select the network device 130 on the buddy list and request
to establish a VPN with the network device 130, In step 435, device 114 may reveive
user input indicating a reguest to establish a VPN with the network device 1300 1In

10 response 1o receiving the user input, deviee 114 may communicaie a VPN
establishment request in step 440,  The VPN establishment request may be
commuicated over an instant messaging profocol.  In particular embodiments, the
sender of the VPN establishment request such as, for example, user 112 may not be
authorized to establish a VBN with network device 130, I user 112 is authorized to

15 establish 2 VPN with petwork device 130, then device 1314 should receive
confirmation of the VPN establishment request, such as for example a negotiation
packet. In step 445, device 114 may determine whether confirmation of the VPN
eétablishmcnt request was received. If confirmation was not received, device 114
may indicate that the VPN establishment request was declined in step 450,

2} I confirmation of the VPN establishment request was received, device 114
may begin negotiating a VPN tonnel with the network device 130 in step 455, In
particular embodiments, the negotistion may iuclude the opening and monitoring of
poris on device 114 and the network device 130 and/or the performance of a
handshake protocol between device 114 and network device 130, Afler the VPN

25 tunnel has been cstablished, device 114 may commumicate a datagran through the
VPN tunmel in step 460, The datagram may be communicated over the instant
messaging protocol or another dats transport protocol.

Although the present disclosure includes several embodiments, a myriad of

changes, variations, alierations, transformations, and modifications may be sugpested

3¢ 1o one skilled in the art, and it i intended that the present disclosure encompass such
changes, variations, alterations, {ransformations, and modifications as {all within the

scope of the appended claima.
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WHAT IS CLAIMEDR I8;

i Axn apparatus operable to:
receive a virtual private network (VPN) cetablishment request communicated
over an instant messenger protocol;
5 negotiate a comumunication tunnel in response o receiving the VFN
establishment request; and

receive a datagram through the comummication tunnel,

2. The apparatus of Claim 1 further operable to determine that at least one
of a user and a device associated with the YPN establishment request is authorized fo

14 eatablish the communication funnel prior to negotiating the compmunication tunnel.

~

3. The apparatus of Claim 1 further operable to
receive a buddy request sent over the insiant messenger protocol; and
designate at least one of g user and 2 devics associated with the buddy request
as # buddy capable of establishing a VFN with the apparaius in response 1o receiving

13 the buddy request.

4, The apparatus of Claim 3 further operable to determine that at least one

of the user and the device is authorized to be a buddy.

3. The apparatus of Claim |, wherein

the datagram is associated with a payload type; and

26 the datagram comprises an encapsulation envelope that indicates the payload
type.
6. The apparatus of Claim 1, wherein the datagram is received over the

instant messenger protocol,

7. The apparatus of Claim 1, wherein the datagram is received out-of-

band.

NI
(.1
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8. The apparatus of Claim 1, wherein the instant messenger protocol 18

the Extensible Messaging and Presence Protocol.

9. The apparatus of Claim 1, wheren
the datagram is associated with a destination port and g response port;
the datagram is received at the destination port; and

a response to the datagram is communicated 1o the response port,

14 One or more computer-readable  non-transitory  storage  media
embodying software that is operable when execuled to

communicate a virtual privaie neiwork (VPN establishment request over an
instant messaging profocol;

negotiate a communication tunmel after the VPN esiablishment request is
recetved; and

communicate g datagram through the commuuication tunnel.

il The media of Claim 10 embodying software that is further operable

when executed to communicate a buddy request,

12, The media of Claim 10 embodying software that is further opersble
when executed to present, on a display, a list of buddies comprising an indicator

associated with g device capable of establishing g VPN.

13, The media of Claim 10 embodying software that is further operable
when executed 1o present, on a display, a presence status associaied with a device

capable of establishing 8 VPN,

14, The media of Claim 1§, wherein:
the datagram is associated with a payload type; and
the datagram comprises an encapsulation envelope that indicates the pavicad

type.

13, The media of Claim 10, wherein the instant messenger protocol is

Extensible Messaging and Presence Protocol.
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16, The media of Claim 10, wherein the datagram is communicated over

the instant messenger protocol.

17, The media of Clalm 10, wherein the datagram is communicated out-oi-

band.

5 1%, The media of Claim 1§, wherein:
the datagram is associated with a destination port and & response por;
the datagram is received at the destination port; and

a response {o the datagram is comununicated to the response port.

19, A method comprising:
i communicating a virtual private network (VPN establishment request over an

instant messaging protocol;
negotiating a communication tunnel ending after the VPN establishiment
request is received; and

covnrounicating a datagram through the communication funnel,

15 20, The method of Claim 19 further comprising cororpunicating a buddy
reguest,

21, The method of Claim 19 further comprising presenting, on a display, a
list of buddies comprising an indicator associated with a device capable of
establishing a VPN,

246 22, The method of Claim 19 further comprising presenting, on a display, a

presence status associated with a device capable of estgblishing a VPN,
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23, The method of Claim 19, wheretn
the datagram is associated with a payload type; and
the datagram comprises an encapsulation envelope that indicates the payload

tvpe.

4. The method of Claim 19, wherein the instant rosssenger protocol is

Extensible Messaging and Presence Protocol.

25, The method of Claim 19, wherein the datagram is communicated over

the instant messenger protoonl.

26, The method of Claim 19, wherein the datagram is communicated out-

of-band.

27. The method of Claim 19, wherein:
the datagram is associated with a destination port and a response port;
the datagram is received at the destination port; and

a response to the datagram is communicated to the response port.
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