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A device authentication platform obtains identifier information of an intelligent laundry device,
generates a symmetric key and a public and private key pair according to the identifier
information,and stores the symmetric key and the public and private key pair in a blockchain
server node, wherein the identifier information and the intelligent laundry device are in
one-to-one correspondence

The intelligent laundry device performs, by using the symmetric key, encryption processing on
data to be transmitted, performs digital signature on the encrypted data by using the public and
private key pair to obtain signed data, and sends the signed data to the blockchain server node
The blockchain server node performs signature verification on the signed data, decrypts the
encrypted data if the verification is successful, analyzes the decrypted data, and stores the
analyzed data on a blockchain
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(57) Abstract: Embodiments of the present invention provide a data transmission method and system based on a blockchain. The method
comprises: a device authentication platform obtains identifier information of an intelligent laundry device, generates a symmetric key
and a public and private key pair according to the identifier information, and stores the symmetric key and the public and private key
pair in a blockchain server node, wherein the identifier information and the intelligent laundry device are in one-to-one correspondence;
the intelligent laundry device performs, by using the symmetric key, encryption processing on data to be transmitted, performs digital
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signature on the encrypted data by using the public and private key pair to obtain signed data, and sends the signed data to the blockchain
server node; and the blockchain server node performs signature verification on the signed data, decrypts the encrypted data if the
verification is successful, analyzes the decrypted data, and stores the analyzed data on the blockchain. According to the embodiments
of the present invention, the data transmission process is more safe and reliable, and the confidentiality and authenticity of the data
are improved.
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