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(57) ABSTRACT 

A method and apparatus for the re-routing of e-mail Sent to 
a prior address (or an address that is non-working, or 
temporarily inconvenient) to the new address of an intended 
recipient. E-mail that is to be sent to a recipient is Sent to the 
former Internet Service Provider (ISP). Because the recipi 
ent is no longer a subscriber to the old ISP, or because the 
address at the old ISP is temporarily inconvenient, the e-mail 
is re-routed to a re-route Server of the present invention. The 
re-route Server then causes the e-mail to be sent to the 
correct address through a variety of processes. Alternatively, 
new e-mail addresses are made available at the old ISP. The 
old ISP can then forward e-mail messages directly to the 
new ISP. 
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SYSTEMAND METHOD FOR RE-ROUTING OF 
E-MAIL MESSAGES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of commonly 
assigned application Ser. No. 10/159,453, now U.S. Pat. No. 
6,892,222 which is a continuation of Ser. No. 09/338,734, 
now U.S. Pat. No. 6,438,583. 

BACKGROUND OF THE INVENTION 

0002 The present invention is directed to a method and 
apparatus for redirecting network traffic. More particularly, 
the present invention is directed to a method and apparatus 
of re-routing electronic mail (or "e-mail’) messages trans 
mitted via the Internet. 

BACKGROUND ART 

0003. One of the most basic services offered by Internet 
Service Providers (or “ISPs') is a private or corporate e-mail 
account that a customer may use for transmitting and 
receiving electronic mail (e-mail) messages via the Internet. 
Each of these e-mail accounts has a unique address. 
0004 Internet service customers are notoriously fickle in 
their choice of ISPs. The customer turnover rate is typically 
50% each year for most ISPs (those ISPs that do not have 
meaningful market competition have lower turnover, of 
course). When a customer closes an account at one ISP and 
opens a new account at another ISP, the customer cannot 
maintain the same e-mail address. This is a natural result of 
the currently used e-mail addressing convention wherein 
part of the address includes an identification of the ISP. 
Thus, when the ISP changes, at least a part of the e-mail 
address must also change. 
0005. This is inconvenient because e-mail gets lost. In the 
prior art, e-mail messages sent to a defunct address (belong 
ing to an inactive account) are either acknowledged as being 
undeliverable or they are simply ignored. Colloquially, 
acknowledgement by an ISP that the message is undeliver 
able as addressed is known as “bouncing the message back 
to the Sender. Although this doesn’t get the message to the 
intended recipient and it fails to inform the Sender of a 
correct address (if any exists) for the intended recipient, at 
least it puts the Sender on notice that they have attempted to 
use an inaccurate e-mail address. 

0006 Simply ignoring an undeliverable message, as is 
done by some ISPs, is quite non-helpful because the sender 
remains ignorant that the message was Sent to an inaccurate 
address. 

SUMMARY OF THE INVENTION 

0007. The present invention is a method and apparatus 
for the rerouting of e-mail from a prior or non-working 
address to the new address of a recipient. In general, two 
basic re-route methods are employed, varying as noted more 
fully below. E-mail that is to be sent to a recipient is sent to 
the former Internet Service Provider (ISP). Since the recipi 
ent is no longer a subscriber to the old ISP, the e-mail is 
re-routed to a re-route Server of the present invention. The 
re-route Server then causes the e-mail to be sent to the 
correct address through a variety of means. This embodi 
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ment provides privacy with respect to the new address of the 
recipient Since it is known only to the re-route Server and 
NOT to the Old ISP. 

0008 Alternatively, new e-mail addresses are made 
available at the old ISP. The old ISP can then forward e-mail 
directly to the new ISP. This has the advantage of a direct 
route from the old ISP to the new ISP. However, privacy of 
the new e-mail address for the recipient is leSS Since the 
address is now known to the old ISP. 

0009. In ether case, a business model arises that allows 
this process to occur. AS noted above, there is a tremendous 
turnover in Subscribers to any particular ISP. Realizing that, 
just as e-mail may be forwarded AWAY from an ISP, so can 
e-mail to other ISPs be forwarded TO the old ISP for new 
subscribers. Thus it is to all ISP's advantage to forward 
e-mail where possible. In addition, user fees will be paid for 
this Service. Those entities running re-route Servers could 
easily share revenue with the ISP's that are registered with 
the re-route service. Thus not only will a valuable service be 
performed, but the ISPs can generate additional revenues 
from participation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 illustrates the request handler for the “...for 
ward” implementation of the present invention. 
0011 FIG. 1A illustrates the e-mail re-route path through 
the re-route server for the forward implementation. 
0012 FIG. 1B illustrates the direct re-route path for the 
forward implementation. 
0013 FIG. 2 illustrates the request handler for the alias 
table implementation of the present invention. 
0014 FIG. 2A illustrates the e-mail re-route path through 
the re-route Server for the alias table implementation. 
0.015 FIG. 2B illustrates the direct e-mail re-route path 
for the alias table implementation. 
0016 FIG. 3 illustrates the e-mail handler for a re-route 
CuStOmer. 

0017 FIG. 3A illustrates the e-mail re-route path for the 
re-route CuStOmer. 

0018 FIG. 4 illustrates the request handler for the DNS 
table implementation of the present invention. 
0019 FIG. 4A illustrates the e-mail re-route paths for the 
DNS table implementation. 

0020 FIG. 4B illustrates the direct e-mail re-route path 
for the DNS table implementation of the present invention. 
0021 FIG. 5 illustrates a seize and forward implemen 
tation for re-route of messages. 
0022 FIG. 5A illustrates the e-mail path for the seize and 
forward implementation of the present invention. 
0023 FIG. 6 illustrates the request handler for the SMTP 
wrapper implementation of the present invention. 

0024 FIG. 6A illustrates the e-mail handler for the 
SMTP wrapper implementation of the present invention. 

0025 FIG. 6B illustrates the e-mail re-route path for the 
SMTP wrapper implementation of the present invention. 
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0026 FIG. 7 illustrates the e-mail handler for bounced 
mail. 

0027 FIG. 7A illustrates the e-mail re-route path for 
bounced mail. 

0028 FIG. 8 illustrates the request handler for IPv6 
address implementation of the present invention. 

0029 FIG. 8A illustrates the e-mail re-route path for the 
IPv6 address implementation. 

0030 FIG. 8B illustrates the direct e-mail re-route path 
for the IPv6 address implementation. 
0031 FIG. 9 illustrates the X.500 database implementa 
tion of the present invention. 
0.032 FIG. 9A illustrates the e-mail re-route path through 
the re-route server for the X.500 implementation of the 
present invention. 
0033 FIG.9B illustrates the direct e-mail re-route path 
for the X.500 database implementation of the present inven 
tion. 

0034 FIG. 10 illustrates the re-route symbol implemen 
tation of the present invention. 
0035 FIG. 10A illustrates the e-mail handler for the 
re-route Symbol implementation of the present invention. 

0036 FIG. 10B illustrates the e-mail re-route path for the 
e-route symbol implementation of the present invention. 
0037 FIG. 11 illustrates e-mail handler for the re-route 
extension implementation of the present invention. 

0038 FIG. 11A illustrates the e-mail re-route path for the 
re-route extension implementation of the present invention. 
0039 FIG. 12 illustrates the Lightweight Directory 
Access Protocol (LDAP) client flow of the present inven 
tion. 

0040 FIG. 12A illustrates the e-mail re-route path for the 
LDAP implementation of the present invention. 

0041 FIG. 12B illustrates the direct e-mail re-route path 
for the LDAP implementation of the present invention. 

0042 FIG. 13 illustrates request handler for the Return 
Code implementation of the present invention. 

0043 FIG. 13A illustrates the e-mail re-route path for the 
Return Code implementation of the present invention. 

0044 FIG. 13B illustrates the direct e-mail re-route path 
for the Return Code implementation of the present inven 
tion. 

004.5 FIG. 14 illustrates the client plug in module imple 
mentation of the present invention. 

0.046 FIG. 14A illustrates the e-mail re-route paths for 
the client plug in module implementation of the present 
invention. 

0047 FIG. 14B illustrates the direct e-mail re-route paths 
for the client plug in module implementation of the present 
invention. 

0048 FIG. 15 illustrates a Re-route Add Request proto 
col according to the present invention. 
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0049 FIG. 16 illustrates a Re-route Delete Request pro 
tocol according to the present invention. 
0050 FIG. 17 illustrates a Re-route Edit Request proto 
col according to the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0051. In the following description, the different embodi 
ments of the invention are explained from the point of view 
of analyzing how e-mail sent to a single invalid (or undes 
ired) e-mail address is forwarded to a currently valid e-mail 
account. This is a simplification of the general case, and is 
done for ease of explanation. In the general case, an indi 
vidual may have left behind a String of abandoned e-mail 
accounts that all need to be forwarded to their currently valid 
address. When the simplified case is extrapolated to the 
general case, any of the embodiments described below may 
be combined with one another to handle messages Sent to 
different ones of the plural abandoned e-mail accounts. 
0052 Also for clarity of explanation, the convention is 
adopted that the ISP that is forwarding e-mails is called the 
“old ISP and the ISP that hosts the currently valid account 
is called the “new ISP.” The account for which the e-mail 
address is no longer current is called the “FROM account” 
and the current account, to which mail needs to be for 
warded, is called the “TO account.” By choice of this 
convention, the term “old ISP is not meant to limit the 
disclosure to Situations where an email account has been 
permanently terminated or abandoned at that ISP. Rather, the 
term “old ISP is intended to encompass situations wherein 
a user having plural current e-mail accounts wishes to have 
e-mail addressed to one of those accounts temporarily 
forwarded to another one of his or her accounts. 

0053) The forward File Embodiment 
0054 According to one embodiment of the invention, 
e-mail is forwarded from the old ISP to the new ISP by 
means of a “...forward file. The old ISP maintains the FROM 
account and inserts a forward file that contains the TO 
account. As a result, all e-mail is still routed to the old ISP. 
The message passes through the old ISP's sendmail and the 
Sendmail connects to the machine at the new ISP to deliver 
the message to the TO account (contained in the forward 
file) at the new ISP. This is implemented using UNIX. 
0055. This embodiment requires that the old ISP keep the 
FROM account open after the user has abandoned it. 
0056. The E-Mail Alias Embodiment 
0057 According to another embodiment of the invention, 
the old ISP aliases the FROM account to the TO account 
with an /etc/aliases entry. This uses a lookup table. All 
e-mail is still routed to the old ISP. The message passes 
through the old ISP's sendmail and the sendmail connects to 
a new machine. A consistent address, e.g., user(Gre-route 
.com, is used for all customers, although this specific format 
is not meant as a limitation. Other formats are possible for 
this alias embodiment. A customer who cancels their re 
route Service agreement will Still have his/her e-mail Sent to 
another consistent address, e.g., cheapskate(Gre-route.com. 
This procedure should be Supported in all Internet Systems, 
as explained in RFC (request for comment) 1123, which is 
incorporated by reference herein, in its entirety. 
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0058. This embodiment permits the old ISP to close the 
FROM account after the user has abandoned it. 

0059) The Transfer of Mail Exchange Authority with 
Pass-Through Sendmail Embodiment 
0060 According to another embodiment of the invention, 
the ISPs give MX Authority to a Re-route Central Authority 
entity (e.g., re-route.com). All e-mail destined for ISPs that 
have signed up with re-route.com are first routed to re 
route.com. For those customers who have informed re 
route.com of a change of address, the e-mail is routed to the 
TO account. Otherwise, the e-mail messages pass through 
the re-route.com system to the ISP to which they are 
nominally addressed. 

0061. One result of this embodiment is that all e-mail for 
all ISPs that subscribe to this system would need to pass 
through servers for the Re-route Central Authority entity. 
0062) The Mail Exchange Routing Embodiment 
0.063. According to another embodiment of the invention, 
a fundamental change is made to the way that e-mail is 
routed on the Internet. The change is that client name 
resolver libraries use the entirety of the addresses-both the 
user portion and the fully qualified domain name portion 
for queries. Based on this change of address interpretation, 
Mail Exchange Re-route Directory (MXRRD) keys can be 
used by Domain Name Servers to hold entries for individu 
als’ e-mail accounts. 

0064. There are two alternate sub-embodiments of this 
re-route arrangement. One is that the Re-route Central 
Authority can be the Mail Exchange Authority and distribute 
a master copy of a re-route mapping database. The other is 
that the ISPs maintain their respective Mail Exchange 
Authorities and rely on the Re-route Central Authority to 
trigger updates to the re-route mapping database. 

0065. Seize and Forward Embodiment 
0066. In the “seize and forward” embodiment of the 
present invention, the ISP retains all of the customer account 
information. However, for those customers that have left the 
ISP's service, all e-mail for Such customers is stored at the 
ISP for a time. At regular intervals, the server of the present 
invention logs onto the server of the ISP and seizes all of the 
e-mail that is being Stored for those accounts that are no 
longer active at the ISP. This “seized' or downloaded e-mail 
is Sorted by the present invention and for those accounts that 
have registered with the re-route Server, the e-mail is for 
warded to the new account at the new ISP. 

0067 Simple Mail Transfer Protocol (SMTP) Wrapper 
Embodiment 

0068. The SMTP wrapper embodiment may be imple 
mented via Software or via hardware. In the software imple 
mentation, the SMTP wrapper is a software wrapper around 
an ISP's message transport System Such as “Sendmail,' 
program that determines how that wrapped code is to be 
executed. In the hardware implementation, the SMTP wrap 
per is a device disposed, preferably, between an ISP and the 
Internet, to intercept e-mail messages. Thus, the SMTP 
wrapper determines how the Sendmail transport program of 
the ISP is to operate. In this case, the wrapper passes through 
e-mails that are bound for those individuals who formerly 
had an account at the ISP. E-mails that are passed through 
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the ISP are sent to the server of the present invention for 
forwarding to the individual at the new ISP. 
0069 Bounced Mail Embodiment 
0070 The bounced mail embodiment of the present 
invention allows those ISP's that “bounce' mail, that is, 
return mail to a Sender when the party to whom it is 
addressed is no longer available for any reason, to bounce 
the mail instead to the re-route Server of the present inven 
tion. In this embodiment, any mail that cannot be delivered 
by an ISP is bounced to, for example, bounced re-route.com. 
The re-route server then reviews the bounced mail to deter 
mine if it is for a perSon or entity that is a registered re-route 
user. If so, the mail is forwarded to the new address on file 
at the re-route Server. 

0.071) IPv6 Embodiment 
0072 A pressing problem that now exists is the potential 
for shortages of Internet addresses. The most viable candi 
date to replace the current Internet Protocol is Internet 
Protocol Version 6 (IPv6). This protocol allows a huge 
number of new IP unique addresses to be possible together 
with new routing schemes. DNS can resolve fully qualified 
domain names into IP addresses. ASSuming that everyone 
will be able to have a unique IPv6 address in the future, 
traffic can be re-routed to individuals based on their respec 
tive IPv6 addresses. 

0073. OSI X.500 Embodiment 
0.074 The Open Systems Interconnect (OSI) model is a 
model of network architecture and a Suite of protocols to 
implement it developed by ISO as a framework for inter 
national Standards in heterogeneous computer network 
architecture. X.500 (the set of ITU-T standards covering 
electronic directory Services, Such as white pages, Knowbot, 
and whois.) can Support alternate addresses for individuals/ 
recipients of e-mail. Such an X.500 system connected to the 
Internet e-mail System could re-route e-mail to the alternate 
addresses once they have been So designated by a user. In 
this instance the X.500 system receives e-mail at from Ac 
count. If the user has a toAccount entry, the mail is re-routed. 
0075) “Forwarding Symbol in Local-Part Embodiment 
0.076 Internet Standard RFC-822 defines the Internet 
Standard format for electronic mail message headers. By 
using the “local part of the mail message header, e-mail can 
be forwarded. For example, the address (agstead(Gml.com 
contains a Symbol “G” before the name to designate a 
forwarding Symbol. Alternatively a new Symbol Such as 
“rr!” might be designated as the universal re-route symbol 
for e-mail. While this does not designate a specific address, 
it does indicate to any Server that the mail is to be re-routed 
if possible. Then certain of the other methods for re-route 
described herein can be used Such as forwarding mail to the 
re-route Server. In this instance, the Sendmail Systems must 
be programmed to recognize and treat a universal Symbol as 
meaning re-route. 

0.077 Re-Route Extensions Embodiment 
0078. The re-route extension embodiment allows users to 
Simply append the extension "...re-route.com' to an e-mail 
address (e.g., user(Goldisp.com.re-route.com). This will pro 
vide automatic re-routing of e-mail if a recipient has So 
registered. If no re-route information has been provided, the 
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e-mail is simply passed through to the original address. In 
this case the re-route server becomes the MX authority for 
re-route.com e-mail, thus all e-mail having the extension is 
re-routed to the re-route server to be reviewed. 

0079 LDAP Embodiment 
0080. The Lightweight Directory Access Protocol 
(LDAP) is a protocol for accessing on-line directory Ser 
vices. The e-mail client can download the from Account, 
to Account list directly into e-mail client Software for 
addressing e-mail. Thus, changing addressing from one 
account another, by acquiring the correct e-mail address, can 
be done at the client computer. Routing of the e-mail to the 
correct address can then be accomplished. 

0081. SMTP Return Codes 
0082 It is possible for SMTP implementation to verify 
that e-mail addresses are deliverable during the Sending 
process. If a given e-mail is not deliverable to a first, old 
address, the e-mail can be delivered to a Second host, 
assuming that the appropriate address at the new Second host 
is known. This forwarding is done directly by the old ISP, 
which forwards the message either to a re-route server (and 
then, indirectly, on to the user's new address) or directly to 
the user's new account at a new ISP. These direct and 
indirect methods are explained in further detail below. 

0083) Client E-Mail Plugin 
0084. This embodiment takes advantage of the common 
practice of many ISPs to bounce undeliverable emails back 
to the Sending computer. A Software plugin or wrapper is 
provided at the Sending computer, which handles e-mail 
messages that are bounced back to it. When an e-mail 
message is bounced back, the e-mail plugin prompts the user 
to ask them if they would like to attempt to re-route the 
bounced email using any of the methods described herein. 
This is done, for example via a graphical user interface 
having a “re-route” button that the user may click on. In the 
event the user chooses to click the re-route button, thereby 
choosing to attempt a rerouting of the e-mail message, the 
e-mail message is then resent, this time addressed to the 
re-route server. The re-route server then forwards the mes 
Sage on to the correct current e-mail address for the intended 
recipient, assuming that the intended recipient's new e-mail 
address is registered with the re-route Server. 

0085. As noted above, the present invention comprises a 
method and apparatus for rerouting e-mail destined for a 
person or entity formerly located at a given ISP and for 
warding that e-mail to the new e-mail address for the 
recipient who may be located at a subsequent ISP. Referring 
to FIG. 1, the request handler for the “...forward” implemen 
tation of the present invention is illustrated. The user who 
desires to have its e-mail redirected registers with the 
re-route Server of the present invention. The re-route Server 
sends a re-route request to the old ISP. The request is 
received at the old ISP 10, which is usually accompanied by 
a digital Signature of the requesting party. The digital 
Signature is decoded 12, and the request along with the 
digital signature is provided to a proceSS for determining 
whether the re-route request message is a valid one 14. If the 
message is determined not to be valid, as in the case of an 
individual who is not a client or former client of the old ISP, 
for example, an error is noted and the process ends 16. 
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0086). If the message is a valid one, the request to re-route 
the e-mail is decrypted 18 and a determination is made 
whether authentication is required 20. If authentication is 
required, the user is authenticated 22. If the authentication is 
Successful 26, the address to which the user would like mail 
forwarded is written to a “...forward” file 24 in the storage of 
the old ISP. If the user can not be authenticated, the process 
is terminated and an authentication error is Sent to the 
requesting party 30. On the other hand, once the new address 
is written to the forward file of the old ISP, the request 
process is completed 28, and the Server Simply waits for 
e-mail traffic addressed to the old address of the user. 

0087. Referring to FIG. 1A, a first embodiment of the 
e-mail re-route path is illustrated. This figure illustrates the 
path of re-routed e-mail after an authenticated request is 
processed. Sender computer 32 sends e-mail to a recipient at 
the old ISP address 34 of the recipient. The old ISP 34 
recognizes that the recipient is no longer Subscribing to that 
ISP, and designates any mail for that recipient to be sent to 
the re-route server 36 based upon the forward file stored at 
the old ISP and designating the re-route server as the 
location in the forward file. Old ISP 34 therefore forwards 
the recipient’s e-mail over the Internet 42 to the re-route 
server 36. The old ISP 34 reviews the accounts of its 
Subscribers and matches the incoming e-mail for the recipi 
ent to an address in its forward file, which in this imple 
mentation is at the re-route server 36. Thereafter, the e-mail 
is re-addressed to the re-route server 36, which in turn 
asSociates that e-mail with the new address of the recipient 
at the new ISP. The re-route server 36 then forwards the 
e-mail to the new ISP 38 which stores the e-mail until 
downloaded by the recipient's computer 40. As noted above 
this implementation provides Security for the new address of 
the recipient in that the address is known to the re-route 
Server but not to the old ISP. 

0088 Referring to FIG. 1B, a direct e-mail re-route path 
of the present invention is illustrated. In this instance, 
re-route server 36 is notified by a user of the intent to 
re-route mail as described in FIG. 1 above. Re-route server 
provides a re-route request to the old ISP as described in 
FIG.1. In this case however, that information to the old ISP 
comprises the new address of the recipient at the new ISP38. 
Thereafter, a Sender computer 32 sends an e-mail message to 
the prior address of the recipient at the old ISP34. ISP34 has 
been notified by the re-route server 36 of the new address of 
the recipient. The old ISP 34 then reviews its forward files, 
finds the re-route request of the recipient, designates mail 
coming to the recipient's old address with the new ISP 
address. The message is then forwarded over the Internet 42 
to the new ISP 38, which generally stores the e-mail until 
downloaded by the recipient 40. 

0089 Referring to FIG. 2, the e-mail alias embodiment 
of the re-route request handler is illustrated. Again, a user 
registers with the re-route Server of the present invention. 
The re-route Server then sends a re-route request to the old 
ISP. This alternative embodiment re-route request handler 
functions in a similar fashion as described in FIG. 1 (above), 
except that when a decrypted request 18 is determined to 
either require authentication 20, thus resulting in an authen 
ticated user 22 and the determination that the authentication 
was Successful 26, or alternatively, authentication is not 
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required, an alias table is created in the old ISP wherein the 
recipient's former Internet address is mapped to a new 
address in the table. 

0090 Referring to FIG. 2A, the e-mail re-route path of 
the alternative embodiment described in FIG. 2 is shown. In 
this instance the Sender has registered with the re-route 
server 36 and the re-route server 36 has sent its re-route 
request to the old ISP naming the re-route server as the entity 
to be listed in the alias file of the old ISP for e-mail sent to 
the user. The Sender's computer 32 sends an e-mail message 
addressed to the recipient’s old e-mail address at the old ISP 
34. The old ISP 34 recognizes that this is a message to be 
re-routed Since there is a valid re-route request Stored at the 
old ISP. The old ISP reviews its alias table and finds that the 
alias for the recipient is the address of the re-route server 36. 
The old ISP passes the message through its sendmail to the 
re-route server 36. The re-route server looks at its alias table 
for the recipient, and determines the recipient's new e-mail 
address. The mail is then forwarded via the Internet 42 to the 
new ISP 38, where it is stored until downloaded by the 
recipient's computer 40. 

0091 Referring to FIG. 2B, the direct e-mail re-route 
path of the e-mail alias embodiment shown in FIG. 2 is 
illustrated. In this instance, re-route server 36 provides the 
alias for the recipient to the old ISP34. Thereafter, a sender's 
computer 32 Sends an e-mail message to the recipient 
addressed to the old ISP 34. Old ISP 34 reviews its alias 
table to determine the new e-mail address of the recipient 
and re-addresses the mail directly to the new ISP 38, which 
in turn sends it on to the recipient 40 via the Internet 42. 
0092 Referring to FIG. 3, the mail exchange authority 
with pass-through Sendmail alternative embodiment re-route 
handler is shown. In this embodiment, the re-route server 
becomes the MX authority for the ISP(s) that register with 
the Service. In this instance, the figure illustrates a situation 
where the re-route Server functions as a gateway for all 
e-mail destined for a number of different ISPs. In this 
instance, various ISPs Subscribe to the re-route Service, and 
all e-mail destined for any of the ISPs that are subscribers 
initially are routed to the re-route Server. In this instance, 
e-mail is received at the re-route server 44. The server 
checks to see if the recipient is a re-route customer 46. A 
re-route customer is an individual who has signed up with 
the re-route server to have his or her e-mail forwarded to a 
new address. If the recipient is not a re-route customer 46, 
the re-route Server takes no action with respect to the e-mail, 
but simply allows it to go forward to the recipient's ISP 48. 
If, however, the recipient is determined to be a re-route 
customer, the e-mail is forwarded to the recipient’s “toAc 
count” address which has been provided by the re-route 
customer to the re-route server 50. 

0093. Referring to FIG. 3A, the e-mail re-route path of 
the alternative embodiment of FIG. 3 is shown. Sender 
computer 32 addresses e-mail to a recipient. That e-mail 
goes directly to re-route Server 36, which makes the deter 
mination as to whether the recipient is a re-route customer 
or not. If the individual is not a re-route customer, the e-mail 
is simply sent on its way to the old ISP 34. If, however, the 
re-route Server 36 determines that the recipient is a re-route 
customer, the e-mail is forwarded to the new ISP38 over the 
Internet 42 for Storage and Subsequent download to the 
recipient 40. 
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0094) Referring to FIG. 4, the request handler of yet 
another alternative embodiment of the present invention is 
illustrated. This request handler operates in the same respect 
as FIGS. 1 and 2, except that, after successful authentica 
tion 20, 22, 26, or, in the case where authentication is not 
required, a re-route customer’s “to Account' is written to a 
DNS table 23, thereby providing an address for the recipient 
different from that to which messages might be sent. In this 
instance, a Sender might realize that a recipient has moved 
but does not know the address of the recipient. In this case, 
the Sender Sends messages directly to the re-route Server in 
anticipation that this message will be forwarded to the 
recipient. 

0.095 Referring to FIG. 4A, the e-mail re-route path of 
the present invention is illustrated. In this instance, Sender's 
computer 32 sends an e-mail message directly to the re-route 
server 36 which has the DNS table associated with the new 
address of the recipient Stored therein. Thereafter, re-route 
Server 36 re-addresses the e-mail to the recipient at the new 
ISP 38 for delivery to the recipient 40 over the Internet 42. 

0096 Referring to FIG. 4B, the e-mail direct re-route 
path noted in FIG. 4 is illustrated. Here, the sender computer 
Sends its message to the re-route Server 36. In this instance, 
however, the re-route server 36 provides the new address to 
the Sender's computer 32. Thereafter, the Sender's computer 
32 can send e-mail to the new ISP address of the recipient 
38, which is then forwarded to the recipient 40 over the 
Internet 42. 

0097. Referring to FIG. 5 the seize and forward imple 
mentation of the present invention is illustrated. The proceSS 
is initiated 52. The timer is next initialized 54 to set the 
frequency with which e-mail is retrieved from the ISP at 
which a user's e-mail is located. The System at the re-route 
Server determines whether the initialized timer has expired 
56, thereby signaling that retrieval of e-mail must take place. 
If the timer has not expired, the re-route server waits 58 and 
continues to query the timer. 
0098. If the timer has expired, the re-route server logs 
onto the old ISP 60 from which mail must be retrieved. The 
re-route Server inquires if there is mail for the Specific 
re-route customer 62. If e-mail is present, the e-mail is 
retrieved by the re-route server 64 and forwarded to the 
customers to Account 66 which is known to the re-route 
Server. Thereafter the proceSS begins again and waits until 
the next retrieval time. If there is no e-mail for the re-route 
customer, the re-route Server simply waits until the next time 
interval for retrieval to be attempted. 
0099 Referring to FIG. 5A the e-mail re-route path for 
the Seize and forward implementation is illustrated. Sending 
computer 32 Send e-mail to the re-route customer at the old 
ISP. The old ISP recognizes that this is a former subscriber 
and stores the e-mail. Re-route server 36 makes in retrieval 
inquiry with the former ISP 34. Mail is then downloaded to 
the re-route server 36 where it is forwarded to the new 
address at a new ISP38 over the internet 42. Thereafter, the 
recipient/re-route customer 40, retrieves the e-mail in the 
normal course of activities. 

0100 Referring to FIG. 6, the request handler for yet 
another alternative embodiment of the present invention is 
illustrated. Again, this request handler functions in exactly 
the same manner as that described in FIG. 1 (above), except 
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that rather than writing the “to Account” to a forward file or 
to an alias file, the to Account is written to a private alias file 
for subsequent use in forwarding e-mail to the new ISP. 

0101 Referring to FIG. 6A, the e-mail handler of the 
alternative preferred embodiment described in FIG. 6 is 
illustrated. E-mail for the recipient is received 68, and a 
determination is made by the re-route server whether the 
recipient is in the private alias file 70. If the individual is not 
in the private alias file, the e-mail is presented to the old ISPs 
e-mail software 72. If, however, the recipient is in the private 
alias file 70, then the e-mail is forwarded to the recipient's 
“to Account'74. 

0102) The e-mail re-route path of the embodiment of 
FIG. 6 is illustrated in FIG. 6B. This re-route path is similar 
in all respects to that described in FIG. 1A, except that 
re-route server 36 has a private alias file which determines 
the address to which mail for the recipient will proceed. 
0103) Referring to FIG. 7, another alternative embodi 
ment of the present invention is illustrated. In this instance, 
ISPs Subscribe to the Service of the re-route invention. When 
an old ISP bounces mail that is sent to a former recipient 
who was a subscriber to the old ISP, a bounced mail message 
is Sent both to the Sender's computer and to the re-route 
server. Thereafter, if the re-route server determines that the 
mail is destined for a recipient who is a re-route customer, 
it is forwarded appropriately. For example, mail is received 
at the re-route server 76. The re-route server determines if 
the mail is bounced mail 78 coming from an old ISP. If the 
mail coming to the re-route server is not bounced mail 80, 
the process terminates. If the mail reaching the re-route 
Server is bounced mail, the re-route Server determines if the 
mail is addressed to a recipient who is a re-route customer 
82. If the person to whom the bounced mail is addressed is 
not a re-route customer, the proceSS is terminated 84. If, 
however, the e-mail is destined to a re-route customer having 
a “to Account” with the re-route server, that mail is for 
warded to the recipient’s latest e-mail address 86. 
0104 Referring to FIG. 7A, the e-mail re-route path of 
the embodiment noted in FIG. 7 is illustrated. In this 
instance, Sender's computer 32 sends e-mail destined to the 
old e-mail address of a recipient to the old ISP 34. Old ISP 
34 is a subscriber to the re-route service of the present 
invention. It sends a bounced mail message to the Sender's 
computer 32 and also to the re-route server 36. If the 
recipient to whom the mail is addressed is a customer of the 
re-route Server 36, the re-route Server checks to determine 
the new e-mail address of the recipient and forwards the 
e-mail over the Internet 42 to the new ISP 38. New ISP 38 
then forwards the mail to the recipient 40. 
0105 Referring to FIG. 8, yet another alternative 
embodiment of the present invention is illustrated. In this 
instance, the request handler operates in the same manner as 
first noted in FIG. 1 (above). However, after appropriate 
authentication processes 20, 22, 24 the to Account and IP 
address of the recipient is updated 29. 

0106 Referring to FIG. 8A, the re-route path for the 
embodiment described in FIG. 8 is shown. In this instance, 
a Sending computer 32 sends an e-mail addressed to the old 
ISP 34. The old ISP 34, knowing that the recipient has 
moved, forwards the message to the re-route server 36. The 
re-route server 36 has had its to Account and IP address for 
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the recipient updated. The e-mail address is changed by the 
re-route server 36 and directed to the new ISP38 for deliver 
over the Internet 42 to the recipient 40. 
0107 Referring to FIG. 8B, the e-mail re-route direct 
path is shown. In this instance, re-route Server 36 provides 
the appropriate to Account and IP address update to the old 
ISP 34. Thereafter, when the sending computer 32 sends an 
e-mail message to the recipient's address at the old ISP 34, 
the old ISP34 can forward that e-mail to the new ISP38 over 
the Internet 42 for delivery to the recipient 40. 
0108) Referring to FIG. 9, an alternative embodiment of 
the present invention is shown. In this instance, request 
handler functions in the same manner as noted in FIG. 1 
(above). However, after appropriate authentication pro 
ceSSes 20, 22, 26, the to Account is updated and written to a 
X.500 database. The database is subsequently provided to 
the old ISP for processing of re-routed e-mails. 
0109 Referring to FIG. 9A, the indirect e-mail re-route 
path of the embodiment of FIG. 9 is illustrated. In this case, 
re-route server 36 provides the updated X.500 database to 
the old ISP 34. Thereafter, a sender's computer 32 sends an 
e-mail to a recipient at the old ISP 34. Old ISP 34 matches 
the incoming e-mail with the X.500 database and forward 
the e-mail on to the re-route server 36 via the Internet 42. 
The re-route server 36 then handles sending the e-mail to the 
recipient. The e-mail is re-addressed and sent to the new ISP 
38 over the Internet 42 for Subsequent delivery to the 
recipient 40. 
0110 Referring to FIG. 9B, the direct e-mail re-route 
path of the embodiment of FIG. 9 is illustrated. In this 
instance, re-route server 36 provides the updated X.500 
database to the old ISP 34. Thereafter, a sender's computer 
32 sends an e-mail to a recipient at the old ISP 34. Old ISP 
34 matches the incoming e-mail with the X.500 database and 
new address for the recipient. Thereafter, the e-mail is 
re-addressed and sent to the new ISP38 over the Internet 42 
for subsequent delivery to the recipient 40. 
0111 Referring to FIG. 10, an additional alternative 
embodiment of the present invention is illustrated. In this 
instance, an old ISP receives e-mail 52. The server of the old 
ISP reviews the e-mail to determine if the e-mail contains a 
symbol indicative of the fact that this e-mail is to be 
re-routed to another location 54. If there is no re-route 
Symbol, processing of the e-mail continues in the normal 
fashion 56. In the event that there is a re-route symbol 
asSociated with the e-mail message, the message is for 
warded to the re-route server 58. 

0112 Referring to FIG. 10A, e-mail handling in the 
re-route Server is illustrated. The re-routed e-mail is received 
at the e-mail handler of the re-route server 60. The re-route 
server determines if the re-route symbol is present 62. If 
there is no re-route Symbol, processing ceases. If there is a 
re-route Symbol present, the re-route Server determines if the 
recipient of the message is a re-route customer 66. If the 
recipient is not a re-route customer, processing terminates 
68. If the individual is a re-route customer, the e-mail is 
forwarded to the recipient’s to Account 70. 
0113) Referring to FIG. 10B, the e-mail re-route path is 
shown. Sender 32 Sends an e-mail message that is knows 
must be re-routed to the recipient. However, the Sending 
computer 32 only knows the recipient's old e-mail address. 
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Therefor, the e-mail is addressed to the old ISP34. However, 
the message also comprises a re-route symbol. Old ISP 34 
recognizes the re-route Symbol and sends the e-mail on to 
the re-route server 36. Re-route server 36 determines if the 
recipient is a re-route customer and, if So, forwards the 
e-mail to the new ISP 38 over the Internet 42 for delivery to 
the recipient's computer 40. 

0114) Referring to FIG. 11, yet another embodiment of 
the present invention is illustrated. In this instance, e-mail is 
received 72 at the re-route server. The re-route server 
determines if there is a re-route extension on the e-mail 
address 74. If the extension is not present, processing ceases 
76. If a re-route extension is present on the e-mail message, 
the re-route Server determines if the recipient is a re-route 
customer 78, that is, an individual who is registered for the 
re-route Service. If the individual is not a re-route customer, 
the message is delivered to the original ISP 80. If, however, 
the recipient is a re-route customer, the e-mail is forwarded 
to the recipient's to Account, as Stored by the re-route Server 
82. 

0115 Referring to FIG. 11A, the e-mail re-route path of 
the embodiment illustrated in FIG. 11 is shown. Sending 
computer 32 Sends an e-mail message with a re-route 
extension to the re-route server 36. Re-route server 36 
determines if the individual to whom the message is Sent is 
a re-route customer. If the individual is not a re-route 
customer, the message is sent to the old ISP 34. If the 
individual is a re-route customer, the message is re-routed to 
the new ISP 38 over the Internet 42 for delivery to the 
recipient 40. 

0116 Referring to FIG. 12, the LDAP client functional 
ity is shown. A request is first made to obtain an address for 
a recipient 84 that a sender knows has moved. The re-route 
LDAP server is queried 86 for the re-route address. The 
re-route Server determines if a re-route address is available 
88. If no address is available, the client can not re-route the 
e-mail 90. If a new e-mail address is available, the “to' 
address for the recipient is updated in the client computer 92. 
Thereafter, the address update is completed and e-mail 
messages can be sent. 
0117 Referring to FIG. 12A, the e-mail re-route path of 
the embodiment noted in FIG. 12 is illustrated. Sending 
computer 32 queries the re-route Server computer 36 for a 
re-route address for a recipient. This is the instance where 
the Sending computer knows that the recipient has moved, 
but is unaware of the new address. If there is a re-route 
address for the recipient, the mail is forwarded to the new 
ISP 38 over the Internet 42 for delivery to the recipient 40. 
In addition, the re-route Server notifies the Sender's com 
puter to update its “to address file. 
0118 Referring to FIG. 12B, the direct e-mail re-route 
path is shown. This is fairly simple after the “to file for the 
recipient is updated by the re-route server 36. Thereafter, the 
Sending computer 32 has the appropriate address of the new 
ISP38 and mail can be forwarded to the new ISP38 over the 
Internet 42 to the recipient 40. 
0119 Referring to FIG. 13, a re-route request handler of 
yet another embodiment of the present invention is illus 
trated. This request handler operates in the same fashion as 
first noted in FIG. 1 (above). However, after the authenti 
cation procedures 20, 22, 26, the to Account for the recipient 
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is written to an SMTP table. This SMTP table 31 holds the 
new address for receiving email. 
0120 Referring to FIG. 13A, the e-mail re-route path is 
illustrated. Sending computer 32 sends an e-mail message to 
the recipient's last known e-mail address at the old ISP 34. 
The old ISP 34, recognizing that this recipient is no longer 
at the ISP, forwards the message to the re-route server. The 
re-route Server receives the toAccount information for the 
recipient and matches it to the entry in the SMTP table stored 
at the re-route Server 36. Thereafter, the message is re 
addressed and sent to the new ISP38 over the Internet 42 for 
delivery to the recipient 40. 
0121 Referring to FIG. 13B, the e-mail re-route direct 
path is illustrated. In this instance, the old ISP 34 contains 
the SMTP table and associated address relating to the 
to Account of the recipient. The Sending computer 32 sends 
the e-mail address to the recipient’s address at the old ISP 
34. Old ISP 34 matches the to Account information to the 
SMTP table and forwards the e-mail over the Internet 42 to 
the new ISP 38 for delivery to the recipient 40. 
0.122 Referring to FIG. 14, a client plug-in module for 
the re-routing of e-mail is illustrated. E-mail is received at 
the client 96. The e-mail is then reviewed to determine if it 
is bounced e-mail 98. If the e-mail is not bounced, the client 
plug-in performs no further processing 100. If the e-mail is 
bounced, the user is prompted to re-route the e-mail 102. 
The user then decides whether to re-route the e-mail 104, 
and if not, processing terminates 106. If the user wants to 
re-route the e-mail, the e-mail is forwarded to the re-route 
Server 108. 

0123 Referring to FIG. 14A, the e-mail re-route path is 
shown. Sending computer 32 sends an e-mail to the old ISP 
34. Old ISP 34 notes that the recipient is no longer present 
and bounces the e-mail back to the Sending computer 32. 
Sending computer 32 notes that the e-mail is bounced 
e-mail, and therefor forwards it to the re-route server 36. 
Re-route Server 36, recognizing that the recipient is a 
re-route customer, forwards the e-mail to the new ISP 38 
over the Internet 42 for delivery to the recipient 40. 
0.124 Referring to FIG. 14B, the e-mail re-route path that 
is more direct is shown. In this instance, Sending computer 
32 sends an e-mail to the old ISP address for the recipient 34. 
The old ISP bounces the e-mail back to the sending com 
puter 32, having the new e-mail address via its plug-in 
module, then sends e-mail to the new ISP 38 over the 
Internet 42 for delivery to the recipient 40. 
0125 Referring to FIG. 15, the Re-route Add Request 
flow is illustrated. A user creates the user data 200 that 
indicates the new e-mail address to which the user would 
like e-mail forwarded. The user data 200 may, alternatively, 
be created by the user's new ISP on the user's behalf. This 
user data 200 is sent to the re-route server, which comprises 
Software for receiving and processing user data 202. 
0.126 The re-route server checks the user data 204 to 
insure that all necessary information is present to form the 
re-route request and to register the user with the re-route 
Server. If the data is in any way deficient, the re-route request 
is denied and a message So indicating is Sent 206 to the 
user's computer (or the user's new ISP, as the case may be). 
If the data is sufficient, a re-route request is formulated 208 
and Sent to the re-route request handling routine 210 at the 
Old ISP. 
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0127. Once a re-route request is receive at the old ISP 
from the re-route server, the old ISP checks to determine if 
the request has the necessary data 214 to be acted on by the 
old ISP. This involves the old ISP checking its own user 
records 212 to determine if the user is a Subscriber to the old 
ISP, to update its Subscriber records regarding the Status of 
the user, as well as to update the e-mail tables 216 at the old 
ISP to reflect the action needed for e-mail destined for the 
user. Such action has been described in detail in a variety of 
embodiments (above). 
0128 If the request is satisfactory in all respects, the 
re-route request is accepted and an acceptance message 220 
is Sent to the re-route Server, and the e-mail re-route request 
is confirmed to the user 224 (or the user's new ISP, as the 
case may be). If the data supplied to the old ISP is not 
Satisfactory in all respects, a re-route denial message 218 is 
Sent to the re-route Server, and a "re-route denied' message 
222 is sent to the user (or the user's new ISP, as the case may 
be). 
0129 Referring to FIG. 16, the Re-route Delete Request 
flow is illustrated. Part of any re-route request of a user is a 
length of time for which the re-route request is to be in force. 
This may be set by the user or may be a standard amount of 
time set by the re-route server business rules. Once the time 
duration for the re-route request has expired, the re-route 
Server generates an extension request 228 that is Sent to the 
user's mailbox 226 or to the user's last known ISP. The 
system then waits for a user's response 230. 
0.130) If there is no response from the user within a given 
amount of time, a re-route delete request 232 is automati 
cally generated by the re-route Server and forwarded to the 
request handler 234 of the old ISP. The old ISP then updates 
its e-mail tables 236 by deleting the forwarding address for 
the user. 

0131. After updating its e-mail tables 236, the old ISP 
Sends an acknowledgment message 238 to the re-route 
Server. The re-route Server accepts the message 240, ends its 
re-route Service for the user 242, and forwards a message So 
indicating to the user's mailbox 244 at the user's computer 
(or the user's ISP, as the case may be). 
0132) Referring to FIG. 17, the Re-route Update Request 
flow is illustrated. A user creates the updated user data 250 
that indicates the updated e-mail address to which the user 
would like e-mail forwarded. The updated user data 250 
may, alternatively, be created by the user's new ISP on the 
user's behalf. This updated user data 250 is sent to the 
re-route Server, which comprises Software for receiving and 
processing updated user data 252. 
0133. The re-route server checks the updated user data 
254 to insure that all necessary information is present to 
form the re-route update request and to register the user's 
updated data with the re-route Server. If the data is in any 
way deficient, the re-route update request is denied and a 
message So indicating is sent 256 to the user computer (or 
the user's new ISP, as the case may be). If the updated data 
is Sufficient, a re-route update request is formulated 258 and 
Sent to the re-route update request handling routine 260 at 
the old ISP. 

0134. Once a re-route update request is received at the 
old ISP from the re-route server, the old ISP checks to 
determine if the re-route update request has the necessary 
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data 264 to be acted on by the old ISP. This involves the old 
ISP checking its own user records 262 to determine if the 
user was (or is) a subscriber to the old ISP, to update its 
Subscriber records regarding the Status of the user, as well as 
to update the e-mail tables 266 at the old ISP. 
0135) If the request is satisfactory in all respects, the 
re-route update request is accepted and an acceptance mes 
Sage 270 is Sent to the re-route Server, and the e-mail re-route 
update request is confirmed to the user 274 (or the user's 
new ISP, as the case may be). If the updated data supplied 
to the old ISP is not satisfactory in all respects, a re-route 
update denial message 268 is sent to the re-route Server, and 
a "re-route update denied' message 272 is sent to the user 
(or the user's new ISP, as the case may be). 
0.136 The re-route server is implemented as follows. The 
e-mail re-route Server receives e-mails from the Internet and 
re-routes them according to the rules described above. The 
e-mail Server is based on known, robust, Internet e-mail 
server architectures. Preferably, the re-route server is one or 
more Unix-based machines running the Sendmail mail Soft 
ware. In addition to typical e-mail processing, the re-route 
Server's mail Software performs additional, optional opera 
tions. These additional operations include: 

0.137 interfacing to the re-route subscriber database/ 
tables to query information on Subscriber preferences 
(status, spam filtering, Sender notification, Virus check 
ing, etc.) 

0.138 interfacing to the re-route subscriber database/ 
tables to insert information about current events (e-mail 
Status, Sender, date, etc.). This information will be used 
for billing and report generation. 

0139 Additional e-mail processing (spam filtering, 
virus checking, Sender notification, etc.) Hardware 
requirements depend on the number of customers, 
however as an example, a System that handles a mod 
erate number of re-route Subscribers includes a Sun 
Server running the Solaris (Unix) operating System. 

0140. A database server holds information about each 
customer, and about the e-mails received by the mail re 
route server. This information is used for billing and report 
generation. The database Server is based on known, robust, 
database server architectures. Preferably, this server is a 
Unix-based machine running Oracle or MySQL database 
Server Software. 

0.141. The present invention has been described in terms 
of a number of preferred embodiments. However, it will be 
understood by those of ordinary skill in the art that various 
modifications and improvements may be made to the inven 
tion as described, without departing from the Scope of the 
invention. The scope of the invention is limited only by the 
appended claims. 

1-64. (canceled) 
65. A method or re-routing e-mail So as to provide 

transition between providers via an independent re-route 
Server, the method comprising: 

a recipient registering with the re-route Server that is 
independent of the recipient's old provider, 

the re-route Server Sending a re-route request to the old 
provider; 
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the old provider receiving and processing the re-route 
request, and 

the old provider re-routing e-mail for the recipient to a 
new provider after the receipt and processing of the 
re-route request. 

66. The method or re-routing e-mail of claim 65, wherein: 
the re-route Server Sending a re-route request to the old 

provider further comprises the re-route Server Sending 
a new address for the recipient to the old provider. 

67. The method of re-routing e-mail of claim 66, wherein 
the new address for the recipient comprises the address of 
the new provider at which the recipient is located. 

68. The method of re-routing e-mail of claim 66, wherein 
the new address for the recipient comprises the address of 
the re-route Server. 

69. The method of re-routing e-mail of claim 66, further 
comprising the old provider maintaining a “FROM’ account 
for the recipient; 

inserting a “...forward” file comprising a “to account 
comprising the new address for the recipient; and 

forwarding e-mail for the recipient to the new address 
when it is received at the old provider. 

70. The method of re-routing e-mail of claim 66, further 
comprising the old provider maintaining and aliasing a 
FROM account for the recipient with an alias entry com 
prising the new address for the recipient; and 

forwarding e-mail for the recipient to the new address 
when it is received at the old provider. 

71. The method of re-routing e-mail of claim 70, wherein 
the alias entry is Stored in a look up table. 

72. The method of re-routing e-mail of claim 66, further 
comprising the old provider maintaining an X.500 database; 

inserting a “to” account entry into the X.500 database 
comprising the new address of the recipient; and 

forwarding e-mail to the new address when it is received 
at the old provider. 

73. The method of re-routing e-mail of claim 66, further 
comprising maintaining a DNS table to which the new 
address comprising a “to account entry is written; and 
forwarding e-mail to the new address when the DNS table is 
accessed. 

74. The method of re-routing e-mail of claim 66, further 
comprising: 

Writing a “to account comprising the new address for the 
recipient to a private alias file; 

passing e-mail for other recipients whose addresses are 
not in the private alias file to e-mail software of the 
providers, and 

forwarding e-mail for the recipient to the “to” account for 
the recipient. 

75. The method of re-routing e-mail of claim 66, wherein 
the new address for the recipient is in Internet Protocol 
version 6 (IPv6) format; and 

further comprising forwarding e-mail for the recipient to 
the new address when it is received at the old provider. 

76. The method of re-routing e-mail of claim 66, further 
comprising: the re-route Server generating a Statistical record 
of the re-route request. 
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77. The method of re-routing e-mail of claim 76, wherein 
the generated Statistical record includes information regard 
ing the old provider and the new provider. 

78. The method of re-routing e-mail of claim 76, wherein 
the generated Statistical record includes information indicat 
ing customer chum. 

79. The method of re-routing e-mail of claim 76, wherein 
the generated Statistical record is added to an aggregated 
register of from and to data for a plurality of users. 

80. The method of re-routing e-mail of claim 66, wherein 
the old provider automatically forwards e-mail directed to an 
old address at the old provider to the new address, consistent 
with Simple-mail Transfer Protocol. 

81. The method of re-routing e-mail of claim 66, wherein 
the old provider comprises an old ISP and the new provider 
comprises a new ISP. 

82. A method of re-routing e-mail comprising: 

receiving at a re-route Server an e-mail addressed by the 
Sender to a recipient, the overall e-mail address com 
prising an old address of the recipient at an old provider 
and a re-route extension to the e-mail address desig 
nating the re-route Server; 

checking at the re-route Server to determine if the recipi 
ent is a re-route customer, and 

forwarding the e-mail to a new address associated with 
the recipient if the recipient is a re-route customer. 

83. The method of re-routing e-mail of claim 82, wherein 
the receiving and processing further comprises the re-route 
Server checking if a re-route extension is present in the 
overall e-mail address, and 

ceasing further processing if no re-route extension is 
present. 

84. The method of re-routing e-mail of claim 82, further 
comprising passing the e-mail through to the old address if 
the recipient is not a re-route customer. 

85. A method of re-routing e-mail comprising: 

receiving, at a re-route Server, a query from a Sending 
computer for an e-mail address of a recipient; 

determining, at the re-route Server, if an e-mail address for 
the recipient is available; 

forwarding from the re-route Server e-mail Sent by the 
Sending computer to the recipient at the e-mail address, 
in the event that an e-mail address for the recipient is 
available. 

86. The method of re-routing e-mail of claim 85, wherein 
the query comprises a query under the lightweight directory 
access protocol (LDAP). 

87. A method of re-routing e-mail comprising: 

receiving, at a re-route Server, a query from a Sending 
computer for an e-mail address of a recipient; 

determining, at the re-route Server, if an e-mail address for 
the recipient is available; 

in the event that an e-mail address for the recipient is 
available, the re-route Server providing Such address to 
the Sending computer for the Sending computer to 
re-address the e-mail to the recipient at the e-mail 
address. 
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88. The method of re-routing e-mail of claim 87, wherein 
the query comprises a query under the lightweight directory 
access protocol (LDAP). 

89. A method of re-routing e-mail comprising: 
obtaining assignment of mail eXchange authority from an 

old provider to a re-route Server, 
receiving, at the re-route Server, e-mail addressed to 

Subscribers at the old provider; 
comparing the addresses of the Subscribers to a re-route 

customer list, the re-route customer list comprising new 
e-mail addresses for re-route customers, 

forwarding from the re-route Server e-mail addressed to 
re-route customers to the new e-mail addresses, and 

passing the e-mail through the re-route Server to the old 
provider if the Subscriber is not a re-route customer. 

90. A method for re-routing e-mail comprising: 
creating a mail eXchange re-route directory in a re-route 

Server comprising an entry for a recipient's new e-mail 
address mapped to an old e-mail address of the recipi 
ent, 

periodically distributing the re-route directory from the 
re-route Server to providers for forwarding e-mail from 
the old e-mail address of the recipient to the new e-mail 
address of the recipient, the e-mail being addressed to 
the recipient using the user portion and the fully 
qualified domain name portion of the e-mail address. 

91. A method for re-routing e-mail comprising: 
creating a mail eXchange re-route directory in a re-route 

Server comprising an entry for a recipient's new e-mail 
address mapped to an old e-mail address of the recipi 
ent, 

periodically distributing updates to the re-route directory 
from the re-route server to providers for forwarding 
e-mail from the old e-mail address of the recipient to 
the new e-mail address of the recipient, the e-mail 
being addressed to the recipient using the user portion 
and the fully qualified domain name portion of the 
e-mail address. 

92. An apparatus for handling, through a network, an 
e-mail message addressed by a Sender to an address at an old 
provider, the apparatus comprising: 

a re-route Server connected to the network, the re-route 
Server comprising: 

a proceSSOr, and 

a memory, in addressable communication with the pro 
ceSSor, the memory embodying Software instructions 
adapted to enable the processor to perform: 

registering, at a re-route Server, a request from an e-mail 
recipient tore-route the recipient’s e-mail; 

accessing and downloading to the re-route Server e-mail 
for the recipient Stored at the old provider; and 

forwarding the downloaded e-mail from the re-route 
Server to a new address for the recipient. 

93. The apparatus of claim 92, wherein the software 
instructions are further adapted to enable the processor to 
perform: 
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transmitting from the re-route Server a Sender notification 
to Senders of the e-mail being forwarded. 

94. The apparatus of claim 93, wherein the sender noti 
fication includes the recipient's new e-mail address. 

95. The apparatus of claim 93, wherein the sender noti 
fication includes an embedded link to a web site associated 
with the re-route Server, the Web Site providing the Sender 
with the recipient's new e-mail address. 

96. The apparatus of claim 93, wherein the sender noti 
fication includes only a notification that the recipient's 
e-mail address has changed. 

97. The apparatus of claim 92, wherein the old provider 
comprises an old ISP. 

98. A method of re-routing e-mail comprising: 
registering, at a re-route Server, a request from an e-mail 

recipient to re-route the recipient's e-mail; 
Sending the re-route request from the re-route Server to an 

old provider; 
receiving at the re-route Server e-mail for the recipient 

that was bounced by the old provider when the recipi 
ent no longer has an e-mail address at the old provider; 

forwarding the bounced e-mail to a new address for the 
recipient; and 

transmitting from the re-route Server a Sender notification 
to Senders of the e-mail being forwarded. 

99. The method of re-routing e-mail of claim 98, wherein 
the sender notification is formed to include the recipients 
new e-mail address. 

100. The method of re-routing e-mail of claim 98, wherein 
the Sender notification is formed to include an embedded 
link to a web site associated with the re-route server, the web 
Site providing the Sender with the recipient's new e-mail 
address. 

101. The method of re-routing e-mail of claim 98, wherein 
the Sender notification is formed to include only a notifica 
tion that the recipient's e-mail address has changed. 

102. The method of re-routing e-mail of claim 98, wherein 
the old provider comprises an old ISP. 

103. An apparatus for handling, through a network, an 
e-mail message addressed by a Sender to an address at an old 
provider, the apparatus comprising: 

a re-route Server connected to the network, the re-route 
Server comprising: 

a proceSSOr, and 

a memory, in addressable communication with the pro 
ceSSor, the memory embodying Software instructions 
adapted to enable the processor to perform: 

registering, at the re-route Server, a request from an e-mail 
recipient to re-route the recipient's e-mail; 

Sending the re-route request from the re-route Server to the 
old provider; 

receiving at the re-route Server e-mail for the recipient 
that was bounced by the old provider when the recipi 
ent no longer has an e-mail address at the old provider; 

forwarding the bounced e-mail to a new address for the 
recipient; and 

transmitting from the re-route Server a Sender notification 
to Senders of the e-mail being forwarded. 
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104. The apparatus of claim 103, wherein the sender 
notification includes the recipient's new e-mail address. 

105. The apparatus of claim 103, wherein the sender 
notification includes an embedded link to a web site asso 
ciated with the re-route Server, the Web Site providing the 
Sender with the recipient's new e-mail address. 

106. The apparatus of claim 103, wherein the sender 
notification includes only a notification that the recipient's 
e-mail address has changed. 

107. The apparatus of claim 103, wherein the old provider 
comprises an old ISP. 

108. A method of re-routing e-mail comprising: 

receiving at an old provider from a re-route Server a 
re-route request by a recipient to re-route the recipient's 
e-mail; 

the old provider processing the re-route request; 

the old provider bouncing mail for the recipient to the 
re-route Server when the recipient no longer has an 
e-mail address at the old provider for forwarding on by 
the re-route Server to a new address for the recipient; 
and 

transmitting from the old provider a Sender notification to 
Senders of the e-mail being forwarded. 

109. The method of re-routing e-mail of claim 108, 
wherein the Sender notification is formed to include the 
recipient's new e-mail address. 

110. The method of re-routing e-mail of claim 108, 
wherein the Sender notification is formed to include an 
embedded link to a web site associated with the re-route 
Server, the web site providing the Sender with the recipient's 
new e-mail address. 

111. The method of re-routing e-mail of claim 108, 
wherein the Sender notification is formed to include only a 
notification that the recipient's e-mail address has changed. 

112. The method of re-routing e-mail of claim 108, 
wherein the old provider comprises an old ISP. 

113. The method of re-routing e-mail of claim 108, further 
comprising: 

transmitting from the re-route Server a Sender notification 
to the Sender. 

114. The method of re-routing e-mail of claim 113, 
wherein the Sender notification is formed to include the 
recipient's new e-mail address. 

115. The method of re-routing e-mail of claim 113, 
wherein the Sender notification is formed to include an 
embedded link to a web site associated with the re-route 
Server, the web site providing the Sender with the recipient's 
new e-mail address. 

116. The method of re-routing e-mail of claim 113, 
wherein the Sender notification is formed to include only a 
notification that the recipient's e-mail address has changed. 

117. The method of re-routing e-mail of claim 108, 
wherein the old provider comprises an old ISP. 

118. An apparatus for handling, through a network, an 
e-mail message addressed by a Sender to an address at an old 
provider, the apparatus comprising: 

a re-route Server connected to the network, the re-route 
Server comprising: 
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a proceSSOr, and 

a memory, in addressable communication with the pro 
ceSSor, the memory embodying Software instructions 
adapted to enable the processor to perform: 

receiving at a re-route Server an e-mail addressed by the 
Sender to a recipient, the overall e-mail address com 
prising an old address of the recipient at an old provider 
and a re-route extension to the e-mail address desig 
nating the re-route Server; 

checking at the re-route Server to determine if the recipi 
ent is a re-route customer, and 

forwarding the e-mail to a new address associated with 
the recipient if the recipient is a re-route customer. 

119. The apparatus of claim 118, wherein the software 
instructions are further adapted to enable the processor to 
perform: 

transmitting from the re-route Server a Sender notification 
to the Sender. 

120. The apparatus of claim 119, wherein the sender 
notification includes the recipient's new e-mail address. 

121. The apparatus of claim 119, wherein the sender 
notification includes an embedded link to a web site asso 
ciated with the re-route Server, the Web Site providing the 
Sender with the recipient's new e-mail address. 

122. The apparatus of claim 119, wherein the sender 
notification includes only a notification that the recipient's 
e-mail address has changed. 

123. The apparatus of claim 118, wherein the old provider 
comprises an old ISP. 

124. A method of re-routing e-mail comprising: 
receiving at a re-route Server e-mail forwarded by an old 

provider; 
checking at the old provider if a universal re-route Symbol 

is present in the local part of the e-mail address of the 
received e-mail, if the recipient is not a Subscriber of 
the old provider; 

checking at the re-route Server if the recipient of the 
received e-mail is a registered customer of the re-route 
Server; and 

forwarding the received e-mail to a new address associ 
ated with the recipient, in the event that a universal 
re-route symbol is present and that the recipient is a 
registered customer of the re-route Server. 

125. The method of re-routing e-mail of claim 124, further 
comprising: 

the re-route Server transmitting a Sender notification to the 
Sender. 

126. The method of re-routing e-mail of claim 125, 
wherein the Sender notification is formed to include the 
recipient's new e-mail address. 

127. The method of re-routing e-mail of claim 125, 
wherein the Sender notification is formed to include an 
embedded link to a web site associated with the re-route 
Server, the web site providing the Sender with the recipient's 
new e-mail address. 

128. The method of re-routing e-mail of claim 125, 
wherein the Sender notification is formed to include only a 
notification that the recipient's e-mail address has changed. 

129. The method of re-routing e-mail of claim 125, 
wherein the old provider comprises an old ISP. 
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130. An apparatus for handling, through a network, an 
e-mail message addressed by a Sender to an address at an old 
provider, the apparatus comprising: 

a re-route Server connected to the network, the re-route 
Server comprising: 

a proceSSOr, and 

a memory, in addressable communication with the pro 
ceSSor, the memory embodying Software instructions 
adapted to enable the processor to perform: 

receiving at a re-route Server e-mail forwarded by an old 
provider; 

checking at the old provider if a universal re-route Symbol 
is present in the local part of the e-mail address of the 
received e-mail, if the recipient is not a Subscriber of 
the old provider; 

checking at the re-route Server if the recipient of the 
received e-mail is a registered customer of the re-route 
Server; and 

forwarding the received e-mail to a new address associ 
ated with the recipient, in the event that a universal 
re-route symbol is present and that the recipient is a 
registered customer of the re-route Server. 

131. The apparatus of claim 130, wherein the software 
instructions are further adapted to enable the processor to 
perform: 

transmitting from the re-route Server a Sender notification 
to the Sender. 

132. The apparatus of claim 131, wherein the sender 
notification includes the recipient's new e-mail address. 

133. The apparatus of claim 131, wherein the sender 
notification includes an embedded link to a web site asso 
ciated with the re-route Server, the Web Site providing the 
Sender with the recipient's new e-mail address. 

134. The apparatus of claim 131, wherein the sender 
notification includes only a notification that the recipient's 
e-mail address has changed. 

135. The apparatus of claim 130, wherein the old provider 
comprises an old ISP. 

136. A method of re-routing e-mail comprising: 
Sending an e-mail message, via a Sending mail client, to 

an old address at an old provider, 
receiving, at the Sending mail client, a bounce message 

from the old provider indicating that the old address is 
not valid, 

prompting a user, at the Sending mail client, for a com 
mand to re-route the bounced e-mail message, 

resending the bounced e-mail message, in the event the 
user issues the command to re-route, this time 
addressed to a re-route Server for forwarding on to a 
new address for the recipient in the event that the 
recipient is a registered customer of the re-route Server. 

137. The method of re-routing e-mail of claim 136, the 
method further comprising: 

receiving, at the Sending mail client, a Sender notification 
from the re-route server. 

138. The method of re-routing e-mail of claim 137, 
wherein the Sender notification includes the recipient's new 
e-mail address. 
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139. The method of re-routing e-mail of claim 137, 
wherein the Sender notification includes an embedded link to 
a web site associated with the re-route Server, the Web Site 
providing the Sending mail client with the recipient's new 
e-mail address. 

140. The method of re-routing e-mail of claim 137, 
wherein the Sender notification is includes only a notification 
that the recipient's e-mail address has changed. 

141. The method of re-routing e-mail of claim 136, 
wherein the old provider comprises an old ISP. 

142. An apparatus for handling, through a network, an 
e-mail message addressed to an address at an old provider, 
the apparatus comprising: 

a computer connected to the network and implementing a 
Sending mail client, the computer comprising: 

a proceSSOr, and 

a memory, in addressable communication with the pro 
ceSSor, the memory embodying Software instructions 
adapted to enable the processor to perform: 

Sending an e-mail message, via the Sending mail client, to 
an old address at an old provider, 

receiving, at the Sending mail client, a bounce message 
from the old provider indicating that the old address is 
not valid, 

prompting a user, at the Sending mail client, for a com 
mand to re-route the bounced e-mail message, 

resending the bounced e-mail message, in the event the 
user issues the command to re-route, this time 
addressed to a re-route Server for forwarding on to a 
new address for the recipient in the event that the 
recipient is a registered customer of the re-route Server. 

143. A method for forwarding e-mail from a first e-mail 
account at a first Internet Service provider to a Second e-mail 
account at a Second Internet Service provider, comprising: 

logging into Said first e-mail account at Said first Internet 
Service provider; 

retrieving an e-mail message from Said first e-mail 
account at Said first Internet Service provider; and 

forwarding the retrieved e-mail message to Said Second 
e-mail account at Said Second Internet Service provider. 

144. A computer-readable medium carrying one or more 
Sequences of one or more instructions for forwarding e-mail 
from a first e-mail account at a first Internet Service provider 
to a Second e-mail account at a Second Internet Service 
provider, the one or more Sequences of one or more instruc 
tions including instructions which, when executed by one or 
more processors, cause the one or more processors to 
perform the following Steps: 

logging into Said first e-mail account at Said first Internet 
Service provider; 

retrieving an e-mail message from Said first e-mail 
account at Said first Internet Service provider; 

forwarding the retrieved e-mail message to Said Second 
e-mail account at Said Second Internet Service provider. 

145. A system for forwarding e-mail from a first e-mail 
account at a first Internet Service provider to a Second e-mail 
account at a Second Internet Service provider, comprising: 
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means for logging into Said first e-mail account at Said 
first Internet service provider; 

means for retrieving an e-mail message from Said first 
e-mail account at Said first Internet Service provider; 
and 

means for forwarding the retrieved e-mail message to Said 
Second e-mail account at Said Second Internet Service 
provider. 

146. A computer System configured to forward e-mail 
from a first e-mail account at a first Internet Service provider 
to a Second e-mail account at a Second Internet Service 
provider, comprising: 
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a proceSSOr, and 

a memory, in addressable communication with Said pro 
ceSSor, including Software instructions adapted to 
enable Said processor to perform the Steps of: 

logging into Said first e-mail account at Said first Internet 
Service provider; 

retrieving an e-mail message from Said first e-mail 
account at Said first Internet Service provider; and 

forwarding the retrieved e-mail message to Said Second 
e-mail account at Said Second Internet Service provider. 
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