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(57) Abstract: Example implementations relate to a domain join. An example
controller can remotely configure and authenticate a computing device within
a computing network to join a domain. In response to the configuration and
authentication, the controller can record to the computing device that the domain
join has been requested but not fulfilled. The computing device can be joined to
the domainbased on the domain join request record and in response to a restart of
the computing device and receipt of domain credentials at the computing device.
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DOMAIN JOIN

Background
(6001} A domain can be a group of computing devices on a network

administered under a same protocol. A domain join can include a user secursly

connecting to (joining™) a domain using network credentials.

Brief Description of the Drawings

[0002] Figure 1 illustrates a diagram of a computing system including a
processing resource, a memory resource, and a number of modules according to an
exampie;

18003] Figure 2 iHlustrales a diagram of a controller including a processing
resource, a memory resource, and an engine according to an example; and

[0004] Figure 3 illusirates a diagram of a method for joining a domain

according to an example.

Detailed Description

[C008] To join @ computing device to a domain, g user can be ingged on (o the
computing devics with a local administrator account or, if the user is logged on o the
computer with a user account that does not have local computer administrative
cradentials, oredentials for the local administrator account can be provided during
the process of joining the computing devics 1o the domain. I addition, 1o join the
computing device to the domain, a user may need an accourt in the domain. During
the process of joining the computing device o the domain, a user may be prompled
for user domain account credentials such as a user name and password.

18006] For exampls, in order 1o join a computing device 10 a domain such as
an Active Directory Domain Services domain, oredentials for a valid user within the
domain may be provided during the join process, and once the join has completad,
the user can log out of the computing device and log back into the computing device

as a domain user. The domain is not imited to an Active Directory Domain Service,
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such that the domain may be non-Windows-based, and/or a domain join can include
different groupings of computing devices that demand cradentials prior 1o joining the
domain,

[e007] In some approaches 10 a domain join, a usser may be physically at g
computing device that is joining a domain in order io faciitate the join. This can
prevent a computing device from being able 1o join the domain without user
intervertion. Depending on capabiiities of an associated remote managemsant
system, the associated remots management system may of may not be abls o
handie the join autonomousiy. For example, if the remote management system is
capable of delivering remote commands and/or mulating setlings, a join may be
possible, but since credentials ars involved, those credentials may be transferred,
stored, used, and deleted. Having to transfer, store, use, and then delets credentials
may pese a securily risk that may be undesirable for some computing device or
network users andior administrators,

(6008} Examples of the present disclosure can take advantage of craedentials
being provided in order 1o log into a computing device once the computing device is
joined to the domain. For instance, because the same credentials may be used (o
fog into the domain and join the domain, both the log in and the domain join can be
done at the same time. In some examples, a computing device can be instructed to
join the domain without a user (a.¢., an end user) having to facilitate it untii the entire
computing device is ready {0 be used. This can result in increased benefils as a
system deployment size increases. Forinstance, for a deployment of ten computing
devices, it may nottake a long time for an administrator 1o go to each computing
device and manually join it to the domain. However, for a system deployment of 100
computing devices, the process may be substantially slower, and can slow as more
and more computing devices are in the deployment and marked to configure.
Exampies of the present disclosure can instruct the compuling device to join the
domain at a later iime (e.g., when a user logs in o the computing device), which can
allow for more efficient delegation of the process, as a user of the computing device
can have the computing device join the domain when they log in.

[6009] Similarly, examples of the present disclosure can configure computing
devices using remote management without speciai processes. For instance, for a
computing device that is not domain joined, examples can allow for configuring the

computing device via remote management without user infervention. A system
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administrator can configure desired settings and deploy the settings to the computing
devices. in other approaches, in order to join a computing device (or computing
devices) to a domain, not only are the setlings configured and deploved, but each
computing device is manually joined. Examples of the present disclosure allow for
the domain join to occur as part of the setling configuration since it becomes g
setting in the present disclosure. Additional processes to join the domain, such as
manually joining it or storing and transporting credentials for the domain join may be
avoided in some examples of the present disclosure,

180107 Figure 1 illustrates a diagram of a computing system 180 including a
processing resource 182, a memory resource 184, and a number of modules 1886,
188 according to an example. The computing system 180 can utilize instructions
(2.g., software and/or firmware) hardware, and/or logic to perform a number of
functions including those described herein. The computing system 180 canbe a
combination of hardware and program instructions configured {o share information.
The hardware, for example, can include a processing resource 182 and/or a memory
resource 184 (e.g., computer readable medium (CRM), machine readable medium
{(MRM), etc., database, efc.).

[o011] A processing resource 182, as used herein, can include a processor
capable of executing instructions stored by a memory resource 184. Processing
resource 182 can be implemented in a single device or distributed across muitiple
devices. The program instructions {e.g., machine-readable instructions (MR} can
include instructions stored on the memory resource 184 and executable by the
processing resource 182 to implement a desired function {e.g., joining a domain).
[oo12] The memory resource 184 can be in communication with a processing
resource 182. A memory rescurce 184, as usad herein, can include memory
componenis capable of storing instructions that can be executed by processing
resource 182. Such memory resource 184 can be a non-transitory CRM or MRM.
Memory resource 184 can be integrated in a single device or distributed across
muitiple devices. Further, memory resource 184 can be fully or partially integrated in
the same device as processing resource 182 or it can be separate but accessible o
that device and processing resource 182, Thus, it is noted that the computing
system 180 can be implemented on a participant device, on a server device, on a
coliection of server devices, and/or a combination of the user device and the server

device.
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18013 The memory resource 184 can be in communication with the
processing resource 182 via a communication link (e.g., a path) 185, The
conmunication link 185 can be local or remote to a machine {(e.q., a computing
system) asscciated with the processing resource 182, Examples of a local
communication link 185 can include an electronic bus internal o a machine {e.g., a
computing system) where the memory resource 184 is one of volatile, non-volatile,
fixed, and/or removabie siorage medium in communication with the processing
resource 182 via the electronic bus.

[c014] A module and/or modules 186, 188 can include MRI that when
executed by the processing resource 182 can perform a number of functions
including those described herein. The number of modules 186, 188 can be sub-
modules of other modules. For example, the determination module 188 and the
overiay module 188 can be sub-modules and/or contained within the same
computing system. In another exampie, the number of modules 188, 188 can
comprise individual modules at separate and distinct locations (e.g., MRM, etc.).
18015] Each of the number of modules 186, 188 can include instructions that
when execuied by the processing resource 182 can function as a corresponding
engine. For example, the overlay module 188 can include instructions that when
executed by the processing resource 182 can function as an overlay engine, such as
overiay engine 236 illustrated in Figure 2.

[0018] in some examples, engines can be part of a system (not illustrated in
Figure 1) including a database, a subsystem, and the number of engines. The
subsystem can include the number of engines in communication with the database
via a communication link {e.q., link 285 as referenced in Figure 2). The system can
represent instructions and/or hardware of a network controller (e.g., controller 230 as
referenced in Figure 2, elc.).

(0017 The number of engines can include a combination of hardware and
programming o perform functions including those described herein. The instructions
can include instructions (e.q., software, firmware, ofc.) stored in a memaory resource
{e.g., CRM, MRM, etc.) as well as hard-wired program (e.g., logic).

[oco18] in some examples, the number of modules 188, 188 canbe used in a
sofiware-as-a-service delivery model. For instance, components of computing
system 180 can exist in a single computing system or mullinle computing systems

(e.g., disiributed). For example, a web server or other computing system that is
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trusted by the user can provide services to a server of individual data streams,
and/or act on behalf of the user as a processing agent for recovery.

[6019] Some examples of the present disclosure can fake advantage of
credentials being provided in order to log into a computing device once it has been
joined {0 a domain. Because the same credentials used to log into the domain can
be used for joining the compuling device to the domain, log in and domain join can
be done at the same time.

[8020] For instance, domain module 186 can include instructions that when
executed by the processing resource 182 can cause a computing system to remotely
configure and authenticate a plurality of computing devices within a computing
network to join a domain. Example domains can include, for instance, an Active
Directory Domain Services domain, Univention Corporate Server domain, Apache
Directory domain, or an Open LDAPF domain, among others. On a computing device
that is not joined {0 the domain, a user can configure the system to join and
authenticate against the domain. This can include manual configuration of the
computing device using a configuration utility or via remote management.

[G021] in such an example, instead of prompling for credentials, the
computing device can record a current state such that a domain join has been
requested, but has not vet been fulfilled. When the compuling device has been
restarted (e.g., logged out of its currently logged in user) either via a log out process
or a sysiem reboot, the compuling device can request a user to log in with their
domain credentials. When credentials are provided, the computing device can
determine if a domain join has been requested.

[o022] For example, system 180 can include instruclions executable to
determine if a request has been made for the computing device to join the domain in
response 1o receipt of the domain credentials. In response 10 a determination that
the request has not been made, the instructions can be executable to determine that
the request was previously fulfilled. Inresponse to a determination that the reqguest
has been made, the instructions can be executable to join the computing device to
the domain based on the remote configuration and authentication.

[0023] For instance, join module 188 can include instructions that when
executed by the processing resource 182 can cause a compuling system to join the

computing device to the domain based on the remote configuration and
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authentication. As noted, in some examples, the join can be in response 1o receipt
of domain credentials requested at one of the plurality of computing devices.

[0024] if a domain join has been reguested but not fulfilled, the domain join
can be processed with the provided credentials. If the join was successful, the
domain join request can be marked as completed. If no domain join has been
requested, an assumption can be made that a domain join request was already
fulfiied, and the computing device can proceed with the domain join login.

(0028} Figure 2 illustrates a diagram of an example coniroller 230 including a
processing resource 282, a memory resource 284, and a plurality of engines 231,
232, 234 according to an exampie. For example, the controiler 230 can be a
combination of hardware and instructions for joining a domain. The hardware, for
example can include a processing resource 282 and/or a memory rescurce 284
(e.q., MRM, CRM, daia store, etc.).

[0028] The processing resource 282, as used herein, can include a number of
processors capable of executing instructions stored by a memory resource 284. The
instructions (e.g., MRl can include instructions stored on the memory resource 284
and executable by the processing resource 282 to implement a desired funclion
{e.¢., joining & domain). The memory resource 284, as used hersin, can include a
number of memory components capable of storing non-transitory instructions that
can be executed by processing resource 282, Memory resource 284 can be
integrated in a single device or distributed across muitiple devices. Further, memory
resource 284 can be fully or partially integrated in the same device as processing
resource 282 or it can be separate but accessible {o that device and processing
resource 282, Thus, it is noted that the controller 230 can be implemented on an
electronic device and/or a collection of elaectronic devices, among other possibilities.
120271 The memory resource 284 can be in communication with the
processing resource 282 via a communication link (e.g., path) 285. The
communication link 285 can be local or remote {0 an elecironic device associated
with the processing resource 282. The memeory resource 284 includes engines (e.g.,
domain engine 231, record engine 232, join enging 234). The memory resource 284
can include more engines than illustrated o perform the various functions described
herein.

[0028] The engines 231, 232, 234 can include a combination of hardware and

instructions to perform a number of funclions described herein (e.g., joining &
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domain). The instructions (e.g., scftware, firmware, etc.) can be downlcaded and
stored in @ memory resource {e.g., MRM) as well as a hard-wired program {e.g.,
fogic), among other possibilities.

[06029] The domain engine 231 can remoiely configure and authenticale a
computing device within a computing network to join a domain. In some examples,
the computing device can be a thin client within a computing network; however
examples of the present disclosure are not limited to thin clients. Other example
computing device can include desktop computers or other devices within a network.
A thin client can include a compuiing device connected 1o a server from a remole
focation. Thin clients can be components of a broader computing infrastructure,
such as a network, where a plurality of thin clients shares computations with a server
or server farm. Put another way, a thin client can be a network computing device
without a hard disk drive acting as a terminal to the server. Example thin clients
include a computing terminal at a public library or a computing terminal at an airport
check-in area, among others.

180307 Remotely configuring and authenticating the computing device can
inciude remoiely arranging or ordering elements of the computing device to fit it for a
designated task and authenticating the computing device for a domain join upon log
in by a credentialed user. Forinstance, a domain join can be regquested, but not
fulfilled, and the record engine 232 can record o the computing device that the
domain join has been requested but not fulfilied in response {o the configuration and
authentication.

18031} Remotely configuring and authenticating the computing device can
include performing processes leading up to a domain join, but the performance can
stop short of joining the computing device 1o the domain. Rather, a request o join
the computing device to the domain is recorded or “flagged” in the computing device,
but the actual join is delayed. VWhile remote configuration and autheniication is
discussed herein, in some examples, the configuration and authentication can be
performed manually, for instance, by an administrator physically present at a
computing device reqguestad to join the domain.

[0032] The join engine can join the computing device to the domain based on
the domain join request record and in response 1o a restart of the computing device
and receipt of domain credentials at the computing device. For instance, when a

user logs in to the computing device with domain credentials, a determination can be
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made as to whether a request has been mads o join the compuling device o the
domain. If a request has been made, the domain can be joined in response to the
restart. The restart can include a log out and log on process of the computing device
and/or a system reboot of the computing device, for instance. A prompt may be
presented {0 g user via a user interface {e.¢., display} to log off or reboot the
computing device before the domain join.

[0033] Put another way, the controller can include instructions executable to
request the domain credentials for access to the domain in response to the restart of
the computing device and in response to the restart of the computing device and
receipt of the domain credentials at the computing device, join the computing device
to the domain. For instance, to join the domain, the computing device may undergo
a log out and log on process, a system reboot, and/or receipt of domain join
credentials.

[0034] Figure 3 illustrates a diagram of a method 300 for joining a domain
according to an example. Method 300, which can be performed by a computing
system 180 or a controller 230 as previcusly discussed herein, can aliow for a delay
in a demand for credentials until a user logs info a computing device reqguested {0
join a domain. In such an example, credential requests can be reduced from two
(2.g., administrator and user) {o one. Put ancther way, the user of the computing
device completes a domain join started by an administrator when the user logs into
the computing device with their credentials.

[0038] At 302, method 300 can include configuring and authenticaling a
plurality of thin client devices within a computing network 1o join a domain. For
instance, a request can be made 1o join the plurality of thin clients to a domain. In
some examples one, some, or all of the plurality of thin clients can be requested to
join the domain. Examples of the present disclosure can allow for one, some, or gl
of the plurality of thin clienis to be configured remotely such that configuration
settings are deploved and authentication is provided to each of the thin clienis
requested to ioin the domain, which can reduce or eliminate an administrator from
taking the time o go to each individual thin clients to manually configure and
authenticate the thin client.

[0038] At 204, method 300 can include recording io each of the plurality of thin

client devices that the domain join has been requested by not fulfilled. In response
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to the configuration and authentication, each thin client can be ready {0 join the
domain upon log in using domain join credentials.

[8037] At 208, method 300 can include determining which of the plurality of
thin client devices has jcined the domain. For instance, if a thin client has already
joined the domain, it may not need {0 be re-joined. Howsver, if one of the plurality of
thin clients is not joined to the domain, method 300, at 308, can include joining the
unjoined one of the plurality of thin client device {o the domain based on the
determination and the domain ioin request record. For instance, based on the record
on the one of the plurality of thin clients, a determination can be made that the thin
client has an outsianding reguest to join the domain, and upon receipt of a single
domain credential, the unjoined thin client can be joined to the domain. A single
domain credential, as used herein, can include a credential received by one user, but
may include multiple entries for the credential (e.q., username and password). For
instance, a single domain credential can include a user entering their credentials, but
not an administrator,

18038 in the foregoing detailed description of the present disclosure,
reference is made o the accompanying drawings that form a part hereof, and in
which is shown by way of Hlustration how examples of the disclosure can be
practiced. These examples are described in sufficient detaill to enable those of
ordinary skill in the art {o practice the exampies of this disclosure, and it is to be
understood that other examples can be utilized and that process, elecirical, and/or
structural changes can be made without departing from the scope of the present
disclosure.

[0035] The figures herein follow a numbering convention in which the first digit
corresponds to the drawing figure number and the remaining digits identify an
glement or component in the drawing. Elements shown in the various figures herein
can be added, exchanged, and/or eliminated so as to provide a number of additional
exampies of the present disclosure. In addition, the proportion and the relative scale
of the elements provided in the figures are intended to illustrate the examples of the

present disclosure, and should not be taken in a limiting sense.
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VWhat is claimed is:

1. A controller comprising a processing resource in communication with a
memory resource including instructions executable to:

remotely configure and authenticate a computing device within a computing
network o join a domain;

in response to the configuration and authentication, record to the computing
device that the domain join has been requested but not fulfiled; and

join the computing device {0 the domain based on the domain join request
record and in response to a resiart of the computing device and receipt of domain

credentials at the compuling device.

2. The controller of claim 1, wherein the computing device is a thin client.

3. The controller of claim 1, wherein the restart is a log out and log on process of

the computing device.

4. The controlier of claim 1, wherein the restart is system reboot of the

computing device.

5. The controlier of claim 1, wherein the instructions are further exacutable to:
request the domain credentials for access to the domain in response o the
restart of the computing device,; and
in response o the resiart of the computing device and receipt of the domain

credentials at the computing device, join the computing device to the domain.

6. A non-transitory machine-readable medium storing instructions executable by
a processing resource (o cause a computing system to:

remotely configure and authenticate a plurality of computing devices within a
computing network to join a domain; and

in response to receipt of domain credentials at one of the plurality of
computing devices, join the computing device {0 the domain based on the remote

configuration and authentication.

10
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7. The medium of claim 6, wherein the domain is an Active Directory Domain

Servicas domain.

8. The medium of claim 8, further comprising instructions executable to:
determine if a request has been made for the compuiing device to join the
domain in response {o receipt of the domain credentials; and
in response {0 a determination that the request has been made, join the
computing device to the domain based on the remote configuration and

authentication.

9. The medium of claim 8, further comprising instructions executable to:
determine if a request has been made for the compuiing device fo join the
domain in response {o receipt of the domain credentials; and
in response {0 a determination that the request has not been made, determine

that the request was previously fulfiled.

10. A method, comprising:

configuring and authenticating a plurality of thin client devices within a
computing network to join a domain;

recording to each of the plurality of thin client devices that the domain join has
been requestad but not fulfilled;

determining which of the plurality of thin client devices has joined the domain,
and

based on the determination and the domain join request record, join an
unjoined cne of the plurality of thin client devices to the domain in response o

receipt of a single domain credential.

1. The method of claim 10, wherein recording that the domain join has been
requested but not fulfilied further comprises delaying a domain credentials prompt at
the unjoined one of the plurality of thin client devices until the restart of the one of the

plurality of thin client devices.

11
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12. The method of claim 10, further comprising configuring and authenticating the

plurality of thin client devices to join the domain via remote management.

13. The method of claim 10, further comprising joining the unjoined one of the
plurality of thin client devices o the domain in response 1o a restart of the computing

device.

14.  The method of claim 10, further comprising:

joining the unjoined one of the plurality of thin client devices to the domain in
response 1o receipt of a single domain credential at the unjoined one of the plurality
of thin client devices based on the determination and the domain join request record;
and

joining a different unjoined one of the plurality of thin client devices to the
domain in response o receipt of a single domain credential at the different unjoined
one of the plurality of thin client devices based on the determination and the domain

join request record.

15, The method of claim 10, further comprising automatically configuring and
authenticating the plurality of thin client devices within the computing network 1o join

the domain.

12
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