
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2014/0159040 A1 

US 20140159040A1 

DMTRAKOPOULOS et al. (43) Pub. Date: Jun. 12, 2014 

(54) AUTHENTICATION USING GRAPHENE (52) U.S. Cl. 
BASED DEVICES AS PHYSICAL CPC .............. HOIL 23/573 (2013.01); H0IL 21/02 
UNCLONABLE FUNCTIONS (2013.01) 

USPC ............................................. 257/48; 438/800 
(71) Applicant: INTERNATIONAL BUSINESS 

MACHINES CORPORATION, 
Armonk, NY (US) (57) ABSTRACT 

(72) Inventors: CHRISTOS D. 
DIMITRAKOPOULOS, Baldwin The present disclosure relates to secure devices having a 
Place, NY (US); Dirk Pfeiffer, Croton physical unclonable function and methods of manufacturing 
on Hudson, NY (US); Joshua T. Smith, Such secure devices. One device includes at least one 
Croton on Hudson, NY (US) graphene layer representing a physical unclonable function 

and a measurement circuit for measuring at least one property 
(73) Assignee: International Business Machines of the at least one graphene layer. Another device includes at 

Corporation, Armonk, NY (US) least a first graphene layer and a second graphene layer rep 
resenting a physical unclonable function, where one of the 

(21) Appl. No.: 13/712,455 N s has been subjected to a variability enhance 
(22) Filed: Dec. 12, 2012 ment such that a measurable property is different for each of 

the layers. A method includes providing a substrate for a 
Publication Classification secure device and providing at least one graphene layer on the 

Substrate, the at least one graphene layer representing a physi 
(51) Int. Cl. cal unclonable function. The providing of the at least one 

HOIL 23/00 (2006.01) graphene layer includes applying at least one variability 
HOIL 21/02 (2006.01) enhancement to the at least one graphene layer. 

200 

230 

22 

260 

  

  

  

  



Patent Application Publication Jun. 12, 2014 Sheet 1 of 4 US 2014/O15904.0 A1 

&SS.g 
2 

se 

s O 3 3. 
(5) LeOuessel eoAepje).O. 

  





||| ||| ||| ||| 
Jun. 12, 2014 Sheet 3 of 4 

(EldWVXE) OOA HO TVNOIS BIO NO AVHHW And 

}|E||N?IOO 

Patent Application Publication 

  



Patent Application Publication Jun. 12, 2014 Sheet 4 of 4 US 2014/0159040 A1 

400 

PROVIDE 410 
SUBSTRATE/DE/INTEGRATED 

CIRCUIT 

PROVIDEAT LEAST ONE 420 
GRAPHENE LAYER 

- - - - - - - - - - - - |----------- - 

SUBJECT TO AT LEAST ONE in- 430 
VARIABILITY ENHANCEMENT 

- - - - - - - - - - - - T - - - - - - - - - m - 

- - - - - - - - - - - - ----------- - 

FORM SEED LAYER nu- 440 
- - - - - - - - - - - - T - - --- or m - - - - - - - 

- ----------- - 
FORMPASSIVATION LAYER -N- 450 

------------------------ - 

- - - - - - - - - - - - - - - - - - - - - - - - - 460 

INCLUDE MEASUREMENT CIRCUIT in 
T - - - - - m al- - 

------------------------ - 470 
| MEASURE AT LEAST ONE PROPERTY IN 1 

OF AT LEAST ONE GRAPHENELAYER 
TO DETERMINE SIGNATURE 

------------ T----------- - 

- - - - - - - - t ---- 

APPLY THRESHOLD TO SIGNATURE h- 480 
TO DERIVE KEY 

- - - - - - - - - - - - T - - - - - - - - - m -l 

END 495 

    

  



US 2014/O 159040 A1 

AUTHENTCATION USING GRAPHENE 
BASED DEVICES AS PHYSICAL 
UNCLONABLE FUNCTIONS 

FIELD OF THE DISCLOSURE 

0001. The present disclosure relates to device authentica 
tion, and more particularly to physical unclonable functions 
for integrated circuits. 

BACKGROUND OF THE DISCLOSURE 

0002 Hardware based “Root of Trust' is a fundamental 
building block for any secure computing system. Key ele 
ments of secure computing require authentication, sending 
data to an authorized source, and/or loading data onto a des 
ignated device. In general, cryptographic keys in binary code 
form the basis of securing data and bit streams. Typically, 
Such cryptographic keys are stored in non-volatile memory 
and are present on an integrated circuit (IC) at all times. If an 
attacker can extract the key from a device, the entire founda 
tion for secure computing is in jeopardy. For example, an 
attacker with physical access to the device can delayer a chip, 
and read out the stored code based on the state of the transis 
tors. Thus, securing cryptographic keys requires anti-tamper 
technologies, which may be relatively expensive and may 
therefore not be suitable for implementation in various 
devices like field programmable gate arrays (FPGAs), mobile 
devices, and sensors. 

SUMMARY OF THE DISCLOSURE 

0003 Embodiments of the present disclosure disclose 
secure devices and methods for manufacturing Such devices 
having physical unclonable functions. For example, in one 
embodiment a secure device having a physical unclonable 
function includes at least one graphene layer representing the 
physical unclonable function and a measurement circuit for 
measuring at least one property of the at least one graphene 
layer. Similarly, in another embodiment a secure device hav 
ing a physical unclonable function includes a Substrate and at 
least one graphene layer on the Substrate representing the 
physical unclonable function, the graphene layer having been 
subjected to at least one variability enhancement. Similarly, 
in another embodiment a secure device having a physical 
unclonable function includes a first graphene layer and a 
second graphene layer representing a physical unclonable 
function, where at least one of the first graphene layer and the 
second graphene layer has been Subjected to a variability 
enhancement such that a measurable property is different for 
each of the first graphene layer and the second graphene layer. 
0004. In a further embodiment, a method of manufactur 
ing a secure device having a physical unclonable function 
includes providing a first graphene layer, providing a second 
graphene layer and applying a variability enhancement to at 
least one of the first graphene layer and the second graphene 
layer such that a measurable property is different for each of 
the first graphene layer and the second graphene layer. The 
physical unclonable function is represented by at least the 
first and second graphene layers. In still another embodiment, 
a method of manufacturing a secure device having a physical 
unclonable function includes providing an integrated circuit 
comprising at least one graphene layer and including a mea 
Surement circuit in the integrated circuit that is configured to 
measure at least one property of the at least one graphene 
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layer for authenticating the secure device. The at least one 
graphene layer represents the physical unclonable function. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0005. The teachings of the present disclosure can be 
readily understood by considering the following detailed 
description in conjunction with the accompanying drawings, 
in which: 
0006 FIG. 1 illustrates a graph of experimental results for 
measuring properties of exemplary graphene devices, accord 
ing to embodiments of the present disclosure; 
0007 FIG. 2 illustrates an exemplary device, according to 
embodiments of the present disclosure; 
0008 FIG. 3 illustrates the operation of an exemplary 
measurement circuit, according to embodiments of the 
present disclosure; and 
0009 FIG. 4 is a flowchart of a method for manufacturing 
an exemplary device, according to embodiments of the 
present disclosure. 
0010. To facilitate understanding, identical reference 
numerals have been used, where possible, to designate iden 
tical elements that are common to the Figures. 

DETAILED DESCRIPTION 

0011 Embodiments of the present disclosure disclose 
secure devices having unique physical properties, or physical 
unclonable functions (PUFs), for authentication and key gen 
eration with several advantages. For example, an exemplary 
device may include a Substrate, die, or integrated circuit, 
having an array of one or more graphene layers that is used as 
a physical unclonable function. Each of the graphene layers 
may be situated between a source and a drain region to form 
various structures such as a resistor, a capacitor, a transistor, 
a diode, a logic gate and so forth. As described herein, Such 
structures are generally referred to as graphene devices or 
graphene-based physical unclonable functions. Exemplary 
secure devices may further include a measurement circuit for 
measuring at least one property of each of the graphene 
devices and/or graphene layers for deriving PUF values, 
which form a cryptographic key for authenticating the Secure 
device. 
0012. One of the principles behind a PUF is that the cryp 
tographic key(s) are not stored in binary form when the chip 
is powered down but are hidden in form of unique physical 
analog identifiers within the hardware so that the code can 
only be executed on a designated authorized uncompromised 
IC. Thus, when a circuit is turned on, the areas of the chip can 
be measured and the analog values converted into a binary 
code. However, if the chip is turned off, the binary code is not 
stored in any memory, but is implicit in the properties of the 
chip. Prior approaches to using physical unclonable functions 
for authentication and key generation focus on device struc 
tures that have been optimized during manufacturing to have 
reduced variability, since the usual intent is high performance 
and reproducibility. However, if an array of device(s) used to 
provide a physical unclonable function has a narrow variabil 
ity range close to a threshold of a measurement device used to 
compute a binary code from the physical unclonable function, 
any slight change over time and temperature may result in bit 
errors. For instance, a threshold can be applied to analog 
values representing a physical unclonable function in order to 
convert the signature to a binary representation. In this way, a 
key, such as in the form of a binary code, can be derived from 
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the signature, the key comprising an identifier that is unique to 
the device and that can be used for authenticating the device. 
However, it may be a particular problem when a particular 
analog value is close to a threshold. If the analog value 
changes, even slightly, then the signature can change. For 
instance, the value may be read as a one, whereas it should be 
read as a zero. It is possible to deal with this problem using bit 
error correction. However, this may reduce the security of the 
code because the greater redundancy and error tolerance in 
the code, the less reliable it is as a security mechanism. 
0013. In contrast to the foregoing, various embodiments of 
the present disclosure provide a graphene-based physical 
unclonable function having measurable properties, such as a 
resistance, which remainstable over time, temperature and/or 
other changing conditions. For example, one embodiment 
uses one or more graphene devices as a PUF to generate 
widely varied resistance(s), capacitance(s), Voltage response 
(S), etc. where these values remain stable over time and under 
various temperature conditions. Variation in graphene prop 
erties is pronounced even under the most controlled fabrica 
tion conditions, owing to its two-dimensional, all-surface 
nature. Once transferred onto a substrate surface or exposed 
to air, a number of molecules readily interact with or adsorb to 
graphene, altering its electrical properties in a Substantially 
random way. Thus, in one embodiment stability is imparted to 
one or more graphene layers by use of a passivation layer. By 
passivating the graphene with an appropriate material, the 
physical attributes associated with each individual graphene 
device, and hence the PUF “signature’ values, are preserved, 
enabling long-term stability. Additionally, processes that 
would generally be used to tamper with Such a device(s). Such 
as Scanning electron microscopy (SEM), can easily alter the 
properties of or destroy graphene, even if passivated. 
0014. It has been demonstrated that unpassivated 
graphene devices exhibit a systematic drop in resistance with 
increasing temperature. For instance, in one embodiment an 
increase in temperature from 27 degrees Celsius to 54 degrees 
Celsius resulted in an average resistance drop of 14 percent. A 
further increase in temperature to 80 degrees Celsius resulted 
in an additional three percent drop in resistance. The decrease 
in resistance appears to be caused by the loss of physisorbed 
molecules on the graphene Surface. In one embodiment, 
graphene devices subjected to a temperature pre-anneal in 
vacuum (e.g., 125 degrees Celsius for three hours) prior to the 
measurement without breaking vacuum exhibited a much 
narrower range of temperature variation. In particular, less 
than five percent variation in resistance was found over the 
temperature range of 29 degrees to 80 degrees Celsius. On the 
other hand, the same set of graphene devices retested after one 
week stored in a nitrogen-rich environment exhibited an aver 
age increase in resistance of 87 ohms per device. However, 
when a similar experiment was performed using a set of 
passivated graphene devices, the average temperature-depen 
dent change in resistance was found to be Small. These results 
are shown in FIG. 1. In addition, when the passivated 
graphene devices were retested after one week in a nitrogen 
rich environment, 66 percent of devices exhibited less than 26 
ohm variation from the week prior. The greater variation 
found for the remaining 34 percent of devices appears to have 
been due to incomplete passivation, as a consequence of the 
experimental nature of the setup. Thus, a higher yield is 
clearly expected for production stage passivated graphene 
devices according to embodiments of the present disclosure. 
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0015. One of the greatest advantages for graphene as a 
PUF material choice has also been one of the biggest barriers 
to graphene implementation as a high-speed material—a 
large degree of device-to-device variation in measurable 
properties of the graphene (e.g., a resistance). The nature of 
this variation originates from many factors, such as graphene 
exposure to chemical processing used in device fabrication, 
domain boundaries inherent in the growth process and the 
presence of terrace edges in the case of silicon carbide (SiC)- 
grown graphene that cause mobility variations. The fact that 
graphene is often only one or two atomic layers thick greatly 
amplifies device-to-device variability. Embodiments of the 
present disclosure purposefully exploit the variability of dif 
ferent properties of graphene to provide an array of one or 
more PUF devices. In various embodiments, other processes 
and techniques, such as hydrogen intercalation, molecular 
doping, device length/width scaling, contact metal variation, 
contact treatments, and the like are intentionally imple 
mented where further variations are required/desired. Thus, 
one embodiment may increase the variability by exposing one 
or more graphene layers to one or more varying ambient 
conditions during a manufacturing process. 
0016 Referring back to FIG. 1, in one embodiment the 
average resistance of exemplary graphene devices (the aver 
age PUF value) was found to be approximately 430 ohms. In 
one embodiment, the average value is used as a cutoff or 
threshold between Zeros and ones for a binary signature. It is 
desirable to have many devices with PUF values (e.g., resis 
tance values) which are not near to the cutoff to avoid bit flips. 
For instance, device 28 in FIG. 4 is close to the cutoff of 430 
ohms and may be categorized as a “Zero', along with all other 
devices with resistances above the cutoff. However, changes 
in time, temperature and other conditions may cause the 
resistance of device 28 to vary. If the resistance drops for 
device 28, it may then be read as a “one'. On the other hand, 
devices 13, 22 and 29, for example, exhibit desirable tem 
perature stability and are far from the cutoff. Thus, the resis 
tances of such devices are less likely to cross the threshold and 
to be involved in bit flips. Accordingly, in one embodiment 
variability-enhancing processes, such as those described 
above, yield graphene devices having a greater range vari 
ability in PUF values (e.g., resistance). In addition, in one 
embodiment, such graphene devices are passivated to provide 
stability, or to “lock-in the wide range of PUF values. 
0017. In one embodiment, a graphene-based PUF is inte 
grated with an integrated circuit (IC) chip as a back-end-of 
line (BEOL) add-in or on a SiC (or Si/SiC) carrier chip 
attached to the IC for hardware authentication. In one 
embodiment, in the BEOL approach, graphene is transferred 
onto an IC to avoid impacting front-end-of-line (FEOL) 
device components. Several techniques for graphene transfer 
are available as are known to those skilled in the art. In 
another embodiment, graphene is directly grown on chip, 
e.g., epitaxially on a SiC Substrate, via chemical vapor depo 
sition (CVD), and so forth. For instance, graphene based PUF 
device(s) and related circuitry can be fabricated separately on 
a SiC or Si/SiC carrier chip and attached to the IC. 
0018 To aid in understanding the present disclosure, FIG. 
2 illustrates a cross-section of an exemplary device 200 (e.g., 
an integrated circuit) related to embodiments of the present 
disclosure. In particular, device 200 includes a substrate or die 
260, which may be comprised of crystalline silicon (Si), 
germanium (Ge), SiGe, gallium arsenide (GaAs), or other 
semiconductors, as well as other materials for forming tran 
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sistors, logic gates, resistors, capacitors and other structures. 
In one particular embodiment the Substrate comprises silicon 
carbide (SiC). Although the example of FIG. 2 refers to a die 
260, the present disclosure is not so limited. For example, the 
die may be one of many dies that may be formed from a 
common Substrate. Thus, embodiments of the present disclo 
Sure may incorporate a Substrate prior to separation of mul 
tiple dies. The die 260, which forms part of the front end of the 
integrated circuit, may have a number of structures provided 
thereon, e.g., formed or placed thereon, Such as an array of 
one or more graphene devices, as well as a measurement 
circuit 220 which reads one or more physical properties of the 
graphene device(s) used for the PUF, as described in further 
detail below. As shown in FIG. 2, for ease of understanding 
there is one graphene device 210 comprising at least one 
graphene layer 214. In the embodiment of FIG. 2, the 
graphene device 210 comprises a resistor. In various other, 
further and different embodiments the graphene device may 
comprise any number of other similar structures, such as a 
capacitor, a transistor, a diode, and so forth, as well as more 
complex structures Such as logic gates, and the like. Thus, the 
graphene device 210 is shown by way of example only, and 
not limitation. In any case, in one embodiment the graphene 
device 210 comprises source/drain electrodes 212 coupled 
via at least one graphene layer 214. In one embodiment, the 
graphene layer 214 may be grown on a Substrate 260 (e.g., 
epitaxially on SiC using a temperature anneal to achieve 
thermal decomposition of the SiC and grow the graphene, by 
chemical vapor deposition (CVD) using a metal. Such as 
nickel or copper, via a laser anneal on SiC. and so forth). In 
another embodiment, the graphene layer 214 is grown off 
chip and physically transferred onto the substrate 260. 
0019. In one embodiment, the graphene device 210 may 
further include a seed layer 215 for the attachment or adhe 
sion of a passivation layer 217. For example, the seed layer 
215, or nucleation layer may comprise thermally or electron 
beam (e-beam) evaporated titanium (Ti) or aluminum (Al) for 
the attachment of a passivation layer 217. In one embodiment 
the titanium or aluminum is oxidized (e.g., TiO, Al2O). In 
one embodiment, the seed layer 215 has a thickness of 
approximately six to twelve angstroms. In another embodi 
ment, the seed layer 215 is formed by atomic layer deposition 
(ALD) and may comprise aluminum oxynitride (AlOxNy) or 
nitrous oxide (NO). In one embodiment, the ALD-formed 
seed layer is approximately one to two nanometers thick. In 
one embodiment, a temperature anneal is performed on the 
seed layer (e.g., at or above 300 degrees Celsius) prior to 
deposition of the passivation layer 217. Notably, a variety of 
materials adhere poorly to graphene. Thus, the presence of a 
seed layer 215 facilitates the use of a greater variety of mate 
rials in passivation layer 217 than would otherwise be pos 
sible. In addition, the seed layer 215 prevents interactions 
between the graphenelayer 214 and the passivation layer 217. 
which could otherwise result in undesirable shifts in the elec 
trical behavior (and hence the PUF value(s)) of the graphene). 
0020. In one embodiment, the passivation layer 217 is 
formed by way of an atomic layer deposition (ALD) process. 
In one embodiment, passivation layer 217 is approximately 
10-20 nanometers thick, e.g., 15 nanometers. Notably, the 
passivation layer 217 may reduce or eliminate the impact of 
physisorbed molecules on the graphene layer 214 in order to 
improve stability of the measurable properties of the 
graphene layer 214 and/or graphene device 210. In one 
embodiment, the passivation layer 217 comprises a high-k 
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dielectric material. Such as hafnium oxide (H?O), aluminum 
oxide (Al2O), tantalum oxide (TaOs) or titanium oxide 
(TiO). In a further embodiment, the passivation layer 217 
comprises silicon nitride (e.g., SiNa, or SiN.), which may be 
deposited by chemical vapor deposition (CVD) or a plasma 
enhanced CVD (PECVD). In another embodiment, the pas 
Sivation layer 217 comprises a multilayer, or composite bar 
rier. For example, the passivation layer 217 may comprise 
alternating layers of polyacrylate (polymer) films and inor 
ganic oxides, forming a barrier to the diffusion of water and 
oxygen. Similarly, the passivation layer 217 may comprise a 
buffer layer of a low-k polymer, such as NFC 1400-3CP. For 
instance, the buffer layer may be applied over the graphene 
layer 214 and/or the seed layer 215. A high-k dielectric, such 
as hafnium oxide may then be formed over the buffer layer. 
Notably, the use of a low-k buffer layer enhances carrier 
mobility of the graphene, Versus a direct graphene-dielectric 
interface. In still another embodiment, the passivation layer 
217 comprises a poly-para-Xylene polymer (also known as 
poly(p-xylene), a family of materials often referenced by the 
trade name “parylene'). Poly(p-xylene) is a useful moisture 
and dielectric barrier, which is well suited for use in the 
passivation of graphene. Although Parylene C is the most 
popular, in one embodiment, passivation layer 217 comprises 
Parylene D, due to its superior performance as a diffusion 
barrier. 

0021. It should be noted that exemplary materials and 
fabrication processes have been described in connection with 
seed layer 215 and/or passivation layer 217. However, the 
present disclosure is not limited to only these examples. Thus, 
in other, further and different embodiments, one or more 
additional processes and/or materials may be used. For 
example, the processes for forming seed and/or passivation 
layers may be different for transferred graphene versus 
graphene that is grown epitaxially or via another technique, 
e.g., by CVD or laser anneal. Moreover, while the presence of 
seed layer 215 and passivation layer 217 confers various 
advantages, exemplary graphene devices of the present dis 
closure may nevertheless omit seed layer 215 and/or passiva 
tion layer 217 and still fall within the scope of the disclosure. 
0022. The backend of device 200 is a multi-layer intercon 
nect structure which includes wiring for transporting signals 
between transistors in the front end and Supply Voltages, 
ground, and C4S (solder bumps), in the package. For example, 
the backend of a typical integrated circuit may include insu 
lating materials, e.g., dielectric 230, which may comprise a 
low-k dielectric material Such as borophosphosilicate glass or 
other low-k materials, and copper (Cu) or tungsten (Tu) wir 
ing formed in vias 240 and traces 250. As shown in FIG. 2, the 
graphene device 210 is connected to measurement circuit 220 
through wiring connections in the vias 240 and traces 250 in 
the backend interconnect structure. 

0023. According to various embodiments of the present 
disclosure, one or more graphene devices form the basis for a 
physical unclonable function. For example, in one embodi 
ment, the measurement circuit 220 may read one or more 
physical properties of an array of one or more graphene 
devices in order to determine a signature of the physical 
unclonable function. In the example of FIG. 2, measurement 
circuit 220 is only shown as being connected to a single 
graphene device 210. However, it should be understood that 
in various embodiments, a measurement circuit may be con 
nected to an array of two or more graphene devices, which 



US 2014/O 159040 A1 

collectively may be used as a PUF from which a signature 
may be derived for authenticating a device. 
0024. In one embodiment, the measurement circuit 220 
may measure a PUF value from the graphene device 210 (e.g., 
a resistance). For example, in the embodiment of FIG. 2, the 
measurement circuit 220 may apply a known current and 
measure the Voltage drop across the graphene device 210 to 
calculate a resistance according to Ohm’s law. In various 
embodiments, different forms of on chip measurement cir 
cuits may be employed. For example, an on chip measure 
ment device may comprise a Voltage controlled ring oscilla 
tor, or sensing device as is described in U.S. patent 
application Ser. No. 12/032,100, filed Feb. 15, 2008 (Publi 
cation No. 2009/0206821 published Aug. 20, 2009), which is 
incorporated by reference herein in its entirety. As mentioned 
above, in one embodiment a physical unclonable function 
value may be based on the resistance of the graphene. How 
ever, the resistance need not be directly calculated. For 
instance, in response to the application of a specific and 
known current, the resistance of the graphene will result in a 
particular Voltage (a Voltage response), which can be used to 
drive a ring oscillator. In other words, the PUF value may be 
based upon the Voltage response, without determining the 
underlying value of the resistance. It should be noted that in 
general, the specific form of the measurement circuits that 
may be used will depend upon the particular property of the 
graphene device(s) that are selected for use as a physical 
unclonable function (e.g., a resistance, a capacitance, and so 
forth). In any case, the measurable property, or the response of 
the graphene device 210 may be considered a signature of the 
graphene device 210 (in other words, a physical unclonable 
function). 
0025 FIG. 3 depicts the operation of an exemplary mea 
Surement circuit (e.g., measurement circuit 220 in FIG. 2) 
according to various embodiments of the present disclosure. 
In particular, the embodiment of FIG.3 may comprise an on 
chip measurement circuit (i.e., located within the integrated 
circuit itself. Such as on a die of the integrated circuit) that is 
configured to measure a Voltage response, resistance 
response, a capacitance response, etc. of one or more 
graphene devices formed on a Substrate (or die/integrated 
circuit) comprising a physical unclonable function. As shown 
in the left side of FIG. 3, a measurement circuit 300 includes 
a sensing circuit 310, a voltage controlled oscillator 320, a 
divider 330 and a counter 340. In one embodiment, the sens 
ing circuit 310 measures one or more graphene devices (e.g., 
PUF1, PUF2, PUF3 . . . PUFn, as shown in FIG. 3). The 
response(s) of the one or more graphene devices are used by 
the sensing circuit to convert the PUF value(s) into a voltage 
value, or values, which will influence the oscillation fre 
quency of the voltage controlled oscillator 320. In some 
embodiments, the output of the voltage controlled oscillator 
320, which may be representative of the PUF value(s) of one 
or more graphene devices being measured, is received by the 
divider 330. The divider 330 and the counter 340 convert the 
signal of the voltage controlled oscillator that is influenced by 
the PUF value via the sensing circuit into a digital value, or 
binary representation. For example, the PUF value correlates 
to the period, or the number of cyclesfoscillations in a given 
time, of the voltage controlled oscillator signal 320. The 
period is observed/determined by the counter 340 in order to 
decide ifa particular PUF value should be categorized as a “1” 
or a “0”. This process is repeated over one or more graphene 
devices to create a binary set. According to various embodi 
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ments, this binary set (also referred to herein as a code, or 
key), is used as a cryptographic key to authenticate a device. 
Notably, the code is never stored in binary form on the mea 
surement device. It should also be noted that although a 
binary based key is described, the present disclosure is not so 
limited. Namely, other, further, and different embodiments 
may be incorporated in a ternary based system, and the like. 
0026. In the right side of FIG. 3, the responses of various 
individual graphene devices are represented by the PUF val 
ues V of PUF1, V of PUF2, etc., in the first column. The PUF 
values will influence, through the sensing circuit 310, the 
number of oscillation periods produced by the Voltage con 
trolled oscillator 320, which will then be counted by the 
counter 340 to determine the binary value. The threshold for 
distinguishing the binary values can be set by the counter 340 
counting the oscillation periods. 
(0027. It should be noted that when the PUF value (Vpuf) is 
close to a cutoff (e.g., 3), changes in temperature and changes 
over time may cause the PUF value to fluctuate and therefore 
cause a bit error in the binary key. Thus, the further the PUF 
value of a particular PUF device can be made away from the 
cutoff, the less likely it is that time and temperature changes 
will cause the PUF value to cross the threshold and switch 
from a Zero to a one, or vice versa; hence, the more stable the 
binary key overtime. Nevertheless, to account for PUF values 
which maybe close to the threshold, one embodiment may 
also include a temperature sensor and circuitry implementing 
a temperature compensation algorithm to account for varia 
tions in operating temperature of the device. For example, 
PUF values may vary with respect to temperature over a range 
of interest. Thus, the temperature compensation algorithm 
may account for predictable changes to the PUF values with 
respect to a stable temperature reference. 
0028. In addition, although one example of an on chip 
measurement circuit is depicted and described in connection 
with FIG. 3, in other, further and different embodiments a 
measurement circuit may be employed that takes various 
other forms. For example, a measurement circuit may be 
employed such as that described in Suh, et al., “Physical 
Unclonable Functions for Device Authentication and Secret 
Key Generation”, Proceedings of the 44" Design Automation 
Conference, San Diego, Calif., June 2007, or U.S. patent 
application Ser. No. 12/032,100, filed Feb. 15, 2008 (Publi 
cation No. 2009/0206821 published Aug. 20, 2009), each of 
which is incorporated by reference herein in its entirety. 
0029. As mentioned above, in various embodiments, the 
variability in properties of graphene are purposefully 
increased from one graphene device to the next. In embodi 
ments of the present disclosure, various techniques are used 
to achieve the variability. For example, in one embodiment, a 
laser anneal process involves the application of an excimer 
laser to a silicon carbide substrate which forms a sheet or one 
or more layers of graphene on the Surface(s) to which the laser 
is applied. In order to increase the variability in measureable 
properties of the graphene, various conditions of the anneal 
can be varied. For example, the exciting laser wavelength, 
energy, beam width, pulse duration and otherlaser properties, 
as well as the duration of the anneal, can all be varied (e.g., 
from one graphene device to the next). 
0030. In one embodiment, graphene devices are fabricated 
using electron beam lithography to ensure Small geometrical 
device-to-device variability (to avoid attackers "guessing 
PUF values based upon differing dimensions). However, in 
other embodiments, variability of one or more components of 
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the graphene device may further beachieved through pattern 
ing processes, including lithography. For example, aspects of 
these processes can be varied (e.g., purposefully and/or ran 
domly) from the manufacture of one graphene device to the 
next. For instance, geometric variability through lithography 
will result in graphene sheets of different dimensions, which 
will likely exhibit varied and different resistance values, 
capacitance values, and so forth. Similarly, contact metal 
variation, contact treatment and the like may also be 
employed to enhance variability of a graphene device. For 
example, copper contacts are commonly used in the backend. 
However, other metals, such as nickel and palladium, with 
higher contact resistances have a naturally greater variation 
and would give rise to greater variability in the range of 
measured PUF values. Similarly, in one embodiment the con 
tact areas may be subjected to a plasma treatment and/or an 
anneal to create disorder and further enhance variability. 
0031. In still other embodiments, variability is increased 
by exposing or Subjecting the graphene to various ambient 
conditions during a manufacturing process, such as purpose 
fully varying the quantities of available dopant, the types of 
dopant, the ambient temperature, ambient oxygen levels, and 
the like. For example, in one embodiment the graphene is 
formed in the presence of hydrogen to effect hydrogen inter 
calation. The quantity of hydrogen, the duration of the expo 
Sure, the ambient temperature during exposure to hydrogen, 
and so forth can be varied from one graphene device to the 
next, resulting in full, partial or no intercalation. In general, 
intercalation decouples the graphene layer(s) from the SiC 
substrate. However, less than full decoupling will result in a 
greater range of electrical properties of graphene from device 
to device. In another embodiment, graphene is formed in the 
presence of ozone or perylene tetracarboxylic acid. For 
example, oZone is physisorbed on the Surface of graphene to 
form nucleation sites for dielectric deposition. By varying the 
quantity of OZone, the duration of oZone exposure, and other 
conditions, further variability of graphene devices can be 
achieved. In one embodiment, an oZone or oxygen plasma 
treatment creates disorder and flaking of the graphene in a 
Substantially random way, thereby increasing variability. 
0032. In some embodiments, for example in a large array, 
the location(s) of the graphene devices that are included in the 
PUF array can be varied, purposefully and/or randomly or 
otherwise, so that from one device to the next, the location(s) 
of the PUF are not necessarily the same. Thus, an attacker 
may not know where to look for a PUF signature going from 
chip to chip, increasing the difficulty of an attacker's task 
many-fold. However, in another embodiment, the locations of 
the graphene devices are not varied from one device to the 
next (to prevent attackers "guessing” which portions of the 
device are graphene-based PUF devices). In any case, any one 
of the above techniques, or a combination thereof, result in a 
wide range of purposeful variations, which may be substan 
tially random, in the physical and electrical properties of the 
graphene. This range of variations can be exploited in mea 
Suring one or more properties of the graphene device when 
used as a physical unclonable function, resulting in more 
stable keys derived therefrom, and thus less bit errors. In 
particular, when creating purposeful variation in an array of 
multiple graphene devices, Substantially unique signatures 
may be derived therefrom. 
0033. In addition, in various embodiments a measurement 
circuit is included on chip (i.e., on or in the same die? substrate 
as the graphene devices it is measuring). By placing the 
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measurement circuit on chip, it makes it more difficult to 
probe and access the PUF than where the measurement circuit 
is not part of the same IC. For example, to access the PUF (i.e., 
the one or more graphene devices) through delayering, the 
attacker will need to delayer the measurement circuit in addi 
tion to the graphene devices(s) themselves. This makes it 
more likely that the attacker will destroy either one or more of 
the graphene devices or the measurement circuit. However, 
the device will not function without both the gate structure(s) 
and the measurement circuit which derives the signature 
therefrom. Without the functioning measurement circuit, the 
attacker will not know how to convert the PUF value(s) to a 
binary signature. In addition, if the attacker tries to access the 
array of one or more graphene devices directly (e.g., through 
probing) it will inevitably alter the physical properties of one 
or more components Sufficiently enough (e.g., due to expo 
Sure to air, light/radiation, etc.) to change the signature and 
key, thereby rendering the device useless. In other words, to 
see the measurement circuit or PUF, it is likely that one or the 
other, or both, will be destroyed in the attack. Accordingly, 
Such embodiments of the present disclosure provide a tamper 
response. In other words, if an attacker tries to gain physical 
access to a PUF signature/key by delayering, probing, imag 
ing or other established failure analysis methods, the PUF 
and/or measurement circuit is altered or even destroyed in 
Such a way as to prevent regeneration of the key. In particular, 
experimental results show that graphene is particularly Sus 
ceptible to techniques involving radiation (e.g., tunneling 
electron microscopy (TEM), Scanning electron microscopy 
(SEM), x-ray, etc.). 
0034) For example, a set of graphene devices having an 
average total resistance of approximately 430 ohms exhibited 
stability (in resistance value) after exposure to 28 degree 
Celsius temperature for one week. However, several of the 
stable graphene devices were subjected to SEM (e.g., using 
an accelerating voltage of one kiloelectron volt and 5,000 
times magnification). The resistances dropped 100 to 300 
ohms or more. Suchchanges in the resistance (as well as other 
measurable properties) of the graphene, thereby change the 
signature and indicate that the device has been tampered with. 
0035 FIG. 4 illustrates a flowchart of a method 400 for 
creating a secure device having a physical unclonable func 
tion. In particular, exemplary steps of the method 400 may be 
performed in accordance with the above described embodi 
mentS. 

0036. The method 400 begins at step 402 and proceeds to 
step 410 where the method provides a substrate/die. For 
example, a Substrate? die may be the basis for one or more 
integrated circuits, each of which may comprise a front end 
layer of semiconducting silicon, gallium arsenide, germa 
nium and the like, along with other materials and/or combi 
nations thereof, and having formed therein a number of tran 
sistors, gates, nets, and the like. The integrated circuit may 
also comprise a number of backend layers including a dielec 
tric (e.g., a low-k dielectric) or other insulating materials, 
vias, traces, and wiring connecting various elements in the 
front end to each other, to ground, and to power sources, 
among other things. An exemplary integrated circuit is illus 
trated in FIG. 1 and described above. In one embodiment, the 
substrate comprises silicon carbide (SiC). 
0037. At step 420, the method 400 provides at least one 
graphene layer (or graphene device) on the Substrate. For 
example, the graphene layer may be formed on a silicon 
carbide substrate (e.g., by epitaxial growth, via CVD or via 
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other techniques known in the art). In another embodiment, 
the graphene layer may be formed elsewhere (e.g., in an 
aqueous solution) and transferred to the substrate. The fore 
going are given by way of example only and not limitation. 
Thus, any technique for forming one or more layers of 
graphene are suitable for implementation at step 420. The at 
least one graphene layer and/or other components of a 
graphene device may be deposited in structures or on planar 
Substrate formed by well known etching techniques. In addi 
tion, the at least one graphene layer may be formed in either 
a gate-first process or a gate-last process, as is known to those 
skilled in the art. Accordingly, in some embodiments the at 
least one graphenelayer is provided at the same time the given 
layer of an IC is fabricated, before adding any additional 
layers (e.g., backend layers, protective layers, etc.). 
0038. In various embodiments, the at least one graphene 
layer added at Step 420 is used as a physical unclonable 
function. For example, a measurement circuit can determine 
various physical properties of the at least one graphene layer 
and derive a signature and key therefrom. Accordingly, in 
some cases, steps 430-480 of the method 400 are performed 
following step 420. However, not all of these steps need be 
performed in an exemplary process for forming a secure 
device in accordance with the method 400. Thus, in some 
embodiments, following step 420 the method 400 proceeds to 
step 495, where the method ends. However, in some embodi 
ments, the method 400 proceeds to step 430. 
0039. At step 430, the method 400 subjects the at least one 
graphene layer to one or more variability enhancements. For 
example, the method 400 may expose the at least one 
graphenelayer to various quantities of one or more dopants or 
contaminants, such as OZone, PTCA, and the like, which may 
adsorb to or be physisorbed by the at least one graphenelayer. 
In addition, at step 430 the method 400 may further vary such 
things as the ambient temperature, oxygen levels, hydrogen 
levels, ozone levels and the like during a fabrication of the at 
least one graphene layer/graphene device. In one embodi 
ment, at step 430, the method may also perform one or more 
patterning processes on the at least one graphene layer, the 
contacts/electrodes connected by the at least one graphene 
layer, the Substrate, and/or other components of the graphene 
device. For example, a lithography process, reactive ion etch 
ing, chemical mechanical planarization, or one or more other 
CMOS (complementary metal oxide semiconductor) pro 
cessing techniques may be employed to create specific 
dimensions (e.g., length and width) of the at least one 
graphene layer, the size of the contacts and so forth. More 
specifically, parameters for the performance of each of these 
processes can be varied from manufacturing one graphene 
device to the next, providing further variability between the 
different graphene devices used for a PUF. 
0040. In one embodiment, the at least one graphene layer 
may be fabricated with channellengths tuned to coincide with 
a length just Smaller that the average size of graphene domain 
boundaries. Thus, in a set of graphene devices, each device 
will include either no domain boundaries or one boundary. 
This enhances the bimodal distribution of PUF values (e.g., 
resistances, Voltage responses, etc.) and helps to create a more 
clear separation of 0s and 1’s in the cryptographic key. In this 
regard, it should also be noted that the at least one graphene 
layer may purposefully comprise two layers, three layers, etc. 
In particular, the more layers in a single graphene device, the 
greater likelihood that a domain boundary will exist in the 
graphene somewhere between the source and drain. This 
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leads to further variability in the electrical properties of the 
graphene, and hence greater variability in the underlying PUF 
values. 
0041. In one embodiment, where a laser anneal is per 
formed to create the graphene layer, step 430 may modify 
various laser properties during the anneal, including beam 
width, wavelength, pulse duration, and the like, which leads 
to much variability in the properties of the at least one 
graphene layer (and hence the resulting graphene device). In 
Some embodiments, parameters of the laser anneal are varied 
from one graphene device to the next when fabricating an 
array of such devices for use as a PUF. For instance, the line 
width, beam energy and other factors can all be varied in 
performing anneals on different graphene devices. Further, in 
Some cases the laser anneal is applied to the underlying Sub 
strate, or even other layers, in the same manner as described 
above. This similarly leads to variations is different properties 
of the affected material (e.g., the underlying Substrate) Such 
as changes in the resistivity, and the like. In turn, this affects 
the variability in the measurable properties (e.g., the PUF 
value(s)) of a resulting graphene device. 
0042. In various embodiments, the variability enhance 
ments of step 430 are applied at the same time the at least one 
graphene layer is provided at Step 420 and/or at any other time 
during a fabrication process of a graphene device including 
the at least one graphene layer. For example, the oxygen level 
may be varied at the same time as performing a laser anneal on 
the Substrate to create the at least one graphene layer. 
0043. At step 440, the method 400 forms a seed layer. For 
example, a seed layer may be deposited or grown on the at 
least one graphene layer, as described in detail above. In one 
embodiment, the method 400 forms the seed layer, or nucle 
ation layer by thermal or electronbeam (e-beam) evaporation. 
In another embodiment, step 440 forms the seed layer by 
atomic layer deposition (ALD). In one embodiment, a tem 
perature anneal is performed on the seed layer at step 440 
(e.g., at or above 300 degrees Celsius) prior to proceeding to 
step 450 for the forming of a passivation layer. 
0044. At step 450, the method 400 forms a passivation 
layer. For example, a passivation layer may be deposited or 
grown on the seed layer and/or directly on the at least one 
graphene layer, as described in detail above. For instance, in 
one embodiment the method 400 forms the passivation layer, 
e.g., hafnium oxide (H?O), aluminum oxide (Al2O), tanta 
lum oxide (Ta-Os) or titanium oxide (TiO), by way of an 
atomic layer deposition (ALD) process. In a further embodi 
ment, the passivation layer, e.g., silicon nitride (e.g., SiNa, or 
SiN) is deposited by chemical vapor deposition (CVD) or a 
plasma-enhanced CVD (PECVD). In another embodiment, 
the passivation layer formed at step 450 comprises a multi 
layer, or composite barrier. For example, the passivation layer 
may comprise alternating layers of polyacrylate (polymer) 
films and inorganic oxides. Similarly, the passivation layer 
may comprise a buffer layer of a low-k polymer, such as NFC 
1400-3CP, a poly-para-xylene polymer, and so forth. 
0045. In some embodiments, the method 400 proceeds to 
step 460 where the method includes a measurement circuit on 
the substrate/die provided at step 410. Exemplary measure 
ment circuits are described above in connection with FIGS. 2 
and 3. 
0046. In some embodiments, following step 460 the 
method 400 proceeds to step 470 where the method measures 
at least one physical property of the at least one graphene 
layer to determine a signature. The measurements may be 
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performed using the measurement circuit added at Step 460. 
Specifically, in some embodiments, the measurement circuit 
is configured to measure/detect various properties of the at 
least one graphene layer as described above in connection 
with the exemplary measurement circuit 300 in FIG.3 or 220 
in FIG. 2. For instance, the method 400 may measure the 
Voltage response, resistance, capacitance, inductance, and 
other properties of the at least one graphene device provided 
at step 420 in order to derive a signature therefrom. The 
signature may comprise one or more analog values reflecting 
the responses of each of the one or more graphene devices to 
one or more applied signals. 
0047. Following step 470, the method 400 may further 
proceed to step 480 where the method applies a threshold to 
the signature to derive a key. For example, as mentioned 
above, the signature of the at least one graphene layer added 
at step 420 may comprise one or more analog waveforms 
representing the response(s) of the one or more graphene 
devices to applied signals. Accordingly, in one embodiment 
the method 400 derives a signature by using a counter to count 
the oscillations/period of the voltage controlled oscillator 
signal, or similar means. In another embodiment, the method 
400 determines a resistance at step 470 by applying a known 
current to the at least one graphene layer and measuring the 
Voltage across the at least one graphene layer. In addition, a 
threshold may be applied, such as shown in the examples of 
FIGS. 1 and 3, to derive a binary representation. In various 
embodiments, the set of binary representations that is output 
forms a key for the integrated circuit which may be used for 
cryptographic and authentication purposes, among other 
things. For instance, the key may be stored in random access 
memory (RAM). Thereafter, a processor may access the key 
from the RAM in order to perform various computations. 
Since RAM is volatile, when the device's power is shut off, 
the key is automatically erased from the RAM. Every time the 
device/chip is turned on, the key needs to be regenerated (e.g., 
by way of the method 400). It should be noted that although a 
binary based key is described, the present disclosure is not so 
limited. Namely, other, further, and different embodiments 
may be incorporated in a ternary based system, and the like. 
0048. At step 495, the method 400 ends. Accordingly, the 
steps of the method 400 produce a secure device comprising 
an integrated circuit having a physical unclonable function (in 
the form of one or more graphene layers/graphene devices 
which may be subject to one or more variability enhance 
ments). In some embodiments, the secure device includes a 
measurement circuit for purposes of extracting a key from the 
properties of one or more graphene devices that can be used 
for cryptographic and authentication purposes. 
0049. Although particular embodiments have been 
described above in connection with the method 400 above, it 
should be noted that other embodiments of the present dis 
closure are no so limited. For instance, although the method 
400 has been described in connection with certain exemplary 
materials, the method 400 is presented by way of example 
only and not limitation. Thus, in other, further and different 
embodiments, the method 400 may use alternative materials 
suitable for use a substrate, contact/electrode metals or other 
materials, and other components. Moreover, although the 
steps of the method 400 are listed in a particular order, as 
shown in FIG. 4, it should be noted that alternate embodi 
ments of the present disclosure may implement these steps in 
a different order. In addition, although the above description 
Sometimes refers to a single graphene device, embodiments 
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of the present disclosure specifically contemplate crypto 
graphic keys based upon multiple graphene devices. Thus, in 
one embodiment a first graphene layer (of a first graphene 
device) and the second graphene layer (of a second graphene 
device) are subjected to variability enhancements such that 
the first graphene layer and the second graphene layer each 
have different values for a measurable property for authenti 
cating the Secure device. 
0050. While various embodiments have been described 
above, it should be understood that they have been presented 
by way of example only, and not limitation. Thus, the breadth 
and scope of a preferred embodiment should not be limited by 
any of the above-described exemplary embodiments, but 
should be defined only in accordance with the following 
claims and their equivalents. In addition, although various 
embodiments which incorporate the teachings of the present 
disclosure have been shown and described in detail herein, 
those skilled in the art can readily devise many other varied 
embodiments that still incorporate these teachings. 

1. A secure device having a physical unclonable function, 
the secure device comprising: 

at least one graphene layer, wherein the at least one 
graphene layer comprises the physical unclonable func 
tion; and 

a measurement circuit, wherein the measurement circuit is 
configured to measure at least one property of the at least 
one graphene layer for authenticating the secure device. 

2. The secure device of claim 1, further comprising: 
a seed layer. 
3. The secure device of claim 2, wherein the seed layer 

comprises: 
titanium oxide or aluminum oxide for adhesion of a passi 

Vation layer. 
4. The secure device of claim3, wherein the titanium oxide 

or aluminum oxide comprises thermally evaporated or elec 
tron beam evaporated titanium or aluminum. 

5. The secure device of claim 2, wherein the seed layer 
comprises aluminum oxynitride or nitrogen dioxide. 

6. The secure device of claim 2, wherein the seed layer is 
formed by atomic layer deposition. 

7. The secure device of claim 1, further comprising: 
a passivation layer. 
8. The secure device of claim 7, wherein the passivation 

layer comprises a high-k dielectric. 
9. The secure device of claim8, wherein the high-k dielec 

tric comprises at least one of 
hafnium oxide; 
aluminum oxide; 
tantalum oxide; or 
titanium dioxide. 
10. The secure device of claim 7, wherein the passivation 

layer is formed by atomic layer deposition. 
11. The secure device of claim 7, wherein the passivation 

layer comprises silicon nitride. 
12. The secure device of claim 7, wherein the passivation 

layer is formed by chemical vapor deposition. 
13. The secure device of claim 7, wherein the passivation 

layer comprises a multilayer, the multilayer comprising at 
least one layer of a polyacrylate film and at least one layer of 
an inorganic oxide. 

14. The secure device of claim 7, wherein the passivation 
layer comprises a poly-para-Xylene polymer. 

15. The secure device of claim 1, further comprising: 
a buffer layer comprising a low-k polymer. 
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16. The secure device of claim 1, wherein the at least one 
layer of graphene has been Subjected to a variability enhance 
ment comprising at least one of 

an exposure to OZone; or 
an exposure to perylene tetracarboxylic acid. 
17. The secure device of claim 1, further comprising: 
a source electrode; and 
a drain electrode, wherein the at least one graphene layer is 

located between the source electrode and the drain elec 
trode. 

18. The secure device of claim 1, wherein the measurement 
circuit is configured to derive a signature having one or more 
physical unclonable function values from the at least one 
property. 

19. The secure device of claim 18, wherein the measure 
ment circuit is further configured to derive a binary key from 
the signature, wherein the binary key is derived from the 
signature via the measurement circuit by applying a threshold 
to the one or more physical unclonable function values. 

20. The secure device of claim 1, wherein the at least one 
property of the at least one layer of graphene that is measured 
by the measurement circuit comprises at least one of: 
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a resistance. 
a capacitance; 
an impedance; 
an inductance; 
a transmittance; or 
a Voltage response. 
21. A secure device having a physical unclonable function, 

the secure device comprising: 
a first graphene layer, and 
a second graphene layer, wherein at least one of the first 

graphene layer and the second graphene layer has been 
Subjected to a variability enhancement Such that a mea 
Surable property is different for each of the first graphene 
layer and the second graphene layer, wherein the physi 
cal unclonable function comprises at least the first 
graphene layer and the second graphene layer. 

22. The secure device of claim 21, wherein the variability 
enhancement comprises at least one of 

an exposure to oZone; or 
an exposure to perylene tetracarboxylic acid. 
23.-24. (canceled) 


