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SYSTEMS AND METHODS FOR DETECTING THREATS AND CONTRABAND IN
CARGO

CROSS-REFERENCE

The present specification relies on United States Patent Provisional Application Number

62/298,383, entitled "Tanker Content Assessment" and filed on February 22, 2016, for priority.

In addition, the present specification relates to United States Patent Application Number

14/739,329, entitled "X-Ray Inspection System That Integrates Manifest Data With

Imaging/Detection Processing" and filed on June 15, 2015, which is a continuation of United

States Patent Application Number 13/606,442, of the same title, filed on September 7, 2012, and

issued as United States Patent Number 9,1 11,331 on August 18, 2015, which, in turn, relies on

United States Patent Provisional Application Number 61/532,093, filed on September 7, 201 1, and

entitled "X-Ray Inspection System with Integration of Manifest Data with Imaging/Detection

Algorithms". The above-referenced applications are incorporated herein by reference in their

entirety.

FIELD

The present specification discloses systems for scanning objects and, more specifically,

systems for inspection of contents of tankers, containers and vehicles for identifying threat objects

and contraband.

BACKGROUND

Cargo containers need to be inspected at ports and other points of entry or transportation

to assess the quantity of contents, quality of contents, and any possible anomalies that may be

associated with the contents of these containers, including contraband such as explosives,

narcotics, currency, chemical and nuclear weapons. In addition, cargo container inspection is

useful for cargo manifest verification. A cargo manifest is a physical or electronic shipping

document that accompanies the cargo and provides important descriptive information about the

cargo, including bills of lading issued by the carrier or its representative(s), the shipment' s cosigner

and/or consignee, cargo description, amount, value, origin, and/or destination.

Current security systems are limited in their ability to detect contraband concealed in cargo.

Standard and advanced X-ray systems also have difficulty detecting anomalies in break-bulk



cargo. Computed Tomography (CT) based systems have been shown to be more suitable for the

difficult task of detecting aviation-threat explosives in luggage and, more recently, in larger

objects. However, the configuration of commonly employed CT systems prevents scaling the

system up to long objects such as large cargo containers, large skids and tankers.

The problem is further compounded by the fact that as a result of the image modulation

according to atomic numbers of various materials, it is common for X-ray imaging systems to

produce images with dark areas. Although these dark areas might indicate anomalies or presence

of threat materials, they yield little information about the exact nature of the anomaly or threat.

Also, radiographs produced by conventional X-ray systems are often difficult to interpret because

objects are superimposed. Therefore, a trained operator must study and interpret each image to

render an opinion on whether or not a target of interest, a threat, is present. Operator fatigue and

distraction can compromise detection performance, especially when a large number of such

radiographs is to be interpreted, such as at high traffic transit points and ports. Even with

automated systems, it becomes difficult to comply with the implied requirement to keep the

number of false alarms low, when the system is operated at high throughputs.

This difficulty of inspection is magnified when inspecting larger and oftentimes, cluttered

pallets, cargo containers, and cargo-carrying vehicles, such as tanker trucks, which are uniquely

designed to carry fluid/liquids or dry bulk loads. Current X-ray inspection systems may not

provide an accurate indication of the nature of anomalies present in tankers, which can, among

other indications be evidence of theft and/or dilution of tanker contents. An X-ray image itself is

insufficient to discern an amount, type, and quality of a commodity within a tanker. These

parameters are typically needed to verify a manifest corresponding to the truck, or to ensure that

there is no theft underway. There is thus added difficulty in inspection of tanker contents and

verification of the manifest.

In addition to reporting the quantity and quality of tanker contents, there is a need to

identify and report anomalies associated with the tanker contents. It should be noted that an

identified anomaly may end up being contraband as well.

Therefore, there is a need to provide an automated detection system that further includes

assistance tools to help operators improve their throughput by scrutinizing cargo images more

efficiently, thereby increasing detection and analysis speed. Additionally, an accurate automated

content detection and assessment system, such as those for tankers, is needed as a means of



preventing theft of tanker contents and as a tool for quality control. Such a tanker content

assessment can be a manifest verification tool, and may also have applications in cases when the

manifest is not useful. Such applications may include: use at a checkpoint where all passing

tankers are expected to be full or empty; to confirm that the tanker content is consistent with

expected contents (for example, contents are gasoline and not water); and to check for inner-

container alterations including possible alterations made to compartments, walls, and other inner

portions of a container/tanker that may be an indication of nefarious intents.

There is also a need for automated detection systems that include assistance tools for

detecting the presence specific contraband or threat items, such as currency, drugs, cigarettes and

firearms during non-intrusive X-ray imaging of vehicles and cargo. There is also a need for

algorithms for processing radiographic images that can be employed to characterize cargo and

provide estimates of cargo configuration, such as cargo weight and cargo dimensions, for assisting

the operators in detecting illegal items. There is further a need for detection algorithms that enable

detection of differences between sequential X-ray inspection images of the same object or vehicle,

so that changes in an object or vehicle may be tracked over time or distance traveled.

SUMMARY

The present specification discloses a method for verifying a type of a container, the method

comprising: obtaining a scanned image of the container; and, applying at least one pixel-value line

integral to the scanned image for verifying the type of container.

Optionally, obtaining the scanned image comprises obtaining an X-ray scanned image.

Optionally, applying the pixel-value line integral comprises obtaining pixel attenuation

values in a vertical direction at a fixed position within the scanned image. Obtaining pixel

attenuation values may further comprise indicating a shape of at least one edge of the container.

Optionally, the method comprises indicating the shape of the at least one edge to be at least one of

a rounded shape and a straight shape, wherein the indicating the rounded shape verifies the type

of container to be a tanker and the straight shape verifies the type of container to be a cargo

container.

The present specification also discloses a method for verifying contents of a tanker, the

method comprising: generating an X-ray image using an X-ray scanner; using said X-ray image,

detecting presence of contents within the tanker; using said X-ray image, determining a capacity



of the tanker; calculating a degree of fullness of the tanker based on said contents; and analyzing

the contents.

Optionally, detecting presence of contents comprises using a pixel attenuation value

threshold to determine a presence of contents within the tanker. Optionally, the pixel attenuation

value threshold is 2,500 for a low-energy channel of a 16-bit normalized dual-energy scanned

image.

Optionally, determining the capacity of the tanker comprises determining a bottom edge

and a top edge of the tanker. Optionally, the method comprises determining whether a lower edge

of the contents of the tanker coincides with the bottom edge of the tanker. Optionally, the method

further comprises using a pixel attenuation value threshold for determining the top edge of the

tanker. Optionally, the pixel attenuation value threshold is 10,000 for a low-energy channel of a

16-bit normalized dual -energy scanned image.

Optionally, calculating a degree of fullness comprises calculating a quantity of the contents

relative to the capacity of the tanker.

The method may comprises using X-ray attenuation characteristics for analyzing the

contents.

The present specification also discloses a method for identifying contraband in cargo, the

method comprising: generating a scanned image using a radiographic source; analyzing the

scanned image to compute features of said cargo; comparing the computed features of said cargo

using the features of known contraband stored in a database; calculating a probability of the cargo

features matching contraband features; and determining that the cargo matches contraband when

a value of said probability is more than a threshold value.

The contraband may comprise at least one of currency, drugs, cigarettes, and firearms.

The present specification also discloses a method of identifying firearms within

radiographic images of a conveyance carrying the firearms, the method comprising: obtaining from

a database a template image of a firearm; generating a radiographic image of the conveyance using

a radiographic source; comparing a set of predefined features of the template image with the

radiographic image to obtain image regions on the radiographic image comprising features

matching with the predefined features; filtering the obtained image regions of the radiographic

image to obtain a final set of image regions; classifying the final set of image regions for extracting



image properties to determine one or more regions indicating presence of a firearm; and marking

the one or more regions on the radiographic image to communicate an alarm.

Optionally, a template image of a firearm is a radiographic image of a firearm with minimal

background and no clutter or is based on the type of conveyance in which such a firearm is

transported.

The conveyance may be one of a cargo container, a vehicle, a trailer, a boat, a truck, a bus,

and a truck driver cab.

The present specification also discloses a method for estimating the weight of a cargo, the

method comprising: generating a scanned image of said cargo using a radiographic source;

analyzing the scanned image to convert image attenuations to effective organic and steel thickness;

determining an atomic density of said cargo; using said scanned image to generate material

thickness values and atomic density values for various positions in the cargo; using the material

thickness values and atomic density values to compute a weight at a given position in said cargo;

and adding the computed weight of all positions to obtain total weight of said cargo.

The present specification also discloses a method for estimating the average pallet size and

density in a cargo, the method comprising: generating a scanned image of said cargo using a

radiographic source; analyzing the scanned image to generate organic and steel thickness profiles

from image attenuation values; correcting the steel thickness profiles for background signal from

the cargo; fitting the organic and steel thickness profiles using optimized pallets of cargo; and

comparing the fitted profiles with known pallet data.

The present specification also discloses a method for automatically detecting anomalies in

a vehicle, using the sequential images of the same vehicle, the method comprising: scanning the

vehicle under inspection to generate a current scan image; identifying a most recent image of said

vehicle from a database, said image being a historical scan image; determining a transformation

that optimally maps the current scan image to the historical scan image; applying a normalization

function to intensity profiles of the current scan image and the historical scan image; comparing

intensity levels of said current scan image with intensity levels of said historical scan image on a

pixel-by-pixel basis; and identifying pixels representative of anomalies in the current scan image.

The aforementioned and other embodiments of the present specification shall be described

in greater depth in the drawings and detailed description provided below.



BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages of the present specification will be appreciated,

as they become better understood by reference to the following detailed description when

considered in connection with the accompanying drawings, wherein:

FIG. 1 is an illustration of a scanned image of a tanker, in accordance with an embodiment;

FIG. 2 is an exemplary flow chart illustrating a process of assessing contents of a tanker,

in accordance an embodiment;

FIG. 3 illustrates an exemplary output for a scanned image of a tanker;

FIG. 4 illustrates an exemplary architecture of a distributed inspection network that uses

non-intrusive X-ray scanning, according to one embodiment of the present specification;

FIG. 5 is a diagram presenting the overall system architecture of an exemplary imaging

system as described in an embodiment of the present specification;

FIG. 6 illustrates an exemplary dashboard for a service post, as employed in one

embodiment of the system described in the present specification;

FIG. 7 depicts an exemplary interface for presenting manifest information, as employed in

one embodiment of the system described in the present specification;

FIG. 8 shows an exemplary user interface screen for a data center, as employed in one

embodiment of the system described in the present specification;

FIG. 9 shows another exemplary user interface screen for a data center, as employed in one

embodiment of the system described in the present specification;

FIG. 10 is flowchart illustrating one process for preparing a features database, according

to one embodiment of the system described in the present specification;

FIG. 11 illustrates the use of the features database described with respect to FIG. 10 to

determine if cargo under inspection matches manifest information;

FIG. 12 illustrates the process of using the features database described with respect to FIG.

10 to determine if cargo under inspection matches the manifest, when there is more than one type

of cargo present in the shipment;

FIG. 13 illustrates how currently scanned images may be visually compared with images

from the database of the present specification to determine if cargo matches the manifest;

FIG. 14 illustrates the segregation of cargo into various cargo types based upon scanned

images;



FIG. 15 illustrates three different types of radiographic firearm images with each one

positioned in multiple orientations in three-dimensional space;

FIG. 16A illustrates an exemplary template of an assault rifle, in accordance with an

embodiment of the present specification;

FIG. 16B illustrates an exemplary template of a hand gun, in accordance with an

embodiment of the present specification;

FIG. 17 is a flowchart illustrating the steps of an advanced image processing method, in

accordance with an embodiment of the present specification;

FIG. 18A is an exemplary radiographic image of a cargo container comprising firearms

located throughout various orientations;

FIG. 18B illustrates an exemplary firearm template comprising a plurality of Maximally

Stable External Regions (MSER) features marked thereupon, in accordance with an embodiment

of the present specification;

FIG. 18C illustrates the radiographic image of FIG. 18A comprising a plurality of MSER

features marked thereon, in accordance with an embodiment of the present specification;

FIG. 18D illustrates an exemplary image obtained by comparing the MSER features

marked in FIG. 18C with those marked in FIG. 18B, in accordance with an embodiment of the

present specification;

FIG. 18E illustrates the radiographic image of FIG. 18A with markings representing

Speeded Up Robust Features (SURF), in accordance with an embodiment of the present

specification;

FIG. 18F illustrates a filtered version of the radiographic image shown in FIG. 18D after

application of a filtering method, in accordance with an embodiment of the present specification;

FIG. 18G illustrates a radiographic image of a cargo container after application of a marker

box, in accordance with an embodiment of the present specification;

FIG. 19 illustrates an exemplary mobile inspection system, to which the methods of the

present specification may be applied;

FIG. 20 illustrates an exemplary mobile inspection system in deployed mode, which may

use the methods of present specification for automatic detection of threats and contraband;

FIG. 2 1 is a flowchart illustrating a method of detecting currency, according to one

embodiment of the system described in the present specification;



FIG. 22 is flowchart illustrating one process for preparing a features database, according

to one embodiment of the system described in the present specification;

FIG. 23 illustrates the use of the features database described with respect to FIG. 22 to

determine if cargo under inspection carries a specific contraband;

FIG. 24 shows an exemplary case of use of an empty container verification tool;

FIG. 25A shows an example of a uniform cargo;

FIG. 25B shows an example of a non-uniform cargo;

FIG. 26 shows an exemplary case of anomaly detection in periodic cargo;

FIG. 27 illustrates an exemplary image with pallet counting;

FIG. 28 illustrates how scanned images may be visually compared with images from a

database to determine if cargo matches the manifest, according to one embodiment of the present

specification;

FIG. 29 is a flowchart illustrating a method of automatic threat detection, in accordance

with one embodiment;

FIG. 30A illustrates a historic image of a vehicle acquired by an inspection system;

FIG. 3OB illustrates the current image of the vehicle of FIG. 3OA;

FIG. 30C illustrates the difference between the historic image and current image of a

vehicle;

FIG. 30D illustrates contraband in an acquired and processed image;

FIG. 30E illustrates an image with a contraband item marked for display;

FIG. 31 illustrates an exemplary screen of an operator interface, according to one

embodiment of the present specification;

FIG. 32 illustrates how the current and historic vehicle images may be used for

identifying changes in the vehicle structure over time;

FIG. 33 illustrates the use of vehicle images for identifying changes in cargo contents

over a traveled distance;

FIG. 34 illustrates another example of the use of vehicle images for identifying changes

in cargo contents over a traveled distance;

FIG. 35 is a flowchart illustrating an exemplary method of characterizing cargo by

estimating cargo weight, according to one embodiment;



FIG. 36 is a flowchart illustrating an exemplary method of characterizing cargo by

estimating pallets size and density, according to one embodiment;

FIG. 37 illustrates a scan image of a cargo container, according to one embodiment;

FIG. 38A is a graph illustrating a linear fit to steel thickness as a function of attenuation

counts;

FIG. 38B is a graph illustrating the accuracy in predicting steel thickness as a function of

attenuation counts;

FIG. 39A illustrates an exemplary plot of the attenuations for 3.5" thick steel at different

positions along the detector array;

FIG. 39B illustrates an exemplary plot of the attenuations for 7" thick steel at different

positions along the detector array;

FIG. 40 shows a scan image for an exemplary uniform cargo;

FIG. 4 1 illustrates a cargo attenuation (areal density) graph with background correction,

in accordance with one embodiment;

FIG. 42 is a graph illustrating fits to the attenuation profile using a single pallet and two

pallets of cargo, in accordance with one embodiment;

FIG. 43 is a table illustrating a summary of fits to attenuation profile of contents of an

exemplary cargo;

FIG. 44 illustrates how location and geometry of pallets can be inferred from the

attenuation profiles obtained from various detectors in a detector array;

FIG. 45 illustrates another exemplary container scan image using the present method,

according to one embodiment;

FIG. 46 illustrates the inferred location and orientation of steel plates in a cargo

container, corresponding to the attenuation profile of FIG. 45, in accordance with one

embodiment;

FIG. 47 illustrates an exemplary dual-energy scan image of cigarettes in a cargo

container; and

FIG. 48 is a table illustrating the elemental composition of selected materials, in

accordance with one embodiment of the present specification.

DETAILED DESCRIPTION



The present specification is directed towards multiple embodiments. The following

disclosure is provided in order to enable a person having ordinary skill in the art to practice the

invention. Language used in this specification should not be interpreted as a general disavowal of

any one specific embodiment or used to limit the claims beyond the meaning of the terms used

therein. The general principles defined herein may be applied to other embodiments and

applications without departing from the spirit and scope of the invention. Also, the terminology

and phraseology used is for the purpose of describing exemplary embodiments and should not be

considered limiting. Thus, the present invention is to be accorded the widest scope encompassing

numerous alternatives, modifications and equivalents consistent with the principles and features

disclosed. For purpose of clarity, details relating to technical material that is known in the technical

fields related to the invention have not been described in detail so as not to unnecessarily obscure

the present invention. In the description and claims of the application, each of the words

"comprise" "include" and "have", and forms thereof, are not necessarily limited to members in a

list with which the words may be associated.

It should be noted herein that any feature or component described in association with a

specific embodiment may be used and implemented with any other embodiment unless clearly

indicated otherwise.

It should be noted that all of the processes and methods described herein are implemented

by a computing architecture comprising at least one server executing a plurality of programmatic

instructions which may be remotely or locally stored in non-transient memory. The programmatic

instructions may be executed or controlled using graphical user interfaces that are displayed on

client devices which are in wired or wireless data communication with the computing architecture.

In one embodiment, the present specification discloses a method for reporting the quantity

and quality of tanker contents, and for identifying and reporting anomalies associated with the

tanker contents. Anomalies could be an indication of nefarious intents bringing a need to check a

cargo container that is expected to be empty or full, to confirm that the cargo content is consistent

with its expected contents; and to check for inner-container alterations including possible

alterations made to compartments, walls, and other inner portions of a container/tanker. An

identified anomaly could end up being contraband. Anomalies can also be evidence of occurrences

of theft and/or dilution of tanker contents, which are difficult to detect. In some embodiments, the

method uses scanned images of tankers that are under inspection, obtained by non-intrusive X-ray



imaging techniques. This allows the operator or inspector to quickly ascertain and verify the

contents of the tanker that is currently being inspected.

In one embodiment, images generated during a scan by an X-ray based inspection system

are analyzed for specific features and parameters characteristic of specific contraband or threat

items, such as currency, firearms, cigarettes or drugs. Various operator assistance tools are

employed for automatic identification of specific banned items in radiographic images. In one

embodiment, the system described in the present specification automatically applies detection

algorithms to the image and provides alerts to operator if it detects the presence of illegal items in

the object being scanned.

In another embodiment, the present specification discloses an automated method of threat

detection based on processing and comparison of the X-ray images of a vehicle over time. In one

embodiment, the present system provides an automated means to detect differences between

sequential X-ray inspections of the same vehicle.

In another embodiment, the present specification discloses a method for characterizing

cargo by providing estimates of cargo configuration, such as cargo weight as a function of position

or length, pallet size and density. The present specification discloses multiple embodiments. The

following disclosure is provided in order to enable a person having ordinary skill in the art to

practice the invention. Language used in this specification should not be interpreted as a general

disavowal of any one specific embodiment or used to limit the claims beyond the meaning of the

terms used therein. The general principles defined herein may be applied to other embodiments

and applications without departing from the spirit and scope of the invention. Also, the

terminology and phraseology used is for the purpose of describing exemplary embodiments and

should not be considered limiting. Thus, the present specification is to be accorded the widest

scope encompassing numerous alternatives, modifications and equivalents consistent with the

principles and features disclosed. For purpose of clarity, details relating to technical material that

is known in the technical fields related to the invention have not been described in detail so as not

to unnecessarily obscure the present invention.

One of ordinary skill in the art would appreciate that the features described in the present

application can operate on any computing platform including, but not limited to: a laptop or tablet

computer; personal computer; personal data assistant; cell phone; server; embedded processor;

DSP chip or specialized imaging device capable of executing programmatic instructions or code.



It should further be appreciated that the platform provides the functions described in the

present application by executing a plurality of programmatic instructions, which are stored in one

or more non-volatile memories, using one or more processors and presents and/or receives data

through transceivers in data communication with one or more wired or wireless networks.

It should further be appreciated that each computing platform has wireless and wired

receivers and transmitters capable of sending and transmitting data, at least one processor capable

of processing programmatic instructions, memory capable of storing programmatic instructions,

and software comprised of a plurality of programmatic instructions for performing the processes

described herein. Additionally, the programmatic code can be compiled (either pre-compiled or

compiled "just-in-time") into a single application executing on a single computer, or distributed

among several different computers operating locally or remotely to each other.

In embodiments, an application implements the method disclosed in the present

specification. In embodiments, the application is integrated with an X-ray inspection/detection

system deployed at checkpoints or service posts. In one embodiment, manifest data is imported

via the application. In other embodiments, the application processes detected data independent of

manifest data. In one embodiment, the application works within the framework of a distributed

network, wherein a point of image detection is connected to one or more points of image analysis,

whereby an operator can analyze the X-ray image of the cargo. When the X-ray image has been

analyzed, a service post which performed the non-intrusive X-ray scan will be notified

automatically by the application integrated with the X-ray system. This allows the service post

operator to make a decision to either release the cargo or to hold the cargo for further inspection.

It should be noted herein that any feature or component described in association with a

specific embodiment may be used and implemented with any other embodiment unless clearly

indicated otherwise.

In embodiments, the system of present specification provides several automated tools to

make the image-inspection process more efficient and effective. These tools provide assistance to

image operators in analyzing the images to identify a tanker and to determine its quantity and type.

A tanker is different from any other cargo container due to its shape and because it is designed to

carry liquefied loads, dry bulk cargo, or gases. A tanker is typically, but not always, cylindrical in

shape and lies horizontally. It can be transported by truck, together referred to as a tanker truck,

or by rail. FIG. 1 illustrates an exemplary scanned image 100 of a tanker that is part of a tanker



truck. The scanned images, like image 100, may be obtained by dual-energy transmission systems

that may range from 1MV to 9MV. In some embodiments, transmission systems with multiple

views may be used to obtain the scanned images. When compared with other scanned images

(such as those subsequently illustrated in FIGS. 13 and 14) rounded edges 102 of the tanker are

seen in contrast from straight edges of other containers. Many variants of tankers exist due to wide

variety of commodities that can be transported. Tanker trucks tend to be large; they may be

insulated or non-insulated; pressurized or non-pressurized; and designed for single or multiple

loads (often by means of internal divisions in their tank).

Embodiments of the specification describe exemplary methods and systems for assessing

the contents of a tanker or a tanker truck (hereinafter also referred to as 'tanker').

FIG. 2 is an exemplary flow chart illustrating a process of assessing contents of a tanker,

in accordance with an embodiment. In embodiments, the described process is used by an algorithm,

such as a software algorithm to assess a tanker's contents. The algorithm may be implemented at

one or both of a point where a non-intrusive X-ray scan is performed and a point where image

analysis is performed (refer Fig. 4). At 202, a scanned image is presented to the algorithm. The

scanned image may be an X-ray scanned image. Tanker identification may be performed in a first

sub-step by using object shape, size, aspect ratio, and patterns to eliminate cars, pickup trucks,

vans, or any other type of vehicle (except cargo containers and tankers) from the process. The

remaining image may be of a container or tanker. In a second sub-step, for a scanned image that

survives the first sub-step, line integrals may be applied to identify the presence of a tanker by

distinguishing it from cargo containers.

As discussed, a distinguishing feature of a tanker vs. a container is the rounded edge of a

tanker in contrast to the straight edge of a container. Applying a pixel-value integration technique

distinguishes tankers from containers. In an example, for an image, if f(x,y) represents the

attenuation value of a pixel at location (x,y), then Jf(x,y)dy provides the sum of attenuation values

observed along the y-direction at position x . By generating these vertical line integrals across the

entire image, rounded and straight edges can be identified to establish the presence of a tanker or

cargo container, respectively. FIG. 3 illustrates an exemplary simplified algorithm input for a

scanned image of a tanker 302 with rounded edges and of a container 304 with straight edges.

Integrating the scanned image of the container 304 along its vertical edges results in sharp peaks

307 corresponding to the straight edges of the container. The shape is different from 306 obtained



from integrating the ends of a scanned image of a tanker, resulting from the rounded-edges of

tanker 302 For the decision-making process, if the maximum line-integral result, i.e., the

maximum of the sums of attenuation values, exceeds 230,000, then it may be determined that the

object is not a tanker. If the maximum integral result falls between 100,000 and 230,000, then the

conveyance may be determined to be a tanker if other factors, such as and not limited to object

height, vertical dimension, and horizontal distance between the edges, are consistent with tanker

geometry. In an alternative embodiment, a binary image of the region of interest may be used in

place of transmission values of the image.

Referring again to FIG. 2, at 204, the contents of the tanker identified at 202, are analyzed

and detected. In embodiments, a watershed segmentation method is used to segment the input

image into meaningful physical objects based on magnitude of image gradient. In embodiments,

the largest object that meets pre-defined attenuation thresholds may represent the tanker content.

In an embodiment, an attenuation threshold of an integral result of 2,500 for an object, measured

from a 16-bit normalized dual -energy image generated from the low-energy channel, is used to

determine the presence of content in the tanker. A top edge of the largest obj ect identified (content)

may represent the content level. If the largest object identified (content) does not meet or exceed

the attenuation threshold, then the tanker may be considered to be empty.

Once 204 is completed and the tanker is detected with contents, at 206, capacity (or

volume) of the tanker is detected. A bottom edge of the interior space within the tanker may

coincide with a lower edge of content of the tanker. In embodiments, a top edge of the tanker may

be determined by searching upward from a top surface of the tanker content. In embodiments, the

top edge of the tanker is determined if the pixel value is within a pre-determined threshold level.

In an embodiment, using the 16-bit normalized dual-energy image generated from the low-energy

channel, a threshold transmission pixel value of 10,000 is used to determine the top edge of the

tanker. If the pixel value is greater than the threshold, then the pixel is determined to be not part

of the top edge of the tanker, and the algorithm may continue searching for the top edge.

At 208, after the top and bottom edges of the tanker are determined, a relative fullness of

the tanker may be calculated by identifying location of a top surface of the tanker's content, with

respect to the tanker's inner (top and bottom) edges.

Knowledge of the tanker's type, or any other information describing the tanker, may be

available from its manifest. The knowledge may be used to map relative fullness of the tanker to



its capacity (absolute volume). Alternatively, the tanker type may be identified by individually

observing interior and exterior characteristics of the tanker, that are unique to a particular tanker

type. Calibration data for various tanker types and various fullness levels may be collected to train

the algorithm and validate accuracy of the calculated absolute-volume.

In some cases, surface-level turbulence may be present in the tanker's content during the

tanker's scan and acquisition of the scanned image. Characterization of this turbulence may be

required to estimate with acceptable precision, the relative or absolute volume of the content.

At 210, material of the tanker's content may be analyzed. In embodiments, tanker's image

may be scanned by x-rays that are captured by a flat, 2D detector array after passing twice through

the side walls of the tanker. As a result, measured attenuation of each radiated beam that passes

through the tanker may vary with height of the tanker. The attenuation will be a function of its exit

point from the tanker and the amount of content inside the tanker. The algorithm, in accordance

with embodiments of the specification, will characterize the x-ray attenuation profile as a function

of height, the content types of interest, the various tanker types, the amount of content present in

the tanker, the percent of the tanker that is occupied, and any other information. Calibration data

may be used to model the characterization process, and to validate accuracy of the characterization

process. In embodiments, the calibration data is based on empirical data such as but not limited to

scans of different liquid types (regular gasoline, premium gasoline, diesel fuel, water, or any other

type of liquid, solid, or gas type that may be contained within a tanker) at various percentage fill

levels (for example, in 5% increments). Characteristics of these images may be used to compare

the scanned image and further refine the detection result.

Measured attenuation values for both high- and low-energy x-rays may be associated with

different depths of content, independent from the tanker. Therefore, the measured attenuation

values may be used to determine the attenuation properties of the content in isolation. Once the

attenuation values of the content are determined, mu-ratio, mu-difference, and effective atomic

number values can be generated. In an embodiment,

Mu-ratio = Log(HE)/Log(LE); and

Mu-difference = Log(HE) - Log(LE);

where, LE is the pixel value for the normalized low energy channel of the scanned image,

HE is the pixel value for the normalized high energy channel of the scanned image, and Log is the

natural logarithm.



This information may be used to differentiate content types, such as to differentiate water

from gasoline, and one type of fuel grade from another. In embodiments, surface turbulence of

tanker's content is shown to vary with content-type. In such cases, turbulence features in a scanned

image may be used to identify a content-type.

In embodiments, tanker content assessment, described in context of FIGS. 1-3, is a part of

a distributed inspection network, which may be deployed at ports, borders, and other types of check

posts. FIG. 4 illustrates the architecture of an exemplary distributed inspection network that uses

non-intrusive X-ray scanning disclosed in the various embodiments. The components of system

architecture are described as follows:

Service Post and Regional Center

Referring to FIG. 4, service post 401 is the point where a non-intrusive X-ray scan is

performed. It should be noted herein that one exemplary scanning and inspection system that may

be employed with the systems and methods of the present invention includes, but is not limited to

the Rapiscan Eagle Mobile inspection system. Any suitable system for inspecting cargo, cargo

containers, and their contents may be employed. As such, United States Patent Application

Numbers 12/780,910; 13/370,941; 13/548,873; 13/532,862; 13/168,440; 13/175,792; 13/433,270;

13/281,622; 13/108,039; 12/675,471; 12/993,831; 12/993,832; 12/993,834; 12/997,251;

12/919,482; 12/919,483; 12/919,484; 12/919,485; 12/919,486; 12/784,630; 12/784,465;

12/834,890; 13/009,765; 13/032,593; 13/368,178; and 13/368,202, all assigned to the assignee of

the present invention represent various systems that may be employed with the present invention

and are herein incorporated by reference in their entirety. In addition, United States Patent

Numbers 5,638,420; 6,542,580; 7,876,879; 7,949,101; 6,843,599; 7,483,510; 7,769,133;

7,991,1 13; 6,928,141; 7,517,149; 7,817,776; 7,322,745; 7,720,195; 7,995,705; 7,369,643;

7,519,148; 7,876,879; 7,876,880; 7,860,213; 7,526,064; 7,783,004; 7,963,695; 7,991,1 13;

8,059,781; 8,135,1 10, 8,170,177; 8,223,919; and 8,243,876 all assigned to the assignee of the

present invention represent various screening systems that may be employed with the present

invention are herein incorporated by reference in their entirety.

Service post 401 further comprises at least one, and preferably a set, of non-intrusive

inspection (Nil) servers 4 11 through which the service post interfaces with other components of

the system. After scanning, the operator responsible for controlling or operating service post 401



can verify that the X-ray image produced by the non-intrusive X-ray scan is of sufficient quality

to be effectively analyzed. In one embodiment, the image analysis is performed at a regional center

402. In one embodiment, if the image is incomplete, or is corrupted, black (from attenuating cargo)

or is unacceptable in any manner, the service post operator may request a rescan. This can happen

in cases where the time between the scan and analysis is close and the truck is still available. In

embodiments, application disclosed in FIGS. 1 to 3 is implemented at either one or both of a

service post 401 and a regional center 402.

Servers 4 11 at service post 401 comprise standard non-intrusive inspection software. When

a vehicle is about to be scanned, the software at the service post queries a predictive or routing

software application 403 to receive an instruction, routing information, or any other data to identify

a target regional center for analysis. Regional center 402 comprises at least one server 421 and

inspection monitors 422. As a new X-ray image is generated at service post 401, it is transmitted

onward from service post 401 to server 421 located at regional center 402, pursuant to routing

information received from software application 403, for analysis by an inspection operator located

at that regional center and for subsequent storage. It should be appreciated that, in embodiments,

regional center 402 and service posts 4 11 are geographically remote from each other.

In one embodiment, the image is allocated to a regional center and/or an operator within

that regional center via predictive or routing software 403, but the work is only allocated after the

image transmission is complete. In one embodiment, to streamline the data transmission activity,

predictive software 403 allocates an image to regional center 402 before the image has been

completely generated.

In one embodiment, in the event of the operator becoming unavailable, such as due to PC

failure, log off, etc., another operator in local regional center 402 is selected automatically by

predictive software 403 .

Further, the system will fall back on an alternative regional center in the event of a

transmission error. In one embodiment, images are buffered until a center comes back on line.

In one embodiment, each X-ray inspection image is associated with a GUID (Globally

Unique Identifier), which is a unique ID across all systems. The GUID is used for associating each

image with its particular manifest data. In one embodiment, identifying information, such as

license plate, CCTV images etc. are also associated with the GUID at the time of scanning. In one



embodiment, the GUTD is a 128-bit number displayed in hexadecimal. This information may be

transmitted to the inspection operators at the regional center, if required.

When the X-ray image and (optionally) manifest data have been analyzed, service post 401

which performed the non-intrusive X-ray scan is notified automatically by means of a data

transmission from a software application referred to herein as CertScan 405. The CertScan

application presents an interface to the operator at the service post 401, which shows the operator

a rolling status of all non-intrusive X-ray scans performed at that service post, along with relevant

data to allow service post 401 to either release the cargo or to hold it for further inspection. In one

embodiment, the relevant data includes license plate number, work order number, and results of

scan. CertScan 405 application system may also be responsible for importing the manifest data

associated with the cargo or vehicle being scanned. In one embodiment, manifest data can come

in one or more of several forms, such as but not limited to a) a hardcopy of the manifest; b) from

a computer owned and connected to the customer database; or c) from a customer database

accessed directly by CertScan 405. The format in which manifest data is supplied depends on the

customer, and their local requirements and regulations.

Predictive Software 403

Predictive software 403 operates to optimally balance the load distribution of image

analysis among multiple regional centers and operators. Predictive software 403 processes meta-

data from multiple regional centers and service post connectors to analyze and predict the best

distribution of images to operators. For example, predictive software 403 uses historical meta-data

on inspection queue lengths, workload, contention time, and a randomization factor to varying

degrees, to allocate work to regional centers and individual operators.

Logging and Validation

At various stages of the process, the system provides localized and centralized logging,

auditing, and accounting for each action performed by an X-ray scanning operator and an X-ray

image inspection analyst. Centralized logging may be provided at a data center 404. During all

steps of the process, from scanning, through inspection to search, the system provides a journal of

actions for each non-intrusive X-ray scan and X-ray image inspection analysis.



Inspection Performance and Metrics

In one embodiment, the system records several X-ray image inspection metrics, such as

image coverage, tools used, mean time to inspect, and time pending, among other variables. These

metrics can yield information for operators/image analysts such as what tools were used (for

example, zoom, contrast, brightness, and other parameters), how long it took to analyze the image,

and/or what part of the image was analyzed using tools. This information can then be applied to

measure attentiveness and diligence of operators. For example, this information may be reviewed

for each X-ray image inspection analyst, and is useful in training, review and performance

evaluation. In one embodiment, inspection metrics may be measured quantitatively and be

assigned minimum and maximum values, against which the operators' performance may be

evaluated.

Besides helping to assess the proficiencies of the analysts, data logs also allow an

assessment of inspection volumes at regional centers and the speed at which analyses are

performed.

In one embodiment, the system provides for secondary X-ray image inspection, for a

percentage of images, or if required, on targeted users. If required in certain cases, the X-ray image

inspection process is repeated twice to cross-check results. The second X-ray image inspection can

be assigned to either a purely random X-ray image scanning operator, or to nominated workstations

for quality and training purposes, in various embodiments. The final X-ray image inspection result

would not be sent to the service post until both inspections are complete. If either result is

"suspicious", the suspicious result would be recorded, and any disagreement would be flagged.

In one embodiment, training images may be inserted into the workflow to pass on

suspicious images to operators as part of their standard workload. The system then carefully

segregates the results from these images, without the X-ray scanning operator knowing the

difference. This allows for discrete and impromptu training of operators.

If a suspicious finding is communicated back to the service post, the operators can choose

to manually open and search the suspicious cargo. In one embodiment, the system allows the

operators to record detailed comments about the manual search process, which can provide both

useful information about the suspicious cargo and useful feedback to trainers.

CertScan Software Application 405



Still referring to FIG. 4, the primary goal of CertScan application 405 is to present manifest

information clearly for the non-intrusive X-ray image analysis inspector to quickly ascertain the

contents of the cargo container or light vehicle that is currently being inspected. Application 405

may be executed on an application server 451 and may interface with a master database 452. In

one embodiment, the manifest information and related data that CertScan application 405 provides

may be imported into master database 452 through any suitable means, such as EDI (Electronic

Data Interchange), web services, or OCR scanning of manifest documentation. The manifest

information that is provided by these sources may include, but is not limited to, the following data

elements:

· Container Number

• Arrival Date

• Shipping Line

• Bill of Lading Number

• Port of Origin

· Exporter

• Consignee

• Container Manifest

Besides use in security inspections, additional related data captured in CertScan application

database 452 may be used for internal statistical analysis, financial forecasting, and operational

reporting. In one embodiment, application 405 generates various reports, including daily, weekly,

and monthly data related to the expected arrival dates of cargo containers and light vehicles, as

well as data regarding actual cargo containers and light vehicles scanned. In one embodiment,

captured data further includes information such as the number of containers scanned at each site,

average time taken to analyze a scan, scans without supporting data, number of scans with threats

and without threats, etc. In one embodiment, this data is presented in real time on a user interface,

referred to herein as 'Dashboard'.

In one embodiment, the use of CertScan system 405 is extended to provide reporting

through online customer portals or electronic data exchange. Additionally, CertScan 405 may also

be extended to provide web services for supporting "cloud" type solutions. In one embodiment,

web services include obtaining manifest data and publishing or transmitting results of the scan



along with any anomalies noted. These additional features are all value-added services for the

security scanning system. Thus, the reports provided by CertScan application 405 may be coupled

with x-ray images (JPG) which are produced by the scanning software, to create a combined

reporting package. These reports may be provided to customers for their own analysis and audit

purposes.

FIG. 5 is a diagram presenting an overall system architecture of a CertScan application 500

(shown as 405 in FIG. 4), according to one embodiment of the present invention. The hardware

for running CertScan application 500 may include an application server 501 and a master database

502. CertScan application 500 may provide manifest data to a regional center 503, which may be

used by an operator in conjunction with a scanned X-ray image to analyze and determine the

disposition of the cargo or light vehicles. In one embodiment, each regional center has a graphical

user interface (GUI) - the CertScan Application Dashboard or CertScan Dashboard, which shows

the analyst all non-intrusive X-ray scans ready for analysis. Using the CertScan Application

Dashboard, the image analyst may select an X-ray Image for analysis. At the time of selection,

CertScan Dashboard may display the cargo and/or light vehicle manifest data along with its X-ray

image. Once adjudication is determined, the image analyst may record the result in a database

associated with CertScan Application 500. The CertScan Dashboard at a service post 504 that

performed the X-ray scan, may be then updated with the result. The result may allow the service

post operator to take appropriate action of releasing or holding for further inspection, the cargo

and/or light vehicles.

As mentioned earlier, scan images are packaged with metadata and sent from service post

504 to a data center 505 and regional center 503. The metadata may also be processed and loaded

into CertScan master database 502. In one embodiment, the scan images and metadata are

packaged together as a scan transaction file 506, with a '.stf extension, for easy communication

between service post 504, regional center 503, data center 505, and CertScan application database

502. In one embodiment, metadata includes information such as time of scan, the operator ID, and

whether a rescan is required. This data may help establish the time it takes to transmit images and

to analyze a scan. This information may also enable work quality monitoring and statistical

reporting.

In one embodiment, a CertScan primary application may be a web-based application that

resides at data center 505. The CertScan Dashboard in the data center may display all non-intrusive



X-ray scans being performed and information on all regional centers, as well as all status

information. The data center may also serve as a storage location for all X-ray images.

In one embodiment, CertScan Application 500 is externally integrated with web services

507, which may be used to generate reports as described earlier. In one embodiment, CertScan

application 500 is integrated with the inspection software to provide a comprehensive solution for

efficient non-intrusive X-ray inspection.

Collection of Manifest Data

As described above, manifest data can come in one or more of several forms, such as but

not limited to a) a hardcopy of the manifest; b) from a computer owned and connected to the

customer database; or c) from a customer database accessed directly by CertScan Application 500.

In one embodiment, CertScan Application 500 accepts cargo and light vehicle manifest data in

multiple formats including, but not limited to:

• Electronic Data Interchange

• Formatted Data Files (Fixed Width or XML)

• Transportation Management System Interfaces

• 2D Bar Code Reader

• Manifest Documentation

Some methods, such as Electronic Data Interchange (EDI) of formatted data files may be

preferred to facilitate faster import of data into CertScan master database 502 before the cargo

arrives. When using EDI to acquire the cargo container and/or light vehicle data provided by the

customer, data integration may be accomplished by importation of a formatted flat file. In

embodiments, application 500 is designed to support other data exchange formats that are widely

accepted by Freight Management Systems (FMS) standards, web services, or OCR scanning of

manifest documentation. One of ordinary skill in the art would appreciate that the system may be

configured to accept additional or other forms of manifest input.

In one embodiment, a lack of manifest information may be used to detect hidden

compartments and contraband such as weapons, nuclear materials, among other contraband. More

specifically, in one embodiment, incomplete or otherwise inadequate manifest information may be

indicative of cargo that requires further inspection.



Thus, in one embodiment, the present specification includes systems and methods for

automatically and rapidly detecting the presence of high-atomic-number (high-Z) materials such

as nuclear materials; nuclear weapons; and, shielding materials that may be used to shield radiation

emitted by such materials as well as by radiological dispersal devices, which can prevent them

from being detected by radiation detectors. The present specification also includes the detection

of other types of high-Z materials that may be smuggled in cargo due to their value, such as gold

and platinum bullion, and works of art and antiquities containing high-Z materials.

The present specification therefore advantageously employs a threat detection algorithm

that uses physical properties such as material density, mass absorption coefficient, and dimension

to determine whether high-Z materials are present in the cargo.

The threat detection method and algorithm requires a much shorter analysis time and, thus,

allows for higher system throughput compared to a conventional system, which requires an

inspector manually reviewing the image or cargo for objects that are highly attenuating. For

example, if multiple objects that are highly attenuating are identified, the inspector would need to

make contrast enhancements with each object using a computer and input device, such as mouse.

Each object has to be then evaluated for its total attenuation (or transmission) value by using the

computer to select a region of interest within the object and making an estimate of the average

attenuation (or transmission) value, which reflects the total attenuation (or transmission) along the

X-ray path through the cargo. Before the net attenuation (or transmission) of the object can be

estimated, the attenuation (or transmission) of the surrounding background material has to be

analyzed. Then, to generate an average net attenuation (or transmission) of the object, the

background must be subtracted from the total attenuation (or added to the transmission). Finally,

the inspector must examine the shape and size of the object, and combine these estimates with the

estimated net attenuation (or transmission) to reach a conclusion of whether the object represents

a threat. This procedure would have to be repeated for each object and, therefore, if performed

accurately, would be a very time-intensive procedure.

The threat detection process described in the present specification, in one embodiment,

operates by first receiving, on a computing platform, a radiographic image of an object from an X-

ray imaging system, which typically comprises a radiation source positioned opposite to, or away

from, a detector array. At least a part of the area bounded by the radiation source and detector

array is an inspection region, through which the cargo being inspected passes, or within which the



cargo is positioned. In one embodiment, the screening system acquires the original image, which

is then processed by the methods described herein. The X-ray imaging system is in electrical

communication, either wired or wirelessly, with the computing platform. The threat detection

algorithm then performs a first level analysis to generate a first "suspicious object" binary map by

measuring a number of physical attributes. Each area on the initial binary map is used as a mask

to electronically crop out part of the X-ray radiographic image for analysis, including its

surrounding background attenuation (or transmission) and physical characteristics such as

attenuation, size, and shape. Then, a decision is made of whether that area or portion could

represent a high-Z object. This decision process results in a second binary map, which highlights

those regions that represent potential high-Z threats.

In using the threat detection method and algorithm with the methods of the present

specification the threat or no-threat decision time ranges from typically less than one second for

cargo determined not to have any suspicious objects, to less than approximately 5 seconds for

cargo having a plurality of objects or areas of interest. United States Patent Application Number

12/780,910, entitled "Systems and Methods for Automated, Rapid Detection of High Atomic

Number Materials" is herein incorporated by reference in its entirety.

Dashboard for Real-Time Updates

As mentioned earlier, data is presented by CertScan application 500 in real time through a

GUI referred to herein as a "Dashboard". In embodiments, the CertScan Dashboard is executed on

all or a combination of the three components of the system - the service post, the regional centers

and the data center. In one embodiment, the CertScan Dashboard displays a rolling list of non-

intrusive X-ray scans, with data elements that are appropriate for each of the three locations.

In one embodiment, the CertScan application controls the flow of all X-ray image manifest

data to ensure all three components have the content and data necessary to carry out their

operations.

Service Post Dashboard

FIG. 6 illustrates an exemplary GUI (Dashboard) for the service post that is provided by

the CertScan Application. This GUI has the goal of providing the service post operator with the

optimal information to assist in deciding if the cargo being scanned is to be released or held for



further inspection. Referring to FIG. 6, the data displayed on the Service Post Dashboard may

include the container ID number 601, scan start time 602 and scan end time 603, time of start 604

and time of completion 605 of analysis of image and data at the regional center, the status (result)

606, as conveyed by the regional center, and comments 607, if any, from the regional center

analyst. In one embodiment, the status or result 606 is indicated visually and by means of color

coding. Thus, for example, green 606a may indicate 'ready to clear', red 606b may indicate the

need for manual or visual inspection, blue 606c may indicated 'under analysis', and yellow 606d

may represent already 'cleared'.

The CertScan Dashboard located at the service post need not display any information about

which regional center performed the X-ray image analysis or the identity of the image analyst who

performed the analysis.

Regional Center Dashboard

This CertScan Dashboard aims to provide the regional center image analyst with the

information required to quickly and efficiently analyze the X-ray image for potential threats or

contraband, and enables the analyst to record the results of the image inspections.

The image analyst uses the CertScan Dashboard to select an X-ray scan ready for analysis.

The CertScan Dashboard located at the regional center may not display any information about

which service post performed the non- intrusive X-ray scan or the identity of the service post

operator who performed the X-ray scan.

In one embodiment, CertScan application interface for the image analyst is designed to be

easy to use, and presents manifest information in a manner such that the analyst requires minimal

time to evaluate the cargo container and/or light vehicle manifest data and record scan results.

The CertScan user interface at the regional center is integrated with the inspection software

to retrieve the cargo container and/or light vehicle manifest information once the X-ray scan is

complete. An exemplary interface presenting the manifest information to the image analysis

inspector is shown in FIG. 7 . Referring to FIG. 7, the interface screen provides manifest data such

as shipper ID 701, container number 702, expected date of arrival of shipment 703, type (size) of

container 704, and names of the exporter 705 and the consignee 706. The screen also includes a

manifest table 707 which provides data such as description of item (contents), harmonized tariff

schedule (HTS), item unit, and unit quantity.



The X-ray image analysis inspector can thus verify if information about the cargo container

and light vehicle matches with the scanned images. The image analysis inspector can then record

the inspection result in the interface screen, using the color coded result buttons 708. In most cases

the result will be 'Cleared', which is represented by a green button in one embodiment. However,

there may be instances where certain areas in the X-ray Image cannot be identified clearly or it

may be identified that contents are potentially harmful. In these cases, two additional results may

be recorded - 'Irregularity' or 'Possible Threat', represented by yellow and red respectively, in

one embodiment. In one embodiment, blue color is used to indicate 'Rescan required' in case the

image is unreadable. This may happen, for example, due to an environmental condition which may

affect the quality and clarity of the X-ray image. In this case the cargo and vehicle under inspection

need to be scanned again.

Data Center Dashboard

The data center uses the CertScan Dashboard to select an X-ray scan at any point of its

lifecycle. The CertScan Dashboard located at the data center displays comprehensive information

about the service posts performing the non-intrusive X-ray scan and the regional center where

analysis of the X-ray image is being performed.

The CertScan application user interface screens for the Data Center provide all the

functionality of the regional center, in addition to other functions. FIG. 8 shows an exemplary user

interface screen for the data center. Referring to FIG. 8, the interface allows the dater center

personnel to search for past scan records 801 as well as un-scanned cargo 802 whose manifest data

is loaded in the system. The operator may also search for specific details of a cargo by container

number 803 or by arrival date range 804. The search yields records for the specific container,

which include data such as container type 805, shipper name 806, vessel name 807, expected

arrival date 808, scan date 809 and scan results 810.

FIG. 9 illustrates another exemplary screen for the data center that shows completed scans.

Referring to FIG. 9, scan records may be filtered by shipper name 901, or other attributes, such as

consignee name, exporter name, date of arrival, among other parameters. In one embodiment, the

completed scan records include container number 902, shipper name 903, vessel name 904, voyage

number 905, and expected arrival date 906.



One of ordinary skill in the art would appreciate that all the interface screens may be

customized to meet the customer's needs, and data may be selected for display accordingly.

System Logging

In one embodiment, the CertScan application performs logging of all activities throughout

the full non-intrusive X-ray scanning operation. The application log provides information and

reports such as:

• Timings related to the non-intrusive X-ray scan process

• CertScan Application performance monitoring

• CertScan Application system health

• CertScan Application error traps

One of ordinary skill in the art would appreciate that CertScan application log data may be

used for internal system monitoring as well as for reporting based on customer needs.

The applications of the present inventions may be extended to security inspection at ports,

borders, aviation checkpoints as well as supply chain security. The system can import manifest

data from a port, border or aviation data management system, as the case may be, and compare the

obtained information with image of container. In one embodiment, the system of present invention

automatically applies detection algorithms to the image and provides alerts to operator, if there are

any mismatches with the manifest. This Operator Assist' function enables the security personnel

to identify threats or other contraband more efficiently, and they can determine if de-vanning or

opening the container is required. In one embodiment, multiple operators work in a matrix or

networking environment and review the alarms generated automatically by the system. The

operators then decide to clear or further investigate the alarms. The application of the system may

be extended to supply chain security, where devices that are capable of sending messages through

cell phones or satellite networks, may be attached to pallets and containers. These devices may be

used to send alarms remotely to a central monitoring station, along with X-ray and video images

if there is an alarm.

One of ordinary skill in the art would appreciate that although the process of an operator

inspecting an image to verify that the cargo matches the manifest is much more efficient than

manually opening the container, it still requires significant labor. The labor-intensive nature of the



problem is even more evident in applications such as inspecting each railcar in a long train with

hundreds of railcars and trying to identify thousands of cargo types. Often, it is difficult to identify

the cargo from the numerous images in such cases.

To address this problem, in another embodiment, the present invention is directed towards

the analysis of images generated by non-intrusive cargo inspection systems with the goal of

improving the efficiency of the process to verify that cargo matches the manifest.

For the purpose of this specification, cargo manifest is defined as a manifest that lists all

cargo codes carried on a specific shipment. Further, cargo codes may be standard, also known as

harmonization codes, or may be provided by various local custom agencies and may be different

depending on the jurisdiction.

In one embodiment, predetermined image features of inspected cargo with an associated

cargo code are computed and compared with features associated with the same cargo code saved

in a database. The comparison results in a probability that the inspected cargo matches the declared

cargo in the manifest. If the probability is greater than a predetermined threshold, the cargo will

be declared as matching the manifest. Otherwise, the cargo does not match the manifest. In another

embodiment, the probability is presented to the operator and the operator makes the decision.

These processes are illustrated by means of flowcharts in Figures 10, 11 and 12.

Referring to FIG. 10, the process of preparing a features database is shown. In a first step

1001, the system obtains the image of the container. The image is obtained through non-intrusive

scanning at any of the service posts, as described above. It should be understood by those of

ordinary skill in the art that the radiographic images could be generated by low, medium or high-

energy X-rays, gamma rays, neutrons or other type of radiation. The images could also contain

atomic-number information generated from any modality of dual-energy or dual-species

inspection. The images could be generated by one or more views and could be reconstructed in

three-dimensions, from the views.

After obtaining the image, the system obtains cargo code associated with the image, as

shown in step 1002. Cargo codes are obtained from manifest data, as described above. Thereafter,

features of the image are computed, in step 1003. Computed features and their standard deviation

are then saved in the database along with the number of images used to compute the features, and

are associated with that cargo code, as shown in step 1004.



The features include, but not limited to, attenuation, texture, atomic number, and/or cargo

height. For tomographic and multi-view systems, density is also a useful feature. This also would

include elemental composition or features derived from the composition for neutron-based

interrogation. It should be understood by those of ordinary skill in the art that other features not

listed here could be used to match the cargos.

In the next step 1005, the system checks if any entries for that cargo code are already stored

in the database. If so, the system combines features from the containers with same cargo code.

This is shown in step 1006. The combination of the feature values takes into account the number

of images used to compute the feature value and is weighted accordingly. Also, the user is notified

of outlier feature values (values that are outside the three standard deviations or other selected

range) for acceptance before the combination takes place. Thereafter the combined set of features

for that particular cargo code is saved in the database, as shown in step 1007. Thus, the features

saved in the database per cargo code are computed from a combination of feature values from a

large number of cargo images with same cargo code. The feature values are updated as additional

cargo images are collected. Additional features can also be computed as their usability becomes

available.

FIG. 11 illustrates a method for performing cargo-manifest verification for an individual

cargo container. In the first step 1101, an image captured at a service post is associated with one

or more cargo codes, depending on the contents of the shipment as defined in manifest data. Then,

the features of the image are computed, in step 1102. Thereafter, the system obtains features for

that cargo code stored in a database, and compares them to the computed features. This is shown

in step 1103. The system then determines the probability 'P' that cargo matches manifest, in step

1104. Probability 'P' is then compared to a threshold value in step 1105. If 'P' is greater than the

threshold value, it implies that cargo matches manifest information declared, as shown in step

1106. If 'P' is less than the threshold value, it indicates that the contents of the cargo are not the

same as declared in the manifest, as shown in step 1107.

In one embodiment, the threshold value may be determined in accordance with the user's

preferences. For example, if custom office is using the system and they want to detect most

contraband even at the expense of higher false alarm rate, they may be able to set a high threshold

value, such as 90%. Conversely, if the custom agency does not want to have a high false alarm

rate, they can choose to set a low threshold value, such as 60%. Further, the customer may decide



that some categories of goods are more important, such as those associated with higher duties, than

others, and place different thresholds for different types of goods.

Further, before flagging cargo, a predetermined minimum set of images may be used to

compute the features. The customer may decide that the features database is complete and more

images do not need to be used. In this case, there is no need to add more images to the database.

However, if the database did not use enough images, or the customer wants to improve the

accuracy of detection, an authorized operator can request to add more images to the database. The

operator should have a high confidence that the cargo matches the manifest, which is generally

achieved with experience with the type of cargo coded in the manifest or a manual inspection and

verification of the container contents.

When a shipment contains more than one type of cargo, the image is analyzed for different

types of cargo and segregated. This process is illustrated in FIG. 12. Referring to FIG. 12, the

system first associates the image of scanned cargo with manifest information in step 1201. The

image is then analyzed to determine if there are multiple cargos, in step 1202. The system then

segregates each cargo type, as shown in step 1203. The segregation of cargo types is discussed in

greater detail with respect to FIG. 14. The features for each cargo type are then computed in step

1204 and compared in step 1205 with the feature values stored in the database for each cargo type

listed in the manifest. A list of probabilities for each segregated cargo is then produced. Thus, 'Pi'

is the probability that 1th cargo matches with the declared manifest. This is shown in step 1206.

Each 'Pi' is then compared to the threshold value, as shown in step 1207. One of ordinary

skill in the art would appreciate that since there are more than one type of cargos, there may be

more than one threshold value for comparison. The system checks if Pi is more than the threshold

value for all "i" in step 1208. If Pi is more that the threshold value for all "i", it is determined that

the cargo matches the manifest, as shown in step 1209. Otherwise, if one or more segregated cargos

do not match features for one of the cargo codes in the manifest, the cargo(s) will be assigned as

not matching the manifest and all cargos that do not match the manifest are listed. This is shown

in step 1210. Alternatively, the probabilities for each segregated cargo may be displayed to the

operator for decision.

In one embodiment, an operator can separate the cargo visually and/or with the help of

tools, such as a "rubber band" type of tool. In another embodiment, cargo may be automatically

segmented and features of the different parts of the cargo may be computed, as shown in FIG. 14.



Segmented regions with similar features are assumed to be same cargo. Thus, on the basis of

features cargo in image 1400 of FIG. 14 may be segregated into Type 1 1401 and Type 2 1402.

In another embodiment, the operator inspects the image of a container with associated

manifest. The operator then requests to retrieve from the image database a number of images of

cargo with same cargo code. The operator compares the images visually and/or aided with various

image manipulation tools to determine whether the cargo matches the manifest. If the manifest

lists more than one cargo code, the operator would request images for each cargo code for

comparison.

Another method to assist the operator for determining whether a cargo image matches the

manifest is to retrieve a number of images from the image database that have the same cargo type.

This is shown in FIG. 13, wherein the current image 1301 of the cargo can be visually compared

by the operator with images 1302 of the same cargo type from database. Additional assistance is

provided by displaying values of various cargo features of the current and previously imaged

cargo. In the example, shown, and by way of example only, the current image 1301 is different

from the database images 1302. Thus, the operator should make a decision that the cargo does not

match the manifest, because the current image is different from those in the database.

In another embodiment, the present specification discloses a system and method for

automatic identification of firearms in radiographic images.

Radiographic systems such as X-ray machines are generally used to detect weapons

concealed in a cargo, containers, or vehicles. However, currently available radiographic scanning

systems provide two-dimensional images of the objects which by themselves are not always

sufficient to accurately identify to the operator the presence or absence of a firearm. In

embodiments, a firearm includes but is not limited to a weapon such as handgun, pistol, revolver,

rifle, shotgun, BB/pellet gun, and assault rifle. Generally, the X-ray system operators review the

real time two-dimensional images collected at X-ray checkpoints and check each image for the

presence of objectionable items such as a firearm. As an object, such as a firearm, can be positioned

in an infinite number of orientations in a three dimensional space, two-dimensional images of such

objects often lack the clarity needed to determine the exact shape of the object just by looking at

such images.

The above complexity involving two-dimensional images is described with reference to

FIG. 15 which shows three different types of firearm images, with each one positioned in multiple



orientations in three-dimensional space. As shown in FIG. 15, the images 1501a, 1501b and 1501c

represent the same firearm object whereby each image captures the firearm object in a different

orientation. Similarly, images 1502a and 1502b represent a single firearm object whereby each

image captures the object in a different orientation. Similarly, images 1503a, 1503b and 1503c

represent another single firearm object whereby each image captures the object in a different

orientation. As a single three-dimensional object may be placed in any of the infinite number of

possible three-dimensional orientations in a cargo or vehicle, it is not possible to simply compare

a two-dimensional image of such object with a predefined reference image and predict, with high

probability, the presence or absence of a firearm. One can appreciate that while it is easy to observe

the shape of a firearm in some of the presented images, it may be difficult to identify a firearm

from the shapes of other images as well. This task is very subjective and depends on the operator.

In an embodiment, the present specification describes a method wherein the images

generated by radiographic systems are further processed through advanced image processing

techniques to automatically identify objects such as firearms. While, in an embodiment, the

systems and methods disclosed in the present specification are used to support the inspection of

land-and sea-transported cargo, cargo-carrying truck cabs, and light vehicles, however, in other

embodiments, the method disclosed in this specification may be applied to any transmission x-ray

based system inspecting other conveyances and other concealment methods, and is therefore not

limited to the discussion herein. In embodiments, firearms such as handguns and rifles can be

detected either as single objects or as multiple objects in a commercial package. In embodiments,

the systems and methods of the present specification can be used to detect firearms in cargo

containers, vehicles, trailers, boats, trucks, buses, and truck driver cabs. In other embodiments, the

systems and methods of the present specification can be adapted for any other type of transport

and conveyance methods such as luggage and even air passenger carry-on items such as cardboard

boxes, without departing from the spirit and scope of the present specification.

In an embodiment, the present specification describes an advanced image processing

method for detecting the presence of firearms from two-dimensional radiographic images that

involves comparing such images to reference images, which in some embodiments, represent

standardized templates of firearms. In an embodiment, the present specification describes a method

for detecting the presence of firearms from two-dimensional radiographic images by using a

combination of image processing techniques such as Maximally Stable External Regions (MSER)



and Speeded Up Robust Features (SURF), resulting in a greatly enhanced probability of detecting

firearms placed in any orientation within a three-dimensional space. The method of the present

specification results in a lower processing time as well as a lower false alarm rate, and a greatly

improved detection rate as compared to prior art radiographic-image based firearm detection

methods.

In an embodiment, the present specification describes the creation of reference images,

which in some embodiments are predefined templates that are used to identify suspicious regions

in an image. A template consists of a radiographic image of a firearm with minimal background

and no clutter. These templates are compared with structures within the image-under-inspection to

identify firearm candidates. Because of the versatility of each template, its size can be modified

and it can be tailored to the type of firearm of interest. In an embodiment, such templates are

generated from radiographic image data during a development phase. Template candidates are

selected during algorithm development. In an embodiment, the templates comprising image

features that result in successful template-matching with radiographic images of firearms are

eventually used for firearm detection purposes.

FIG. 16A illustrates an exemplary template of an assault rifle 1602, in accordance with an

embodiment of the present specification. FIG. 16B illustrates an exemplary template of a hand gun

1604, in accordance with an embodiment of the present specification. A radiographic image

obtained from a container or object under inspection may be compared with at least one of

templates 1602, 1604 and, if an assault rifle or handgun is present in the object under inspection,

a match may result based on the comparison. In embodiments, the template of a firearm is based

on the type of conveyance in which such a firearm is transported. Each type of conveyance has a

characteristic image background and typical clutter objects for consideration in development of

templates. For example, a template used to inspect a vehicle will account for the passenger seats

and the steering wheel, and will be optimized to inspect the vehicle floor for firearms. In

embodiments, the number and sizes of applicable templates varies for various modes of

conveyance such as a light vehicle, container or a truck driver cab. In an embodiment, a

radiographic image may be matched against any one of the pre-defined templates for a

corresponding mode of transport.

In an embodiment, the features that are used for carrying out a comparison between pre

defined templates and the radiographic image being inspected are based on Maximally Stable



External Regions (MSER) techniques, known in the art, which are effective for blob detection and

are insensitive to affine transformation. In this context, affine transformation refers to a change in

the orientation or size of an imaged firearm due to the firearm's rotation or distance from the x-

ray source, respectively. MSER techniques/algorithms are commonly used to

find correspondences between image elements/features from two images with different

viewpoints, and to extract a comprehensive number of corresponding features between the two

images. These features capture the most difficult aspects of recognizing a firearm in a free form of

2D presentation, namely, at various orientations and for various magnifications. In an embodiment,

the matched results generated through template matching then undergo a filtering process utilizing

the Speeded Up Robust Features (SURF) technique, known in the art. Finally, other features are

extracted to support a classification process based on the image region's clutter, background,

material, and statistical properties.

FIG. 17 is a flowchart that describes the steps of the advanced image processing method,

in accordance with an embodiment of the present specification. As shown in FIG. 17, at step 1702,

a radiographic image is input to the image processing system for analysis. The radiographic image

may be of a vehicle/cargo carrying goods in which firearms may or may not be present. In an

embodiment, a radiographic system such as an X-ray inspection system is coupled to the image

processing system such that the images captured by the radiographic system are automatically

transmitted to the processing system for advanced image processing in accordance with the present

specification. In an embodiment, the image processing system is a part of the radiographic system

itself, and in another embodiment, the image processing system is located at a remote location

accessible through a central server.

It should be noted herein that the systems of the present specification further comprise at

least one processor to control the operation of the entire system and its components. It should

further be appreciated that the at least one processor is capable of processing programmatic

instructions, has a memory capable of storing programmatic instructions, and employs software

comprised of a plurality of programmatic instructions for performing the processes described

herein. In one embodiment, the at least one processor is a computing device capable of receiving,

executing, and transmitting a plurality of programmatic instructions stored on a volatile or non-

volatile computer readable medium.



The input image is analyzed in step 1702 to characterize the conveyance obj ect in the image

as either a cargo container or a vehicle, such as but not limited to, cars, trucks, buses, and vans. In

embodiments, at transit points that involve the movement of a variety of transport means, the exact

transport or conveyance system such as a cargo or a truck corresponding to any radiographic image

is also determined through radiographic scanning. In an alternate embodiment, the transport

system corresponding to the radiographic image may be manually fed into the image processing

system along with the radiographic image to be inspected. In embodiments, in case a cargo unit is

characterized in the image, an additional step of determining presence of a tractor unit containing

a driver cab coupled with the cargo unit is also performed. Due to the distinctive features of

vehicles, containers, and driver cabs, a unique image processing method may be applied for

analysis of each.

At step 1704, the processing system compares the radiographic image with predefined

templates to obtain possible matching region or points. In an embodiment, regions within the

radiographic images are compared with the predefined templates using the MSER method, which

serves as the primary feature-detector for firearms identification. The benefits of using the MSER

method include its insensitivity to affine transformations, which preserves neighboring intensity

topology; and multi-scale detection, which senses both small and large structures in the image. In

an embodiment, a set of features are detected by applying the MSER method to both the template

and the radiographic image-under-inspection, which can be a transmission image or its inverse (an

attenuation image). The features may comprise a central location, orientation scale, and all pixel

locations with a predefined region.

Hence, in an embodiment, at step 1704 in order to compare the radiographic image with a

predefined template, using the MSER method, a predefined set of features are marked in both the

template and the radiographic image, and then are compared together to obtain a feature set match.

FIG. 18A illustrates an exemplary radiographic image of a cargo container 1802 comprising

firearms 1804 imaged at various orientations. FIG. 18B illustrates an exemplary firearm template

image comprising a plurality of features marked thereon, in accordance with an embodiment of

the present specification. In an embodiment, the features 1806 marked on the firearm 1808 image

template are determined using the MSER method. FIG. 18C illustrates the radiographic image of

FIG. 18A comprising a plurality of features marked thereon, in accordance with an embodiment

of the present specification. In an embodiment, the features 1810 marked on the cargo container



image 1802 are determined using the same MSER method as used to mark features 1806 on the

firearm image 1808 template in FIG. 18B. As can be seen in FIG. 18C a plurality of regions within

the cargo container 1802 have features 1810 that are similar to features 1806 marked on the firearm

image template 1808. Whether or not each of these regions in the cargo container image 1802

shown in FIG. 18C is a firearms candidate is determined by measuring the rate of change of certain

image properties (P) over each incremental distance AL in the region. If the measured rate of

change (∆Ρ) is within a certain range of a template value, that is, within the upper and lower

thresholds, then the ∆Ρ measurement is repeated over the next AL, and so on. If all measured

image properties are within the respective thresholds for the template, then the region and the

template are determined to be "matched", and this region is stored for further processing.

However, if an image-property value is outside a template threshold range, then the region and the

template are determined to be "unmatched", and the unmatched region is eliminated as a firearms

candidate. In this "thresholds of minimum-intensity increments" process, the image properties,

the respective thresholds, and the incremental AL value can be varied to optimize the accuracy of

firearms-candidate identification.

FIG. 18D illustrates an exemplary image obtained by comparing the MSER features

marked in FIG. 18C with those marked in FIG. 18B, in accordance with an embodiment of the

present specification. In FIG. 18D each white dot 1820 represents an image region comprising

marked MSER features that matches with a similarly marked region in the template image shown

in FIG. 18B. The robustness of the MSER based image processing method of the present

specification is made evident by FIG. 18D illustrating that a single firearm template (FIG. 18B)

can be used to identify a variety of firearm types, orientations, and sizes. In embodiments,

obtaining an exact match with a template is not necessary, because the aim is to detect firearms as

a whole, not their components. In embodiments, sometimes, some regions in FIG. 18D may be

identified falsely as firearms, due to reasons such as, the use of imperfect template regions, the

match threshold distance being too large, or certain image regions possessing characteristics

similar to a firearms image.

In embodiments, similar to the process described above for cargo containers, for the

detection of firearms in vehicles and in driver cabs of tractor units, a set of templates is used to

generate MSER features used in a template-matching step as detailed with reference to step 1704

of FIG. 17. In an embodiment of the present specification, for cargo containers containing large



quantities of cargo, an attenuation radiographic image is used for analysis, rather than a

transmission radiographic image, in order to obtain accurate results.

Referring back to FIG. 17, at step 1706, the results obtained at step 1704 are filtered to

minimize any matching errors. In an embodiment, a filtering method such as Speeded Up Robust

Features (SURF), commonly known in the art, is used to identify salient features in the

radiographic image shown in FIG. 18A . The SURF method is a fast and robust algorithm for local,

similarity invariant representation and comparison of images. Similar to many other local

descriptor-based approaches, using the SURF method, interest points of a given image are defined

as salient features from a scale-invariant representation. Such a multiple-scale analysis is provided

by the convolution of the initial image with discrete kernels at several scales (box filters). The

filtering method also comprises building orientation invariant descriptors, by using local gradient

statistics (intensity and orientation). The main advantage of using the SURF method for filtering

the results obtained at step 1704, lies in its fast computation of operators using box filters, thus

enabling real-time applications such as tracking and object recognition.

In an embodiment, at step 1706, salient/SURF features are identified in the radiographic

image shown in FIG. 18A . FIG. 18E illustrates the radiographic image 1802 of FIG. 18A with

markings 1830 representing SURF features, in accordance with an embodiment of the present

specification. Since the MSER and SURF techniques generate different features, requiring a

positive result from both, i.e., applying a MSER "and" SURF logic to each image region obtained

at step 1704, reduces the matching error without compromising detection (true matches). As can

be observed in FIG. 18C, a plurality of MSER feature markings 1810 are present near the ceiling

of cargo container 1802, while in the image illustrated in FIG. 18E a plurality of SURF markings

1830 are found in the floor region of cargo container 1802. By application of the filtering method

both these regions (floor and ceiling) having plurality of markings are discarded as an "AND"

logic operation is applied. The application of both the MSER and SURF image processing

techniques greatly enhances the probability of accurate detection of firearms as compared to prior

art methods using only one type of image processing technique.

FIG. 18F illustrates a filtered version of the radiographic image shown in FIG. 18D after

application of the filtering method, in accordance with an embodiment of the present specification.

In FIG. 18F, each white dot 1840 represents an image region containing a possible firearm. The

filtering process eliminates a plurality of matching errors. Comparison of FIG. 18F with FIG. 18D



shows a significant reduction in the matched image regions denoting possible firearms. Further, in

an embodiment, some feature markings present along the roof line shown in FIG. 18F, which

actually represent matching errors, can be filtered out by applying image processing, wherein the

first step is to determine that these markings are located on the roof lines of the container. The roof

lines can be identified by their geometric locations with respect to the overall container, and by

the uniformity of transmission and attenuation values along the lines. Then, if the regions are

isolated within the roof line, and do not extend with template-like properties beyond the roof line,

they can be eliminated from consideration as a firearm.

In an embodiment, another filtering method known in the art as Deep Belief Method

(DBM) that utilizes a deep neural network composed of inter-connected multiple layers of feature

variables may be used at step 1706. DBM is a machine-learning method and may further reduce

the template-matching errors.

In embodiments, various other filtering methods may be used in case the radiographic

image being analyzed comprises vehicles and driver cabs. These conveyances tend to contain

greater clutter density than cargo containers, resulting in more obstructions. In addition, the images

typically include engines, steering wheels, seats, glove compartments, and vehicle frames, and

identification of these structures and their spatial relationships help to reduce matching errors. For

example, using attenuation-based segmentation techniques, the engine can be extracted out, and

its surrounding area can be identified by combining the information of the vehicle frame and the

engine location. With this information, some template-matching errors associated with the vehicle

or tractor-unit structure can be eliminated. Moreover, using the engine-location information

together with the segmented passenger-seat information, their relative position can be established

to provide the passenger leg-room area. Since vehicle leg-room imagery is invariant, any matched

objects within this region would be more highly scrutinized.

At step 1708, once the filtering process is completed, additional properties of the filtered

image regions are extracted and used as features for classifications. In embodiments, properties

such as effective density, attenuation and associated standard deviation, and geometric properties

such as size, area, and aspect ratio, may be extracted. Although these properties are common to

all kind of conveyances, in different embodiments, unique classifier routines are applied to each.

After the classification performed at step 1708 a set of image regions comprising firearm

possibilities are obtained.



At step 1710, for each image region obtained at step 1708, a marker box is produced and

laid upon the image region in the radiographic image under inspection to communicate an alarm

location. FIG. 18G illustrates a radiographic image of a cargo container after application of the

marker box, in accordance with an embodiment of the present specification. As shown, marker

box 1850 is placed on the radiographic image of a cargo container denoting a location comprising

firearms.

In another embodiment, the present specification discloses a system for automatically

detecting the presence of currency, when a cargo container or a light vehicle is being inspected

using non-intrusive X-ray imaging techniques. This allows the operator or inspector to quickly

ascertain and verify the contents of the cargo container or vehicle that is currently being inspected.

In one embodiment, the system described in the present specification automatically applies

detection algorithms to the image and provides alerts to operator if it detects the presence of

currency. In one embodiment, images of the cargo generated during a scan by an X-ray based

inspection system are analyzed for specific features and parameters characteristic of currency, such

as size, shape, texture, density, atomic number, and the location within the container or vehicle.

This functionality enables security personnel to identify contraband more efficiently, without

requiring opening or manual search of every container being inspected.

In one embodiment, the system of present specification provides several automated tools

to make the image-inspection process more efficient and effective. These tools provide assistance

to image operators in analyzing the images for contraband, particularly currency and also help in

verifying that the cargo being carried is the same as declared in the cargo's manifest.

One of ordinary skill in the art would appreciate that the aforementioned automated tools

can operate on any computing platform associated with the X-ray scanning system including, but

not limited to: a laptop or tablet computer; personal computer; personal data assistant; cell phone;

server; embedded processor; DSP chip or specialized imaging device capable of executing

programmatic instructions or code.

It should further be appreciated that the platform provides the functions described in the

present application by executing a plurality of programmatic instructions, which are stored in one

or more non-volatile memories, using one or more processors and presents and/or receives data

through transceivers in data communication with one or more wired or wireless networks.



It should further be appreciated that each computing platform has wireless and wired

receivers and transmitters capable of sending and transmitting data, at least one processor capable

of processing programmatic instructions, memory capable of storing programmatic instructions,

and software comprised of a plurality of programmatic instructions for performing the processes

described herein. Additionally, the programmatic code can be compiled (either pre-compiled or

compiled "just-in-time") into a single application executing on a single computer, or distributed

among several different computers operating locally or remotely to each other.

FIG. 1 is a flowchart illustrating a method for identifying the presence of currency in an

image of a scanned cargo container or vehicle, according to one embodiment of the present

specification. Referring to FIG. 21, the first step 2101 of the method involves segmentation of the

input image. The input image is the transmission X-ray image and represents the average of the

high energy (HE) channel and low energy (LE) channel, which provides density and material

discrimination information (atomic number). In one embodiment, the present specification uses a

watershed segmentation method to segment the input image into meaningful physical objects

based on the gradient magnitude.

The next step 2102 involves a dual -energy feature extraction. As explained earlier, the X-

ray scanning system used with the present specification employs a dual energy method of scanning,

which is useful for material discrimination. In step 2102, the following features are extracted for

each segmented object obtained from the input image in step 2101 :

a) Average Intensity: (HE + LE)/2

b) Intensity Difference: HE - LE

c) Mu Ratio: ln(HE)/ln(LE)

d) Mu Diff: ln(HE) - ln(LE)

e) Zeff (effective atomic number) estimated from the standard lookup table (LUT)

f) Zeff estimated from a new lookup table (LUT) generated by Mu Ratio

Where HE = High Energy channel and LE = Low Energy Channel.

One of ordinary skill in the art would appreciate that the above characteristics of objects in

the image help in classifying the objects as being organic, inorganic, metallic, radioactive, etc.,

and also help in identifying the particular material composition of each segmented object. Further,

the above features are determined (using various functions of the high energy and low energy

values) and those determined features are compared against a values from a database storing



feature values which have been previously determined for actual currency. In one embodiment,

X-ray data is collected for vehicles that contain currency, and features specific of currency are

established through analysis. In operation, these features are measured for the object under scan

and compared to the established currency specific features.

In step 2103, currency candidate detection is performed. In this step, potential currency or

currency-related objects are identified by thresholding the dual-energy features extracted in step

2102. In one embodiment, thresholds are established through analysis of x-ray images that contain

currency in realistic environments, and through analysis of potential false-positive candidates.

In step 2104, texture feature extraction is performed. In one embodiment, the following

second-order histogram-based texture features are extracted for each potential currency object

identified in the previous step:

a) Energy

b) Entropy

c) Inverse different moment

d) Inertia

e) Cluster shade

f) Cluster prominence

In the following step 2105, objects identified in the previous steps that could potentially be

currency or currency-related verified in order to determine currency objects. In one embodiment,

to minimize false-positive detections, the dual-energy features extracted in step 2102 and the

texture features extracted in step 2104 for each currency candidate are used in combination as input

to a support vector machine classifier to determine whether it is a currency object.

Once a currency object is identified by the process of the present specification, an alert is

issued to the operator of the scanning system so that they may take appropriate action.

In one embodiment, features and characteristics that form the basis of detection of currency

and are determined as described above, are saved in a database for future reference. This image

data can be referred by the scan operators to determine if a cargo currently being scanned has the

features characteristic of currency. In one embodiment, these processes of saving relevant image

data to the database and comparing the data with current images are integrated with the automated



process of currency detection and help to substantially reduce false positives. These processes are

illustrated by means of flowcharts in FIGS. 22 and 23.

FIG. 22 is a flowchart showing a process of preparing a features database. In the first step

2201, the system obtains the image of the container. The image is obtained through non-intrusive

scanning by using a suitable scanning system, as described above. In one embodiment,

radiographic images are generated that contain atomic-number information generated from any

modality of dual-energy or dual-species inspection. The images could be generated by one or more

views and could be three dimensional reconstructed from the views.

Thereafter, features of the image are computed, in step 2202. The process of computing

features is explained above with reference to steps 2102 through 2104 in FIG. 2 1. In the next step

2203, computed features and their standard deviations are then saved in the database along with

the number of images used to compute the features, and are associated with the particular

contraband, which in this case is currency. In one embodiment, specific codes are assigned to

different types of contraband to help associate specific features with them.

In one embodiment, the computed features include, but are not limited to, attenuation,

texture, atomic number, elemental composition and/or cargo height. For tomographic and multi-

view systems, density is also a useful feature. It should be understood by those of ordinary skill in

the art that other features not listed here could be used to match the cargo images.

In the next step 2204, the system checks if any entries for that contraband are already stored

in the database. If so, the system combines features from the containers with same type of

contraband. This is shown in step 2205. The combination of the feature values takes into account

the number of images used to compute the feature value and is weighted accordingly. Also, the

user is notified of outlier feature values (values that are outside the three standard deviations or

other selected range) for acceptance before the combination takes place. Thereafter the combined

set of features for that particular contraband is saved in the database, as shown in step 2206. Thus,

the features saved in the database per contraband are computed from a combination of feature

values from a large number of cargo images found with the same contraband. The feature values

are updated as additional cargo images are collected. Additional features can also be used

computed as their usability becomes available.

FIG. 23 illustrates a method for comparing images of an individual cargo container with

the database of contraband features. In the first step 2301, an image is captured by the cargo



scanning system. Then, the features of the image are computed, in step 2302. Thereafter, the

system obtains features for a specific contraband, such as currency, stored in a database, and

compares them to the computed features. This is shown in step 2303. The system then determines

the probability 'P' that some contents of cargo match the contraband, in step 2304. Probability 'P'

is then compared to a threshold value in step 2305. If 'P' is greater than the threshold value, it

implies that some contents of the cargo match with the features of the specific contraband, as

shown in step 2306. If 'P' is less than the threshold value, it indicates that the contents of the cargo

are not the same as the specific contraband, as shown in step 2307.

In one embodiment, the threshold value may be determined in accordance with the user's

preferences. For example, if custom office is using the system and they want to detect most

contraband even at the expense of higher false alarm rate, they may be able to set a high threshold

value, such as 90%. Conversely, if the custom agency does not want to have a high false alarm

rate, they can choose to set a low threshold value, such as 60%. Further, the customer may decide

that some categories of goods are more important, such as those associated with higher duties, than

others and place different thresholds for different types of goods.

Further, before flagging cargo, a predetermined minimum set of images may be used to

compute the features. The customer may decide that the features database is complete and more

images do not need to be used. In this case, there is no need to add more images to the database.

However, if the database did not use enough images, or the customer wants to improve the

accuracy of detection, an authorized operator can request to add more images to the database.

In one embodiment, the system provides additional tools that help in the detection of

currency carried in cargo. In one embodiment, an operator assist tool helps to determine when a

cargo does not match manifest, thereby indicating presence of contraband. This tool helps in

detecting situations such as cargo density being too low or too high for declared cargo, presence

of organic material in cargo when manifest cargo is metallic or vice-versa and cargo being too

uniform or heterogeneous for declared cargo, for example when an image shows high-density areas

which are not compatible with a declared cargo of clothing. In other embodiments, tools for

operator assistance include but are not limited to, automatic verification that a

container/trailer/railcar is empty; Detection of hidden compartments; and Pallet counting.

Empty Container Verification



The goal of this tool is to verify that a cargo container is empty, and if the container is

empty, to eliminate the need for the operator to view the image. Thus, this feature helps in

improving operational efficiency of the scanning system. In one embodiment, the definition of not

empty is the detection of any object greater than a specified size that attenuates the beam by a

specified value. For example, any obj ect greater than 1 cm in any direction that attenuates the beam

by more than 5%. Other specifications as minimum detectable mass are also possible.

It may be noted that either the container and/or the system could be slightly tilted,

increasing the width at the edges. Also, the truck might be passing through the system at different

angles. Also, sometimes images contain artifacts due to bad detectors or linac instabilities. The

algorithm for empty container verification takes into account these variations in one embodiment,

and further is able to analyze container of any size, detect multiple containers and verify each of

them separately.

The empty container verification tool is also useful in detecting more difficult cases of

contraband smuggling, where the image of container structure may mask contraband. Examples of

this type of smuggling include currency placed in door frames, door panels, container frame, corner

blocks or other cases.

FIG. 24 shows an exemplary case where the empty container verification tool detects

objects 2401 placed on the floor of the container 2402. The algorithm uses parallax to detect

objects on the floor without alarming on container structure, such as beams 2403 and other truck

support hardware. In the same manner, the tool is able to detect objects placed under the floor as

well.

Cargo Uniformity

One the methods to perform cargo-manifest verification and determine the presence of

contraband such as currency, is to check whether a cargo that is supposed to be uniform, also

shows a uniform image. In one embodiment, a cargo database specifies which cargos are supposed

to be uniform and the cargo uniformity tool alarms if the image is inconsistent with the manifest.

Examples of uniform 2529 and non-uniform 2519 cargos are shown in FIGS. 25A and 25B,

respectively.



In one embodiment, the algorithm for cargo uniformity is configured to detect uniformity

based on a scale parameter "granularity". The average density can also be used to verify the cargo

type.

Material Discrimination

In one embodiment, dual-energy images are used for cargo manifest verification by

checking whether the cargo is mainly organic, mainly metallic or combination. The images are

then compared with the material type declared in the cargo manifest.

Anomaly Detection

In one embodiment, anomalies are automatically detected when the cargo is homogeneous

and minimum characteristics of the cargo are specified. The algorithm relies on this information

to detect any contraband concealed in the homogeneous cargo.

In one embodiment, anomalies are further automatically detected in periodic cargo. An

exemplary case of periodic cargo is illustrated in FIG. 26. Referring to FIG. 26, the detection

algorithm does not produce an alarm with repetitive objects 2601, but generates an alarm with an

object 2602 of different attenuation or shape.

Pallet Anomalies

In one embodiment, data from manifest and cargo database are used to automatically

identify anomalies such as hidden currency inside large bags that are used to carry dry groceries.

The operator assist algorithm in this case determines whether the pallet should be homogeneous,

and generates an alarm if it is not.

In some cases, it is useful to count the number of pallets to determine whether the shipper

declared them all. In one embodiment, an automated tool detects the total number of pallets and

indicates the corresponding locations of detected pallets. In one embodiment, the tool is able to

determine when some pallets are placed behind others. FIG. 27 illustrates an exemplary image

with pallet counting. As can be seen from the figure, the algorithm is sufficiently sophisticated to

determine when pallets are placed behind others.

In one embodiment, an operator assist tool identifies the cargo types in the container. This

is useful in cases where the manifest indicates more than one cargo type. As an example, in the



image of a container carrying three cargo types, each of the cargo types may be indicated with a

different color. One of ordinary skill in the art would appreciate that any other means for indication

may be employed to illustrate different types of cargo.

In one embodiment, various operator assist tools may employ pattern recognition

algorithms to detect and identify the type of contraband, including currency.

Image Comparison

This assistance tool allows the operator to invoke a number of images of certain type of

cargo previously acquired and compare them with the image under analysis. This helps the

operator in determining whether a cargo image matches the manifest, and indicates the potential

presence of contraband if the present image is very different from the images in the database. This

is shown in FIG. 28, wherein the current image 2801 of the cargo can be visually compared by the

operator with images 2802 of the same cargo type from the image database. Additional assistance

is provided by displaying values of various cargo features of the current and previously imaged

cargo. In the example, shown, and by way of example only, the current image 2801 is different

from the database images 2802. Thus, the operator should make a decision that the cargo does not

match the manifest, because the current image is different from those in the database.

In various embodiments, operator assist tools are also useful in cases where contraband is

concealed in parts of the truck other than the container or trailer - for example, when currency is

concealed in the spare tire of a truck.

In one embodiment, an operator assist tool allows the operator to request images and

analysis results, including past seizures, from previous inspections of a shipper or vehicle with

same ID. This historical data helps the operator or automated software to provide a more intelligent

decision.

In another embodiment, the present specification discloses an automated method of threat

detection based on processing and comparison of the X-ray images of a vehicle over time. In one

embodiment, the present system provides an automated means to detect differences between

sequential x-ray inspections of the same vehicle.

X-ray screening of vehicles is often utilized at checkpoint entrances to Government

facilities to search for illicit cargo such as drugs, weapons, and explosives. In many instances, a

vehicle will pass through the same checkpoint on a regular basis. While the cargo within this



vehicle will change from visit to visit, the vehicle structure (chassis, fuel tank, etc.) is expected to

remain unchanged. Automated detection of differences in vehicle structure through inspection of

sequential x-ray images of the same vehicle can improve security and reduce inspection times.

FIG. 29 is a flowchart illustrating a method of automatic threat detection, in accordance

with one embodiment. Referring to FIG. 29, in the first step 2901, the vehicle under inspection is

scanned using a high-energy transmission x-ray system. In one embodiment, upon entering the

system, the vehicle license plate number or other vehicle identifier is read by the system's optical

character recognition (OCR) software, and this unique character set is stored with the just-acquired

image. In the next step 2902, the most recent vehicle image in the database is identified. For this,

the system software uses the vehicle identifier to query the system database for images associated

with the same identifier, and uploads the most recently-acquired of these stored images. Next, in

step 2903 the current vehicle image is registered with the historic vehicle image. One of ordinary

skill in the art would appreciate that a variety of image registration methods may be applied to

determine the transformation that best maps the current image to the historic image.

In the next step 2904, the intensity profiles of the registered images are normalized and

scaled similarly. After normalizing, image comparison is performed in step 2905. In this step, the

intensity levels of the normalized images are compared on a pixel-by-pixel basis. In one

embodiment, an optimized change detection algorithm is employed, wherein if the intensity

difference between two pixels is greater than a predefined threshold, it is classified as a potential-

difference pixel. The potential difference pixels are then clustered into potential -difference objects

based on their spatial location. Finally, in step 2906 true anomalies are identified. In this step, each

potential difference object is evaluated by a set of features, such as its size, location, and texture.

Based on established alarm-decision criteria, the system reports the location of those potential-

difference objects to the operator, which are determined to be true anomalies in need of

investigation.

Image Registration Techniques

Image registration is required to compare two images of the same vehicle that differ

geometrically. Differences may be due to variances in the respective scan processes, such as non-

constant vehicle speed during the scan and differing magnification or view angle due to vehicle

position or orientation with respect to the radiation source.



The canonical steps in image registration are detection/matching, transform model

estimation, and image re-sampling. It may be appreciated that a variety of frequency-, intensity-

and/or feature-based methods may be used to find matching control points to align the historic and

current images. For example, a corner-matching feature-based method finds the transformation

between two images by matching corresponding corners in the images. A normalized cross-

correlation based method is an intensity-based method that finds the transformation between two

images by finding the maximum of their normalized cross-correlation value. A priori knowledge

of the geometry and ensuing transformations is essential to proper control-point selection.

The method of present specification may use one or more transformation methods, such as

but not limited to, affine transformation, piecewise affine transformation, and deformable

transformations. Transform model estimations under consideration include a mean-square

difference, normalized correlation, and mutual information-based metrics. Both rigid

transformation and non-rigid transformation methods, and their combinations, may be employed

to account for the image-dimension variation between the current and the historic image due to

differences in the scan geometry.

Filtering Techniques

In one embodiment, the present method uses one or more image-smoothing or filtering

techniques for reducing image noise prior to the application of the change detection algorithm.

Techniques that may be used include Gaussian Blur, a type of image-smoothing filter; Median

Filtering, a noise-reduction technique; and Bilateral Filtering, a noise-reduction and edge-

preserving technique.

Change Detection Algorithm

In one embodiment, the present method compares the current vehicle image with the

historic vehicle image to identify significant differences between the two. For this purpose it

makes use of one or more of the following approaches:

i) Ratio-based Method

The observed pixel value or intensity at a location is defined as I(x, y), and then the ratio

of the pixel value or intensities at location #2 to the value at location # 1 can be expressed as



R(x, y) = I2(x, y) / Ii(x, y)

Where I2(x, y) refers to the current image and Ii(x, y) refers to the reference image. The

ratio of intensities is expected to be a constant if the vehicle did not undergo any change, and hence

we can expect R(x, y) to remain constant. This suggests that we can use the variance of R(x, y) in

a window around a pixel as an indication of a change between the images. If this variance is higher

than an established threshold, that pixel can be labeled as a change pixel

ii) Statistical Method

In this method, the observation D is modeled as a Gaussian random variable with zero

mean and variance σ2 under the null hypothesis Ho, that is, the hypothesis that there is no change

between the images. D can be any difference measure. The parameter σ2 can be estimated as the

sample variance of a training dataset. Hence the conditional density function may be presented

as:

The null hypothesis can be accepted if f(D| Ho) is greater than a threshold

iii) Pixel Difference Method

In some embodiments, change detection is achieved by applying a pixel-difference

method. On a pixel-by-pixel basis, the intensity levels of the normalized images are compared.

If the intensity difference between two pixels is greater than a predefined threshold, it is classified

as a potential-difference pixel.

Grouping Potential-difference Objects

In one embodiment, potential-difference pixels are grouped into potential-difference

objects based on their spatial connectivity, using a connected component labeling algorithm. This

algorithm scans an image and groups its pixels into components based on pixel spatial

connectivity. All pixels in a connected component have similar intensity values and are in some

way connected with one other. Once all groups have been determined, each object is labeled with

a gray-level or a color according to the component to which it was assigned.



Anomaly Identification

Classification methods are utilized, in one embodiment, to determine if a potential-

difference object represents a true anomaly. The relevant features of a potential -difference object

are classified, and objects that satisfy pre-defined classification criteria are labeled as true

anomalies. For the purpose of image background subtraction and anomaly identification, some of

the techniques that may be used, for example, include - Global Threshold using Otsu's Method,

Adaptive threshold method, Edge-based method and Watershed-based method.

Vehicle Identification Number Capture

In one embodiment, for inspection of cargo and vehicles inspection, the present system

provides an optional identification number capture system that automatically captures a license

plate number, cargo container identification number, or other vehicle identification number. In

one embodiment, the identification number capture system comprises cameras positioned to

capture the license plate number or other identification number and OCR software that processes

the camera images and extracts the ID number. The captured identification numbers are added to

the corresponding inspection record.

FIGS.30A through 30E illustrates an example of application of the automatic detection

system and method, based on image comparison. FIG. 30A illustrates an exemplary historic image

of a vehicle 3000 acquired by an inspection system. FIG. 30B illustrates the current image of the

same vehicle, shown by the way of example only, with a contraband item 3001. Here, the current

image is transformed (registered) to the space of the historic image.

Next, a pixel difference method is applied, to reveal the differences between the current

image and historic image. This difference image is shown in FIG. 30C. It may be noted that any

non-zero differences in the image of FIG. 30C, other than at the anomaly location, are due to

random noise.

Next, using a thresholding technique, pixel-difference values are then evaluated against

an established threshold value. Only those values greater than the threshold value survive to define

potential-difference objects. A classification technique is then applied to determine which

potential-difference objects represent true anomalies. In the present example, the only potential-



difference object to survive the classification step is shown in the image of FIG. 30D, where the

contraband item 3010 is clearly visible in the image.

The true anomaly is then transformed back to the space of the current image, and identified

to the operator, as shown in FIG. 30E, where the contraband item 3030 is marked and presented

on the display.

In one embodiment, an interface is provided for storing to, and recalling images from a

database, based on vehicle identification number (VIN), license plate number, or other unique

identifier. In one embodiment, the interface further comprises various operator assist tools, as

described in the previous sections, to help in automatic identification of contraband and threat

items. In one embodiment, the interface further comprises cargo manifest information management

system and interface, as described above.

FIG. 31 illustrates an exemplary screen of the operator interface of the present system for

threat/contraband detection based on vehicle image comparison. Referring to FIG. 31, when a

cargo vehicle, such as a truck, comes for inspection scan, two images 3 110 and 3120 of the same

truck, acquired on different dates, are found in the reference image database. Since the database is

also linked to the vehicle/ cargo manifest system, it provides information to the operator regarding

origin and destination of the cargo, shipper and consignee, container identification number and the

vehicle license plate number in tables 3 112 and 3122 alongside the scan images.

FIG. 32 illustrates how the current and historic vehicle images may be used for identifying

changes in the vehicle structure over time, in accordance with one embodiment. Referring to FIG.

32, when a vehicle 3201 is scanned, its license plate number 3202 is also recorded. The license

plate number is used to retrieve the historical images and data for the same vehicle from the system

database. Thereafter, the current image 3203 is compared against a historical image 3204. A

change detection algorithm is applied to the two images, which identifies anomalies 3205. In the

present example, the identified anomaly comprises an object hidden under the floor of the vehicle,

which becomes apparent when the two images are compared using the change detection algorithm.

FIG. 33 illustrates how vehicle images may be used for identifying changes in the cargo

contents over a travelled distance. Referring to FIG. 33, a cargo vehicle 3301 is scanned at a first

checkpoint 3302 and its image 3303 is recorded. The cargo vehicle is again scanned at a second

checkpoint 3304 and its image 3305 is recorded. The system then automatically compares the two

images 3303 and 3305 and applies a change detection algorithm to them. As mentioned earlier,



the two images are linked in the system database by means of common attributes of the vehicle,

such as the license plate. After comparison, the change detection algorithm identifies the

anomalies, if any. In the present example, an additional pallet 3306 is detected in the cargo, which

is added in the distance between the first and second checkpoints. In this case, if the cargo manifest

remains unchanged, as reported by the manifest information database, the operator may flag down

the vehicle for further inspection.

FIG. 34 illustrates another example of how vehicle images may be used for identifying

changes in the cargo contents over a travelled distance. Referring to FIG. 34, a cargo vehicle 3401

is scanned at a first checkpoint 3402 and its image 3403 is recorded. The cargo vehicle is again

scanned at a second checkpoint 3404 and its image 3405 is recorded. The system then

automatically compares the two images 3403 and 3405 and applies a change detection algorithm

to them. As mentioned earlier, the two images are linked in the system database by means of

common attributes of the vehicle, such as the license plate. After comparison, the change detection

algorithm identifies the anomalies, if any. In the present example, it is detected that the vehicle has

emptied its load in the distance between the first and second checkpoints, and in fact the container

in the second image 3405 is not the same as the container in the first image 3403.

In another embodiment, the present specification discloses a method for characterizing

cargo by providing estimates of cargo configuration, such as cargo weight as a function of position

(length), pallet size and density.

In one embodiment, the method to obtain the weight of cargo comprises of combining the

measured attenuation profile of the scanned cargo with the known geometry of the scanner. In one

embodiment, for computing the pallets size and density, a priori assumptions about how the cargo

is arranged in the container are used. Specifically, it is assumed that the cargo is arranged in one

or two palletized rectangular blocks of uniform-density material that rest on the floor of the cargo

container. This simplified model can be used to fit the measured attenuation profile to provide

estimates of the dimensions including length, height and width of the cargo blocks, their front-to-

back location in the container, and their effective steel density. For dual-energy scans, the atomic

number information is used to improve the cargo characterization.

FIG. 35 is a flowchart illustrating an exemplary method of characterizing cargo by

estimating cargo weight, according to one embodiment. Referring to FIG. 35, in the first step 3501,

the relationship between steel thickness of the cargo blocks and attenuation for the scanner is



established. Next, in 3502 a correction is developed for the angular dependence of the attenuation

on steel thickness, using a model for the Linac spectrum and the known filtration on the radiation

source. Thereafter in step 3503, image attenuations are converted to effective organic and steel

thickness.

Next, in 3504 the atomic density of cargo is determined, if available. The sum of material

thickness x density over height is then computed in step 3505, to get weight at given (length)

position. Finally, all positions are summed to get total weight, in step 3506.

FIG. 36 is a flowchart illustrating an exemplary method of characterizing cargo by

estimating pallets size and density, according to one embodiment. Referring to FIG. 36, in the first

step 3601, the relationship between steel thickness of the pallet blocks and attenuation for the

scanner is established. Next, in 3602 a correction is developed for the angular dependence of the

attenuation on steel thickness, using a model for the Linac spectrum and the known filtration on

the radiation source. Thereafter in step 3603, image attenuations are converted to effective organic

and steel thickness.

Next, in 3604 the steel thickness profiles are corrected for background from the container.

The resulting profiles are then fit with optimized pallets of cargo, varying the height, depth, and

effective steel density of the cargos, as shown in step 3605. The resulting profiles are then

compared with the known pallet data in step 3606. Optionally, the analysis may be extended to

more irregular cargos so that it can be determined whether the assumptions are reasonable.

The above steps of flowcharts of FIGS. 35 and 36 are explained in further detail below.

Effective steel thickness and attenuation

FIGS. 37, 38A and 38B illustrate how data collected using a radiation source, which is a

9MV Linac in this example, is used to determine the relation between measured attenuation and

steel thickness along the beam centerline, in accordance with one embodiment of the present

specification. Referring to FIG. 37, a scan image of a cargo container with the test fixture holding

14" (35.56 cm) of steel plate near the centerline of the Linac beam is shown. The attenuation profile

is measured along the region-of-interest (ROI) 3701, yielding an average attenuation of about

16000 counts for the steel plate. The measurement is repeated for a number of scans as a function

of the known steel thickness, which also contains a contribution from the container walls of 0.49

cm. The attenuations of the steel plates plus the container walls are then fit with a straight line,



which is shown in FIG. 38A . Referring to FIG. 38A, graph 3801 illustrates a linear fit to steel

thickness as a function of attenuation counts.

A 4-parameter fit to obtain the steel thickness from attenuation at this location in the

detector array can be computed as:

y (cm steel) = (x-xo)/mu - ((x-xo)/c)m (1)

where:

x o = 88.76 counts, attenuation offset observed for air

mu = 449 counts/cm, linear attenuation coefficient for steel

c = 17345 counts, attenuation where the value of mu drops

m = 7.505, exponent that indicates how fast mu changes.

The above computation is depicted by the graph 3802 of FIG. 38B, which shows that the

fit predicts the steel thickness to an accuracy of better than 0.5 cm.

Correction for angular dependence

Error! Reference source not found.illustrate exemplary plots of the attenuations for 3.5"

and 7" thick steel respectively, at different positions along the detector array. Referring to FIG.

39A, plots 3901 and 3902 represent attenuations for 3.5" thick steel for two different 6MV cargo

scanner systems. Similarly in FIG. 39B, plots 3910 and 3920 represent attenuations for 7" thick

steel for two different 6MV cargo scanner systems. This example illustrates the angular

dependence of steel attenuation that results from a decrease in the energy of the x-ray spectrum

with increasing angle.

In another example, the attenuation for a 9MV-linac was measured and found to be around

3% lower than the 6MV-linac attenuation. This may be associated with differences in Linac target

thickness and filtration, while the down-turn in attenuation at the ends of the array is likely

associated with scatter from material beyond the ends of the detector array where the flux is not

attenuated by steel.

Using the results from the simulations, Equation (1) can be modified to include the angular

dependence for three of the filters:

y (cm steel) = (x-xo)/mu(9) - ((x-xo)/c(9))m( (2)



where the source-detector angle, 0(deg), is measured relative to the central detector, 270, and the

detectors are numbered from 0 to 543 starting from the top of the array.

Fit to uniform cargoes

Error! Reference source not found, shows a scan image for an exemplary uniform cargo

comprising water bottles, used to develop the fitting procedure with respect to equations (1) and

(2). Referring to FIG. 40, cargo is indicated by the rectangle 4001, while rectangle 4002 indicates

a background region of interest (ROI). In one embodiment, equation (2) is multiplied by the

nominal density of steel, 7.8 g/cm3, to yield the formula for converting image attenuation counts

to areal density (g/cm2) . Applying the background correction yields the cargo attenuation (areal

density) shown as 4101 in Error! Reference source not found.. Application of least-square fit

to the background-corrected steel areal density then yields the fits shown in Error! Reference

source not found, for one pallet of cargo 4201, and for two pallets of cargo 4202. The results of

fits to attenuation profile of water bottles are summarized in a table in FIG. 43. Referring to FIG.

43, it can be seen that the cargo dimensions and characteristics obtained for single pallet 4301 and

double pallet 4302 using the present method, are close to the measured dimensions and

characteristics 4303.

In one embodiment, the present method also takes into account the air gap between pallets

while computing the attenuation values to determine cargo characteristics. FIG. 44 illustrates how

location and geometry of pallets can be inferred from the attenuation profiles obtained from various

detectors in the detector array. Referring to FIG. 44, the rectangle 4401 represents the single pallet

fit, while the rectangles 4402 and 4403 represent the double pallet fit. The outside corners of the

cargo container are represented by 441 1, 4412, 4413 and 4414. Projected lines 4405 from source

through the corners indicate the detector number where the corners appear in the image. Rectangle

4406 indicates the position, where the inside walls of the cargo container are estimated to be

located.

Referring together to FIGS. 42 and 44, the primary features in the areal density plot of FIG.

42 can be understood as follows. Starting from the bottom of the detector package in FIG. 44, the

corner of the pallet on the right 4403 is first encountered, which leads to an increasing areal density.

At the gap between pallets, the curve levels off, indicated by arrow 4203 in FIG. 42. This is because

in that region, the x-rays only penetrate the left and right sides of the second cargo pallet 4403 with

a near constant path length. The rays then encounter the lower right hand corner of the left pallet



4402 and the attenuation increases up to the top plateau 4205. This plateau is where rays pass

through the sides of both cargo pallets, so there is only a small change in attenuation with height

on the detector array. The subsequent decrease in attenuation then follows a similar set of

transitions as the x-rays cross the gap between cargos, indicated by second arrow 4204 in FIG. 42.

In one embodiment, several types of uniform cargos were tested and it was found that

cargos that are periodic in attenuation along the scan direction yield reasonably stable fit densities

with the present method, as long as the region of interest is several periods wide. Since any changes

in background attenuation due to cargo container features will limit the accuracy of the derived

densities, in one embodiment, the present method further includes a useful tool for operator-

assisted analysis. The tool enables an operator to select adjustable ROIs to exclude areas from the

main ROI that show obvious changes in background.

Scans of non-uniform cargo

FIG. 45 illustrates another exemplary container scan using the present method. Referring

to FIG. 45, a non-uniform cargo comprising a container of the steel plates is scanned. The resulting

attenuation graph 4501 representing steel penetration shows a small but high-attenuation region

4502. In this case, the curves 4503 for single and 4504 for double pallet scans yield nearly identical

results, because the gap in the double pallet fit goes to zero.

FIG. 46 illustrates the inferred location and orientation of steel plates in the cargo container,

corresponding to the attenuation profile of FIG. 45. Referring to FIG. 46, the outer and inner sides

of the container are represented by 4601 and 4602, respectively. The location and orientation of

steel plates in the cargo container is represented 4603.

It may be noted that cargos that are grossly non-uniform and are not rectangular in shape

may not yield accurate cargo distributions. For example, if the steel plates in a cargo are stacked

in a tilted or haphazard manner, it violates the basic assumption of the fit model that assumes

square corners (90deg) for the steel cargo with the plates standing upright. In such cases, additional

scan views may be required to constrain the model further to provide a more accurate fit.

In one embodiment, the extracted cargo parameters are used for different weight

calculations, including determination of pallet-by-pallet weight and full cargo weight.

In one embodiment, cargo weight (W) is estimated using the following equation, which is

applied pallet-by-pallet:



W = *pixelWidth *pixelHeight,

where the sum is taken over all pixels in the volume of interest, µΜ is the mass attenuation

coefficient, and l represents the normalized pixel intensity value;

, containerLenqth in cm
pixelW idth = » Icontainerlength in pixels and

pixelHeight is obtained from the geometric information of the scanner.

To estimate the palletized-cargo weight, µΜ , pixelWidth and pixelHeight must be

determined.

To determine µΜ Based on high-energy data (HE) and low-energy data (LE), the material

type is estimated by using µγ αί ί0 From the material type, the corresponding µΜ is obtained using

a look up table.

In one embodiment, the systems and methods of the present specification may be used for

detection of specific contraband, such as cigarettes. FIG. 47 illustrates an exemplary dual-energy

scan image of cigarettes 4738 in a cargo container 4758. The system of present specification

takes into account the specific features and characteristics of cigarettes such us density, texture,

spacing of the gaps, etc. to automatically detect the presence of cigarettes.

In one embodiment, the present method relies on various operator assist tools described

earlier for detection of cigarettes, such as empty container verification, anomaly detection,

pattern recognition, material discrimination, matching the cargo with manifest (verification) and

pallet characteristics.

In one embodiment, the present system uses empty container verification tool to detect

difficult cases of drugs concealed in containers, such as in door frames, door panels, container

frame, corner blocks, in the floor or other cases where the image of container structure may mask

contraband.

One of ordinary skill in the art would appreciate that dual-energy x-ray technology, even

at high energy, cannot distinguish different types of organic materials. Therefore, anomalies in the

x-ray images may require time-consuming, labor-intensive opening of containers potentially

resulting in high false-alarm rate or in low detection due to the increased clearing to avoid opening

containers.



Drugs are commonly found to be concealed in homogeneous organic cargo, such as that

comprising fruits and vegetables or grains. Contraband can also be concealed in industrial

equipment, and sometimes equipment must be damaged to determine whether there is contraband.

If contraband is not found, the shipper must be compensated for the damage. There are other cases

where intelligence indicates a high probability that contraband is hidden in a container or truck. In

these and other cases, it would be useful to resolve the alarm without opening the container.

Therefore in one embodiment, the system of present specification employs methods for

determining the elemental composition of cargo for detection of contraband such as drugs and

narcotics.

One of the methods to determine the elemental composition of cargo is employing

neutrons. In this case, a pulsed neutron generator inspects an area of cargo suspected of containing

contraband. A neighboring region could also be inspected for comparison. The results are an

elemental map as a function of depth. The elemental composition is then employed to determine

the probability that the cargo contains a specific type of contraband. The elemental composition

of selected materials is shown in the table illustrated in FIG. 48. The last two columns 4801 and

4802 show some of features employed to identify the different materials. For example, a high a

carbon-to-oxygen ratio (C/O) indicate the presence of cocaine, heroin and other drugs. Thus for

example, a cargo of fruits and vegetables would result in a C/O of approximately 0 .1. However, in

the area where cocaine is present, the ratio would be about 3 . If the ratio does not change

significantly as a function of area, there is no need to open the container or destroy cargo, thereby

saving considerable time and cost.

In one embodiment, the present system employs an additional concept of operation, by

inspecting areas of the cargo for cargo-manifest verification. The elemental composition of the

scanned areas is compared to the elemental composition of the claimed manifest to provide a

probability that the manifest is correct. In one embodiment, the system further employs tools for

detection of pallet anomalies for drug detection. Such tools determine, for example, if a pallet

should be homogenous or not, based on the manifest and material data from the database. An alarm

is raised in case an anomaly is found.

In various embodiments, a combination of operator assist tools are used and help identify

cases where contraband is concealed in parts of the truck other than the container or trailer - for

example, when drugs are concealed in the spare tire of a truck.



FIG. 19 is an illustration of an exemplary X-ray scanning system to which any of the

methods of the present specification may be applied. It should be noted herein that one exemplary

scanning and inspection system that may be employed with the systems and methods of the present

specification includes, but is not limited to the Rapiscan Eagle Mobile inspection system. Other

systems that are appropriate include inspection systems using a gantry, inspection systems having

a portal configuration, and scanning systems designed specifically for rail cars. It may be noted

that any suitable system for inspecting cargo, cargo containers, and their contents may be

employed for the purpose of application of the methods of present specification. As such, United

States Patent Application Numbers 12/780,910; 13/370,941; 13/548,873; 13/532,862; 13/168,440;

13/175,792; 13/433,270; 13/281,622; 13/108,039; 12/675,471; 12/993,831; 12/993,832;

12/993,834; 12/997,251; 12/919,482; 12/919,483; 12/919,484; 12/919,485; 12/919,486;

12/784,630; 12/784,465; 12/834,890; 13/009,765; 13/032,593; 13/368,178; and 13/368,202, all

assigned to the assignee of the present invention represent various systems that may be employed

with the present invention and are herein incorporated by reference in their entirety. In addition,

United States Patent Numbers 5,638,420; 6,542,580; 7,876,879; 7,949,101; 6,843,599; 7,483,510;

7,769,133; 7,991,1 13; 6,928,141; 7,517,149; 7,817,776; 7,322,745; 7,720,195; 7,995,705;

7,369,643; 7,519,148; 7,876,879; 7,876,880; 7,860,213; 7,526,064; 7,783,004; 7,963,695;

7,991,1 13; 8,059,781; 8,135,1 10, 8,170,177; 8,223,919; and 8,243,876 all assigned to the assignee

of the present invention represent various screening systems that may be employed with the present

invention are herein incorporated by reference in their entirety.

Referring to FIG. 19, in one embodiment, inspection system 1900 comprises a mobile

inspection system that can be deployed at any checkpoint for inspecting vehicles and cargo

containers. FIG. 19 illustrates a side view of the mobile inspection system in a deployed

configuration. The system comprises a vehicle 1901, such as a truck, with a flat-bed surface and

equipment mounted on it. The equipment comprises an X-ray source 1902, a boom 1903, a

modulator 1904, chiller 1905 and hydraulics assembly 1906. A radiation detector 1907 is also

mounted on the bed of the truck 1901.

The front part of the vehicle 1901 comprises the operator cab 1908. In one embodiment,

the operator cab 1908 has two operator stations, each equipped with large high-resolution displays

for scanning operations.



In one embodiment, the X-ray source 1902 and the boom 1903 are part of a single fixture

that can be deployed or stowed.

In one embodiment, the mobile inspection system 1900 uses a dual energy mode of

scanning. In this technique, an X-ray source emits alternating pulses of low and high energies. The

difference or ratio of the transmissions for the two energies yields information about the atomic

number (Z) of the cargo material traversed. Thus, in one embodiment X-ray source 1902 switches

between two operating voltages in an interlaced fashion. In another embodiment, system 1900

comprises a first X-ray source 1902 and a second X-ray source (not shown) that deliver images

from two views, horizontal and vertical, respectively. This allows the system to produce two

separate simultaneous images from approximately perpendicular orientations, thereby providing

more comprehensive imagery, reducing the need for repositioning and rescanning and enabling

rapid and accurate threat detection. In one embodiment, both sources are of same type and have

the same operating voltage, which is in the range of 200 kV. In one embodiment, the inspection

system uses from three to five X-ray sources, each operating at a single voltage.

In one embodiment, the system provides dual view scanning, with the two views being

generated by two X-ray sources or by a single source alternating operation between high and low

energies. In one embodiment, each view is supported by an L-shaped array of dual-energy

detectors that separate the x-rays received into a first energy bin and a second energy bin, wherein,

in an embodiment, the first energy bin is low energy and the second energy bin is high energy. In

one embodiment, each array contains two rows of detectors, with one set collecting the low-energy

x-rays and the other set collecting the high-energy x-rays. This dual-energy data is the foundation

for generating the atomic number (Z) information, thereby providing material discrimination

essential for effective detection algorithms.

In one embodiment, the operating voltage of the X-ray source employed may range from

lkV to lMeV, and can be varied depending upon the system in which the present invention is

implemented. Further, it may be appreciated that an x-ray source that switches among two or more

operating voltages may be used as well. Further, while the present example describes a dual-view

system, it may be appreciated that a single-view or multi-view system may be used as well.

FIG. 20 illustrates an exemplary mobile inspection system in deployed mode, which may

employ any of the methods described in the present specification for processing scanned images

and detecting threats and contraband. A person of ordinary skill in the art would appreciate that



the system is well capable of scanning large trucks and containers, such as the one 2002 shown in

the figure, as well as smaller vehicles. As a vehicle 2002 passes through the portal 2003 created

by the boom, it is scanned using the radiation from X-ray source (not shown). X-rays transmitted

through (and attenuated by) the vehicle are detected by suitable detectors (not shown). In one

embodiment, the detectors are integrated within the portions of the boom 2004 that are opposite to

the X-ray source and in the beam path. An image is generated from the detected radiation and it

forms the basis of material discrimination. Further details of X-ray scanning systems are provided

in United States Patent Application Number 13/577, 170, which is herein incorporated by reference

in its entirety. The above examples are merely illustrative of the many applications of the system

of present invention. Although only a few embodiments of the present invention have been

described herein, it should be understood that the present invention might be embodied in many

other specific forms without departing from the spirit or scope of the invention. Therefore, the

present examples and embodiments are to be considered as illustrative and not restrictive, and the

invention may be modified within the scope of the appended claims.



CLAIMS

We claim:

1. A method for verifying a type of a container, the method comprising:

obtaining a scanned image of the container; and,

applying at least one pixel-value line integral to the scanned image for verifying the type

of container.

2 . The method of claim 1, wherein obtaining the scanned image comprises obtaining an X-ray

scanned image.

3 . The method of claim 1, wherein the applying the pixel-value line integral comprises obtaining

pixel attenuation values in a vertical direction at a fixed position within the scanned image.

4 . The method of claim 3, wherein the obtaining pixel attenuation values further comprises

indicating a shape of at least one edge of the container.

5 . The method of claim 4 comprising indicating the shape of the at least one edge to be at least

one of a rounded shape and a straight shape, wherein the indicating the rounded shape verifies

the type of container to be a tanker and the straight shape verifies the type of container to be a

cargo container.

6 . A method for verifying contents of a tanker, the method comprising:

generating an X-ray image using an X-ray scanner;

using said X-ray image, detecting presence of contents within the tanker;

using said X-ray image, determining a capacity of the tanker;

calculating a degree of fullness of the tanker based on said contents; and

analyzing the contents.

7 . The method of claim 6, wherein the detecting presence of contents comprises using a pixel

attenuation value threshold to determine a presence of contents within the tanker.

8 . The method of claim 7 wherein the pixel attenuation value threshold is 2,500 for a low-energy

channel of a 16-bit normalized dual -energy scanned image.

9 . The method of claim 6, wherein determining the capacity of the tanker comprises determining

a bottom edge and a top edge of the tanker.

10. The method of claim 9 comprising, determining whether a lower edge of the contents of the

tanker coincides with the bottom edge of the tanker.



11 . The method of claim 9 comprising, using a pixel attenuation value threshold for determining

the top edge of the tanker.

12. The method of claim 11 wherein the pixel attenuation value threshold is 10,000 for a low-

energy channel of a 16-bit normalized dual-energy scanned image.

13. The method of claim 6, where calculating a degree of fullness comprises calculating a quantity

of the contents relative to the capacity of the tanker.

14. The method of claim 6 comprising using X-ray attenuation characteristics for analyzing the

contents.

15. A method for identifying contraband in cargo, the method comprising:

generating a scanned image using a radiographic source;

analyzing the scanned image to compute features of said cargo;

comparing the computed features of said cargo using the features of known contraband

stored in a database;

calculating a probability of the cargo features matching contraband features; and

determining that the cargo matches contraband when a value of said probability is more

than a threshold value.

16. The method of claim 15, wherein said contraband comprises at least one of currency, drugs,

cigarettes, and firearms.

17. A method of identifying firearms within radiographic images of a conveyance carrying the

firearms, the method comprising:

obtaining from a database a template image of a firearm;

generating a radiographic image of the conveyance using a radiographic source;

comparing a set of predefined features of the template image with the radiographic image

to obtain image regions on the radiographic image comprising features matching with the

predefined features;

filtering the obtained image regions of the radiographic image to obtain a final set of image

regions;

classifying the final set of image regions for extracting image properties to determine one

or more regions indicating presence of a firearm; and

marking the one or more regions on the radiographic image to communicate an alarm.



18. The method of claim 17 wherein a template image of a firearm is a radiographic image of a

firearm with minimal background and no clutter.

19. The method of claim 17 wherein the template image of a firearm is based on the type of

conveyance in which such a firearm is transported.

20. The method of claim 17 wherein the conveyance is one of a cargo container, a vehicle, a trailer,

a boat, a truck, a bus, and a truck driver cab.

21. A method for estimating the weight of a cargo, the method comprising:

generating a scanned image of said cargo using a radiographic source;

analyzing the scanned image to convert image attenuations to effective organic and steel

thickness;

determining an atomic density of said cargo;

using said scanned image to generate material thickness values and atomic density values

for various positions in the cargo;

using the material thickness values and atomic density values to compute a weight at a

given position in said cargo; and

adding the computed weight of all positions to obtain total weight of said cargo.

22. A method for estimating the average pallet size and density in a cargo, the method comprising:

generating a scanned image of said cargo using a radiographic source;

analyzing the scanned image to generate organic and steel thickness profiles from image

attenuation values;

correcting the steel thickness profiles for background signal from the cargo;

fitting the organic and steel thickness profiles using optimized pallets of cargo; and

comparing the fitted profiles with known pallet data.

23. A method for automatically detecting anomalies in a vehicle, using the sequential images of

the same vehicle, the method comprising:

scanning the vehicle under inspection to generate a current scan image;

identifying a most recent image of said vehicle from a database, said image being a

historical scan image;

determining a transformation that optimally maps the current scan image to the historical

scan image;



applying a normalization function to intensity profiles of the current scan image and the

historical scan image;

comparing intensity levels of said current scan image with intensity levels of said historical

scan image on a pixel-by-pixel basis; and

identifying pixels representative of anomalies in the current scan image.
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Group V: claim 21: drawn to a method for estimating the weight of a cargo.

Group VI: claim 22: drawn to a method for estimating the average pallet size and density in a cargo.

Group VII: claim 23: drawn to a method for automatically detecting anomalies in a vehicle using the sequential images of the same
vehicle.

The inventions listed as Groups l-VII do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features for the following reasons:

Special technical features:
Group I requires applying at least one pixel-value line integral to the scanned image for verifying the type of container, not found in the
other groups.

Group II requires generating an X-ray image using an X-ray scanner; detecting presence of contents within a tanker, determining a
capacity of the tanker; calculating a degree of fullness of the tanker based on the contents; and analyzing the contents, not found in the
other groups.

Group III requires comparing the computed features of a cargo using the features of known contraband stored in a database; calculating
a probability of the cargo features matching contraband features; and determining that the cargo matches contraband when a value of
said probability is more than a threshold value, not found in the other groups.

Group IV requires obtaining from a database a template image of a firearm; generating a radiographic image of the conveyance using a
radiographic source; comparing a set of predefined features of the template image with the radiographic image to obtain image regions
on the radiographic image comprising features matching with the predefined features; filtering the obtained image regions of the
radiographic image to obtain a final set of image regions; classifying the final set of image regions for extracting image properties to
determine one or more regions indicating presence of a firearm; and marking the one or more regions on the radiographic image to
communicate an alarm, not found in the other groups.

Group V requires determining an atomic density of said cargo; using said scanned image to generate material thickness values and
atomic density values for various positions in the cargo; using the material thickness values and atomic density values to compute a
weight at a given position in said cargo; and adding the computed weight of all positions to obtain total weight of said cargo, not found in
the other groups.

Group VI requires correcting the steel thickness profiles for background signal from the cargo; fitting the organic and steel thickness
profiles using optimized pallets of cargo; and comparing the fitted profiles with known pallet data, not found in the other groups.

Group VII requires identifying a most recent image of a vehicle from a database, said image being a historical scan image; determining a
transformation that optimally maps the current scan image to the historical scan image; applying a normalization function to intensity
profiles of the current scan image and the historical scan image; comparing intensity levels of said current scan image with intensity
levels of said historical scan image on a pixel-by-pixel basis; and identifying pixels representative of anomalies in the current scan
image, not found in the other groups.

Shared Features:
The only technical features shared by Groups l-VII that would otherwise unify the groups are obtaining a scanned image of a container.

The only additional technical features shared by Groups ll-VI that would otherwise unify the groups are a radiographic or X-ray source
for generating a radiographic or X-Ray image.

The only additional technical features shared by Groups III and IV that would otherwise unify the groups are comparing features of the
cargo/image with features in a database to determine the presence of a known object.

The only additional technical features shared by Groups V and VI that would otherwise unify the groups are analyzing the scanned
image to convert image attenuations to effective organic and steel thickeness values.

However, these shared technical features do not represent a contribution over prior art, because the shared technical features are
disclosed by US 2010/0046704 A 1 to Song et al. (hereinafter 'Song') 25 February 2010 (25.02.2010) and US 201 1/0222733 A 1 (Smith)
15 Soptombor 201 1 (15.09.201 1).
Song discloses obtaining a scanned image of a container using a radiographic source for generating a radiographic image and
comparing features of said image with a database to determine the presence of a known object (para [0020], [0023], [0024] -The CT
scanner 6 may include a moving source and moving detector. The x-ray scanner 15 may include a stationary source and stationary
detector that operate as a line scanner. The x-ray and CT scanners 15 and 16 generate scan data representative of the scanned
baggage. The CT scanner 16 may be used to scan checked baggage and/or carry-on baggage. -The object database 36 stores shape
information corresponding to known objects, providing a library of templates, pre-existing models, surfaces, contours and the like for
numerous identified objects. The shape information may be stored as parameters defining an enclosed 3D surface or 2D contour. Shape
information may be included in the object database 36 for objects that are potentially dangerous and/or illegal to transport, such as guns,
knives, explosives, contraband, money, drugs, fruits, vegetables and the like.), however Song does not specifically disclose further
analyzing the scanned image to convert image attenuation to effective organic and steel thickness values.
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Smith discloses using a radiographic source (para [0004) -The switching spectra are formed by operating the x-ray source at
approximately 120 KV, and switching the beam filtration material between 6.35 mm thick copper and 0.762 mm thick bismuth sheets, or
similar elements. Detection of the fan beam of radiation is accomplished with a linear array of detectors, such as Cadmium Tungstate or
Caesium Iodide crystals mounted on photodiodes.) for analyzing a scanned image to convert image attenuations to effective organic and
steel thickness values (para [0030], [0031] -Second, the energy of the low-energy beam is extremely critical when imaging through the
steel present in automobiles. FIG. 6A shows the mass attenuation coefficients of iron 301 , which is equivalent to steel for x-ray
interactions, along with water 302, which is representative of organic materials. While the curve for water 302 is relatively flat, the curve
for iron drastically increases as the energy becomes lower.). It would have been obvious to have the method for scanning a container
with a radiographic source of Song include further analyzing the scanned image to convert image attenuation to effective organic and
steel thickness values as disclosed by Smith as this allows for scanning vehicles such as automobiles and other steel structures (Smith
para [0029]).

As the shared technical features were known in the art at the time of the invention, they cannot be considered special technical features
that would otherwise unify the groups.

Groups l-VII therefore lack unity under PCT Rule 13.
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