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embodiment of the invention, the loss or leakage of user identity feature information can be avoided, and the security of an identity
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10

15

20

25

30

35

WO 2022/017452 PCT/CN2021/107818
1

IDENTITY AUTHENTICATION METHOD, APPARATUS, DEVICES
AND STORAGE MEDIA

TECHNICAL FIELD
[0001] The invention belongs to the field of data security, and in particular, relates to an identity

authentication method, apparatus, device and storage medium.

BACKGROUND

[0002] With the development of science and technology, in order to ensure the security of data
stored in electronic devices, users must pass identity authentication before operating the
electronic devices.

[0003] In related technologies, the electronic devices usually store the user's identity feature
information in advance, and during identity authentication, it authenticates whether the input
identity feature information matches the pre-stored identity feature information. When the input
identity feature information matches the pre-stored identity feature information, the identity
authentication is passed. However, in this identity authentication method, the pre-stored user
identity feature information is at risk of being lost or leaked. Therefore, this identity

authentication method does not have high security.

SUMMARY
[0004] Embodiments of the present invention provide an identity authentication method,
apparatus, device and storage medium, which can avoid the loss or leakage of user identity
feature information and improve the security of an identity authentication mode.
[0005] In a first aspect, an identity authentication method is provided, which includes the
following steps:
[0006] extracting M first feature points from a target identity feature of a target user during a
process of identity authentication of the target user;
[0007] generating N target shapes according to the M first feature points;
[0008] determining a parameter value of each target shape of the N target shapes;
[0009] generating N asymmetric public and private keys according to the parameter values of
the N target shapes; and
[0010] authenticating an identity of the target user according to private keys of the N asymmetric
public and private keys and acquired Q public keys, and when a number of the private keys of
the N private keys matched with the Q public keys is larger than a preset threshold, passing the
identity authentication of the target user;

[0011] wherein the public keys are public keys of the asymmetric public and private key
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generated according to parameter values of target shapes; and the parameter values of the target
shapes are determined by W second feature points in the target identity feature of the target user;
and
[0012] wherein M, N, Q and W are positive integers.
[0013] In a possible implementation, the authenticating an identity of the target user according
to private keys of the N asymmetric public and private keys and acquired Q public keys, and
when a number of the private keys of the N private keys matched with the Q public keys is larger
than a preset threshold, passing the identity authentication of the target user specifically
comprises the following steps:
[0014] using a private key of each asymmetric public and private key to sign an acquired random
number so as to obtain N pieces of signature information; and
[0015] authenticating the N pieces of signature information by using the acquired Q public keys,
and when a number of the N pieces of signature information matched with the Q public keys is
larger than a preset threshold, passing the identity authentication of the target user.
[0016] In a possible implementation, before extracting M first feature points from the target
identity feature of the target user, the method further comprises the following steps:
[0017] dividing the target identity feature into regions to obtain I regions;
[0018] extracting W second feature points from each of the I regions respectively;
[0019] for each region, generating P target shapes according to second feature points of each
region,
[0020] calculating a parameter value of each target shape; and
[0021] generating Q asymmetric public and private keys according to the parameter value of
each target shape to obtain the Q public keys;
[0022] In a possible implementation, the target shape is a triangle;
[0023] a relationship between M and N satisfies the following formula:

v MM —x (M -2)
[0024] 6
[0025] a relationship between P and W satisfies the following formula:

P:Wx{W»I)x(W»@
[0026] 6
[0027] a relationship among I, P and Q satisfies the following formula:
[0028] Q=IP, and

[0029] wherein Q is greater than N.
[0030] In a possible implementation, the authenticating the N pieces of signature information by
using the acquired Q public keys comprises the following steps:

[0031] performing the following steps for the Q public keys sequentially:
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[0032] matching a public key with respective signature information in a signature set
respectively; wherein the signature set is a set composed of the N pieces of signature information;
and

[0033] when the public key matches a target signature information, removing the target signature
information from the signature set to obtain an updated signature set; wherein the target signature
information is any information in the signature set.

[0034] In a possible implementation, the parameter value of the target shape is a value of the
circumference or a value of the area.

[0035] In a possible implementation, the target identity feature includes one of the following
items: fingerprint feature, facial feature, palmprint feature.

[0036] In a second aspect, an identity authentication apparatus is provided, the identity
authentication apparatus includes the following modules:

[0037] an extraction module, which is configured to extract M first feature points from a target
identity feature of a target user during a process of identity authentication of the target user;
[0038] a generation module, which is configured to generate N target shapes according to the M
first feature points;

[0039] a determination module, which is configured to determine a parameter value of each
target shape of the N target shapes;

[0040] the generation module, which is further configured to generate N asymmetric public and
private keys according to the parameter values of the N target shapes; and

[0041] an authentication module, which is configured to authenticate an identity of the target
user according to private keys of the N asymmetric public and private keys and acquired Q public
keys, and when a number of the private keys of the N private keys matched with the Q public
keys is larger than a preset threshold, pass the identity authentication of the target user;

[0042] wherein the public keys are public keys of the asymmetric public and private key
generated according to parameter values of target shapes; and the parameter values of the target
shapes are determined by W second feature points in the target identity feature of the target user;
and

[0043] wherein M, N, Q and W are positive integers.

[0044] In a possible implementation, the authentication module is specifically configured to
perform the following steps:

[0045] using a private key of each asymmetric public and private key to sign an acquired random
number so as to obtain N pieces of signature information; and

[0046] authenticating the N pieces of signature information by using the acquired Q public keys,

and when a number of the N pieces of signature information matched with the Q public keys is
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larger than a preset threshold, passing the identity authentication of the target user.

[0047] In a possible implementation, the apparatus further includes the following modules:
[0048] a division module, which is configured to divide the target identity feature into regions
to obtain I regions;

[0049] an extraction module, which is configured to extract W second feature points from each
of the I regions respectively;

[0050] the generation module, which is also configured to generate Q target shapes for each
region according to the second feature point of each region;

[0051] a calculation module, which is configured to calculate a parameter value of each target
shape; and

[0052] the generation module, which is configured to generate Q asymmetric public and private
keys according to the parameter value of each target shape to obtain the Q public keys.

[0053] In a possible implementation, the target shape is a triangle;

[0054] a relationship between M and N satisfies the following formula:

N
[0055] 6

[0056] a relationship between I, Q and W satisfies the following formula:
U BTV
[0057] ~ 6 and

2

[0058] wherein, Q is greater than N, and I are all positive integers.

[0059] In a possible implementation, the authentication module is specifically configured to
perform the following steps:

[0060] performing the following steps for the Q public keys sequentially:

[0061] matching the public key with respective signature information in a signature set
respectively; wherein the signature set is a set composed of the N pieces of signature information;
and

[0062] when the public key matches a target signature information, removing the target signature
information from the signature set to obtain an updated signature set; wherein the target signature
information is any information in the signature set.

[0063] In a possible implementation, the parameter value of the target shape is a value of the
circumference or a value of the area.

[0064] In a possible implementation, the target identity feature comprises one of the following
items: fingerprint feature, facial feature and palmprint feature.

[0065] In a third aspect, an electronic device is provided, the device comprises a processor and
a memory storing computer program instructions; and when the processor executes the computer

program instructions, the method as in the first aspect or any possible implementation of the first
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aspect is implemented.

[0066] In a fourth aspect, a computer storage medium is provided. The computer storage medium
stores computer program instructions. When the computer program instructions are executed by
a processor, the method in the first aspect or any possible implementation of the first aspect is
implemented.

[0067] Based on the provided identity authentication method, apparatus, device and storage
medium, during a process of identity authentication of a target user, based on M first feature
points extracted from a target identity feature of the target user, parameter values of feature
parameters of N target shapes can be generated, and then asymmetric public and private keys
can be generated based on the parameter values. The target user is authenticated based on private
keys of the asymmetric public and private keys and acquired Q public keys. And an identity of
the user is authenticated according to a plurality of feature points of the target identity feature
input by the user. When a number of private keys of N private keys matched with the Q public
keys is greater than a preset threshold, the identity authentication of the target user is passed.
Herein, the public keys are public keys of the asymmetric public and private key generated
according to parameter values of target shapes; and the parameter values of the target shapes are
determined by W second feature points in the target identity feature of the target user. As a result,
the electronic device converts the user's identity feature information, such as facial feature,
fingerprint feature, palmprint feature, etc., into digital representation, that is, the electronic
device can authenticate the user's identity only by saving the public keys, without saving the
original data of the user's identity features, thereby avoiding the loss or leakage of the user's

identity information and improving the security of the identity authentication method.

BRIEF DESCRIPTION OF THE DRAWINGS
[0068] In order to explain the technical solutions of the embodiments of the present invention
more clearly, the following will briefly introduce the drawings needed in the embodiments of
the present invention. For those of ordinary skill in the art, other drawings can be obtained
according to these drawings without paying creative labor.
[0069] Fig. 1 is a schematic flowchart of an identity authentication method provided by an
embodiment of the present invention;
[0070] Fig. 2 is a schematic structural diagram of an identity authentication apparatus provided
by an embodiment of the present invention; and
[0071] Fig. 3 is a schematic structural diagram of an electronic device provided by an

embodiment of the present invention.
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DETAILED DESCRIPTION

[0072] The features and exemplary embodiments of various aspects of the present invention will
be described in detail below. In order to make the object, technical scheme and advantages of
the present invention clearer, the present invention will be further described in detail with
reference to the drawings and specific embodiments. It should be understood that the specific
embodiments described herein are only configured to explain the present invention, and are not
configured to limit the present invention. It will be apparent to those skilled in the art that the
present invention may be practiced without some of these specific details. The following
description of the embodiments is only for providing a better understanding of the present
invention by illustrating examples of the present invention.

[0073] It should be noted that in this document, relational terms such as first and second are only
used to distinguish one entity or operation from another entity or operation, and do not

necessarily require or imply any such actual relationship or order between these entities or

"non
2

operations. Furthermore, the terms "including”, "comprising" or any other variation thereof are
intended to cover non-exclusive inclusion, so that a process, method, article or device including
a series of elements includes not only those elements, but also other elements not explicitly listed,
or elements inherent to such process, method, article or device. Without further restrictions, the
elements defined by the sentence "including..." do not exclude the existence of other identical
elements in the process, method, article or device including the elements.

[0074] With the development of science and technology, in order to ensure the security of data
stored in electronic devices, users must pass identity authentication before operating the
electronic devices.

[0075] In related technologies, the electronic devices usually store the user's identity feature
information in advance, and during a process of identity authentication, they authenticate
whether input identity feature information matches pre-saved identity feature information. When
the input identity feature information is matched with the pre-saved identity feature information,
the identity authentication is passed. For example, when a user uses a fingerprint for identity
authentication, a pre-stored user fingerprint template is used in related technologies to match the
user fingerprint entered into the electronic device. The fingerprint template saves complete data
of the user's fingerprint, but in the case of data leakage of the electronic device, it is easy to leak
the complete data of the user's fingerprint, which will cause unnecessary loss to the user after the
complete data of the user's fingerprint are used by criminals. Therefore, in the identity
authentication methods in related technologies, the pre-stored user identity feature information
is at risk of being lost or leaked. Therefore, this identity authentication method does not have

high security.
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[0076] In addition, in related technologies, during the process of identity authentication, it is
necessary to translate, rotate, scale and other transformations of a fingerprint saved in electronic
devices, so as to complete the identity authentication. However, the translation, rotation and
scaling of the fingerprint reduce the efficiency of identity authentication of electronic devices.
[0077] In order to solve the technical problems in related technologies, the embodiment of the
present invention provides an identity authentication method, apparatus, device and storage
medium, which can avoid the loss or leakage of user identity feature information and improve
the security of the identity authentication mode.

[0078] In order to facilitate understanding of the embodiments of the present invention, the
identity authentication method provided by the embodiments of the present invention is
described in detail below.

[0079] Fig. 1 shows a schematic flowchart of an identity authentication method 100 provided by
an embodiment of the present invention. As shown in Fig. 1, the identity authentication method
100 provided by the embodiment of the present invention may include the following steps.
[0080] At S101, M first feature points are extracted from a target identity feature of a target user
during a process of identity authentication of the target user.

[0081] Before authenticating the user’s identify, it is necessary to extract feature points of the
user's identity feature, so as to complete the identity authentication of the user. The target user is
auser who needs to be authenticated. For example, a target user A needs to use an application A
in an electronic device to perform transfer operation, and the identity authentication of the target
user A needs to be performed before perform the identity transfer, so the feature points of the
identity features of the target user A need to be extracted. The target identity feature refers to
any identity feature that can represent the user's identity. For example, the target identity feature
may include fingerprint feature, facial feature and palmprint feature.

[0082] Before the user performs identity authentication, the electronic device needs to enter the
user's target identity feature, and then the electronic device extracts M first feature points from
the user's target identity feature. For example, if the user uses the user's facial feature for identity
authentication, the user can use a camera device of the electronic device to photograph his own
facial feature, so that the electronic device can extract feature points in the user's facial feature,
and then authenticate the user.

[0083] As an example, the user A uses his fingerprint feature for identity authentication, and the
user A transmits the fingerprint feature of the user A to the electronic device through a fingerprint
entry module on the electronic device. After receiving the fingerprint feature of the user A, the
electronic device extracts M feature points from the fingerprint feature.

[0084] At S102, N target shapes are generated according to the M first feature points.
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[0085] Based on the extracted M first feature points, N target shapes are constructed. The M first
feature points are connected to construct the N target shapes.

[0086] Here, the target shape may be a triangle.

[0087] Optionally, when the target shape is a triangle, a relationship between M and N satisfies

the following formula (1):

N= M= {M - yx{M ~2}
[0088] ‘ 6
[0089] Here M and N are both positive integers.

D

[0090] In addition, the target shape may also be a polygon such as a quadrilateral. After the M
first feature points are extracted, the M first feature points are connected to construct multiple
polygons.

[0091] At S103, a parameter value of each target shape in the N target shapes is determined.
[0092] After the target shape is obtained, the parameter value of the target shape is calculated.
Herein the parameter value may be a value of a perimeter or a value of an area. For example, if
the target shape is a triangle, the parameter value may be a value of the perimeter of the triangle
or a value of the area of the triangle.

[0093] At S104, N asymmetric public and private keys are generated according to the parameter
values of the N target shapes.

[0094] Based on a parameter value of each target shape, asymmetric public and private keys
corresponding to the parameter value is calculated. Thus, according to the parameter values of
the N target shapes, N asymmetric public and private keys can be obtained.

[0095] At S105, an identity of the target user is authenticated according to private keys of the N
asymmetric public and private keys and acquired Q public keys, and when a number of the
private keys of the N private keys matched with the Q public keys is greater than a preset
threshold, the identity authentication of the target user is passed.

[0096] The private keys of the N asymmetric public and private keys are matched with the
acquired Q public keys, and when a number of the private keys of the N private keys matched
with the Q public keys is greater than the preset threshold, the identity authentication of the target
user is passed.

[0097] The Q public keys may be multiple public keys generated in advance and saved in the
electronic device. The public keys are public key of the asymmetric public and private keys
generated according to parameter values of a target shapes; and the parameter values of the target
shapes are determined by the W second feature points in the target identity feature of the target
user.

[0098] Optionally, in an embodiment of the present invention, before S101, the embodiment of

the present invention may include the following steps.



10

15

20

25

30

WO 2022/017452 PCT/CN2021/107818
9

[0099] The target identity feature is divided into regions to obtain I regions.

[00100] W second feature points are extracted from each of the I regions respectively.

[00101] For each region, P target shapes are generated according to the second feature points of
each region.

[00102] A parameter value of each target shape is calculated.

[00103] According to the parameter value of each target shape, Q asymmetric public and private
keys are generated, and Q public keys are obtained.

[00104] The user needs to save the identity feature in the electronic device. In order to ensure
that the identity feature of the user is not leaked, the target identity feature needs to be divided
into regions to obtain I regions. For example, the fingerprint feature of the user is divided into 5
regions.

[00105] After the target identity feature is divided into regions, W second feature points are
extracted from each region. The W second feature points of each region are connected to
construct P target shapes. The parameter value of each target shape is calculated. The parameter
value may include a value of the perimeter of the target shape, a value of the area of the target
shape, and the like. For example, the shape of the target is a triangle, and after P triangles are
determined, the perimeter of each triangle is calculated. When the target shape is a triangle, the
parameter value may also be a combination of angles, for example, three angles of the triangle
are 90°, 45°, and 45°.

[00106] Optionally, when the target shape is a triangle, a relationship between P and W satisfies
the following formula (2):

P XY =3O ~2) ¢
[00107] 6

[00108] Both P and W are positive integers.

[00109] A relationship between I, P, and Q satisfies the following formula (3):

[00110] Q=P 3).

[00111] Here L is a positive integer, and Q is greater than N.

[00112] Q asymmetric public and private keys are generated based on the parameter value of
each target shape, and then Q public keys are obtained. Here, In order to ensure the security of
information, after Q asymmetric public and private keys are generated, the private keys of the Q
asymmetric public and private keys may also be destroyed.

[00113] As aresult, completion information of the user's target identity feature is converted into
a digital form and saved in the electronic device, so that the user's identity authentication can be
realized, the loss or leakage of the user's identity feature information can be avoided, and the

security of the identity authentication mode can be improved.
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[00114] Optionally, S105 in the identity authentication method 100 provided in the embodiment
of the present invention specifically authenticates the N pieces of signature information in the
following manner.

[00115] A private key of each asymmetric public and private key is used to sign an acquired
random number, so as to obtain N pieces of signature information; and

[00116] The N pieces of signature information are authenticated by using the acquired Q public
keys, and when a number of the N pieces of signature information matched with the Q public
keys is greater than a preset threshold, the identity authentication of the target user is passed.
[00117] The private keys of the N asymmetric public and private keys are used to sign the
acquired random number, and then obtain N pieces of signature information. The N pieces of
signature information are authenticated by using Q public keys.

[00118] Optionally, the following steps are performed for Q public keys sequentially:

[00119] matching a public key with respective signature information in a signature set
respectively; herein the signature set is a set composed of the N pieces of signature information;
and

[00120] when the public key matches a target signature information, removing the target
signature information from the signature set to obtain an updated signature set; herein the target
signature information is any information in the signature set.

[00121] Take N pieces of signature information as a signature set. For Q public keys, N pieces
of signature information may be authenticated sequentially. In other words, the authenticated
public key does not need to be authenticated again. After matching the public key with the
respective signature information, it is determined that the target signature information in the
signature set matches the public key, and then the target signature information is removed from
the signature set to obtain an updated signature set. The target signature information is any
signature information in the signature set.

[00122] For example, the public keys are {A B C D EF G H1J} respectively, and the signature
setis {1 23456 7}. The signature information is authenticated by using a public key A, where
the public key A matches signature information 2, then the signature set is updated to {134 56
7}%. The public key B is used to authenticate the signature information. Where the public key B
matches the signature information 5, then the signature set is updated to {1 3 4 6 7}, and so on.
[00123] When a number of signature information matched with the public key is greater than a
preset threshold, the identity authentication of the target user is passed.

[00124] The identity authentication method 100 provided by the embodiment of the present
invention can generate the parameter values of the feature parameters of the N target shape based

on the M first feature points extracted from the target identity feature of the target user, and then



10

15

20

25

30

35

WO 2022/017452 PCT/CN2021/107818
11

generate asymmetric public and private keys based on the parameter values. The target user is
authenticated based on private keys of the asymmetric public and private keys and the acquired
Q public keys. And the user's identity is authenticated with multiple feature points of the target
identity feature input by the user. When a number of private keys of the N private keys matched
with Q public keys is greater than the preset threshold, the identity authentication of the target
user is passed. Herein the public keys are the public keys of the asymmetric public and private
keys generated according to the parameter values of the target shapes; and the parameter values
of the target shapes are determined by the W second feature points in the target identity feature
of the target user. As a result, the electronic device converts the user's identity feature information,
such as facial feature, fingerprint feature, palmprint feature, etc., into digital representation, that
is, the electronic device can authenticate the user's identity only by saving the public keys,
without saving the original data of the user's identity features, thereby avoiding the loss or
leakage of the user's identity information and improving the security of the identity
authentication method.

[00125] Moreover, the user's identity features are saved in a form of numbers, without changing
of the user's identity features, such as translation, rotation or scaling, which improves the
efficiency of user identity authentication.

[00126] Based on the embodiment of the method 100 corresponding to Fig. 1, the embodiment
of the present invention also provides an identity authentication apparatus. The identity
authentication apparatus will be described in detail below.

[00127] Fig. 2 is a schematic structural diagram of an identity authentication apparatus 200
provided by an embodiment of the present invention. As shown in Fig. 2, the identity
authentication apparatus 200 provided in the embodiment of the present invention may include
an extraction module 201, a generation module 202, a determination module 203, and an
authentication module 204.

[00128] The extraction module 201 is configured to extract M first feature points from a target
identity feature of a target user during a process of identity authentication of the target user.
[00129] The generation module 202 is configured to generate N target shapes according to the
M first feature points.

[00130] The determination module 203 is configured to determine a parameter value of each
target shape in the N target shapes.

[00131] The generation module 202 is further configured to generate N asymmetric public and
private keys according to the parameter value of each target shape.

[00132] The authentication module 204 is configured to authenticate an identity of the target

user according to private keys of the N asymmetric public and private keys and acquired Q public
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keys, and when a number of the private keys of the N private keys matched with the Q public
keys is larger than a preset threshold, pass the identity authentication of the target user.
[00133] Herein, the public keys are public keys of the asymmetric public and private key
generated according to parameter values of the target shapes; and the parameter values of the
target shapes are determined by the W second feature points in the target identity feature of the
target user.
[00134] Herein, M, N, Q, and W are positive integers.
[00135] In a possible implementation, the authentication module 204 is specifically configured
to perform the following steps:
[00136] using a private key of each asymmetric public and private key to sign an acquired
random number so as to obtain N pieces of signature information; and
[00137] authenticating the N pieces of signature information by using the acquired Q public keys,
and when a number of the N pieces of signature information matched with the Q public keys is
larger than a preset threshold, passing the identity authentication of the target user.
[00138] In a possible implementation, the apparatus further includes the following modules:
[00139] a division module 205, which is configured to divide the target identity feature into
regions to obtain I regions;
[00140] an extraction module 206, which is further configured to extract W second feature points
from each of the I regions respectively;
[00141] the generation module 202, which is further configured to generate Q target shapes for
each region according to second feature points of each region;
[00142] a calculation module 207, which is configured to calculate a parameter value of each
target shape; and
[00143] the generation module 202, which is further configured to generate Q asymmetric public
and private keys according to the parameter value of each target shape, and obtain Q public keys.
[00144] In a possible implementation, the target shape is a triangle;
[00145] a relationship between M and N satisfies the following formula:

N= M= (M =Dy=<(M -2)
[00146] 6
[00147] a relationship between I, Q and W satisfies the following formula:

omp JVXO DX )
[00148] 6 and

2

[00149] Herein, Q is greater than N, and I are all positive integers.
[00150] In a possible implementation, the authentication module 204 is specifically configured
to perform the following steps:

[00151] performing the following steps for the Q public keys sequentially:
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[00152] matching a public key with respective signature information in a signature set
respectively; herein the signature set is a set composed of the N pieces of signature information;
and

[00153] when the public key matches the target signature information, removing the target
signature information from the signature set to obtain an updated signature set; herein the target
signature information is any information in the signature set.

[00154] In a possible implementation, the parameter value of the target shape is a value of the
circumference or a value of the area.

[00155] In a possible implementation, the target identity feature includes one of the following
items: fingerprint feature, facial feature, palmprint feature.

[00156] The identity authentication apparatus 200 provided by the embodiment of the present
invention performs various steps in the method 100 shown in Fig. 1, and can avoid the loss or
leakage of the user identity feature information and improve the technical effect of the security
of the identity authentication mode, and for the sake of concise description, it will not be
described in detail here.

[00157] According to the identity authentication apparatus 200 provided by the embodiment of
the present invention, parameter values of feature parameters of N target shapes can be generated
based on M first feature points extracted from a target identity feature of a target user, and then
asymmetric public and private keys can be generated based on the parameter values. The target
user is authenticated based on private keys of the asymmetric public and private keys and
acquired Q public keys. And an identity of the user is authenticated according to a plurality of
feature points of the target identity feature input by the user. When a number of private keys of
N private keys matched with the Q public keys is greater than the preset threshold, the identity
authentication of the target user is passed. Herein, the public keys are public keys of the
asymmetric public and private keys generated according to parameter values of target shapes;
and the parameter values of the target shapes are determined by W second feature points in the
target identity feature of the target user. As a result, the electronic device converts the user's
identity feature information, such as facial feature, fingerprint feature, palmprint feature, etc.,
into digital representation, that is, the electronic device can authenticate the user's identity only
by saving the public keys, without saving the original data of the user's identity features, thereby
avoiding the loss or leakage of the user's identity information and improving the security of the
identity authentication method.

[00158] Moreover, the user's identity features are saved in a form of numbers, without changing
of the user's identity features, such as translation, rotation and scaling, which improves the

efficiency of user identity authentication.
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[00159] Fig. 3 shows a schematic diagram of the hardware structure of an electronic device
provided by an embodiment of the present invention.

[00160] The electronic device may include a processor 301 and a memory 302 storing computer
program instructions.

[00161] Specifically, the aforementioned processor 301 may include a central processing unit
(CPU), or an Application Specific Integrated Circuit (ASIC), or may be configured as one or
more integrated circuits for implementing the embodiments of the present invention.

[00162] The memory 302 may include a mass storage for data or instructions. By way of
example and not limitation, the memory 302 may include a hard disk drive (Hard Disk Drive,
HDD), a floppy disk drive, a flash memory, an optical disk, a magneto-optical disk, a magnetic
tape or a universal serial bus (USB) drive, or a combination of two or more of these. Where
appropriate, the memory 302 may include removable or non-removable (or fixed) media. Where
appropriate, the memory 302 may be internal or external to the integrated gateway disaster
tolerance device. In a particular embodiment, the memory 302 is a non-volatile solid-state
memory.

[00163] The memory may include read-only memory (ROM), random access memory (RAM),
magnetic disk storage media devices, optical storage media devices, flash memory devices,
electrical, optical, or other physical/tangible memory storage devices. Therefore, generally, the
memory includes one or more tangible (non-transitory) computer-readable storage media (e.g.,
memory devices) encoded with software including computer-executable instructions, and when
the software is executed (e.g., by one or more processors), it is operable to execute the operations
described with reference to the method according to an aspect of the present invention.

[00164] The processor 301 reads and executes the computer program instructions stored in the
memory 302 to implement any one of the identity authentication methods in the foregoing
embodiments.

[00165] In an example, the electronic device may further include a communication interface 303
and a bus 310. Herein, as shown in Fig. 3, the processor 301, the memory 302, and the
communication interface 303 are connected through the bus 310 and complete mutual
communication.

[00166] The communication interface 303 is mainly used to implement communication between
various modules, apparatuses, units and/or devices in the embodiments of the present invention.
[00167] The bus 310 includes hardware, software, or both, and couples the components of the
identity authentication device to each other. By way of example and not limitation, the bus may
include accelerated graphics port (AGP) or other graphics bus, enhanced industry standard
architecture (EISA) bus, front side bus (FSB), hyper transfer (HT) interconnect, industry
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standard architecture (ISA) Bus, unlimited bandwidth interconnect, low pin count (LPC) bus,
memory bus, microchannel architecture (MCA) bus, peripheral component interconnect (PCI)
bus, PCI-Express (PCI-X) bus, serial advanced technology Attachment (SATA) bus, Video
Electronics Standards Association Local (VLB) bus or other suitable bus or a combination of
two or more of these. Where appropriate, the bus 310 may include one or more buses. Although
the embodiments of the present invention describe and show a specific bus, the present invention
contemplates any suitable bus or interconnection.

[00168] The electronic device can execute the identity authentication method in the embodiment
of the present invention, thereby realizing the identity authentication method described in
conjunction with Fig. 1 and the identity authentication apparatus described in Fig. 2.

[00169] In addition, in combination with the identity authentication method in the foregoing
embodiment, the embodiment of the present invention may provide a computer storage medium
for implementation. The computer storage medium stores computer program instructions; and
when the computer program instructions are executed by the processor, any one of the identity
authentication methods in the foregoing embodiments is implemented.

[00170] It should be clear that the present invention is not limited to the specific configuration
and processing described above and shown in the drawings. For brevity, a detailed description
of the known method is omitted here. In the above embodiment, several specific steps are
described and shown as examples. However, the method process of the present invention is not
limited to the specific steps described and shown, and those skilled in the art can make various
changes, modifications and additions, or change the order between the steps after understanding
the spirit of the present invention.

[00171] The functional blocks shown in the above-mentioned structural block diagram can be
implemented as hardware, software, firmware, or a combination thereof. When implemented in
hardware, it can be, for example, an electronic circuit, an application specific integrated circuit
(ASIC), appropriate firmware, a plug-in, a function card, etc. When implemented in software,
the elements of the present invention are programs or code segments used to perform required
tasks. Programs or code segments can be stored in a machine-readable medium, or transmitted
on a transmission medium or a communication link through a data signal carried in a carrier
wave. "Machine-readable medium" can include any medium capable of storing or transmitting
information. Examples of machine-readable media include electronic circuits, semiconductor
memory devices, ROM, flash memory, erasable ROM (EROM), floppy disks, CD-ROMs,
optical disks, hard disks, fiber optic media, radio frequency (RF) links, and so on. The code

segment can be downloaded via a computer network such as the Internet, an intranet, etc.
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[00172] 1t should also be noted that the exemplary embodiments mentioned in the present
invention describe some methods or systems based on a series of steps or apparatuses. However,
the present invention is not limited to the order of the above steps, that is, the steps may be
performed in the order mentioned in the embodiments, or may be different from the order in the
embodiments, or several steps may be performed at the same time.

[00173] Aspects of the present invention have been described above with reference to the
flowcharts and/or block diagrams of the methods, apparatuses (systems) and computer program
products according to the embodiments of the present invention. It should be understood that
each block in the flowcharts and/or block diagrams and combinations of blocks in the flowcharts
and/or block diagrams can be implemented by computer program instructions. These computer
program instructions may be provided to a processor of a general purpose computer, a special
purpose computer, or other programmable data processing apparatus to produce a machine such
that the instructions, which are executed via the processor of the computer or other
programmable data processing apparatus, enable the implementation of the functions/acts
specified in one or more blocks of the flowchart and/or block diagram. Such a processor can be,
but is not limited to, a general-purpose processor, a special-purpose processor, an application-
specific processor or a field programmable logic circuit. It can also be understood that each block
in the block diagram and/or flowchart and combinations of blocks in the block diagram and/or
flowchart can also be implemented by dedicated hardware that performs specified functions or
actions, or by combinations of dedicated hardware and computer instructions.

[00174] The above is only a specific embodiment of the present invention, and it can be clearly
understood by those skilled in the art that for the convenience and conciseness of description,
the specific working processes of the systems, modules and units described above can refer to
the corresponding processes in the aforementioned method embodiments, and will not be
described in detail here. It should be understood that the protection scope of the present invention
is not limited to this, and any person familiar with the technical field can easily think of various
equivalent modifications or substitutions within the technical scope disclosed by the present

invention, which should be covered within the protection scope of the present invention.
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CLAIMS

1. An identity authentication method, comprising:

extracting M first feature points from a target identity feature of a target user during a
process of identity authentication of the target user;

generating N target shapes according to the M first feature points;

determining a parameter value of each target shape of the N target shapes;

generating N asymmetric public and private keys according to the parameter values of the
N target shapes; and

authenticating an identity of the target user according to private keys of the N asymmetric
public and private keys and acquired Q public keys, and when a number of the private keys of
the N private keys matched with the Q public keys is larger than a preset threshold, passing the
identity authentication of the target user;

wherein the public keys are public keys of the asymmetric public and private key generated
according to parameter values of target shapes; and the parameter values of the target shapes are
determined by W second feature points in the target identity feature of the target user; and

wherein M, N, Q and W are positive integers.

2. The method according to claim 1, wherein the authenticating an identity of the target user
according to private keys of the N asymmetric public and private keys and acquired Q public
keys, and when a number of the private keys of the N private keys matched with the Q public
keys is larger than a preset threshold, passing the identity authentication of the target user,
specifically comprises:

using a private key of each asymmetric public and private key to sign an acquired random
number so as to obtain N pieces of signature information; and

authenticating the N pieces of signature information by using the acquired Q public keys,
and when a number of the N pieces of signature information matched with the Q public keys is

larger than a preset threshold, passing the identity authentication of the target user.

3. The method according to claim 1, wherein before extracting M first feature points from
the target identity feature of the target user, the method further comprises:

dividing the target identity feature into regions to obtain I regions;

extracting W second feature points from each of the I regions respectively;

for each region, generating P target shapes according to second feature points of each region;

calculating a parameter value of each target shape; and
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generating Q asymmetric public and private keys according to the parameter value of each
target shape to obtain the Q public keys;

wherein I and P are positive integers.

4. The method according to claim 3, wherein the target shape is a triangle;
a relationship between M and N satisfies the following formula:

_ M (M ~Dx(M-2)
6

N

a relationship between P and W satisfies the following formula:

WX 1)< (W -2)
6

P

a relationship among I, P and Q satisfies the following formula:
Q=IP, and

wherein Q is greater than N.

5. The method according to claim 1, wherein the authenticating the N pieces of signature
information by using the acquired Q public keys comprises:

performing the following steps for the Q public keys sequentially:

matching a public key with respective signature information in a signature set respectively;
wherein the signature set is a set composed of the N pieces of signature information; and

when the public key matches a target signature information, removing the target signature
information from the signature set to obtain an updated signature set; wherein the target signature

information is any information in the signature set.

6. The method according to any one of claims 1-5, wherein the parameter value of the target

shape is a value of perimeter or a value of area.

7. The method according to any one of claims 1-5, wherein the target identity feature

comprises one of the following items: fingerprint feature, facial feature and palmprint feature.

8. An identity authentication apparatus, comprising:

an extraction module, configured to extract M first feature points from a target identity
feature of a target user during a process of identity authentication of the target user;

a generation module, configured to generate N target shapes according to the M first feature

points;
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a determination module, configured to determine a parameter value of each target shape of
the N target shapes;

the generation module, further configured to generate N asymmetric public and private keys
according to the parameter values of the N target shapes; and

an authentication module, configured to authenticate an identity of the target user according
to private keys of the N asymmetric public and private keys and acquired Q public keys, and
when a number of the private keys of the N private keys matched with the Q public keys is larger
than a preset threshold, passing the identity authentication of the target user;

wherein the public keys are public keys of the asymmetric public and private key generated
according to parameter values of target shapes; and the parameter values of the target shapes are
determined by W second feature points in the target identity feature of the target user; and

wherein M, N, Q and W are positive integers.

9. An electronic device, comprising: a processor and a memory storing computer program
instructions; wherein
when the processor executes the computer program instructions, the method according to

any one of claims 1-7 is implemented.

10. A computer storage medium having stored thereon computer program instructions
which, when executed by a processor, implement the method according to any one of claims 1-

7.
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