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METHOD AND SYSTEM FOR PREVENTING 
REVOCATION DENIAL OF SERVICE 

ATTACKS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS/INCORPORATION BY 

REFERENCE 

0001. This application makes reference to, claims priority 
to, and claims the benefit of U.S. Provisional Application 
Ser. No. 60/828,585 filed on Oct. 6, 2006. 
0002 The above referenced application is hereby incor 
porated herein by reference in its entirety. 

FEDERALLY SPONSORED RESEARCH OR 
DEVELOPMENT 

0003) Not Applicable 

MICROFICHEACOPYRIGHT REFERENCE 

0004) Not Applicable 

FIELD OF THE INVENTION 

0005 Certain embodiments of the invention relate to 
encryption systems. More specifically, certain embodiments 
of the invention relate to a method and system for preventing 
revocation denial of service attacks. 

BACKGROUND OF THE INVENTION 

0006. The implementation offee-based video broadcast 
ing requires a conventional conditional access (CA) system 
to prevent non-subscribers and unauthorized users from 
receiving signal broadcasts. Cryptography algorithms may 
be utilized, for example, in content protection in digital 
set-top box systems and in other systems utilized in fee 
based video broadcasting. Security keys may, therefore, play 
a significant part in the encryption and/or decryption process 
initiated by a cryptography algorithm. For each cryptogra 
phy algorithm used in a fee-based video broadcasting sys 
tem, there may be a set of associated security keys that may 
be needed by the algorithm. 
0007. In an increasingly security conscious world, pro 
tecting access to information and/or to systems from 
unwanted discovery and/or corruption is a major issue for 
both consumers and businesses. Many consumer or business 
systems may be vulnerable to unwanted access when the 
level of security provided within the system is not sufficient 
for providing the appropriate protection. In this regard, 
consumer systems, such as multimedia systems, for 
example, may require the use of integrated architectures that 
enable security management mechanisms for defining and 
administering user rights or privileges in order to provide the 
necessary protection from unwanted access. An example of 
a multimedia system that may be accessed by many different 
users may be a set-top box where manufacturers, vendors, 
operators, and/or home users may have an interest in access 
ing or restricting at least some limited functionality of the 
system. 
0008 Further limitations and disadvantages of conven 
tional and traditional approaches will become apparent to 
one of skill in the art, through comparison of Such systems 
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with the present invention as set forth in the remainder of the 
present application with reference to the drawings. 

BRIEF SUMMARY OF THE INVENTION 

0009. A system and/or method for preventing revocation 
denial of service attacks, Substantially as shown in and/or 
described in connection with at least one of the figures, as set 
forth more completely in the claims. 
0010 Various advantages, aspects and novel features of 
the present invention, as well as details of an illustrated 
embodiment thereof, will be more fully understood from the 
following description and drawings. 

BRIEF DESCRIPTION OF SEVERAL VIEWS OF 
THE DRAWINGS 

0011 FIG. 1 is a block diagram illustrating a conditional 
access system utilizing a conventional key ladder system, in 
connection with an embodiment of the invention. 
0012 FIG. 2 is a block diagram illustrating secure key 
unwrapping in a conventional key ladder system, in con 
nection with an embodiment of the invention. 
0013 FIG. 3 is a block diagram illustrating an exemplary 
secure key unwrapping and signature verification system, in 
accordance with an embodiment of the invention. 
0014 FIG. 4A illustrates a block diagram of an exem 
plary system for secure key generation, secure key signing 
and secure key encryption, in accordance with an embodi 
ment of the invention. 
0015 FIG. 4B is a block diagram of an exemplary system 
for secure key decryption and secure key signature verifi 
cation, in accordance with an embodiment of the invention. 
0016 FIG. 5 is a block diagram of an exemplary system 
500 for security key generation and transmission with strong 
pairing to destination client, in accordance with an embodi 
ment of the invention. 
0017 FIG. 6 is a block diagram illustrating exemplary 
security architecture in an application specific integrated 
circuit (ASIC) utilizing a security key generation and trans 
mission system, in accordance with an embodiment of the 
invention. 
0018 FIG. 7 is a flow diagram of a method for security 
key transmission with strong pairing to destination client, in 
accordance with an embodiment of the invention. 
0019 FIG. 8 is a block diagram illustrating an exemplary 
system for preventing revocation denial of service attacks, in 
accordance with an embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0020 Certain aspects of the invention may be found in a 
method and system for preventing revocation denial of 
service attacks. Exemplary aspects of the invention include 
receiving and decrypting a secure key revocation command 
utilizing a hidden key, and revoking a security key upon 
Successful verification of a signature. The secure key may be 
encrypted using an encryption key that may be unique to a 
specific set-top box. The received key revocation command 
may comprise a key ID that is unique to a specific set-top 
box. A key corresponding to the key revocation command 
may be stored in a one-time programmable memory, com 
pared to a reference, and the security key may be revoked 
based on the comparison. The key revocation command may 
be parsed from a transport stream utilizing a hardware 
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parser. The method and system may also comprise generat 
ing a secure key revocation command. The key revocation 
command may be encrypted and signed utilizing a hidden 
key and may comprise a key ID that is unique to a specific 
set-top box. 
0021. In conventional security key generation and trans 
mission systems, a generated security key may be associated 
only with an address indicating the destination module that 
will utilize the security key. Strong pairing may be achieved 
by pairing the security key and its associated address with a 
security command, and Subsequently transmitting the Secu 
rity key together with the security command and the asso 
ciated address to a destination module. The security com 
mand may then be utilized by the destination module to 
ascertain the authenticity of the security key and compliance 
with applicable pairing rules. 
0022 FIG. 1 is a block diagram illustrating a conditional 
access system utilizing a conventional key ladder system, in 
connection with an embodiment of the invention. The con 
figuration of the CA system 100 in FIG. 1 has been recom 
mended by International Telecommunications Union-Ra 
dio Communication Sector (ITU-R). Referring to FIG. 1, 
there is shown a block diagram of an exemplary conditional 
access system 100, which may include a scrambler 102, a 
descrambler 108, encryptors 104 and 106, decryptors 110 
and 112, a switch 115, and a viewing enable/disable circuit 
114. On the transmit side of the diagram, TX, the com 
pressed audio/video signal 116 may be scrambled by the 
scrambler 102, utilizing a scrambling key KS 118, in order 
to obtain a scrambled broadcast signal 128. Program 
attribute information 120 may be encrypted by the encryptor 
104, utilizing a work key Kw 122, to obtain the entitlement 
control messages 130. Program Subscription information 
124 may be encrypted by the encryptor 106, utilizing a 
master key 126, to obtain the entitlement management 
messages 132. 
0023. During signal scrambling in the CA system 100, 
the scrambling key Ks 118 may determine the scrambling 
pattern. The scrambling key may be changed at fixed inter 
vals of time, such as every few seconds, to maintain a secure 
system. The scrambling key 118 has to be continuously 
transmitted to the subscriber's receiver. This may be 
achieved in the CA system 100 by encrypting the scrambling 
key 118 by the encryptor 104 and transmitting it within the 
entitlement control messages 130. The ECM 130 may also 
comprise the program attribute information 120. The pro 
gram attribute information 120 may be utilized, for example, 
for determining whether a subscriber is entitled to view a 
program on the basis of his or her Subscription. To prevent 
the ECM 130, which may include the scrambling key 118, 
from being understood by a third party, the ECM 130 may 
be encrypted by the encryptor 104 before transmission, by 
utilizing the work key Kw 122. The work key 122 may be 
updated on a monthly or yearly basis. The work key 122 may 
be sent to the receiver through the entitlement management 
messages 132, together with the Subscription information 
124. The Subscription information 124 may also contain any 
subscription updates for the specific subscriber. 
0024 Besides being transmitted in-band, the EMM 132 
may be transmitted out-of-band utilizing other media like 
the Internet, telephone lines, a signaling network, or a Smart 
card, for example. Prior to transmission, the EMM 132 may 
be encrypted by a master key Kim 126. A master key may be 
unique to each receiver and its security commonly managed 

Apr. 10, 2008 

among different broadcast operators that use the same type 
of receiver. This normally may be accomplished by setting 
up an organization for uniform key management. For 
example, in the CA system 100 illustrated in FIG. 1, the 
content scrambling key 118 may be protected by the work 
key 122, which in turn may be protected by the master key 
126. This key protection “chain' is, sometimes, referred to 
as a key ladder. 
0025. On the receive side of the diagram, RX, the same 
key ladder may be utilized in order to decrypt the necessary 
secure keys and scrambled broadcast audio/video signals 
128. The master key 126 may be utilized with the decryptor 
112 in order to decrypt the EMM 132 and the work key 122. 
As a result, the work key 122 may be obtained as one of the 
outputs from the decryptor 112. The decrypted work key 122 
may then be utilized by the decryptor 110 to decrypt the 
ECM 130 and the scrambling key 118. As a result, the 
scrambling key 118 may be obtained as one of the outputs 
from the decryptor 110. The decrypted scrambling key 118 
may then be utilized by the descrambler 108 to descramble 
the scrambled broadcast signal 128 and obtain the com 
pressed audio/video output 140. 
0026. Access to the compressed audio/video output 140 
by a user may be determined in accordance with the user's 
Subscription information 124 and the program attribute 
information 120. The decryptor 112 decrypts the EMM 132 
to obtain decrypted subscription information 125. The 
decryptor 110 decrypts the ECM 130 to obtain decrypted 
program attribute information 120. The viewing enable/ 
disable module 114 receives the decrypted subscription 
information 125 and the decrypted program attribute infor 
mation 121 and may then determine whether or not a user 
may be entitled to receive the compressed audio/video 
output 140. If the user is entitled to receive the compressed 
audio/video output 140 (for example, the user has a valid 
Subscription for a given programming channel), then the 
viewing enable/disable module 114 issues a control signal 
134 activating the switch 115. Once the switch 115 is 
activated, this allows for the decrypted scrambling key 118 
to be entered into the descrambler 108, which in turn allows 
for the descrambling of the compressed audio/video output 
140. 

0027 FIG. 2 is a block diagram illustrating secure key 
unwrapping in a conventional key ladder system, in con 
nection with an embodiment of the invention. Referring to 
FIG. 2, there is shown key ladder system 200 comprising a 
one time programmable (OTP) memory 202, a secure key 
generating module 204 and a key unwrapping module 206. 
The key unwrapping module 206 may comprise Scramblers 
208, 210, 212 and 214. Each of the scramblers 208,210, 212 
and 214 may utilize a symmetric encryption algorithm, for 
example a Data Encryption Standard (DES), a 3DES, or an 
Advanced Encryption Standard (AES) type of algorithm, in 
order to descramble an encrypted key input. The OTP 
memory 202 in the key ladder system 200 may be enabled 
to store a root key, for example a key Such as the master key 
126 in FIG. 1. The root key stored in the OTP memory 202 
may be further protected by the secure key-generating 
module 204. The secure key-generating module 204 may 
comprise Suitable circuitry, logic and/or code that may be 
enabled to scramble, or otherwise further enhance the secu 
rity of the root key stored in the OTP memory 202. 
0028. The key unwrapping module 206 may be enabled 
to "unwrap,' or descramble, various application keys, for 
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example, application key 1, 228, and application key 2, 230. 
In order to achieve this, the key unwrapping module 206 
may utilize several encrypted keys, for example, encrypted 
key 1, 216, encrypted key 2, 218, encrypted key 3, 220, and 
encrypted key 4, 222. Once the root key stored in the OTP 
memory 202 may be scrambled by the secure key-generating 
module 204, the scrambled root key 205 may be utilized by 
the scrambler 208 in order to decrypt the encrypted key 1, 
216, and generate a decrypted key 224. The decrypted key 
224 may comprise, for example, a work key. The decrypted 
key 224 may be utilized by the scrambler 210 in order to 
decrypt encrypted key 2, 218, and generate the decrypted 
key 226. The decrypted key 226 may comprise, for example, 
a scrambling key. 
0029. The decrypted key 226 may be utilized by the 
scrambler 212 in order to decrypt encrypted key 3, 220, and 
generate the decrypted application key 1, 228. Similarly, the 
decrypted application key 228 may be utilized by the 
scrambler 214 in order to decrypt encrypted key 4, 222, and 
generate the decrypted application key 2, 230. Decrypted 
application keys 228 and 230 may be further utilized for 
various functions, for example, for copy protection of broad 
cast signals. The key ladder in the key unwrapping module 
206 may be enabled to have varying levels of protection by 
increasing the number of the encrypted keys and the corre 
sponding scramblers, and by utilizing each previously 
decrypted application key in a Subsequent decryption of a 
following encrypted key. The key ladder may be utilized to 
“unwrap” a master key, a work key and a scrambling key. 
The master key, work key and Scrambling key may then be 
utilized to decrypt one or more application keys. 
0030 Even though the key unwrapping module 206 may 
provide an increasing level of protection by increasing the 
number of scramblers and encrypted keys, it may sometimes 
be difficult to determine whether or not the received 
encrypted keys in the key ladder system 200 of FIG. 2 have 
been manipulated by unauthorized parties. 
0031 When encrypted data is transmitted over an inse 
cure channel, the transmitting and/or the receiving party 
may need the ability to monitor Such communication and 
obtain verification of the identity of the other party, and of 
the integrity and origin of the encrypted data that was 
transmitted. 

0032. With either a conditional access system or a copy 
protection system, security keys may be generated either on 
the transmit or the receive side of a fee-based video broad 
casting system. The generated security keys may be utilized 
in the encryption/decryption of other keys, for example. In 
order for a security key to be properly utilized by a desti 
nation module, the security key may be paired with address 
information of the destination module it is intended for. The 
security key data path from generation, distribution and use 
by a destination module, however, may be susceptible to 
security breach since the only pairing used may be the 
addressability of the security key to the destination module. 
0033. In instances where the receiving system may 
become untrusted, such that the service provider would like 
to change the second tier keys to control the access available 
to the receiving system, a revocation of the old keys and a 
download of new keys may provide this function. In a 
conventional system, such as the key ladder system 200, 
software may be utilized to burn an OTP bit in the OTP 
memory 202, for example, to indicate that a corresponding 
key may no longer be used. However, an attacker may cause 
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the receiving system to completely fail by revoking all the 
keys and burning all the OTP bits used for revoking bits. 
0034 FIG. 3 is a block diagram illustrating an exemplary 
secure key unwrapping and signature verification system, in 
accordance with an embodiment of the invention. Referring 
to FIG. 3, the key ladder system 300 may comprise a one 
time programmable (OTP) memory 302, a secure key gen 
erating module 304 and a key unwrapping and signature 
verification module 306. 
0035. The key unwrapping and signature verification 
module 306 may be enabled to “unwrap', or descramble, 
various application keys, for example, application key 1, 
328, and application key 2, 330. In order to achieve this, the 
key unwrapping and signature verification module 306 may 
utilize several encrypted and signed keys, for example, the 
encrypted and signed key 1, 316, the encrypted and signed 
key 2, 318, the encrypted and signed key 3, 320, and the 
encrypted and signed key 4, 322. In accordance with an 
aspect of the present invention, the encrypted and signed 
keys 316, 318,320 and 322 may have been initially signed 
by a transmitting entity utilizing an asymmetric encryption 
algorithm, such as a public key algorithm, for example, a 
Rivest-Shamir-Adleman (RSA), a Digital Signature Algo 
rithm (DSA), or an Elliptic Curve Cryptography (ECC) type 
of algorithm. The signed keys may then have been encrypted 
utilizing a symmetric encryption algorithm, Such as a DES, 
a 3DES, or an AES type of algorithm. 
0036. The key unwrapping and signature verification 
module 306 may comprise scrambler and signature verifiers 
308, 310, 312 and 314. Each of the scrambler and signature 
verifiers 308, 310, 312 and 314 may comprise suitable 
circuitry, logic and/or code that may be enabled to utilize a 
symmetric encryption algorithm, for example a DES, a 
3DES, or an AES type of algorithm, in order to descramble 
an encrypted and signed key input. Each of the scrambler 
and signature verifiers 308, 310, 312 and 314 may also be 
enabled to utilize a public key algorithm, for example an 
RSA, a DSA, or an ECC type of algorithm, in order to verify 
a decrypted signed key. 
0037. The OTP memory 302 in the key ladder system 300 
may be enabled to store a root key, for example a master key. 
The root key stored in the OTP memory 302 may be further 
protected by the secure key-generating module 304. The 
secure key-generating module 304 may comprise Suitable 
circuitry, logic and/or code that may be enabled to Scramble, 
or otherwise further enhance the security of the root key 
stored in the OTP memory 302. 
0038. Once the root key stored in the OTP memory 302 
gets scrambled by the secure key-generating module 304. 
the scrambled root key 305 may be utilized by the scrambler 
and signature verifier 308 in order to decrypt and verify the 
signature of the encrypted and signed key 1, 316. In this 
manner, the generated decrypted key 324 may be verified. 
The decrypted and verified key 324 may comprise, for 
example, a work key. The decrypted and verified key 324 
may be utilized by the scrambler and signature verifier 310 
in order to decrypt and verify the signature of the encrypted 
and signed key 2, 318, and to generate the decrypted and 
verified key 326. The decrypted and verified key 326 may 
comprise, for example, a scrambling key. 
0039. The decrypted and verified key 326 may be utilized 
by the scrambler and signature verifier 312 in order to 
decrypt and Verify the signature of the encrypted and signed 
key 3, 320, and to generate the decrypted and verified 
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application key 1, 328. Similarly, the decrypted and verified 
application key 328 may be utilized by the scrambler and 
signature verifier 314 in order to decrypt and verify the 
signature of the encrypted and signed key 4, 322, and to 
generate the decrypted and verified application key 2, 330. 
Decrypted and verified application keys 328 and 330 may be 
further utilized for various functions, for example, for copy 
protection of broadcast signals, or for establishing the trust 
worthiness of a key revocation command from an assumed 
trusted Source. 
0040. In accordance with an aspect of the present inven 

tion, the key ladder in the key unwrapping and signature 
verification module 306 may be enabled to have varying 
levels of protection by increasing the number of the 
encrypted and signed keys and the corresponding scram 
blers, and by utilizing each previously decrypted and veri 
fied application key in a Subsequent decryption of a follow 
ing encrypted and signed key. The key ladder may be 
utilized to “unwrap a signed and encrypted master key, a 
signed and encrypted work key and a signed and encrypted 
scrambling key. The master key, work key and scrambling 
key may then be utilized to decrypt one or more application 
keys. 
0041. In accordance with an embodiment of the inven 
tion, strong pairing may be utilized in the secure key 
unwrapping and signature verification system 300. More 
specifically, strong pairing may be utilized along the security 
key data path from the OTP memory 302, where root keys 
are stored, up until application keys 328 and 330 are 
generated in the key unwrapping and signature verification 
module 306. In addition, by verifying the encrypted and 
signed keys, the secure key unwrapping and signature veri 
fication system 300 may be utilized to enhance security 
against a revocation denial of Service attack. 
0042 FIG. 4A illustrates a block diagram of an exem 
plary system for secure key generation, secure key signing 
and secure key encryption, in accordance with an embodi 
ment of the invention. Referring to FIG. 4A, the exemplary 
system 400 may comprise a key table 402, a transmit server 
database 412, a key signing module 414, an input register 
416, a secure master key generating module 404, a selector 
406, an encryptor 408, and intermediate destination registers 
410. 

0043. The transmit server database 412 may comprise 
Suitable circuitry, logic and/or code that may be enabled to 
generate a plurality of secure keys, for example, the master 
decryption keys 418. Master decryption keys 418 may 
comprise a master key K1'420 and a master key K2422. In 
accordance with an aspect of the invention, the master 
decryption keys 418 may be utilized for the encryption and 
decryption of one or more secure keys, for example, a work 
key, a scrambling key and/or a revocation key. 
0044. Once the master decryption keys 418 are generated 
by the transmit server database 412, the master decryption 
keys 418 may be stored in a key table 402. Each of the 
master decryption keys 420 and 422 may comprise a fixed 
number of bits. For example, master decryption keys 420 
and 422 may each occupy two M-bit cells in the key table 
402. The key table 402 may be part of a random access 
memory (RAM), such as a DRAM or SRAM, for example. 
The key table 402 may also be enabled to store a plurality 
of master decryption keys. 
0045. Once the master decryption keys are stored in the 
key table 402, the master decryption keys 418 may be sent 
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to the secure master key generating module 404. The Secure 
master key generating module 404 may comprise Suitable 
circuitry, logic and/or code that may be enabled to further 
enhance the security of master decryption keys K1' 420 and 
K2' 422. In accordance with an aspect of the invention, the 
secure master key generating module 404 may comprise an 
encryptor and/or a scrambler. The secure master key gener 
ating module 404 may enhance the security of master 
decryption keys K1' 420 and K2 422, and may generate a 
secure master decryption key K1 424 and a secure master 
decryption key K2 426. 
0046. The transmit server database 412 may also generate 
a plurality of secure keys 436, which may be communicated 
from the transmit server database 412 to the key signing 
module 414. The key-signing module 414 may comprise 
Suitable circuitry, logic and/or code that may be enabled to 
“sign' the secure keys 436 and generate signed secure keys 
438. In accordance with an aspect of the invention, the 
key-signing module 414 may utilize a symmetric encryption 
algorithm and/or an asymmetric encryption algorithm to 
generate the signed secure keys 438. The signed secure keys 
438 may then be stored in the input register 416, prior to 
being communicated to the encryptor 408. 
0047. The selector 406 may comprise suitable circuitry, 
logic and/or code that may be enabled to select from one or 
more inputs and generate one or more outputs. In accordance 
with an aspect of the present invention, the selector 406 may 
be a 2:1 selector and may generate three outputs from any 
two received inputs. For example, the secure master decryp 
tion keys 424 and 426 may be utilized by the selector 406 as 
inputs to generate an output with the secure master decryp 
tion key 424 selected twice and the secure master decryption 
key 426 selected once. 
0048. The encryptor 408 may comprise suitable circuitry, 
logic and/or code that may be enabled to encrypt any of the 
signed secure keys 438. In accordance with an aspect of the 
invention, the encryptor 408 may comprise a 3DES-En 
crypt-Decrypt-Encrypt (EDE) or Decrypt-Encrypt-Decrypt 
(DED) encryption engine. The encryptor 408 may utilize the 
secure master decryption key output from the selector 406 
and encrypt the signed secure keys 438 to obtain encrypted 
and signed keys 432. 
0049. The encrypted and signed keys 432 may be copied 
to intermediate destination registers 410 and may be subse 
quently utilized by the selector 406 and the encryptor 408 for 
encryption of Subsequent signed secure keys 438. For 
example, the secure master decryption keys 424 and 426 
may be utilized by the selector 406 and the encryptor 408 
only once, for the encryption of a first pair of signed secure 
keys received by the encryptor 408. The resulting encrypted 
and signed secure keys 428 and 430 may be stored in 
intermediate destination registers 410 prior to their utiliza 
tion by the selector 406 and the encryptor 408 for the 
encryption of a second, Subsequent pair of signed secure 
keys. 
0050. As the key generation, signing and encryption 
system 400 generates encrypted and signed keys 432, the 
secure key ladder protection increases since the number of 
generated encrypted and signed keys 432 increases. As the 
encrypted and signed keys 432 are generated, they may be 
transmitted to an output location 434. In this manner, a 
transport system may be further strengthened against revo 
cation denial of service attacks, as an attacker may not 
possess the proper public key and a hidden key specific to 
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the receiver. In addition, even if an attacker did intercept an 
encrypted and signed key, it may be encrypted a number of 
times, and may not work on any other system, or even the 
intended receiving system again, as it may only be valid 
once or for a limited duration. 

0051. In accordance with an embodiment of the inven 
tion, strong pairing may be utilized in the exemplary system 
400 for secure key generation, secure key signing and secure 
key encryption. More specifically, strong pairing may be 
utilized along the security key data path from the moment 
security keys are generated by the transmit server database 
412, or the secure master key generating module 404, until 
encrypted and signed security keys are transmitted out from 
the output location 434. 
0052 FIG. 4B is a block diagram of an exemplary system 
for secure key decryption and secure key signature verifi 
cation, in accordance with an embodiment of the invention. 
Referring to FIG. 4B, there is shown exemplary system. 450 
comprising a one-time programmable non-volatile memory 
(OTP NVM) 452, a secure master key generating module 
454, a CPU 453, an input register 472, a selector 456, a 
decryptor 458, an input register 460, a signature verification 
module 462, an intermediate destination register 464, a 
switch 468 and final destination registers 470. 
0053. The OTPNVM 452 may comprise a random access 
memory (RAM), such as a DRAM or SRAM, for example. 
The OTP NVM 452 may be enabled to store, for example, 
read-only data 474, keys 476, and an enable bit 478. The 
keys 476 may comprise master decryption keys 481 and 480. 
The master decryption keys 481 and 480 may each occupy, 
for example, an even number of bits in the OTP NVM 452. 
In accordance with an exemplary embodiment of the inven 
tion, the master decryption keys 480 and 481 may each 
occupy two M-bit cells in the OTPNVM 452. The read-only 
data 474 of the OTP NVM 452 may comprise chip identi 
fication information and other read-only information that 
may be accessed by the CPU 453. The CPU 453 may be, for 
example, a microprocessor, a MIPS, a microcontroller or 
other type of processor. 
0054 The master decryption keys 480 and 481 may be 
communicated to the secure master key generating module 
454. The secure master key generating module 454 may 
comprise Suitable circuitry, logic and/or code that may be 
enabled to further enhance the security of the master decryp 
tion keys 480 and 481. In accordance with an aspect of the 
invention, the secure master key generating module 454 may 
comprise an encryptor, or a scrambler, that may receive 
master decryption keys 482 as input. Master decryption keys 
482 may comprise master decryption key 480 and master 
decryption key 481. The secure master key generating 
module 454 may enhance the security of master decryption 
key 480 and master decryption key 481 and may generate a 
secure master decryption key K1 483 and secure master 
decryption key K2 484. 
0055. The selector 456 may comprise suitable circuitry, 
logic and/or code that may be enabled to select from one or 
more inputs and generate one or more outputs. In accordance 
with an aspect of the invention, the selector 456 may be, for 
example, a 2:1 selector and may generate three outputs from 
any two received inputs. For example, the secure master 
decryption keys K1 and K2, 483 and 484 respectively, may 
be utilized by the selector 456 as inputs to generate an 
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output. For example, the secure master decryption key 483 
may be selected twice and the secure master decryption 
selected once. 
0056. The secure key decryption and secure key signature 
verification system 450 may be enabled to receive encrypted 
and signed keys 446. The encrypted and signed keys 446 
may be generated, for example, by a secure key generation, 
secure key signing and secure key encryption system, Such 
as the system illustrated in FIG. 4A. Once received by the 
secure key decryption and secure key verification system 
450, the encrypted and signed keys 446 may be stored in an 
input register 472. The encrypted and signed keys 446 may 
then be transmitted to the decryptor 458. In accordance with 
an aspect of the invention, the encrypted and signed keys 
446 may comprise multiples of 64-bits, for example, and 
may include an encrypted key, a key destination and/or a key 
signature. 
0057 The decryptor 458 may comprise suitable circuitry, 
logic and/or code that may be enabled to decrypt any of the 
encrypted and signed keys 446. In accordance with an aspect 
of the invention, the encryptor 458 may comprise a 3DES 
Encrypt-Decrypt-Encrypt (EDE) and/or Decrypt-Encrypt 
Decrypt (DED) decryption engine. The decryptor 458 may 
utilize the secure master decryption keys K1 and K2, 483 
and 484 respectively, generated as an output of the selector 
456. The decryptor 458 may generate as an output, the 
unwrapped decrypted keys 488 and signature bytes 490. 
0058. In operation, the unwrapped decrypted keys 488 
may be communicated to the intermediate destination reg 
isters 464, and may subsequently be utilized by the selector 
456 and the decryptor 458 for decryption of subsequent 
encrypted and signed keys 446. For example, the secure 
master decryption key K1483 and the secure master decryp 
tion key K2 484 may be utilized by the selector 456 and the 
decryptor 458 only once, for the decryption of a first pair of 
encrypted and signed keys 446 that may be received by the 
decryptor 458. The resulting unwrapped decrypted keys K1 
486 and K2 485 may be stored in the intermediate destina 
tion registers 464. The unwrapped decrypted keys 485 and 
486 may then be utilized by the selector 456 and decryptor 
458 for the decryption of a second subsequent pair of 
encrypted and signed keys 446 that may be received by the 
decryptor 458. This loop process may continue until the 
encrypted and signed keys of the received key ladder are 
unwrapped and decrypted. 
0059. After decryption of the encrypted and signed keys 
446 by the decryptor 458, the signature bytes 490 of each of 
the encrypted and signed keys may be generated as an output 
from the decryptor 458. The signature bytes 490 may be 
communicated to the signature verification module 462. The 
signature verification module 462 may comprise Suitable 
circuitry, logic and/or code that may be enabled to verify the 
authenticity of the signature bytes 490. In accordance with 
an aspect of the invention, the signature verification module 
462 may utilize an asymmetric encryption algorithm, Such 
as a public key encryption algorithm, in order to Verify the 
received signature bytes 490. A verification key 487 may be 
loaded by the CPU 453. A verification key 487 may com 
prise for example, a public key that may be utilized to verify 
the signature bytes 490. The verification key 487 may be 
initially stored in an input register 460. The signature 
verification module 462 may utilize the verification key 
(public key) 487 in order to verify the received signature 
490. As a result, an enabled/disabled signal 491 may be 
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generated by the signature verification module 462. The 
enabled/disabled signal 491 may then be communicated to 
the Switch 468. 

0060. The switch 468 may receive the unwrapped 
decrypted key 488 and may allow, or reject, a further 
transmission of the unlocked decrypted keys 488 through the 
final destination registers 470. If the enabled/disabled signal 
491 comprises an enabled command, the unwrapped 
decrypted key 488 may be transmitted to the final destina 
tion registers 470 for any further processing. If the command 
491 comprises a disable command, then the unwrapped 
decrypted keys 488 may not be transmitted to the final 
destination registers 470. A enabled/disabled signal 491 may 
comprise a disable command if, for example, the signature 
verification module 462 ascertains that the signature 490 is 
not verified. The signature 490 may be unverifiable if, for 
example, the encrypted and signed keys 446 had been 
manipulated by an attacker during their transmission to the 
secure key decryption and secure key verification system 
450, or were transmitted to attempt a denial of service attack, 
by generating a security key revocation command. Verifi 
cation of the signature 490 by the signature verification 
module 462 may be enabled or disabled with the help of the 
enable bit 478. The enable bit 478 may comprise a multi 
stage programming (MSP) bit. For example, an enable bit 
478 may be set to a predetermined value so that the signature 
verification module 462 may be activated and the signature 
490 may be verified. In this manner, revocation denial of 
service attacks may be averted by requiring the appropriate 
signature before enabling any further communication of 
received signals, by utilizing a hardware enabled security 
check. Changes may not be allowed to the receiving systems 
unless both public and hidden keys are known for the key 
that may be revoked. 
0061. In an embodiment of the invention, cryptography 
algorithms may be utilized to encrypt and/or decrypt data. In 
addition, security keys may be utilized to enhance the 
authentication process. A strong pairing may exist between 
the various keys and the destination modules where the keys 
may be used. This strong pairing may be utilized to add more 
security and authenticity in the transmission of a security 
key to the destination module associated with the key. For 
example, strong pairing may be utilized in the secure key 
decryption and secure key verification system. 450. More 
specifically, strong pairing may be utilized along the security 
key data path from the moment security keys are received by 
the input register 472, or generated by the secure master key 
generating module 454, until unwrapped and decrypted keys 
are communicated to the final destination registers 470. 
0062 FIG. 5 is a block diagram of an exemplary system 
500 for security key generation and transmission with strong 
pairing to destination client, in accordance with an embodi 
ment of the invention. Referring to FIG. 5, the system 500 
may comprise an internal key generator 501, an external key 
generator 503, a security key sequence 505, and a destina 
tion module 515. The security key sequence 505 may 
comprise a security key 507, which may be paired with a 
security command 509 and a destination address 511. The 
internal key generator 501 may be disposed within a circuit 
utilizing a security key, Such as an application specific 
integrated circuit (ASIC), for example, and may comprise 
Suitable circuitry, logic and/or code that may be enabled to 
generate security keys. The external key generator 503 may 
be disposed outside the circuit utilizing a generated security 
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key, for example, and may comprise Suitable circuitry, logic 
and/or code that may be enabled to generate security keys. 
0063. In operation, a security key 507 may be generated 
by the internal key generator 501 or by the external key 
generator 503. The generated security key 507 may be 
associated with a destination address 511 indicating the 
destination module 515. The key 507 and its associated 
destination address 511 may be paired with the security 
command 509 to form the security key sequence 505. The 
security command 509 may comprise a rule, and the rule 
may be associated with characteristics of the destination 
module 515, for example. Alternatively, the security com 
mand 509 may comprise a security key revocation command 
to remove the accepted authority on a set top box in cases 
where the set top box may be compromised or hacked. In 
addition, the security command 509 may relate to attributes 
and/or permissible usages of the security key 507 that may 
be transmitted along with it. The security command 509 may 
include the encryption/decryption method for which the 
security key 507 may be used, the size of the security key 
507, and/or information on the method used to calculate the 
security key 507. 
0064. After the security key sequence 505 is formed, it 
may be communicated to the destination module 515 via the 
transmission bus 513. The transmission bus 513 may com 
prise a serial transmission bus, for example. In an aspect of 
the invention, multiple destination modules may receive a 
security key sequence. Such as the security key sequence 
505, and it may be determined on the basis of the security 
command within the security key sequence, which destina 
tion module is to process the received security key. 
0065 Strong pairing between the source of the security 
key 507 and the destination module 515 may be achieved by 
the pairing of the security key 507 and the destination 
address 511 with the security command 509 prior to com 
municating the security key sequence 505 to the destination 
module 515. The pairing of the security key 507 with 
destination-related characteristics indicated by the security 
command 509, may provide a strong pairing for the entire 
security key data path in the system 500, from generation of 
the security key 507, distribution (communication) of the 
security key 507, and use of the security key 507 by the 
destination module 515. 
0.066 FIG. 6 is a block diagram illustrating exemplary 
security architecture in an application specific integrated 
circuit (ASIC) utilizing a security key generation and trans 
mission system, in accordance with an embodiment of the 
invention. Referring to FIG. 6, the ASIC 640 may comprise 
a CPU 638, a transport core 602, and external security 
clients 621, 623, and 625. The external security clients 621, 
623, and 625 may comprise deserializers 632, 634, and 636, 
respectively. The transport core 602 may comprise a security 
top 604 and internal security clients 608, 610, and 612. The 
internal security clients 608, 610, and 612 may comprise 
deserializers 626, 628, and 630, respectively. The security 
top 604 may comprise a transport key serializer 607, an 
internal key generator 601, a register control 606, a key route 
and control logic 605, an external key interface 603, and key 
serializers 611, 613, and 615. 
0067. A set-top box (STB) may comprise an ASIC, such 
as the ASIC 640, and the ASIC may be enabled to utilize a 
security key generation and transmission system, such as the 
security key generation and transmission system described 
with respect to FIG. 4A, to achieve strong pairing and to 
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eliminate revocation denial of service attacks on a destina 
tion client. The ASIC 640 may comprise suitable circuitry, 
logic and/or code that may be enabled to handle audio/video 
satellite or terrestrial data, storing Such data on disk, and/or 
displaying Such data on a monitor, such as a television 
monitor. 

0068. The transport core 602 within the ASIC 640 may 
comprise Suitable circuitry, logic and/or code that may be 
enabled to pre-process audio/video data received from an 
ASIC interface, for example, or from a source such as 
memory (e.g., data retrieved from memory). The security 
top 604 within the transport core 602 may be enabled to 
perform security key calculation functions inside the trans 
port core 602. Such as any functions necessary to achieve 
strong pairing between a security key and a destination 
module. 

0069. The internal key generator 601 may comprise suit 
able circuitry, logic and/or code that may be enabled to 
generate security keys. Security keys may also be generated 
by a key generator outside the ASIC 640 and may then be 
communicated to the external key interface 603 via the 
connection 604. 

0070. The key serializers 607, 611, 613, and 615 may 
comprise Suitable circuitry, logic and/or code that may be 
enabled to pair a security key and its associated destination 
module address with a security command to form a security 
key sequence, and Subsequently transmit the prepared secu 
rity key sequence. For example, the key serializer 611 may 
be enabled to transmit a 256-bit security key and the security 
key may be calculated 32 bits at a time. The key serializer 
611, therefore, may be enabled to hold intermediate 32-bit 
portions until the entire 256-bit security key may be avail 
able and ready for transmission. 
0071. The address portion in each security key sequence 
may be configured via register writes from the CPU 638. The 
CPU register writes may be communicated to the key 
serializer 611 via the register control 606. The security 
command within a security key sequence prepared by a key 
serializer may be determined by either CPU register writes, 
or by hard coding of values based on the way the security 
key was calculated or generated. In instances when a seg 
ment of the security command may be hard coded, a register 
write may not be utilized to specify the value of that 
segment. For example, if a security key may be received 
externally via the external key interface 603, two bits in the 
security key command may be hard coded to indicate the 
Source of the security key, i.e., an external Source. 
0072. The key serializers 607, 611, 613, and 615 may 
utilize security keys generated by the internal key generator 
601 or security keys received externally via the connection 
604 and the external key interface 603. The key serializers 
607. 611, 613, and 615 may be separated according to the 
security clients that they may be enabled to service. For 
example, the external security clients 621, 623, and 625 may 
be involved in different operations. The external security 
client 621 may operate specific Software, for example, 
related to disk drive operation, or to client security key 
revocation. The external security clients 623 and 625 may be 
involved in different operations, which may not require 
sharing of a key serializer resources. Therefore, for ease of 
Software implementation, for example, each of the security 
clients 621, 623, and 625 may utilize its own key serializer, 
611, 613, and 615, respectively. 
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(0073. Similarly, the internal security clients 608, 610, and 
612 may require sharing of key serializer resources and, 
therefore, a single key serializer 607 may be provided to 
service the internal security clients 608, 610, and 612. In one 
aspect of the invention, a key serializer may be shared by 
several deserializers. In this case, a destination address field 
may be utilized to specify an intended destination of a key. 
A destination address may also be utilized in a configuration 
where one key serializer may be connected to only one key 
deserializer. 

0074. In various aspects of the invention, the key serial 
izer 607 may be implemented as a plurality of separate 
serializers, and the key serializers 611, 613, and 615 may be 
implemented as a single serializer, for example. A security 
command word may be utilized to invalidate a key trans 
mitted in a prior event. In this case, a security command and 
an address may be specified. A transmission may be received 
by a key deserializer, and may be utilized to invalidate a key 
that may have already been transmitted to the deserializer. 
(0075. Each of the security clients 608, 610, 612, 621, 
623, and 625 may be utilized for encrypting and/or decrypt 
ing of data. In addition, each of the security clients 608, 610, 
612, 621, 623, and 625 may comprise key deserializers 626, 
628, 630, 632, 634, and 636, respectively. The key deseri 
alizers may comprise Suitable circuitry, logic and/or code 
that may be enabled to receive a security key sequence 
transmission from a key serializer, and to recover (separate) 
the security key and the corresponding security command 
(or rule). After the security key and the security command 
are separated from the security key sequence in the deseri 
alizer, the Security client may examine the security com 
mand and may determine a manner in which the security key 
may be utilized and which destination module associated 
with the security client may utilize it. For example, a 
destination module associated with a security client may be 
enabled to utilize only internally generated security keys, for 
example, security keys that may be generated by the internal 
key generator 601. If the security command indicates, for 
example, that the deserialized security key was calculated 
using an external key generator, the security client may then 
indicate that the received security key may not be utilized. 
In this way, strong pairing between the security key and the 
destination module may be accomplished, and may allow for 
secure control of key revocation commands between the 
ASIC 640 and a client. 

(0076 Security clients within the ASIC 640 may be 
divided into internal security clients and external security 
clients. The internal security clients 608, 610, and 612 may 
be utilized for destination modules within the transport core 
602, and the external security clients 621, 623, and 625 may 
be utilized for destination modules outside the transport core 
602. 

(0077. The internal security clients 608, 610, and 612 may 
be utilized for decrypting received data from a content 
provider, for example. Encrypted data may be received from 
a satellite or from a terrestrial cable connection, for example. 
In this way, the internal security clients 608, 610, and 612 
may be utilized for the initial decryption of data received by 
the ASIC 640. In addition, the internal security clients 608, 
610, and 612 may be utilized for receiving and/or transmit 
ting security keys that may be required by destination 
modules within the transport core 602. The ASIC 640 may 
utilize multiple internal security clients in order to handle 
several encrypted data streams. For example, internal Secu 
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rity clients 608 and 610 may be utilized to decrypt two 
encrypted video streams received by the ASIC 640, and the 
internal security client 612 may be utilized for decrypting a 
received audio stream. 

0078. The external security clients 621, 623, and 625 may 
be utilized in connection with destination modules that may 
be outside of the transport core 602. Each of the external 
security clients 621, 623, and 625 may be enabled to store 
more than one security key for different operations. In this 
regard, a security key table may be associated with each 
external security client. The destination module address 
portion of each deserialized security key sequence may be 
used to determine which part of the key table, or which 
destination module, to populate with the received security 
key transmission. The external security clients 621, 623, and 
625 may also be utilized for any other encryption and/or 
decryption operation that may be required after received 
data is decrypted. Once received and encrypted data has 
been decrypted within the ASIC 640 with the help of a 
security key, there may be requirements of how a decrypted 
data may be stored into memory, how it may be stored on a 
hard disk, and how it may be transmitted over a network. For 
example, a Subsequent encryption may be required prior to 
storing into memory, storing on a hard drive, or transmitting 
over a network. All Such requirements related to the han 
dling of data may be implemented via the security command 
transmitted together with the security key. 
0079. By utilizing the external security clients 621, 623, 
and 625, rather than the internal security clients 608, 610, 
and 612, hardware resources utilized to transmit a security 
key within the ASIC 640 may be minimized. In this way, 
because of decreased physical distance between the external 
security clients 621, 623, and 625 and other blocks within 
the ASIC 640, security key handling may be more efficient. 
The external security clients 621, 623, and 625 may also be 
utilized for additional system applications, for example, if 
decrypted data has to be stored on a disk. An external 
security client may then be utilized to encrypt data prior to 
storage. Each of the security clients within the ASIC 640, 
internal or external security clients, may have a different 
usage for a security key, and its associated security com 
mand, that have been calculated for it. 
0080. The key route and control logic 605 may be 
coupled to the internal key generator 601 and the external 
key interface 603, and may comprise Suitable circuitry, logic 
and/or code for calculating security keys that are available 
for use. For example, a set of rules may be associated with 
the permissible ways to use security keys received from the 
internal key generator 601 or the external key interface 603, 
and a set of rules determining which destination module 
security keys may be sent to depending on the way the 
security key was generated. For example, the key route and 
control logic 605 may determine which key serializer within 
the ASIC 640 may be utilized for a specific key obtained 
from the external key interface 604. 
0081. The key route and control logic 605 may also 
provide storage for intermediate results generated by the 
internal key generator 601 or the external key interface 603 
in the security key generation process. In addition, the key 
route and control logic 605 may receive status signals back 
from the key serializers 607, 611, 613, and 615. For 
example, a serializer may be in the process of transmitting 
a security key. During the transmission process, the serial 
izer may also transmit a status message informing the key 
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route and control logic 605 that a new security key may not 
be currently transmitted. After the serializer completes trans 
mission of the Security key, a signal may be sent back to the 
key route and control logic 605 indicating availability to 
receive a new key for transmission. 
I0082. The register control 606 may be coupled to the 
CPU 638 and may comprise suitable circuitry, logic and/or 
code enabled to configure the internal key generator 601, the 
external key interface 603 and the key route and control 
logic 605 to properly complete a security key generating and 
serializing operation. The register control 606 may configure 
the operation of the internal key generator 601 before an 
operation may be done. It may also be utilized to initiate 
generation of a new key. In addition, the register control 606 
may be coupled to the CPU 638 inside the ASIC 640, and it 
may execute instructions on behalf of the CPU 638 for 
generation of a security key, or an intermediate security key 
used for Subsequent security key generation, for example. 
The CPU 638 may provide the address portion of a security 
key sequence which may then be utilized by a security key 
serializer. 
I0083. In operation, a security key may be generated by 
the internal key generator 601. A security key may also be 
generated by a source external to the ASIC 640 and then 
made available to the ASIC 640 via an interface, for 
example, the external key interface 603 and the connection 
604. The security key may be assembled via the key route 
and control logic 605 and may then be distributed to the 
appropriate destinations via a specialized security key trans 
mission bus, utilizing the transport key serializer 607, and/or 
key serializers 611, 613, and/or 615. The key serializers 607, 
611, 613, and 615 may be utilized to pair the security key 
and its associated destination module address with a security 
command to obtain a security key sequence. The key seri 
alizers 607, 611, 613, and 615 may then communicate the 
security key sequence to an internal security client, such as 
clients 608, 610, and 612, and/or an external security client, 
such as clients 621, 623, and 625. The key serializers 611, 
613, and 615 may comprise, for example, a MEM-MEM key 
serializer, a MEM-IDE key serializer, and/or a HDMI key 
serializer. The external security clients 621, 623, and 625 
may comprise, for example, a MEM-MEM client, a MEM 
IDE client, and/or a HDMI security client. U.S. application 
Ser. No. 10/414,844 filed Mar. 14, 2003 discloses a MEM 
3DES-MEM system and is hereby incorporated herein by 
reference in its entirety. U.S. application Ser. No. 10/414, 
575 filed Mar. 14, 2003 discloses a MEM-3DES-IDE system 
and is hereby incorporated herein by reference in its entirety. 
I0084. In an embodiment of the present invention, strong 
pairing between a security key and a destination may be 
achieved by pairing a security command (or a data-structure) 
with the security key and its associated Security address to 
form a security key sequence. The security key sequence 
may then be transmitted to a destination client. The desti 
nation module may then utilize the security key and proceed 
based on control information contained in the attached 
data-structure. The data structure may comprise control 
information, such as, for example, the algorithm type asso 
ciated with the destination module, revocation commands, 
size of the security key, and source of the security key. When 
a destination module receives a security key, it may compare 
the attached security command (or data-structure) with the 
selected algorithm configuration. If the algorithm configu 
ration does not match information for the security key, the 



US 2008/0086641 A1 

destination module may report an error and/or initiate an 
action. For example, the destination module may report 
corruption of data, and/or initiate an action to resolve the 
corrupted data. This technique may be utilized to eliminate 
revocation denial of service or other attacks from hackers or 
unauthorized users. 
0085. In an embodiment of the present invention, a 
security key, its associated destination module address, and 
the tagged security command (or data-structure) may be 
transmitted serially to the destination module via a special 
ized serial bus, for example. 
I0086 FIG. 7 is a flow diagram of a method 700 for 
security key transmission with strong pairing to destination 
client, in accordance with an embodiment of the invention. 
At 701, a security key may be generated. For example, a 
security key may be generated by an internal key generator 
on a chip, and/or by an external key generator outside the 
chip utilizing security key transmission with strong pairing. 
In addition, a security key may be associated with a desti 
nation module address indicating a destination module 
within or outside the chip. At 703, the generated security key 
and its associated destination module address may be paired 
with a rule. The rule may comprise a security command, 
Such as a security key revocation command and/or a data 
Structure. 

I0087. At 705, the rule, together with the security address 
and its associated destination module address, may be dis 
tributed to a destination module. At 707, the rule may be 
compared with an algorithm configuration at the destination 
module. At 709, it may be determined whether the rule has 
been violated. If the rule has been violated, at 711, a failure 
report may be received from the destination module. At 713, 
the security key may be invalidated by the destination 
module. If the rule has not been violated, at 715, the security 
key may be utilized by the destination module. 
0088 FIG. 8 is a block diagram illustrating an exemplary 
system for preventing revocation denial of service attacks, in 
accordance with an embodiment of the invention. Referring 
to FIG. 8, the exemplary system may comprise a head-end 
802a and a set-top box chip (STBC) 804a. The head-end 
802a may comprise a signing block 810a, an encryption 
block 812a, and a conditional access (CA) encryption block 
818a. The signing block may sign a revocation message with 
a hidden key 806a. The encryption block 812a may encrypt 
with a box OTP key, for example. 
I0089. The STBC 804a may comprise a CA decryption 
block 820a, a command parser 822a, a decryption block 
824a, a signature verification block 828a, and an OTP 832a. 
The decryption block may be enabled to decrypt using a box 
OTP key. The signature verification block may be enabled to 
use a public key 826.a for verification. 
0090 Set top box chips, such as the STBC 804a, may use 
secure keys and/or code for use on an end user's system, for 
example. In instances when the STBC 804a may be com 
promised or hacked and this information becomes known to 
an unauthorized entity, the authorized entity may then 
revoke the code or the secure keys used by the STBC 804a. 
Revoking the code may be performed by, for example, 
revoking the keys used to sign that code, so that only a single 
key revocation may be used to make the system unusable. 
0091. In an exemplary embodiment of the invention, 
revoking the keys may be performed by programming OTP 
bits which are dedicated as a key ID. The system may 
compare the key ID burned into the OTP832a to the key ID 
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in a local memory, Such as a flash memory. As long as the 
key ID burned into the OTP 832a is less than the key ID 
programmed into flash, the key may be considered valid— 
that is, new key values may be written to the flash memory 
with new key IDs and they may be considered valid. 
However, when the authorized entity wishes to revoke a key, 
it may issue a command to change the OTP 832a value to be 
equal to or greater than the key ID in flash. In such instances, 
the key may be revoked and may no longer be used to sign 
code. 

0092. However, this mechanism may be used by a hacker 
in a denial-of-service attack, or it may result from buggy 
code which may inadvertently program a bit in the OTP that 
makes it appear that the key ID has become greater than the 
value stored in flash. To prevent Such occurrences, in another 
embodiment of the invention, the key revocation command 
808a may be signed by the head-end 802a using, for 
example, the signing block 810a and the hidden key 806a. 
The signature may be placed in a special packet which may 
be sent along with the video signal 814a and audio infor 
mation, and may be written to a security processor in the set 
top box. The security processor may need to verify and 
confirm a valid signature before the OTP revocation field 
may be allowed to be programmed. 
0093. In some instances, a hacker may learn the signature 
by watching a box go through a legitimate revocation 
sequence. Thus learned, the signature may be applied to 
revoke keys of other boxes illegitimately, since the keys 
across multiple boxes will be the same (and hence their 
signatures will be the same). To prevent this from occurring, 
the key signature may then be further encrypted with the 
OTP key, an OTP key derivative, or a unique device or 
set-top box key, in order to provide uniqueness. The head 
end 802a may sign the message which revokes the key, then 
may encrypt it with the OTP key (or a derivative key) of the 
STBC 804a whose key is being revoked. Then, if a hacker 
learns this revocation command by monitoring a legiti 
mately revoked box, the hacker may not be able to use this 
information to revoke keys of other boxes. 
0094. In instances when a hacker denies a revocation 
command, the STBC 804a may be compromised, which 
may be known by the authorized entity. However, the hacker 
may then interfere with the revocation command, so that the 
STBC 804a may continue to operate normally. In such 
instances, the hacker attack may be defended by incorpo 
rating a hardware command parser, Such as the command 
parser 822a in the STBC 804a. The command parser 822a 
may be enabled to monitor the incoming stream and identify 
special commands from the head-end 802a. The head-end 
802a may communicate revocation commands via 
encrypted and signed messages within the actual video data 
814a, so they may be very hard to interfere with. The 
command parser 822a, which may comprise a hardware 
block, may not be subject to the same types of hacks as 
would be the main CPU in the system, and it may be difficult 
to modify. The command parser 822a may then continue to 
monitor the video streams for special revocation messages. 
Since the hacker must continue to connect the set-top box to 
the incoming stream in order to receive video, the hacker 
may be unable to deny the revocation commands. In this 
regard, the revocation command may be received by the 
STBC 804a as desired. 

0.095 The invention may comprise a hardware mecha 
nism that may be utilized to verify the validity of a revo 
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cation command. The message received from the source, 
whether it be from a legitimate head-end Source or a hacker, 
may be required to contain the hidden key of the key that is 
being revoked, or the hidden key of a key which itself was 
used to verify the public key being revoked. Thus, criteria 
may be met before any changes may occur in the set-top box 
chip 804a. 
0096. A period of time over which a particular set of 
parameters or keys may be considered valid may be defined 
as an epoch. A trusted authority may be defined as one that 
may possesses the set of parameters for a given epoch. In 
instances when a valid revocation command is executed, the 
system may proceed to another epoch, and may not return to 
the previous epoch, further enhancing security. 
0097. In an embodiment of the invention, a method and 
system are disclosed for receiving and decrypting a com 
mand for revoking a secure key utilizing a hidden key 826a. 
and revoking the security key upon Successful verification of 
a signature. The received command for revoking the secure 
key may comprise a key ID that is unique to a specific 
set-top box. The secure key may be encrypted with an 
encryption key that may be unique to a specific set-top box. 
A key corresponding to the command for revoking the 
secure key may be stored in a one-time programmable 
memory 832a, compared to a reference, and the security key 
may be revoked based on the comparison. The reference 
may be stored in the OTP 832a. The key command for 
revoking the secure key may be parsed from a transport 
stream utilizing a hardware parser 822a. 
0098. In another embodiment of the invention, a method 
and system may also comprise generating a command for 
revoking a secure key. The command for revoking the Secure 
key may be encrypted and signed utilizing a hidden key 
806a and may comprise a key ID that is unique to a specific 
set-top box. 
0099 Certain embodiments of the invention may com 
prise a machine-readable storage having stored thereon, a 
computer program having at least one code section for 
communicating information within a network, the at least 
one code section being executable by a machine for causing 
the machine to perform one or more of the steps described 
herein. 
0100. Accordingly, aspects of the invention may be real 
ized in hardware, Software, firmware or a combination 
thereof. The invention may be realized in a centralized 
fashion in at least one computer system or in a distributed 
fashion where different elements are spread across several 
interconnected computer systems. Any kind of computer 
system or other apparatus enabled for carrying out the 
methods described herein is suited. A typical combination of 
hardware, Software and firmware may be a general-purpose 
computer system with a computer program that, when being 
loaded and executed, controls the computer system such that 
it carries out the methods described herein. 
0101 One embodiment of the present invention may be 
implemented as a board level product, as a single chip, 
application specific integrated circuit (ASIC), or with vary 
ing levels integrated on a single chip with other portions of 
the system as separate components. The degree of integra 
tion of the system will primarily be determined by speed and 
cost considerations. Because of the Sophisticated nature of 
modern processors, it is possible to utilize a commercially 
available processor, which may be implemented external to 
an ASIC implementation of the present system. Alterna 
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tively, if the processor is available as an ASIC core or logic 
block, then the commercially available processor may be 
implemented as part of an ASIC device with various func 
tions implemented as firmware. 
0102 The present invention may also be embedded in a 
computer program product, which comprises all the features 
enabling the implementation of the methods described 
herein, and which when loaded in a computer system is able 
to carry out these methods. Computer program in the present 
context may mean, for example, any expression, in any 
language, code or notation, of a set of instructions intended 
to cause a system having an information processing capa 
bility to perform a particular function either directly or after 
either or both of the following: a) conversion to another 
language, code or notation; b) reproduction in a different 
material form. However, other meanings of computer pro 
gram within the understanding of those skilled in the art are 
also contemplated by the present invention. 
(0103) While the invention has been described with ref 
erence to certain embodiments, it will be understood by 
those skilled in the art that various changes may be made and 
equivalents may be substituted without departing from the 
Scope of the present invention. In addition, many modifica 
tions may be made to adapt a particular situation or material 
to the teachings of the present invention without departing 
from its scope. Therefore, it is intended that the present 
invention not be limited to the particular embodiments 
disclosed, but that the present invention will include all 
embodiments falling within the scope of the appended 
claims. 

What is claimed is: 
1. A method for signal processing in a secure communi 

cation system, the method comprising: 
receiving a command for revoking a secure key: 
decrypting said command for revoking said secure key 

utilizing a hidden key: 
verifying a signature of said decrypted command for 

revoking said secure key; and 
revoking said secure key upon Successful verification of 

said signature. 
2. The method according to claim 1, wherein said secure 

key is encrypted. 
3. The method according to claim 1, wherein said secure 

key is signed. 
4. The method according to claim 1, wherein said com 

mand for revoking said secure key comprises a key ID that 
is unique to a specific set-top box. 

5. The method according to claim 1, wherein said secure 
key is encrypted using an encryption key that is unique to a 
specific set-top box. 

6. The method according to claim 1, comprising storing a 
revocation key corresponding to said command for revoking 
said secure key in a one-time programmable memory. 

7. The method according to claim 6, comprising compar 
ing said stored revocation key with a reference. 

8. The method according to claim 7, comprising revoking 
said secure key based on said comparison. 

9. The method according to claim 7, wherein said refer 
ence is stored in said one-time programmable memory. 

10. The method according to claim 1, comprising parsing 
said command for revoking said secure key from a transport 
Stream. 
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11. The method according to claim 1, comprising parsing 
via hardware said command for revoking said secure key 
from said transport stream. 

12. A method for signal processing in a secure commu 
nication system, the method comprising: 

generating a command for revoking a secure key: 
encrypting said generated command for revoking said 

secure key utilizing a hidden key: 
signing said encrypted generated command for revoking 

said secure key. 
13. The method according to claim 12, wherein said 

generated command for revoking said secure key comprises 
a key ID that is unique to a specific set-top box. 

14. The method according to claim 12, wherein said 
secure key is encrypted using an encryption key that is 
unique to a specific set-top box. 

15. A system for signal processing in a secure communi 
cation system, the system comprising: 

one or more circuits for receiving a command that revokes 
a secure key: 

said one or more circuits decrypts said command for 
revoking said secure key utilizing a hidden key: 

said one or more circuits verifies a signature of said 
decrypted command for revoking said secure key; and 

said one or more circuits revokes said secure key upon 
Successful verification of said signature. 

16. The system according to claim 15, wherein said secure 
key is encrypted. 

17. The system according to claim 15, wherein said secure 
key is signed. 

18. The system according to claim 15, wherein said 
command for revoking said secure key comprises a key ID 
that is unique to a specific set-top box. 

19. The system according to claim 15, wherein said secure 
key is encrypted using an encryption key that is unique to a 
specific set-top box. 
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20. The system according to claim 15, wherein said one 
or more circuits stores a revocation key corresponding to 
said command for revoking said secure key in a one-time 
programmable memory. 

21. The system according to claim 20, wherein said one 
or more circuits compares said stored revocation key with a 
reference. 

22. The system according to claim 21, wherein said one 
or more circuits revokes said secure key based on said 
comparison. 

23. The system according to claim 21, wherein said 
reference is stored in said one-time programmable memory. 

24. The system according to claim 15, wherein said one 
or more circuits parses said command for revoking said 
secure key from a transport stream. 

25. The system according to claim 15, wherein said one 
or more circuits parses via hardware, said command for 
revoking said secure key from said transport stream. 

26. A system for signal processing in a secure communi 
cation system, the system comprising: 

one or more circuits that generates a command for revok 
ing a secure key: 

said one or more circuits encrypts said command for 
revoking said secure key utilizing a hidden key; and 

said one or more circuits signs said encrypted generated 
command for revoking said secure key. 

27. The system according to claim 26, wherein said 
generated command for revoking said secure key comprises 
a key ID that is unique to a specific set-top box. 

28. The system according to claim 26, wherein said secure 
key is encrypted using an encryption key that is unique to a 
specific set-top box. 


