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DISTRIBUTED SINGLESIGNON 
TECHNOLOGIES INCLUDING PRIVACY 

PROTECTION AND PROACTIVE UPDATING 

RELATED APPLICATION(S) 

This Application is a Continuation of, and claims priority 
to, U.S. patent application Ser. No. 12/276,428 that was filed 
on Nov. 24, 2008 and that is incorporated herein by reference 
in its entirety. 

BACKGROUND 

Conventional single sign on (“SSO) technologies have 
been used to enable users to log into different service provid 
ers via a single sign on. With Such technologies, a user need 
only authenticate to a single entity in order to obtain access to 
a plurality of associated service providers or the like. Such is 
particularly helpful with the ever increasing number of web 
and other services requiring user authentication that a user 
may wish to access. Various SSO technologies are currently 
available including Kerberos and Microsoft's .NET Passport 
or Live ID. While Kerberos may be useful for a single domain 
environment, it is not considered suitable for use in untrusted 
environment such as the Internet. Technologies such as Live 
ID have greatly increased the availability of single sign on 
services for the Internet, but security issues remain. For 
example, compromising a single authentication server would 
jeopardize the whole system since replicas of credentials and 
profiles tend to be stored in the compromised server. Various 
distributed SSO systems attempt to address these and related 
issues. In one example, a plurality of authentication servers 
may return an encrypted partial ticket to a user that may be 
used to reconstruct a complete ticket useful for service access. 
Other techniques for such “secret splitting methods may 
alternatively be used. But active attacks tend to not be con 
sidered in Such schemes. That is, a compromised authentica 
tion server of a plurality of such servers may send out incor 
rect partial tickets or the like, resulting in incorrect tickets and 
resultant denial of access. Several other problems also exist 
with conventional distributed SSO technologies. 

SUMMARY 

The following presents a simplified summary of the dis 
closure in order to provide a basic understanding to the reader. 
This summary is not an extensive overview of the disclosure 
and it does not identify key/critical elements of the invention 
or delineate the scope of the invention. Its sole purpose is to 
present some concepts disclosed herein in a simplified form 
as a prelude to the more detailed description that is presented 
later. 
The present examples provide for distributed single sign 

on technologies operable to provide user access to a plurality 
of services via authentication to a single entity. The distrib 
uted single sign-on technologies provide a set of authentica 
tion servers and methods to split secret keys and user profiles 
into secure shares and to periodically update the shares 
among the authentication servers without changing the 
underlying secrets. 

The foregoing Summary is provided solely for the conve 
nience of the Examiner. Accordingly, it should be appreciated 
that each of the claims may not be limited in the manner 
described in the summary above. Therefore, the Examiner is 
requested to not rely upon the Summary above for determin 
ing whether each of the claims distinguishes over any prior art 
of record. Many of the attendant features of the claimed 
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2 
invention will be more readily appreciated as the same 
become better understood by reference to the following 
detailed description considered in connection with the 
accompanying drawings. 

DESCRIPTION OF THE DRAWINGS 

The present description will be better understood from the 
following detailed description considered in connection with 
the accompanying drawings, wherein: 

FIG. 1 is a block diagram showing an example distributed 
SSO (“DSSO) service or system A along with example user 
U and example service provider S. 

FIG. 2 is a block diagram showing an example method for 
setting up a DSSO system. 
FIG.3 is a block diagram showing an example method for 

setting up a service provider S for operation with a DSSO 
system. 

FIG. 4 is a block diagram showing an example method for 
setting up a user U for operation with a DSSO system. 

FIG. 5 is a block diagram showing an example method for 
registering and authenticating a userU to authentication serv 
ers in set A. 

FIG. 6 is an example method showing the operation of an 
example distributed single sign-on protocol in which no user 
profile information is sent to a service provider. 

FIG. 7 is an example method 700 showing the operation of 
an example distributed single sign-on protocol in which user 
profile information is sent to a service provider. 

FIG. 8 is a block diagram showing an example method for 
updating shares of secrets, such as secret key shares and user 
profile shares, without affecting the underlying secrets. 

FIG. 9 is a block diagram showing an example computing 
environment in which the technologies described herein may 
be implemented. 

Like reference numerals are used to designate like parts in 
the accompanying drawings. 

DETAILED DESCRIPTION 

The detailed description provided below in connection 
with the accompanying drawings is intended as a description 
of the present examples and is not intended to represent the 
only forms in which the present examples may be constructed 
or utilized. The description sets forth at least some of the 
functions of the examples and/or the sequence of steps for 
constructing and operating examples. However, the same or 
equivalent functions and sequences may be accomplished by 
different examples. 

Although the present examples are described and illus 
trated herein as being implemented in a computing and net 
working environment, the environment(s) described is pro 
vided as an example and not a limitation. As those skilled in 
the art will appreciate, the present examples are suitable for 
application in a variety of different types of computing and 
networking systems and environments. 

Table 1 generally defines notation used herein to describe 
the present invention. 

TABLE 1 

Notation 

S Aparticipating service provider. 
U Aparticipating user who requests access to a 

service provided by S. 
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TABLE 1-continued 

Notation 

A, The i-th authentication server which provides 
SSO Service. 

UID A unique ID for user U. 
SID A unique ID for service provider S. 
AID, A unique ID for the i-th authentication server A. 
Ks A secret key generated by and known only to S. 
Ks The i-th partial share of Ks generated with a 

threshold scheme. 
K A secret key for U to authenticate to the i-th 

authentication server A. 
C. Two large prime numbers with p = 2q+ 1. 

G A subgroup with order q of the multiplicative 
group Z. 

X A unique public number in Z \{O} associated 
with the i-th authentication server. 

9. A generator in G. 
SKU.4 A session key between a user U and the i-th 

authentication server A. 
(m). A message m encrypted with a symmetric 

cipher and a key k. 
l The number of shares a secret or profile is 

split into. 
t A valid token or profile can not been constructed 

unless there are at least tarbitrary partial tokens 
or profiles available. 

Nsal, A salt. 
Ilx Nonce generated by entity X. 
x A random number generated by entity X, 

1 < r < q - 1. 
. Optional part in describing a protocol. 

Hash.(...) Cryptographic hash function. 
ht. (..), hit (...) Two cryptographic hash functions mapping 

arbitrary binary string into G. 
Reconstruction function to combine independent 
partial values. In this paper, the reconstruction 
function R, is defined as 

wi R ( a 1 sist) - Ilietal...a ()', 
-Xd where i = mod q. 

1sistd:: *, *d, 

Note that numberp is a conventional large prime number as 
those known to those of ordinary skill in the art. In one 
example, q is chosen as the Euler totient function of p, 
denoted as (p(p), which is the number of integers in the interval 
1, p which are relatively prime to p. In another example, p 
and q are chosen as large prime numbers such that p-2a+1, as 
shown in Table 1. A more general selection is that q is a large 
prime number that divides (p(p). 

FIG. 1 is a block diagram showing an example distributed 
SSO (“DSSO) service or system A 150 along with example 
user U 110 and example service provider S 140. User 110. 
service provider 140, and DSSO system 150 are typically 
coupled via network 130 and links such as link 120. In one 
example, network 130 is the Internet. In other examples, 
network 130 may be any network or combination of networks 
or the like. User 110 typically represents a computing device 
or environment, such as that described in connection with 
FIG.9, or any other type of computing device or system or the 
like. Such a device may be operated by a human, or operate 
standalone or as part of a larger system. Service provider 140 
typically represents any type of electronic service or the like 
including network services, Internet or Web services, or any 
other such service or combination of services that is associ 
ated with DSSO system 150. DSSO system 150 is also 
referred to herein as a set of authentication servers. Example 
gset 150 is shown including authentication servers 150a, 
150b, 150c, and 150d, but may in practice include any number 
n of Such servers where each authentication server is repre 
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4 
sented as an i-th authentication server {A, 1sisn}. Further, 
Such servers may be physically located proximate to each 
other or be distributed over a large geographic area. Such 
servers are typically coupled via one or more networks or the 
like, not shown in FIG. 1. 

FIG. 2 is a block diagram showing an example method 200 
for setting up a DSSO system 150. Block 210 typically indi 
cates setup of service provider S, such as service provider 140 
of FIG. 1, for operation with a DSSO system, such as DSSO 
system 150 of FIG.1. Such setup typically includes S gener 
ating a secret key, splitting it into n shares, and distributing a 
distinct one of the secret key shares to each of the nauthen 
tication servers in set A. Thus each authentication server in set 
A receives a unique share of the split secret key. Such service 
provider setup is described further in connection with FIG.3. 

Block 220 typically indicates setup of user U, such as user 
110 of FIG. 1, for operation with a DSSO system, such as 
DSSO system 150 of FIG. 1. Such setup typically includes 
splitting a user profile corresponding to U into n shares, and 
distributing a distinct one of the user profile shares to each of 
the nauthentication servers in set A. Thus each authentication 
server in set A receives a unique share of the split user profile. 
Such user setup is described further in connection with FIG. 
4. 

Block 230 typically indicates U, such as user 110 of FIG. 1, 
registering authentication credentials with A, such as DSSO 
system 150 of FIG.1, and authenticating to A. In general, user 
U needs to authenticate to authentication servers A before 
receiving DSSO services. Such registering and authenticating 
are described further in connection with FIG. 5. 

Block 240 typically indicates U, such as user 110 of FIG. 1, 
authenticating to S, such as service provider 140 of FIG. 1, in 
order to access the services offered by S. When user U wants 
to access a service provided by S. Utypically receives partial 
tokens and profiles from t of the set of authentication servers 
A (where 1stsn), and constructs a token and a profile that 
only the designated service provider S can verify or view. The 
token is used to authenticate U to S, and the profile is used to 
provide the U's information to S. Such authenticating is 
described further in connection with FIG. 6 and FIG. 7. 

Block 250 typically indicates periodically updating secret 
key shares and/or user profile shares such as those described 
in connection with blocks 210 and 220. Such updating is 
further described in connection with FIG. 8. 

FIG.3 is a block diagram showing an example method 300 
for setting up a service provider S. Such as service provider 
140 of FIG. 1, for operation with a DSSO system, such as 
DSSO system 150 of FIG. 1. 

Block 310 typically indicates service provider S generating 
a secret key K. In this example, the secret key K is a number 
where 1.<K<q-1. Once the secret key is generated, then 
method 300 typically continues at block 320. 

Block 320 typically indicates service provider S selecting 
a random polynomial f(x)-K+ax+ax+ . . . +a, x' of 
order t-1 with random coefficients a, in Z. {a,eZ} except the 
constant which is set to K, where Z is a set of integers from 
0 to q-1, as shown in block 320, the random polynomial being 
used to split the secret key K generated at block 310 into n 
distinct shares K. f(x,), {xeZ\{0}}, 1sisn, each distinct 
share K associated with the related authentication server A, 
of set A. In this example, any tshares (where 1stsn) of K can 
be used to reconstruct the value of K. Once secret key K has 
been split into n shares, method 300 typically continues at 
block 330. 

Block 330 typically indicates service provider S sending a 
distinct secret key share K to each authentication server A, in 
set A. The sending to each authentication server A typically 
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includes a unique identifier SID of service provider S as 
shown in block 330. The sending to each authentication 
server A, may also include values g', ...,g'', g, as shown 
in block 330. Once the sending is completed, method 300 
typically continues at block 340. 5 

Block 340 typically indicates each authentication server A, 
storing the secret key share K', the SID value, and the 
optional values, and verifying the secret key share sent from 
service provider S and acknowledging the Verification to ser 
vice provider S. Each authentication server A, may verify the 
sent secret key share K, using the optional values g', . . . . 
g'', g by checking whether the following equation holds: 

10 

If, using the foregoing equation and the sent optional val 
ues, it is determined that the sent secret key share K is valid, 
then the authentication server A, generally sends a “Success' 
indication back to service provider S. Otherwise a “Failure' 
indication may be sent back to service provider S. Once the 20 
sent values are stored, the Secret key share is verified, and a 
verification indication is sent back to service provider S, then 
method 300 is typically complete. 

Overall, knowledge of anyt shares (where 1stsn) of secret 
key K can be used to reconstruct the value of secret key K. 
But knowledge of any t-1 or fewer shares of secret key Kand 
all the values g', ...,g'', g’ are not sufficient to deduce 
secret key K. 

FIG. 4 is a block diagram showing an example method 400 so 
for setting up a user U, such as user 110 of FIG. 1, for 
operation with a DSSO system, such as DSSO system 150 of 
FIG.1. In some examples, a service provider, Such as service 
provider S or service provider 140 of FIG. 1, may need to 
know some information about a user to which it grants access. 35 
A user may have several user profiles comprising personal 
information or the like of different levels of sensitivity. For 
example, one such profile may comprise only basic personal 
information such as a user identifier (“ID) and email address 
or the like. Another user profile may comprise more sensitive 40 
information such as a credit card number or the like. Different 
service providers may receive user profiles of differing levels 
of sensitivity from an authentication server. 

Like a secret key K, user profiles may also benefit from 
being protected. In one example, protection may be provided 45 
by splitting a user profile into n shares that are then distributed 
to the n authentication servers in set A. Each authentication 
server stores a share of the user profile but cannot deduce the 
content of the user profile unless there are t or more colluding 
authentication servers, each with a unique valid share of the 50 
user profile. 

Block 410 typically indicates user U generating a secret 
number T. In this example, the secret number T, is a number 
where 1.<T-q-1. Further, user U generally calculates T.' 
mod q. Once the secret number is generated and the calcula- 55 
tion is complete, then method 400 typically continues at block 
420. 

Block 420 typically indicates user Uselecting a random 
polynomial w(x)=T+bx+bx +...+b, x' of order t-1 
with random coefficients b), in Z. {b,eZ}, and with a 60 
constant T., as shown in block 420, the random polynomial 
being used to split the Secret number T. generated at block 
410 into n shares P, w(x,), 1sisn and then calculates an 
encrypted user profile P=(P)'t ', where P, is a user profile 
mapping, i.e., a number in G. PeG, that a user profile is 65 
one-to-one mapped to. An example of mapping for the case 
that q and p=2a+1 are two prime number is as follows: if a 

25 

6 
user profile can be represented by a bit-string less than q 
denoted as Profile, then a mapping from Profile to PeG, can 
be: 

P-2*Profile+1, if 2*Profile+1 is a quadratic residue mod 
C. 

PQ-2*Profile-1, if 2*Profile+1 is not a quadratic residue 
mod q. 
Recall that an integer X,0sXsq. is called a quadratic residue 
mod q if and only if there is an integerY such thatY-X mod 
q. If a user profile is too long Such that it cannot be represented 
by a bit-string less than q then, in one example, P, is an 
encryption key belonging to G, that is used to encrypt a user 
profile with a symmetric encryption primitive such as the 
Advanced Encryption Standard (AES). In this case, Pi— 
(P)'t- is an encrypted version of the symmetric encryption 
key P, instead of an encrypted version of the user profile 
mapping. In addition, the encrypted user profile is typically 
sent along with Pir, and a service provider S calculates P,and 
then uses it to decrypt the received encrypted user profile sent 
to it together with P to obtain the user profile. In this 
example, any t shares (where 1stsn) of the split user profile 
can be used to reconstruct the use profile. Once secret number 
T, has been split into n shares and the user profiles shares 
calculated, method 400 typically continues at block 430. 

Block 430 typically indicates user U sending a distinct 
secret share P, together with the encrypted user profile Pto 
each authentication server A, in set A. The sending to each 
authentication server A, typically includes a unique identifier 
UID of the user U as shown in block 430. The sending to each 
authentication server A, may also include optional values 
g”, ... g'', gas shown in block 430. Once the sending is 
completed, method 400 typically continues at block 440. 

Block 440 typically indicates each authentication server A, 
calculating a user profile share 

pi 
Pir = P: 

from the received P, and P, and storing Pr', P, the UID 
value, and the optional values, and Verifying the user profile 
share sent from userU and acknowledging the reception back 
to user U. Each authentication server A, may verify the sent 
user secret share P, using the optional values g”,...,g'', 
g" by checking whether the following equation holds: 

If, using the foregoing equation and the sent optional val 
ues, it is determined that the sent user secret share P, is valid, 
then the authentication server A, generally sends a “Success' 
indication back to service provider S. Otherwise a “Failure' 
indication may be sent back to service provider S. Once the 
sent values are stored, the secret key share is verified, and a 
verification indication is sent back to service provider S, then 
method 400 is typically complete. 

Overall, knowledge of any r shares (where 1stsn) of the 
user profile can be used to reconstruct the user profile. But 
knowledge of any t-1 or fewer shares of the user profile and 
all the values g”,...,g'-'.g" are not sufficient to deduce the 
user profile. 

FIG. 5 is a block diagram showing an example method 500 
for registering and authenticating a user U. Such as user 110 of 
FIG. 1, to authentication servers in set A, such as set 150 of 
FIG. 1. In general, a user of a DSSO system, such as DSSO 
system 150 of FIG. 1, needs to authenticate to authentication 
servers in set A before receiving services of the system. Such 
authentication may typically be based on any authentication 



US 9,118,463 B2 
7 

scheme, including a conventional scheme Such as password 
based authentication. In one example, each authentication 
server A, in set A operates and authenticates users indepen 
dently. Each authentication server A, in set A uses the same 
user ID for a particular user, but uses a different password in 
authenticating the user. To the user, authentication appears to 
be conventional: that is, a user only needs to provide a single 
user ID and password. A portion (typically a client-side por 
tion or a web browser plug-in or the like) of DSSO system 
150, responsive to the user-provided password, manages the 
complexity of generating a unique password registered with 
each authentication server A, in set A. 

Block 510 typically indicates a user U, such as user 110 of 
FIG. 1, generating a unique user ID and a user password. 
Further, a random number N, of high entropy is generated. 
In this example, userU may refer to a human or system user, 
and/or to a portion of a DSSO system with which a user 
interacts, such as a client portion or a web browser plug-in or 
the like. Once the userID and such are generated, method 500 
typically continues at block 520. 

Block 520 typically indicates user U computing an authen 
tication password Ki for each authentication server in set A 
where 1 sism and where n is the number of authentication 
servers in set A. In this example, each of the nauthentication 
passwords is computed as Kl-Hash(UID, Password, AID, 
N), lsism where Hash( ) is a hash function usable for 
generating a high entropy password, and where UID is the 
user ID of block 510, and where Password is the user pass 
word of block 510, and where AID, is a unique identifier for 
the i-th authentication server A, in set A, and where N, is the 
high-entropy random number of block 510. In this example, 
the salt value N is not a secret, but is generally kept from the 
authentication servers. Once the authentication passwords 
have been computed, method 500 typically continues at block 
S30. 

Block 530 typically indicates user Usending each authen 
tication password Ki and the user ID to the corresponding 
authentication server A, in set A. Once the authentication 
passwords are sent to their corresponding authentication 
servers, method 500 typically continues at block 540. 

Block 540 typically indicates each authentication server A, 
in set A returning a “Success' indication upon Successfully 
receiving an authentication password from user U. Otherwise 
a “Failure' indication may be sent back to user U. Further, 
each authentication server typically stores the authentication 
password and corresponding user ID for later use, such as for 
user authentication. At this point user U is registered with 
each authentication server A, in set A and method 500 is 
typically complete. 
Once registered, in order to receive DSSO system services, 

a user generally needs to authenticate to the system. Any 
Suitable authentication protocol may be used. In one example, 
a simple challenge/response protocol that makes use of the 
userID, user password, and authentication passwords gener 
ated by method 500 or the like is suitable. The authentication 
protocol is typically used to authenticate the user to each 
authentication server Ad where 1 sistand where is the num 
ber of secret key shares and/or user profile shares. Once 
authenticated to the DSSO system a session key SK, is 
typically returned to user U for each authentication serverAd. 
The session keys are typically used to establish a secure 
communications channel between user U and each authenti 
cation server A, the secure communication channels usable 
to provide DSSO system single sign-on services to user U. 
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8 
In one example, a single sign-on protocol of a DSSO sys 

tem, such as DSSO system 150 of FIG. 1, makes use of two 
non-interactive Zero-knowledge proofs, denoted as DLEQ 
and DLEQ2: 
DLEQ(g, h, g2.h3) is a pair (c. S) used to prove that log 
hi-log2 h2 forg, h, g2, heG, where c-Hash(g, hi, 
g2, h2gh, gah). 

Suppose Alice knows X-log1, hi-log2 h, then she can 
choose a random value r and computes c-Hash(g, h, 
g2.h3, g1 g2) and S=r-CX mod q. Therefore c-Hash(g, 
h1 g2 h2gh, g2h). 

DLEQ2(g, h, g2 ha, u, V, W) is a triple (c. S1, S2) used to 
prove that ules, hives, h2 W for g, h, g2, h2, u, V. 
weG, where c-Hash(g, h, g3, h., u, V, W, gh, 
gh. ulvw). 

Suppose Alice knows X-logh, and y–log, h, she can 
choose random values r and r, and then computes c-H 
ash (g, h, g, h, u, V, W, g. g. uv'). S-r-CX mod 
q, and Sara-cy mod q. Therefore c-Hash(g, h, g2.h.2, 
u, V, gh, gh, u'v'w). 

FIG. 6 is an example method 600 showing the operation of 
an example distributed single sign-on protocol in which no 
user profile information is sent to a service provider. Block 
610 typically indicates a user U, such as user 110 of FIG. 1, 
sending to a service provider S, such as service provider 140 
of FIG. 1, a request to access a service. Once the request is 
received, method 600 typically continues at block 620. 

Block 620 typically indicates the service provider S, 
responsive to the request, returning a set of values to the user 
U. In this example, the set of values includes the unique 
identifier SID of the service provider S, a nonce n generated 
by the service provider S, the value g's calculated by the 
service provider S based on a random number r. 1.<r-q-1, 
selected by the service provider, and a list of at least tauthen 
tication servers {A, 1sist. The jauthentication servers 
used in the protocol are any of the toperational authentication 
servers in set A, and are typically selected based on workload, 
bandwidth, processing power, reliability, and/or the like. Fur 
ther, it is possible to send requests to more than jauthentica 
tion servers. In this case, the first j partial tokens received 
from the authentication servers are typically used to compute 
an authentication token as described in connection with block 
660. Once the set of values is returned to the user U, then 
method 600 typically continues at block 630. 

Block 630 typically indicates the userUselecting a random 
number r. 13r-q-1 and calculating g. This term may be 
used in generating a session key for use between the user U 
and the service provider Safter successful completion of the 
distributed single sign-on protocol. Further, block 630 typi 
cally indicates performing the actions indicated by blocks 
640 and 650 for eachi where 1 sist and where j is the mini 
mum number of secret key shares and/or user profile shares 
needed to reconstruct the secret key or user profile. 

Block 640 typically indicates the user U sending a set of 
values to each authentication server A. In this example, the 
set of values includes the unique identifier UID of the user U, 
the unique identifier SID of the service provider S, the nonce 
in generated by the service provider S, and the a pair of values 
including the value g’s calculated by the service provider S 
and the value g" calculated by the user U. Once the set of 
values has been sent, method 600 typically continues at block 
650. 

Block 650 typically indicates each authentication server 
A responsive to the sending of block 640, sending the 
indicated set of values to the user U. In this example, DLEQ 
is generally used to Verify if authentication server sent a 
correct partial authentication token Td;" Once the set of values 
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sent by each authentication server A. have been received by 
the user U, method 600 typically continues at block 660. 

Block 660 typically indicates the user U computing an 
authentication token h’ =R(T., 1sjst) from the j received 
partial authentication tokens T. Once the authentication 
token has been computed, the user U typically sends the user 
ID, UID, the calculatedh', and optionallyg" to the server S. 
Then method 600 typically continues at block 670. 

Block 670 typically indicates the service provider S veri 
fying the authentication tokenh' by calculatingh, ht, (UID, 
SID, ng, gT) and then using the secret key K. known only 
to itself to check if h =h's holds, where his is received from 
the user U. If the equation holds, then user U is granted access 
to the requested service. Otherwise access is denied. Once 
access is granted, if a secure communication channel between 
the user U and the service provider S is desired then, in this 
example, the valueg'' is used as a session key for the secure 
communication channel. Such a session key may be gener 
ated based on Diffie-Hellman key agreement. At this point, 
method 600 is typically complete. 

FIG. 7 is an example method 700 showing the operation of 
an example distributed single sign-on protocol in which user 
profile information is sent to a service provider. Method 700 
is essentially the same as method 600 but further includes 
securely providing a user profile to the service provider S. 
Block 710 typically indicates a user U, such as user 110 of 
FIG. 1, sending to a service provider S. Such as service pro 
vider 140 of FIG. 1, a request to access a service. Once the 
request is received, method 700 typically continues at block 
720. 

Block 720 typically indicates the service provider S, 
responsive to the request, returning a set of values to the user 
U. In this example, the set of values includes the unique 
identifier SID of the service provider S, a nonce n generated 
by the service provider S, the value g calculated by the 
service provider S based on a random number r. 1.<r.<q-1, 
selected by the service provider, and a list oft authentication 
servers {A, 1sjst. Once the set of values is returned to the 
user U, then method 700 typically continues at block 730. 

Block 730 typically indicates the user Uselecting a random 
number r. 1.<r.<q-1 and calculating g”. This term may be 
used in generating a session key for use between the user U 
and the service provider Safter successful completion of the 
distributed single sign-on protocol. Further, block 730 typi 
cally indicates performing the actions indicated by blocks 
740 and 750 for eachi where 1 sist and where j is the mini 
mum number of secret key shares and/or user profile shares 
needed to reconstruct the secret key or user profile. 

Block 740 typically indicates the user U sending a set of 
values to each authentication server A. In this example, the 
set of values includes the unique identifier UID of the user U, 
the unique identifier SID of the service provider S, the nonce 
17 generated by the service provider S, and the a pair of 
values including the value g calculated by the service pro 
vider Sand the valueg calculated by the user U. Once the set 
of values has been sent, method 700 typically continues at 
block 7SO. 

Block 750 typically indicates each authentication server 
A responsive to the sending of block 740, sending the 
indicated set of values to the user U. In this example, DLEQ 
and DLEQ2 are generally used to prevent active attacks 
launched by compromised authentication servers. DLEQ is 
generally used to Verify if authentication server A sent a 
correct partial authentication token T. DLEQ2 is generally 
used to verify if authentication server A, sent a correct partial 
profile token Tf". Once the set of values sent by each authen 
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10 
tication server A. have been received by the user U, method 
700 typically continues at block 760. 

Block 760 typically indicates the user U computing an 
authentication token h-R(T 1sjst) from the j received 
partial authentication tokens Td;" Further, block 760 typically 
indicates the user U computing a user profile mapping P, 
encrypted with the service provider S secret key K. h'K-P-R 
(T d; 1sjst). Once the authentication tokenh's and encrypted 
user profile mapping h' P, have been computed, the user 
sends them as well as UID and optionally g” to the service 
provider S. Method 700 then typically continues at block 770. 

Block 770 typically indicates the service provider S calcu 
lating h—ht (UID, SID, ng, gT) and h'h (UID, SID, 
ng', gT) and then uses the secret key K. known only to 
itself to check if h-h's holds and extracts the user profile 
mapping P-h's P/h 8, where h’s and h's P, are received 
from the user U. If the equation holds, then user U access to 
the requested service is granted. Otherwise access is denied. 
At this point, method 700 is typically complete. 

FIG. 8 is a block diagram showing an example method 800 
for updating shares of secrets, such as secret key shares and 
user profile shares, without affecting the underlying secrets. 
In general, DSSO system secrets Such as secret keys and user 
profiles are protected by splitting them into shares that are 
distributed among a set of authentication servers. But given a 
Sufficient amount of time, attackers may eventually compro 
mise a large enough number of the shares to deduce a secret. 
To thwart such an attack, secret share in a DSSO system may 
be updated periodically using a proactive share updating 
method, such as method 800. In this example, in order for an 
attacker to compromise the DSSO system, the attacker would 
have to compromise a Sufficient number of secret shares in 
order to deduce a secret before such shares are updated. 
Implementing proactive share updating can make Such com 
promising very difficult. 

With respect to updating secret key shares Ks, block 810 
typically indicates each authentication server A, generating a 
random polynomial f(x) of order t-1 with random coef 
ficients and with a constant of 0: 

... +C. . .''. firedate(s) Cli, X+ . . 

Once the random polynomial is generated, method 800 
typically continues at block 820. 

With respect to updating secret key shares K, block 820 
typically indicates authentication server A, calculating updat 
ing values K f(x,), 1sj<n. Once the updating values 
have been calculated, method 800 typically continues at 
block 830. 

With respect to updating secret key shares K., block 830 
typically indicates authentication server A, distributing the 
updating values K to all other authentication servers in set A. 
Further, the authentication server A typically broadcasts the 
values g'', ... g's to all the other authentication servers in 
set A. Once the distributing and broadcasting are complete, 
method 800 typically continues at block 840. 

With respect to updating secret key shares K., block 840 
typically indicates authentication server A, receiving updat 
ing values K, from each of the other authentication servers in 
set A. and verifying whether g'=(gi) . . . (gii-) or not, 
where 1ssn. If the equation holds, the new shares are added 
to the original share K, resulting in the new updated share: 
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Accordingly, the corresponding new secret key share poly 
nomial f(X) is the Summation of the original polynomial 
f(x) and all the randomly generated polynomials f(x), 
Such that Ks is the secret key share generated from f(X). 
Thus the secret key share K at each authentication server A, 
in set A is updated without changing the secret key K. 

With respect to updating user profile shares P. block 810 
typically indicates each authentication server A, generating a 
random polynomial w, ...(x) of order t-1 with random 
coefficients and with a constant of 0: 

wiredate(s): 1st . . . +3,..., x' 
Once the random polynomial is generated, method 800 

typically continues at block 820. 
With respect to updating user profile shares P. block 820 

typically indicates authentication server A, calculating updat 
ing values W. W...(x), 1sj<n. Once the updating values 
have been calculated, method 800 typically continues at 
block 830. 

With respect to updating user profile shares P. block 830 
typically indicates authentication server A, distributing the 
updating values W., to all other authentication servers in set A. 
Further, the authentication server A typically broadcasts the 
values g”...,g to all the other authentication servers in 
set A. Once the distributing and broadcasting are complete, 
method 800 typically continues at block 840. 

With respect to updating user profile shares P. block 840 
typically indicates authentication server A, receiving updat 
ing values from each of the other authentication servers in set 
A. and verifying whether g”=(g)' ... (gii-) - or not, 
where 1ssn. If the equation holds, the new shares are added 
to the original share Pl, resulting in the new updated share: 

P. P. +). Wii 

Accordingly, the corresponding new user profile share 
polynomial w(x) is equal to original polynomial w(x)+ 
X, W, (x). Each authentication server A, then uses the 
new share P?", and the stored Per to update its user profile 
share 

i P. Pir = P'. 

Thus the user profile shareP, at each authentication server A, 
in set A is updated without changing the user profile P. 

FIG. 9 is a block diagram showing an example computing 
environment 900 in which the technologies described herein 
may be implemented. A Suitable computing environment may 
be implemented with numerous general purpose or special 
purpose systems. Examples of well known systems may 
include, but are not limited to, cell phones, personal digital 
assistants (“PDA), personal computers (“PC”), hand-held or 
laptop devices, microprocessor-based systems, multiproces 
Sor systems, servers, workstations, consumer electronic 
devices, set-top boxes, and the like. 

Computing environment 900 typically includes a general 
purpose computing system in the form of a computing device 
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12 
901 coupled to various components, such as peripheral 
devices 902,903,904 and the like. System 900 may couple to 
various other components, such as input devices 903, includ 
ing voice recognition, touch pads, buttons, keyboards and/or 
pointing devices, such as a mouse or trackball, via one or 
more input/output (“I/O”) interfaces 912. The components of 
computing device 901 may include one or more processors 
(including central processing units ("CPU), graphics pro 
cessing units (“GPU), microprocessors (“P”), and the like) 
907, system memory 909, and a system bus 908 that typically 
couples the various components. Processor 907 typically pro 
cesses or executes various computer-executable instructions 
to control the operation of computing device 901 and to 
communicate with other electronic and/or computing 
devices, systems or environment (not shown) via various 
communications connections such as a network connection 
914 or the like. System bus 908 represents any number of 
several types of bus structures, including a memory bus or 
memory controller, a peripheral bus, a serial bus, an acceler 
ated graphics port, a processor or local bus using any of a 
variety of bus architectures, and the like. 

System memory 909 may include computer readable 
media in the form of volatile memory, such as random access 
memory (“RAM), and/or non-volatile memory, such as read 
only memory (“ROM’) or flash memory ("FLASH). A basic 
input/output system (“BIOS) may be stored in non-volatile 
or the like. System memory 909 typically stores data, com 
puter-executable instructions and/or program modules com 
prising computer-executable instructions that are immedi 
ately accessible to and/or presently operated on by one or 
more of the processors 907. 
Mass storage devices 904 and 910 may be coupled to 

computing device 901 or incorporated into computing device 
901 via coupling to the system bus. Such mass storage devices 
904 and 910 may include non-volatile RAM, a magnetic disk 
drive which reads from and/or writes to a removable, non 
volatile magnetic disk (e.g., a “floppy disk') 905, and/or an 
optical disk drive that reads from and/or writes to a non 
volatile optical disk such as a CD ROM, DVD ROM 906. 
Alternatively, a mass storage device, such as hard disk 910, 
may include non-removable storage medium. Other mass 
storage devices may include memory cards, memory Sticks, 
tape storage devices, and the like. 
Any number of computer programs, files, data structures, 

and the like may be stored in mass storage 910, other storage 
devices 904, 905, 906 and system memory 909 (typically 
limited by available space) including, by way of example and 
not limitation, operating systems, application programs, data 
files, directory structures, computer-executable instructions, 
and the like. The term “computer-readable media (as opposed 
to the term “communications media') as used herein refers 
strictly to a statutory article of manufacture that is not a signal 
or carrier wave perse. 

Output components or devices, such as display device 902, 
may be coupled to computing device 901, typically via an 
interface such as a display adapter 911. Output device 902 
may be a liquid crystal display (LCD). Other example 
output devices may include printers, audio outputs, Voice 
outputs, cathode ray tube (“CRT) displays, tactile devices or 
other sensory output mechanisms, or the like. Output devices 
may enable computing device 901 to interact with human 
operators or other machines, systems, computing environ 
ments, or the like. A user may interface with computing 
environment 900 via any number of different I/O devices 903 
Such as a touchpad, buttons, keyboard, mouse, joystick; game 
pad, data port, and the like. These and other I/O devices may 
be coupled to processor 907 via I/O interfaces 912 which may 
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be coupled to system bus 908, and/or may be coupled by other 
interfaces and bus structures, such as a parallel port, game 
port, universal serial bus (“USB), fire wire, infrared (“IR”) 
port, and the like. 

Computing device 901 may operate in a networked envi 
ronment via communications connections to one or more 
remote computing devices through one or more cellular net 
works, wireless networks, local area networks (“LAN”), wide 
area networks (“WAN'), storage area networks (“SAN), the 
Internet, radio links, optical links and the like. Computing 
device 901 may be coupled to a network via network adapter 
913 or the like, or, alternatively, via a modem, digital sub 
scriber line (“DSL) link, integrated services digital network 
(“ISDN) link, Internet link, wireless link, or the like. 

Communications connection 914. Such as a network con 
nection, typically provides a coupling to communications 
media, such as a network. Communications media typically 
provide computer-readable and computer-executable instruc 
tions, data structures, files, program modules and other data 
using a modulated data signal, such as a carrier wave or other 
transport mechanism. The term “modulated data signal typi 
cally means a signal that has one or more of its characteristics 
set or changed in Such a manner as to encode information in 
the signal. By way of example, and not limitation, communi 
cations media may include wired media, Such as a wired 
network or direct-wired connection or the like, and wireless 
media, Such as acoustic, radio frequency, infrared, or other 
wireless communications mechanisms. 

Power source 990, such as a battery or a power supply, 
typically provides power for portions or all of computing 
environment 900. In the case of the computing environment 
900 being a mobile device or portable device or the like, 
power source 990 may be a battery. Alternatively, in the case 
computing environment 900 is a desktop computer or server 
or the like, power source 990 may be a power supply designed 
to connect to an alternating current (AC) source, such as via 
a wall outlet. 
Some mobile devices may not include many of the com 

ponents described in connection with FIG.9. For example, an 
electronic badge may be comprised of a coil of wire along 
with a simple processing unit 907 or the like, the coil config 
ured to act as power source 990 when in proximity to a card 
reader device or the like. Such a coil may also be configure to 
act as an antenna coupled to the processing unit 907 or the 
like, the coil antenna capable of providing a form of commu 
nication between the electronic badge and the card reader 
device. Such communication may not involve networking, 
but may alternatively be general or special purpose commu 
nications via telemetry, point-to-point, RF, IR, audio, or other 
means. An electronic card may not include display 902, I/O 
device 903, or many of the other components described in 
connection with FIG. 9. Other mobile devices that may not 
include many of the components described in connection 
with FIG. 9, by way of example and not limitation, include 
electronic bracelets, electronic tags, implantable devices, and 
the like. 

Those skilled in the art will realize that storage devices 
utilized to provide computer-readable and computer-execut 
able instructions and data can be distributed over a network. 
For example, a remote computer or storage device may store 
computer-readable and computer-executable instructions in 
the form of software applications and data. A local computer 
may access the remote computer or storage device via the 
network and download part or all of a software application or 
data and may execute any computer-executable instructions. 
Alternatively, the local computer may download pieces of the 
software or data as needed, or distributively process the soft 
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14 
ware by executing some of the instructions at the local com 
puter and some at remote computers and/or devices. 

Those skilled in the art will also realize that, by utilizing 
conventional techniques, all or portions of the Software's 
computer-executable instructions may be carried out by a 
dedicated electronic circuit Such as a digital signal processor 
(“DSP), programmable logic array (“PLA), discrete cir 
cuits, and the like. The term “electronic apparatus' may 
include computing devices or consumer electronic devices 
comprising any Software, firmware or the like, or electronic 
devices or circuits comprising no Software, firmware or the 
like. 
The term “firmware” typically refers to executable instruc 

tions, code, data, applications, programs, or the like main 
tained in an electronic device such as a ROM. The term 
“software' generally refers to executable instructions, code, 
data, applications, programs, or the like maintained in or on 
any form of computer-readable media. The term “computer 
readable media' typically refers to System memory, storage 
devices and their associated media, and the like. 

In view of the many possible embodiments to which the 
principles of the present invention and the forgoing examples 
may be applied, it should be recognized that the examples 
described herein are meant to be illustrative only and should 
not be taken as limiting the scope of the present invention. 
Therefore, the invention as described herein contemplates all 
Such embodiments as may come within the scope of the 
following claims and any equivalents thereto. 

The invention claimed is: 
1. A method comprising: 
sending, by a computing device, a request for access; 
receiving, by the computing device in response to the sent 

request, a list of t authentication devices, a unique ser 
vice identifier, and a value; 

sending, by the computing device for eachi where 1.<st, 
data comprising a user identifier of a user, the unique 
service identifier, the value, and a random number; 

receiving, by the computing device in response to the sent 
data for each j, a partial authentication token based on 
the sent user identifier, the sent unique service identifier, 
the sent value, and the sent random number, 

computing, by the computing device, an authentication 
token based on j of the received partial authentication 
tokens, where 1 sist; 

sending, by the computing device, the authentication 
token; 

receiving, by the computing device in response to the sent 
authentication token, the requested access. 

2. The method of claim 1 further comprising receiving, in 
response to any of the received partial authentication tokens 
being incorrect, a denial to the requested access. 

3. The method claim 1 whereinj is the number of partial 
authentication tokens required for the computing the authen 
tication token. 

4. The method of claim 1 wherein each correct partial 
authentication ken represents a share of a secret key required 
for the requested access. 

5. The method of claim 1 wherein the authentication token 
represents a secret key required for the requested access. 

6. The method of claim 1 wherein the user is a user of the 
computing device. 

7. The method of claim 1 wherein the receiving the 
requested access is dependent on a session key based on a 
random number. 
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8. At least one computer-readable media storing computer 
readable instructions that, when executed by a computing 
device, cause the computing device to perform a method 
comprising: 

sending a request for access; 
receiving, in response to the sent request, a list of tauthen 

tication devices, a unique service identifier, and a value; 
sending, for each where 1 <st, data comprising a user 

identifier of a user, the unique service identifier, the 
value, and a random number, 

receiving, in response to the sent data for each j, a partial 
authentication token based on the sent user identifier, the 
sent unique service identifier, the sent value, and the sent 
random number; 

computing an authentication token based on of the 
received partial authentication tokens, where 1.<st; 

sending, by the computing device, the authentication 
token; 

receiving, in response to the sent authentication token, the 
requested access. 

9. The at least one computer-readable media of claim 8, the 
method further comprising receiving, in response to any of 
the received partial authentication tokens being incorrect, a 
denial to the requested access. 

10. The at least one computer-readable media claim 8 
whereinjis a number of partial authentication tokens required 
for the computing the authentication token. 

11. The at least one computer-readable media of claim 8 
wherein each correct partial authentication token of the 
received partial authentication tokens represents a share of a 
secret key required for the requested access. 

12. The at least one computer-readable media of claim 8 
wherein the authentication token represents a secret key 
required for the requested access. 

13. The at least one computer-readable media of claim 8 
wherein the user is a user of the computing device. 

14. The at least one computer-readable media of claim 8 
wherein the receiving the requested access is dependent on a 
session key based on a random number. 
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15. A system comprising: 
a computing device configured for sending a request for 

acceSS, 
the computing device further configured for receiving, in 

response to the sent request, a list of t authentication 
devices, a unique service identifier, and a value; 

the computing device further configured for sending, for 
eachi where 1 <st, data comprising a user identifier of a 
user, the unique service identifier, the value, and a ran 
dom number, 

the computing device further configured for receiving, in 
response to the sent data for each j, a partial authentica 
tion token based on the sent user identifier, the sent 
unique service identifier, the sent value, and the sent 
random number; 

the computing device further configured for computing an 
authentication token based on j of the received partial 
authentication tokens, where 1 <st; 

the computing device further configured for sending, by 
the computing device, the authentication token; 

the computing device further configured for receiving, in 
response to the sent authentication token, the requested 
aCCCSS, 

16. The system of claim 15, the computing device further 
configured for receiving, in response to any of the received 
partial authentication tokens being incorrect, a denial to the 
requested access. 

17. The system claim 15 whereinj is a number of partial 
authentication tokens required for the computing the authen 
tication token. 

18. The system of claim 15 wherein each correct partial 
authentication token of the received partial authentication 
tokens represents a share of a secret key required for the 
requested access. 

19. The system of claim 15 wherein the authentication 
token represents a secret key required for the requested 
aCCCSS, 

20. The system of claim 15 wherein the receiving the 
requested access S dependent on a session key based on a 
random number. 


