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(57) Abstract: A novel security framework that is part of an operating system of a device is provided. The framework includes a se-
curity assessor that performs security policy assessments for difterent operations that need to be performed with respect to an applic -
ation executing on the device. Examples of such operations include the installation of the application, execution of the application,
o and the opening of content files (e.g., opening of documents) by the application.
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CENTRALIZED OPERATION

MANAGEMENT

BACKGROUND

The identity and authenticity of programs stored and running on a computer system is a
fundamental security issue for users. Essentially, users want the programs with which they
interact to perform as the programs are advertised. Users may encounter problems when they
trust a specific program, while the program behaves in an unexpected way. In some situations,
the program may have been deliberately altered, or a virus or other security issue may be present.
More often than not, the program simply behaves differently than the user initially expected
because it does not come from a trusted source, it has been altered at some point rendering it

incompatible with other components, or it is ineffective for some other reasons.

Running on modern computers are thus a slew of security programs attempting to address
this problem. Each of these applications addresses a set of security needs of the computer. They
include anti-virus applications, firewalls, malware detection programs, signature checking
mechanisms, etc. Some of these programs are offered as part of the operating system, some are
integrated into Internet browsers, while others are purchased or even downloaded from third-

party vendors.

However, these programs are not consistent mechanisms for establishing authentication
of identities. They cannot be relied upon to comprehensively check all operations running in the
operating system, even though any operation running in the system may introduce data objects
that come from untrustworthy sources and damage the computer. These processes often fail to
perform optimally in the operating system and slow down the overall system speed. The hodge-
podge nature of these security programs makes it difficult or impossible to introduce a set of
uniform security interface programming for software developers. Worse yet, some of these
hodge-podge assortments of security assessment programs may have come from sources that

have yet to be properly certified as trustworthy.
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It would be desirable to provide a consistent mechanism for establishing authentication of
identities. Specifically, it would be desirable to provide a security assessment mechanism that is
fully integrated with the operating system to offer consistent performance, comprehensive
examination of operations taking place in the operating system, and uniform software
development support. In addition, or in the alternative, it would be desirable to provide a useful

alternative to existing security assessment mechanisms.

Reference to any prior art in this specification is not an acknowledgment or suggestion
that this prior art forms part of the common general knowledge in any jurisdiction or that this
prior art could reasonably be expected to be understood, regarded as relevant, and/or combined

with other pieces of prior art by a skilled person in the art.
SUMMARY

In one aspect the present invention provides an electronic device including: a set of
processing units; and a machine readable medium storing an operating system including: an
operation requestor for receiving a command to open a document and an application associated
with the document; an operation initiator for requesting a security assessment based on the
received command, wherein the request includes a set of digital objects that are associated with (i)
the document and a plurality of different operations that are associated with the application when
a security assessment has not been performed on the application, or (ii) the document when a
security assessment of the application has been performed prior to receiving the command to
open the document; and a security assessor for assessing whether the set of data objects comply

with security policies.

In a second aspect the present invention provides a non-transitory machine readable
medium storing a program which when executed by at least one processing unit of a device
provides a security assessment in an operating system, the program including sets of instructions
for: receiving a command to open a document associated with an application executing on the
device; requesting a security framework to perform a security assessment on (i) the document
and the application when the security framework has not performed a security assessment of the
application, or (ii) the document when the security framework performed a security assessment
of the application prior to receiving the command to open the document; determining to open the

document based on the security assessment.
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In a third aspect the present invention provides a method of assessing security of
operations performed by an operating system, the method comprising: receiving a command to
open a document in an application executing within an operating system; requesting a security
assessment of the document but not the application by using an application programming
interface (API) to access a security framework when the application has been assessed prior to
receiving the command to open the document; requesting a security assessment of the document
and the application by using the API when the application has not been previously assessed; and
determining whether to perform a particular operation based on the requested security

assessments.

Some embodiments described herein provide a novel, security framework for a device, in
some embodiments, this framework is part of the operating system of the device. The framework
of some embodiments includes a security assessor that performs security policy assessments for
different operations that need to be performed with respect to an application executing on the
device. Examples of such operations include the installation and execution of the application,

and the opening of content files (e.g., opening of documents) by the application.

In some embodiments, the device has an operation initiator that receives requests for
different operations with respect to the application. Upon receiving such a request, the operation
initiator directs the security assessor to check the viability of the requested operation based on
security policy rules that are stored in a security policy data storage, Security policy rules in
some embodiments are used to check on the validity of the downloaded programs, to verify the
source or publisher of the program, etc. If a security policy rule allows the requested operation,
the security assessor informs the operation initiator that the operation has been approved, and the
operation initiator directs the appropriate operation handler (e.g., installer, executor, or file-

opener) to perform the requested operation.

In some embodiments, the security policies are embodied in different rules or instructions
that are stored in a rules database. The rules in the rules database, specify what Is required of
data objects (e.g., program code or documents to open.) in order for them to comply with the
computer's security policy. In some embodiments, the rules database includes different tables in
order to make queries on the rules database more efficient. An authority table and a cache table

are two examples of such tables.
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Assessing the security of a data object under a security policy, in some embodiments,
requires examining the authority table's entries in the rules database in the order set forth by their
priorities. For any given security assessment for a data object in these embodiments, lower
priority rules become applicable only when higher priority rules are not applicable. A higher
priority rule supersedes lower priority rules where they overlap. Hence any change to a. higher

priority rule potentially changes the applicability of lower priority rules.

The operation initiator in some embodiments performs the security assessment for each
operation that is requested for the application, in other embodiments, the operation initiator
performs the security assessment only for some of the operations that are requested for the
application, for instance, in some embodiments, the assessment is performed, only for the
installation of a newly received application or only for the initial opening of a newly received file
by the application. To facilitate this approach, the device of some embodiments associates a tag
with newly received applications and newly received files when such files are first loaded onto
the device or opened for the first time (e.g., first downloaded through, a network or through a

peripheral interface of the device).

The security assessor of some embodiments, approve or disapprove the validity of one or
more data files by verifying the validity of a data structure (such as an "archive") containing the
data files. In such, some embodiments, the archives carry signature of identity which, can be
used to securely authenticate the data files and identify the source of the data files included in
those archives. More specifically, the operating system of these embodiments includes rules in
the rules database that approve or disapprove documents or data files based on the signature
embedded in the archive structures containing those documents or data files, A document in an

approved archive is automatically approved.
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The preceding Summary is intended to serve as a brief introduction to some embodiments
described herein. It is not meant to be an itroduction or overview of all inventive subject matter
disclosed in this document. The Detailed Description that follows and the Drawings that are
referred to in the Detailed Description will further describe the embodiments described in the
Summary as well as other embodiments. Accordingly, to understand, all the embodiments
described by this document, a full review of the Summary, Detailed Description and the
Drawings is needed. Moreover, the claimed, subject matters are not to be limited by the
illustrative details in the Summary, Detailed Description and the Drawings, but rather are to be
defined by the appended claims, because the claimed subject matters can be embodied in other

specific forms without departing from the spirit of the subject matters.

As used herein, except where the context requires otherwise the term "comprise” and
variations of the term, such as "comprising", "comprises" and "comprised”, are not intended to

exclude other features, components, integers or steps.

4A
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BRIEF DESCRIPTION OF THE DRAWINGS

The novel features of the invention are set forth in the appended claims. However, for
purpose of explanation, several embodiments of the nvention we set forth in the following
figures.

Figure 1 illostrates an operating system of a computing device that assesses the security
of different operations that it is reguested o perform.

Figure 2 conceptually ilustrates a process that the operating system uses for handling
and approving requested operations.

Figore 3 conceptually illustrates an example process for performiing a security
assessment of a reqguested operation based oun the security policies of the operating svsiem,

Figures 4-6 illustrates the flow of data in an pperating system when performing security
gssessment usiig the security assessor and the rules database,

Figure 7 conceptually illustrates an authority table that stoves the rules ov instructiony for
determining security policies of an operating system,

Figure 8 conceptually illustrates an authority table that includes an additional field.

Figure 9 conceptuatly illustrates an anthority table that jncludes only one rule field in
each record or entry,

Figure 10 iflustrates an authority table, in which mndtiple entries are used to express a
single security policy.

Figure 11 iHustrates a set of Venn diagrams for ap example security policy.

Figure 12 iHlostrates a set of Venn diagrams for another example security policy.

Figure 13 conceptually flustratesa process for performing a security assessment by
using the authority table,

Figure 14 iHustrates a rules database that includes an suthority table and a cache table.

Figure 158 flustrates a security assessor that uses both the authority table and the cache
table formaking a security assessment based on a request from an operation initiator.

Figure 16 ilfustrates generating and storing a cache table entry for a data object by a
SECUrTtY assessor,

Figure 17 conceptually illustrates a process that uses both an authority table and a cache

table for performing a security assessment.

L
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Figure I8 conceptually Hustrates a process that maintains the rules table following a
change in the rules database by the user.

Figore 19 Hustrates 8 comnputer with an operating system that inserts its own identifier
for performing security assessment.

Figure 26 illostrates an operating system that checky the tag as part of a security
assessment aperation,

Figures 21-22 illustrates the flow of data in an operating system when performing a
security assessment using an operation initiator that wentifies tags in data objects,

Figure 23 illustrates an operating system that includes a rales database with rules for
processing tag bits,

Figure 24 illustrates a computer that receives and stores data archives that contain
signatures,

Figure 25 iHlustrates an operating system that includes rules in the rules database for
making securily assessments of data files or docwments based on the signatures in data archives.
Figure 26 conceptually Hostrates a process that performs security assessments of

docurmant opening vperations,
Figure 27 conceptually illustrates an electronic system with which seme embodiments of

the invention are implemented,
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DETAILED DESCRIPTION
Iy the following description, numerous details are set forth for the purpose of
explanation. However, one of ordinmry skill in the art will realize that the invention may be
practiced without the use of these specific details. In other instances, well-known structuves and
devices are shown in block diagram form i order not to obscure the deseription of the mvention

with unoecessary detail.

L OPERATING SYSTEM WITH SECURITY ASSESSMENT

Figure 1 iHlustrates an operating system 100 of 3 computing device that assesses the
security of different operations that it ix requested to perfonm. The requested operations can be
executing applications, installing applications, opening documents, ete, The sccurity of the
requested operation is assessed by a security assessor, which I8 part of a security framework
provided by the operating systenmi. Based on this security assessiment, the operating system either
terminates the requested operation or allows it t proceed,

As iflustrated in Figure 1, the operating system 100 includes the seourity assessor 110, a
rules database 120, an operation initiator 130, an operation requestor 140, an installaiion module.
170, an execution module 172, and a content opening wodule 174, Figure 1 also jllustrates an
application 150 and a data file 160 for which the operating system 100 assesses the security
policy. The secarity assessor 1 and the rules database 120 are part of a security framework 180
that provides application programnting interface (APH 190

The operating system 100 Is a set of programs that manages computer hardware resourees
and provides comimon services for different software application programs. The operating system
100 acts as an intermediary between application programs and computer hardware for functions
such as input. output, and memory allocation. In some embodiments, the apphication code of a
program is executed by the hardware and interacts with the operating systent through interrupts
received from the operating system or calls made to the operating system.

The application 150 is an executable data object for operating and performing functions
on the operating system. Examples of application 150 include word processors, web browsers,
gamy, media editing applications, otc. In some embodiments, the application 150 is an
instatlation program that installs one or more executable programs on the computer the opevating

system 100 is running.
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In scme embodiments, the applivation 150 embeds cne or more signatures of identity to
allow’ g user of the application o determine the authenticity of the application, A signature that is
embedded in the application 15318 a secured identifier of the source or the publisher of the
apphication. A daty object {e.g., an application) is “signed”™ when a signature s generated based
on the content of the data object by using a secvet private key that iy known only to the signer of
the data ohject, Such a signature is thevefore capable of dentifving the signer or the source of the
data object and protecting the Integrity of the daty object. To authenticate the signature of a data
object, 1o, to vertfy that the signature iv indeed generated off the data object by its purported
sourcefsigner, the recipient of the data object {1.e., the operating system) vses a public key to
authenticate the signature along with the content of the data object. The public key is known to
have come from the purporied source/signer, and the recipient can independently verify that the
public key is indeed Issued by the purported source/signer {e.2.. by querying a trusted certificate
authority or by checking the recipient’s own database.)

In some embodiments, a signature of a data object iy extracted from a public key
certificate that is associated with the data object. A public key certificate {also known as g digital
certificate or identity certificate’ is an electronic document which uses a digital signature to bind
a public key with an identity - information such as the name of a person or an organization,
thewr address, and so torth. The certificate can be used to verify that a public key belongs 1o an
individual, The signatores on a certificate are attestations by the certificate signer that the
identity information and the public key belong together. A signature that is generated or signed
based on both the content of the application data object and the information i the certificate,
when authenticated, attests that the content of the application data object bas not been tempered
with, and that the information in the certificate Is genuine. In addition to the signature and the
sovrce wentifiers (e, the vendor ID and the public keyy, the certificate also includes
information on how the signature can be suthenticated (e.g.. the 1D of the algorithm that iy used
to generate the signatose),

In the example of Figure 1, the operating systemi 100 performs the signature
apthenticatton operation. In some enbodiments, the operating system 100 prevents the
application 130 from executing or mstalling o the operating system fails 1o authenticate the

application’s signature. In sorse embodiments, the operating systern 100 prevents the operations
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of even an authenticated application 1o proceed unless the application iy frony an origin that has
been determined to be trustworthy according fo a set of security policies.

The data file 160 i 3 data object associated with one or more applications that can
execute in the operating system. Examples of data file 160 include text files, word processor
documents, spreadsheets, niedia files, ete. The data (e 160 iy read or opened by an application
capable of reading or opening the data file. In some embodiments, the data file 160 includes
docursents that do not include signatures or certificates. The data file van also be placed in an

archive structure so that the data file can be associated with signatures or certificates, Figoves 23

and 26 below describe how the secarity assessor of some embodiments handles data files in data
archives,
The installation module 170 15 a module within the operating system 100 that oversees

the installation of applications, such as apphication 150, In some embodiments, the installation
module 170 waits for a “proceed™ command from the operation initiator 130 before it starts
processing the applicaton 130 for installation through the operating system. In some of these
cmbodiments, the installation module passes the application data object 150 1o the security
assessor 110 Yor verifying the application’s signature as well ax #s compliance with a set of
requirements according o a set of security policies. The installation module 170 proceeds to
mstall the application 130 only when 1t receives a communication from the operation buitiator
130 indicating that the application 150 is authenticated and s source is verified.

The execution module 172 ix a module within the operating system 100 that launches
applications, such as the application 150, for execution in the opevating system 1. Like the
instatlation module 170, the execution module 172 in some embodiments waits for a “proceed™
command from the operation initiator 130 before 1t lasnches the application 150 for execution
through the eperating system 100, In some of these embodiments, the execution module. passes
the application daty object 130 to the security assessor 110 for verifyving the application’s
signature and for satisfying a set of requirements according to a set of security policies. The
execution module 172 proceeds to execute the application 1530 only when it receives a launch
command from the operation initiator 130 after the application 130 has been authenticated and its
source verified.

The content opening wodule 174 iy o modele within the operating system 100 that

oversees the opening of data file 160, In some embodiments, opening content involves an

Y
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operation that identifies a suitable application for the content in the data file 160 and then
delivers the content to the application. As mentioned above, the content of the data file may or
may not be accompanied by a signature and may or may not peed o be authenticated. For
docoments that need to be suthenticated, the document is passed 1o the security assessor 110 in
order to verily the document’s signature and to satisty a set of requirements according to a set of
security policies, The content opening module 174 proceeds o open the decument datg file 160
only when it receives a laupch command from the operation initiator 130 after data file 160 has
been anthenticated and ity source verified.

In some embodiments, the openmng of the data file 160 s associated with the execution of
an application. The content opening modele 174 in some of these embodiments fivst identifies
the application for opening the data hile 160, It the apphication identified by the conteat opening

~x
']
H

module 174 is already executing in the operating system, the content opening module delivers

the data file to the execution modole 172 ©o be exccuted. If the identified application is wot
currently being executed, the content opening module 174 causes the execution module 172 to
start executing the application. The execution of the dentified application takes place only after
the operating systern 100 has determined that the application iy authenticated and ity souree s
verified,

The eperation requestor 140 18 a module that requests the performance of a particolar
operation by the operating system 100, Such operations can include installing an application,
executing an application, opening data files, ete, In some embodiments, the operation reguestor
1) 18 3 wser interface (such as a GUI) that receives a wser command for opening a docwmant or
executing & particular application {e.g., by selecting a graphical icon for a document or an
application). The operation requestor [0 can also be a ditferent program executing within the
operating system and making a request (o the operation tnitiator 130 for the operation to be
performed. In some embodiments, the operation requestor 140 also receives notification from the
operation initiator 130 if the security policy of the operating system 100 would not allow the
operation to take place (e.g., the signature of the application 150 fails 1o be authenticated, or if
the source of the apphication 138 18 not trusted.)

The operation inittator 130 is a module that enforces the security policy of the operating
system by allowing or preventing a particalar operation to take place. The operation nitiator 130

receives a reguest for the pmrticelwy operation from the operation requestor 140, Based on the

1)
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request, the operation initiator 130 obtains the necessary data objects (g.g., the application 130 or
the data file 1060}, The operation initiator 130 then requests the security assessor 110 to assess the
requested operation under the security policies of the operating system 100, The operation
fnitiator also passes the received data object to the security assessor as part of the requested
security assessment operations.

The security assessor 110 15 a modole that determines whether an operation complies
with the secusity policies of the operating system. The security assessor 118 receives a query
from the operation imitimtor 130 requesting assessment of the security policy concerning a
particular operation. The secority assessor 11 determines whether the operation complies with
the security policies by examining data objects associated with the operation. For instance,
request based on an operation o install the application 150 may include several data objects for
the security assessor 10 examine {v.g. installation files of an installation package for the
application 150 ay well as the installation progrant itself). In another example, a request for
opening the data file 160 by application 130 may include data objects for both the executable
program of application 130 and the data file 160 to be examined by the security assessor 110, In
some embodiments, the application 150 and the data file 160 are referred to as the subject of the
security assessment. The security assessor 110 then responds to the query received from the
operation inivator 130, For example, if the particular operation satisfies the requirements of the
security policy, the security assessor informs the operation initiator 130 that the security policy is
satistied, On the other hand, i the particolar operation fails to satisty the requirements of the
security policy, the security assessor respouds to the operation inmitiator that the particular
operation has failed the security policy.

In some embodivoents, the security assessor 110 and the nddes database 120 are
implemented as part of the security framework 180 that performs security assessment for the
operating system 100, Other components of the operating system can use the security APL 190
example of Figure 1, the operation initiator {30 is a component of the operating svstem 100 tha
communicates with the security assessor 110 througly the APL {90,

Once the operation initiator 130 receives the mesponse from the security assessor 110 for
the query, the operation initiator 130 enforces the security policy by allowing or not allowing

{e.g., preventing) the particulsy operation to proceed, I the operation is allowed 10 proceed, the

14
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operation initiator 130 causes the installation madule 170, the execution module 172, or the
content opening module 174 to stant performing the operation requested by the opevation
requestor 1400 If the operation is not allowed, the operation inftiator 130 notifies the operation
reguestor 140, which in twen notifies the user and terminates the requested operation. Figure 2
below describes an example process that is performed by the operation nitiator 130

A signature embedded in a data object, when authenticated by its recipient, verifies that
the data object is fromy a particular source. In some embidiments, the security assessor 110
authenticates the signature in the data object and ascertains the source of the data object. A data
object that fails to produce a signsture that can be authenticated (e.g., being defective or
incomplete) by the security assessor i likely o be from an untrustworthy source. In such a
situation, the security assessor 110, under the secuority policies of the operating system, mforms
the operation initiator 130 to prevent the data object from being executed or opened. (In some
embodiments, a docurment or program with a signature that fails to be authenticated can never be
altowed to proceed.) Conversely, if the security assessor 110 s able 1o authenticate the signature
of the data object, the security assessor may inform the operstion inttiator that it iy safe
proceed with the requested operation, assuming that other requirements under the security policy
are also et (e.2., 1 the source of the data object is trustworthy)

The security policy implemented by some embodiments examines different data objects
differently. For some types of data objects, security policies of the operating system may have
further requirements that need to be satisfied in addition to autheatication of 2 signature. For
instance, the secuvity policies may regquire authentication of a signature based on a chain of
certificates, or requite the source of the duta object 10 be a particular vendor {even if the code
signature authenticates successtully). In some embodiments, security policies can be altered by
the user, For example, a trusted administrator of a computer may change the security policies of
the operating system such that the security assessor would accept a particular data object without
verifying or authenticating any signatures. In some embodiments, the security assessor 110 can
he arbitrarily programmed to wnplement any securnity policy regarding any data object that ig
submitted by the operation initiator 130

In some embodiments, the security policies used @ assess a data object are mmplemented
as a set of instructions that the securily assessor 110 execnies in oder to determine whether a

data pbject complies with the security policies, In the example operating vystemn of Figure 1, the
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set of instructions jnplementing the secarity policies is stored in the rules database 120, The
security assessor 110 retrieves the set of instructions from the rules database 120, and uses the
retrieved instroctions o (1) analyze the data object {e.g., to determine whether the source of the
data object ix accepiable) and 10 {(31) ssue a response to the operation inittator 130 based on the
analysis. Each set of one or wore rules stored in the rules database iy sometines refarred to as a
“codde regquirement”, because it specifies what is required of a data object (2.g.. an executable
program code such as application 150 or data file 160} 10 oxder for it to compi.y with the secunity
policy of the operating system. Figure 3 below describes an example process performed by the
security assessor 110, Code requirements will be described below in further details by reference
to Figures 9 and 13,

The roles database 120 is a database that stores the sets of instructions for implementing
the securlty policies of the operating system 100, The security assessor 11 retrieves the sets of
tnstroctions from the rules database 120 in order to respond to the secunity query made by the
operation initiator 13(L The rules database is further described below, by reference to Figures 7-
17

Figure 2 conceptually lustrates a process 200 that the operating system of some
embodiments vses for handling and approving requested operations, Specifically, the process
reguests security assessments for the requested operations and launches operations that have
been approved. In some embodiments, the process 200 is parformed by a module within the
operating system 10, such as the operation initiator 130 of Figure 1.

The process 200 starts when it receives {at 210) an operation request {e.g., from the
aperation requestor 1400, In some embodiments, the request s a user command for opening a
document or executing an application. The request may alse be prompted by a currently
executing application or system process for performing a particular operation in the operating
system.

Next, the process passes {at 2207 the request o the security assessor, In the example of
Figure 1. the request also includes data objects {e.g., the application 150 or the data file 160} that
are required for the security assessor (¢ assess the security of the request under the security
pelicy. For example, an operation request mitisted by a user conumnand to open a document may

require meltiple data objecty to be passed to the security assessor because, In some cases,
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opeping a document requires invocation of an apphecation, and therefore, the reguest passed
the security assessor would include file handles of both the document and the application,

The process next receives {at 230} the response from the security assessor (2.g., 110) and
determines (at 2403 whether to approve the requested operation. In some embodiments, the
response’ from the security assessor indicates (2.g., by informing the operation initiator 130}
whether the request has passed the security policy of the operating systern, The process 200 in
some embodiments let the reguested operation proceed if the response indicates that the request
has passed the security assessment (e.¢., having an authenticated signatore and coming from a
permissible source). The process 200 1 some embodiments terminates or suspends the requested
operaticny it the response indicates otherwise {e.g., the security assessor cannot anthenticate the
signature or the data ohject does not come from a permissible source.)

I the request is approved, the process 200 passes (at 230) the request to an operation
handler capable of receiving the request and performing the approved operation, As illustrated in
Figure I, several operation haodlers are capable of vecetving requests and performing operations,
including the installation modele 170, the execution module 172, and the content opening
module 174, After passing the request to the operation handler, the process 200 ends.

On the other hand, if the process 200 does not approve the request, it returns {at 26(0) a
default message to the operation requestor {e.g., 140 of Figure 1) 3, which in tuwrn potifies the
user {not shown), Farthermore, the process 200 does not pass the request to the operation handler
when the request is not approved. Thus, none of the operation handlers, such as 170, 172, and
174, will perform the requested operation when the request is not approved. After retwning the
default message to the operation fequestor, the process 200 ends.

Some ewbodiments perform variationy of the procesy 200, Por example, the speciflic
operations of the process 200 may not be performed in the exact order shown and described, The
specific operations may not be performed i one contivuous series of opevations, and different
specific operations may be performed in different embodiments.

Figure 3 conceptually illustrates an example process 300 for performing a security
avsessment of a requested operation based on the security policies of the opersting system.
Specifically, the process 300 uses & rules database for matching the request to a rule that enables

the provess to make a security assessment regarding the requested operation. In some
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embodiments, the process 300 is performed by a module in the operating system, such as the
security assessor 110 of Figure 1.

The process 300 starts when 1t receives {at 310} a request from the operation injtiator,
The request imdicates that a security assessinent is required for a particular requested operation.

Next, the process gueriey {at 320} the rules database to find a match. The procesy 300
examines entries in the rules database for roles that mateh or are applicable to the request. A rule
that does ot match the request cannot be used to mwake a security assessment for the request. Foy
example, a rule for checking an application with a specific name cannot be used to check an
application with a different name. As will be discussed further below, multiple eatries i the
rules database may simultaneously match the request, and only the rule with the bighest priority
will be applied.

The processy then determiines {at 330} whether a matching or applicable rule has been
found in the rules database. If the process 300 finds at least one matching rule, the process
proceads to 34, Otherwise the process proceads to 360,

At 360, the process returns a default response to the operation initiator to indieate that
there are no applicable rules or instructions regarding the request. In some embodiments, the
default security policy is to disallow a request for an operation that has no matching rules in the
roles database, In some embodiunents, the default secunity policy altows requests that are not
specifically probitited by the rules database. In some embodiments, the default policy requires
the operating system o potify the user. After retorning the default response, the process 300 ends,

At 340, the process makes the security asssssment regarding the request. Tn some
embodiments, the process performs the security assessment by applying the matching rules or the
applivable set of instructions to the data objects associated with the request {e.g., application 130
and/or data file 160}, In some embodiments, the matching set of ruley executes in the security
assessor as an executable program. In some ewbodiments, the matching set of rules causes the
security assessor to make the security assessinent based on variables such as the source of the
data ohject, the dentity of the data object, and the type of the data object.

Once the security assessment has been made, the process returns (at 350) the security
assessment to the operation inttiator to dectde whether or not to allow the requested operation
proceed. The process 300 ends after it has returned the security assessment to the operation

fnitiator.



WO 2013/115927 PCT/US2012/072191

Some embodiments perform variations of the process 300, For example. the specific
operations of the process 300 may not be performed in the exact order shown and deseribed, The
spectfic operations may not be performed in one continwous series of operations, and different
specitic operations may be performed in ditferent embodiments,

Figures 4.6 iltustrate the flow of data in the operating system 100 when performing
security assessment using the security assessor and the rules database. Av in Figure 1. the
operating system 100 in Figures 4-6 includeys the security assessor 110, the rules database 120,
the opemtion initiator 130, the opergtion reguestor 140, the nstallation module 170, the
execution module 172, and the content opening module 174,

Figure 4 illustrates the data flow within the operating system 100 when the reguested
operation 1s for installing an application. The operation data flow starts at the operation requestor
140 when it makes a request 1o the operation initiator 130 for installing Application X {operation
173, This request, in some embodiments, is based on g user command to stall Application X,
The user command may he received by the way of a user interface.

The operation initiator 130 then makes a request (operation ‘27) to the seourity assessor
110 to assess the security of installing Application X under the security policies of the operating
system. 1o some embodiments, this reguest to the security assessor 110 includes handles to data
objects that are necessary for mstalling Application X, sach as installation files and packages.

The security assessor HO, upon receiving the request, queries {operation 3% the mjes
database 120 for rules or instructions that match the istallation request under the security policy.
The rules database provides {opesation *4") the rules or instructions that muatch the query i it
database to the security assessor 1O, This query process between the security assessor 11 and
the rules database 120 continues until a matching rule is found In the rules database or a
determination is made that there is no applicable rule in the rules database,

Once a matching rule has been found, the securily assessor 110 performs a security
assessment by applying the matching rules to the data objects related to the installation of
Application X. In some embodiments, the roles take the form of program ingtructions for
processing the data objects and determining whether the data objects comply with the security
policies of the operating system. The processing of the data objects, in some embodiments,
wiclades veritying, within the data objects, signateres related to the jostallation of Application X.

In some embodiments, comphiance with the security policies 18 determined based on whether the

16



WO 2013/115927 PCT/US2012/072191

sigpature has authenticated successfully and whether the signatwee is from a trasted source, The
security assessment is then communicated back to the operation initrator 130 (operation "3 In
the example (ustrated in Figure 4. the security assessor indicates that it is OK to install
Application X. This is the security assessment because data objects related to the installation of
Application X have been found to comply with the security polices stoved in the rules database.

After receiving the security assessment that it is OK o install Apphication X, the
opervation initiator 130 commands the installation module 1704 to faunch the instalier and install
Application X into the computer. The dashed lines around execution moeduole 172 and contemt
opening moedule 174 indicate that this operation does notinvelve those two modules.

Figure 5§ is similar to Figure 4, oxcept that instead of illustrating data flow for an
installation operation, Figure 5 Hlustrates the data flow within the operating system 100 when
the requested operation is for executing {e.g., launching or invoking) an application. The
operation data flow starts at the operation reguestor 140 when it makes a reguest for executing
Appheation X (operation *17) to the operation initiator 130, This request, in some embodiments,
i a user conumand to execute Application X, The user command may be received by the way of
a uses interface.

The operation initiater 130 then makes a request {operation “2°) to the security assessor to
assess the secority of executing Application X under the security policies of the operaling system.
In some enthodiments, this request includes handles to data objects that are necessary for
executing Apphication X, such as the executable machine code of Application X,

The secuity assessor 110, upon receiving the request, queries (operation 37 the rules
dutabase 120 for rules or instructions that match the request to execute the application under the
security policy. The rules database provides {operation *4") the rules ov instractions that satisty
the query in ity database to the seourity assessor 110, This query process between the security
assessor 1TH) and the rules database 120 continues until a matching rule is found m the rules
database or a determination is made that there is no applicable rule in the rules database.

Once a matching rule has been found, the security assessor O performs a security
avsesviment by applving the motching rules to the data objects related to the execution of
Application X. In some enmthodiments, the rules take the form of program mmstructions for
processing the data objects and determining whether the data objects comply with the security

policies of the operating systern. The processing of the data objects, in some embodiments,
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inchudes verifying, within the data objects, signatures related to the execution of Application X.
In some embodiments, compliance with the security policies is determined based on whether the
signature bas authenticated successtully and whether the signature s from a trusted source, The
security assessment is then communicated hack to the operation initiator 130 {operation "5™) In
the example of Figure 5§, the security assessor Indicates that it is QK to execute Application X,
This 15 the security assessment because data objects related to the execution of Application X
have been found to comply with the security puolices stored in the rules database.

After receiving the security assessment that it 18 OK to execute Application X, the
operation initiator 130 commands the execution module 172 to launch Application X, The
dashed lines arcund installation module 170 and content opening module 174 indicates that this
operation does not involve those two modules.

Figure 6 i similar to the provicus two figures, except that the data flow of Figare 6 is
based on a reguest to open a document. The diata flow begins at the operation requestor 140 when

it makes @ reguest for opening a decument data file X {operation

h'i XN

1 to the operation initiator

P30, This reguest, insome embodiments, ¥ a user command o open the data file X, The user

The operation initiater 130 then makes a request {operation “2°) to the security assessor to
assess the security of opening data file X under the security policies of the operating system. In
some embodiments, this request includes bandies to data file X If data file X is a document that
is to be opened by application Y, then this request in some embodiments alse includes handles to
the executable binary files of application Y. In this instance, both document X and application Y
are considered necessary data objects for opening docoment X, Thercfore, the security
asseasment is performed on both of these data objects. However, in some embodiments, the
applivation necessary for opening data file X is already executing {and, thus, has already passed
a security assessment, such as in the example of Figure 5), Therefore, only the handle for data
file X 15 passed to the security assessor as part of the request.

The security assessor 110, wpon receiving the request, queries {operation *37) the rules
database 120 for mdes or instractions that matches the document opening request under the
security policy. The roles database provides (operation 47} the rules or instroctions in its

database o the security assessor 1O This query process between the security assessor 110 and
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the rules database 120 continues until 3 matching rale is found in the roles database or until a
deternmination is made that there is no applicable rule m the rules database.

Once a mwatching rule has been found, the security assessor 110 applies the matching
roles to the data objects velated 1o opening the data file X {e.g. apphication Y} In some
embodiments, the rules take the form of program instructiony that process the data objects and
make a determination as to whether those data objects comply with the security policies of the
operating system. The processing of the data objects in some embodiments includes verifying
signatures within the data objects related to opening of data file X, The detenmination 1s made in
some embodiments based on whether the signature has authenticated successfully and whether
the signature Is from a trusted source. The security assessment is then commnunicated back to the
operation initiator 130 (operation *57). In the example of Figure &, the security assessor indicates
that it is OK 1o open data file X, This is the security assessment because the data objects related
te the opening of data file X {e.g., data file X itself and spplication Y) have been found to
comply with the security polices stored in the rules database.

After recetving the security assessment that it is OK to open data file X, the operation
initiator 130 commands the content opening modude 174 to launch Application X, The dashed
fines around the execution module 172 and the installation module 170 indicate that this
operation does not involve those two modales. In some embodiments, when the opening of a
decument requires the execution of an application that is net currently being executed in the
computer, the operation initiator will also launch the execution module 172.

1, RULES DATABASE

I the examples described above, data objecty associated with reguested operations are
asseased according to the securily policies of the operating system. These secwrity policies are
embodied tn different roles or instructions stored i the rules database, The “security policies of
the operating system” are thus a set of programmuable roles that controls the operations taking
place in the operating systema but is not part of the programs of the operating system itself. Az
will be discussed in Section 1E-C, these “security policies of the operating systemn” can be altered
by users or vendor of the computer systent

In some embodiments, the roles database. includes different tables tn order 1o make
guertes on the rudes database wore effivient. Two such tables—an anthority table and a cache

table—are described below,
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AL Authority Table

The rules database i some embodiments meludes an authonity table. In such some
embodiments, the authority table contains the rules that the security assessor retrieves for
determining whether to allow a particular operation to take place in an operating system. The
rules in the authovity table specify what i requived of data objects (e.g., program code oy
docurments to open) in order for them 1o commply with the computer’s security policy. Hence each
set of one or more of these rules is referred to as a “code requirement” in some embodiments.

Code requirements can express arbitrary conditions on the certificates used to sign the
subject, such as requiring the vendor ID and/or the public key in the certificate to belong 10 a
particular trusted sowrce, Code requirement can alse require other things, such a8 entries in
configuration dictionaries that are integral parts of these programs. For example, & code
requirement may state “must have an entitlement permitting address book use” {entitlements
being one of those configuration dictionaries specified by some for inclusion in programs),
which has nothing to do with its signature.

Figure 7 conceptually illustrates an authority table 700 that stoves the rales or
nstructions for determining security policies of an operating systemt. The authority table 704
includes & set of entries or records, each entry or record storing a set of one or more rjes or
mstroctions that specifies a code requirement, A particular security policy can be expressed by
one or more eatries in the authority talde,

As Hustrated, a storage device 710 stores the authority table 700, which includes several
entries or records, including records 721, 722, and 723, The records express several secuvity
policies, meluding polices 731, 732, and 733, Each record or entry also mclodes a set of fields
741-744. The fields 741-743 are labeled ‘Rule 17 to "‘Rule n’. The feld 744 1 tabeled “Action’.

Each field of g record 15 a set of ruley or mnstructiong that directs the security assessor of
the operating system to perform a set of logical or arthmetic operations and make a decision
according to the set of legical or arithimetic operations. For example, the X in the field 741 of
the record 721 can be a set of operations that check to see i the security assessment is for an
application, the “Y’ in the field 742 of the yrecord 721 can be a set of operations that checks
expiration date of the centificate, the "2 i the field 742 of the record 722 can be a role that
verifies whether the application is from a trusted vendor of sowrce, while the "W in the field 741

can be a rule that checks whether a file betng opened s a file downlopaded from the Internet. An
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entry does not have 0 have all fields filled, For example, the entry 723 has only one filled rule
field (7411, The instrection in that field Tor record 723 can be a check of whether g document that
ts requested to be opened is downloaded from Internet.

The different sets of instructions in the different fields of a record jointly make a single
determination. This single determination is wsed to decide whether the action stated In the
‘Action” field 744 should be undertaken. For example, the “approve’ in the activn field 744 of the
record 722 would cawse the securlty assessor to approve the reguest (¢ launch a particular
application if the datg object being evaluated v an application, has g certificate that has been
verified under X.509 standard, and comes fromy a trusted vendor. On the other hand, while the
‘disspprove’ of the entry 723 would cause the security assessor to disapprove a request to opey a
particular content item if it 1s downloaded from the Infemet.

Such a collection of instructions or requireiments constitutes a security policy. In the
example of Figure 7, the rules or tustroctions i the record 721 constitute security policy A 731,
the rules or instructions in the record 722 constitute secwrity policy B 732, and the rules o
mstructiong in the record 723 constitute security policy € 733, In some embodiments, a security
policy 1% a collection of rules that span two or more records in the authority table. Such an
authority table is further discussed below by reference to Figure 10,

In some embodiments, some of the rules are for matching and some of the rules are for
verification. The riles Tor matching detenmine whether the particular entry is applicable (o the
request for the security assessment. The rules for vertheation determine whether the request
complies with the security policy embodied by the particalar entry or record of the rules table.
For example, a rule that rejects g type of data object from & particular vendor 8 a rule for
verification, while a role that limits the applicability of the rule to gaming applications iy a rule
for maiching.

In addition to rule fields and a Tield for action, some embodiments include other fields.
Figure 8 conceptually illustrates an authority table 800 that is similar to the authority table 700,
except that, i addition to the rule fields and the action held Hlustrated in Figure 7, the nuthority
table 800 includes an additional ficld. The authority table 800 also has a number of entites {821-
8233, and each entry has a number of fields (340-844). These ficlds include rule fields (841-843)
and an action field (844). Unlike the authority table 700, bowever, each entry 1o the autbority

table 800 also includes a priority field 840,
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The priority field 848 of some embodiments decides which entry in the authority talde
will be examined first for finding rules that matches the request. Entries with higher priority
value in the priorty field will be examined before entries with lower priority values, As
tHustrated in Figure 8, record 822 has a priority value of 175 in the priority field 8§40 while
recovd 823 has a priotity value of 125, The record 822 will therefore be searched before the
record 823, while the record 821 (having a prionity value of 2,701 will be searched before both
records 822 and 823, Prionity of entrtes can be expressed in other ways {e.g., by vsing integer
number, by mranging the entries in a linked list from highest priority to the lowest priority, or by
sorting the entries according to priority.)

Por any given security assessmient request, multiple entries of the authority table may
match the request. However, n some embodiments, the security assessor stops searching the
autherity table when a matching entry s found, For example, for a search that could have
niuftiple matches, the secority assessor will simply ose the first matching entry, which is the
highest priority matching entry. The use of a priority leld, theretore, alleviates the pogsibitity of
multiple matches, ensuring that only # single matching entry is used for the scourity assessment,

I the examples of Figures 7 and 8. an entry in an authority table includes several fields,
including several rule fields that each contains a set of instructions for performing a set of logical
or grithimetic operations. However, some embodiments express the sets of instructions of all the
rule flelds as a single rule and have only a single rule ficld in the authority table. The single rule
field i a record of the aothority {able encompasses all of the necessary instructions for making
the security assessment under a particular security policy.

Figure 9 conceptoally tlustrates an authority table 900 of some other embodiments that
includes only one rule field in each record o entry. The authority table 900 is similar to the
authority table 800, including a priority field 941, an action field 943, and 8 nomber of entries
{921-923). However, unlike the acthority table 800, which inclodes several rule fields, the
authority table 900 includes only one rule field 942,

The code requirement that inclodes rude field 942 for each record or entry, tacludes all of
the necessary instructions for performing a security assessment for @ request, including both
matching and veritying instructinns. In some embodiments, the code requirement, as mentinned
before, can bea st of one or more convatenated meles. In such some embodiments, the code

reguirernent applies to the requested data object in order to validate the soorce of the data object.

2
o
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For example, a set of instractions in the code requirement that includes rule field 942 for entry
921 can make each of the following determinations; (1) whether the request for the security
assessment 18 for an application; {2) whether the application is from a trusted vendor or source:
and {3} whether the source identifying information w the certificate (e.g., vendor ID, public key,
ete.) indeed belongs to the trusted vendor or sovrce. Only when gach of the three determinations
satisfies ity corresponding rule, will the action in the action field 943 be applied. On the other
hand, when one or more of the three determinations fail to satisfy #s corresponding rule, the
getion field of the record will not be applied. Thus, the action prescribed by the action field 1§
based on the single rule for the record, and would be communicated to the security assessor {2.g.,
approval or disapproval of the requested action).

The authority table can have different formats from those that are Hlustrated in Figures 7-
10, For example, an authovity table entry, in some embodinent, can include o fleld called
“disable™ such that, when the disable field contatns a certain value, the entry can be skipped and
the security assessor will not consider theentry 1o the search.

As mentioned earlier by reference to Figore 7, the security policies of the operating
system ave expressed by the rules and instructions in the rudes database. In some emabodiments,
cach entry in the authority table is sufficient to express one particular security policy {2.g.,
altowing only applications that have a valid siganture from a spectfic vendor). In some
embodiments, a security policy can be expressed by two o more entries in the authority table.

Figure 10 illustrales an avthority table 1000, in which multiple entries are used
expresy a single security policy. Figure 10 will be described by reference to Figures 11 and 12,
The authority table 1000 is similar to the avthority table 900, It has & nomber of entries (1021-
10271 and each of the eotries has three fields (a priority field 1041, a rule Held 1042, and an
action field 1043). However, Figure 10 also dlustrates an example security policy 1031
{*security policy 17} that 1s implemented by three entries of the authority table (the entries 1024,
1024, and 1026). The thyee entries of the security policy have different priorities (P1, P3, and P8)
such that only the entry with the highest matching priority is used to make the security
aysessiment. In this example. P has the bhighest priceity, P8™s priosity iy lower than that of Pi,
and P8 has the lowest priorisy.

Figure 11 illustrates a set of Venn diagrams for the example security polivy 1031 of

fgure 10, The diagrams {Hustrate the logicsl relationships among the three authority table
Figure 10. The disgrams illustrate the logical relationships among the th withority tabl
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entries (P1, 15, and P8}, The diagrams also lustrate the construction of the example secarity
poticy 1031 by the use of priotities,

Figure 11 includes the security policy 1031, a two-dimensional Venn diagram 1120 and
a three-dimensional diagram 1130, The security policy 1031 includes a record {or a set of
instractions) for priority P, a record for priority PS, and a record for priority P8, The roles i the
record with priority P1L {(i.e., 1021) would sllow “all word processing apps with valid certificate
fromt company X7, The rules in the record with priority PS (e, 1024} wonld allow “no apps
from company X7 The rudes in the record with priority PS {i.e,, 1026) would allow the opening
of all applications. In some embodiments, a certificate is considered “valid™ i its Signature has
been authenticated.

The 2-D Venn disgram 1120 includes three ovals 1121-1123. The 3-D diagram 1130
tHustrates the same three ovals in a three dimensional fashion. The oval 1121 represents the rules
with priority P1, the oval 1122 represents the rodes with priovity P53, aud the oval 1123 represents
the rules with priovity P8,

The 2-D Venn diagram 1120 thus Hlustrates the logical relationships among the three
authority table entries. Within the Veunn diagram 1120, the oval 1123 gncompasses the ovals
1122 and 1121, and the oval 1122 encompasses the oval 1121, This corresponds to the logical
relationships between the rales in the three records, where the applicability of the Pl rule, “all

~

word processing apps with valid certificate from company X.” is a subset of the applicability of
P& rale “apps from company X7, and the applicabilily of the P53 rode is 2 subset of the applicable
of BB rule “all apps™.

The 3-D diagranm tHustrates how the use of the prionty field in the authority table decides
which of the rules within the security policy 1031 shouwld be applied to make the security
assessiment. As ilustrated, the oval 1121 s the highest and corresponds 1o the highest priority
rile (P} in the security policy 1031 The oval 1122 s the second highest and corresponds to the
next highest priority rule (P3) in the security policy 1031, The oval 1123 is the lowest and
corresponds to the lowest priority rule (PR} in the security policy 1031, A higher priority rule
supersedes lower pricrity miles where they intersect, just as higher priority ovals overshadow
lower priority ovals whenever they intersect, The apphicability of higher priority rules effectively

punches holes in the applicability of the fower priovity rules.
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The security policy 1031 thus can be constructed using multiple entries iy the authority
table 1000 without logical inconsistency when performing security assessments. The use of the
priovity field resolves the issue of which rules to use when different entries in the authority table
apply to the same request

Figure 12 illustrates a set of Venn diagrams for asother example security policy 1231,
The disgrams Hustrate the Jogical relutionships among the three authority table entries (PL, PS5,
and P8). The diagrams also illustrate the construction of the example security policy 1231 by the
use of priorities, The authority table entries in the security policy 1231, unlike the authority table
entries in the security policy 1031, are not necessarily subsets of each other,

Figure 12 includes the security policy 1231, a two-dimensional Venn diagrany 1220 and
a three-dimensional diagram 1230, The security policy 1231 includes a record {or a set of
instructions} for priority P1, a record for priority P'S, and a yecord for priority PS. The rules in the
record with priovity P would allow “all word processing apps with valid certificate”™, The rules
in the record with priority PS would allow “nothing from company X7, The rules in the record
with priority P8 would allow the opening of all applications with a valid certificate.

The Venn diagram 1220 includes three ovals 1221-12230 The 3-DI3 diagram 1230
tHustrates the same three ovals in a three dimensional fashion. The oval 1221 represents the rules
with priority Pi, the oval 1222 represents the rades with priority PS5, and the oval 1233 represents
the rules with priovity P8,

The 2-D> Venn diagram thus llustrates the logical velationships among the three authority
table entries. Within the Venn diagram 1220, the oval 1223 encompasses the oval 1221, while
the oval 1222 overlaps both the ovals 1221 and 1223, This corresponds to the logical
relationships between the rules 1 the thres records. Specifically, the applicability of the P nule,
“all word processing apps with valid centificate™, is a subset of the applicability of the P8 rule
“all apps with valid certificate™. The applicability of the P3 rule, “nothing from company X,
intersects both the Pl and PY records without being their subset oy thely superset,

The 3-D diagram 1230 illustrates how the use of the priority field in the authority table
decides which of the rules within the security policy 1231 should be applied to miske the security
assessiment. As ilustrated, the oval 1221 s the highest and corresponds 1o the highest priority
rufe (P1iin the secwity policy 1231 The oval 1222 is the second highest and correspouds to the

23

next highest priority rule (P5) in the security policy 1231 The oval 1223 is the lowest and
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corresponds to the lowest priority rule (PB) in the security policy 1231, A higher prionity rule
supersedes lower priority rules when they infersect, just as higher prority oval overshadows

lower priority ovals whenever they intersect,

The security policy 1231 thus can be constructed using multiple entries in the authority
table without logical inconsistency when performing security assessment. The use of the priority
field resolves the issue of which rules 1o use when different entries i the authority table apply
the same reguest. For example, a request for a word provessor with a valid certificate from
company X would vesolt in the word processor being approved, sinee the rule for “all word
processing apps with valid certificate™ has higher priovity than “nothing from company X7, As
another example, a request for a web browser application with a valid certificate from conpany
X would not be approved. because the role for “nothing from company X7 has a higher prionty
than “all apps with valid certificate™,

For some embodiments, Figure 13 conceptually iustrates a process 1300 for performing
a security assessiment by using the auwthority table, The process receives a securify assessment
request and matches entries {or records) of the authority table with the request. The process then
performs the secwily assessment by verifying whether the data object of the request complies
with the code requirement stored in the authority table.

The process 1304 starts when it receives {at 1310} a query or a request to make a security
assessment. The request is accompanied by a data object {e.g.. an application program code, an
instalation package, or a document o be opened} to which the code requirement stored in the
authority table will be applied.

The process next extracts fat 132() a code signatwre from the data object. In some
embodiments, the signature is extracted from a public key certificate issued by the souwrce of the
data object. The process then determines {at 1323} whether the extracted signatwre is
authenticated. In some embodiments, a separate module w the security assessor performs the
code signature authentication {e.g.. code signature verifier module), Onee the code signature hay
heewn extracted, the process uses the code signature verifier modude to check whethey the code
signature has been suthenticated successfully. If the signature authenticates successfully, the
process progeeds to 1330, I the signature does not anthenticate successtully, the process 1300

ends.
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The process next finds {at 1330} the bighest priority eatry in the authority table. In some
embodiments, the process 1300 compares the priority fields of cach entry in the authonity table in
ovder to determine which entry has the highest priority. The process then determiines {at 1340)
whether the eatry has been found. In some embodiments, this is accomplished by recording
which entries have already been examined. If all of the eotriey in the authority table have already
been examined, then there is no more entry to be found. I the highest priority entry s found, the
process proceeds to 1350, I there 18 no more entry to be examined in the authority table, the
process {300 ends.

At 1350, the process retrieves the code requirement from the authority table entry that
was found, The process then uses (at 1360} the retrieved code requirement to verify the sowrce of
the data object. Such verification can include the verification of the veador 1D and the expiration
date of the certificate that s used o generate the signature. The retrieved code requirement is
also used to verify other required attributes of the data object, attributes such as type of the data
object, name of the data object, or any other attributes that can be associated with a data object.
Thus, for example, even if the process 1s sbie to guthenticste the signature from the data object,
the process can still reject the data object it it does not satisty the code requirement {e.g., i1t
does not possess the correct type or does not come from a source that is deemed trustworthy),

The process then determines (at 1370} whether the code requirement matches or is
applicable to the query. A security assessiment cannot be made based o a code requirement that
is not applicable to the reguest. Soime embodiments do not check the applicability of the code
requiremnent until this point of the process because the apphicability of a code requirement
sometirnes cannot be determined until the process hag used the code requirement to process the
data object of the request, In some embodiments, the process checks the applicability of the code
requirement as soon as sufficient information iy available. It the code requirement matches (1.2,
v applicable} the query, the process proceeds to 1390, Otherwise, the process proceeds to 1380

At 1380, the process searches the authority table for the next highest priority entry. Some
embodiments mark the higher prior entries that were previously examined, and the next highest
priority entry is simply the highest priority entry that has net been marked. The process next
determines (at 1323) whether the entry 1s found, If so the process returns © 1330, Otherwise, the.

process 1300 ends.
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At 1390, the process uses the code requirement to determine the action that should be
undertaken by the operation intbiator, In some embodiments, this action 1s specitied by the action
field of the matched entry {(Le., to approve or disapprove) depending on whether data object has
satistied the code requirement, After responding to the request, the process 1300 ends,

B. Cache Table

Performing security assessment using entries in the authority table in some embodiments
can include many computations. A rule that verifies information embedded in a certificate van
tnclude computationally intensive operations i some embodiments. Furthermore, waversal
across many eatries in the authority table may be necessary to complete a search for an entry that
matchies the request. For example, to ensure that § request has no matching entries, a complete
traversal of the awthority table may be necessary, Some embodiments save security assessment
time by performing security assessment operations only on data objects that have sot yet been
assessed, In other words, query is made to the authority table only when an application program
is faunched for the first time or only when a data file is opened for the first time.

To further accelerate security assessment operations, the rales database of somme
embodiments incorporates a cache fabde n addition to the authority table. In some embodiments,
a cache table stores the required action for a data object in an address location indexed by a hash
value that 1s unigue to that data object. For example, a unigue code directory hash value can be
computed for an application program or a data file. Thus, a request for a security assessment for
execution (or mstatlation) of an application or opening an archive {will be described in more
detall below in Section IV by reference to Figures 24 and 258} requires only the coraputation of
the hash value of the application executable, the installation file, or the archive. The action (.2,
approve or disapprove) is then retrieved from the address location of the cache table pointed to
by the hash index value

Unlike a query of the authority table, & query of the cache table does not require traversal
of naultiple entries nor lengthy compuiation according to the rules. A request for assessment of
an operation nvolving a data object that has g corresponding entry in the cache table can thus be
greatly accelerated. In soine embodiments, a regquest for a security assessment first attempts
find & matching entry in the cache table before searching the anthority table. A cache table is also
called an object table, since each entry in the vache table corresponds to one data object {e.g., an

application executable or a document), Since users tend to interact with data objects that they
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have recently interacted with {and bence with eatries in the cache table), the use of the cache
table significantly reduces security gssessment time.

For some smbodiments, Figore 14 iflustrates a rules database 1400 that includes an
authority table 1410 and a cache table 1460, The figure also Hlustrates example eatries of the
cache table and the relationships between the cache table eotries and the authority table entries.
In some embodiments, the authority table and the cache table are stored i separate physical
storages, while in other embodiments, the authority table and the cache table are stored in a
single physical storage.

The authority table 1410 has the same format and content as the authority table 900 of
Figare 9, including record entries 1421-1423, a priority field 1440, a rule field 1441, and an
action field 1442,

The cache table 1460 includes three entries 1471-1473. Unlike the eniries of the authority
table, the entries of the cache table do not inclode 3 rule field, However, the cache table includes
other fields, including a hash 1D field 1491, an expiration date field 1492, an action field 1493,
and g reference field 1494,

The entry 1471 of the cache table 1460 is based on a data object (data object A) that
matches the entry 1421 of the authority table 1410, The entry 1472 of the cache table 1460 i3
hased on another data object (data object B) that matches the entry 1422 of the authority table
1410, In some embodiments, these cache table entries are made when security assessment
requests are made based on data objects A and B, The entry 1473 is based on a data object {data
object ) that does not mateh any entry in the authority table 1410, The negative entry 1473 iy
made in the cache table 1460 when the anthority table 1410 fails to vield a matching e for a
security assessment reguest that involves data object C. Therefore the existence of such a
negative entry in the cache table prevents a long, exhaustive search of the authority table 1410,

The negative entry [473 of the cache table does not inherit any fields from the authority
table becaunse it is generated from an object withowt a matching entry in the authority table 1410,
In some embodiments, the negative entry includes an indication that this is a negative entry and
that there is no matching entry 0 the authority table 1410 for the data object. In some such
embodiments, the suthority table contains “virtual™ entries that are not normally processed but
serve as anchors for negative entries i the cache table o refer back. In other words, cache

records that are created as the result of determining that no rudes apply {1.e., negative entries)
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would refer to 3 virtual "o suthority”™ rule stored in the authority table (Le.. virtual entries). This
v primarily done to ensure consistency in the data structures and does not affect the visible
behavior of these emibodiments,

The asction field 1493 in a cache table entry records the action that was actaally taken for
a data object. This action is based on the application of the matching rules stoved in the authority
table 1410, approving or not approving the data object. For example, the sction field of the cache
table entry 1472 indicates “don’t approve™ for object B. This indicates that the matching wile for
object B (stored in authority table entry 1422) assesses object B as failing to meet its code
reguirernent and that object B was disapproved. A retrieval of this entry in the cache table by the
next reguest based on object B would then also be disapproved. In other words, the action field
1493 of each cache table entry stores the security assessment of the data object of that entry.

The expiration date field 1492 indicates when a cache entry has expired. In some
embodiments, the expiration date of a cache table entry for a data object 1s determined by the
content of the data object. Some embodiments use the expiration date of the data object’s
certificate ax the expiration date in the cache entry. For data objects whose signature is derived
from a chain of certificates, the expiration date of the certificate that expires the vartiest will be
used in some of these embodiments. In some embodiments, the expiration date is determined by
the rules in the authority table and inserted into cache table when a cache table entry iy created,
In some embodiments. the operating system specifies the expiration date on its own based on
information other than the certificates of the data objects. Such information m some
embodiments can be a default value supplicd by vendors, the type of the requested operation, or
ay othei information available 1o the operating system,

In some embodiments, a security assessor checks the expiration date field of a cache table
entry before applying the entry. A vache table entry that has expived according to the expiration
date will be ignored {and treated as a cache-miss) by the security assessor. This prevents the
security assessor from making an incorrect security assessment based on obsolete entries in the
cache table 1460. In some embodiments, an expired cache table entry is purged when it ix
acvessed, Same embodiments include a purging mechanism that periodically checks the cache

table for expired entries and remove them from the table.
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The bash 1D field 1491 stores a hash value. In some embodiments, the hash 1D field of a
cache table entry stores a valoe that te associated with 2 hash of the data object of the cache table
entry. Some other embadiments do not include this field in the cache table.

In some embodiments the reference held 1494 stores a link back to the entry in the
authority table. Specitically, the reference field 1484 of each cache table entry stores a link back
to the authority table entry that is used to generate cache table entry (ie., the rules of the
authority table entry is used to perforny security assessment of the data object associated with the
cache table entry), For example, the reference field of the cache table entry 1471 would indicate
that the cache table entry 1471 it is generated from the authority table entry 1431, and that the
reference field of the cache table entry 1472 would indicate that the cache table entry 1472 3
generated from the anthority table entry 1422,

Some embodiments use the reference field in the cache table o purge cache table of
entries that have become obsolete due to changes in the authornity table, In some embodiments,
the cache table also includes a priority field that is inherited From the authority table (not
iHustrated), Some embodiments use the priority field in the cache table to purge cache table of
entries that have become obsolete due to changes in the authority table. The purging of cache
table entries will be further described below in Section 11-C and by reference 1o Figure 18,

In some embodiments, the cache table 1460 includes other fields, The content of some of
these cache table fields are inherited from the authority table entry that is used to create the cache
table entry. In some embodiments, the entries in the cache table are not necessarily contiguous,
as their addresses are determined by hash values of the data objects that ave used to produce
those entries, I some enbodiments, the hash value for a data object s produced by performing a
hash operation on the data object. In some embodiments, the hashing operation produces a hash
value that uniguely identities the data object fram any other data objeet, In some embodiments,
the hashing operation mecledes an imeremental hashing operation. Descriptions of incremenial
hashing operation can be found in e.g. U.S. Patent 7,103,779, which is hereby incorporated by
reference,

In some embodiments, the hashing operation includes a code divectory hashing operation.
Code divectory hash i 8 onigue value in some embodiments that refers 1o every unique entry in
the cache table. Therefore each data object with its corvesponding code requiremient is uwiquely

identified in the cache table, by g unigue code directory hash, Descriptions of hash of code
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directory and its fupctions can be found in 118, Patent Publication 2008/0168333. which is
hereby incorporated by refevence,

In the example of Figure 14, the entry for object A (1471) v stored at a location that is
tndexed by a hash value of the object A, the entry for object B (1472) 18 stored at a location that
ix indexed by a hash value of the object B, and the entry for object C (1473) is stored at a
tocation that is indexed by a hash value of the object €,

For some embodiments, Figure 15 flustrates 3 security assessor 1500 that eses both the
authority table and the cache table for making a security assessment based on a request front an
operation initiator. Ay illustrated, the security assessor 1300 receives a reguest from an operation
initlator 1303 and queries both an authority table 1510 and a cache table 1513, The security
assessor 1300 includes a query manager 1520 for guerying the authowity table and a query
manager 1325 for querying the cache table: The seourity assessor 15300 also includes a processor
15330 and a cache table record generator 15400 The query manager 1520 for querving the
awthority table 1510 also includes a rules engine 1530, a record selector 1560, and a signature
verifier 1570,

The operation inittator 1305 makes security assessment requests and waits for the results
of the seourlly assessments to come from the processor 15330 of the security assessor, The
processor 1530 receives the security assessment requests from the operation imtiator 1305,
Based on this received security assessient request, the processor communicates with both guery
managers 1320 (for autbority tabley and 1525 (Jor cache table) . order to determine whether to
approve the security assessiment request. It also uses the cache table record generator 1540 to
generate new cache entries when there is a cache-miss fn the cache table 1513, The cache table
record generator i also used to generate an addresy to the physical memory of the cache table
ISIS by hashing data objects that are the subject of the request (Le., program codes or
documents.)

The query manger 1325 for guerying the cache table provides an interface between the
processor 1330 and the physical memory that contains the cache table 15135, The query managey
1520 for querying the authority table provides an interface between the processar 1330 and the
physical memory that containg the avthority table 1510, The query manager 1320 also uses the.
record selector 1560 to select and retrieve an entry from the authovity table 131 The retrieved

entry is then relayed to the rules engine 1550 to be parsed and execoted. In some embodiments,
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the query manager 1520 uses the signature verifier 1570 to verify the code signature of the data
object. In such some embodiments, if the code signatore fails to authenticate properly for any
reason, the security assessor 1500 retwrns a disapproval message to the operation initiator 13035,
In some embodiments, the functionalities of the rules engine 1550, the record selector 1560, and
the signature verifier 1370 ave performed by the processor 1530 instead of the guery manager
1520,

The signature vertfier module 1570 anthenticates the code signature of the data object. In
some embodiments, the signatore verifier module apthenticates the signature by using the
information in a puoblic kev certificate ax well as the content of the data object iself. The
signature verifier module performs the signature authentication operation according t© a
signature authentication algorithm that is identified by the certificate. Upoan the completion of the
signature authentication process, the signature verifier module informs the security assessor 1300
whether the signature of the data object was successfully authenticated.

Figure 16 illustratey generating and storing a cache table entry for a data object by a
security assessor 1600, Specifically, the figure illustrates the generation of different fields in a
cache table entry when a request is made to the security assessor based on the data object, Figure
16 ilustrates an anthority table 1603, a cache table 1610, and an operation initiator 1620 that
makes a request to the security assessor 1600 Tor the data object 1625, The cache iable includes
entries 1611-1613.

The security assessor 1600 neludes a query manager 1630 for the avthority table, & hash
module 1630, a memory interface 1660, and ap expiration date extraction module 1670, For
some embodiments, the query manager 1630 15 similar to the gquery manager 1520 In Figure 15,
while the functions of the hash module 1630, and the expiration date extraction module 1670 are
performed by g processor similar to the processor 1330 of Figure 18, Security assessor 1600 also
includes other modales such s a signature vertfier module which are not shown for the purpose
of simplification of the figure.

The operatton initiator 1620 makes a request to the security assessor 1600 for a security
assesvinent régarding an operation that requires the use of a data object 1625 (dats object X7
The data object 1625 1s relayed to several modules in the security assessor 1600, mcluding the.
guery manager 1630, the hash module 1680, and the expiration date extraction module 1670, The

guery manager 1630 finds an entry from the avthority table 1603 that matches the data object
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1825, The query mapnager then applies the rules of the matching entry to determine the
appropriate action for the data object 16235, This action taken by the query manager forms the
action field 1642 for a new cache table entry 1612,

The hash module 1650 receives the data object 1625 and performs a hash operation on
the received data object. In some embodiments, the hash operation is an incremental hashing
operation. The hash module 1630 produces @ unigue code divectory hash valoe 1633 that serves
as index Cindex for X7) for specifying a location in the cache table for the newly created cache
table entry for the data object X, The memory interface 1660 then uses this value as a physical
address for the cache table. In some embediments, this uniquely generated code directory hash
value will be stored in the Hash ID field of the entry 1612 for data object X,

The expiration date extraction module 1670, which also receives the data object 1625,
computes or extracts the expiration date from the data object 1825 In some embodiments, the
expiration date of a data object is specified by the certificate that is used to generate the signature
of the data object. A data object may have its signature derived from maore than one certificate or
even g chatn of certificates. For such a dita objeet, some embodiments use the earliest expiration
date among these certificates as the expiration for the cache table entry. The extracted expiration
date becomes the expiration date field 1675, In some embodiments, the expiration date extraction
module 1) uses other information as the basis for determuning expiration dates. In some other
embodiments, the expiration date field 1675 is inherited from the authority table and not
computed by the expiration date extraction module 1670

The action feld 1642, and the expiration date field 1675 are concatenated together to
form a new cache table entry 1012 for the data object X, along with a hash ID field and a
reference field for the data object X, The cache table 161D has two other entries for two other
objects {entry 1611 for data object Y and entry 1613 for object £).

In some embodiments, the contents of a cache table can be shared across different
commputers running similar operating systemis. A computer can import a cache table that iy
generated by another computer, ot a pre-packaged cache table that is supplied by the vendor of
the operating system. A computer using such a pre-filled cache table can immediately accelorate
its security assessment operations without having 0 generate Hs own cache entries.

For some embodiments, Figure 17 conceptually illustrates a process 1700 that uses both

the authority table and the cache table for performing a security assessment. The process first
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attempts to find a matching entry o the cache table. If the process is not able to Hod such an
entry 10 the cache table (Le,, cache missy, it will guery the authority table to find a matching
entry instead. The querying of the authority table results in a new entry in the cache table. This
process is performed by the security assessor of the operating systern in some embodiments.

The procesy 1700 starts when a request for an operation {e.g., executing an application,
instatling an application, or opening a docunient} is made by the operation initiator. The process
receives {al 1710) this request along with the data object that i3 needed by the requested
operation,

The process next determines (at 1720) a hash valoe for the data object (1e., the unique
code directory hash value), The bash valve s computed in some embodiments by an incremental
hashing operation. The computed hash value acts as an index for locating the entry n the cache
table for the data object, Next, the process determines (at 1730) whether it is able to find a cache
table entry by using the hash value, This determingtion, in some embodiments, 18 based on
whether there is 2 valid entry stored at the location pointed to by the hash value. In somw of these
embodiments, each cache table entry v associated with a bit that indicates whether the cache
table entry is valid or not. A cache table entry i3 not valid i # has not been filled by a cache
entry for a data object, or if the cache table entry has been purged and not vet filled with a new
cache entry, If the process is able to find a valid entry using the hash value of the data object

{cache hit), the process proceeds to 1740, Otherwise {cache miss), the process proceeds to 1730,

At 1740, the process determines the response to the security assessment request based on
the content of the matching cache tabde entry. The process then determines (at 1780} whether the
response is an approval of the requested operation. If the response approves the operation, the
process proceeds to 1790, in which the operation initiator passes the request to an operation
handler, such ag the execution module 172, the installation modole 170, or the content opening
modide 174 of Figure 1. If the response does not approve the operation, the operation intliator
stops the operation from proceeding by not passing the request o the operation handler. After
responding to the operation initiator based on the contents of the cache table entry, the process
1700 ends.

At 1730, the process queries the authority table because of the cache-miss at the cache

table. In some embodiments, this operation i performued by the process 1300 of Figure 13,

which searches the authority table for an entry that matches the request.
5
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Next, the process detenmines {at 1753} whether it was able to find a matching entry in the
authority table, If so, the process proceeds 1o 1760, Otherwise, the process proceeds to 1770
create a negative cache entry for the data object and then ends. The negative cache entry for the
data object, as discossed above, enables the security assessor to guickly ascertain that the
security policies of the operating system do not have rules that are applicable to the particulay
reguest.

At 1760, the process determines a response frow the matching entry of the authority table.
The process next creates (at 1765) a new entry in the cache table based on this matching eatry
from the authority table. The process then proceeds to 1780 to determine whether 1o approve or
disapprove the requested operation. After responding to the operation initiator based on the
contents of the authority table entry, the process 1700 ends.

C. User Overvide

T some enbodiments, vsers with sufficient privileges are allowed to make changes to the
ruley database by adding, deleting, or modifyving entries 10 the authority table. For example, a
user with adnunistrator privilege may bypass signatwe avthentication for executing a particular
application. The user can do so by adding a higher priority entry into the authority table that
supersedes lower priovity rules, and thereby allowing the particular application to be executed.

However, as shown in Figore 1€ above, a security policy often includes a number of
table entries that are linked together by priodties, Therefore, assessing a data object under a
security policy requires exansining these table entries in the order set forth by their priorities, For
any given security assessment for a data object, lower priovity rules become applicable only
when higher priority rules are not applicable. Hence any change to a higher priority rule
poterdially changes the applicability of lower priovity rules,

Since the cache table stores cache entries that retlect the applicability of the rules prior o
the change in the authority table, in some embodiments, a change in the suthority table of a
particular priority triggers the purging of all equal or lower priority entries in the cache table, For
example, a new authority table entry with priority value 2.3 would trigger the purging of all
cache table entries with priorities values egual to or lower than 2.3 In some embodiments, this
purging. process uses the reference fleld (e.g., 1494 of Figure 14) in each of the cache table

entries to learn the priority of the authority table entry that 13 used to create the cache table entry.
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In some other embodiments, each cache table entry carries a priority field that is inherited from
the authority table tor this purpose.

In some embodiments, a pegative cache entry i3 assumed to have the lowest priority.
Since g negative enfry is the cache table entry of a data object that does not have 3 matching
entry in the authority table, any change v the auwthority table may affect the data object of the
negative entry (ie., the change in the avthority potentially causes the data object o have a
matching entry in the authority table, thus making the uegative entry obsolete.) Tn some of these
embodiments, any change to the authority table always causes negative cache entries to he
purged,

For some embodiments, Figure 18 conceptually illustrates a process that maintaing the
rules table following a change ip the rules database by an administrative user. The process purges
the lower priority entries from the cache table. The process 1800 starts when a privileged user
{e.g., administrator) makes a change to the reles diatabase, The process recetves (at 1810} the rule
change from the privileged user and detesmines (at 1820) whether the rule change s to a rule that
iy alveady in the avthority table. I the rule change is to a role that s already in an suthority sable
entry, the process proceeds to 1840 1o update the authority table entry. I not, the process
proceeds to 1830 to make a new entry in the authority table,

The process next determines (at 1830} whether there are eatries in the rules database with
fower priority than the newly added or updated rele. If so, the process proceeds to 1800
Otherwise, the process 1800 ends.

At 1860, the process deletes all lower priority entries in the cache table. In some
embodiments, the process examines all cccupred entries in the cache table and purges entries
with priorities lower than or equal 1o the newly added or updated suthority table entry. After
deleting all lower priority cache table entries {including any negative entries), the process 1800
ends.

L SECURITY ASSESSMENT OF DOWNLOADED CONTENT

Some of the embodiments described above use certificates that are embedded in data
obijects for making & security assessinent about these data objects. In most instances, these
methods rely on identifiers that are provided by the source of these data objects {e.g.. signatures
and vendor D¢ in ceetificates). However, these sourcé-provided identifiers are not always

avatlable or reliable. Thus, in addition to, or instead of, relying on these source-provided

s
i
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wlentifiers for pesforming the security assessiment, the operating system of some embodinents
provides s own ideniifier for the data objects, In some of these embodiments, the operating
system associates a tag with data objects that are imported from external sources such as the
Internet, a USB flash drive, or through any other peripheral interface of the device. The tag
includes a quarantine bit to indicate that the data object is frow an external sowrce. The presence
of the quarantine bit further indivatey that the system has not performed security assessment on
the data object. Once the operating system has pecformed security assessruent on the data object,
the tag v updated (e.g., by removing the guarantine bit) to indicate that the data object hag
already been assessed under the security policy of the operating system, and that the data object
has passed {or failed) the security policy of the operating system.

Figure 19 illustrates a computer 1900 with an operating system that uses s own
identifier for perforoiing security assessment. Specifically, the operating system of the computer
1900 adds a tag or quarantine bit to content andfor applications that are, for example,
downloaded from the Interet. The computer 1900 includes a storage device 1910, a tag module
1920, an application 1930 that is currently running on the computer 1900, a network interface
1940, and a user wterface (U1 modele 1930, The Ul module 19530 controls communication with
the user through input device drivers 1960 and a display module 1970

The petwork interface 1940 provides the communication interface between the computer
1900 and the outside world via a petwork, The network allows the computer 1900
communicate over the Internet 1980 and access data objects such as apphication filex 1981-1982
and content files 1983-1984 from other computers. These content files can be text files, word
processor docwments, spreadsheets, media files, ete. Application files can include installation and
program filex. These application and content files can then be downloaded onto the computer
1900, Though not shown in the figure, the computer {900 can also download data objects from
external sources other than the Internet (such as an external flash drivel,

The application 1930 is a program or a set of processes that are currently running on the
computer 1900 via the operating system. The application 1930 can be an Internet browser, a
word processor, a video game, a media editing apphication or any progran that can operate on
the computer 1900, The application 1930 can perform operationg that require communication
over the Internet, including dowuloading data objects 1981-1984 frow sources over the Internet

vig the network interface, Once the files have been downloaded, the application 1930 stores the
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downloaded files in the storage device 1910, In some embodiments, the downloaded files must
go through tag module 1920 before being stoved.

The tag meodule 1920 associates each downleaded file with a tag. In sonte embodiments,
such a tag inclodes a quarantine bit to indicate that the downloaded file is from an external
source and has not been exanyined under the secwity policy of the operating systam. In some
embodiments, the tag module inserts or appends the tag onto the downloaded file. In some
embodiments, the tag module maintaing a tag table that records which files are frow the Internet
or other external sources. Other processes or moedules running on the computer can access the tag
table to hind out which files or data objects are tagged as being from the external souwrces such as
the Internet, Some embodiments associate a tag with a file from the external source as soo as it
is downleaded by the application 1930 and before the file 1s stored in the storage deviee 191

The storage device 1910 stores various data objects for the computer 1900, These data
objects can include content files and application files that are downloaded from Internet or other
external souwrces. In some embodiments, these downloaded applications and content files are
assoctated with tags that are supplied by the tag module 1920

Unee downlpaded files are stored and tagged, the operating system can perfomy a secuvity
assessment based on security policies that consider whether a data object is downloaded or not.
Figure 20 illustrates an operating system 2000 whose security policy requires checking for
presence. of tags or quarantine bits, Specifically, the operating systemn 2000 includes a
mechanism for Wdentifyving whether a data object is tagged or not before pevforming security
assessent operations. The security assessment operations are similar to those described in
Sections 1 and H above,

As tlustrated, the operating systern 2000 includes an operation reguestor 2003, a security
assessar 2020, 2 rules database 2030, and an operation tmitimtor 2010, The operation initiator
includes a processor 2040 and g {ag identifier module 2G50, The operating system also includes
an instaliation module 2000 and a content opening module 2070,

In soime embodiments, the operating system 2000 s simalar to the operating system 100
of Figure 1. Specifically, the operation requestor 2003, like the operation reguestor 140, makes
requests for performance of operations to the operation timitiator 130, Like the nstallation module.

170 and the countent opening module 174, the installation modate 2060 and the content opening



WO 2013/115927 PCT/US2012/072191

module 2070 are the operation handlers that receive the approved requests and perform the
approved operation.

The security assessor 2020 and the rules database 2030 perform sintilar operations as the
security assessor 110 and the rules database 120 illustrated in Figore 1. The functions of the
security assessor and the rules database ave also described above in Section 1 by reference to
Figures 7-17. For example, the rules database 2030 includes both an avthority table and a cache
table in soroe embodiments. o somte embodiments, the security assessor 2024 performs security
assessment of the tagged object based on user input. For example, upon recetving a reguest tor
security assessmaent for a tagged object, the security assessor 2020 informs the user that the
requested operation involves a downloaded object and asks the user whether to proceed knowing
the risks.

The operation initiator 2010, like the operation initiator 130, enforces the security policy
of the opersting system by allowing or disallowing a particular operation to take place, It
receives a request for the particular operation from the operation requestor 2003 and requests the
security assessor 2020 to assess the reguested operation under the secwrity policies of the
opevating system 2000, However, unlike the operation inttiator 130 of Figure 1, the operation
initiator 2010 checks whether the data object for the requested operation is tagged as being from
the Internet or any other external sources, Data objects that are tagged as being from an external
source (8.2, tagged with a quarantine bit) are sulyject to security assessment. In ovder to avoid
repeated security assessment on data objects that have already been assessed, some embodiments
update the tag after the security assessiment to indicate that the data object has already been
previcusly assessed. Some embodiments accomplish this by removing the guarantine bit, In
soroe embodiments, the updated tag also indicates whether the data object hay passed or failed
the previous security assessment.

In the example of Figure 20, the tag identifier module 2050 inside the operafion initiator
2010 checks the tag and reports to the processor module 2040, In the operating system 2000, the
security assessor 2020 does not make its security assessment based on the tag. It is the processor

2040 within the operation initiator 2010 that uses the tag to decide whether fo proceed with the

requested operation. In seme of these embodiments, the operaticn inittator 2010 proceeds with
security assessyuant only i the data object associated with the requested operation is tagged ag

being from an external source and thar it has never been assessed. If the data object is not tagged
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as such {e.g., if the quarantine bit has been removed, or if data object is already tagged as having
been previvusly assessed), the operation witiator 2010 will not request the security assessor o
perform security assessnent.

Figures 21-22 illustrate the flow of data i the operating system 2000 when performing &
security assessment using an operation initiator that identifiey tags in data objects. Ay in Figore
20, the operating system 2000 in Figures 21-22 mclodes the security assessor 2020, the roles
database 2030, the operation initiator 2010, the operation reguestor 2005, the installation module
2060, and the content opening module 2070

Figure 21 illustrates the data flow of an operation that installs an application into the
operating system 2000, The operation starts at the operation reguestor 2005 when it makes a
request for installing Application X {operation 17} to the operation inittator 2010, The processor
2040 then sends a command to the tag identifier module 2050 1o ask whether Application X is
tagged (operation 7). I Application X is tagged as being from an external source (2.g., having a
gquarantipe bit), the tay identifier 2030 sends the confirmation to the processor 2040 {operation
3%, and the processor in turn makes a request to the security assessor 2020 (operation 47) to
perform security assessiment. Ouo the other hand, if Application X is not tagged, or if Application
X s tagged as being previously assessed {or having its quarantine bit removed), the processor
2040 in some embodiments will not request the security assessor 2020 to perform security
assessment, Iy some embodiments, if Application X is tagged as having failed previous security
assessment, the processor 2040 can immediately end the installation process without involving
the security assessor 2020, Conversely, if Application X is tagged as having passed previous
security  assessment, the processor 2040 In some embodiments can immediately  allow
Application X to proceed without involving the security assessor 2040,

I the request for security assessment has been made, the security assessor 2020 queries
the rules database 2030 {opevation ‘57), The rnules database 2030 provides {operation *07} the
rules or instructions in its database to the security assessor 2020, This query process between the
security assessoy 2020 and the rules database 2030 continues until @ matching rule 1s found m the
rules database or until a determination iy made that there iy no applicable rule in the rales
database.

Onece a matching rule has been found, the secarity assessor 2020 applies the matching

rele to the data objects related to the installation of Application X, The seeurity assessment 18
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then communicated back to the operation initiator 2010 (operation *77). In the example of Figure
21, the communication from the security assessor back to the operation initiator indicates that it
s OK to imstall Application X, as data objects related 1o the jnstallation of Application X has
been found to comply with the secarity polices stored in the rules database.

Upon knowing that Application X has passed the security assessment performed by the
security assessor 2020, the processor 2040 determines whether to proceed with the installation of
Application X, In addition to the secuwily assessment made by the security assessor, the
processer 2040 in some embodiments considers whether Application X is tagged or not, If the
processor decides that 1t is OK 1o proceed with the instaliation of Application X, it sends a
commuand to the installation module 2060 to launch the installation of the Application X
{operation ‘§"). The dashed lines around the content opening modale 2070 indicate that it is not
involved in this operation,

Figure 22 illostrates a data flow diagram for an operation that opens a decument in the
operating system 2000, The operation starts at the operation requestor 2003 when 2t makes a
request for opening data file X (operstion "1} to the operation imtistor 2010, The proecessor 2040
then sends a command to the tag identifier modude 2030 to ask whether data file X Iy tagged
{operation “2'). If data file X is tugoed as being from an external source (e.g. having a
quaranting bit), the tag identifier 2050 sends the confirmation to the processor 2040 {operation
*3%), and the processor in turn makes a request to the security assesser 2020 (operation *47})
perform security assessment, On the other hand, if data file X iy not tagged, ov if data file X is
tagged as being previously assessed, the processor 2040 in some embodiments will not request
the security assessor 2020 to perform security assessment, In some embodiments, if data file X i
tagged as having falled previous security assessment, the processor 2040 can immediately end
the file opening process without fnvolving the security assessor 2020, Counversely, if data file X
tv fagged as having passed previous security assessment, the processor 2040 m some
embodiments can jnunediately allow opening of data file X o proceed without invelving the
security assessor 2040.

I the request for seourtty assessment has been made, the seowrity assessor 2020 then
queries the rules database 2030 (operation 57} The rules database 2030 provides {operation *67}
the rules or instructions in ity database to the security assessor 2020, This query process between

the security assessor 2020 and the rules database 2030 continues until a matching rule is found in
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the rules database or until o determination Is made that there i ne applicable rule i the rules
database.

Once a matching rule has been found, the security assessor 2020 applies the matching
roles o the data objects related to the opening of data file X, The security asseswment is then
communicated back to the operation initiator 2010 (operation 7). In the example of Figure 22,
the comnumication from the security assessor back to the operation inttiator indicates that it is
QK to open data file X, as data file X hay been found to comply with the security polices stored
tn the rules database.

Upon knowing that data file X has passed the security assessment performed by the
security assesscr 2020, the processor 2040 detenmines whether to proceed with the opening of
data file X. In addition to the security assessment made by the security assessor, the processor
2040 in some embodiments also considers whether data file X is tagged or not. If the processor
decides that it is OK to proceed with the opening of data file X, it sends a command to the
content opening modole 2070 to lavnch the opening of data file X {operation ‘871, The dashed
Hines aroumd the instglation module 2000 indicate that it is not involved in this operstion,

Figuves 20-22 illustrate an operating systemy 2000 having an operation initiator 2010 that
decides whether a data object is tagged as being from an external source such as the Internet. The
operation inittator 2010 of the operating svstem 2000 also makes the determination of whether to
proceed with an operation based on the tag. The rules stored in the rules database do not consider
or process the tag, In some other embodiments, however, the roles database of the opevating
system includes rules that identity the tag and make security assessments based on the identified
tag.

Por some embodiments, Figure 23 ilhustrates an operating system 2300 that includes a
rules database with rules for processing tags associated with downloaded data objects, The
operation inifiator in some such embodiments does not check the tag of the data object that is
associated with the requested operation. Like the operating system 2000, the operating system
2300 includes an operation requestor 2303, a security assessor 2320, a rules database 2330, and
an operation initlater 2310, The operating system also includes an installation module 2360 and a
content opening module 2370,

The operation initiator 2310 receives requests for operations frony the operation reguestor

2303 and makes requests for security assessments to the security assessor 2320, However, unlike
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the operation initiator 2010, the operation initiator 2310 does not perform checking of download
tags.

The security assessor 2320 receives the requests for security assessments from the
operation inittator 2310 and queries the rules database for rules that maich the data object
assoctated with each security assessment request.

The roles datgbase 2330 stores the roles for performing the security assessment. Unlike
the rules database 2030, the rules database 2330 also includes rules for analyzing data objects to
see if they we tagged, If the data object is tagged. some embodiments then proceed to apply the
roles m the rules database to perform security assessment on the data object and
approve/disapprove the requested operaticen. I some embodiments, the rules database 2330
includes both an suthority wble and a cache table, as described earlior in Section H. For example,
a data object that was disapproved by an earlier security assessiment because of its guarantine bit
can have a cache entry with an action field that disapproves the data object.

IV, SECURITY ASSESSMENT OF DOCUMENTS

Since a signature for identifving the source of a data object is derived partly based on the
content of the dats object, signatures can be used to test whether the data object has been altered.
This also means that & data object whose content is frequently changed by usery {8.g., a
docoment) cannot have Hs own signature, However, a data file can be placed 1w a structure (such
as an archive) that is capable of carryving a certificate that includes a signanue. Such a signature
can be used to securely identity the source of the data files in the structure, In some embodiments,
the operating system includes rules in the rule database that approve or disspprove documents or
duta files based on the idensifiers in the certificates embedded in the wchive structures. A
document in an approved archive is considared by some of these embodiments to be approved as
wiedl,

Figure 24 illustrates a computer 2400 that receives and stores data archives that have
certificates, The cextificates (with signatures) can then be used by the operating system of the
computer 2400 to securely identify the source of the content within the archive. As illustrated,
the computer 2400 includes a storage device 2410, an application 2430 that Iv currently running
ou the computer 2400, a network interface 2440, and a user interface (UD module 2450, The 11
mihale 2430 controls communication with the user through input device drivers 2460 and a

display module 2470,
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The petwork interface 2440 provides the conumunication interface between the computer
2400 and the outside world via a network, The network allows the computer 2400 to
communicate over the Internet and access data objects such as data archives 2481-2484 from
other computers. The content of these archives can be text files, word processor documents,
spreadshests, media files, ete. The content of these archives can also be executable applications
or application installation files. Some or gll of these data archives have certificates with
signatures that identify their source. A daty archive can contain obe plece of content {such as
data archive 2481 or multiple picces of contents or files (such as data wehive 2484). Though not
shown i the figure, the computer 2400 can also access data archives from other computers
through other means of data conununication such as an external flash drive.

The apphication 2430 15 g program or a set of processes that are currently running on the
computer 2400 via the operating systemy. The application 2430 can be an Internet trowser, a
word processor, a video game, a media editing application or any programs that can operate in
the computer 2400, The application 2430 can performt operations that reqguire conwnunication
with the Internet, including downloading the data archives 2481-2484 from the Internet via the
network interface 2440,

Once the data archives have been downloaded, the application 2430 stores the
downloaded files in the storage device 2410, The storing operation of data archives into the
storage device 2410 is similar to the storing operation of tagged or quarantined data as described
earlier by reference to Figure 19, The storage device 2410 stores the data archives. Onee the data
archives are stored, the operating system can perform security assessments by authenticating the
signatures and examining the certificates embedded in the data archives.

Figure 25 illustratey an operating systemn that inclodes roles in the rules database for
making security assessments of data files or documents based on the certificates of data archives.
Specifically, Figore 25 iHustrates an example request for opening a data file in the operating
system 2300, The data file Is embedded in a data archive.

The operating system 2300 includes an operation reguestor 25035, a security assessor
2520, = rules database 2530, an operation initiator 2510 and & content opening module 2570, The
operating system 2500 also has access 1o the storage deviee 2560, which stores several data

archives, including the data archive 2580. In somae embodiments, the storage device 2360

45



WO 2013/115927 PCT/US2012/072191

includes the storage 2410 of Figure 24, which stores data archives downloaded frown the Internet
or other external sources,

In some embodiments, the operating system 2300 ix similar to the operating system 100
of Figure 1. Specifically, the operation requestor 2305, like the operation requestor 140, rmakes
reguests for performance of operations to the operation initiator 25100 The operation initiator
2510 receives the request from the operation requestor 2305 and makes a request tor a security
assessment to the security agsessor 2320, In the exanple Hlustrated by Figure 25, the request is
for opening a document or data file that s embedded in the data archive 2580, The operation
tnitlator 2510 makes the request to the security assessor 2520 by passing the data archive 2580 1o
the security assessor. Once the operation initiator 2510 receives the response from the security
assessor 2320, it either launches the content opening module 2870 or wermuinates the requested
operation based on the security assessment.

The security assessor 2520 and the rules database 2330 perform similar operations as the
security assessor 110 and the yules database 120, In some embeodiments, the rules database
includes both an suthority table and a cache table as deseribed ghove in Section I by reference
to Figures 717, In order to secuwrely identify the sowce of data files or documents, the security
assessor 2320 authenticates the signature before applying rules stored in the rules database 2338,

The content opening module 2370 15 similar to the content opening module 174 of Figure
1. Once it receives the faunch command from the operation initiator 2510, the content opening
module 2370 proceeds to open the requested data file. In the example of Figure 25, the data file
requestad to be opened s v the data archive 2380, which is stored in the storage device 2360, To
open the data file, the content opening module 2570 in some embodiments extracts the data file
from the archive structure and then opens the data file (2.g., by seoding the data file to an
application that is needed to open the daa file),

For some embodiments, Figure 26 conceptually illustrates a process 2600 that performs
security assessments of document opening operations. Specifically, the process 2600 s
performed by an operating system for making the security assessment determination based on
certificates with signatures eimbedded in data archives,

The process 2600 starts when it receives g request for opening a data file {or document).
The process veceives (at 2610} the document that 1s requested to be opened. The process then

determines {at 2620) whether the document is of g safe type. In some embodiments, documents
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by

or files of types that are censidered unlikely to harm a computer are penmitted to be opened

regardless of Hs source. Por example, text files are consydered safe and require no signatare or
other identifications of source. If the document is considered to be of a safe type, the process
proceeds to 2670 to pass the document to an operation handler (such as the content opening
module 2570 of Figure 28} for opening the document. If the document is not considered to be of
a safe type, the process procgeds to 2030, Documents that are executable are not considered safe
i some embodiments. Non-executable docuoments of certain types also require sowce
verification wn some embodiments, since such non-executable documents are capable of carrving
malicious code that may harnt the computer through applications that open and use those
documents,

Next. the process determines (at 2630} whether a document is i an archive. As
mentioned above, some data files or documents do not have a source identifying signature, but
data files can be placed in an archive strocture that carries o signature. However, m some
embodiments, docoments of certain types can include signatures of their own without being in an
archive {e.g., documents that are rarely changed can Carry # signature that tests whether the file
has been altered). I the document s in an archive, the process 2600 proceeds to 2650, Otherwise,
the process preceeds 1 2640 to perform a security assessment of the document by itself,

At 2040, the process performs security assessment based on the document’s own
certificate. The operation includes the authentication of the signature of the document that is
embedded in the certificate of the document, as well as additional security assessments based on
other information in the certificate. In some embodiments, the process queries the roles database
for matching rules that can be used t make a security assessment on the document, This
operation in sowe erbodiments includes applying code requirements to the docurnent. The code
requirements can include instructions to examing certificates emibedded in the document and ©
check if the source 1s trusted, Alter performing the security assessment, the process determines
{at 26603 whether to approve the document for opening based on the matching rules. If so, the
process passes {at 2670) the document to an operation handler {such as the content opening
module 2570 of Figure 25} for opening. Otherwise the process ends.

At 2650, the process performs security assessment based on the archive’s certificate, The
operation includes the authentication of the sigoature that s embedded in the certificate of the

archive, as well as additional security assessmients based on other information 1n the certificate,
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In scine embodiments, the process gueries the rules database for matching rules that can be used
to make & security assessment on the archive. This operation i some embodiments includes
applying code requirements to the archive. The code vequirements can Include instroctions to
examine certificates m the archive and check i the source is trusted, The process then determimes
{at 26607 whether to approve the archive, and beoce all the documents in the archive for opening
based on the matching rules, I so, the process passes {(at 2670} the document o an operation
hagdler {such as the content opening module 25370 of Figure I8) for opening. Otherwise the
process ends,

V. ELECTRONIC SYSTEM

Many of the above-described features and applications are implemented as software
processes that are specified as a set of instructions recorded on a computer readable storage
mediwm (alse referred to as computer readable medium). When these Instructions are executed
by one or more computational or processing wnit(s) {(e.g.. one or more processors, cores of
processors, or other processing unitsh, they cause the processing unii(s) to perform the actions
indicated In the instroctions, Examples of computer readable media include, but are not limited
to, CD-ROMs, flash dvives, random access memory (RAM) chips, hard drives, erasable
programmable read oaly memories (EPROMs), electrically erasable programmable read-only
memories {(EEPROMs), ete. The computer readable media does not include carvier waves and
clectronic signals passing wirelessly or over wired connections,

In this specitication, the tenm software™ 15 meant to wiclode frmyware residing in read-
only memory or applications stored in maguetic stovage which can be read into memory for
processing by a processor. Also, in some embodiments, multiple software inventions can be
implemented as sub-parts of a lavger program while remaining distinet software inventions. In
sone embodiments, multiple software inventions can also be implemented as separate programs.
Finally, any combination of separate programs that together implement a software wmvention
described here 18 within the scope of the iovention. In sonwe embodiments, the seftware
programs, when installed to operate on one or wmore electronic systems, define one or more
spectfic machine implementations that execute and perform the operations of the software
programs.

Figure 27 conceptually illustrates an electronic system 2700 with which some

.
-

embadiments of the invention are implemented. The electronie system 2700 may be a computer
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{e.g.. a desktop computer, personal computer, tablet computer, ete.). phone, PDA, or any other
sort of electrowic device. Such an electronic system mcludes various types of computer readable
media and interfaces for various other types of computer readable media. Electronic system 2704
tncludes a bus 2708, processing wit(s) 2710, a graphics processing unit (GPLU)Y 2715, a system
memory 2720, a petwork 2725, a read-only memory 2730, a permanent storage device 27335,
mnput devices 2740, and output devices 2745,

The buy 2703 collectvely represents all system, pevipheral, and chipset buses that
commuicatively connect the numerous internal devices of the electronic system 2700, For
fnstance, the bus 2703 communicatively conpects the processing unit(s) 2710 with the read-only
memaory 2730, the GPL 2715, the system memory 2720, and the permanent storage deviee 2735,

From these varlous memory units, the processing enit{s) 2710 retrieves instractions to
execute and data to process in order to execute the processes of the Invention. The processing
unit{s) may be a single processor or a multi-core processor in different embodimenss. Some
instructions are passed to and executed by the GPU 2715, The GPU 2715 can offload various
computations or complement the image processing provided by the processing wnit(s) 2710, In
some embodiments, such functionality can be provided wosing Corelinage’™s kemel shading
language.

The read-only-memory (ROM) 2730 stores static data and instractions that are needed by
the processing unit(s) 2710 and other moduies of the electronic system, The penmanent storage
device 2738, on the other hand, ¥y a read-and-write memory device. This device s a pon-volatile
memory unit that stores instructions and data even when the electronic system 2700 1s off. Some
embodiments of the ovention use a mass-storage device (such as a magnetic or optical disk and
ity corvesponding disk drive) as the permanent storage device 2733,

Other embodiments use a removable storage device (such as a floppy disk, flash memory
device, ete., and s corvesponding disk drive) as the permanent storage device. Like the
permanent stovage device 2735, the systermn memory 2720 15 a read-and-write memory device,
However, unlike storage device 273 5, the system memory 2720 is a volatile read-and-wiite
menory, such a random access memory. The systern memory 2720 stores some of the
mstructions and data that the processor needs at runtime. In some embodiments, the invention’s
processes are stored in the systern memory 2720, the permanent storage device 2735, aud/or the

read-only memory 2730, For example, the vattlous memory units nclude wmstructions for
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processing multimedia clips in accordance with sone embodiments. From these various memory
wnits, the processing unit{s) 2710 refvieves instiuctions 0 execute and data to process iy order
execute the processes of some embodiments,

The bus 2703 also connects to the input and output devices 2740 and 2748, The mput
devices 2740 gnable the vser to conmmumicate information and select commands to the elecironic
system. The wmpat devices 2740 include. alphanumeric keyboards and pointing devices (also
called “owsor control devives™), cameras (e.g.. webcams), microphones o similar devices for
recetving voice conumands, ete, The output devices 2745 display images generated by the
electronic system or otherwise cutput data. The output devices 2748 mclude printers and display
devices, such as cathode ray tubes (CRTY or Hquid crystal digplays {LCD), as well as speakers or
similar awdio output devices. Some embodiments include devices soch as a touchscreen that
function as both input and cutput devices,

Finally, as shown in Figure 27, bus 2705 also couples electronie system 2700 10 a
netwark 2725 througlt a network adapter {not shown). In this manner, the computer can be a part
of a network of computers (such ay g local area network ("LANT), a wide area network
{"WANT), an intranet, or 3 network of networks, such as the Internet). Any or all components of
electranie systern 2700 may be used in conjunction with the Invention.

Some embodiments include electronic components, such as microprocessors, storage and
memory that store computer progran instractions in a machine-readable or computer-readable
medium {alternatively referred to as computer-readable storage media, machine~-readable media,
or machine-readable storage media). Some examples of such computer-readable media includs
RAM, ROM, read-only compact discs (CD-ROM). recordable compact dises (CD-R), rewritable
compact dises (CD-RW), read-only digital versatile dises {e.g., DVD-ROM, dual-layer DVD-
ROM), a variety of recordable/rewritable DVDs (e.g., DVD-RAM, DVD-RW, DVD+RW, etc.),
Hash memory (e.g.. SI¥ cards, mini-SH cards, micre-SD cards, ete)), magnetic and/or solid state
hard drives, read-only and recordable Blu-Ray® dises, ultra density optical dises, any other
optical oy magnetic media, and floppy disks. The computer-readable media may store a computer
program that iy executable by at least one processing unit and includes sets of nstructions for
performing various operations. Examples of computer programs or computer code include
machine code, such as 15 produced by a compiler, and files including higher-level code that are

executed b} a computer. an glectronic mm_ponent‘, O d nﬁiﬁ.&‘@pl‘@ﬁ@ﬁﬁOf '(Iﬁ:ii!lg an ii‘lt@-l‘pi‘{ifﬁﬂi
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While the above discussion primarily refors to microprocessor o multi-core processors
that execute software, some embodiments are performed by one or more integrated eirouits, such
as application specific integrated civeuits {ASICs) or field programmiable gate arrays (FPGAs). In
some embodiments, such integrated circuits execute instructions that are stored on the circuit
itself. In addition, some embodiments execute software stored it programmable logic devices
{PLD), ROM, or RAM devices.

iy

As used in this specification and any claims of this application, the terms “computer™,
“server”, “processor”, and “memory” all refer to electronic or other technotogical devices, These
terms exclode people or groups of people. For the purposes of the specification, the terms display
or displaying means displaying on an electronic device. As used in this specification and any

NS

claims of this application, the terms “compuoter readable medivm,” “computer readable media,”
and “muchine readable medium” are entively restricted to tangible, physical objects that store
tnformation in a form that is readable by a computer, These terms exclude any wireless signals,
wired dowuload signals, and any other ephemeral signals.

While the invention has been described with reference o numerous specitic detatls, one
of ordinary skill in the art will recognize that the invention can be embodied in other specific
forms without departing from the spirit of the invention. In addition, at least some of the flgures
{including Figares 2, 3, 13, 17, 18, and 20) conceptually illustrate processes, The specific
operations of these processes may not be performed in the exact order shown and deseribed. The
specific operations may not be performed i one contiuous series of opevations, and different
specific operations may be performed in different embodiments. Farthermore, the process could
be implemented using several sub-processes, or as part of @ larger macro process. Thus, one of
ordinary skill in the art would understand that the invention is pot to be Himited by the foregoing

Hlustrative details, but rather 1s to be defined by the appended claims.
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CLAIMS

What is claimed is:
1. An electronic device including:
a set of processing units; and
a machine readable medium storing an operating system including:
an operation requestor for receiving a command to open a document and
an application associated with the document;
an operation initiator for requesting a security assessment based on the
received command, wherein the request includes a set of digital objects that are associated with (i)
the document and a plurality of different operations that are associated with the application when
a security assessment has not been performed on the application, or (ii) the document when a
security assessment of the application has been performed prior to receiving the command to
open the document; and
a security assessor for assessing whether the set of data objects comply
with security policies.

2. The electronic device of claim 1, wherein when a security assessment has not
been performed on the application the set of digital objects includes a first subset of digital
objects associated with the document and a second subset of digital objects associated with the
plurality of different operations.

3. The electronic device of claim 2, wherein when the first and second subsets are in
compliance with the security polices, the operation initiator initiates the opening of the document
and launches the application.

4, The electronic device of claim 1, wherein the security assessor is part of a security

framework for performing the requested security assessments by using an application
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programming interface (API).

3. The electronic device of claim 1, wherein the plurality of operations includes
installing the application in a computer, which is executing the operating system.

6. The electronic device of claim 1, wherein the security assessor assesses a security
policy for a particular operation by examining a code requirement that specifies a set of
characteristics that are required of a subset of digital objects associated with the particular
operation.

7. The electronic device of claim 1, wherein the operating system further including a
database that stores a plurality of instruction sets associated with said security policy, wherein
the security assessor determines the security policy associated with a particular operation by
retrieving an instruction set that matches the particular operation from the database.

8. The electronic device of claim 7, wherein the database includes an authority table
and a cache table, wherein retrieving the instruction set that matches the particular operation
from the database includes searching for a matching entry in the cache table before searching for
a matching entry in the authority table.

9. A non-transitory machine readable medium storing a program which when
executed by at least one processing unit of a device provides a security assessment in an
operating system, the program including sets of instructions for:

receiving a command to open a document associated with an application
executing on the device;

requesting a security framework to perform a security assessment on (i) the
document and the application when the security framework has not performed a security

assessment of the application, or (ii) the document when the security framework performed a
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security assessment of the application prior to receiving the command to open the document;
determining to open the document based on the security assessment.

10.  The non-transitory machine readable medium of claim 9, wherein the security
assessment is based on a code requirement that specifies a set of characteristics that are required
of a digital object associated with the document.

11.  The non-transitory machine readable medium of claim 9, wherein the program
further includes a set of instructions for maintaining a database that stores a plurality of
instruction sets for performing the security assessments, wherein the security framework
determines a security policy associated with the document by retrieving an instruction set that
matches the document from the database.

12.  The non-transitory machine readable medium of claim 11, wherein the database
includes an authority table and a cache table, wherein retrieving the instruction set that matches
the document from the database includes searching for a matching entry in the cache table before
searching for a matching entry in the authority table.

13. A method of assessing security of operations performed by an operating system,
the method comprising:

receiving a command to open a document in an application executing within an
operating system;

requesting a security assessment of the document but not the application by using
an application programming interface (API) to access a security framework when the application
has been assessed prior to receiving the command to open the document;

requesting a security assessment of the document and the application by using the

API when the application has not been previously assessed; and
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determining whether to perform a particular operation based on the requested
security assessments.

14, The method of claim 13, wherein the security assessment of the document but not
the application is a first security assessment, wherein a second security assessment for the
application was requested prior to the first security assessment.

15. The method of claim 13, wherein the particular operation includes opening the
document associated with executing application in the operating system.

16.  The method of claim 13, wherein determining whether to perform the particular
operation includes determining whether the document came from a trusted source.

17. The method of claim 13, wherein the security assessment of the document but not
the application includes assessing security policies for the document by examining a code
requirement that specifies a set of characteristics that are required of a digital object associated
with the document.

18.  The method of claim 17, wherein the code requirement is stored in a database that
stores a plurality of instruction sets associated with said security policies, wherein the database
includes an authority table and a cache table, wherein retrieving the instruction set that matches
the document from the database includes searching for a matching entry in the cache table before
searching for a matching entry in the authority table.

19.  The method of claim 13 further including determining a security policy associated
with the document by retrieving an instruction set that matches the document from a database.

20. A computer system including means for implementing steps according to any one

of claims 13-19.
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