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(57) ABSTRACT 
A method, system, and computer program product for shar 
ing adapter resources among multiple operating system 
instances. The present invention provides a mechanism for 
dynamically allocating virtualized I/O adapter resources. 
The present invention separates the operation of adapter 
resource allocation from adapter resource management. Pro 
tection attributes within the adapter resource context are 
used to allow the adapter to enforce access control over the 
adapter resources. The hypervisor allocates an available 
adapter resource to a given partition. The adapter is notified 
of the allocation, and the adapter updates its internal struc 
ture to reflect the allocation. The hypervisor may revoke 
ownership of and reassign adapter resources to another OS 
instance. In this manner, the allocation described above 
allows for the simple reassignment of resources from one 
partition to another. 

INTEGRATED 
148 HOST 152 

NODE 

DIRECT 
ATTACHED 
STORAGE 

156 

  

  

  

  

  

  



Patent Application Publication Sep. 21, 2006 Sheet 1 of 13 US 2006/0212870 A1 

FIG. I. 
SMALL SMALL LARGE /-144 100 HOST HOST INTEGRATED 

104 NODE 112 128 NODE 136 148 RE 152 
DE 

DIRECT 
ATTACHED 
STORAGE 

DIRECT 
ATTACHED 
STORAGE 

DIRECT 
ATTACHED 
STORAGE 

108 156 

SWITCH 
OR 

ROUTER 

SWITCH 
OR 

120 ROUTER 

SMALL HOST NODE 

PROCESSOR I/O HERARCHY 2O2 

MEMORY 

228 

232 

PROCESSOR CHIP 
(WITH PROCESSOR(S) 

AND CACHE) 

264 

NETWORK 
216 

SWITCH 
OR 

ROUTER 

1 220 2O7 

E, PCFAMILY / ADAPTER 2 
200 

PC FAMILY DIRECT 

ADAPTER 1 ESEP N-252 STORAGE 

  

  

  

  

  

  

  

  

  

  

    

  

  

  

  

  

  

  

  

  

  

  

    

  

  



Patent Application Publication Sep. 21, 2006 Sheet 2 of 13 US 2006/0212870 A1 

SMALL INTEGRATED HOST NODE 

PROCESSOR I/O HERARCHY 

MEMORY 

FIG. 3 
302 364 

NEWORK 

PROCESSORCHIP 
(WITH PROCESSOR(S) 

AND CACHE) 

SWITCH 
OR 

ROUTER 

316 312 
PC FAMILY PROCESSORI/O E. HERARCHY ADAPTER 

300 

344 

DIRECT 
ATTACHED 
STORAGE 

PC FAMILY 
ADAPTER 352 

FIG. 5 

PCI 500 
ADDRESS TURNAROUND 
PHASE DATA PHASE CYCLE 

504 
508 512 516 

ARBTRATION FOR NEXT TRANSFER 

PC-x 520 58 552 536 540 544 556 

REQUESTOR REQUESTOR REOUESTOR BYTE 
MISC TAG BUS DEVICE FUNCTION COUNT 

NUMBER NUMBER NUMBER 

ADDRESS ATTRIBUTE RESPONSE TURNAROUND 
PHASE PHASE PHASE DATA PHASE CYCLE 

528 532 560 56 566 
ARBITRATION FOR NEXT TRANSFER 

  

  

  

  

  

  

  

  

    

  

  

  

  

  



Patent Application Publication Sep. 21, 2006 Sheet 3 of 13 US 2006/0212870 A1 

402 
FIG. 4 

LARGE HOST NODE 

412 PROCESSOR /O 
408 HIERARCHY 

MEMORY PROCESSOR CHIP 

PROCESSOR 413 
I/O HERARCHY 409 

PROCESSORCHIP MEMORY 

440 404 405 

496 

SWITCH 
OR 

ROUTER 
NETWORK 

494 

SWITCH 
OR 

ROUTER 

432 498 

PC FAMILY NON-PC TOPC 
I/O BRIDGE I/O BRIDGE 

452 482 484 

PC FAMILY PC FAMILY 
ADAPTER ADAPTER 

SWITCH 
OR 

ROUTER 

DIRECT 
ATTACHED 
STORAGE Y476 

464 

    

    

  

    

  

  

  

  

  

  

  

  

  

  

      

  

  

  

  

  



Patent Application Publication Sep. 21, 2006 Sheet 4 of 13 

REQUESTOR REQUESTOR 
DEVICE FUNCTION 
NUMBER NUMBER 

688 

FIG. 6 

REOUESTOR 
BUS 

NUMBER 

628 636 
N 1. 

N. Y 

FORMAT REQUESTORD RESERVED TRAFFIC CLASS 

640 ADDRESS/ROUTING 

644 LENGTH | ATTRIBUTE RESERVED BYTE ENABLES 

- 648 652 656 - - 

608 612 664 668 672 

824 828 

HOST. 

DEVICE 
NUMBER 

HOST 
FUNCTION 
NUMBER 

PROCESSOR, 
I/O HUB, OR 
I/O BRIDGE --- 808 - - - 

ADAPTER TO HOST PCI-XOR 
PCI-E BUSTRANSACTION 

ADAPTER ADAPTER 
BUS DEVICE FUNCTION 

NUMBER NUMBER NUMBER 

HOST RESOURCE OR ADDRESS TARGET 

ADAPTER 

FRAME SEQUENCE NUMBER HEADER DATA PHASE CRC FRAME 

680 

PC FAMILY 
ADAPTER 
PHYSICAL 
OR VIRTUAL 
ADAPTER 

US 2006/0212870 A1 

660 

804 

  

  

    

  

    

    

  

  

  

    

  

  

  

  

    

    

  

  



Patent Application Publication Sep. 21, 2006 Sheet 5 of 13 US 2006/0212870 A1 

704 

720 MEMORY 7 716 28 

APPLICATION APPLICATION APPLICATION APPLICATION 
1A 2 B 3 

712 

PHYSICAL 
ADAPTER 

CONFIGURATION 
RESOURCES 

VIRTUAL VIRTUAL 
ADAPTER 1 ADAPTER 2 
RESOURCES RESOURCES 

PHYSICAL 
ADAPTER 

CONFIGURATION 
MEMORY 
VIRTUAL 

ADAPTER 1 PEMY 
MEMORY 
VIRTUAL 736 

ADAPTER 2 re 

MEMORY 

FIG. 7 

  



806706 /N /N 

US 2006/0212870 A1 

ISOH 

6 (5) I. H006 

Patent Application Publication Sep. 21, 2006 Sheet 6 of 13 

  



Patent Application Publication Sep. 21, 2006 Sheet 7 of 13 US 2006/0212870 A1 

NON-PRIVILEGED VIRTUAL ADAPTER 1020 
LEVEL ACCESS LIBRARY 

1016 

1008 PRIVILEGED VIRTUAL VIRTUAL ADAPTER 1012 
FIG. IO RESOURCE RESOURCE MANAGEMENT 

ALLOCATION LEVEL 

E PHYSICALADAPTER 
1100 AANWR RESOURCE MANAGEMENT Y.1004 1000 

PHYSICAL 
SYSTEM S 1 PAGE HOST MEMORY 

1136 

IMAGE TRANSLATIONTABLE 
1190 1108 

S 1 PAGEN LPAR HOST 

S2 BUFFER 708 1176 
SYSTEM 

1116 

VIRTUAL VIRTUAL 
ADAPTER 1 PC FAMILY ADAPTER 2 
RESOURCES ADAPTER 

1120 1101 

1104 

VIRTUAL ADAPTER 1 VIRTUAL ADAPTER 2 

FIG. I. I 

    

    

  

  

  

  

  



US 2006/0212870 A1 Patent Application Publication Sep. 21, 2006 Sheet 8 of 13 

70Z | 

Z I (5).J.H. 

  



US 2006/0212870 A1 

9 I 'OICH 

gog, º? X000001096191 €181 

Patent Application Publication Sep. 21, 2006 Sheet 9 of 13 

  

  

  



Patent Application Publication Sep. 21, 2006 Sheet 10 of 13 US 2006/0212870 A1 

PC FAMILY ADAPTER 
LOCAL ADDRESS TABLE 

3253 4363 x BUFFER TABLE 

148 7432X 

0000 0000 x PAGE TABLE 

BUFFER TABLE 

PAGE TABLE 

HOST BUS 
NUMBER 

1404 
1420-1 TT T' INCOMING PCI-X, 

4313 1619 4010 0000 x OR PC-E 
BUSTRANSACTION 

FIG. I.5 

ALLOCATION BITMAP 

1502 (1), (2) 1506 14 RESULT 
ALLOCATION/FREE Y BritA 

1510NJAAF AAF FF AAFAAFFF 
1508-153-53-|-- 

(3) ADAPTER RESOURCES 
(4) 1512 

ADAPTER 

1514 1514 1514 1514 1514 1514 1514 1514 

  

  

  

  

  

  

  

    

  

  

  

  

  

  

  

  



Patent Application Publication Sep. 21, 2006 Sheet 11 of 13 US 2006/0212870 A1 

FIG. I6 
1600 

FIELD AITRIBUTES ? 
FIELD ACCESS PROTECTION 

1604 Andropriorio 
WO 1606 

1608 

1610 

/ HYPERVISOR 

1618 166 1618 

1612 1614 

FIG. I. 7 

APPLICATION APPLICATION APPLICATION 

OS 

HYPERVISOR 

BUS ADDRESS SPACE (PCI) 

MAPPING MAPPING | | AR MPPNGOs E. 

ADAPTER N170 
INTERNAL DATASTRUCTURES 

1704 1706 

  

  

  

  

  

  

  

  

    

  

  

  

  

  

    

    

  



Patent Application Publication Sep. 21, 2006 Sheet 12 of 13 US 2006/0212870 A1 

FIG. 18A 
PARTITION A PARTITION B 

VIRTUAL VIRTUAL 
PAGE PAGE 

N n 
N n 

M 
1 / 1806 

N YN-1 / | opace Topage i Ilopact forage 
N. N. N. / / -11 

Y N N N N M / - 1 1. 1. a N N M N / / - 1 1 
s Ny. N/ A 1 1. 

1804 
MEMORY PAGE 

FIG. ISB 
PARTITIONA PARTITION B 

VIRTUAL VIRTUAL 
PAGE PAGE 

N N M M 
N M M 

N 
N / / 
V M 

IOPAGE W IOPAGE N 1822 

/ V Y 
/ 

N 
N 

1. 
1. 

1. 
1 N 

N 
N 

Na 
n - 1814 1816 / 

\ 
\ 

1. / \ n 

1820 MEMORY PAGE 
MEMORY PAGE 

  



Patent Application Publication Sep. 21, 2006 Sheet 13 of 13 US 2006/0212870 A1 

1906 1914 1916 1920 

ADAPTER BA | AR OFFS CNTX OFFS FIELD OFFS 

PRIVELEGED OSADDRESS APPLICATION 
ADDRESS RANGE RANGE ADDRESS RANGE 

ADAPTER ADDRESS SPACE 

CNTXCNTXCNIXCNTXCNIXCNIXCNXCNTX 
e 

rada FELos IFE oc|HELoo 

O ADDRESS 
904 FIG. I9 

1918 

1922 

FIG. 20 

HYPERVISOR IDENTIFIES WHICH 
ADAPTER RESOURCES ARE 

ALLOCATED TO A GIVEN PARTITION 

2004 HYPERVISOR SEARCHES 
FOR AVAILABLE RESOURCES 

HYPERVISOR ALLOCATES ADAPTER 
2006-1 RESOURCES TO A GIVEN PARTITION 

HYPERVISOR NOTIFIES ADAPTER 
2008 OF RESOURCE ALLOCATION 

2002 

ADAPTER UPDATES TS 
INTERNAL STRUCTURE TO 
REFLECT THE ALLOCATION 2010 

  



US 2006/0212870 A1 

ASSOCATION OF MEMORY ACCESS THROUGH 
PROTECTION ATTRIBUTES THAT ARE 

ASSOCATED TO AN ACCESS CONTROL LEVEL 
ON A PC ADAPTER THAT SUPPORTS 

VIRTUALIZATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 
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Between Virtual Hosts on Bus Transactions and Associating 
Allowable Memory Access for an Input/Output Adapter that 
Supports Virtualization”; U.S. patent application Ser. No. 

(Attorney Docket No. AUS920040179US1) entitled 
“Virtualized I/O Adapter for a Multi-Processor Data Pro 
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Resources”; U.S. patent application Ser. No. (Attor 
ney Docket No. AUS920040554US1) entitled “System and 
Method for Host Initialization for an Adapter that Supports 
Virtualization”; U.S. patent application Ser. No. 
(Attorney Docket No. AUS920040555US1) entitled “Data 
Processing System, Method, and Computer Program Prod 
uct for Creation and Initialization of a Virtual Adapter on a 
Physical Adapter that Supports Virtual Adapter Level Vir 
tualization”; U.S. patent application Ser. No. (Attor 

Sep. 21, 2006 

ney Docket No. AUS920040556US1) entitled “System and 
Method for Virtual Resource Initialization on a Physical 
Adapter that Supports Virtual Resources”; U.S. patent appli 
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Memory Mapped Input/Output Memory Address for Iden 
tification’: U.S. patent application Ser. No. (Attor 
ney Docket No. AUS920040559US1) entitled “Native Vir 
tualization on a Partially Trusted Adapter Using PCI Host 
Bus, Device, and Function Number for Identification; U.S. 
patent application Ser. No. (Attorney Docket No. 
AUS92004.0560US1) entitled “System and Method for Vir 
tual Adapter Resource Allocation”; U.S. patent application 
Ser. No. (Attorney Docket No. AUS92004.0561US1) 
entitled “System and Method for Providing Quality of 
Service in a Virtual Adapter'; and U.S. patent application 
Ser. No. (Attorney Docket No. AUS92004.0562US1) 
entitled “System and Method for Managing Metrics Table 
Per Virtual Port in a Logically Partitioned Data Processing 
System’’ all of which are hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

0002) 1. Technical Field 
0003. The present invention relates generally to commu 
nication protocols between a host computer and an input/ 
output (I/O) adapter. More specifically, the present invention 
provides an implementation for virtualizing resources in a 
physical I/O adapter. In particular, the present invention 
provides a method, apparatus, and computer instructions for 
efficient and flexible sharing of adapter resources among 
multiple operating system instances. 
0004 2. Description of Related Art 
0005. A partitioned server is one in which platform 
firmware. Such as a hypervisor, manages multiple partitions 
(one operating system (OS) instance in each partition) and 
each partition has allocated resources: processor (processors 
or portion of a processor), memory, and I/O adapters. An 
example of platform firmware used in logical partitioned 
data processing systems is a hypervisor, which is available 
from International Business Machines Corporation. The 
hypervisor mediates data movement between partitions to 
insure that the only data approved by their respective 
owning partitions are involved. 
0006 Existing partitioned servers typically have three 
access control levels: 

0007 (1) Hypervisor level This level is used to subdi 
vide physical server resources (processor, memory and I/O) 
into one or more shared resource groups that are allocated to 
an operating system (OS) instance. This level is referred to 
as privileged, because it is the only level that can perform 
physical resource allocation. 
0008 (2) OS level. Each OS instance created by the 
hypervisor executes at this level. An OS instance may only 
access resources that have been allocated to the OS instance 
at the hypervisor level. Each OS instance is isolated from 
other OS instances through hardware and the resource 
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allocations performed at the hypervisor level. The resources 
allocated to a single OS instance can be further subdivided 
into one or more shared resource groups that are allocated to 
an application instance. 
0009 (3) Application level—Each application instance 
created by the OS executes at this level. An application 
instance can only access resources that have been allocated 
to the application instance at the OS level. Each application 
instance is isolated from other application instances through 
hardware and the resource allocations performed at the OS 
level. 

0010) A problem encountered with using I/O adapters in 
virtualized systems is an inability of the I/O adapter to share 
its resources. Currently, I/O adapters provide a single bus 
space for all memory mapped I/O operations. Currently 
available I/O adapters do not have a mechanism to configure 
multiple address spaces per adapter, where (1) each address 
space is associated to particular access level (hypervisor, 
OS, and application, respectively); and (2) the I/O adapter in 
conjunction with virtual memory manager (VMM) provides 
access isolation between the various OS instances that share 
the I/O adapter, on different access levels. 
0011. Without a direct mechanism for sharing I/O adapt 
ers, OS instances do not share an I/O adapter, or, alterna 
tively, they share an I/O adapter by going through an 
intermediary, such as a hosting partition, hypervisor, or 
special I/O processor. The inability to share an I/O adapter 
between OS instances presents several problems, including 
requiring more I/O slots and adapters per physical server, 
and high performance I/O adapters may not be fully utilized 
by a single OS instance. Sharing an I/O adapter through a 
hosting partition or hypervisor also presents several prob 
lems, the most significant being the additional latency added 
to every I/O operation by going through the intermediary. If 
the intermediary is in the host (e.g., hosting partition or 
hypervisor), then the sharing function takes CPU cycles 
away from the application for each I/O operation. If the 
intermediary is outboard (e.g., I/O processor), then the 
sharing function requires an additional card, thus adding 
cost to the total server solution. 

0012. Therefore, it would be advantageous to have a 
mechanism for the direct sharing of adapter resources 
among multiple OS instances while the adapter enforces 
access level validation to the adapter resources. 

SUMMARY OF THE INVENTION 

0013 The present invention provides a method, system, 
and computer program product for efficient and flexible 
sharing of adapter resources among multiple operating sys 
tem instances. Specifically, the present invention provides a 
mechanism for dynamically allocating virtualized I/O 
adapter resources, without adding complexity to the adapter 
implementation. A hypervisor is used to locate available 
resources in an adapter and allocates an available adapter 
resource to a given partition. The adapter is notified of the 
allocation, and the adapter internal structure is updated to 
reflect the allocation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0014. The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
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itself, however, as well as a preferred mode of use, further 
objectives and advantages thereof, will best be understood 
by reference to the following detailed description of an 
illustrative embodiment when read in conjunction with the 
accompanying drawings, wherein: 
0015 FIG. 1 is a diagram of a distributed computer 
system illustrated in accordance with a preferred embodi 
ment of the present invention; 
0016 FIG. 2 is a functional block diagram of a small host 
processor node in accordance with a preferred embodiment 
of the present invention; 
0017 FIG. 3 is a functional block diagram of a small, 
integrated host processor node in accordance with a pre 
ferred embodiment of the present invention; 
0018 FIG. 4 is a functional block diagram of a large host 
processor node in accordance with a preferred embodiment 
of the present invention; 
0019 FIG. 5 is a diagram illustrating the key elements of 
the parallel Peripheral Computer Interface (PCI) bus proto 
col in accordance with a preferred embodiment of the 
present; 

0020 FIG. 6 is a diagram illustrating the key elements of 
the serial PCI bus protocol in accordance with a preferred 
embodiment of the present; 
0021 FIG. 7 is a diagram illustrating the I/O virtualiza 
tion functions provided in a host processor node in order to 
provide virtual host access isolation in accordance with a 
preferred embodiment of the present invention; 
0022 FIG. 8 is a diagram illustrating the control fields 
used in the PCI bus transaction to identify a virtual adapter 
or system image in accordance with a preferred embodiment 
of the present invention; 
0023 FIG. 9 is a diagram illustrating the adapter 
resources that are virtualized in order to allow: an adapter to 
directly access virtual host resources; allow a virtual host to 
directly access adapter resources; and allow a non-PCI port 
on the adapter to access resources on the adapter or host in 
accordance with a preferred embodiment of the present 
invention; 
0024 FIG. 10 is a diagram illustrating the creation of the 
three access control levels used to manage a PCI family 
adapter that Supports I/O virtualization in accordance with a 
preferred embodiment of the present invention; 
0025 FIG. 11 is a diagram illustrating how host memory 
that is associated with a system image is made available to 
a virtual adapter that is associated with a system image 
through an LPAR manager in accordance with a preferred 
embodiment of the present invention; 
0026 FIG. 12 is a diagram illustrating how a PCI family 
adapter allows an LPAR manager to associate memory in the 
PCI adapter to a system image and its associated virtual 
adapter in accordance with a preferred embodiment of the 
present invention; 
0027 FIG. 13 is a diagram illustrating one of the options 
for determining a virtual adapter is associated with an 
incoming memory address to assure that the functions 
performed by an incoming PCI bus transaction are within 
the scope of the virtual adapter that is associated with the 
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memory address referenced in the incoming PCI bus trans 
action translation in accordance with a preferred embodi 
ment of the present invention; 
0028 FIG. 14 is a diagram illustrating one of the options 
for determining a virtual adapter is associated with a PCI-X 
or PCI-E bus transaction to assure that the functions per 
formed by an incoming PCI bus transaction are within the 
scope of the virtual adapter that is associated with the 
requester bus number, requester device number, and 
requester function number referenced in the incoming PCI 
bus transaction translation in accordance with a preferred 
embodiment of the present invention: 
0029 FIG. 15 is a diagram of an example resource 
allocation in accordance with a preferred embodiment of the 
present invention; 
0030 FIG. 16 is a diagram illustrating the resource 
context of an internal adapter structure in accordance with a 
preferred embodiment of the present invention; 
0031 FIG. 17 is a diagram illustrating a mapping of 
adapter internal structures to the bus adapter space in 
accordance with a preferred embodiment of the present 
invention; 

0032 FIGS. 18A and 18B are diagrams illustrating 
resource context mappings from memory to adapter address 
space according to a preferred embodiment of the present 
invention; 

0033 FIG. 19 is a diagram illustrating I/O address 
decoding in accordance with a preferred embodiment of the 
present invention; and 
0034 FIG. 20 is a flowchart of a process for implement 
ing dynamic resource allocation of a virtualized I/O adapter 
in accordance with a preferred embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

0035. The present invention applies to any general or 
special purpose host that uses PCI family I/O adapter to 
directly attach storage or to attach to a network, where the 
network consists of endnodes, Switches, router and the links 
interconnecting these components. The network links can be 
Fibre Channel, Ethernet, InfiniBand, Advanced Switching 
Interconnect, or a proprietary link that uses proprietary or 
standard protocols. 

0.036 With reference now to the figures and in particular 
with reference to FIG. 1, a diagram of a distributed com 
puter system is illustrated in accordance with a preferred 
embodiment of the present invention. The distributed com 
puter system represented in FIG. 1 takes the form of a 
network, such as network 120, and is provided merely for 
illustrative purposes and the embodiments of the present 
invention described below can be implemented on computer 
systems of numerous other types and configurations. Two 
switches (or routers) are shown inside of network 120– 
switch 116 and switch 140. Switch 116 connects to small 
host node 100 through port 112. Small host node 100 also 
contains a second type of port 104 which connects to a direct 
attached storage Subsystem, such as direct attached storage 
108. 
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0037 Network 120 can also attach large host node 124 
through port 136 which attaches to switch 140. Large host 
node 124 can also contain a second type of port 128, which 
connects to a direct attached storage Subsystem, such as 
direct attached storage 132. 
0038 Network 120 can also attach a small integrated host 
node 144 which is connected to network 120 through port 
148 which attaches to switch 140. Small integrated host 
node 144 can also contain a second type of port 152 which 
connects to a direct attached storage Subsystem, such as 
direct attached storage 156. 
0039 Turning next to FIG. 2, a functional block diagram 
of a small host node is depicted in accordance with a 
preferred embodiment of the present invention. Small host 
node 202 is an example of a host processor node, Such as 
small host node 100 shown in FIG. 1. 

0040. In this example, small host node 202 includes two 
processor I/O hierarchies, such as processor I/O hierarchy 
200 and 203, which are interconnected through link 201. In 
the illustrative example of FIG. 2, processor I/O hierarchy 
200 includes processor chip 207 which includes one or more 
processors and their associated caches. Processor chip 207 is 
connected to memory 212 through link 208. One of the links 
on processor chip, such as link 220, connects to PCI family 
I/O bridge 228. PCI family I/O bridge 228 has one or more 
PCI family (e.g., PCI, PCI-X, PCI-Express, or any future 
generation of PCI) links that is used to connect other PCI 
family I/O bridges or a PCI family I/O adapter, such as PCI 
family adapter 244 and PCI family adapter 245, through a 
PCI link, such as link 232, 236, and 240. PCI family adapter 
245 can also be used to connect a network, Such as network 
264, through a link via either a Switch or router. Such as 
switch or router 260. PCI family adapter 244 can be used to 
connect direct attached storage, such as direct attached 
storage 252, through link 248. Processor I/O hierarchy 203 
may be configured in a manner similar to that shown and 
described with reference to processor I/O hierarchy 200. 
0041) With reference now to FIG. 3, a functional block 
diagram of a small integrated host node is depicted in 
accordance with a preferred embodiment of the present 
invention. Small integrated host node 302 is an example of 
a host processor node, such as Small integrated host node 
144 shown in FIG. 1. 

0042. In this example, small integrated host node 302 
includes two processor I/O hierarchies 300 and 303, which 
are interconnected through link 301. In the illustrative 
example, processor I/O hierarchy 300 includes processor 
chip 304, which is representative of one or more processors 
and associated caches. Processor chip 304 is connected to 
memory 312 through link 308. One of the links on the 
processor chip, such as link 330, connects to a PCI family 
adapter, such as PCI family adapter 345. Processor chip 304 
has one or more PCI family (e.g., PCI, PCI-X, PCI-Express, 
or any future generation of PCI) links that is used to connect 
either PCI family I/O bridges or a PCI family I/O adapter, 
such as PCI family adapter 344 and PCI family adapter 345 
through a PCI link, such as link 316, 330, and 324. PCI 
family adapter 345 can also be used to connect with a 
network, such as network 364, through link 356 via either a 
switch or router, such as switch or router 360. PCI family 
adapter 344 can be used to connect with direct attached 
storage 352 through link 348. 
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0.043 Turning now to FIG. 4, a functional block diagram 
of a large host node is depicted in accordance with a 
preferred embodiment of the present invention. Large host 
node 402 is an example of a host processor node, Such as 
large host node 124 shown in FIG. 1. 
0044) In this example, large host node 402 includes two 
processor I/O hierarchies 400 and 403 interconnected 
through link 401. In the illustrative example of FIG. 4, 
processor I/O hierarchy 400 includes processor chip 404, 
which is representative of one or more processors and 
associated caches. Processor chip 404 is connected to 
memory 412 through link 408. One of the links, such as link 
440, on the processor chip connects to a PCI family I/O hub, 
such as PCI family I/O hub 441. The PCI family I/O hub 
uses a network 442 to attach to a PCI family I/O bridge 448. 
That is, PCI family I/O bridge 448 is connected to switch or 
router 436 through link 432 and switch or router 436 also 
attaches to PCI family I/O hub 441 through link 443. 
Network 442 allows the PCI family I/O hub and PCI family 
I/O bridge to be placed in different packages. PCI family I/O 
bridge 448 has one or more PCI family (e.g., PCI, PCI-X, 
PCI-Express, or any future generation of PCI) links that is 
used to connect with other PCI family I/O bridges or a PCI 
family I/O adapter, such as PCI family adapter 456 and PCI 
family adapter 457 through a PCI link, such as link 444, 446, 
and 452. PCI family adapter 456 can be used to connect 
direct attached storage 476 through link 460. PCI family 
adapter 457 can also be used to connect with network 464 
through link 468 via, for example, either a switch or router 
472. 

0045 Turning next to FIG. 5, illustrations of the phases 
contained in a PCI bus transaction 500 and a PCI-X bus 
transaction 520 are depicted in accordance with a preferred 
embodiment of the present invention. PCI bus transaction 
500 depicts a conventional PCI bus transaction that forms 
the unit of information which is transferred through a PCI 
fabric for conventional PCI. PCI-X bus transaction 520 
depicts the PCI-X bus transaction that forms the unit of 
information which is transferred through a PCI fabric for 
PCI-X. 

0046 PCI bus transaction 500 shows three phases: an 
address phase 508; a data phase 512; and a turnaround cycle 
516. Also depicted is the arbitration for next transfer 504, 
which can occur simultaneously with the address, data, and 
turnaround cycle phases. For PCI, the address contained in 
the address phase is used to route a bus transaction from the 
adapter to the host and from the host to the adapter. 

0047 PCI-X transaction 520 shows five phases: an 
address phase 528; an attribute phase 532; a response phase 
560; a data phase 564; and a turnaround cycle 566. Also 
depicted is the arbitration for next transfer 524 which can 
occur simultaneously with the address, attribute, response, 
data, and turnaround cycle phases. Similar to conventional 
PCI, PCI-X uses the address contained in the address phase 
to route a bus transaction from the adapter to the host and 
from the host to the adapter. However, PCI-X adds the 
attribute phase 532 which contains three fields that define 
the bus transaction requester, namely: requester bus number 
544, requester device number 548, and requester function 
number 552 (collectively referred to herein as a BDF). The 
bus transaction also contains a tag 540 that uniquely iden 
tifies the specific bus transaction in relation to other bus 
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transactions that are outstanding between the requester and 
a responder. The byte count 556 contains a count of the 
number of bytes being sent. 
0048 Turning now to FIG. 6, an illustration of the phases 
contained in a PCI-Express bus transaction is depicted in 
accordance with a preferred embodiment of the present 
invention. PCI-E bus transaction 600 forms the unit of 
information which is transferred through a PCI fabric for 
PCI-E. 

0049 PCI-E bus transaction 600 shows six phases: frame 
phase 608; sequence number 612; header 664; data phase 
668; cyclical redundancy check (CRC) 672; and frame phase 
680. PCI-E header 664 contains a set of fields defined in the 
PCI-Express specification. The requester identifier (ID) field 
628 contains three fields that define the bus transaction 
requester, namely: requester bus number 684, requester 
device number 688, and requester function number 692. The 
PCI-E header also contains tag 652, which uniquely iden 
tifies the specific bus transaction in relation to other bus 
transactions that are outstanding between the requestor and 
a responder. The length field 644 contains a count of the 
number of bytes being sent. 
0050. With reference now to FIG. 7, a functional block 
diagram of a PCI adapter, such as PCI family adapter 736, 
and the firmware and software that run on host hardware 
(e.g. processor with possibly an I/O hub or I/O bridge), such 
as host hardware 700, is depicted in accordance with a 
preferred embodiment of the present invention. 
0051 FIG. 7 also shows a logical partitioning (LPAR) 
manager 708 running on host hardware 700. LPAR manager 
708 may be implemented as a Hypervisor manufactured by 
International Business Machines, Inc. of Armonk, N.Y. 
LPAR manager 708 can run in firmware, software, or a 
combination of the two. LPAR manager 708 hosts two 
system image (SI) partitions, such as system image 712 and 
system image 724 (illustratively designated system image 1 
and system image 2, respectively). The system image par 
titions may be respective operating systems running in 
Software, a special purpose image running in Software. Such 
as a storage block server or storage file server image, or a 
special purpose image running in firmware. Applications can 
run on these system images. Such as applications 716, 720, 
728, and 732 (illustratively designated application 1A, appli 
cation 2, application 1B and application 3). Applications 716 
and 728 are representative of separate instances of a com 
mon application program, and are thus illustratively desig 
nated with respective references of “1A and “1B. In the 
illustrative example, application 716 and 720 run on system 
image 712 and applications 728 and 732 run on system 
image 724. As referred to herein, a virtual host comprises a 
system image. Such as System image 712, or the combination 
of a system image and applications running within the 
system image. Thus, two virtual hosts are depicted in FIG. 
7. 

0.052 PCI family adapter 736 contains a set of physical 
adapter configuration resources 740 and physical adapter 
memory resources 744. The physical adapter configuration 
resources 740 and physical adapter memory resources 744 
contain information describing the number of virtual adapt 
ers that PCI family adapter 736 can support and the physical 
resources allocated to each virtual adapter. As referred to 
herein, a virtual adapter is an allocation of a Subset of 
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physical adapter resources and virtualized resources, such as 
a Subset of physical adapter resources and physical adapter 
memory, that is associated with a logical partition, such as 
system image 712 and applications 716 and 720 running on 
system image 712, as described more fully hereinbelow. 
LPAR manager 708 is provided a physical configuration 
resource interface 738, and physical memory configuration 
interface 742 to read and write into the physical adapter 
configuration resource and memory spaces during the adapt 
er's initial configuration and reconfiguration. Through the 
physical configuration resource interface 738 and physical 
configuration memory interface 742, LPAR manager 708 
creates virtual adapters and assigns physical resources to 
each virtual adapter. LPAR manager 708 may use one of the 
system images, for example a special software or firmware 
partition, as a hosting partition that uses physical configu 
ration resource interface 738 and physical configuration 
memory interface 742 to perform a portion, or even all, of 
the virtual adapter initial configuration and reconfiguration 
functions. 

0053 FIG. 7 shows a configuration of PCI family 
adapter 736 configured with two virtual adapters. A first 
virtual adapter (designated virtual adapter 1) comprises 
virtual adapter resources 748 and virtual adapter memory 
752 that were assigned by LPAR manager 708 and that is 
associated with System image 712 (designated system image 
1). Similarly, a second virtual adapter (designated virtual 
adapter 2) comprises virtual adapter resources 756 and 
virtual adapter memory 760 that were assigned by LPAR 
manager 708 to virtual adapter 2 and that is associated with 
another system image 724 (designated system image 2). For 
an adapter used to connect to a direct attached storage. Such 
as direct attached storage 108, 132, or 156 shown in FIG. 1, 
examples of virtual adapter resources may include: the list of 
the associated physical disks, a list of the associated logical 
unit numbers, and a list of the associated adapter functions 
(e.g., redundant arrays of inexpensive disks (RAID) level). 
For an adapter used to connect to a network, such as network 
120 of FIG. 1, examples of virtual adapter resources may 
include: a list of the associated link level identifiers, a list of 
the associated network level identifiers, a list of the associ 
ated virtual fabric identifiers (e.g. Virtual LAN IDs for 
Ethernet fabrics, N-port IDs for Fibre Channel fabrics, and 
partition keys for InfiniBand fabrics), and a list of the 
associated network layers functions (e.g. network offload 
services). 
0054) After LPAR manager 708 configures the PCI fam 

ily adapter 736, each system image is allowed to only 
communicate with the virtual adapters that were associated 
with that system image by LPAR manager 708. As shown in 
FIG. 7 (by solid lines), system image 712 is allowed to 
directly communicate with virtual adapter resources 748 and 
virtual adapter memory 752 of virtual adapter 1. System 
image 712 is not allowed to directly communicate with 
virtual adapter resources 756 and virtual adapter memory 
760 of virtual adapter 2 as shown in FIG. 7 by dashed lines. 
Similarly, system image 724 is allowed to directly commu 
nicate with virtual adapter resources 756 and virtual adapter 
memory 760 of virtual adapter 2, and is not allowed to 
directly communicate with virtual adapter resources 748 and 
virtual adapter memory 752 of virtual adapter 1. 
0055 With reference now to FIG. 8, a depiction of a 
component, such as a processor, I/O hub, or I/O bridge 800, 
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inside a host node, Such as Small host node 100, large host 
node 124, or small, integrated host node 144 shown in FIG. 
1, that attaches a PCI family adapter, such as PCI family 
adapter 804, through a PCI-X or PCI-E link, such as PCI-X 
or PCI-E Link 808, in accordance with a preferred embodi 
ment of the present invention is shown. 
0056 FIG. 8 shows that when a system image, such as 
system image 712 or 724, or LPAR manager 708 shown in 
FIG. 7 performs a PCI-X or PCI-E bus transaction, such as 
host to adapter PCI-X or PCI-E bus transaction 812, the 
processor, I/O hub, or I/O bridge 800 that connects to the 
PCI-X or PCI-E link 808 which issues the host to adapter 
PCI-X or PCI-E bus transaction 812 fills in the bus number, 
device number, and function number fields in the PCI-X or 
PCI-E bus transaction. The processor, I/O hub, or I/O bridge 
800 has two options for how to fill in these three fields: it can 
either use the same bus number, device number, and function 
number for all software components that use the processor, 
I/O hub, or I/O bridge 800; or it can use a different bus 
number, device number, and function number for each 
software component that uses the processor, I/O hub, or I/O 
bridge 800. The originator or initiator of the transaction may 
be a software component, such as System image 712 or 
system image 724 (or an application running on a system 
image), or LPAR manager 708. 
0057) If the processor, I/O hub, or I/O bridge 800 uses the 
same bus number, device number, and function number for 
all transaction initiators, then when a software component 
initiates a PCI-X or PCI-E bus transaction, such as host to 
adapter PCI-X or PCI-E bus transaction 812, the processor, 
I/O hub, or I/O bridge 800 places the processor, I/O hub, or 
I/O bridge's bus number in the PCI-X or PCI-E bus trans 
actions requester bus number field 820, such as requestor 
bus number 544 field of the PCI-X transaction shown in 
FIG. 5 or requester bus number 684 field of the PCI-E 
transaction shown in FIG. 6. Similarly, the processor, I/O 
hub, or I/O bridge 800 places the processor, I/O hub, or I/O 
bridge's device number in the PCI-X or PCI-E bus transac 
tions requester device number 824 field, such as requester 
device number 548 field shown in FIG. 5 or requester device 
number 688 field shown in FIG. 6. Finally, the processor, 
I/O hub, or I/O bridge 800 places the processor, I/O hub, or 
I/O bridge's function number in the PCI-X or PCI-E bus 
transactions requestor function number 828 field, such as 
requester function number 552 field shown in FIG. 5 or 
requester function number 692 field shown in FIG. 6. The 
processor, I/O hub, or I/O bridge 800 also places in the 
PCI-X or PCI-E bus transaction the physical or virtual 
adapter memory address to which the transaction is targeted 
as shown by adapter resource or address 816 field in FIG. 
8. 

0.058 If the processor, I/O hub, or I/O bridge 800 uses a 
different bus number, device number, and function number 
for each transaction initiator, then the processor, I/O hub, or 
I/O bridge 800 assigns a bus number, device number, and 
function number to the transaction initiator. When a software 
component initiates a PCI-X or PCI-E bus transaction, such 
as host to adapter PCI-X or PCI-E bus transaction 812, the 
processor, I/O hub, or I/O bridge 800 places the software 
components bus number in the PCI-X or PCI-E bus trans 
actions requester bus number 820 field, such as requester 
bus number 544 field shown in FIG. 5 or requester bus 
number 684 field shown in FIG. 6. Similarly, the processor, 
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I/O hub, or I/O bridge 800 places the software components 
device number in the PCI-X or PCI-E bus transactions 
requester device number 824 field, such as requester device 
number 548 field shown in FIG. 5 or requester device 
number 688 field shown in FIG. 6. Finally, the processor, 
I/O hub, or I/O bridge 800 places the software components 
function number in the PCI-X or PCI-E bus transactions 
requestor function number 828 field, such as requestor 
function number 552 field shown in FIG. 5 or requester 
function number 692 field shown in FIG. 6. The processor, 
I/O hub, or I/O bridge 800 also places in the PCI-X or PCI-E 
bus transaction the physical or virtual adapter memory 
address to which the transaction is targeted as shown by 
adapter resource or address field 816 in FIG. 8. 
0059 FIG. 8 also shows that when physical or virtual 
adapter 806 performs PCI-X or PCI-E bus transactions, such 
as adapter to host PCI-X or PCI-E bus transaction 832, the 
PCI family adapter, such as PCI physical family adapter 804, 
that connects to PCI-X or PCI-E link 808 which issues the 
adapter to host PCI-X or PCI-E bus transaction 832 places 
the bus number, device number, and function number asso 
ciated with the physical or virtual adapter that initiated the 
bus transaction in the requester bus number, device number, 
and function number 836, 840, and 844 fields. Notably, to 
support more than one bus or device number, PCI family 
adapter 804 must support one or more internal busses (For 
a PCI-X adapter, see the PCI-X Addendum to the PCI Local 
Bus Specification Revision 1.0 or 1.0a; for a PCI-E adapter 
see PCI-Express Base Specification Revision 1.0 or 1.0a the 
details of which are herein incorporated by reference). To 
perform this function, LPAR manager 708 associates each 
physical or virtual adapter to a software component running 
by assigning a bus number, device number, and function 
number to the physical or virtual adapter. When the physical 
or virtual adapter initiates an adapter to host PCI-X or PCI-E 
bus transaction, PCI family adapter 804 places the physical 
or virtual adapters bus number in the PCI-X or PCI-E bus 
transactions requester bus number 836 field, such as 
requester bus number 544 field shown in FIG. 5 or requestor 
bus number 684 field shown in FIG. 6 (shown in FIG. 8 as 
adapter bus number 836). Similarly, PCI family adapter 804 
places the physical or virtual adapter's device number in the 
PCI-X or PCI-E bus transactions requester device number 
840 field, such as Requestor device Number 548 field shown 
in FIG. 5 or requestor device number 688 field shown in 
FIG. 6 (shown in FIG. 8 as adapter device number 840). 
PCI family adapter 804 places the physical or virtual adapt 
er's function number in the PCI-X or PCI-E bus transac 
tion’s requester function number 844 field, such as requester 
function number 552 field shown in FIG. 5 or requester 
function number 692 field shown in FIG. 6 (shown in FIG. 
8 as adapter function number 844). Finally, PCI family 
adapter 804 also places in the PCI-X or PCI-E bus transac 
tion the memory address of the Software component that is 
associated, and targeted by, the physical or virtual adapter in 
host resource or address 848 field. 

0060. With reference now to FIG. 9, a functional block 
diagram of a PCI adapter with two virtual adapters depicted 
in accordance with a preferred embodiment of the present 
invention is shown. Exemplary PCI family adapter 900 is 
configured with two virtual adapters 916 and 920 (illustra 
tively designated virtual adapter 1 and virtual adapter 2). 
PCI family adapter 900 may contain one (or more) PCI 
family adapter ports (also referred to herein as an upstream 
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port), such as PCI-X or PCI-E adapter port 912 that interface 
with a host system, such as small host node 100, large host 
node 124, or small integrated host node 144 shown in FIG. 
1. PCI family adapter 900 may also contain one (or more) 
device or network ports (also referred to herein as down 
stream ports). Such as physical port 904 and physical port 
908 that interface with a peripheral or network device. 

0061 FIG. 9 also shows the types of resources that can 
be virtualized on a PCI adapter. The resources of PCI family 
adapter 900 that may be virtualized include processing 
queues, address and configuration memory, adapter PCI 
ports, host memory management resources and downstream 
physical ports, such as device or network ports. In the 
illustrative example, virtualized resources of PCI family 
adapter 900 allocated to virtual adapter 916 include, for 
example, processing queues 924, address and configuration 
memory 928, PCI virtual port 936 that is a virtualization of 
adapter PCI port 912, host memory management resources 
984 (such as memory region registration and memory win 
dow binding resources on InfiniBand or iWARP), and virtual 
device or network ports, such as virtual external port 932 
and virtual external port 934 that are virtualizations of 
physical ports 904 and 908. PCI virtual ports and virtual 
device and network ports are also referred to herein simply 
as virtual ports. Similarly, virtualized resources of PCI 
family adapter 900 allocated to virtual adapter 920 include, 
for example, processing queues 940, address and configu 
ration memory 944, PCI virtual port 952 that is a virtual 
ization of adapter PCI port 912, host memory management 
resources 980, and virtual device or network ports, such as 
virtual external port 948 and virtual external port 950 that 
are respectively virtualizations of respective physical ports 
904 and 908. 

0062 Turning next to FIG. 10, a functional block dia 
gram of the access control levels on a PCI family adapter, 
such as PCI family adapter 900 shown in FIG.9, is depicted 
in accordance with a preferred embodiment of the present 
invention. The three levels of access are a Super-privileged 
physical resource allocation level 1000, a privileged virtual 
resource allocation level 1008, and a non-privileged level 
1016. 

0063. The functions performed at the super-privileged 
physical resource allocation level 1000 include but are not 
limited to: PCI family adapter queries, creation, modifica 
tion and deletion of virtual adapters, Submission and 
retrieval of work, reset and recovery of the physical adapter, 
and allocation of physical resources to a virtual adapter 
instance. The PCI family adapter queries are used to deter 
mine, for example, the physical adapter type (e.g. Fibre 
Channel, Ethernet, iSCSI, parallel SCSI), the functions 
Supported on the physical adapter, and the number of virtual 
adapters supported by the PCI family adapter. The LPAR 
manager, such as LPAR manager 708 shown in FIG. 7, 
performs the physical adapter resource management 1004 
functions associated with Super-privileged physical resource 
allocation level 1000. However, the LPAR manager may use 
a system image, for example an I/O hosting partition, to 
perform the physical adapter resource management 1004 
functions. 

0064. The functions performed at the privileged virtual 
resource allocation level 1008 include, for example, virtual 
adapter queries, allocation and initialization of virtual 
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adapter resources, reset and recovery of virtual adapter 
resources, Submission and retrieval of work through virtual 
adapter resources, and, for virtual adapters that Support 
offload services, allocation and assignment of virtual adapter 
resources to a middleware process or thread instance. The 
virtual adapter queries are used to determine: the virtual 
adapter type (e.g. Fibre Channel, Ethernet, iSCSI, parallel 
SCSI) and the functions supported on the virtual adapter. A 
system image, such as System image 712 shown in FIG. 7. 
performs the privileged virtual adapter resource manage 
ment 1012 functions associated with virtual resource allo 
cation level 1008. 

0065. Finally, the functions performed at the non-privi 
leged level 1016 include, for example, query of virtual 
adapter resources that have been assigned to Software run 
ning at the non-privileged level 1016 and submission and 
retrieval of work through virtual adapter resources that have 
been assigned to Software running at the non-privileged 
level 1016. An application, such as application 716 shown in 
FIG. 7, performs the virtual adapter access library 1020 
functions associated with non-privileged level 1016. 

0.066 Turning next to FIG. 11, a functional block dia 
gram of host memory addresses that are made accessible to 
a PCI family adapter is depicted in accordance with a 
preferred embodiment of the present invention. PCI family 
adapter 1101 is an example of PCI family adapter 900 that 
may have virtualized resources as described above in FIG. 
9. 

0067 FIG. 11 depicts four different mechanisms by 
which a LPAR manager 708 can associate host memory to 
a system image and to a virtual adapter. Once host memory 
has been associated with a system image and a virtual 
adapter, the virtual adapter can then perform DMA write and 
read operations directly to the host memory. System images 
1108 and 1116 are examples of system images, such as 
system images 712 and 724 described above with reference 
to FIG. 7, that are respectively associated with virtual 
adapters 1104 and 1112. Virtual adapters 1104 and 1112 are 
examples of virtual adapters, such as virtual adapters 916 
and 920 described above with reference to FIG. 9, that 
comprise respective allocations of virtual adapter resources 
and virtual adapter memory. 

0068 The first exemplary mechanism that LPAR man 
ager 708 can use to associate and make available host 
memory to a system image and to one or more virtual 
adapters is to write into the virtual adapter's resources a 
system image association list 1122. Virtual adapter resources 
1120 contains a list of PCI bus addresses, where each PCI 
bus address in the list is associated by the platform hardware 
to the starting address of a system image (SI) page. Such as 
SI 1 page 11128 through SI 1 page N 1136 allocated to 
system image 1108. Virtual adapter resources 1120 also 
contains the page size, which is equal for all the pages in the 
list. At initial configuration, and during reconfigurations, 
LPAR manager 708 loads system image association list 1122 
into virtual adapter resources 1120. The system image 
association list 1122 defines the set of addresses that virtual 
adapter 1104 can use in DMA write and read operations. 
After the system image association list 1122 has been 
created, virtual adapter 1104 must validate that each DMA 
write or DMA read requested by system image 1108 is 
contained within a page in the system image association list 
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1122. If the DMA write or DMA read requested by system 
image 1108 is contained within a page in the system image 
association list 1122, then virtual adapter 1104 may perform 
the operation. Otherwise virtual adapter 1104 is prohibited 
from performing the operation. Alternatively, the PCI family 
adapter 1101 may use a special, LPAR manager-style virtual 
adapter (rather than virtual adapter 1104) to perform the 
check that determines if a DMA write or DMA read 
requested by System image 1108 is contained within a page 
in the system image association list 1122. In a similar 
manner, virtual adapter 1112 associated with system image 
1116 validates DMA write or read requests submitted by 
system image 1116. Particularly, virtual adapter 1112 pro 
vides validation for DMA read and write requests from 
system image 1116 by determining whether the DMA write 
or read request is in a page in system image association list 
(configured in a manner similarly to system image associa 
tion list 1122) associated with system image pages of system 
image 1116. 

0069. The second mechanism that LPAR manager 708 
can use to associate and make available host memory to a 
system image and to one or more virtual adapters is to write 
a starting page address and page size into System image 
association list 1122 in the virtual adapters resources. For 
example, virtual adapter resources 1120 may contain a 
single PCI bus address that is associated by the platform 
hardware to the starting address of a system image page, 
such as SI 1 Page 11128. System image association list 1122 
in virtual adapter resources 1120 also contains the size of the 
page. At initial configuration, and during reconfigurations, 
LPAR manager 708 loads the page size and starting page 
address into system image association list 1122 into the 
virtual adapter resources 1120. The system image associa 
tion list 1122 defines the set of addresses that virtual adapter 
1104 can use in DMA write and read operations. After the 
system image association list 1122 has been created, virtual 
adapter 1104 validates whether each DMA write or DMA 
read requested by system image 1108 is contained within a 
page in system image association list 1122. If the DMA write 
or DMA read requested by system image 1108 is contained 
within a page in the system image association list 1122, then 
virtual adapter 1104 may perform the operation. Otherwise, 
virtual adapter 1104 is prohibited from performing the 
operation. Alternatively, the PCI family adapter 1101 may 
use a special, LPAR manager-style virtual adapter (rather 
than virtual adapter 1104) to perform the check that deter 
mines if a DMA write or DMA read requested by system 
image 1108 is contained within a page in the system image 
association list 1122. In a similar manner, virtual adapter 
1112 associated with system image 1116 may validate DMA 
write or read requests submitted by system image 1116. 
Particularly, a system image association list similar to sys 
tem image association list 1122 may be associated with 
virtual adapter 1112. The system image association list 
associated with virtual adapter 1112 is loaded with a page 
size and starting page address of a system image page of 
system image 1116 associated with virtual adapter 1112. The 
system image association list associated with virtual adapter 
1112 thus provides a mechanism for validation of DMA read 
and write requests from system image 1116 by determining 
whether the DMA write or read request is in a page in a 
system image association list associated with system image 
pages of system image 1116. 
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0070 The third mechanism that LPAR manager 708 can 
use to associate and make available host memory to a system 
image and to one or more virtual adapters is to write into the 
virtual adapter's resources a system image buffer association 
list 1154. In FIG. 11, virtual adapter resources 1150 contains 
a list of PCI bus address pairs (starting and ending address), 
where each pair of PCI bus addresses in the list is associated 
by the platform hardware to a pair (starting and ending) of 
addresses of a system image buffer, such as SI 2 Buffer 
11166 through SI 2 Buffer N1180 allocated to system image 
1116. At initial configuration, and during reconfigurations, 
LPAR manager 708 loads system image buffer association 
list 1154 into the virtual adapter resources 1150. The system 
image buffer association list 1154 defines the set of 
addresses that virtual adapter 1112 can use in DMA write 
and read operations. After the system image buffer associa 
tion list 1154 has been created, virtual adapter 1112 validates 
whether each DMA write or DMA read requested by system 
image 1116 is contained within a buffer in system image 
buffer association list 1154. If the DMA write or DMA read 
requested by system image 1116 is contained within a buffer 
in the system image buffer association list 1154, then virtual 
adapter 1112 may perform the operation. Otherwise, virtual 
adapter 1112 is prohibited from performing the operation. 
Alternatively, the PCI family adapter 1101 may use a 
special, LPAR manager-style virtual adapter (rather than 
virtual adapter 1112) to perform the check that determines if 
DMA write or DMA read operations requested by system 
image 1116 is contained within a buffer in the system image 
buffer association list 1154. In a similar manner, virtual 
adapter 1104 associated with system image 1108 may vali 
date DMA write or read requests submitted by system image 
1108. Particularly, virtual adapter 1104 provides validation 
for DMA read and write requests from system image 1108 
by determining whether the DMA write or read requested by 
system image 1108 is contained within a buffer in a buffer 
association list that contains PCI bus starting and ending 
address pairs in association with system image buffer start 
ing and ending address pairs of buffers allocated to system 
image 1108 in a manner similar to that described above for 
system image 1116 and virtual adapter 1112. 

0071. The fourth mechanism that LPAR manager 708 can 
use to associate and make available host memory to a system 
image and to one or more virtual adapters is to write into the 
virtual adapter's resources a single starting and ending 
address in system image buffer association list 1154. In this 
implementation, virtual adapter resources 1150 contains a 
single pair of PCI bus starting and ending address that is 
associated by the platform hardware to a pair (starting and 
ending) of addresses associated with a system image buffer, 
such as SI 2 Buffer 11166. At initial configuration, and 
during reconfigurations, LPAR manager 708 loads the start 
ing and ending addresses of SI 2 buffer 11166 into the 
system image buffer association list 1154 in virtual adapter 
resources 1150. The system image buffer association list 
1154 then defines the set of addresses that virtual adapter 
1112 can use in DMA write and read operations. After the 
system image buffer association list 1154 has been created, 
virtual adapter 1112 validates whether each DMA write or 
DMA read requested by system image 1116 is contained 
within the system image buffer association list 1154. If the 
DMA write or DMA read requested by system image 1116 
is contained within system image buffer association list 
1154, then virtual adapter 1112 may perform the operation. 
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Otherwise, virtual adapter 1112 is prohibited from perform 
ing the operation. Alternatively, the PCI family adapter 1101 
may use a virtual adapter 1150) to perform the check that 
determines if DMA write or DMA read requested by system 
image 1116 is contained within a page system image buffer 
association list 1154. In a similar manner, virtual adapter 
1104 associated with system image 1108 may validate DMA 
write or read requests submitted by system image 1108. 
Particularly, virtual adapter 1104 provides validation for 
DMA read and write requests from system image 1108 by 
determining whether the DMA write or read requested by 
system image 1108 is contained within a buffer in a buffer 
association list that contains a single PCI bus starting and 
ending address in association with a system image buffer 
starting and ending address allocated to system image 1108 
in a manner similar to that described above for system image 
1116 and virtual adapter 1112. 

0072 Turning next to FIG. 12, a functional block dia 
gram of a PCI family adapter configured with memory 
addresses that are made accessible to a system image is 
depicted in accordance with a preferred embodiment of the 
present invention. 

0.073 FIG. 12 depicts four different mechanisms by 
which a LPAR manager can associate PCI family adapter 
memory to a virtual adapter, Such as virtual adapter 1204. 
and to a system image. Such as system image 1208. Once 
PCI family adapter memory has been associated to a system 
image and a Virtual adapter, the System image can then 
perform Memory Mapped I/O write and read (i.e., store and 
load) operations directly to the PCI family adapter memory. 

0074. A notable difference between the system image and 
virtual adapter configuration shown in FIG. 11 and FIG. 12 
exists. In the configuration shown in FIG. 11, PCI family 
adapter 1101 only holds a list of host addresses that do not 
have any local memory associated with them. If the PCI 
family adapter Supports flow-through traffic, then data arriv 
ing on an external port can directly flow through the PCI 
family adapter and be transferred, through DMA writes, 
directly into these host addresses. Similarly, if the PCI 
family adapter Supports flow-through traffic, then data from 
these host addresses can directly flow through the PCI 
family adapter and be transferred out of an external port. 
Accordingly, PCI family adapter 1101 shown in FIG. 11 
does not include local adapter memory and thus is unable to 
initiate a DMA operation. On the other hand, PCI family 
adapter 1201 shown in FIG. 12 has local adapter memory 
that is associated with the list of host memory addresses. PCI 
family adapter 1201 can initiate, for example, DMA writes 
from its local memory to the host memory or DMA reads 
from the host memory to its local memory. Similarly, the 
host can initiate, for example, Memory Mapped I/O writes 
from its local memory to the PCI family adapter memory or 
Memory Mapped I/O reads from the PCI family adapter 
memory to the hosts local memory. 

0075. The first and second mechanisms that LPAR man 
ager 708 can use to associate and make available PCI family 
adapter memory to a system image and to a virtual adapter 
is to write into the PCI family adapter's physical adapter 
memory translation table 1290 a page size and the starting 
address of one (first mechanism) or more (second mecha 
nism) pages. In this case all pages have the same size. For 
example, FIG. 12 depicts a set of pages that have been 
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mapped between system image 1208 and virtual adapter 
1204. Particularly, SI 1 Page 11224 through SI 1 Page N 
1242 of system image 1208 are mapped (illustratively 
shown by interconnected arrows) to virtual adapter memory 
pages 1224-1232 of physical adapter 1201 local memory. 
For system image 1208, all associated pages 1224-1242 in 
the list have the same size. At initial configuration, and 
during reconfigurations, LPAR manager 708 loads the PCI 
family adapter's physical adapter memory translation table 
1290 with the page size and the starting address of one or 
more pages. The physical adapter memory translation table 
1290 then defines the set of addresses that virtual adapter 
1204 can use in DMA write and read operations. After 
physical adapter memory translation table 1290 has been 
created, PCI family adapter 1201 (or virtual adapter 1204) 
validates that each DMA write or DMA read requested by 
system image 1208 is contained in the physical adapter 
memory translation table 1290 and is associated with virtual 
adapter 1204. If the DMA write or DMA read requested by 
system image 1208 is contained in the physical adapter 
memory translation table 1290 and is associated with virtual 
adapter 1204, then virtual adapter 1204 may perform the 
operation. Otherwise, virtual adapter 1204 is prohibited 
from performing the operation. The physical adapter 
memory translation table 1290 also defines the set of 
addresses that system image 1208 can use in Memory 
Mapped I/O (MMIO) write and read operations. After physi 
cal adapter memory translation table 1290 has been created, 
PCI family adapter 1201 (or virtual adapter 1204) validates 
whether the Memory Mapped I/O write or read requested by 
system image 1208 is contained in the physical adapter 
memory translation table 1290 and is associated with virtual 
adapter 1204. If the MMIO write or MMIO read requested 
by System image 1208 is contained in the physical adapter 
memory translation table 1290 associated with virtual 
adapter 1204, then virtual adapter 1204 may perform the 
operation. Otherwise virtual adapter 1204 is prohibited from 
performing the operation. It should be understood that in the 
present example, other system images and associated virtual 
adapters, e.g., system image 1216 and virtual adapter 1212, 
are configured in a similar manner for PCI family adapter 
1201 (or virtual adapter 1212) validation of DMA operations 
and MMIO operations requested by system image 1216. 

0.076 The third and fourth mechanisms that LPAR man 
ager 708 can use to associate and make available PCI family 
adapter memory to a system image and to a virtual adapter 
is to write into the PCI family adapter's physical adapter 
memory translation table 1290 one (third mechanism) or 
more (fourth mechanism) buffer starting and ending 
addresses (or starting address and length). In this case, the 
buffers may have different sizes. For example, FIG. 12 
depicts a set of varying sized buffers that have been mapped 
between system image 1216 and virtual adapter 1212. Par 
ticularly, SI 2 Buffer 11244 through SI 2 Buffer N 1248 of 
system image 1216 are mapped to virtual adapter buffers 
1258-1274 of virtual adapter 1212. For system image 1216, 
the buffers in the list have different sizes. At initial configu 
ration, and during reconfigurations, LPAR manager 708 
loads the PCI family adapter's physical adapter memory 
translation table 1290 with the starting and ending address 
(or starting address and length) of one or more pages. The 
physical adapter memory translation table 1290 then defines 
the set of addresses that virtual adapter 1212 can use in 
DMA write and read operations. After physical adapter 
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memory translation table 1290 has been created, PCI family 
adapter 1201 (or virtual adapter 1212) validates that each 
DMA write or DMA read requested by system image 1216 
is contained in the physical adapter memory translation table 
1290 and is associated with virtual adapter 1212. If the DMA 
write or DMA read requested by system image 1216 is 
contained in the physical adapter memory translation table 
1290 and is associated with virtual adapter 1212, then virtual 
adapter 1212 may perform the operation. Otherwise, virtual 
adapter 1212 is prohibited from performing the operation. 
The physical adapter memory translation table 1290 also 
defines the set of addresses that system image 1216 can use 
in Memory Mapped I/O (MMIO) write and read operations. 
After physical adapter memory translation table 1290 has 
been created, PCI family adapter 1201 (or virtual adapter 
1212) validates whether a MMIO write or read requested by 
system image 1216 is contained in the physical adapter 
memory translation table 1290 and is associated with virtual 
adapter 1212. If the MMIO write or MMIO read requested 
by System image 1216 is contained in the physical adapter 
memory translation table 1290 and is associated with virtual 
adapter 1212, then virtual adapter 1212 may perform the 
operation. Otherwise virtual adapter 1212 is prohibited from 
performing the operation. It should be understood that in the 
present example, other system images and associated virtual 
adapters, e.g., system image 1208 and associated virtual 
adapter 1204, are configured in a similar manner for PCI 
family adapter 1201 (or virtual adapter 1204) validation of 
DMA operations and MMIO operations requested by system 
image 1216. 

0077. With reference next to FIG. 13, a functional block 
diagram of a PCI family adapter and a physical address 
memory translation table. Such as a buffer table or a page 
table, is depicted in accordance with a preferred embodiment 
of the present invention. 

0078 FIG. 13 also depicts four mechanisms for how an 
address referenced in an incoming PCI bus transaction 1304 
can be used to look up the virtual adapter resources (includ 
ing the local PCI family adapter memory address that has 
been mapped to the host address). Such as virtual adapter 
resources 1394 or 1398, associated with the memory 
address. 

0079 The first mechanism is to compare the memory 
address of incoming PCI bus transaction 1304 with each row 
of high address cell 1316 and low address cell 1320 in buffer 
table 1390. High address cell 1316 and low address cell 
1320 respectively define an upper and lower address of a 
range of addresses associated with a corresponding virtual or 
physical adapter identified in association cell 1324. If 
incoming PCI bus transaction 1304 has an address that is 
lower than the contents of high address cell 1316 and that is 
higher than the contents of low address cell 1320, then 
incoming PCI bus transaction 1304 is within the high 
address and low address cells that are associated with the 
corresponding virtual adapter identified in association cell 
1324. In such a scenario, the incoming PCI bus transaction 
1304 is allowed to be performed on the matching virtual 
adapter. Alternatively, if incoming PCI bus transaction 1304 
has an address that is not between the contents of high 
address cell 1316 and the contents of low address cell 1320, 
then completion or processing of incoming PCI bus trans 
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action 1304 is prohibited. The second mechanism is to 
simply allow a single entry in buffer table 1390 per virtual 
adapter. 
0080. The third mechanism is to compare the memory 
address of incoming PCI bus transaction 1304 with each row 
of page starting address cell 1322 and with each row of page 
starting address cell 1322 plus the page size in page table 
1392. If incoming PCI bus transaction 1304 has an address 
that is higher than or equal to the contents of page starting 
address cell 1322 and lower than page starting address cell 
1322 plus the page size, then incoming PCI bus transaction 
1304 is within a page that is associated with a virtual adapter. 
Accordingly, incoming PCI bus transaction 1304 is allowed 
to be performed on the matching virtual adapter. Alterna 
tively, if incoming PCI bus transaction 1304 has an address 
that is not within the contents of page starting address cell 
1322 and page starting address cell 1322 plus the page size, 
then completion of incoming PCI bus transaction 1304 is 
prohibited. The fourth mechanism is to simply allow a single 
entry in page table 1392 per virtual adapter. 
0081. With reference next to FIG. 14, a functional block 
diagram of a PCI family adapter and a physical address 
memory translation table. Such as a buffer table, a page table, 
or an indirect local address table, is depicted in accordance 
with a preferred embodiment of the present invention. 
0082 FIG. 14 also depicts several mechanisms for how 
a requester bus number, such as host bus number 1408, a 
requester device number, such as host device number 1412, 
and a requester function number, Such as host function 
number 1416, referenced in incoming PCI bus transaction 
1404 can be used to index into either buffer table 1498, page 
table 1494, or indirect local address table 1464. Buffer table 
1498 is representative of buffer table 1390 shown in FIG. 
13. Page table 1490 is representative of page table 1392 
shown in FIG. 13. Local address table 1464 contains a local 
PCI family adapter memory address that references either a 
buffer table, such as buffer table 1438, or a page table, such 
as page table 1434, that only contains host memory 
addresses that are mapped to the same virtual adapter. 
0083. The requestor bus number, such as hostbus number 
1408, requestor device number, such as host device number 
1412, and requester function number, such as host function 
number 1416, referenced in incoming PCI bus transaction 
1404 provides an additional check beyond the memory 
address mappings that were set up by a host LPAR manager. 
0084. The present invention provides a method, system, 
and computer program product for efficient and flexible 
sharing of adapter resources among multiple operating sys 
tem instances. The mechanism of the present invention 
allows for implementing flexible and dynamic resource 
allocation of virtualized I/O adapters, without adding com 
plexity to the adapter implementation. The present invention 
separates the operation of adapter resource allocation from 
adapter resource management. Adapter resource allocation 
is performed by a hypervisor using a privileged address 
range, and adapter resource initialization is performed by an 
OS using an OS non-privileged address range. This flexible 
and dynamic allocation policy allows the hypervisor to 
perform adapter resource allocation and track allocated 
adapter resources. 
0085 Each adapter has a limited set of adapter resources. 
The variety of resources available depends on the adapter. 
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For example, a Remote Direct Memory Access enabled 
Network Interface Controller (RNIC) I/O adapter providing 
RDMA capabilities has a wide set of different resources, 
such as: Queue Pairs (QP), Completion Queues (CQ), Pro 
tection Blocks (PB), Translation Tables (TT), etc. However, 
the I/O adapter still only supports a limited number of QPs, 
CQS, PBS and size of TT, etc. Since each partition may have 
its own needs (which are not necessarily the same for 
different partitions), it is advantageous to share resources 
according to partition demands rather than sharing all 
adapter resources in an equal manner, where each partition 
receives the same number of QPs, CQ, PBs, and size of TT. 
0086) The mechanism of the present invention also 
allows for sharing this variety of resources between different 
partitions according to the partition demands. Each I/O 
adapter resource is composed from multiple resource fields. 
The present invention provides for differentiating between 
address ranges in the fields, such that each adapter resource 
field may be accessed via a different address range. In 
addition, the access permissions depend on the address 
range through which the adapter resource field has been 
accessed. Example address ranges on the I/O adapter include 
a privileged address range, an OS non-privileged range, and 
an application non-privileged range. These address ranges 
are set to correspond to access levels in the partitioned server 
in the illustrative examples. For example, the privileged 
address range corresponds to the hypervisor access level, an 
OS non-privileged range corresponds to an OS access level. 
and an application non-privileged range corresponds to an 
application access level. 

0087. In particular, the hypervisor uses the privileged 
address range to perform physical resource allocation of 
adapter resources, and each adapter resource is associated 
with a particular partition/OS instance. OS non-privileged 
address range may be used by an operating system instance 
to access the adapter resources and perform initialization/ 
management of those resources. These resources are owned 
by the OS instance and were previously allocated by hyper 
visor and associated with that OS instance. Application 
non-privileged address range may be used by an application 
running in the environment of the operating system instance 
to access the adapter resources owned by that OS instance. 

0088. Each PCI adapter resource associated with a par 
ticular partition/OS instance is located in the same I/O page. 
An I/O page refers to the I/O addressing space, typically in 
4 KB pages, which is mapped by an OS or hypervisor to the 
hypervisor, OS or application address space respectively, 
and then may be accessed by a hypervisor, OS or applica 
tion. By associating the adapter resources in the same I/O 
page with the same partition/OS instance, Virtual Memory 
Manager (VMM) services may be used to protect unautho 
rized access of one OS instance (and applications running in 
that OS environment) to the resources allocated for the other 
OS instance. Access may be controlled by mapping a 
particular I/O page to be owned by particular partition. Such 
mapping allows for restricting access to the I/O address 
space in page granularity, thus allowing access protection. 

0089. Once the adapter resource is allocated by the 
hypervisor for the particular OS instance, this adapter 
resource can remain in possession of the OS instance. The 
OS instance owns the allocated adapter resource and may 
reuse it multiple times. The hypervisor also may reassign an 
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adapter resource by revoking OS ownership of the previ 
ously allocated adapter resource and grant ownership on that 
resource to another OS instance. These adapter resources are 
allocated and revoked on an I/O page basis. 
0090. In addition, an adapter may restrict/differentiate 
access to the adapter resource context fields for the software 
components with different privilege levels. Each resource 
context field has an associated access level, and I/O address 
ranges are used to identify the access level of the software 
that accesses the adapter resource context. Each access level 
(privileged, OS non-privileged and application) has an asso 
ciated address range in adapter I/O space that can be used to 
access adapter resources. For example, fields having a 
privileged access level may be accessed by the I/O transac 
tion initiated through the privileged address range only. 
Fields having an OS non-privileged access level may be 
accessed by the I/O transactions initiated through the privi 
leged and OS non-privileged address ranges. In this manner, 
multiple OS instances may efficiently and flexibly share 
adapter resources, while the adapter enforces access level 
control to the adapter resources. 
0.091 Turning now to FIG. 15, a diagram of an example 
resource allocation in accordance with a preferred embodi 
ment of the present invention is shown. Hypervisor 1502 is 
responsible for the I/O adapter resource allocation/deallo 
cation, as well as the association of the allocated resource 
with a particular partition (OS instance). Once hypervisor 
1502 allocates a resource, this resource is managed by the 
OS instance directly without hypervisor involvement. 
0092. In particular, the left side of FIG. 15 shows the 
steps performed by hypervisor 1502 and adapter 1504 
during the resource allocation sequence. The right side of 
this figure illustrates the result of the resource allocation. 
Hypervisor 1502 is aware of the capabilities of adapter 1504 
(e.g., types of resources and the number of resources). 
Hypervisor 1502 determines how many resources to allocate 
for the given partition, as well as which instances of the 
given resource should be allocated for that partition. Once 
the determination is made, hypervisor 1502 performs the 
adapter resource allocation. 
0093. For example, hypervisor 1502 may keep bitmap 
1506 of all adapter queue pairs QPs with an indication which 
QPs are allocated to which particular partition. When hyper 
visor 1502 wants to allocate a new QP(s) to the given 
partition, the hypervisor first searches for the available (not 
allocated) QPs in bitmap 1506. Hypervisor 1502 may use 
LPAR ID fields 1508 and alloc/free fields 1510 to locate 
available QPs in bitmap 1506. 
0094) Hypervisor 1502 then allocates those QPs for the 
partition by marking the particular LPAR ID field and 
corresponding alloc/free field in bitmap 1506, such as LPAR 
ID field 1512 and alloc/free field 1514, as allocated. Hyper 
visor 1502 then notifies adapter 1504 (or updates the struc 
ture of adapter 1504) to reflect that those QPs were allocated 
for the given partition. Adapter 1504 respectively updates its 
internal structure 1512 to reflect the allocation, as shown by 
allocated resources 1514. The process of deallocation or 
reassignment of adapter resources is similar to the allocation 
process described above. 
0095) Hypervisor 1502 is shown in FIG. 15 as storing the 
bitmap for each type of adapter resources and uses these 
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bitmaps to manage adapter resource allocation. It must be 
noted that use of bitmap 1506 to keep a trace of adapter 
resource allocation is an example, and hypervisor 1502 may 
employ any other means for the tracing of allocated and 
available resources. Additionally, the allocation scheme 
described above does not assume contiguity of the resources 
allocated to one partition. In this manner, the allocation 
described above allows for the simple reassignment of 
resources from one partition to another. 
0096 FIG. 16 is a diagram illustrating the resource 
context of an internal adapter structure in accordance with a 
preferred embodiment of the present invention. Each adapter 
has an associated internal adapter structure, such as internal 
structure 1512 shown in FIG. 15, which includes a resource 
context. The present invention requires that the resource 
context may be accessed by the hypervisor, OS, or applica 
tions only via the IO adapter address space (the portion of 
I/O address space belonging to the adapter) regardless of the 
location of the adapter resource context (that means that 
even if adapter resource is located in the system memory, 
and therefore theoretically can be directly accessed by 
Software, without going through the adapter, we do not allow 
this in the present invention) in the adapter and/or system 
memory. 

0097 As FIG. 16 illustrates, adapter resource context 
1600 is comprised of different fields, such as fields 1602 
1610. In the illustrative example, each field is associated 
with attributes, such as access permission attribute 1612 and 
protection permission attribute 1614, although each field 
may have other attributes as well. The present invention 
employs these protection attributes in the resource context 
structure to identify the protection level of software that may 
access each field. Access permission attribute 1612 identifies 
the allowed type of access to the field, such as write-only 
access to Doorbell field 1602. Access permissions may be, 
for example, read-only, write-only, read-write, and the like. 
Protection permission attribute 1614 identifies the protection 
level of the software that may access the field. 
0098. For example, some of the fields may be accessed 
only by hypervisor 1616 (such as identification of the 
partition which owns the resource), some fields may be 
accessed by OS level software 1618 (such as the TCP source 
port number), or some fields may be accessed directly by 
applications 1620. For example, Doorbell field 1602 may be 
accessed by an application, Such as application 1620, 
through a write-only type access. In addition, it should be 
noted that if a field is allowed to be accessed by OS level 
software, then this field may also be accessed by the 
hypervisor as well. Likewise, if a field is allowed to be 
accessed by an application, then this field may also be 
accessed by the OS and the hypervisor as well. 
0099 Turning now to FIG. 17, a diagram illustrating a 
mapping of adapter internal structures to the bus adapter 
space in accordance with a preferred embodiment of the 
present invention is depicted. This figure shows how vali 
dation of the access and protection permissions is enforced 
by the I/O adapter. I/O adapter 1702 uses the information 
from resource context fields 1602-1610 in FIG. 16 to 
enforce the access and protection permissions. I/O adapter 
1702 contains a dedicated logic which detects and processes 
the access to adapter address space 1704. It must be noted 
that the view of internal adapter structure 1706 via adapter 
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address space 1704 does not necessarily reflect the real 
structure and/or location of the adapter resource context in 
adapter 1702 or system memory. 

0100. In particular, FIG. 17 shows defined mappings 
(address ranges) of adapter resource contexts, such as 
resource context 1600 in FIG. 16, to bus address space (PCI 
address space) 1708. The mechanism of the present inven 
tion employs address mapping to identify the protection 
level (software of different protection level performs access 
using different address ranges). For example, privileged 
address range 1710 (or parts of it) may be mapped to 
hypervisor address space 1712. Non-privileged OS address 
range 1714 (or parts of it) may be mapped to the address 
space of each OS instance 1716. Non-privileged application 
address range 1718 (or parts of it) may be mapped to 
application address space 1720. These three mappings, 
mappings 1710, 1714, and 1718, are defined in a manner to 
permit the access of each resource context from each one of 
the mappings. Mappings 1710, 1714, and 1718 may be 
implemented using PCI base registers of three PCI functions 
of I/O adapter 1702, or using any other method. For 
example, one PCI function may be used to define the 
privileged address range, another to define the OS non 
privileged address range, and the last to define the applica 
tion non-privileged address range 

0101 Mappings 1710, 1714, and 1718 may be accessed 
by software of the certain protection level. For instance, 
privileged address range 1710 is used by hypervisor 1712 to 
update respective fields of the resource context for an 
allocated, deallocated, or reassigned resource. Privileged 
address range 1710 is mapped by hypervisor to the hyper 
visor virtual address space. For example, each adapter 
resource context contains a partition ID field, such as 
partition ID field 1610 in FIG. 16, or any other field that can 
be used to differ resources belonging to one partition from 
resources belonging to another partition. 
0102 Partition ID field 1610 may be updated only by 
hypervisor 1712, and is initialized at resource allocation 
time. Partition ID field 1610 identifies the partition that owns 
this resource, and used by adapter 1702 to prevent unautho 
rized access of the partition resource by another partition. 
I/O adapter 1702 uses the address range validating policy 
described above to prevent change of the partition ID field 
by OS-level code. 
0103 OS address range 1714 is used by OS instance 
1716 to access the resource context of the resource allocated 
for this OS instance. OS address range 1714 is used to 
perform resource initialization and management. OS address 
range 1714 (or more exactly its parts—I/O pages) are 
mapped to the OS virtual space during the resource alloca 
tion process. 

0104. Application address range 1718 is used by appli 
cation 1720 running on a particular OS instance, such as OS 
instance 1716, to directly communicate with I/O adapter 
1702. In this manner, application 1720 may avoid OS 
involvement (context Switch) while sending and receiving 
data (so-called Doorbell ring operations). I/O pages from 
application address range 1718 are mapped to the applica 
tion address space. 
0105 Thus, I/O adapter 1702 uses these address ranges/ 
mappings to identify the protection level of software that 
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accesses adapter internal structures. This information 
together with access and protection attributes associated 
with each resource context field, allows adapter 1702 to 
perform access and protection validation. 
0106 FIGS. 18A and 18B are diagrams illustrating 
resource context mappings from memory to adapter address 
space is depicted according to a preferred embodiment of the 
present invention. FIGS. 18A and 18B show direct map 
pings of the resource context to the adapter address space (to 
each address range), although any mapping may be used to 
implement the present invention. As different OS instances 
(partitions) use the same address range to access resource 
contexts, two conditions should be met to guarantee that one 
partition cannot access a resource context belonging to 
another partition. First, the I/O address space should be 
mapped to the OS/Application address space in units of 
pages (e.g. 4 KB). Consequently, the hypervisor may allow 
I/O mapping of only those I/O pages belonging to the given 
partition. Second, adapter resources which resource contexts 
are located on the same I/O page should belong to the same 
partition. 

0.107. In particular, FIG. 18A illustrates one method in 
which a resource context may be directly mapped to adapter 
address space from memory. FIG. 18A illustrates that a 
resource context may be mapped from memory to adapter 
address space by mapping the resource context when the 
resource contexts are located on the same memory page. For 
example, resource context 1802 in memory page 1804 may 
be mapped to adapter address space. As shown, each 
resource context in memory page 1804 is mapped to adapter 
address space using a separate I/O page belonging to a given 
partition, such as I/O page 1806. 

0108 FIG. 18B illustrates another method in which a 
resource context may be directly mapped to adapter address 
space from memory. As FIG. 18B shows, a resource context 
may be mapped from memory to adapter address space by 
allocating all of the resources whose resource context falls 
on the same I/O page to the same partition. For example, 
resource contexts 1812-1818 in memory page 1820 may be 
mapped to adapter address space using the same I/O page, 
such as I/O page 1822. 

0109) The resource context fields in FIGS. 18A and 18B 
may be accessed using Software that has knowledge of the 
structure of the resource context. 

0110. An alternative embodiment of the present invention 
for mapping the resource context to the adapter range is to 
employ a command-based approach. The command-based 
approach may be used in contrast with the direct mapping 
approach utilized in FIGS. 18A and 18B. This command 
based approach is alternative implementation of the range 
based approach, when it is desirable to hide the internal 
structure of the adapter resources from the accessing soft 
ware that is unaware of the internal structure of adapter 
SOUCS. 

0111. In this illustrative approach, the command structure 
is mapped to the adapter address space using the adapter 
configuration, I/O address space, or memory address space. 
Software, such as a hypervisor, OS, or application, writes the 
command to the command structure. The Software may also 
read the response from the response structure. Access to the 
command structure may be detected by dedicated adapter 



US 2006/0212870 A1 

logic, which in turn may respond to the commands and 
update the resource context fields respectively. 
0112 For example, it is particularly useful to employ the 
command-based approach in a hypervisor implementation. 
Since the hypervisor is responsible for the allocation of 
adapter resources only, it is not necessary that the hypervisor 
be aware of the internal structure of the resource context. 
Rather, the hypervisor just needs to know what types and 
how many resources are supported by the adapter. For 
instance, while performing resource allocation, instead of 
performing a direct update of the resource context (e.g., with 
LPAR ID), the hypervisor may request that the adapter 
allocate a particular instance of the given resource type to 
the particular partition (e.g., QP #17 is allocated to partition 
#5). Consequently, the adapter does not need to look for the 
available QP, since the particular instance of QP is specified 
by the hypervisor, and the hypervisor is not required to be 
aware of the internal structure of the QP context. 
0113. In particular, this command-based approach is 
important in situations where the accessing Software should 
not be aware of the internal structure of the adapter resource. 
For example, this illustrative approach may be used to 
implement the hypervisor-adapter interface. The command 
based interface allows for abstracting the hypervisor code 
from the adapter internal structure and for using the same 
hypervisor code to perform resource allocation for different 
I/O adapters. If the hypervisor is responsible only for 
resource allocation and resource initialization and manage 
ment is performed by the OS, a simple querying and 
allocation protocol may satisfy hypervisor needs. For 
example, the protocol may include querying the resource 
types Supported by the adapter, the amount of each Sup 
ported resource, and the command to allocate/deallocate/ 
reassign a resource number of the specified resource to a 
particular partition number. 
0114 Turning now to FIG. 19, a diagram illustrating I/O 
address decoding is depicted in accordance with a preferred 
embodiment of the present invention. As resource context 
mapping to adapter address space as described in FIGS. 18A 
and 18B is used to access the resource context fields, field 
attributes in the I/O address are used to validate the access 
to the resource context. 

0115) In particular, software may be used to perform a 
memory-mapped input-output (MMIO) write to adapter 
address space 1902. Decoding logic within the adapter uses 
various bits within I/O address 1904 to write to adapter 
address space 1902. For example, decoding logic within 
adapter 1904 may detect an access to adapter address space 
1902 by matching adapter base address (BA) bits 1906 from 
I/O address 1904 and adapter address space 1902. The base 
address is the beginning of the I/O address space that 
belongs to the adapter. The base address is typically aligned 
to the size of the adapter address space to allow easy 
detection/decoding process. 

0116. The adapter decoding logic also finds the referred 
address range (e.g., privileged 1908, OS 1910, or application 
1912) of adapter address space 1902 using AR offs bits 
1914. AR offs is an offset of the particular address range 
inside the adapter address space. Cntx offs bits 1916 may be 
used to locate the resource context, such as resource context 
1918. CntX offs is a resource context offset inside the 
particular adapter address range. The adapter decoding logic 
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also uses field offs bits 1920 as an offset to the field inside 
the resource context, such as field 1922. Field offs is an 
offset of the particular field in the adapter resource context. 
In this manner, the adapter may use the address range type 
and the field attributes to validate access to the resource 
COInteXt. 

0.117 FIG. 20 is a flowchart of a process for implement 
ing dynamic resource allocation of a virtualized I/O adapter 
in accordance with a preferred embodiment of the present 
invention. The flowchart in FIG. 20 is employed to allocate 
the adapter resources. The process begins with the hypervi 
sor identifying which adapter resources are allocated to a 
particular partition (step 2002). When the hypervisor wants 
to allocate a new resource to a given partition, the hypervisor 
searches for available (not allocated) resources (step 2004). 
For example, the hypervisor may search a bitmap for non 
allocated resources. The hypervisor then allocates resources 
for the partition, such as marking them in the bitmap as 
allocated (step 2006). The hypervisor notifies the adapter (or 
updates the structure of the adapter) to reflect that those 
resources were allocated to the given partition (step 2008). 
Consequently, the adapter respectively updates its internal 
structure to reflect the allocation (step 2010). The process of 
deallocation or reassignment of adapter resources is similar 
to the allocation process described above. 

0118. Thus, the present invention provides a method, 
apparatus, and computer instructions for allowing multiple 
OS instances to directly share adapter resources. In particu 
lar, the present invention provides a mechanism for config 
uring multiple address spaces per adapter, where each 
address space is associated to particular access level of the 
partitioned server and the PCI adapter in conjunction with 
virtual memory manager (VMM) provides access isolation 
between the various OS instances sharing the PCI adapter. 
0119) The advantages of the present invention should be 
apparent in view of the detailed description provided above. 
Existing methods of using PCI adapters either do not allow 
for sharing of an adapter's resources or, alternatively, the 
adapter's resources are shared by going through an inter 
mediary, such as a hosting partition, hypervisor, or special 
I/O processor. However, not sharing adapter resources 
requires more PCII/O slots and adapters per physical server, 
and high performance PCI adapters may not be fully utilized 
by a single OS instance. Using an intermediary to facilitate 
PCI adapter sharing adds additional latency to every I/O 
operation. In contrast, the present invention not only reduces 
the amount of time and resources needed when using PCI 
adapters via sharing adapter resources among OS instances, 
but it also allows the adapter to enforce access control to the 
adapter resources. 

0.120. It is important to note that while the present inven 
tion has been described in the context of a fully functioning 
data processing system, those of ordinary skill in the art will 
appreciate that the processes of the present invention are 
capable of being distributed in the form of a computer 
readable medium of instructions and a variety of forms and 
that the present invention applies equally regardless of the 
particular type of signal bearing media actually used to carry 
out the distribution. Examples of computer readable media 
include recordable-type media, Such as a floppy disk, a hard 
disk drive, a RAM, CD-ROMs, DVD-ROMs, and transmis 
Sion-type media, Such as digital and analog communications 
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links, wired or wireless communications links using trans 
mission forms, such as, for example, radio frequency and 
light wave transmissions. The computer readable media may 
take the form of coded formats that are decoded for actual 
use in a particular data processing system. 
0121 The description of the present invention has been 
presented for purposes of illustration and description, and is 
not intended to be exhaustive or limited to the invention in 
the form disclosed. Many modifications and variations will 
be apparent to those of ordinary skill in the art. The 
embodiment was chosen and described in order to best 
explain the principles of the invention, the practical appli 
cation, and to enable others of ordinary skill in the art to 
understand the invention for various embodiments with 
various modifications as are Suited to the particular use 
contemplated. 

What is claimed is: 
1. A method in a logical partitioned data processing 

system for dynamically sharing adapter resources among 
multiple operating system instances, comprising: 

locating available resources in an adapter; 
allocating at least part of the available adapter resources 

to a given partition, wherein a hypervisor is used to 
track allocated adapter resources and perform adapter 
resource allocation; 

notifying the adapter of the adapter resource allocation to 
the given partition; and 

updating an internal structure of the adapter to reflect the 
allocation. 

2. The method of claim 1, further comprising: 
revoking ownership of the allocated adapter resources; 

and 

reallocating the adapter resources to another partition. 
3. The method of claim 1, further comprising: 
initializing the adapter resources, wherein an operating 

system instance is used to initialize the adapter 
SOUCS. 

4. The method of claim 1, wherein an adapter address 
space comprises privileged and non-privileged address 
ranges to allow the adapter to control access to adapter 
resources based on the address ranges. 

5. The method of claim 1, wherein a privileged address 
range corresponds to a hypervisor access level, an operating 
system non-privileged range corresponds to an operating 
system access level, and an application non-privileged range 
corresponds to an application access level. 

6. The method of claim 1, wherein the logical partitioned 
data processing system performs the allocation using a 
privileged address range. 

7. The method of claim 3, wherein the operating system 
instance performs the initialization using an operating sys 
tem non-privileged address range. 

8. The method of claim 1, wherein dynamic sharing of 
adapter resources is performed according to partition 
demands. 

9. The method of claim 1, wherein the internal structure 
of the adapter includes a resource context. 

10. The method of claim 9, wherein each field of the 
resource context includes protection attributes to allow the 
adapter to determine the access level of accessing software. 
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11. The method of claim 1, wherein adapter address 
mapping is used to identify the protection level of accessing 
software. 

12. The method of claim 1, wherein the adapter resources 
are allocated and revoked on an I/O page basis. 

13. A logical partitioned data processing system for 
dynamically sharing adapter resources among multiple oper 
ating system instances, comprising: 

a hypervisor, wherein the hypervisor is used to track 
allocated adapter resources and perform adapter 
resource allocation; and 

an adapter; 
wherein the hypervisor locates available resources in the 

adapter, allocates at least part of the available adapter 
resources to a given partition, and notifies the adapter 
of the adapter resource allocation to the given partition; 
and 

wherein the adapter updates its internal structure to reflect 
the allocation. 

14. The data processing system of claim 13, wherein the 
hypervisor revokes ownership of the allocated adapter 
resource and reallocates the adapter resources to another 
partition. 

15. The data processing system of claim 13, further 
comprising: 

an operating system instance, wherein the operating sys 
tem instance initializes the adapter resources. 

16. A computer program product in a computer readable 
medium for dynamically sharing adapter resources among 
multiple operating system instances, comprising: 

first instructions for locating available resources in an 
adapter; 

second instructions for allocating at least part of the 
available adapter resources to a given partition, 
wherein a hypervisor is used to track allocated adapter 
resources and perform adapter resource allocation; 

third instructions for notifying the adapter of the adapter 
resource allocation to the given partition; and 

fourth instructions for updating an internal structure of the 
adapter to reflect the allocation. 

17. The computer program product of claim 16, further 
comprising: 

fifth instructions for revoking ownership of the allocated 
adapter resources; and 

sixth instructions for reallocating the adapter resources to 
another partition. 

18. The computer program product of claim 16, further 
comprising: 

seventh instructions for initializing the adapter resources, 
wherein an operating system instance is used to initial 
ize the adapter resources. 

19. The computer program product of claim 16, wherein 
an adapter address space comprises privileged and non 
privileged address ranges to allow the adapter to control 
access to adapter resources based on the address ranges. 

20. The computer program product of claim 16, wherein 
the hypervisor performs the allocation using a privileged 
address range. 


