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ABSTRACT 

A system for remotely detecting events with an article, spe 
cifically for detecting when an article is opened. The system 
can involve coupling a communication interface with an 
article. The system can connect to a first network to receive 
configuration details about a second network. 
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SYSTEMS AND METHODS FOR 
FACILITATING LONG-DISTANCE, 
AUTOMATED INTERACTION WITH 

CONSUMABLES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a Continuation-in-Part of U.S. 
patent application Ser. No. 14/639,983 entitled “LONG-DIS 
TANCE, AUTOMATED EVENT DETECTION, which 
claims priority under 35 U.S.C. S 119(e) to U.S. Provisional 
Patent Application No. 61/949,935, entitled “SYSTEMS 
AND METHODS FOR FACILITATING LONG-DIS 
TANCE, AUTOMATED INTERACTION WITH CON 
SUMABLES filed Mar. 7, 2014 and to U.S. Provisional 
Patent Application No. 62/040,966, entitled “SYSTEMS 
AND METHODS FOR FACILITATING LONG-DIS 
TANCE, AUTOMATED INTERACTION WITH CON 
SUMABLES, filed Aug. 22, 2014, all of which are incorpo 
rated by reference herein in their entireties. 

BACKGROUND 

0002 1) Technical Field 
0003. The present technology relates to the field of net 
working and consumer electronics, and more specifically, to 
systems and methods for enabling interactions with consum 
ers and consumer articles, such as a package, via telecommu 
nications networks. 

0004 
0005 Presently, tracking events remotely involves 
humans manually notating that an event occurred. For 
example, a receptionist can sign for a package and the courier 
can send a confirmation to the sender of the package that the 
package was received. However, the Sender never actually 
knows that the package was opened. Likewise, consumer 
goods (e.g. medicine containers, tires, light bulbs, etc.) are 
passive and require a human to report that they need replace 
ment or servicing. More advanced systems and methods are 
required to detect events at remote locations. 

2) Introduction 

SUMMARY 

0006 Additional features and advantages of the disclosure 
will be set forth in the description which follows, and in part 
will be obvious from the description, or can be learned by 
practice of the herein disclosed principles. The features and 
advantages of the disclosure can be realized and obtained by 
means of the instruments and combinations particularly 
pointed out in the appended claims. These and other features 
of the disclosure will become more fully apparent from the 
following description and appended claims, or can be learned 
by the practice of the principles set forth herein. 
0007 Disclosed are systems, methods, and non-transitory 
computer-readable storage media for an event detection sys 
tem connected to an article. The event detection system can 
have a sensor that can detect an interaction event occurring to 
the article. One such interaction event can be the article being 
opened. After the article is opened, the event detection system 
can send data over a wireless network indicating that the 
article has been opened. In some embodiments, the article can 
detect user interaction, for example, the user authorizing pay 
ment of a bill or accepting a special offer to purchase an item. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0008. In order to describe the manner in which the above 
recited and other advantages and features of the disclosure 
can be obtained, a more particular description of the prin 
ciples briefly described above will be rendered by reference to 
specific embodiments thereof which are illustrated in the 
appended drawings. Understanding that these drawings 
depict only exemplary embodiments of the disclosure and are 
not therefore to be considered to be limiting of its scope, the 
principles herein are described and explained with additional 
specificity and detail through the use of the accompanying 
drawings in which: 
0009 FIG. 1 schematically illustrates an event detection 
and remote communications device embedded in an article, in 
accordance with some embodiments of the present technol 
Ogy, 
0010 FIG. 2 illustrates network architecture for remote 
detection and operation of the article, in accordance with 
Some embodiments of the present technology; 
0011 FIG. 3 illustrates network architecture for remote 
detection and operation of the article, in accordance with 
Some embodiments of the present technology; 
0012 FIG. 4 is a flow chart for establishing communica 
tions with the article, in accordance with some embodiments 
of the present technology; 
0013 FIG. 5 is a flow chart for establishing communica 
tions with the article, in accordance with some embodiments 
of the present technology; 
0014 FIG. 6 schematically illustrates coupling between 
icons on an article and one or more event detection systems, 
in accordance with some embodiments of the present tech 
nology: 
0015 FIG. 7 schematically illustrates a device for provid 
ing digital content to a user in lieu of live streaming, in 
accordance with some embodiments of the present technol 
Ogy, 
0016 FIG. 8 is a flow chart for provisioning digital content 
devices, and receiving content from same, in accordance with 
Some embodiments of the present technology; 
0017 FIG. 9 is a flow chart for assigning network identi 
fiers to articles in accordance with some embodiments of the 
present technology; and 
0018 FIG. 10 is a flow chart for obtaining control of an 
article remotely inaccordance with some embodiments of the 
present technology. 

DETAILED DESCRIPTION 

1) Overview 
0019 Various embodiments of the disclosure are dis 
cussed in detail below. While specific implementations are 
discussed, it should be understood that this is done for illus 
tration purposes only. A person skilled in the relevant art will 
recognize that other components and configurations can be 
used without parting from the spirit and scope of the disclo 
SUC. 

0020. The present disclosure addresses the need in the art 
for more advanced approaches for detecting events at remote 
locations. Systems, methods, and computer-readable media 
are disclosed which detect events occurring to an article at a 
remote location. The technology can involve integrating com 
munication interface within an article. The communication 
interface can include memory, a power source, a sensor for 
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detecting an interaction event with the article, a processor 
coupled with the sensor, and a communication interface 
coupled with the processor. The communication interface can 
be associated with one or more telecommunication networks 
(cellular network, mobile virtual network operator network 
(MVNO), pager network, long range radio network, ad-hoc 
event detection network, etc.) and can be associated with one 
or more identifiers such as a network identifier, an article 
identifier, etc. 
0021. When the article is sent to a remote location and the 
sensor detects a trigger event (e.g., opening the article, detect 
ing a threshold luminosity, detecting a threshold pressure) the 
communication interface can send a message over the tele 
communication network that includes the network identifier, 
the article identifier, and location information (e.g., GPS 
coordinates, cell tower location, etc). Various actions can be 
configured to occur in response to the detected event. 
0022. In the following description, for the purposes of 
explanation, numerous specific details are set forth in order to 
provide a thorough understanding of the present technology. 
It will be apparent, however, that the present technology can 
be practiced without these specific details. In other instances, 
well-known structures and devices are shown in block dia 
gram form in order to avoid unnecessarily obscuring the 
present technology. 

2) Physical Description 

0023 FIG. 1 illustrates an event detection system 100 for 
providing event detection data relating to an article over a 
network according to some embodiments of the present tech 
nology. The event detection system 100 can be coupled with 
an article 101. Example articles include articles, envelopes, 
paper, books, magazines, shipping articles, article Wrapping, 
gift wrapping, consumable items, price tags, price labels, 
theft-deterrent devices, inhalers, tires, clothing material, 
clothing tags, clothing labels, computing devices, consumer 
devices (such as an LEDs or other light-emitting fixtures), 
disposables (such as bottles or other containers for food prod 
ucts, liquids, toiletries, or other replenishables/perishables), 
off-the-shelf sensors (such as temperature sensors or light 
sensors), automotive goods (such as tires, batteries, and auto 
parts), or any portable object. 
0024. The event detection system 100 can also include a 
power source 102, a sensor 103, a communication interface 
104, an antenna 106, a microprocessor 108, and memory. The 
event detection system 100 can also include power storage 
112, and an output 110. The components of the event detec 
tion system 100 shown in FIG. 1 and similar components are 
explained in more detail below. 

a) Housing 

0025. In some embodiments, the event detection system 
100 can be housed on a substrate or within one or more 
substrates. The substrates can be attached to or enclosed 
within articles or other consumer articles. The substrates can 
be distinct from the articles and can be integrated within the 
articles. Examples of articles on which the event detection 
system 100 could be attached include paper-based articles 
Such as envelopes, printed materials such as menus, or pack 
aging Such as pizza boxes. A variety of other articles and 
consumer articles can be benefit from the present technology 
and a number of types of articles are mentioned explicitly in 
this disclosure. However, those with ordinary skill in the art 
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having the benefit of this disclosure will readily appreciate 
that a wide variety of articles can be used with the present 
technology. 
0026. In some embodiments, the event detection system 
100 is implemented in one or more integrated circuits, which 
can include silicon-based integrated circuits, and in which the 
event detection system 100 can be attached to the articles via 
an adherent. The event detection system 100 can be enclosed 
within the article. Such as an envelope or pizza box. In some 
embodiments, the electronics comprising the event detection 
system 100 can be deposited, in whole or in part, on the 
medium of the article itself. For instance, the components of 
the event detection system 100 can be instantiated directly on 
a paper-based medium, Such as an envelope or cardboardbox. 
0027. In some embodiments of the present technology, the 
event detection system 100 is substantially visually indistin 
guishable from the medium in which it is embedded or 
attached. For example, when the event detection system 100 
attached to or embedded in a paper envelope, the event detec 
tion system 100 can be visually indistinguishable to viewers 
from the paper of the envelope. It will be understood by those 
skilled in the art that the technology can be practiced on media 
that are durable rather than disposable, and that in alternative 
embodiments of the present technology, the features of the 
present technology described herein are implemented in 
durable materials, Substrates, or other non-disposable media. 
In some embodiments, the event detection system 100 is 
attached to an article that is shippable; shippable meaning an 
item designed to be sent through a delivery service (e.g., an 
envelope, letter, postcard, package). 

b) Power 
0028. As explained above, the event detection system 100 
can include a power source 102. In some embodiments of the 
technology, the power source 102 is an ambient power source, 
which receives and converts energy from the Surrounding 
environment. For example, the ambient power source can be 
a photo-voltaic detector. In other embodiments, the power 
source 102 can obtain energy from radio waves or other 
electromagnetic spectrum. Ambient energy sources can 
include inductive power sources. Such as those powering 
RFID readers. 
0029. Also, some embodiments of the present technology 
can involve using thermal power, Such as from body heat, or 
ambient kinetic energy. Such as from the motion of a user or 
recipient of the article. Alternative forms of ambient energy 
that can be utilized to supply power to the event detection 
system 100 will be apparent to those skilled in the art. Ambi 
ent light can also be used with the power source. 
0030. In some embodiments, the power source 102 can be 
a lightweight battery. Certain some embodiments can utilize 
a capacitor for energy storage. For example, a Supercapacitor 
can be utilized. In some embodiments, the capacitors or bat 
tery can be on a separate Substrate from the event detection 
system; in other embodiments, the capacitor or battery can be 
implemented within the physical medium of the event detec 
tion system, such as in paper on a paper-based article. 
0031. In other embodiments, there is no battery or power 
storage in the event detection system, and all power is 
received through ambient sources. Some embodiments of the 
present technology include power storage 112 that is separate 
from the power source; in Some Such embodiments, the power 
storage 112 collects power from a power source 102 from 
time-to-time, or on a periodic basis. 
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0032. In some embodiments of the present technology, the 
power source 102 is utilized to provide a signal of an event to 
the event detection system 100, as described further in other 
sections of this written description. In some embodiments of 
the present technology, the power Source 102 is charged prior 
to delivery of the event detection system 100, so that the event 
detection system 100 is operable immediately without requir 
ing power from an external source for initial communications 
to be conducted via the communication interface 104. 

c) Communication Interface 

0033. The event detection system 100 can include a com 
munication interface 104. In some embodiments of the 
present technology, the communication interface 104 com 
municates over a long-distance wireless telecommunications 
system. For example, the wireless telecommunications sys 
tem can be a pager network. In some embodiments of the 
present technology, the telecommunications system does not 
require a SIM card or other similar local network identifier to 
be included in the event detection system 100. Also, the 
wireless telecommunications system can be a cellular net 
work, such as a TDMA, CDMA, LTE or GSM network. Other 
alternative wireless telecommunications systems that can be 
utilized with the present technology will be apparent to those 
skilled in the art. Additionally, the communication interface 
104 can communicate overa wireless local area network (e.g., 
802.11 protocol). Other alternative wireless network systems 
that can be utilized with the present technology will be appar 
ent to those skilled in the art. 

0034. In some embodiments, the communication interface 
104 can include systems to communicate within close proX 
imity to other devices, such as Near Field Communications 
(NFC), Bluetooth, or radio frequency identification (RFID) 
systems; other Such systems for proximate communications 
will be apparent to those skilled in the art. The communica 
tion interface 104 can include an antenna 106. In certain some 
embodiments, the antenna 106 can be a strip line antenna; in 
certain some embodiments, the antenna can be printed on the 
same medium as the article. Such as paper. In some embodi 
ments, the communication interface 104 can include a Sub 
scriber Identity Module (SIM) circuit. In some embodiments, 
the antenna 106 provides energy to the power source 102. In 
Some embodiments, the communication interface 104 oper 
ates at the voltages provided by the power source 102. 
0035. In some embodiments of the present technology, the 
communication interface 104 is configured to be relatively 
dormant until the occurrence of an interaction event; at which 
time the communication interface 104 can send a message 
related to the interaction event. For example, the communi 
cation interface 104 can be configured to not periodically 
“ping the communications network until the event. Also, the 
communication interface 104 can be configured so that a 
message stored in memory 114 and only sent by the commu 
nication interface 104 once sufficient power is obtained in the 
power source 102 or power storage 112 to enable delivery of 
the message to the communications server 202 via the tele 
communications system 200. 
0036. In some embodiments of the present technology, at 
the time that article is deployed, bandwidth can be purchased 
from the providers of a telecommunications service, in order 
to allow the article communicate via the telecommunications 
system 200 automatically, for a minimum or perpetual Sub 
Scription period. Alternatively. Such connectivity can be pur 
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chased from the providers of the telecommunications system 
200 in batches, allowing communication from the articles for 
limited periods of time. 
0037. In some embodiments of the present technology, 
one or more event detection systems 100 are utilized as a 
virtual local area network. In some such embodiments, each 
system constitutes a modem that can be attached to, or con 
stitutes part of hardware that would otherwise be connected 
to a local area network, such as a server, laptop computer, 
printer, router, desktop PC, etc. In some Such embodiments, 
all communications amongst Such machines, via a local net 
working protocol, or communications between Such 
machines and the Internet, are conducted through the com 
munication interface 104; in some such embodiments, the 
local communication packets are encapsulated in the commu 
nications via the communication interface 104. 

0038. In some such embodiments, the systems can also be 
coupled via a local mesh or other local network, where such 
local network is utilized solely for communications within 
the nodes on the network, and not for Internet communica 
tions. 

0039. In some embodiments, a local device serves as a 
bridge to the communications and/or operating servers. For 
example, the event detection system 100 can communicate 
via a short-range wireless signal to a device that then retrans 
mits the information to the communications and/or operating 
SWCS. 

d) Processor and Memory 
0040. In some embodiments, the event detection system 
100 includes a processor 108, which is operable under the 
power provided by the power source 102 or power storage 
112. In some embodiments, the processor 108 is a low power 
microcontroller. For example, the processor 108 can consti 
tute an 8-bit processor; however, in other cases, higher-bit 
processors can be utilized. The processor 108 can be operable 
at a power and Voltage that can be supplied by the power 
source 102. In some such embodiments, the processor 108 is 
in communication with Solid State, low-power non-volatile 
memory 114 that can be embedded on the substrate, and that 
is operable at the power and Voltage that can be supplied by 
the power source 102. The non-volatile memory 114 can in 
Some embodiments, be readable, programmable, or read/ 
writeable. Suitable forms of non-volatile memory 114 will be 
apparent to those skilled in the art. In some embodiments of 
the present technology, the digital components of the event 
detection system 100 are coupled over one or more commu 
nications buses; in some such embodiments, such one or more 
communications buses can be embedded in a common Sub 
strate with other components of the event detection system 
1OO. 

e) Outputs 

0041. In some embodiments of the present technology, the 
event detection system 100 includes an output 110 in com 
munication with the processor 108, which can be activated in 
response to commands received from the processor 108. For 
example, the output 110 can be an LED attached to the event 
detection system 100. The LED can be Organic LEDs 
(OLEDs) or quantum dots. In some embodiments, the output 
110 is a motor or other physical actuator. 
0042. In some embodiments, the output 110 can be a 
Small, lightweight display, Such as a liquid crystal display. In 



US 2016/00 19499 A1 

Some such embodiments, the display can be utilized to dis 
play a code. Such as a QR code. In some embodiments, the 
output 110 can be a speaker. In some Such embodiments, the 
speaker can be utilized to issue an audible or inaudible sound 
that identifies the event detection system 100 or article 101. 
0043. In some embodiments, the output 110 can also act as 
sensors 103; in some such embodiments, a speaker 110 can 
also be utilized as a microphone that provides input to the 
sensor 103/110, which translates the analog signal of the 
microphone into a digital signal for the processor 108. Other 
outputs 110 will be apparent to those skilled in the art. In some 
embodiments, the event detection system includes an output 
110, but no sensor 103; in some such embodiments, the output 
110 is responsive to signals received by the processor 108 via 
the communication interface 104. 

f) Sensors 
0044) The sensors 103 that can be present in the event 
detection system 100 can comprise a variety of components 
and forms. As discussed above, the output mechanism can 
double as a sensor (e.g., a speaker as a microphone). Sensors 
103 can also comprise a photo-diode, a humidity sensor, 
accelerometer(s), gyroscope(s), and buttons. In some 
embodiments, the sensors 103 are integrated into the article 
101 so as to not be visible by the user. Various sensors and 
inputs are described herein. 
0045. In some embodiments, the sensor 103 is a sensor 
unit with an integrated processor that is communicatively 
connected to the processor 108. 

3) Network 
0046 FIGS. 2 and 3 illustrate examples of communica 
tions networks used for remote interaction with articles con 
taining event detection systems according to some embodi 
ments of the present technology. 
0047. In some embodiments, the communication interface 
104 can be “loaded with “pre-paid minutes' to permit any 
anticipated communication over its lifetime. For example, if 
the article were a light Source, the light source is provisioned 
prior to delivery to the user with sufficient call-time to 
exchange messages via a wireless telecommunications net 
work for the expected life of the product. 

a) Network Topology 

0048. As shown in FIGS. 2 and 3, multiple articles 299 
containing event detection systems can communicate over 
long-distances over a long-range wireless communications 
system 200. For example, the wireless communications sys 
tem 200 can be a pager network, a cellular network, or other 
wireless communications system, which is communicable 
via a lower power system, as discussed above. In some 
embodiments of the present technology, the wireless commu 
nications system 200 can include two or more wireless net 
works from different telecommunications services providers. 
For example, different telecommunications services provid 
ers and networks can be utilized for communications with the 
article 299 if the article 299 moves in and out of coverage, 
roams between networks, etc. 
0049. In some embodiments, the wireless communica 
tions system 200 can lease existing networkS/radio towers, 
install new towers specific to the system 200, or a combina 
tion of both. 
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0050. In some embodiments, the wireless communica 
tions interface 104 is configured to communicate over a short 
distance to a base station. The base station then transmits the 
data from the wireless communication interface to a commu 
nications server or operating server. This transmission can be 
over the internet or through a direct connection. This can 
enable a hybrid communication system whereby the wireless 
communication interface 104 can communicate via one wire 
less protocol and the base station can communicate via 
another protocol. The base station can connect to a more 
powerful power source for greater range. In some embodi 
ments, the base station appends a base station identifier, 
geolocation data, and reception connection quality to data 
that is communicated to the communications server or oper 
ating server. The base station can actively detect devices that 
are within a communication range. 
0051. In some embodiments, the event detection system 
can connect to an access point over a low bandwidth and low 
power connection. The access point can then route the infor 
mation from the event detection system to the operating 
SeVe. 

b) Communication Server 
0052. In some embodiments of the present technology, an 
article 299 can communicate with one or more communica 
tions servers 202. In some such embodiments the communi 
cations servers 202 are configured to identify one or more 
network/article identifiers via an identification database 204 
coupled locally to the communications servers 202. In some 
embodiments, as depicted in FIG. 3, the identification data 
base 204 is remote from the communications servers 202. 
0053. In some embodiments, the communications servers 
202 include protocol gateways for transforming messages 
received via the wireless communications system 200 to a 
packet based protocol for further distribution over the wide 
area network 208, as described below. 
0054. In some embodiments, the event detection system 
100 sends a “heartbeat' to the communication server to indi 
cate its status. 
0055. In some embodiments of the present technology, the 
identification database 204 maps network identifiers to the 
one or more articles. In some embodiments, the identification 
database also records one or more individuals, through a user 
identifier, associated with an article. In some embodiments, 
other personally identifying information can be included in 
the identification database 204, such as a postal address for 
the user to which an article is sent. Other examples of user or 
article information that can be stored in the identification 
database 204 shall be apparent to those skilled in the art. 
0056. The identification database can bean SQL database, 
a flat file, a CSV, or, distributed file system, etc. In certain 
Some embodiments, the identification database stores records 
in encrypted format. In some such embodiments, the 
encrypted records are only accessible by a user associated 
with the article. In certain some embodiments, the user can 
access the identification database 204 via a web browser or 
other client application 210 in communication with the iden 
tification database 204 via the wide area network 208. In 
some embodiments, the client application 210 can be a 
mobile application that operates on a Smartphone, tablet, or 
other mobile computing device. In some Such embodiments, 
communication between the client 210 and the identification 
database 204 is over a secure protocol, Such as, by way of 
example but not limitation, Secure Socket Layer; other suit 
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able secure protocols will be readily apparent to those skilled 
in the art. In some embodiments, the identification database 
204 and client 210 are configured to allow the user to set up a 
password unique to the user, which is required for operating 
the articles remotely. 

c) Operating Server 
0057 Embodiments of the present technology include one 
or more operating servers 206 for interacting with the articles 
299; such interactions can include monitoring and/or operat 
ing the articles 299. Although it is mentioned that these com 
munications occur with articles 299, such communication 
may be directed at a corresponding event detection system. In 
Some embodiments of the present technology, the operating 
servers 206 are in communication with the communications 
servers 202 via a wide area network 208, such as the Internet. 
Also, communications between the operating servers 206 and 
the articles 299 can be sent over a packet-switched protocol, 
such as or TCP/IP or UDP. In some embodiments, the packet 
switched protocol is IPv4 or IPv6. Other packet-switched 
protocols that can be utilized for communications between 
the articles 299 and the operating services 206 shall be appar 
ent to those skilled in the art. In some embodiments, the one 
or more operating servers 206 are in direct communication 
with the device identification database 204. 
0058 When communications between the operating 
server 206 and the event detection system 100 are held over 
secure communication sessions, such communications will 
not be transparent to the telecommunications services pro 
vider. 

d) Identifiers 
0059. The operating server and communication server 
keeps track of event detection systems, articles, and users by 
means of associated identifiers. 
0060. The identifiers can be distinct. The identifiers can be 
sequentially or randomly allocated. Having relatively large, 
randomly allocated identifiers can help prevent unauthorized 
parties from brute-force guessing a network identifier. 
0061. In certain some embodiments, identifiers can 
include several more bits than necessary to uniquely identify 
the event detection system/article/user, for purposes of Secu 
rity and/or error correction. In some Such embodiments, the 
bits in the identifier are randomized. In some embodiments, a 
plurality of event detection systems 100 on a single article 
include a common string in the network identifier, to indicate 
that such event detection systems 100 belong on a single 
article. In certain some embodiments, the network identifier 
includes error correction, such as forward error correction, 
Hamming codes, or Reed-Solomon codes. Other methods of 
error correction or redundancy that can be applied to the 
network identifiers shall be readily apparent to those skilled in 
the art. In certain some embodiments, the event detection 
system 100 can be communicated with by the operating 
server 206 via email, SMS, Twitter, or other text-based mes 
saging systems. In some embodiments, the event detection 
system 100 is associated with a public key, for encrypting and 
authenticating keys. 

Network Identifiers 

0062 Each individual event detection system 100 can 
have its own network identifier. The network identifier can be 
associated with the communication interface of the event 
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detection system. The network identifiers can include an 
identifier on the telecommunications network, Such as a tele 
phone number. In some embodiments, the one or more net 
work identifiers can include an identifier such as an IP address 
(such as an IPv4 or IPv6 address), a MAC address, or a 
universally unique identifier (UUID). Other examples of net 
work identifiers associated with the articles will be apparent 
to those skilled in the art. 

Article Identifiers 

0063. In some embodiments, an article can have an article 
identifier. An article can be associated with one or more event 
detection systems and thus can be associated with one or more 
network identifiers. For example, an envelope can have two or 
more event detection systems 100, each of which has a dif 
ferent network identifier. Alternatively, the event detection 
systems within the envelope can be assigned the same net 
work identifier. The network identifier can inherit the article 
identifier or vice versa. In some embodiments, the event 
detection systems 100 are authenticated to the communica 
tions server 202 only if all event detection systems 100 on the 
device report the same identifier. 

User Identifiers 

0064. In some embodiments, a user has a user identifier. A 
user identifier can be any data that is associated with the user. 
The user identifier can be unique Such as a username, Social 
security number, email address, etc.; alternatively, the user 
identifier can be descriptive such as a given name, birthday 
etc. Although the term “user' is used, it should be understood 
that “user can refer to any human being that is associated 
with an article. In some embodiments, the “user is not the 
only person interacting with the article. 
0065. In some embodiments, a network/article identifier is 
associated with one party while another party is given access. 
For example, a doctor can access the data generated by an 
event detection system 100 associated with a patient to ensure 
the patient is following a prescribed pill regime. 

e) Associating Identifiers 

0.066 Network, article, and user identifiers can be associ 
ated with each other in a variety of configurations. Example 
methods and systems for associating identifiers are discussed 
below. 

0067. In some embodiments of the present technology, the 
network identifier is loaded on to the communication inter 
face 104 at the time the article is assigned. For example, the 
identifier can be loaded in a SIM circuit in the communication 
interface 104. The telecommunications provider can route 
traffic between the article and the article operating servers 
206 that are operated by or on behalf of the issuer of the 
article, based on the network identifier for the article. 
0068. In some embodiments, the article identification 
database 204 is populated at the time the article is assigned. In 
some embodiments, as depicted in the flowchart in FIG.9, at 
the time of assigning, the article is sent 900 through an auto 
mated process whereby information printed on the article is 
read 902. For example, a reader reads such printed informa 
tion via optical scanning. The printed information can be a 
name of an intended recipient of the article and a delivery 
address for the article. Thereafter, the articles that are 
enclosed in or attached to the article are detected 904. For any 
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article that has not been assigned in an article identification 
database 906, the article is read to see if it has an identifier 
encoded 908. 
0069. If not, an article identifier is selected from a pool of 
available identifiers and loaded onto the article 910. If there is 
an identifier on the article, that article identifier can be 
retrieved 912 and stored in the article identification database 
204 along with a user identifier and the associated name and 
location of the intended article recipient 914. 
0070. In alternative embodiments, as will be apparent to 
those skilled in the art, the steps in the foregoing process can 
be conducted concurrently or in alternative orders. By way of 
example but not limitation, the article can be detected ini 
tially, with the label/delivery address placed on the article 
based on the identifier of the article. In other embodiments, 
the article is not scanned, but the article identifier can be 
known by virtue of an order in which the article was sent 
through the process. In some embodiments, the article can be 
initiated through the process without an identifier for the 
article or an article label, and both can be assigned to the 
article and its applicable article concurrently. Other variants 
will be apparent to those skilled in the art. 
0071. In some embodiments of the present technology, an 
event detection system 100 is assigned prior to delivery of an 
article to the end user. In some such embodiments, a device 
scans an address on the article at the time it is assigned. This 
can include scanning a printed address via optical character 
recognition, Scanning a bar code, QR code, or other Such 
printed code on the article, and/or detection of the event 
detection system 100 via electronic communication, such as, 
by way of example but not limitation, via Near Field Com 
munication. In some Such embodiments, the machines update 
the article identifier database to couple the postal/physical 
delivery address on the article 101 (or other such identifica 
tion of the article 101 as can be printed on the article 101 or 
indicated in the bar code, QR code, or other such code) with 
an article and/or user identifier in an article identifier data 
base. Other mechanisms for correlating printed information 
on the article 101 with article identifiers or other information 
regarding the user or article will be apparent to those skilled 
in the art. In some embodiments, such separate articles can be 
operable to adhere and/or enclose the event detection system 
100 particular positions on an article, for conformance with 
design specifications for the article, or to place articles in 
communication with corresponding icons on the article. 
0072. In some embodiments, when the event detection 
system 100 is created, it is provisioned a network identifier. 
Alternatively, the event detection system 100 can be shipped 
“blank” and can then be provisioned a network identifier 
while with an intermediary. As another alternative, the event 
detection system 100 can be provisioned a network identifier 
upon receipt by the intended user or destination. 
0073. In some embodiments the creator of event detection 
system 100 can assign each event detection system 100 to a 
user upon creation. For example, the creator can provision the 
event detection system 100 with an ID provided by the user. 
Alternatively, the creator can provision a network identifierto 
the event detection system 100 and then associate the user (or 
user identifier) with the network identifier. In some embodi 
ments, after the network identifier is assigned. Such informa 
tion can be programmed or affixed to the event detection 
system 100. 
0074. In some embodiments, an intermediary receives the 
event detection system 100 and then assigns it to a user. In 
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Some embodiments, the intermediary associates an event 
detection system 100 with an article. The intermediary can be 
a store or reseller. A network identifier can be already placed 
in the event detection system 100 and the store, upon sale, can 
associate the network identifier with an end user. 
0075. In some embodiments, the intermediary can repur 
pose event detection system 100s that have been previously 
assigned. Repurposing can entail relabeling, reflashing, or 
otherwise reassigning a network identifier to an event detec 
tion system 100. Repurposing can also include assigning a 
network identifier to a new end user. 
0076 Another example embodiment is a pill container 
being Supplied by a pharmacy. The pharmacy can read the 
network identifier from the event detection system 100 con 
tained within the pill container and then assign that network 
identifier to the patient. This would enable the event detection 
system 100 to monitor the patient’s self-administration of the 
pills and report. 
0077. In some embodiments, this assignment occurs at 
“checkout.” This checkout configuration can happen without 
extra interaction. For example, a system can take the regis 
tration information of the purchaser and associate the net 
work identifier with the user/purchaser. In some embodi 
ments, the configuration can include configuring the article 
with the user's stored WiFi network passwords and/or Blue 
tooth pairings etc. In some embodiments, this checkout pro 
cess can happen automatically or with assistance. For 
example, the user/purchaser can carry the article through a 
purchasing area which could cause the event detection system 
to send a message to a server with the network/article identi 
fier. The server can then receive the network/article identifier 
and associate it with the user identifier that can be within the 
Same message. 
0078. In some embodiments, the receiver/user can make 
the assignment. For example, the user can assign the event 
detection system 100 to themselves by scanning a bar code, 
scanning a QR code, imputing an activation code into a web 
site, etc. This can enable users to transfer ownership and 
association of the event detection system 100 without requir 
ing complicated processes involving a third party. For 
example, if the event detection system 100 were within a 
toaster, there can be a numeric code that is visible on the 
bottom of the toaster that is only visible after removing the 
toaster from the packaging. Thus configured, a transfer of 
ownership would enable a new owner to see the numeric code 
and assign the toaster to the new owner. 
0079. In some embodiments, a network identifier can be 
assigned to another user for a temporary period of time. For 
example, a user can allow a friend to borrow their car for a 
day. Assignment of the event detection system 100 could last 
during the duration specified and then revert back to the 
original user. 
0080. In some embodiments, assignment of network/ar 
ticle identifiers to users can be recorded in a centralized server 
or in a distributed network via a "consensus’ as is done with 
many distributed digital currencies. 
I0081. In some embodiments, the event detection system 
has an identifier that is provided to the user. For example, the 
identifier can be included in packaging for the product. Alter 
natively, the product can be configured to communicate with 
a mobile device of the user via a near field protocol, such as 
NFC, and to be bound by an identifier set by the user. In some 
such embodiments, after receipt 1000 of the article the user 
can enter 1002 the article identifier/credentials included in the 
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article into the client device. The user is then authenticated by 
an article operating server 206 by use of the credentials 1004. 
If the user is authenticated 1006, the user is then granted 
authorization 1008 to control the article, including rights to 
receive data from sensors 103 and control outputs 110. In 
Some embodiments, the user is granted authority to remotely 
monitor and operate the article via the client 210. In some 
embodiments of the present technology, after authentication 
of the user, the user can transfer authority 1010 to operate the 
article to a third party. In some Such embodiments, such 
transfer can be effectuated through a third party login/autho 
rization system (such as, by way of example but not limita 
tion, Facebook Connect; other alternatives will be readily 
apparent to those skilled in the art) and the article identifier 
database 204 is updated with the credentials for the third party 
1012. 

4) Interchange Entities 
0082. The technology can further involve an interchange 
entity receiving the message and recording the occurrence of 
the event at the location it occurred. The interchange entity 
can also provision article identifiers for tracking articles. 
Similarly, the interchange entity can acquire bulk bandwidth 
for communicating over the telecommunication network and 
can provision articles with network identifiers associated 
with a portion of the bandwidth to allow the telecommunica 
tion network to permit messages to be sent to the operating 
SWCS. 

I0083. In some embodiments of the present technology, the 
functions and systems described above can be performed or 
operated, as applicable, by different entities. For example, 
one or more articles including an event detection system can 
be sent by or on behalf of one or more issuers to the end users. 
An issuer can utilize an interchange entity, Such as for 
example, a telecommunications network provider, Mobile 
Virtual Network Operator (MVNO), a legacy network, such 
as a pager communication network, postal service, mail cou 
rier, retailer (storefront or online), delivery service, and the 
like for functions associated with the articles. In some such 
embodiments, the interchange is responsible for operating the 
operation servers 206. In some embodiments, the interchange 
creates, operates and maintains the article identification data 
bases 204. In some embodiments, the interchange is respon 
sible for the procurement of bandwidth from one or more 
telecommunications services providers of the telecommuni 
cations systems 200. e.g., when the communications servers 
are operated by the telecommunications services providers. 
In some embodiments, as depicted in FIG. 2, the article iden 
tifier database 204 is operated by the telecommunications 
services provider. Also, the article identifier database 204 can 
be operated by the interchange, as shown in FIG.3. Identifiers 
for the applicable issuer and interchange can be included in 
the communication interface 104. 
0084. In some embodiments, the interchange utilized for 
an article 101 is responsible for routing communications from 
the article to the appropriate issuers via the network/article 
identifier. In some Such embodiments, upon receiving or 
exchanging messages from or with an article, the interchange 
updates billing records associated with the issuer, or accounts 
payable to the telecommunications services provider. In some 
embodiments, the operation servers 206 can be operated or 
accessed by the issuer, and communications between the 
issuer and the articles are routed by the interchange to the 
appropriate telecommunications services provider by refer 
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ence to the article/network identifiers. In some embodiments, 
an issuer can utilize different interchanges for communica 
tions with different articles or different types of articles. For 
example, an issuer can communicate with articles via differ 
ent interchanges which are selected or determined based upon 
the geographical destination of the article or location of the 
intended user/consumer. Alternatively, interchanges can be 
selected or determined based on the bandwidth required for 
communication with the applicable article, the type of com 
munications to be conducted with the articles, or the applica 
tions supported by the articles. Those with ordinary skill in 
the art having the benefit of this disclosure will readily appre 
ciate that other a wide variety of criteria can be used for 
selection of interchanges. 

5) Trigger Events 

0085. The method 400 also involves the article communi 
cating 404 with the communication server 202 in response to 
the event, e.g., via a telecommunications system. 
I0086. The method 400 involves, upon receipt of commu 
nication from the event detection system containing an iden 
tifier for the article, the communications server checking the 
identifier 406 against a local article identification database 
204 to authenticate the identification of the article, and estab 
lish communication 408 with the article. If the article identi 
fier is not authenticated 410, the communication is dropped. 
For example, if the identifier is not authenticated, such iden 
tifier can be placed on a blacklist in the local article identifi 
cation database 204, so that future communications are not 
received from such article identifier. 

I0087 FIG. 5 illustrates an exemplary method 500 for 
authenticating an article with an article identification data 
base 204 using an operating server 206 according to some 
embodiments of the present technology. In some embodi 
ments, after the triggering event is detected 502 at the article, 
the article establishes communication 504 with the commu 
nications server via the communications network. The com 
munications server then encapsulates one or more identifiers 
received from the article in one or more packet payloads 506. 
The communications server forwards the encapsulated pack 
ets to the operating server via the packet-switched network 
508. In some embodiments, the encapsulated packet is for 
warded to the operating server in an encrypted or secure form. 
In some such embodiments, such communications are con 
ducted using a Secure Socket Layer protocol, and/or by use of 
the IPSec protocol suite; other alternative security protocols 
that can be utilized for communications between the commu 
nications server and the operating server will be apparent to 
those skilled in the art. 

I0088. On receipt, the operating server de-encapsulates the 
article identifier, and authenticates 510 the article identifier 
against the article identifier database. Upon authentication, 
the operating server establishes 512 a session with the article 
(or alternatively, is now configured to accept and exchange 
asynchronous messages with the article) over a packet 
Switched protocol, with Such messages routed to the article 
via the communications server 202 and the telecommunica 
tions network. In some embodiments of the present technol 
ogy, Subsequent communications between an operating 
server 206 and the article are conducted over a secure proto 
col, such as a Secure Socket Layer protocol, IPSec, etc. In 
Some Such embodiments, secure communications sessions 
are established between the article and the device operating 
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server 206, so that such communications are not transparent 
to the communications servers 202. 
0089. In some embodiments of the present technology, 
after the event detection system 100 has been authenticated, 
the occurrence of the event 402 is recorded at one or more 
operation servers 206, and associated with an identifier of the 
article. In some Such embodiments, the operation servers 
receive and records an identifier for the article 101, one or 
more identifiers for the event detection systems 100 on the 
article 101, identifiers for an intended, expected, or authenti 
cated recipient or user of the article 101, the time at which the 
event 402 occurred, a geo-location for the article 101 at the 
time of the event 101.as identified automatically through the 
event detection system 100 (via location parameters deter 
mined from the communications system 200, or, in other 
embodiments, a low-power geo-location system, such as a 
low-power Global Positing System interface, included in the 
event detection system 100), a postal address to which the 
article 101 was sent, purchases or other electronic transac 
tions conducted by interaction with the icons, etc. In some 
embodiments, such information is stored in one or more 
databases, which can be relational databases or other distrib 
uted databases. In some Such embodiments, multiple events 
and corresponding records are stored and identified with an 
individual user or physical address. 
0090. In some embodiments, following authentication of 
an article 511, an interchange can elect to decline facilitation 
of communications between an issuer and the article, based 
on policies. By way of example but not limitation, such a 
policy can be based on a geo-location of the device, or a 
Volume of data intended to be transmitted to the device, etc. 
0091. In some embodiments of the present technology, the 
operating server 206 collects and generates reports and/or 
performs analytics on data received from and about the 
article. In some embodiments, the operating server 206 sends 
commands to the article to operate the article. In some 
embodiments, the reports are delivered by the operating 
server 206 to the client application 210. In some embodi 
ments, the client application 210 can also provide instructions 
to operate the article via the operating server 206. In some 
embodiments, a user of the article can be authenticated and 
authorized to operate the article and/or receive data from the 
article via the client 210. 
0092 FIG. 4 illustrates an example for authenticating 
articles or other articles containing communication interfaces 
according to some embodiments of the present technology. 
The method 400 can involve a communication interface 104 
detecting an event (e.g., interaction event) at an article 402. 
By way of example but not limitation, the event can be an 
initial detection that a threshold of energy has been received 
at the power source 102, or that another event has been 
detected at a sensor 103 separate from the power source 102. 
As a non-limiting example, the power source 102 can be a 
photo-diode, and the processor 108 can be initially configured 
in a sleep state, and Subsequently enclosed or embedded in an 
enclosed article, such as an envelope or cardboard box. The 
processor 108 can be configured to wake when a power source 
102 reaches a certain threshold of energy, such as, by way of 
example but not limitation, a certain luminosity arriving at the 
photo-diode by virtue of the enclosure being opened by an 
end user, or a certain current or Voltage threshold being 
received or produced at the power source 102. 
0093. Alternatively, the event detection system 100 can be 
charged initially with power, and can be configured to peri 
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odically poll one or more ports or sensors 103 in order to 
determine if an event has occurred, such as the breaking of a 
circuit. As an illustrative, non-limiting example, the event 
detection system 100 could be enclosed in an article such as 
an envelope or box, and the event could be the breaking of a 
circuit, for example, when the enclosure is opened. Other 
examples of Such triggering events will be apparent to those 
skilled in the art. 

6) Example Embodiments 
0094. As will be apparent to those skilled in the art, the 
articles described herein can constitute a consumer device, 
such as an LED or other lightbulb or fixture, disposables such 
as bottles or other containers for food products, liquids, toi 
letries, or other replenishables or perishables, off-the-shelf 
sensors such as temperature sensors or light sensors, automo 
tive goods such as tires, batteries, or auto parts; additional 
examples are too numerous to mention, but will be readily 
apparent to those skilled in the art. Certain such media, or 
goods, have states to be monitored by either the user via a 
client 210, or by a vendor or other entity in communication 
with the article and event detection system 100 via an oper 
ating server 206. 
0095. In some embodiments of the present technology, an 
article is monitored automatically and remotely via an oper 
ating server, without requiring provisioning or other manual 
intervention by the user. For example, an article can be a 
medicine bottle that is delivered to a user, whereby an event 
corresponds to detection of an amount of medicine remaining 
in the bottle. By way of illustration, the bottle can be config 
ured Such that multiple measurements, such as weight mea 
surements, or detection of fluid levels, are taken by the event 
detection system 100, in order to determine robustly that an 
amount of medication has fallen below a defined threshold, 
with the multiple measurements taken in order to minimize 
false-positive results. In some embodiments of the present 
technology, a delivery of refills for the medication is dis 
patched to the location of the bottle upon when notification of 
the threshold is received at the operating server, and a deter 
mination is made by the operating server that the result is 
robust and the medicine has definitively fallen below a des 
ignated threshold. For example, the medicine can be an 
inhaler, and the triggering event can be a determination of 
pressure in the inhaler, or detection of a certain gas mixture in 
the inhaler, indicating a need for replenishment. The forego 
ing information can also be correlated and stored with other 
medical records of the applicable users. Other examples of 
such replenishables shall be readily apparent to those skilled 
in the art. 
0096. In some embodiments, the event is an indication that 
a consumable requires replacement. This event can be a 
detection of the state of the article or it can be an interactive 
button whereby a user can indicate the article needs replace 
ment. This can enable a user to purchase an article using the 
event detection system 100. There are many advantages of 
using a dedicated connection (i.e., not a user's WiFi/home 
internet connection). For example, if a user does not want to 
go through the hassle of configuring the event detection sys 
tem 100 to connect to their internet, or if it is important that 
the event detection system works independent of the home 
connection. 
0097. The event detection system 100 can be used in con 
junction with an automobile tire, and a triggering event can 
correspond, for example, to a dramatic pressure drop, and a 
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message is sent by the event detection system 100 to an 
operating server indicating the drop in tire pressure and a 
geolocation of the automobile. In some embodiments of the 
present technology, the power source 102 of the event detec 
tion system 100 is a separate power source from the car 
battery. For example, the power source can derive from heat 
Sources or kinetic sources in the car, or from alternative 
redundant power sources in the car. In some such embodi 
ments, the geolocation of the event detection system is sepa 
rate from geolocation systems in the car or otherwise. For 
example, the geolocation data can be inferred from telecom 
munications networks 200 by which the event detection sys 
tem 100 communicates. In some embodiments of the present 
technology, upon detecting a failure of the tire and receiving 
the geolocation of the automobile, an operating server can 
automatically dispatch service to the location of the event 
detection system 100. As will be apparent to one skilled in the 
art, the present technology can be similarly utilized for event 
detection system 100 included in an automobile battery, 
where the triggering event corresponds to a Voltage indicating 
a battery failure. Other examples will be readily apparent to 
those skilled in the art. 

0098. In an embodiment of the present technology, the 
event detection system 100 is embedded/attached to a mobile 
device. Such as a cellular phone, laptop, tablet, etc. In some 
such embodiments, the event detection system 100 can 
embedded on Such device in a manner that is inconspicuous, 
or that cannot be detached physically from the device without 
destruction/mutilation of the device. In some such examples, 
the event detection system 100 communicates over a wireless 
telecommunications system 200 that is separate from the 
antenna and communication interface of the mobile device. In 
some such embodiments, the event detection system 100 has 
an ambient power source separate from that of the mobile 
device, so that the phone periodically reports its location to 
the operating server 206, separately from the mobile device 
itself, so that its location can continue to be tracked in case the 
mobile device itself is wiped or runs out of power. 
0099. In some embodiments, the event detection system 
100 is attached to consumer good articles at the time of 
production, prior to delivery to stores, as a means of theft 
detection. By way of example but not limitation, the event 
detection system 100 can be attached to a consumer article, 
Such as an article of clothing, at the time of manufacture, and 
provisioned with sufficient bandwidth/“talk-time minutes' 
on a telecommunications network to send its location to the 
operating server 206 for a period of time that is substantially 
longer than the expected sales cycle for the consumer good. 
On initial receipt of a location that is outside of the permitted 
stores to which the consumer good can be delivered, the 
operating server can check a database to determine whether or 
not the article has been sold. If the article has not been sold, a 
theft alert is generated. Alternative data flows for fraud detec 
tion will be apparent to those skilled in the art. In some 
embodiments of the present technology, an article, article, 
and system are also remotely operable, by the user via the 
client 210, or by a third party via an operating server 206, as 
further depicted in the flowchart in FIG. 10 
0100 For example, when the article is an electronic 
device, the user can reduce a luminosity of the device 
remotely via a client. As another example, the article can be a 
thermostat, and the user can obtain authorization to obtain 
data from the thermostat and operate the thermostat remotely 
after authentication using codes on the article that are Sub 
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mitted to the article operating server by the user. Other 
examples/embodiments of Such remote authentication and 
operation of article and articles will be readily apparent to 
those skilled in the art. 

0101. In some embodiments, the article can be wearable 
by a user. By way of example but not limitation, an article can 
constitute a button embedded into clothing or jewelry, 
whereby, by pressing the button, a call is immediately placed 
to an emergency number. In some such embodiments, the user 
can communicate with the emergency responders audibly, 
through a microphone/speaker in communication with the 
event detection system. In some such embodiments, the callis 
placed directly via the cellular network 200. In other embodi 
ments, a call center talks to the emergency responders based 
on data delivered from the article. As depicted in FIG. 6, an 
article 101 can have one or more printed icons/sensors 602, 
604 that are in communication with one or more event detec 
tion systems 100 embedded in the article 101. In some such 
embodiments, an event is triggered by breaking or complet 
ing a circuit by virtue of the user interaction. For example, the 
event detection system 100 can be configured so that, by 
virtue of touching the icon 602, 604, a circuit between the 
power source 102 and the remainder of the event detection 
system 100. In other embodiments, the event detection sys 
tem 100 includes touch detection at the icon 602, 604. In other 
embodiments, the event 402 corresponds to detection of light 
from the opening of an enclosed article. Such as an envelope 
or box. Many alternative embodiments will be apparent to 
those skilled in the art. 

0102 The processor 108 can be configured to operate the 
communication interface 104, in response to events detected 
by the event detection system 100. In some embodiments, the 
power Source 102 also serves as a sensor that detects events 
which are reported to the processor 108. As an illustrative, 
non-limiting example, the processor 108 can be programmed 
to detect when a photo detector acts as a power source 102 in 
the event detection system 100 and receives light at a certain 
luminosity, and can be configured to send a signal via the 
communication interface 104 in response. In alternative 
embodiments, the event detection system 100 includes a sen 
sor 103 that is separate from the power source 102, wherein 
the sensor 103 is in communication with the processor/mi 
croprocessor 108, and the processor/microprocessor 108 is 
operative to poll and respond events detected at the sensor 
103. 

0103) In some embodiments of the present technology, the 
event detection system 100 is utilized to measure and track 
the interaction of the user with an article or article. In some 
Such embodiments, the event 402 is a proxy indicating an 
interaction of the user with the article or article. By way of 
example but not limitation, the event 402 can indicate that the 
user touched an icon on the article 101, such as, by way of 
illustrative example but not limitation, a printed “button” on 
the article 101. In some such embodiments, the articles 101 
and icons 602, 604 include marketing or promotional litera 
ture or materials. Some such embodiments are utilized for 
tracking the responses of users to marketing or advertising 
campaigns. By way of example but not limitation, events 
recorded in some embodiments of the present technology 
include measuring the opening of envelopes or other articles 
in response to their contents; the opening or viewing of 
printed pages (e.g., views of a magazine advertisement); 
recording and measuring customer responses such as pushing 
an icon 602 604, which can be depicted as a “button” or can 
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otherwise indicate that part of an article was touched. In some 
Such embodiments, such data can be used for real-time, or 
asynchronous off-line optimization of marketing campaigns. 
In some embodiments of the present technology, a geo-loca 
tion of the event detection system 100 at the time of the 
customer interaction is determined; in Some such embodi 
ments, such geo-location data is tracked against the databases 
204 to determine whether or not the interaction with the event 
detection system 100 was by the targeted user. Such determi 
nations can be utilized, by way of example but not limitation, 
to determine or enhance the accuracy of success rates in direct 
mail applications. 
0104. In some embodiments, such information can be 
used to determine payments to third parties for marketing/ 
advertising on an article, e.g., paying third parties based upon 
user interactions with the article or transactions conducted via 
the article. Such analytics can also include, by way of 
example but not limitation, determination of success rates for 
direct mail campaigns. In some embodiments, Subsets of the 
articles 101 can be selected to estimate the applicable statis 
tics by Statistical sampling. Other examples of analytics made 
possible by the present technology will be apparent to those 
skilled in the art. 
0105. In some embodiments of the present technology, the 
event detection system 100 is operable to communicate with 
a user via a mobile phone application via a short-range pro 
tocol (e.g., NFC, Bluetooth, etc.). In some such embodi 
ments, the event can correspond to a determination by the 
event detection system 100 that the user's mobile phone is 
within a determined proximity of the event detection system 
100. For example, an event detection system 100 can be 
embedded in an article, whereby the event detection system 
100 triggers an event when the event detection system 100 
detects via the NFC that a device with a specified identifier is 
within a distance threshold of the event detection system 100, 
and the event triggers interaction between the event detection 
system 100 and the mobile device (e.g., communication of a 
message from the event detection system 100 to the mobile 
device via the NFC, for display on the mobile device). 
0106. In some embodiments, an article 101 includes two 
or more components that communicate via an NFC, whereby 
the event detection system 100 is operative to detect from the 
NFC signals when Such two or more components are physi 
cally moved relative to one another. For example, such com 
ponents can be located on opposite pages of a magazine, Such 
that an event can correspond to a page of the magazine being 
turned. Alternatively, one such component can be on a detach 
able part of the article and another component is on a non 
detachable portion, whereby the event detection system 100 
is operative to detect that the applicable portion of the article 
has been detached. Other such implementations of multiple 
short-range radio components within an article will be appar 
ent to those skilled in the art. 

0107. In some embodiments of the present technology, the 
event detection system 100 is utilized to conduct electronic 
commerce transactions via the event detection system 100, 
i.e., the article 101 can constitute a bill or an invoice, e.g., a 
cable bill or a credit card bill. 

0108 For example, an article in the form of a bill for cable 
television can include an event detection system 100 sent to a 
user's home, and can include the icons 602, 604 that indicate 
options to enable a user to select purchases of cable television 
articles, which are indicated by the icons 602 604. Also, the 
article 101 can be a credit cardbill, and the icons 602, 604 can 
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indicate whether or not the user approves or wishes to dispute 
individual payments. In another example, an icon 602, 604 on 
a credit card bill with an event detection system 100 incorpo 
rated therein can be used to indicate whether or not a credit 
card invoice should be deducted from a user's bank account. 
In other embodiments of the present technology, the article 
101 can be an advertisement, for instance, in a publication 
Such as a magazine, which enables the user to purchase adver 
tised items by touching an icon 602, 604. In some such 
embodiments, the user's credit card information is stored on 
or is otherwise accessible by one or more article operating 
servers 206, and purchases are allowed via the icons 602, 604 
after the user has been authenticated. In some such embodi 
ments, communications between the event detection system 
100 and the device operating servers 206 in connection with 
the transaction is conducted via encrypted protocols as 
described above. 

0109 As other examples, the articles 101 can be printed 
take-out/carry-out menus, or containers for food delivery, 
Such as pizza boxes. In some such embodiments, the user can 
purchase an item for delivery via touching a corresponding 
icon 602, 604. In some such embodiments, a delivery service 
is reached via an operating server 206, which receives an 
electronic message (e.g., an email, SMS, Twitter message, or 
other Such electronic communication) from the event detec 
tion system 100 via the Internet. In other embodiments, the 
event detection system 100 places a telephone call to via the 
communications network 200 to the vendor. Some such 
embodiments can include miniature a microphone and/or 
speaker that attached to or part of the event detection system 
100, and is in communication with the processor 108; the 
microphone/speaker will be operable at the energies provided 
by the ambient power source 102, and can be inconspicuous 
in or visually indistinguishable from the article 101. Also, the 
microphone or speaker is used for Vocal communication with 
the vendor via the communications network 200. In some 
Such embodiments, the transactions and fulfillment occur 
only after the postal address to which the article 101 was sent 
has been authenticated against one or more of the geo-loca 
tion data from the event detection system 100 and/oran iden 
tifier for the user or event detection system 100 that has been 
authenticated in accordance with embodiments of the present 
technology. In some examples, the purchased item is deliv 
ered in response to event, to the authenticated/validated 
physical/postal address of the article 101. 
0110 Embodiments of the present technology support 
one-way, two-way, or multi-party Vocal messages. In some 
embodiments of the present technology, the user can click on 
an icon 602, 604, or activate another event via the article, in 
order to sendan audio message to a pre-determined recipient. 
For example, the recipient can be a vendor or a customer 
service representative. In some embodiments of the present 
technology, following occurrence of the event, and provided 
that sufficient power is available from the power source 102. 
a message is recorded from the user via the microphone on the 
article 101. In some embodiments, this message is stored at 
the microprocessor 108 and/or communications processor 
104 until there is sufficient power from the power source 102 
to send the message via the communications system 200. In 
Some embodiments, the message is sent via the telecommu 
nications system 200 automatically after recording. 
0111. In some embodiments, the event establishes direct 
communication with the recipient via the communications 
network 200 in real-time, without intermediate storage. In 
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Some embodiments, the message from the user is forwarded 
to the recipient as an electronic message, such as an email, 
SMS, Twitter message, or other similar asynchronous elec 
tronic message. In some embodiments, the message is for 
warded telephonically. In some embodiments, the communi 
cation interface 104 in each of several articles 101 sent to 
different recipients can be pre-loaded with a call-in number of 
other identifier for a conference call, so that the recipients can 
establish and/or join the conference call via the telecommu 
nications network 200 by clicking on the icon 602, 604 or 
through another event at the article. In some embodiments of 
the present technology, prior to delivery of the article to the 
end user, charges for expected use of the telecommunications 
network 200 by the event detection system 100 have been 
pre-paid. 
0112. In some embodiments of the present technology, an 
article is mailed to the user and the user is informed (via text 
on the article) that an event triggered by the user will indicate 
an assent by the user to a transaction. By way of illustrative 
example but not limitation, the text can state that the user will 
be charged for or will otherwise reimburse the postage or 
other delivery costs for the delivery of the article 101 to the 
user in the event of the user opening of the article, touching a 
corresponding icon 602, 604, etc. In some embodiments of 
the present technology, a message indicating that the user has 
assented to the charge is sent by the event detection system 
100 to the operating server 206, and the user is then charged 
separately. In other embodiments, upon the occurrence of the 
event, the user is automatically charged for the reimburse 
ment, for example, by a charge to a credit/debit card or other 
on-line account that is previously stored for the user for 
access by the operating server 206. 
0113. In some embodiments of the present technology, an 
article is physically mailed with pre-paid postal or delivery 
charges for return of the article to the sender. In some Such 
embodiments, an article identifier for the event detection 
system 100 can be reutilized for the individual user to whom 
the article was sent, for use in Subsequent deliveries to that 
user. Alternatively, following return of the original article or 
article, the article identifier can be decommissioned for the 
original user, and can be returned to a pool of available article 
identifiers. 

0114. In some embodiments, the user can indicate, via 
interaction with an icon 602 604 or other event, that they are 
to receive a financial credit or reward on return of the article 
or article. 

0115. In some embodiments, the user can indicate, via the 
icon 602 604 or other event at the article, that the article is to 
be collected, and a messenger can be dispatched to the user's 
location or postal address to collect the article 101 in 
response. Other variants for arranging return of an article via 
the event detection system 100 will be apparent to those 
skilled in the art. 
0116 Embodiments of the present technology comprise a 
storage device that includes a high-speed wireless cellular 
connection, whereby the storage device is preloaded with 
user content, and the device is configured to release the user 
content by way of the cellular connection. Such embodiments 
are depicted schematically in FIG. 7. In some embodiments 
of the present technology, the device 700 can be in a small 
form factor, such as a key fob or memory stick; other suitable 
form factors will be apparent to those skilled in the art. The 
device 700 includes one or more high capacity storage media 
702, such as, by way of example but not limitation, flash 
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memory. Some embodiments of the present technology 
include a port 704, which can be utilized for receiving power 
for the device 700, and/or for transfer of the content resident 
in the storage media 702 to another device; by way of example 
but not limitation, the port can be a USB port. The device 
further includes a cellular communication interface 706. The 
cellular communication interface 706 can, by way of example 
but not limitation, be a 4G system, such as LTE or Mobile 
WiMax; other alternatives will be apparent to those skilled in 
the art. 

0117. In some embodiments of the present technology, the 
device 700 is configured to release content to an individual 
user, by virtue of one or more user identifiers associated with 
the user. In some embodiments of the present technology, a 
user can have content released from the device 700 by provi 
sioning the applicable identifier to the device 700. An 
example of the provisioning and utilization of the device 700 
in accordance with such embodiments is depicted in FIG. 8. 
At the time of configuration, the device is loaded with one or 
more pieces of content 800. Such content can be, by way of 
example but not limitation, movies or other video, Songs, 
books, Software, or other digital content that is generally 
streamed to an end user; other Such content which can be 
delivered to a user by use of the device 700 will be readily 
apparent to those skilled in the art. As will be apparent to those 
skilled in the art, remote authentication steps described herein 
can alternatively be conducted locally on the device 700. 
0118. In some embodiments, each such piece of content is 
associated with an identifier that is unique to the user, the 
content, and/or the device 802, i.e. public keys. The device, 
content, and user identifiers are stored in a database 804. The 
device is then physically shipped to the user 806, associated 
with a user at the time of purchase or delivery of the device 
700 to the user, etc. In some embodiments, the association, or 
binding, of the identifiers with the device can be conducted 
via an application running on a user's Smartphone, whereby 
the instance of the application on the user has previously been 
authenticated. In alternative embodiments, such association/ 
binding of the identifiers with the device 700 occurs at the 
point of sale, via a point of sale device in communication with 
the database 204 via the Internet 208. 

0119 Following receipt of the device by the user 808, the 
user can unlock the content on the device by providing the key 
for the applicable content to the device 810. In some embodi 
ments of the present technology, the key is automatically 
provided to the device 700 by another device; by way of 
illustration but not limitation, the ID can be provided by a 
television in communication with the device via the port 704 
or the communication interface 706. The key is sent by the 
device to a central server via the telecommunications system 
812. The key is authenticated by a central server 814, and 
upon authentication, the central server grants a permission to 
the device 700 to release the applicable content to the user 
816. In some embodiments of the present technology, con 
tents are continually updated to the device by the central 
servers via the cellular system 706, for potential later retrieval 
by a user. In alternative embodiments, the communication 
interface 706 can be a low-bandwidth cellular communica 
tions system; in some such embodiments, the communica 
tions interface is not utilized to update content to the device. 
I0120 In certain some embodiments, the devices are physi 
cally returned by the user to receive new content, whether 
loaded on the same device 700 or sent to the user in a new 
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device 700. Embodiments of the present technology include 
additional security measures for accessing or releasing con 
tent from a device 700. 

0121. In some embodiments of the present technology, in 
addition to authentication of the user? device? content identifi 
ers, the geo-location of the device is determined, and the 
content is only released if the geo-location is approved for 
Such device/content. In some embodiments of the present 
technology, such geolocation authentication is conducted at 
the remote database 204; in alternative embodiments, the 
geo-location authentication is performed locally on the 
device 700. In some embodiments, the geo-location is per 
formed using telecommunications system on the device 700. 
In alternative embodiments, the geo-location or alternative 
authentication utilizes short-range radio communications to a 
user's mobile device; examples of short-range radio protocols 
that can be used for Such location include, by way of example 
but not limitation NFC, Bluetooth, RFIDs, beacons; etc. In 
other embodiments, the Supplemental security measure can 
include biometric identification of the user by the device 700. 
0122 Embodiments of the present technology utilize the 
information collected from a user via an article 101 to per 
Sonalize on-line, Internet and mobile-based content to Such 
user, Such customization can be conducted off-line or in 
real-time with the data received via the article 101. For 
example an online identifier of the user which identifies the 
user's activities on the World Wide Web or elsewhere on the 
Internet (such as a persistent identifier stored in a cookie, 
login usernames for on-line services, mobile phone numbers, 
or other such on-line identifiers as will be apparent to those 
skilled in the art) can be correlated with identification of the 
article in the device identification database 204. Web-based 
content can be customized for the user based on the data 
recorded about such user from a triggering event and their 
other interaction with the event detection system 100. By way 
of example but not limitation, advertisements or other web 
based or mobile content can be selected or customized for the 
user based on magazine contents that have been viewed by the 
user, as detected by the event detection system 100 and 
reported to the operating server 206. 
0123. Alternatively, emails, texts, Twitter messages, or 
other Such electronic messages can be sent to a user based on 
their interaction with the article or article, as detected and 
communicated by the event detection system 100. By way of 
example but not limitation, a user can be sentathank you note 
following interaction with the event detection system 100. 
The article 101 can also be used by the end user (actively or 
passively) to update other records and workflows. By way of 
example but not limitation, health or insurance records of a 
user could be updated by way of the users interaction with 
the event detection system 100. 
0.124. In some embodiments of the present technology, 
analytics can be conducted on data sets contained in the 
database 204 which combine data from the users’ on-line 
activities (e.g., their Web usage) with data regarding Such 
users interactions with article or articles. For example, the 
fees charged to advertisers can be based upon delivery or 
response to Web or mobile based ads served to users as well 
as response rates from Such users to paper-based advertising, 
as the latter is detected and reported by the event detection 
system 100. Other examples of integration offeedback of the 
event detection system 100 with user interactions via separate 
electronic media will be apparent to those skilled in the art. 
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0.125. In some embodiments of the present technology, the 
output 110 can be coupled to sensors 103 such as a camera 
that is operable at the power provided by the supply 102. In 
some such embodiments, the event detection system 100 is 
operable to take a picture of the user via the camera 103 when 
the user opens the article, and then transmit the picture over a 
wireless network 200. In some such embodiments, the picture 
is at a low-resolution, transmittable over low-baud rate net 
works. In some embodiments, the picture can be utilized to 
authenticate the user, or provide proof that the individual 
opened the article. For example, for confirmation of service of 
process. Other uses and variants of Such a camera will be 
readily apparent to those skilled in the art. 
0.126 Some embodiments of the present technology 
include mechanisms for wirelessly detecting the presence of 
an article in the vicinity of the detection mechanism, in order 
to detect the presence of Such a mechanism. In some Such 
embodiments, the wireless detector checks for signature 
wireless transmissions in the vicinity that confirm the pres 
ence of an article or article. Such detection can be used by an 
individual to elect to dispose or destroy an article or article, or 
to open an article in an area that cannot transmit wireless 
signals (e.g., a Faraday cage). 
I0127. In some embodiments of the present technology 
include an application programming interface (API) that 
allow interactions with the event detection system 100 to be 
programmed or re-programmed. By way of example but not 
limitation, the API can allow the interactions from icons 602 
604 to be programmed or reprogrammed, and result in differ 
ent workflows. For example, the API can be utilized to pro 
gram the event detection system 100 such that differing 
sequences of interactions with the icons 602, 604 result in 
different workflows being determined by the device operating 
servers 206. As another illustrative example, the icons 602, 
604 can have the visual effect of numbers on a keypad, and the 
API can be utilized in a first instance to allow the entry of 
certain numbers to lock or unlock a remote device that is in 
communication with the operating servers 206; the API can 
Subsequently utilized in an alternative program/instruction 
set that can be uploaded to the event detection system 100 via 
the telecommunications network 200, whereby the revised 
instructions allow the user to operate an alternative device via 
the telecommunications network 200. Many other examples 
of work flows that can be programmed by use of the API in 
accordance with the present technology will be readily appar 
ent to those skilled in the art. 
I0128. Although a variety of examples and other informa 
tion was used to explain aspects within the scope of the 
appended claims, no limitation of the claims should be 
implied based on particular features or arrangements in Such 
examples, as one of ordinary skill would be able to use these 
examples to derive a wide variety of implementations. Fur 
ther and although some subject matter can have been 
described in language specific to examples of structural fea 
tures and/or method steps, it is to be understood that the 
Subject matter defined in the appended claims is not neces 
sarily limited to these described features or acts. For example, 
such functionality can be distributed differently or performed 
in components other than those identified herein. Rather, the 
described features and steps are disclosed as examples of 
components of systems and methods within the scope of the 
appended claims. 
I0129. The various embodiments described above are pro 
vided by way of illustration only and should not be construed 
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to limit the scope of the disclosure. Those skilled in the art 
will readily recognize various modifications and changes that 
can be made to the principles described herein without fol 
lowing the example embodiments and applications illustrated 
and described herein, and without departing from the spirit 
and scope of the disclosure. 
We claim: 
1. A system for remotely detecting interactions with a 

deliverable article comprising: 
a deliverable article; and 

a communications system coupled to the article com 
prising: 
a first sensor configured to detect at least one interac 

tion event occurring to the article, wherein the at 
least one interaction event comprises the article 
being opened; 

a wireless communication interface; 
memory; and 
a processor configured to: 

transmit, using the wireless communications inter 
face, interaction data from related to the at least 
one interaction event representing that the first 
sensor has detected the article being opened. 

2. The system of claim 1, wherein the first sensor is a sensor 
that detects light when the package is opened. 

3. The system of claim 1, wherein the at least one interac 
tion event further comprises detecting movement of one sheet 
of paper relative to a second sheet of paper, wherein the first 
and second sheets of paper are part of the same bound volume. 

4. The system of claim 1, wherein the at least one interac 
tion event further comprises a sheet of paper being removed 
from an envelope. 

5. The system of claim 1, wherein the communications 
system further comprises a camera, wherein the processor is 
further configured to: 

capture, using the camera, an image of the person who 
opened the article. 

6. The system of claim 6 wherein the processor is further 
configured to: 

transmit the image using the wireless communications 
interface. 

7. The system of claim 1, wherein the processor is further 
configured to: 

determine the location of the article based on an attribute of 
a wireless network detected by the wireless communi 
cation interface. 

8. The system of claim 1, wherein the article further com 
prises a speaker and wherein the processor is further config 
ured to: 

determine the identity of a person associated with the at 
least one interaction event; 

Select an audio recording associated with the identified 
person; and 

play the audio recording through the speaker. 
9. The system of claim 1, wherein the article refers to a bill 

and wherein the communications system further comprises a 
second sensor configured to detect authorization to pay the 
bill. 

10. The system of claim 13, wherein the second sensor is an 
NFC reader, wherein the processor is further configured to: 

receive data from the second sensor, 
determine that the data from the second sensor constitutes 

authorization to pay the bill from a device. 
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11. The system of claim 13, wherein the second sensor is a 
capacitive trace on the bill and the second sensor is wirelessly 
connected to the processor and wherein the processor is fur 
ther configured to: 

detect a touch input on the capacitive trace; 
send a message to a portable electronic device, wherein the 

message prompts the user of the portable electronic 
device to confirm payment of the bill; 

receive authorization from the portable electronic device: 
and 

authorize payment of the bill. 
12. The system of claim 1, wherein the processor is further 

configured to: 
present, upon detecting the article being opened, a message 

indicating a promotional purchase option is available for 
a predetermined duration of time; and 

present an indication that the communications system is 
configured to determine when the predetermined dura 
tion of time has expired. 

13. A method for detecting interaction with a deliverable 
article; wherein the deliverable article is coupled with an 
event detection system; wherein the event detection system 
includes a memory module, a power source, a sensor for 
detecting the deliverable article being opened, a communica 
tion interface, and a processor; and wherein the method com 
prises: 

detecting, using the sensor, the deliverable article being 
opened; 

transmitting, using the wireless communications interface, 
interaction data representing that the deliverable article 
has been opened. 

14. The method of claim 9 further comprising: 
recording the time that the deliverable article is opened; 
indicating that an offer is available for acceptance within a 

determined time period; 
detecting, using the event detection system, an acceptance 

of the offer; and 
determining if the acceptance was made within the deter 

mined time period. 
15. A non-transitory computer-readable medium including 

computer executable instructions stored thereon, the instruc 
tions being effective cause a computer to: 

detect a deliverable article being opened using a first sensor 
configured for detecting the deliverable article being 
opened, wherein the computer is coupled to the deliver 
able article; and 

transmit, using a wireless communications interface, inter 
action data representing that the deliverable article has 
been opened. 

16. The non-transitory computer-readable medium of 
claim 15, wherein the instruction are further effective to cause 
the computer to: 

record the time that the deliverable article is opened; 
indicate that an offer is available for acceptance within a 

determined time period; 
detect an acceptance of the offer; and 
determine if the acceptance was made within the deter 

mined time period. 
17. The non-transitory computer-readable medium of 

claim 15, wherein the first sensor is a sensor that detects light 
when the package is opened. 
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18. The non-transitory computer-readable medium of 
claim 15, wherein the communications system further com 
prises a camera, wherein the processor is further configured 
tO: 

capture, using the camera, an image of the person who 
opened the article. 

19. The non-transitory computer-readable medium of 
claim 15, wherein the article refers to a bill and wherein the 
communications system further comprises a second sensor 
configured to detect authorization to pay the bill. 

20. The non-transitory computer-readable medium of 
claim 19, wherein the second sensor is a capacitive trace on 
the bill and is wirelessly connected to the processor, and 
wherein the instruction are further effective to cause the com 
puter to: 

detect a touch input on the capacitive trace; 
send a message to a portable electronic device, wherein the 
message prompts the user of the portable electronic 
device to confirm payment of the bill; 

receive authorization from the portable electronic device: 
and 

authorize payment of the bill. 
k k k k k 
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