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1. Title of Invention

MODULAR CRYPTOGRAPHIC DEVICE PROVIDING MULTI-MODE WIRELESS LAN
OPERATION FEATURES AND RELATED METHODS

2. Detailed Description of Invention

Background of the Invention

Security is an extremely impor-ant consideration in
network communications. With the ever-increasing utilization
of the Internet, most networks now have TInternet gateways
which open them up to external attacks by wculd-ke hackers.
Further, the popularity of wireless networks has also
increased dramatically as technology has enabled faster and
more reliable wireless communications. Yet, wireless
communications are inherently less secure than wired
communications, since wireless communicatien signals are
typically much easier to intercept than signals on cables
which are often difficult toc access.

As a result, cryptography is often used to encrypt
private or secret communicaticns to reduce the likelihood that
they will be deciphered and used by malicious individuzals or
organizations. By way of example, wireless local area networks
(WLANs) and WLAN devices are widely used and provide a
convenient and cost-effective approach for implementing
network communications where it may be difficult or ctherwise
impractical to run cables. One of the more prominent starndards
which has been developed for regulating communications within
WLANs is promulgated by the Institute of Electrical and
Electronic FEngineers’ (IEEE) 802 LAN/MAN Standards Committee,
which is the 802.11 standard. In addition to providing
wireless communications protocols, the 802.11 standard also

defines a wireless equivalent privacy (WEP) cryptographic

13



—/
L T e T e T e T e T e T e O e T T e T e TR e T e T e T e T e T e T e T e T e T e T e T e T e T e T e T e T e B e T e T e T e T e T e T e T s T e T e T e B e B e B e T e R e |

O

10

15

20

25

30

35

(29) JP 2005-287024 A 2005.10.

algorithm which is used to protect wireless signals from
eavesdropping.

WEP relies on a secret key that is shared between
wireless stations and an access point. The secret key is used
to encrypt data packets prior to transmissicn, and an
integrity check is used to ensure that packages are not
medifled during the transmission. Nenethelass, it has recently
been discovered that tke WEP algorithm is not as immune to
cxternal attacks as once believed. For example, in an article
entitled “Intercepting mobile communications: The Insscurity
of 802.117 by Borisev et al., MOBICOM, Rome, Italy, July 2001,
the authors set forlh a number of vulnerabilities in WEP. In
particular, it was noted that a significant breach of security
occurs when two messages are encrypted using a same
initialization vector {(IV) and secret key, as this can reveal
infermation about both messages.

Moreover, WEP message ciphertext is generated using
an exclusive CR operation. By exclusive ORing ciphertext from
two messages generated using the same IV, the key streams
cancel out and it is then possible to recover the plain text.
As such, this key stream re-use is susceptible to a decryption
dictionary attack in which a number of messages are stored and
compared to find multiple messages generated with a same IV.

As a result, more robust network security is often
required for many network applications. One example of a
network security device to be connected between a protected
client and a network is disclosed in U.S. Patent No. 6,240,513
to Friedman et al. The network sccurity device negctiates a
session key with any other protected client. Then, all
communications between the two clieants are encrypted. The
device 1s self-configuring and locks itself to the IP address
of its client. Thus, the client cannot chanrge its IP address
once set and therefore cannot emulate the IP address of
ancther client. When a packet is transmitted from the

protected host, the security device translates the MAC address
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of the client to its own MAC address before transmitting the
packet intec the network. Packets addressed to the host contain
the MAC address of the security device. The security device
translates its MAC address to the client's MAC address before
transmitting the racket to the client.

Even more robust cryptographic devicges may be
required to secure sensitive or classified communications.
More particularly, in the U.S. the communications of
government entities that include sensitive {but unclassified)
information must comply with the Federal Information
Processing Standards Publication (FTPS) publication 14C-2
entitled “Security Recuirements For Cryptographic Modules.”
Classified communications, which are typically referred to as
Type 1 communications, must comply with aven stricter
standards.

One example of an encryptor which is certified for
Iype 1 communicaticns is the TACLANE Encryptor KG-175 from
General Dynamics Corp. The “classic” version of the TACLANE
encryptor has Internel Protocol (IP) and Asynchronous lransfer
Mode (ATM) interfaces, and an E1C0O version has & fast Ethernet
interface. The classic version may also be upgraded tc fast
Internst by replacing the IP/ATM network interface cards
therein with twe new E100 interface cards.

Despite the security benefits provided by such
devices, many of these encryptors are fa‘rly bulky and may
consume significant amounts of power. One particularly
advantageous cryptographic device which provides both space
and power saving features 1s the 3ierra module from Harris
Corp., Assignee of the present application. The Sierra mecdule
is an embeddable encryption device that combines the
advantages of high-grade security !e.g., Type 1) with the cost
efficiency of a reprogrammable, commercially produced, FIPS
140-2 level 3 or 4 encryption meodule. The Sierra module can
take on multiple encryption personalities depending on the

particular applicaticn, providing encryption/decryption

—6-
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functionality, digital voice processing (vocoding) ard
cryptographic key management support functions. The Sierra
medule alsc provides the user with the capability to remove
the Type 1 functionality, allowing the device to be downgraded
to an unclassified device. Also, because of its relatively
small size, low power and high data rates, this device is
well-suited for battery sensitive applications.

By way of example, the Sierra module has beer
implemented in a Secure WLAN (SWLAN} perscnal computer (PC)
card called SecNet 11, which is also produced by Harris Corp.
The SecNet 11 card allews rapid communicaticn of rultimedia
information (data, voice, and video) in a secure ervironment.
The SecNet 11 card may be used as a wireless network interface
card for WLAN “statiens,” for wireless bridges, and for access
point (APs), for example. The SecNet 1: device is more fully
described in U.S. published application nos. 2002/0094087 and
2002/0095594, both of which are hereby incorporated herein in
their entiretiss by reference.

Accordingly, the SecNez 11 card provides numerous
advantages in terms of size, power requirements, and
flexibility in WLAN environmenls. However, it may be desirable

20 provide such benefits in other networx envircnments as wel. .

Summary of the Inventicn

In view of the foregoing background, it is therefore
an object of the present invention to provide a cryptograptic
device that provides high level security and is relatively
easily adaptable to numercus network environments and related
methods.

This and cther objects, features, and advantages in
accordance with the present invention are provided by a
cryptographic device which may include a cryptographic module
and a communicaticns module removably coupled thereto. More
particularly, the cryptographic module may include a first

housing, a user Local Area Network (LAN) interface carried by

-7~
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the first housing, and a cryptographic processor carried by
the first housing and coupled to the user LAN interface.
Furthermore, the communications module may include a second
housing, and a network wireless LAN interface carrisd by the
seccnd housing. The network wireless TAN interface may be
coupled to the cryptographic processor, and it may be
switchable between wireless LAN modes.

More particularly, the network wireless LAN
interface circuit may be switchable to one of an access poinz
(AP) mode, an infrastructure mode, and an ad-hoc mode.
Accordingly, the cryptographic device may be used
interchangeably with any of the various types of devices in a
WLAN, thus avoiding the need for multiple types of WLAN
encryption devices.

In addition, the cryptographic module may further
include a first connector carried by the first housing and
coupled to the cryptographic processor, and the communications
module may furtker include a second connector carried by the
second housing and connected to the network wireless LAN
interface. Morecver, the second connector may be removably
mateable with the first connector of the cryptographic module.
Thus, in accordance with ancther aspect of the invention, the
communications module may be a predetermined one from among a
plurality of interchangeable communications modules, where the
network wireless LAN interfaces of the interchangeable
communications modules each operates in a different wireless
LAN mode (i.e., AP, infrastructure, or ad-hocc). Accordingly,
the same cryptographic module may advantageocusly be used with
any WLAN device by simply ccupling the appropriate
cammunications module for that particular device to the
cryptographic module.

Tne user LAN interface may be an Zthernet interface,
for example. Furthermcre, the cryptographic device may also
include a power circuit carried by the first housing and

powering the cryptographic processor, the user LAN interface,
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and the network LAN interface. The cryptographlic processor may

implement an encryption algorithm to provide a predetermined
security level, up to and including Type 1 security, for
example.

More particularly, the cryptegraphic processor may
include a hest network processor coupled to Lhe user LAN
interface, and a cryptographic cirecuit coupled to the host
network processor. Further, the cryptographic processor may
also include an unencrypted data buffer circuit coupled
between the user LAN interface and the cryptography circuit,
and an encrypted data buffer circuit coupled between the
Cryptography circult and the network LAN interface.

The cryptcgraphic module may alsc advantageously
include a tamper circuit for disabling the cryptographic
processor based upon tampering with the first housing. By way
of example, the tamper circuit may include one cr more
conductors substantially surrounding the cryptegraphic
processor, and the cryptographic processor may be disabled
based upon a break in the conductor(s}.

A communications method aspect of the invention may
include coupling a cryptographic module, such as the one
described briefly above, to a LAN device, a communicaticns
module being removably coup’ed to the cryptographic module. As
noted above, the communications module may include a second
housing and a network wireless LAN interface carried by the
second housing and coupled to the cryptographic processcr,
Furthermore, the method may additionally include switching the
network wireless LAN interface between wireless LAN mcdes.

The communications module may then be used for comnmunicating
wilth a LAN.

Another method aspect of the invention includes
providing a cryptographic medule, such as the one described
briefly above, having one of a plurality of cryptographic
modules removably coupled theretc, and coupling the

cryptographic module to a LAN device. More particularly, the
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communications module may include a second housing and a
network wireless LAN irterface carried by the second housing,
and the netwerk wireless LAN interfaces of the plurality of
interchangeable communications modules nay each cperate in a
different wireless LAN mode. The communications medule may
then be used for communicating wilh a wireless LAN.

A communications system in accordance with the
invention may include a plurality of LAN devices coupled
together to define a wireless LAN, and =z cryptographic device,
such as the cne described briefly above, coupled to at least

onc of the LAN devices.

Detailed Description of the Prefarred Embodiments

The present invention will now be described more
fully hereinafter with reference to the acccmpanying drawings,
in which preferred embodiments of ths invention are shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited to the
embodiments set forth herein. Rather, these embcdiments are
provided so that this disclosure will be theorough and ccmplete,
and will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements
throughout, and prime netation is used to indicats similar
elements or steps in different embodiments.

Referring initially to FIGS. 1 through 9, a
communication system 29 in accordance with the present
invention illustratively includes a cryptographic device 30, a
plurality of network devices 40, and a network such as =
wireless Local Area Network (WLAN) 48. The cryptographic
device 30 illustratively includes a cryp-ographic module 31
coupled to one of the devices 40 and a communications module
32. As shown in FIG. 2, the communications modulc 32 is
removably coupled to the cryptographic module 31, &s will be
discussed further below. Generally speaking, in accordance

with the present invention, a plurality of interchangeable

-10-
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communications nodules 32 may be connected to the
cryptographic module 31 for communicating over different
communications media. While in the illustrated embodiment the
communications module 32 is a WLAN module which includes dual
tri-band antennas 33, it will be appreciated based upon the
following discussion that the cryptographic device 30 can be
used with numerous types of wired and wireless networks.

By including the appropriate chip sets/ interface
circultry in different communications modules 32, each of
these modules may irterface with a different network medium
{e.g., WLAN, wireline medium, fiber optic medium, etc.), yet
all interZace with the same cryptographic module 31. Trat is,
the same cryptographic module 31 may be used for numerous
network applications simply by coupling the appropriate
communications module 32 thereto for the desired application.
Examples of various types of communications modules 32 that
may be used include WLAN mcdules, plain old telephone service
(FOTS) modules, tactical radio modules, EL/Ti modules, in-line
network encryptor (INZ) modules, a VersaModule Eurocard (VME)
bus module, etc.

The modular design and ease of interchangeability
not only provides a convenient way to guickly configure the
cryptographic module 31 for different applications, but it may
alsc be particularly useful for high level security
applicaticns such a Type 1, FIPS 140~2 level 4, etc. This is
because the evaluation process to have a cryptographic device
certified for use with sensitive or classified communications
at these levels can be guite lengthy and extensive, and
consequantly costly. Thus, to manufacture respective
cryptographic devices for different network applicaticns can
be cost prohibitive sirce each one will have to individually
undergo the rigocrous and costly certification.

Yet, since in accordance with the present invention
the cryptographic meodule 31 preferably includes all of the

sensitive cryptographic circuitry and asscciated cryptographic

-11-
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algorithms/keys, the various communications modules 32 merely
provide interfaces for different types of networks. Thau is,
they do not process or transmit “red” (i.e., unencrypted)
confidential/classified data, and thus they will likely not
require the same certificaticn scrutiny as the cryptographic
module 31. Accordingly, the communications modules 32 may
provide significant cost savings over having to purchase an
entirely new cryptographic device with a different network
interface for each desired application.

In particular, the cryptographic module 31
illustrazively includes a first housing 34, a user network
interface 35 carried by the first housing, a cryptographic
processor 36 carried by the first housing and coupled to the
user network interface, and a first inter-module connector 37
carried by the firslL housing and coupled to the cryptographic
prccessor. The user network interface 35 mey be an Fthernet
physZcal layer (PHY) interface compatible with the ITEEE 802.3
standard, for example, as will be appreciated by those skilled
in the art. Various connectors 38 are also carried by the
first housing 34 for coupling the cryptographic medule 31 tco
different network devices 40 (e.g., perscnal computers (BCs),
servers, portable communications devices, etc.).

By way of example, the connectors 38 may be wireline
connectors, such as an RJ45 connector BS !FIG. 8), or fiber
optic connectors, such as an LC fiber optic connector B6. Caps
39 may alsc be included for protecting the connectors 34. A
power swilch 41 and LED status indicators 42 (i.=., power,
link state, fill, and alarm) are also carried by the firs=
Fousing 34.

It should be noted that the term “user” is ussd with
relation to the user netwecrk interfacc 35 simply to indicate
that this interface is for the user network device side and
not the communications network side ¢f the cryptographic
device 30. That is, “user” does not mean that the interface 35

is only for individual user devices such as 2Cs. Instead, the
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user netwcrk interface may be connscted to a variety of
different LAN devices {e.g., servers, bridges, access points,
etc.), as noted above.

The communications module 32 illustratively includes
a second housing 45, a second inter-module connector 46
carried by the second housing and removably mateable with the
first connector 37 of the cryptographic moduie 31, and a
network communications interface 47 carried by the second
housing 45 and coupled to the second connectcr. Tn the present
example, the network communications interface 47 includes a
WLAN communication circuit {(e.g., an 802.11 chip sez) for
cocperating with the antennas 33 to wirelessly communicate
with a network (e.g., LAN) 4B, as will be discussed further
below. Yet, as noted above, the network communications
interface 47 may be a wireline LAN communication circuit, a
fiber optic LAN communication circuit, ete., for example.

The various circuit components of the cryptographic
mocdule 31 may be implemented in a cryptographic circuit card
(CCA) 50, for example, as will be appreciated by those skilled
in the art. The circuitry of the communications module 32 may
similarly be implemented in a CCA 51. The cryptographic module
31 may also include a power CCA 52 carried by the first
housing 34 and including power supply/filtering circuitry 53
for powering the cryptographic processor 36, the user network
interface 35, and the communications medule 32.

The cryptographic processor 36 may include a host
network processor 54 connected to the user network interface
35, and cryptography circuitry 55 connected to the host
network processor. More particularly, the cryptograrhy
circuitry 55 illustratively includes an unencrypted (i.e.,
“red”) data buffer 56 connected to the host network pProcessor
54, a cryptography circuit 57 connected to the unencrypted
data buffer, and an encrypted (i.e., “black”) data buffer 58

connected between the crypiography circuit and the first

connector 37.

-13-
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By way of example, the unencrypted and encrypted
data buffers may be first-in, first-out (FIFO) buffers
implemented using field-programmable gate arrays (FPGAs), and
the cryptography circuit 57 may be implemented in an
application specific integrated circuit (ASIC, . One
cryptogrephy ASIC that is particularly well suited for use
with the present invention is the above-noted Sierra {and
Sierra II) device from Harris Corp. Of course, it will be
appreciated by those skilled in the art that other suitable
circuitry may be used as well.

The host network processor 54 illustratively
includes a plurality of modules which may be implemented using
hardware and/or software, as will be appreciated by those
skilled in the art. Gencrally speaking, the host network
processor 54 includes a first 802.3 medium access controller
(MAC) controller 60 for interfacing the user network interface
35, a second 802.3 MAC controller 61 for interfacing tke
cryptographic processor 36 and network cemmunications
interface 47, as will be described further below, and a
prccessor 62 coupled between the MAC controllers. The hos-
network processor 54 and user retwork interiace 35 may
communicate via dedicated lines for Media Independent
InterZface (MII}) communications, as will be discussed further
below, and a management data input/output bus (FIGS. 6 and 8),
for example.

Meore specifically, the processor 62 may include a
hypertext transfer protoccl (HITP) server medule 73, z simple
network management protocol agent 63, a firewall/routing
module 64, an cover the air re-keying/over the network re-
keying (OTAR/OTNR) module 65, and an over the air
zeroization/over the retwork zercization {OTAZ/OTNZ) module 66.
Mcreover, the processor 54 also illustratively includes a mode
centroller 67 for providing proper configuretion based upon
the particular rode or media with which the cryptographic

module 31 is to operats (e.g., WLAN access point (AP) mode,
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ad-hoc mode, infrastructure mode, etc.). The mede controller
€67 may also perform other configuration/monitoring functions,
3uch as Zor service set identifiers (85IDs), channel,
transmission level, data rate, 802.11 band selection (i.e., a,
b, g} depending upon the particular application the
cryptographic module 31 is to be used for, as will he
appreciated by theose skilled in the art. Additional modules
such as an Internet protocol (ID) security protocol

(IPSec) /high-assurance IP encryption (HAIPE) module 68, a key
management module 69, and/cor a device discovery module 70 may
also be included depending upon the given implementaticn, as
will z2lsc be appreciated by those skilled in =he art. The
cryptographic module also preferakbly includes respective
menmcry devices 71, 72 for the host network processor 54 and
cryptography circuit 57.

The power circuitry 53 illustratively includes
external power interface ({I/F) circuitry 75, which may be
connected to a DC source (e.g., battery), a wall wart AC
adapter, an Ethernet power scurce, etc. Of course, it will be
appreciated that other power sources may be used in different
implementazicns. The power circuitry 53 further illustratively
includes cryptographic/communications module power
isclaticn/filtering circuitry 76 coupled to the external power
I/F circuitry 75. A cryptographic module power circuit 77 and
a communications module power circuit 78 are coupled to the
power isolation/filtering circuitry 76 for respectively
supplying the cryptographic and communications modules 31, 32.
Further, a data filter/electrostatic discharge (ESD)
protectien circuit 79 is included for filterirg signals
communicated between the cryptographic module 31 and
communicaticns mcdule 32, as will be appreciated by those
skilled in the art.

To receive high level certification (e.g., level 4
FIPS 140-2, Type 1) for classified and/or secret

communications, cryptographic devices typically have to
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include some degree of physical tamper proteclion to prevent
malicicus individuals or organizalticns from physically
compromising the device and discovering the secret key or
algorithm being used. In accordance with the presert invention,
the cryptographic moduls 31 also illustratively includes a
tamper circuit. B0 for disabling the cryptegraphy circuit 57
based upcn tampering with the first housing 34. By way of
example, the tamper circuit 80 preferably includes one or more
conductors substantially surrcunding the cryptography circuit
57 so that the cryptographic processor is disabled based upon
a break in any one of the cenductors.

More particularly, the conductors may be relatively
thin printed circuit traces printed on the inside of the first
housing 34 and attached to the crypteographic processor 36.
Since the conductors substantially surround the cryptographic
processor 36 (or some portion thereof), if somcone attempts to
drill through the first housing 34 to access the cryplographic
processor Lhen cne or more of the printed traces will be
broken. The same holds true if someone cpens the first housing,
as the traces will be pulled away from the cryptographic
processor 36 also causing breaks therein.

In either event, the open circuit condition
resulting from the broken conductor(s) causes power to a
cryptographic power interface circuit Bl to be disrupted to be
discontinued. That is, power from a dedicated encryption
algorithm/secret key battery 82 is prohibited from flowing to
the cryptographic power interface circuit B1 via the
cryptographic module power cilrcuitry 77. As a result, the
algorithm and secret key, which are preferably stcred in a
volatile memory, are permanently and instantly erased so that
they cannct be discovered by malicicus individuals or
organizations. The tamper circuit 80 may thus provide tamper
protection from all angles, if desired.

As noted abcve, the cryptography circuit 57

implements a desired encryption algorichm to provide a
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predetermined security level (e.g., Type 1, FIPS 140-2 levels
1 through 4, etc.). By way of example, Advanced Eacryotion
Standard (RES), Baton, or Medley encryption algorithms may be
used tc provide such high level security. Of course, other
high level security algorithms known to those skilled in the
art may be used as well. Additionally, other cryptographic
algorithms which are considered to be less secure than those
noted above may alsc be used in accordance with the present
invention when the cryptographic device 30 is to be used in
less sensitive environments (e.g., general commercial or
corporate applicaticns).

The cryptography circuitry 55 also illustratively
incluces a plurality of modules which may be implemented using
hardware and/or software. Referring particularly to FIG. 8,
the unencrypted data buffer (i.e., red FPGA) 56 illustratively
includes a host interface/FIF0O control module 90 for
communicating with the host network processor 54 via the MII
protocel, and traffic and comrand (CMD) FIFOs 91, 82 receiving
outputs of the host interface/FIFC control mocdule. It should
be noted that various data paths in FIG. B8 are labeled as
“red” and/or “black” to indicate whether they convey
unencrypted or encrypted data, respectively, or both, to aid
in understanding of the present invention.

The output of the traffic FITO 91 is connected to a
buffer 93, which is connected to a first high speed paralilel
interface 94 of the cryptographic circuit 57. The output of
the command FIFO 92 is connected to a first external bus
interface unit (EBIU) 106 of the cryptoegraphic circuit 57.
This EBIU 106 is alsc connected to control registers 95 and a
multiplexer 96. Ancther input of the multiplexer 96 is
connected to the ocutput of a second high speed parallel
interface 97 of the cryptographic circuit 57. The output of
the multiplexer 96 s passed to a cyclic redundancy check
module 98, the outoput of which is passed through an output

FIFO 100 back to the host interface/FIF0O contrcl module 90.
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The first high speed parallel interface 94 of the
cryptography circuit 57 has a respective word counter 101
associated therewith. A cryptographic prccessing module 102 of
the cryptography circuit 57 interfaces the first and second
high speed parallel interfaces 94, 97 and one or more
cryptographic engine modules 103 via a bus controller 104. The
cryptographic processing medule 102 alsc communicates with a
£ill circuit 105 for the loading of cryptograpnic keys. The
EBIU 106 alsu interfaces the cryptographic processing module
102 with the memory 72. A second ERIU 107 interfaces the
cryptographic processing module 102 with control registers 110
ard a multiplexer 11l of the encrypted data buffer (i.e.,
black FPGA) 58. The signal path between the second EBIU 107
and the multiplexer 111 provides a command signal path.

Various components cf the host network processor 54,
red FPGA 56, cryptographic circuit 57, and kblack FPGA 58 alsc
communicate via cone or more general purpose input/output
(GPIO) busses as shown, as will be appreciated by those
skilled in the art. Additicnal circuitry 112 may alsc be
coupled tc the cryptography circuit 57 in certain embediments
for over/undervoltage detection, temperature detection, and/or
panic zercizing as required for a particular implenentation,
as will also be appreciated by those skilled in the art.

An output of the second high spsed parallel
interface 97 is passed via a buffer 113 to an input interface
114 which includes protection gating to prohibit red data from
entering the black FPGA 58. The output of the input interface
114 is connected to a second input of the multiplexer 111
defining a traffic (i.e., data) path thereto. The output of
the multiplexer 111 is provided te a cyclic redundancy check
module 115, the output of which is providec to an output FIFO
117. An output cf the MAC interface/FIFO control module 118 is
provided to the input of the traffic ¥FIFO 116, The output of
the traffic FIFC 116 is passed via a buffer 120 back to the
input of the first high speed parallel interface 94 of the

18-

13



L T e T e T e T e T e T e T e R
L T e T e T e T e T e T e T e T e B e T s T s T e T e, TR e T e, T e TR e T e TR e T e, T e T e T e TR e T e T e T e T s Y s B s B e e T e T e T e T e

O

10

15

20

30

35

(43) JP 2005-287024 A 2005.10.

cryptographic circuit 87, and the output of the cutput FIFO
117 is connected to the MAC interface/FIF0 control module 118,
which communicates with the communications module 32, as will
be discussed further belcw.

The various circuitry of the communication module 32
will now be described in further detail with particular
reference to FIGS. 5 through 7. As noted above, the varicus
circuitry of the communications mocdule 32 is implemented in
the communications CCA 51, In particular, the communications
{or radio in the present WLAN example) CCA 51 illustratively
includes a power interface 126 for cooperating with the
communications power circuit 78 to supply the varicus
communicaticns circuitry components. Additional filter/ESD
circuitry 127 may also be included in the signal path from the
cryptographic module 31, if desired.

Mcre particularly, the signal path between the
cryptographic module 31 and communications module 32 includes
a plurality of lines for MII communications, &s well as a
three-wire serial interface (3WSI), as seen in FIG. 4.
Generally speaking, the MII linss are for transferring
encrypted data between the cryptographic module 31 and the
communications module 32, and the three wire serial irterface
is for status/configuration operations of the communications
module, as will be discussed further below.

More particularly, the M1l lines pass through the
filter/ESD circuitry 127 to the network communications
interface 47. In the present WLAN example, the network
communications interface 47 includes an 802.11 a/b/g AP/MAC
chip set 128 connected to the MII lines, and an associated
802.11 a/b/g radio 129 connected to the 802.11 a/b/g AP/MAC
chip sst for wirelessly communicating with a WLAN. One or more
memories 130 may be provided for the B02.11 a/b/g AP/MAC chip
set 128. The 80z.ll a/b/g AP/MAC chip set 128 illustratively
includes a processing medule 141, an Ethernet MAC module 142

for communicating with the cryptographic module 31, and a WLAN
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MAC module 143 for performing the appropriate 802.11 WLAN
interface and processing operaticns, as will be appreciated by
those skilled in the art.

The communications CCA 51 also illustratively
includes a logic device 131, such as a ccmplex programmable
logic device (CPLD}, which is connected to the above-noted
three wire serial interface. Generally speaking, the CPLD 131
cocperates with the cryptographic processor 36 to detect,
status, and configure different Lypes of communications
modules 32. More particularly, the host network processor 54
polls the CPLD 131 to determine what type of communications
module 32 is connected to the cryptographic module 31 (i.e.,
WLAN, wireline, fiber optic, etc.), as well as its operatiocnal
status, as will be appreciated by those skilled in the art.
Tre CPLD 131 also permits the host network processor 54 to
configure the netwcrk communications interface 47 for
operation in a given application, as will alsc be appreciated
by those skilled in the art.

Referring additiocnally to FIGS. 9 and 10, the three
lines of the three wire serial interface respectively carry
clock signals, data signals, and enable signals between the
cryptographic and communications meodules 31, 32. The clock
signal is preovided to a sixteen bit (although other sizes may
also be used) serial to parallel data converter 135, an output
register 136, a sixteen bDit parallel to serial data converter
137, and control logic 138. More particularly, control data
coming from the cryptographic processor 36 via the data line
is written to the serizl to parallel data converter 135 to be
output by the ocutput register 136.

More particularly, the communications module 32 may
further include ore or more status indicators 140 (e.g., light
emitting diodes (LEDs}) carried by the second housing 45 for
indicaling operational mode, band, or other appropriate status
information. The LEDs 140 receive multiple bits (e.g., eight)

from the cutput register 136. Another set of bits (e.g., seven
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bits) from the register 136 are for enabling/disabling the

communication module transmissicn circuitry (e.g., radio power
amplifiers (PRA)}, and tke remaining bits of the sixteen bit
cutput is for providing a reset signal for the communications
module 32,

The input buffer 139 receives multiple bits (e.g.,
eight) of status (e.g., radio status for a WLAN
implementation) information and multiple bits (e.g., eight) of
hardware information from the 802.11 chip set 128 (or other
network communicaticns interfaces in other embodiments) to
pass along to the cryptographic processor 36 viz the parallel
to serial data cconverter 137 and the data line of -he three
wire serial bus. Read and write data buffers 150, 151 may also
be connected to the data line, if desired. Furthermore, the
control circuitry 138 also receives the enable signal and
enables the output register 136 and input buffer 139,

A read or write operation cccurs when the enable
signa’l goes high, as seen in FIG. 10. The format of the
command packets sent from the cryptographic processor 36 to
the CPLD 131 are as follcws. The first four zddress bits (Al5-
AlZ) of a pacxet instruct the CPLD 131 whether it is to
receive data from the cryptographic processor 36, or whether
it is to supply requested data theretc. The remaining address
bits {(All1-20) provide the address for the appropriate
component or operation being reques:ted, while tha data bits
(D15-D0) are reserved for data. As such, thirty-two bit secrial
words are exchanged between the cryptographic processor 36 and
CPLD 131.

An exemplary read/write addressing scheme is to use
0110 for the bits Alb-Al2 for a write operation, and -011 for
& read operation as shown, although cther addressing schemes
may also be used. Both the cryptographic module 31 and
communications module 32 preferably clock data out on falling

edges of the clock signal and clock data in on the leading
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adges, although other timing arrangements may be used in
different embodiments.

A particularly advantageous approach for
tranaferring the command packets “rom the cryptographic
processor 36 to the communications module 32 will now be
described. The host network processor 54 generates
cryptographic processor command packets for the cryptographic
processor 36. These packets each include an Ethernet address
portion for addressing the cryptography circuit 57 and an IP
packet that encapsulates a c-yptographic command. In
accorcance with the present invention, the hoest network
processor 54 encapsulates a command packet to be operated upon
by the cormunications module 32 within the cryptographic
command, as shown in FIG. 11. By using the second EBIU 107,
for example, the communications module command packets may be
passed to the communications module 32 without processing
{i.e., encrypting). This provides a convenient way to
transcend the red/black data boundary (FIG. 6) without
potentially compromising security.

More particularly, the format of a cryptographic
processor command packet is as follows. The Ethernet address
portion of the packet is addressed to the cryptography circuit
57. Mcre particularly, the address portion may include
Ethernet header addresses, an I? header, and cryptecgraphic
command infermation, as will be appreciated by those skilled
in the art. The communications medule command packet destined
for the communications module 1s encapsulated in the data
portion of the IP packet. Accordingly, when the cryptography
circuit 57 receives such a cryptographic processor command
packet, it will recognize the packet as a cryptecgraphic
command. As such, the cryptoyraphy circuit 57 will strip its
own address information from the packet and transfer the
remaining portion {i.e., the encapsulated communications
module command packet) to the communications module 32.

Preferably, the host network processor 54 formats the data
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13



T T e T e T e T e T e O e O e O s O e, O e, O e B e, O e, T s R e R e N e T e T e T e T e T e T e T e T e T e T e T e T e T e B e B e B e T e T e T e B e T s T e B e D e T e B

O

10

15

2J

25

30

35

(47) JP 2005-287024 A 2005.10.

rortions of the IP packets (and, thus, the command packets for
the communications module 32) based upon the simple network
management protocol (SNMP), although other protocols may also
be used.

The above-described approach may be used for sending
communications module command data via the MIT lines or the
BW3I, and this approach may be used in reverse to communicate
information back to the host network processor 54, as will be
appreciated by thoss skilled in the art. Since typical prior
art cryptographic devices inzlude all of the cryptography and
communications circuitry within the same housing, the
formatting of status/conZfiguration commands for the
communications circuitry is typically not an issue. However,
as will be appreciated by those of skill in the art, the
above-described approach provides a convenient and secure way
Lo perform such command/control operations despite tre
separation between the cryptographic and communications
mocules 31, 32. Of course, it will be appreciated that other
approaches for formatting and/or encapsulating such command
packets may also be used, as will be appreciated by those
skilled in the art.

The above-described interchangeability of the
communications modules 32 and the ability to pass the command
packets through the red/black bourdary is facilitated by using
a same, predetermined interface protocel, i.e., an MII
protocel, along the entire signal path between the user
network interface 35 and the netwcrk communications interface
47. That 1is, the cryptographic procsssor 36 not only
ccmmunicates with the user network interface 35 using an MII-
based protocol, it also communicates with the network
communications interface 47 using the same MIZ-based protocol,
The MII protocccl may be based upon the original MII stardard
set forth in the IEEE §02.3 standard, or it may be a variant
thereof such as reduced MII (RMMT) or gigabit MII (GMII}, for

example, although other protocols may be used as well.

_23__

13



L T e T e T e T e T e T e T e R
L T e T e T e T e T e T e T e T e B e T s T s T e T e, TR e T e, T e TR e T e TR e T e, T e T e T e TR e T e T e T e T s Y s B s B e e T e T e T e T e

O

10

15

20

25

30

35

(48) JP 2005-287024 A 2005.10.

Maintaining the consistent use of the MITI protocol
through the chain of circuitry from the user network interface
35 to the network communications interface 47 allows the
cryptographic module 31 and the commun:cations madule 32 both
Lo operate using a unique external MAC addresses, while at the
same time using fixed internal MAC addresses. More
particularly, the Ethernet MAC modules 60 and 143 operate
using a unique external MAC addresses for each individual
cryptographic module 31 and communications module respectively,
while the Ethernet MAC modules 61 and 142 use fixed MAC
addresses which are the same for every cryptographic device 30.

Thus, Lhe cryptographic circuitry 55 essentially
becomes transparent to the communications module 32, as it
aprears to the communications module that it is conrected
directly to the Ethernet MAC module 61, Moreover, the “hard-
coded” MAC addresses used by the EthernelL MAC’s in both
modules 61 and 142 provide for the transfer of command packets
as described abcove, as well as a controlled transmission of
encrypted data packets, as will be appreciated by those
skilled in the art.

Another particularly advantagecus feature of the
invention is that different communications modules 32 may net
or.ly be used to aillcw a single cryptographic module 31 to be
used with multiple media types (e.g., wireless, wireline,
fiber optic, etc.), but the communications modulzs may also be
used to provide multi-mcde operation for a given media, such
as in the case of a WLAN. More particularly, & WLAN
commur.ications module 32 may advantageously use an 802.11
a/b/g chip set 128 that is switchable between wireless LAN
modes (i.e., access point (AP) mode, infrastructure mode, and
ad-hoc mode) by the cryptographic module 31 using the above-
described command packets, for example.

Thus, a same WLAN communicat:ions modale 32 in
accordance with the present invention may advantageously be

used with any advice in a WLAN to provide desired
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functionality, such as individuzl station operation, bridging
te a wired network, peer-to-peer communications, etc,, as will
be appreciated by those skilled in the art. Moreover, mode
changes can be accomplished “on the fly” as desired using
command packets. Tt will therefore be appreciated that with
such a WLAN communications module 32, the cryptographic device
30 provides complete §02.11 functionality in a single unit
while also providing a wireless bridge that can be used tc
access a secure network. The cryptographic module 30 may
advantageocusly be configured to allow selection and
configuration of 802.11 mcdules of operation via a standard
Web browser, for example.

Alternately, switching between WLAN cperational
modules may also be accomplished by using different types of
802.11 chip sets 128 for respective WLAN ocperational modes in
different WLAN communications modules. That is, a different
WLAN communications module 32 would be used depending upon
whelher an AP, infrastructure, or ad-hoc mocde was desired for
a given LAN device 40.

Turning to FIGS. 12~14, the coupling structure of
the cryptegraphic and communications modules 31, 32 will now
be further described. More particularly, the first housing 34
of Lhe cryptographic module 31 may include a first body 180
and a first extension 181 extending cutwardly therefrom, and
the second housing 45 may include a second body 182 and a
second extension 183 extending outwardly therefrom. As such,
the first and second extensions 181, 183 may be aligned in
overlapping relation when the first and second conreczors 37,
46 are remcvably mated together.

The first connacter 37 is illustratively carried by
the first body 1B0 adjacent the firset extension 181, and the
second connector 46 is carried by the second extension 186.
Although other arrangements may be used in accordance with the
present invention, this arrangement is particularly

advantageous in that it allows the cryptographic CCA 50, which
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has more circuitry than the power supply CCA 52, to be
positioned to take advantage of the extra length (andg,
therefore, surface area) of the first extension 181. Similarly,
the communications CCA 51 is positioned to take advantage of
the additional length of the second extension 183.

Each of the first and second extensions 181, 183 may
also have surface features on opposing surfaces thereof to
slidably engage and guide the cryptographic and communications
modules 31, 32 together in mating relation. By way of example,
the surface features may include rails 185 and corresponding
channels 186 which define one or more slidable interlocking
(e.g., dovetail) Joints therebetween (two ars shown in the
exemplary implementation). One or more fasteners, such as
captive screws 187 which mate with corresponding threaded
holes 188, are also preferably included for removably
fastening the cryptegraphic and communications modules 31, 32
together.

As shown in the illustrated example, the first and
second connectors 37, 46 are mu_ti-pin electrical connectors,
although various electrical connector styles known to those
skilled in the art may be used. Alsoc, onc or more seals 180
may ke positioned between the cryptographic module 31 and the
comuunications module 32. It will therefore be appreciated
that the akove-described electrical/mechanical structure
provides a robust yet simple interconnection that is capable
of providing desired EMI shielding and environmental sealing.
Varicus materials (e.g., metal, plastic, etc.) may be used for
the [irst and second housings 37, 45, as will also be
appreciated by those skilled in the art.

Based upon the foregocing description, numercus
advantages of the present invention will be apparent to thcse
skilled in the art. For example, the cryptographic device 30
is interoperable with standard commercial 802Z.11 and 802.3
networking equipment. More particularly, it may be used with

eny computing platform with an Ethernet interface (e.g

-r
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LINUX/UNIX, VxWorks, Windows, Macintosh, etc.). As such,
independent develcpers may advantageously be able to develop
applications without the need to write special drivers to
cormunicate with the user network interfacaz 35. Likewise,
independent developers may advantageously be akble to develop
communications modules 32 for varicus and/or specialized
communications applications since they will interface with the
cryptographic module 31 via a well-defired, controlled
electrical/mechanical interface. Furthermore, the coupling
structure not only provides for easy interchangeability of
different communications modules 32 with a single
cryptographic module 31, the rugged housing and connector
design allows for operation over a wide range of climates and
conditions.

Turning additionally to FIG. 15, a first
communicaticns methed aspect of the inventicn will now be
described. Beginning at Block 250, the user network interface
35 of the cryptographic module 31 is coupled to a LAN device
40, at Block 28B1. Further, the communications module 32, once
attached to the cryptographic module 31, may then be used to
commanicate with varicus ne:tworks (i.e., LAN) 48, chus
concluding the illustrated method, at Block 254.

Referring to FIG. 16, ancther communications method
aspect of the invention begins (Block 260) with coupling the
cryptographic module 31 to the network device 40, at Block 261,
with the communications module 32 being coupled to the
cryptographic meodule as described above. The method further
includes using the cryptographic processor 36 to communicate
with the user network interface 35 and the network
communications interface 47 using a same predetermined
protocol (e.g., MII), at Block 263, as discussed abcve, and
also communicating with the network (i.e., LAN) 48, at Block
264, thus concluding the illustraled method (Block 265 .

Two additional method aspects for WLAN coperation are

now described with reference to FIGS. 17 and 8. Beginning at

-27=
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Block 270, the cryptographic mocule 31 is coupled to the
network device 40, at Block 271, with the communications
module 32 being removably coupled to the cryptographic module
31, as described above. If during the course of operation it
is determined that a different WLAN mode cf operation is
required, at Block 273, if a multi-mode network wireless
network interface 274 is included in the WLAN communicaticns
module 32, as discussed above, the interface may be switched
to the desired wireless LAN mode, at Block 274. Thereafter, or
1f a new WLAN mode is not reguired, wireless communications
with the network (i.e., LAN) 4B may be conducted, at Block 275,
thus concluding the illustrated method (Block 276). If
different 802.11 modes are implemented in respective WLAN
communications medules 32, as discussed above, thes step
illustrated al Block 274 may be replaced with the step of
removably coupling a new communications module providing the
desired WLAN opera*ional mode to the cryptegraphic module 31,
at Block 280,

5till ancther communicaticns method aspect of the
invention is now described with refesrence to FIG. 19. Tte
method beirgs [Block 290) with coupling the cryptographic
medule 31 to the network device 40, at Block 291, with the
communications module 32 being removably coupled to the
cryptographic module, and using the communications module to
cemmunicate with the network (i.e., LAN) 48, at Block 293, as
described above. The method alsec includes using the logic CPLD
131 in cooperation with the cryptographic processcr 36 to
determine a status of the communications mwodule 32, at Block
294, thus concluding the illus:trated method, at Block 295. OFf
course, it will be appreciated that status may be obtained
{and/or configuraticn performed)} pricr to commencing
communications with the network {i.e., LAN) 48, and that
repeated status upcates may continue to be obtained through

the communications process.

-28-
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Another communications method aspect of the
invention will now be described with reference to FIG. 20. The
method begins (Block 300) with coupling the cryptographie
module 31 to the network device 40, as deseribed above, at
Block 301, with & communications module 32 being removably
coupled to the cryptographtic module. The method may further
include causing the host network brocessor 54 to generarte
cryptographic packets for the cryptographic circuit 57 each
including ar address porticn and a data portion, and to
encapsulate command packets fcr the network communicatiors
interface 47 in the data portions of the cryptographic packets,
at Block 302, as previously described above. Thus, if the
cryptographic circuit 57 dezermines that a command packet is
encapsulated in the cryptographic packet, the cryntographic
circult passes the command packet to the communications module
32 without performing cryptographic processing thereon, at
Block 304, as also discussed above. OLherwise, cryptographic
precessing is performed cn the data in the cryptographic
packet, at Block 305, thus concluding the illustrated method
{Block 306).

3. Brief Description of the Drawings

Brief Description of the Drawings

FIG. 1 is perspective view of a cryptographic device
in accordance with the present Znvention.

FIG. 2 is an explcded view of the cryptographic
device of FIG. 1 illustrating the various mocdules thereof.

FIG. 3 1s Lop plan view of the cryptographic device
of FIG. 1.

FIGS. 4 througnh 8 are schematic bleck diagrams
illustrating the various components cf the cryptegraphic

device of FIG. 1 in greater detail.
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FIG. 1C is a timing diagram illustrating status and
configuration operations for the communications module cf the
cryptographic device of FIG. 1.

FIG. 11 is a block diagram of a cryptographic packez
generated in accordance with the Present invention.

FIG5. 12 and 13 are perspective views illustrating
the connector cornfigurations of the communications module and
cryptographic module, respectively, of the cryptographic
device of FIG. 1.

FIG. 14 is another exploded perspective view snowing
the bottom of the cryptographic device of FIG. 1 and further
illustrating coupling of the various modules thereof.

FIGS. 15 through 20 are flow diagrans illustrating

various communications method aspects in accordance with the

present invention.
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JHC/PUSLE

1. Claims

CLATIMS

1. A cryptographic device comprising:
a cryptographic module and a communications module
removably coupled thereto;

said cryptographic module comprising

a first housing,

a user Local Area Network (LAN) interface
carried by said first housing, and

a cryptographic processcor carried by said
first housing and coupled to said user LAN
interface;
said communications module comprising

a second housing, and

a network wireless LAN interface carried by
said second housing, coupled to said cryptographic

procassor and switchable between wireless LAN modes.

2. The cryptograpnic device of Claim 1 wherein
sald network wireless LAN interface circuit is switchable to
one of an access point [AP] mode, an infrastructure mode, and

an ad-hoc mode.

3. The cryptographic device of Claim 1 wherein
sald cryptographic module further comprises a first connector
carried by said first housing and coupled to said
cryptographic processor; wherein said communications module
further comprises a second connector carried by said second
heousing and connected to said netwerk wireless LAN interface,
sald second connector being removakly mateable with said first

connector of said cryptographic module.
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4. The cryptographic device of Claim 1 wherein

said user LAN interface comprises an Ezhernet interface.

5. The crypteographic device of Claim - wherein
gaid cryptographic processor comprises:

8 host network processor coupled to said user ILAN
interface; and

a cryptograpay circuit coupled to said host network

Lrocessor.

6. The cryptographic device of Claim 1 wherein
said cryptographic module further comprises a tamper circuit
for disabling said cryptographic processor based upon

tampering with said first hcusing.

7. A communications method comprising:

coupling a cryptographic module to a Local Area
Network (LAN) device, the cryptographic module comprising a
first housing, a user LAN interface carried by the firsz
housing, a cryptographic processor carried by the first
housing and coupled to the user LAN interface;

providing a communications module comprising a
second housing and a network wireless LAN interface carried by
the second housing and removably coupled to the cryptographic
module; and

switching the network wireless LAN interface between
wireless LAN modes, and using the netwcrk wireless LEN to

communicate with a wireless LAN.

g. The methed of Claim 7 wherein switching
comprises switching the network wireless LAN interface cirauit
to one of an access point (AP} mede, an infrastructure moede,

and an ad-hoc mode.

13



T T e T e T e T e T e O e O e O s O e, O e, O e B e, O e, T s R e R e N e T e T e T e T e T e T e T e T e T e T e T e T e T e B e B e B e T e T e T e B e T s T e B e D e T e B

O

tn

1C

(57) JP 2005-287024 A 2005.10.13

9. The method of Claim 7 wherein the
cryptographic medule further comprises a first connector
carried by the first housing and coupled to the
cryptographic processor; wherein the communications
module further comprises a second connector carried by
the second housing and connected to the netwcocrk wireless
IAN interface; and wherein removably coupling comprises
removably mating the second connector to the first

connector.

10. The method of Claim 7 wherein the user LAN

interface comprises an Ethernet interface.
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1. Abstract

ABSTRACT

A cryptographic device (30} may include a
cryptographic module (321) and & communications module (32)
remcvably coupled theretoc. The cryptographic module (3I) may
include a first housing (34), a user Local Area Network (LAN!
interface (35) carried by the first housing, and a
cryptographic processor (36) carried by the first hcusing and
coupled to the user LAN interface., The communications module
(32) may include a second housing (45) and a network wireless
LAN interface (47) carried by the second housing. The network
wireless LAN interface (47) may be coupled to the
cryptographic processor (36), and it may be switchable between

wireliess LAN modes.

2. Representative Drawing

Fig. 1

-31-
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