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ABSTRACT

Systems and methods for communicating with a radio frequency (RP) device are
disclosed herein. In particular, a method of the present disclosure includes: listening
for a first hailing signal to be received on at least one hailing channel selected from
a plurality of hailing channels, selecting at least one hailing channel based upon a
system time and a node identification; determining a noise floor for the at least one
hailing channel; and upon receiving a noise signal on the at least one hailing channel,
adjusting the noise floor in response to the noise signal.
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SYSTEMS AND METHODS FOR DYNAMIC SQUELCHING
IN RADIO FREQUENCY DEVICES

TECHNICAL FIELD

[0001] The present disclosure generally relates to the operation of radio
frequency devices, and more particularly relates to synchronizing data communications

between radio frequency devices.
BACKGROUND

[0002] Typically, utility meters (e.g., gas meters, water meters, and electricity
meters) are read manually by meter readers who are employees or contractors of the various
utility providers. Manual meter reading represents a significant cost to a typical utility provider.
With the advent of wireless technology including mesh networking, utility providers have sought
methods and systems for remote reading of water meters and/or remote control of water supply

valves.

[0003] Advanced Metering Infrastructure (AMI) or Advanced Metering
Management (AMM) are systcms that measure, colicct and analyze utility data using
advanced metering devices such as water meters, gas meters and electricity meters. The
advanced metering devices combine internal data measurements with continuously available
remote communications, enabling the metering devices to transmit and receive data through
the AMI network. In a typical configuration, an advanced metering device, such as an
advanced water meter, measures and collects usage data, such as water usage data, at a

customer’s location.

[0004] The metering device then uses a built-in communication interface to

transmit data to a parent node up the network, often in response to the parent’s request for
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such information. In this way, utility providers may remotely “rcad” customer usage data for

billing purposes.

SUMMARY

[0005] The present disclosure relates to systems and methods for communicating
with a radio frequency (RF) device. An exemplary method includes: listening for a first
hailing signal to be received on at least one hailing channel selected from a plurality of
hailing channels, selecting at least one hailing channel based upon a system time and a node
identification; determining a noise floor for the at least one hailing channel; and upon
receiving a noise signal on the at least one hailing channel, adjusting the noise floor in
response to the noise signal.

[0006] Various implementations described in the present disclosurc may include
additional systems, methods, features, and advantages, which may not necessarily be
expressly disclosed herein but will be apparent to one of ordinary skill in the art upon
examination of the following detailed description and accompanying drawings. It is intended
that all such systems, methods, features, and advantages be included within the present

disclosure and protected by the accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The features and components of the follm‘ving figures are illustrated to
emphasize the general principles of the present disclosure. Corresponding features and
components throughout the figures may be designated by matching reference characters for
the sake of consistency and clarity.

[0008] FIG. 1 is a block diagram of the network topology of an AMI mesh
network in accord with one embodiment of the present disclosure.

[0009] FIG. 2 is a block diagram of a radio frequency circuit in accordance with one
embodiment of the present disclosure.

[0010] FIG. 3 is a flow diagram of the SLEEP state of an RF device in accord
with one embodiment of the present disclosure.

foo11] FIG. 4 is a flow diagram of the SLAVE state of the RF device of FIG. 3.

[0012] FIG. 5 is a flow diagram of the MASTER state of the RF device of FIG. 3.
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[0013] FIG. 6 is a graph of power usagc in an cxemplary system in accord with
one embodiment of the present disclosure.

[0014] FIG. 7 is a flow diagram showing a process for receiving a timesync in
accord with one embodiment of the present disclosure.

[0015] FIG. 8 is a diagram of hailing groups used a system hailing timer in
accord with one embodiment of the present disclosure.

[0016] FIG. 9 is a flow diagram of an exemplary embodiment of a hailing and
retry process used by an RF device in MASTER state in accord with one embodiment of the
present disclosure.

[0017] FIG. 10 is a block diagram of a simple network infrastructure stemming from
a utility provider having a plurality of nodes in accord with oné embodiment of the present
disclosure.

[0018] FIG. 11 is a flow diagram of a dynamic squelching method used in RF

devices in accord with one embodiment of the present disclosure.

DETAILED DESCRIPTION

[0019] The present disclosure describes systems and methods for operating radio
frequency (RF) devices such as Advanced Metering Infrastructure devices (AMI) using
frequency-hopping sprcad spectrum technology. More particularly, the systems and methods
disclosed herein relate to time-based hailing of radio frequency devices.

10020] Existing AMI deployments rely on and utilize mesh networks and mesh
networking devices to transmit and to receive data between nodes within the utility
provider’s network. Many of these devices employ frequency-hopping spread spectrum
(FHSS) technology in compliance with Federal Communications Commission (FCC) rules
and regulations part 15 (47 C.F.R. § 15). FHSS is a method of transmitting and receiving
radio signals by rapidly switching among many frequency channels using a pseudorandom
channel sequence known to both the transmitting and receiving devices.

[0021] Because of the remote placement nature of the advanced metering devices,
it is desired to maximize battery life of the metering devices in order to reduce down time
and to reduce the amount of maintenance that must be performed on the metering devices.

Similarly, it is desired to maximize responsiveness in communications between the advanced
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metering devices and the utility provider network while complying with FCC rules and
regulations. It is also desired to reduce interference and background noise that may cause
communication failures and that may further decrease battery life of the advanced meters.

[0022] While the present disclosure relates to mesh networking, as those having
ordinary skill in the art will recognize, the present disclosure may be utilized in other types
of networking environments, such as point-to-point FHSS networks as well.

[0023] As used herein, a MASTER state device, a device in MASTER state, or a
master device is a device that is attempting to send data to another device. A SLAVE state
device, a device in SLAVE state, a slave device, or a target device is a device to which the
master is attempting to send data. As used herein, “parent” and “child” nodes should not be
confused with “MASTER state” and “SLAVE state” devices. MASTER state and SLAVE state
are merely states/fmodcs for each device. “Parcnt” and “child “nodes have a predefined
relationship based on hierarchy (i.c., a parent node such as device 110 in FIG. 1 is further up the
hierarchy in relation to the utility provider 102 than a child node such as devices 112, 114, 116 in
FIG. 1). Although the present disclosure describes a single parent to multiple child relationship,
it should be understood that multiple parents may exist within the same network. Further, a child
may have multiple parents. In various embodiments, a single parent may be paircd with a single
child. As an example, child nodes may represent individual customers’ utility meters while a
parent node may represent a primary data collection device responsible for collecting date from
and sending data to each child device. This configuration requires that the parent device’s
system time be highly accurate.

[0024] Utility companies must periodically determine customer usage by taking
meter readings. To facilitate this process and to reduce costs to the utility companies, utility
meters in the present disclosure may transmit usage data wirclessly through a network, such
as a mesh network, back to the utility provider. To reduce costs further while increasing
reliability, it is an object of the present disclosure to increase battery life while increasing
data transmission reliability and reducing system response times. To do this, each of the
utility company’s AMI RF devices is in one of 3 states: SLEEP state used to conserve
battery life; SLAVE state used for responding to and receiving data from a MASTER state
device; and MASTER state used to initiate communications with (i.e., “hail”) and send data
to a SLAVE state device.
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[0025} In SLEEP state, a device partially awakens and briefly listens for a
“hailing” signal on a hailing channel from another device in MASTER state. If the device in
SLEEP state fails to detect a hailing signal, the device remains in SLEEP state and
periodically partially awakens to listen for a hailing signal. The SLEEP state device changes
hailing channels based on a predefined pseudorandom hailing channel frequency set
dependent upon a system time. Once the SLEEP state device is “hailed” by a MASTER state
device, it fully awakens and begins listening for data messages from thc MASTER state
device on a predefined data channel selccted from the predefined pseudorandom data channel
frequency set, the data channel being indicated by the MASTER state device. In other
words, the SLEEP state device exits SLEEP state and enters SLAVE state.

[0026] In SLAVE state, a device listens for and receives data messages on a data
channel selected from the predefined pseudorandom data chénnel frequency set. The
MASTER state device indicates which data channel to use by sending a data channel pointer
to the target device during the hailing process. After receiving each message from the
MASTER state device, the SLAVE state device sends an acknowledgement (ACK) message
to the MASTER state device, indicating a successfully received data message. The SLAVE
state device and the MASTER state device then switch to the next data channel in the data
channel frequency set and continuc communications until all data messages have been sent.

[0027] In MASTER state, a device “hails” a SLEEP state device by sending a
hailing signal on a hailing channel to the targeted SLEEP state device. The MASTER state
device selects which hailing channel to use based on: 1) the SLEEP state device’s
predefined pseudorandom hailing channel frequency set, 2) a system time corresponding to
the hailing channel frequency set, and 3) a unique serial number (the “nodelD”) of the
SLAVE state device. The system time on the MASTER state device and the system time on
the SLAVE state device are substantially in synchronization. Upon successfully “hailing”
the sleeping device (which upon hailing becomes a SLAVE state device). the MASTER state
device begins sending data messages on a data channel to the SLAVE state device. The data
channel is selected from the SLAVE state device’s predefined pseudorandom data channel
set based on the system time. In one embodiment, the data channel frequency set is common
to the MASTER state device and the SLAVE state device. In such a configuration, the
MASTER state device may indicate to the SLAVE state device during the hailing procedure
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what the next available data channel is by sending to the SLAVE state device a data channel
pointer.

[0028] Hailing channels and data channels are selected from the 902-928 MHz
industrial, scientific, and medical (ISM) bandwidth. In one embodiment, one hundred (100)
channels are chosen with a minimum channel spacing of 100 kHz each. Fifty (50) of the
channels are randomly assigned to the pseudorandom data channel frequency set, and fifty
(50) different channels are randomly assigned to the hailing channel frequency set. The set
of fifty (50) hailing channels are used during the MASTER and SLEEP states to send and
receive hailing requests while the set of fifty (50) data channels are used during the
MASTER and SLAVE states to send and receive data messages.

[0029] In one embodiment, a particular radio frequency device selects an initial
subset of two (2) consecutive channels (i.e., a channel group) from its predefined
pseudorandom hailing channel frequency set to be used while in the SLEEP state (by first
calculating a channel offset based on its unique assigned serial number (the “nodelD™)). This
offset is added to a hailing channel pointer. The hailing channel pointer points to one of the
fifty (50) available hailing channels, and increments to the next set of two (2) channels
every, for example, 18 seconds so that each device will continuously “hop” through all of the
fifty (50) available hailing channels at a system hopping rate. In this manner, hailing
channel usage is spread across the predefined hailing channel. In one embodiment, the
hailing channel usage may be substantially equal manner such that each channel within the
hailing channel frequency sct is uscd for substantially the same amount of time or for
substantially the same number of times. In one embodiment, the hailing channel usage might
be skewed to use hailing channels with less interference more frequently while using hailing
channels with more interference less frequently. When sending and receiving data messages
in MASTER and SLAVE states, the devices hop through the data channel frequency set to
assure that, on average, all data channels are used equally.

PSEUDORANDOM FREQUENCY SETS

[0030] As will be further understood, the present disclosure utilizes two
pseudorandom frequency sets: a predefined pseudorandom hailing channel frequency set and
a predefined pseudorandom data channel frequency set. Hailing channels and data channels

are randomly selected from the 902-928 MHz ISM radio bandwidth. In one embodiment,
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one hundred (100) channels are chosen having a minimum channel spacing of 100 kHz each.
Fifty (50) of the channels are randomly assigned to the hailing channel frequency set, and
fifty (50) different channels are randomly assigned to the data channel frequency set. In one
embodiment, a different number of total channels, a different number of hailing channels,
and/or a different number of data channels may be used. In one embodiment, the data
channels and the hailing channels are mutually exclusive (i. e., every data channel is different
from every hailing channel). In one embodiment, a subset of the data channels and the
hailing channels may be the same, while other data channels and other hailing channels may
be different. And in one embodiment, the set of data channels and hailing channels may be
the same. In one embodiment, the channel spacing may be greater or less than the 100 kliz
spacing discussed above.

(0031] A non-limiting, exemplary set of 50 hailing channels (from hailing

channel 0 to hailing channel 49) includes the following frequencies:

Ch. | Freq. Ch. | Freq. Ch. | Freq. Ch. | Freq.

0 926.8 MHz 1 92296 MHz |2 92548 MHz |3 922.72 MHz
4 922 MHz 5 92596 MHz 16 92284 MHz |7 922.48 MHz
8 923.32 MHz 9 925 MHz 10 923.2 MHz H 924.52 MHz

12 1925.12 MHz 13 922.6 MHz 14 923.68 MH7~ |15 925.36 MHz

16 |924.16 MHz 17 |927.76 MHz 18 92788 MHz | 19 927.4 MHz

20 |924.76 MHz 21 92428 MHz |22 926.92 MHz |23 926.44 MHz

24 1927.16 MHz 25 |922.63MHz |26 924.04 Milz |27 923.92 MHz

28 1923.56 MHz 29 1923.08 MHz |30 92224 MHz | 31 927.28 MHz

32 1926.2 MHz 33 |926.08 MHz |34 923.8 MHz 35 924.88 MHz

36 192524 MHz 37 925.84 MHz 38 923.44 MHz |39 927.52 MHz

40 |922.12 MHz 41 926.56 MHz 42 924.64 MHz | 43 927.64 MHz

44 | 924.4 MHz 45 927.04 MHz 46 926.68 MHz | 47 925.72 MHz

48 |926.32 MHz 49  1925.6 MHz

[0032] In one embodiment, these hailing channels may be grouped into hailing
channel groups. For example, hailing channel group 0 may include hailing channels 0 and 1

(908.15 MHz and 919.8 MHz in the above example), while hailing channel group 1 may
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include hailing channels 2 and 3 (922.65 MHz and 902.65 MHz in the above example),
continuing through hailing channel group 24. More generally, hailing channel group “n”
may include hailing channel “x” and hailing channel “x+1” where “x” represents a hailing
channel. In other embodiments, hailing channel groups may include a different number or
combination of hailing channels.

[0033] A non-limiting, exemplary set of 50 data channels (beginning with data

channel 0 and continuing through data channel 49) includes the following frequencies:

Ch. | Freq. Ch. | Freq. Ch. | Freq. Ch. | Freq.

922.94 MHz 1 922.1 MHz 2 923.78 MHz 3 922.46 MHz

4 926.9 MHz. 5 927.26 MHz 6 922.82 MHz. 7 923.3 MHz

8 927.86 MHz 9 927.5 MHz 10 | 923.9 MHz 11 926.42 MHz

12| 925.46 MHz 13 192738 MHz 14 19263 MHz 15 | 925.7MHz

16 | 925.1 MHz, 17 | 926.18 MHz 18 192594 MHz 19 |924.02 MHz

20 [927.98 MHz 21 926.66 MHz 22 {92498 MHz 23 | 927.62 MHz

24 192474 MHz 25 92522 MHz 26 92534 MHz 27 | 924.62 MHz

28 [924.5MHz 29 [ 926.54 MHz 30 192414 MHz 31 923.66 MHz

32 1925.58 MHz 33 92222 MHz 34 192426 MHz 35 (927.02MHz

36 |922.34 MHz 37 ]926.06 MHz 38 |926.78 MHz 39 ]923.42 MHz

40 1927.74 MHz 41 924.86 MHz 42 192438 MHz 43 | 922.7 MHz

44 (922.58 MHz 45 1925.82 MHz 46 | 923.54 MHz 47 | 927.14 MHz

48 1923.18 MHz 49  1923.06 MHz

[0034] In one embodiment, these data channels rﬁay be grouped into data channel
groups. For example, data channel group 0 may include data channels 0 and 1 (922 MHz and
904.5 MHz in the above example), whilc data channel group | may include data channcls 2
and 3 (908 MHz and 925 MHz in the above example), continuing through data channel group
24. More generally, data channel group “p” may include data channel “y” and data channel
“y+1” where “y” represents a data channel. In other embodiments, data channel groups may
include a different number or combination of data channels." In one embodiment, the data

channels are not grouped.
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[0035] In one embodiment, the hailing channel frequency set and the data channel
frequency set are unique to each device/node within the system. However, in one
embodiment, the hailing channel frequency set and the data channel frequency set may be the
same or contain a portion of the same frequency channels. Each device/node has a “nodelD”
which identifies it within the network. A device wishing to send a communication to a target
device utilizes the target device’s “nodelD” to identify the correct hailing channel frequency
set and data channel frequency set to use for that particular target device. The “nodelD” is
an identifier, such as an alphabetic and/or numeric string, associated with and unique to a
device.

[0036] FIG. 1 is an exemplary block diagrarﬁ of the network topology of an AMI
mesh network, including utility provider 102 and AMI devices including RF devices 110,
112, 114, 116. The RF devices discussed herein may also be referred to as “AMI devices,”
“nodes,” or “devices.” The configuration of AMI devices shown in FIG. 1 is merely one
configuration, and additional devices or alternative configurations may be used. As such, the
configuration of AMI devices shown in FIG. 1 should not be seen as limiting but instead as
merely exemplary. The dashed lines of FIG. | represent wireless communication links
between the devices 110,112,114,116 and the utility provider 102, which may be active
during some periods of time and which may not be active during other periods of time, as
will become clear throughout the present disclosure.

[0037] As seen in FIG. 2, an RF circuit 200 may be included in any of the AMI
devices shown in FIG. 1, such as RF devices 110, 112, 1 14, 116. RF circuit 200 within each RF
device 110, 112, 114, 116 enables the devices to communicate wirclessly with one another.
Battery 205 powers a transceiver integrated circuit (IC) 210, a microprocessor 220, an RF powcr
amplifier 230, an RF low noise amplifier 240, and flash memory 250. Crystal oscillators
215,225 are connected to transceiver IC 210 and microprocessor 220, respectively. The circuit
200 includes a transmit/receive switch 260 and antenna 270. Although flash memory 250 is
specified, any type of memory such as RAM, ROM, flash merﬁory, etc. may be used with RF
circuit 200, as understood by thosc having skill in the art.

[0038] A data line connects antenna 270 to the transmit/receive switch 260. RF
received data from antenna 270 is fed into RF low noise amplifier 240 and then to transceiver IC

210. Transceiver IC 210 is connected to microprocessor 220 and to RF power amplifier 230. If
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RF transmission data is to be sent to antenna 270 and, thereby, to another remotely located
communicator (for example, from RF device 110 to RF device 112 of FIG. 1), it is transmitted to
the RF power amplifier 230 where it is amplified and transmitted to transmit/receive switch 260
and on to antenna 270 for communication. In one implcmentation, meter data is wirelessly
received and transmitted to and from a host and remotely located meter nodes connected to water
meters.

[0039] Microprocessor 220 and transceiver IC 210 include both a two-way data and
a two-way control line. Microprocessor 220 includes a control line to each of RF low noise
amplifier 240 and transmit/receive switch 260. Microprocessor 220 is also connected to flash
memory 250 by both a two-way data linc and by a battery status line, the battery line included so
that flash memory 250 may notify microprocessor 220 of its power and battery status. Finally,
microprocessor 220 is connected to a device circuit 280. In one embodiment, device circuit 280
may include a utility meter such as a water meter or an electricily meter. In one embodiment,
device circuit 280 may be a reporting and testing device, such as a water or gas leak detection
device. These examples are not meant to be limiting, and those of skill in the art will recognize
that alternative device circuits may be used in conjunction with the present disclosure. Note,
other supporting circuitry and memory may not be shown in the figures of this disclosure but
would be understood by those of reasonable skill in the art.

[0040] RF circuit 200 may be configured on various radio topologies in various

“embodiments, including point-to-point, point-to-multipoint, mesh networking, and Star, among
others. RF circuit 200 may be configured to communicate in multiple topologies or in one of
multiplc topologics.

[0041] RF devices such as those shown in FIG. 1 (devices 110, 112, 114, 116)
and FIG. 2 may be in one of 3 states at any given time: SLEEP state used to conserve battery
life; SLAVE state used for responding to and receiving data from a MASTER state device;
and MASTER state used to initiate communications with (i.e., “hail”) and to send data to a
SLAVE state device. A device initiating a communication is referred to herein as the “master”
or the “MASTER state device” and the device which is the target of the communication is the

“targct,” the “target device,” the “slave” or the “SLAVE state device.”
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SLEEP STATE

[0042] FIG. 3 is an exemplary flow diagram 300 of the SLEEP state of an RF
device. Somc AMI devices (e.g., RT devices 110, 112, 114, 116) are battery powered. To
maximize the life of the device batteries, these devices are normally in SLEEP state until it is
time to transmit and/or to receive data messages. In this state, the AMI device, such as RF
device 112, is in a “deep sleep” (i.e., very low power mode) and wakes up once every 0.75
seconds to listen for a hailing signal from a device in MASTER state, for example, such as RF
device 110 in FIG. 1. During this short listening period, 1-2 milliscconds, for example, the
device listens to its currently-defined hailing channel group consisting of two (2) hailing
channels from the hailing channel frequency set. While a two hailing channel configuration is
disclosed, single channel or other multi-channel configurations may be used. If radio frequency
power (e.g., a hailing signal) is detected on one of the hailing channels, the AMI device then tries
to decode a hailing message on that channel, the hailing message containing a pointer to a
particular data channel (the data channel pointer). Once a device in SLEEP state has received a
hailing message, the device then synchronizes with the transmitting device (i.e. the master)
through any remaining channels of the two hailing channel set and then switches to the proper
data channel, as indicated by the data channel pointer. Once on the proper data channel, the
SLAVE state device waits for a data channel message from the master. Once the data channel
message is reccived, the target device responds with an acknowledgement message (ACK
message) on the same channel and then switches to the next data channel in the data channel
frequency set.

[0043] Still referring to the exemplary method of F 1G. 3, a device such as RF device
112 of FIG. 1, which may be battery powered, enters SLEEP state upon the termination of a prior
data transmission at block 302. At block 304, the device waits for a period of time known as the
“sléepTime” before proceeding to block 306. At block 306, the AMI device listens for a hailing
signal on a first hailing channel. Selection of hailing channels is discusscd above in the
Pseudorandom Frequency Sets section, and an exemplary hailing channel frequency set and data
channel frequency set are shown. In one embodiment, the present disclosure may determine
whether to enter SLAVE state (enter data mode) at block 500 after listening on each hailing

channel individually.
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[0044] After listening on the first hailing channcl, the AMI dcvice then listens for a
hailing signal on a second hailing channel at block 310 (and any subsequent hailing channels if
more hailing channels are present in the hailing channel group). If a hailing signal is detected
(block 312) on the second hailing channel, the AMI device enters SLAVE state for receiving
data at block 500, as discussed below. 1f no hailing signal is detected (hlock 312) on the second
hailing channel, the AMI device then prepares to enter the docb sleep during which the AMI
device does not attempt to detect a hailing signal. To enter this deep sleep, the AMI device
increments its wait time counter (block 314), then determines whether the total hailing time (e.g.
sleepTime x n) is less than the total channelPeriod (block 316). The total channelPeriod is the
amount of time the AMI device utilizes one hailing channel or group of hailing channels before
moving on to the next. If so, the AMI device enters the deep sleep and waits a duration of
sleepTime before attempting to detcct a hailing signal again. In one embodiment, the sleepTime
may be approximately 750 milliseconds; however this time may be adjusted depending on the
number of hailing channels used during each cycle. If the total wait time is greater than or equal
to a predetermined total channelPeriod (block 316), the AMI device increments its hailing
channel counters at block 318 such that the first hailing channcl becomes a third hailing channel
and the second hailing channcl becomes the fourth hailing channel, the hailing channels being
determined from the hailing channel frequency set. In one embodiment, the channelPeriod may
be approximately 18 seconds, which would result in every hailing channel—for example, 50
hailing channels when used two-at-a-time—being used over a 7.5 minute period. As persons
having ordinary skill in the art recognize, a different channelPeriod and/or a different sleepTime
may be advantageous.

[0045] In another embodiment, an AMI device such as RF device 112 of FIG. | may
be a line powcred device that does not need to conserve power and can therefore utilize a more
aggressive channel monitoring procedure than a battery powered RF device. Line powered AMI
devices may continuously sample all 50 of its hailing channels without waiting a sleepTime
between sampling. In this configuration, the sampling method is similar to the battery operated
device method shown in FIG. 3, but sampling is continuous. That is, both methods sample the
RF power in each channel. When RF power is detected in one of the hailing channels, the unit
will then try to decode a hailing message on that channel. When a hailing message is

successfully decoded, it contains a data channel pointer to a particular data channel. Once an
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AMI device receives a hailing message, the AMI device then synchronizes with the transmitter
through any remaining channels of the two channel set. The AMI device then switches to the
indicated data channel and waits for a data channel message from the master. Once the data
channel message is received, the AMI device responds with an ACK message on the same
channel. The device then switches to the next data channel in the data channel frequency set to
continue rcceiving the data message.
SLAVE STATE

[0046] In an exemplary method of receiving data messages 400 shown in FIG. 4, a
target device in SLAVE state such as RF device 112 of FIG. 1 is awake afier having
synchronized successfully through being hailed by a device in MASTER state, discussed below,
such as RF device 110 of FIG. 1. Once the target AMI device transitions from SLEEP state to
SLAVE state (block 402), the targct AMI device waits for data transmission from the AMI
device in MASTER state (block 404). The target AMI device determines which data channel
selected from its data channel frequency set to use based on the data channel pointer sent during
the hailing procedure by the MASTER state device. When data messages are received (block
406), the SLAVE state device responds to the MASTER state device by transmitting an ACK
message on the same data channel (block 408) back to thc MASTER state device. After sending
the ACK message (block 408), the SLAVE state device switches to the next data channel in the
data channel frequency set (bloék 410) to wait for more data from the MASTER state device
(block 412). If the MASTER state device has additional data to transmit, it sends the additional
data on the next data channel. The cycle continues until the MASTER state device has no more
data to transmit. Once the last data message has been reccived and the final ACK message has
been sent (or the device times out waiting for a message), thc SLAVE statc device will return to
the SLEEP state (block 414).
MASTER STATE

[0047] In an exemplary method of transmitting data messages 500 shown in FIG. 5,
an AMI device in MASTER state such as RF device 110 of FIG. 1 is in one of two modes of
operation: hailing mode for hailing and synchronizing with an AMI device in SLEEP state using
the hailing channel frequency set; and data mode for transmitting data to and receiving data from
adevice in SLAVE state using the data channel frequency set. As indicated above, the AMI

device in MASTER state uses hailing mode to synchronize communications with and to connect
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to the AMI device that is in SLEEP statc. First, beginning at block 502, the device exits SLEEP
state and enters MASTER state for synchronizing with and sending data to another AMI device.
In hailing mode (block 504), the MASTER state device sends a hailing message on the hailing
channel(s) currently being sampled (as determined from the hailing channel frequency set,
system timer, and nodeID) by the device that is in SLEEP state (block 506). Each hailing
message contains a data channcl pointer indicating which sequentially next data channel to use
from the data channel frequency set. If the hailing attempt is unsuccessful (block 508), the
MASTER device attempts additional hailing attempts after waiting a delay period (block 507)
and retries the hailing procedure as discussed herein with particular reference to FIG. 9.

[0048] After successfully hailing the SLEEP state device (which then enters SLAVE
state) and synchronizing communications, the MASTER state device will switch to the indicated
data channel (block 510) and scnd a data message to the target device (block 512). Ifan ACK
message is received (block 514) from the SLAVE state device, the MASTER state device
switches to the next data channel (as determined from the predefined pseudorandom data channel
frequency set) and continues sending data. If no ACK message is received (block 514) by the
MASTER state device from the SLAVE state device, the MASTER state device switches to the
next set of hailing channels and retries hailing and synchronization (block 504). In one
embodiment, the total occupancy of any channel will be less than 400 milliseconds within a 20
second period.

[0049] Once in data mode, the MASTER state device sends data in each of its data
channels, switching channels only after receiving an ACK message from the SLAVE state
device, until all data has been sent. The data length is variable depending on the amount of data
to be transmitted. Each new data transmission begins on the sequentially next channel in the
MASTER state device’s normal data hopping sequence as determined from the data channel
frequency set. In one embodiment, data channel usage is therefore spread across the data
channel frequency set substantially equally to minimize the channel occupancy and assure that,
on average, all channels in the data channel frequency set are used substantially equally. In one
embodiment, it may be desirable to use certain data channels for longer periods or more often
than other data channels, such as to use data channels with a lower interference level more
frequently than data channels with a higher frequency. At the end of the data transmission, both

the MASTER state device and the SLAVE state device return to SLEEP state. In one
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embodiment, scheduled communications (uploads from a MASTER statc device to other
devices) have a minimum random delay time added to the start of hailing of, for example, at least
7.5 minutes. The random delay time ensures that, on average, all of the hailing channels are used
equally by beginning the hailing process at different channels on a random basis.

SYSTEM DESCRIPTION

[0050] The following describes the operating mode and settings for radio frequency
enabled nodes/devices.

[0051] Battery Life Considerations — For battery operated RF devices, the biggest
drain on the projected battery life is caused by the periodic “sniffing” of hailing channels and the
time spent transmitting. To achieve the best system performance, the sniffing ratc on the
receiving side should be balanced with the amount of hailing that needs to be sent from the
transmitting side. With this balancing in mind, it has bcen determined that an optimum system
performance for minimum battery drain (and thus maximum battery life) is a “sniffing” rate of
approximately 800 milliseconds and a hailing transmission of approximately 800 milliseconds
(this equates to two hail messages). However, due to the way the timers within the processor
operate, it may be necessary in some embodiments to reduce the sniff rate to, for example,
approximately 750 milliseconds. As persons of ordinary skill in the art recognize, other sniffing
rates and/or hailing transmission times may be required depending on hardware specifications
and environmental factors.

[0052] In theory, these rates produce a near 100% success rate for hailing between
devices. However, in practice environmental interference and device hardware reduce the actual
success rate somewhat. [t is impossible to predict the average success rate because the
environmental interference is completely unpredictable, as those skilled in the art appreciate. In
some embodiments, a first hail hit rate of better than 90% is likely.

[0053] FIG. 6 shows a graph 600 of power usage in an exemplary system of the
present disclosure. “WoR PWR?” represents the average rate of current draw in milliamps
(“ma”). In one embodiment, the current draw occurs in periodic pulses. For example, in one
embodiment, a pulse may be 10 milliamps for 10 milliseconds, and that pulse may repcat at a
rate of once every 1000 milliseconds. The current draw between pulses may be less, for example
1 milliamp, during the 990 millisecond period between pulses.” In this example, the average

current draw is calculated using the following equation:
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(10ma * 10ms) + (Ima *990ms)
1000ms

[0054] FIG. 6 shows the plot of the average power for the WoR, the average power

=1.09ma

used in the hailing process, and the sum of these two values. In this way, the optimum number
of hailing channels required to minimize the average current draw on the battcry may be
determined. As the number of hailing channels increases, the number of channels sniffed
increases, but these channels are “sniffed” less frequently. “Hail PWR” represents the average
milliamps used for one hailing attempt in a day. The power increases with the total number of
channels used in the hailing attempt. TotalPWR is the sum of Hail PWR and WoR PWR.

[0055] System Clock — In order for “hailing” to occur properly, thc MASTER state
device and the SLEEP state device must know which hailing channels to use at any given time.
As discussed, each device has a hailing channel frequency set. When a MASTER state device
needs to send data to another device, which is in SLEEP state, the MASTER state device selects
a channel from the SLEEP state device’s hailing channel frequency set based on a system time
and the SLEEP state device’s nodelD, which is known to the MASTER state device. That is, the
MASTER state device and the SLEEP state device share a common system time, and the hailing
channel to be used is selected from the hailing channel frequency dependent upon the system
time,

{0056} In one embodiment, the system clock (“sysClock™) may be the only time
reference kept by a device. By itself, the sysClock time has no meaning relative to wall clock
time. Rather, it merely tracks the elapse of real time. In one embodiment, the sysClock may be
in synchronization with wall clock time. The sysClock is a counter maintained by the firmwarc
within cach device and is based on a periodic signal generated by each devices’ hardware (such
as by oscillator 225 and microprocessor 220 in FIG. 2). The firmware is responsible for
configuring the hardware of each device such that a periodic interrupt (the “sysTimer interrupt”)
is generated, for example, every approximately 750 milliscconds in one embodiment. The
“sysTimer interrupt may vary in frequency, as recognized by those having skill in the art.

[0057] The sysTimer interrupt is derived from a crystal and hardware based
prescaler. These crystals typically have an accuracy of 20ppm~100ppm. Howevcr, to ensure
reliability within the system, an accuracy of 5ppm or less is prefcrred. For this rcason, a more

precise value for the sysTimer interrupt may be required, although other precision Ievels may be
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advantageous depending on the particular embodiment as recognized by those of ordinary skill in
the art. The value of the sysClock is incremented each time the sysTimer interrupt is processed.
The value of the increase is determined by the firmware calibration procedures described below
in the Firmware Calibration section.

{0058] In one embodiment, a device may contain a hardware real-time clock (RTC)
chip. The RTC chip is not used as the wall clock reference time, but instead, the RTC chip
serves as a backup to the sysClock. Since the sysClock is much more accurate than the RTC, the
RTC is set from the sysClock reference at the start of each upload. 1 a unit with an RTC chip is
reset, for example following a power failure, it then determines if the value contained in the RTC
is valid and if so, the device loads its sysClock counter from the RTC chip. Ifthe RTC chip time
is not valid, then the sysClock will restart from 0.

{0059] Firmware Calibration — In the time-based hailing of the present disclosure,
the time drift between any two nodes should be, for example, approximately one second per day
or less. Many of the current commercially available products have hardware not capable of
supplying the required accuracy; therefore, a firmware calibration may be needed to alter the
sysClock to achieve the desired accuracy and reliability. As those skilled in the art recognize,
the firmware calibration process should be executed periodically to maintain the required
accuracy.

[0060] A firmware calibration may be performed by comparing a high-accuracy
clock reference generated from a radio frequency temperature-compensated crystal oscillator
(TCXO) (for example, crystal oscillator 225 in FIG. 2) with an accuracy of approximately 2ppm
(known as “ref_clock”) to the sysClock used to produce the sysTimer. In order to satisfy the

accuracy requirement, the sampling time and ref_clock may include:

1/
/ref _clock _ freq , 10°

sample _time
where “ref_clock_freq” is the frequency of the reference clock derived from the TCXO and

<5(ppm)

“sample_time” is based on a number of sysTimer interrupts.

[0061] Since the sysTimer interrupt is derived from the hardware crystal oscillator
within the RF device (for example, crystal oscillator 225 in FIG. 2), its accuracy is the same as
the crystal oscillator, which may be, for example, approximately 100ppm. In order to achieve

the heightened precision required by the hailing process of the present disclosure, the actual
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value of the sysTimer interrupt may be determined. This is done by counting the number of
ref clock cycles during a sample time. A more accurate value of the sample time can then be
calculated by multiplying the number of ref_clock cycles coun;ted by the period of the ref_clock
(“ref_clock_count™):

1
ref clock _ freq

ActualSampleTime = ref _clock _count*

]0062] The true value of the interrupt can then be calculated by dividing the actual
sample time by the number of interrupts used to generate the sample time:

ActualSampleTime
NumberOfInterrupts

TruelnterruptValue =

[0063] The value of the sysClock is then increased by the true interrupt value each
time the interrupt is processed.

[0064] UTC Time — Coordinated Universal Time (“UTC”) is calculated by adding a
utc TimcOffSct variable to the current sysClock time. The utcTimeOffSet variable is stored, in
one embodiment, in EPROM. As those skilled in the art recognize, other types of memory may
be used. The value of the utcTimeOfTSet is the difference between the local sysClock and the
UTC time received from a device in MASTER state during the hailing procedure as described
herein. The utcTimeOffSet variable is updated periodically (e.g., at least once per day at the start
of an upload attempt). UTC Time is defined as timeSync plus the utcTimeOffSet:

| UTCtime = sysClock+utc TimeOffSet

10065] Timesync — Timesync data contains a four-byte value that represents the
source UTC time (e.g., which RF device sent the UTC time). When a device reccives timesync
data and resolves to use that information, it calculates a new utc TimeOffSet value as follows:

utcTimeOffSet = (timeSyncDaa) — (sysClock)

[0066] Timesync information is always included in both a ping message (sent by the
MASTER state device) and a pong ACK message (sent by the SLAVE state device). In this
way, both the MASTER state device and the SLAVE state device exchange timesync
information as part of the hailing procedure. Each device only uses timesync information if it is
sourced from onc of its “parcnt” nodes. Otherwisc, the timesync information is discarded by the
“child” node unlcss the child node has no parents. In this case, the received timesync

information is used by the child node regardicss of the source of the timesync. Ultimately. the
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parent node is the master clock and hailing timer source for all of its children. The parent must
have a stable timing reference that allows only minimal timer shifts to propagate through the
network via its children. This can be achieved using the same firmware calibration procedure
described in the Firmware Calibration section above. In one embodiment, the parent may utilize
the standard simple network time protocol (SN'TP) to retrieve time information from a remote
data source such as the Internet. The parent may update its time once per day, for cxample, or on
some other periodic schedule. |

[0067] FIG. 7 is a flow diagram showing the process 700 relating to a device
receiving a timesync from another device. In one embodiment, the device (such as RF device
112 shown in FIG. 1) polls to determinc whether it reccives a timesync (block 702). 1f not, the
device continues to poll (block 702). If the device does detect a received timesync at block 702,
the device detcrmines whether it has a parent device (such as RF device 110 shown in FIG. 1)
(block 704). If the device does have a parent as determined at block 704—or multiple parents in
one embodiment—the device then determines whether the timesync was sent by its parent (or
one of its parents) (block 706). 1f so, the device updates its utcTimeOftSet to equal the received
timesync from its parent (block 708). Upon updating its utc TimeOftfSet, the device returns to
polling for a new timesync (block 702). However, if the device has a parent (or multiple
parents), and the timesync was not sent by one of the device’s parents, the device rejects the
timesync and continues polling for a new timesync (block 702). If the device has no parents,
however, it accepts any received timesync and updates its utcTimeOffSet to equal the received
timesync (block 708). Upon updating its utcTimeOffSet, the device returns to polling for a new
timesync (block 702).

[0068] In onc cmbodiment, the device may not poll and instead timesync
information is received via the hailing signal, which may include the timesync information.

[0069] Restoring UTC Time After Reset — For AMI devices that contain a
hardware UTC device, after any reset (such as through regular maintenance or through prolonged
power outage) the AMI device verifies that the UTC time is valid first by checking to see if the
oscillator stop flag (“OSF”) (such as for oscillator 225 shown in FIG. 2) is set in the device. If
the OST is set, then the UTC time in the device is not valid. If this is the casc, the device uses
data from the RTC chip to recreate the sysClock and verify that the resulting UTC time

calculation returns a date after the stored firmware release date. The present disclosure utilizes
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the firmware release date, which represents the date that the firmware load was rclcased to
production from the manufacturer, to verify the system time. For example, when the system time
is lost, such as because of a prolonged power outage, the value of the RTC chip may show a time
many years in the past. The firmware release date provides a reference date for comparing to the
system clock to ensure that the new system time is reasonable. If the date is before the firmware
release date then the time is invalid. If a device cannot restore a valid sysClock from an UTC
device, then it may request a valid timesync from a parent device.

[0070] System Hailing Timer — The system hailing timer is a virtual timer within
each RF device that operates continuously. In one embodiment, as shown in FIG. 8, the system
hailing timer period is a 450 second timer; however, other timer values may be desirable as those
of reasonable skill in the art can appreciate. In onc embodiment, the valuc of the system hailing
timer is calculatcd by adding the utcTimeOffSet variable to the current sysClock value plus an
offset calculated from the node 1D and then performing a modulo operation on that result equal
to the timer period (for example, 450), as follows:

systemHaibngTimer = (sysClock+utcTimeOffSet + nodelDoffet)%atimer Periad

[0071] For a device in SLEEP state, when calculating which hailing channels to
monitor, the local nodelD is used to calculate the offset. For a device in MASTER state, when
calculating which hailing channels to use to transmit a hailing signal, the target SLEEP state
device’s nodelD is used to calculate the offset. The resulting value will point to one of the
hailing channels selected from the hailing channel frequency set. This timer is common between
nodes and controls the selection of both transmitting and monitoring/receiving hailing channels.

[0072] FIG. 8 shows a diagram of an exemplary hailing scquence using a 450 second
system hailing timer period. The hailing timer period is broken into 25 hailing channel time
periods of 18 seconds each. In this way, the 50 hailing channels from the hailing channel
frequency set are paired into 25 channel pairs. Each hailing channel pair is assigned to a hailing
channel time (e.g., hailing channel time 0, hailing channel time 1, . . ., hailing channel time 24).
Each hailing channel time is 18 seconds long in one embodiment, meaning that a SL.EEP state
device will attempt to detect a hailing signal on only these two channels periodically for a period
of 18 seconds. The hailing method is further described herein and shown, in particular, in

exemplary flow diagram 300 of the SLEEP state in FIG. 3.
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[0073] Super Sniffing Mode — In one embodiment, whenever a device receives a
new timesync, regardless of the source, and the resulting time shift is more than a predefined
threshold, for example, 7 seconds. the device enters “super sniffing mode.” During super
sniffing mode, the device attempts to detect a hailing signal on all 50 of its hailing channels
sequentially with no waiting period between attempts, rather than using the hailing method
disclosed for SLEEP state hailing. This embodiment enables the device to apply a new timesyne
from its parent more quickly and prevents the device from being disconnected from its own
children. This embodiment further enables faster testing and debugging of the network when a
valid timesync from a parent is unavailable, for example, during maintenance. When the source
of the time shift is a parent of the device, the device stays in super sniffing mode for an extended
period, for cxample, 24 hours. In other cascs, the device stays in super snitfing mode for a
significantly shorter period, for example, 20 minutes. Upon completion of super sniffing mode,
the device returns to SLEEP state and normal hailing presumes.

PARENT NODE OPERATION

[0074] In one embodiment, a parent node such as device 110 in FIG. | may be
responsible for hundreds or even thousands of child nodes such as devices 112, 114, 116, ctc. of
FIG. 1. As used herein, “parcnt” and “child” nodes should not be confused with *“MASTER
state” and “SLAVE state” devices. MASTER state and SLAVE state are merely states/modes
for each device. “Parent” and “child “nodes have a predefined relationship based on hicrarchy
(i.e., a parent node such as device 110 in FIG. 1 is further up the hierarchy in relation to the
utility provider 102 than a child node such as devices 112, 114, 116 in FIG. I). Although the
present disclosure describes a single parent to multiple child relationship, it should be understood
that multiple parents may exist within the same network. Further, a child may have multiple
parents. In various embodiments, a single parent may be paired with a single child. Asan
example, child nodes may represent individual customers’ utility meters while a parent node may
represent a primary data collection device responsible for collecting date from and sending data
to each child device. This configuration requires that the parent device’s system time be highly
accuratc.

[0075} Calibration — In one embodiment, a parent is assumed to have a more
accurate time than its children. The parent therefore becomes a “time master” for the entire cell,

the cell including the parent and cach of its children, in one embodiment. To maintain clock

CA 3036438 2019-03-12



-22-

accuracy, the parent device runs the same calibration algorithm as described above on its radio as
described herein.

[0076] Real Time — In one embodiment, a device includes two processors; however,
as those of reasonable skill in the art recognize, different numbers of processors may he
advantageous depending upon the desired implementation. [n a two-processor embodiment, a
first processor (e.g., a “rabbit” processor) facilitates Internet communications, and a second
processor (e.g., the radio processor) facilitates network communications between parent and
child devices, such as those described herein between MASTER state, SLAVE state, and SLEEP
state devices.

{00771 Upon initialization, the rabbit processor sets the radio processor’s time if the
rabbit processor knows the time. The rabbit processor further sets the radio processor’s time
once per day. In one embodiment, the rabbit processor may include a doublc battery back-up
clock which maintains time across extended power failures. In one embodiment, accuracy of the
rabbit processor may be limited to a 32 kHz crystal, which is approximately 20ppm~1{00ppm.

[0078] The rabbit processor may use the standard SNTP protocol, as discussed
above, to retrieve time from the Internct. In another embodiment, other protocols may be used as
known in the art. In an embodiment using the SNTP protocol, the Rabbit updates its time, for
example once per hour or after a system reset. Time updates may be immediately applied or
delayed. The rabbit system time is limited in one embodiment to shifling no more than, for
example, 9 seconds after each new Internet time update unless its internal time is invalid, in
which case it will apply the full time shift regardless of the time shifting limit. In this way, bad
time shifting settings that would disrupt the network, for example a large shift in time such as
minutes or hours, may be prevented.

[0079] In one embodiment, a parent may automatically push the time information
(timesync) to its children when hailing, causing the children to update their time information
(timesync). If the parent does not know the time, it will clear the pong timestamp in its hailing
messages 1o notify the children not to update their clocks. In one embodiment, certain parents
(for example, parents closer to the utility provider in the network hierarchy) may have their
automatic time-syncing disabled and may only be time-synced when required, not automatically.

[0080] Hailing Channel Groups - In one embodiment, a hailing channel group is,

for example, a sct of two contiguous channels from the hailing channel set. In a configuration
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using 50 hailing channels, there are 25 channel groups that arc non-overlapping and contiguous.
For example, channels 0 & 1 represent group 0, channels 2 & 3 are group 2 and so on until the
last two channels 48 & 49 are used to make group 24. Referring now to F1G. 8, “hailing channel
time 0” represents the hailing channel time for group 0 (i.e., channels 0 and 1), “hailing channel
time 17 represents the hailing channel time for group 1 (i.e, channels 2 and 3), and “hailing
channel time 24” represents the hailing channel time for group 24 (i.e.. channels 48 and 49). As
persons of reasonable skill in the art will appreciate, different channel groupings (such as, for
example, 3 channels per group) and/or different numbers of total channels may be advantageous
in other embodiments.

[0081] As shown in FIG. 8, based on the hailing timer value, a device in SLEEP
STATE monitors each hailing channel group (monitored for an incoming hailing signal from a
MASTER state device) for 18 seconds, for example. Each RF device determines a starting
channel group based on its nodeld.

|0082] Whenever the hailing timer wraps back to channel group 0 (i.e., channels 0
and 1), the device begins monitoring its starting channel group. Each channel group is
monitored for 18 seconds, for example. Upon completion of cach monitoring period, the device
begins monitoring the next sequential channcl group (shown as “channel time” in FI1G. 8). After
the device monitors channel group 24, the device monitors channel group 0. In an embodiment
having 25 channels groupings of 2 channels per group, with each channel group being monitored
for 18 seconds, it takes 450 seconds (7.5 minutes) to cycle through all 25 channel groups. In
embodiments with other numbers of channels and/or channel groupings or with differing
amounts of menitoring time, the total time to cycle through the entirc channel grouping will vary
accordingly. It is therefore possible to determine which channel group a device is monitoring
based on the value of the hailing timer (sysTimer).

[0083] Hailing Attempts — When a device (i.e., a device in MASTER state or a
master device) determines it is time to send information (i.e., a data message) to another device
in the network (i.e., a target device, which is in SLEEP state), the master device first “hails” the
desired device using the hailing method described herein. In this way, the devices achieve
channel hopping alignment or become synchronized. In this configuration, the device initiating
the communication is the “master” and the device which is the target of the communication is the

“slave.”
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[0084] In order to maintain approximately cqual use of hailing channcls within the
hailing channel frequency set, any periodic communication between nodes, such as a daily
upload, may have a random start delay applied to the first hailing attempt. In one embodiment,
the random start delay may range from 0 to 13 minutes. Asynchronous messages such as on-
demand utility meter readings do not require additional random delay and hailing can begin
immediately.

[0085] To hail a slave device, the master device first determines which hailing
channel group the slave is monitoring. It does this by using the slave’s nodeld to determine what
the slave’s starting channel group is. Next the master calculates which, for example, 18 second
window the system hailing timer represents and adds that valuc to the slave device’s starting
channel group. Once the master has determined which hailing channel the slave is using, it sends
its first hail attempt, which consists of one hailing message sent on each of the hailing channels
in the hailing channel group. The transmission of a single hailing message occupies, for
example, approximately 395 milliseconds in a two-channel-per-group configuration, so the pair
of hailing messages will occupy. for example, approximately 790 milliseconds. This hailing
attempt spans the entire sniffing window of the slave (i.e. approximately 750 milliseconds, as
discussed in the Slave Statc and Sleep State sections above). In this way, the slave device will
always have performed a channel sniff during a hail attempt. This helps ensure that, with the
exception of local interference and/or background noise, it is reasonably certain that the slave
device will detect the master device’s hail attempt. In one embodiment, the first hailing attempt
should not start in the first 2 seconds or last 2 seconds of the hailing window. This allows for a |
to 2 second difference between devices, which can be caused by drift or delays in passing time
sync information.

[0086] The hailing message contains a pointer to the master device’s next channel
selected from the data channel frequency set. After sending the hailing message, the master
device switches to the selected data channel and sends a synchronize (ping) message. It then
waits for a response acknowledgement (ACK or pong) message from the target device. If no
response is received, the master retries the hail request. In onc embodiment, this retry occurs
during the next 18 sccond hailing window using the next hailing channcl group. If the slave
again fails to respond, the master device may continue attempting to hail the target device. If

after a predetermined number of retries (for example, 3 retries) the master still has not received
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an ACK from the target device, it performs a “back-off and retry” procedure described in the
Hailing Back-Off and Retry section below with reference to FIG. 9. If the master device
receives an ACK message response from the target device, it first processes any timesync
information, then switches to the next data channel and begins normal data communications. In
one embodiment, a battery powered master device returns to the SLEEP state between each
hailing attempt to conserve battery life. In an embodiment with a continuously powered master
device, the master may not return to SLEEP state between each hailing attempt because no
battery life conservation is necessary.

[0087] Hailing Back-Off and Retry — If, after completing a set of hailing retries as
discussed, the master device has still failed to initialize communications with the target device,
the master device backs-off for a random time (for example, between 2 and 13 minutes). After
waiting this random time, the master device then performs another full hailing attempt and
hailing retry cycle. If the master device is still unable to contact the target device, the master
device may perform additional back-off and retry attempts. In one embodiment, a total number
of retry attempts may be set (for example, 5 retry attempts). In this case, upon reaching the total
of retry attempts, the master device will cease trying to contact that target device for a period of
time (for example, 24 hours). In one embodiment, the master device may send an alert message
with the particular target device's nodelD to the utility provider that it was unablc to establish
communications with that particular target device.

[0088] In an embodiment wherein an RF device has multiple parents, the above
process of hailing, hailing retries and back-off, and retries is attempted for each configured
parent until either all configured parents have been tried or successful contact is established with
a parent.

[0089] FIG. 9 depicts a flow diagram of an exemplary embodiment of the hailing
and retry process used by an RF device in MASTER state as described hercin. At block 902, the
device determines whether it is time to upload data and sets its relry counter to zero. Ifit is not
time to upload, the device continues to determine whether it is time to upload at block 902. If'it
is time to upload, the device determines whether it is time to perform hailing and sets the hailing
counter (HailCnt) to zcro (block 904). If not, the device continues polling whether it is time to
perform hailing (block 904). However, if it is time to hail, the device jumps to the first hailing

channel selected from the hailing channel frequency set at block 906. Next, at block 908, the
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device sends a hailing message to the target device and proceeds to the next hailing channel
(block 910). At block 912, the devices sends another hailing message to the target device and
hops to the appropriate data channel selected from the hailing channel frequency set (block 914).

[0090] Once on the data channel, the master device sends to the target device a
“ping” message (block 916). If the target device successfully receives the ping message and
returns an ACK (“pong”) message, which is received by the master device, the master device
processes any necessary timesync information, as described herein, (block 928) and then
proceeds to complete the data transmission (block 930).

[0091] If the target device does not respond to the master device’s “ping’” message
by sending an ACK (“pong™) message (block 918), the master device attempts a re-hailing of the
target device if the HailCnt is less than a maximum hailing attcmpt valuc, for example, 3 hailing
attempts (block 920). If thc HailCnt is less than the maximum hailing attempt value, the master
device waits until the next hailing time (block 922) and begins the hailing process again on the
next hailing channel (block 906). However, if the HailCnt is equal to or greater than the
maximum hailing attempt value, the master device will restart the entire upload attempt
beginning at block 902 for a predetermined number of retry attempts (for example, 3 retry
attempts) (block 924). Once the total number of retry attempts has been exceeded, the master
device will wait a random delay period (for example, 2 minutes to 13 minutes as discussed
above) (block 926) and begin the process again.

[0092] Hunting — When a master and slave are out of timesync (that is, when the
sysTimer within the master is not in sync with the sysTimer of the slave), then the master does
not know what hailing channel or hailing channel group a slave may be sniffing at any given
time. When this occurs, in order to make a connection to the slavc, the master may send a
hailing message on all of the hailing channels, starting with the master’s next hailing channel.
Due to the additional time required to send 50 hails, the hail message contains an indication so
that the slave will be aware of the additional hailing. After a hailing message has been sent on

. all hailing channels in the hailing channel frequency set, the master hops to the indicated data
channel and sends a sync request (ping) message to the slave. The slave responds with an ACK
message (pong) on the same data channel then hops to the next data channel in the data channel

frequency set to begin data communications.
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[6093] This process of “hunting” for a slave device uses a significant amount of
battery power, so limiting the use of hunting as much as possible is desired. Hunting is only
used for system requests and only after a set of normal hailing attempts has failed. It is also used
when a particular device declares an extended outage as described below. Hunting causes one of
the most significant network delays as well as causing a substantial drain on the battery life.

[0094] Extended Communications Failure Recovery — [n one embodiment, each
RF device maintains in memory a sctting for how many days must pass without communicating
with any parent after which the device enters into an extended outage mode. For example, this
time period may be 10 days, although in other embodiments that duration may be shorter or
longer, as persons having ordinary skill in the art can appreciate. If a device has failed to hail
successfully its configured parent(s) for more than the extended outage period., it then assumes
that it has lost time synchronization with its parent(s), causing the device to enter the extended
outage mode.

[0095] When in the extended outage mode, the device no longer attempts any
automated messaging (i.e., uploads, alerts, etc.) with its parent(s). The device does continue to
hunt for its primary parent once, for example, cvery 5 days until the device successfully hails its
parent. Once this occurs, the device exits extended outage mode. Battery-powered devices that
experience frequent extendcd communications failures also experience reduced battery life
becausc the hunting process requires significant battery power.

[0096] On Demand/Relayed Communications -- In one embodiment, a device,
such as device 110 of FIG. 1 may receive an asynchronous data message (such as, for example,
an installation related message or an on-demand meter read request) from a source farther up the
hierarchy, for example, from utility provider 102, with instructions to relay that data message to
another device, for example, device 112. When a device attenipts to forward an asynchronous
relayed message, the device first performs a hailing attempt with the target device and, if
unsuccessful, a hailing retry. [f the target device responds 10 any of the hailing atlempts, then the
device forwards the relayed data message to the target device. Once the data message is sent to
the target device and the target device sends the ACK message back to the sending device, the
sending device returns to the SLEEP state.

[0097] I€ the target device fails to respond, the sending device initiates a “hunting”

attempt as described in the Hunting section above. In one embodiment, the sending device
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initiates the hunting attempt immcdiately. However, in another cmbodiment, the target device
may wait a predetermined or random amount of time before initiating the hunting attempt. If the
hunting attempt fails, the sending device returns an indication of failure (NACK) to the source of
the relayed message. If a device is successful in contacting the target device, it forwards the
relay message to the target device and waits for a reply (i.e., an ACK message). Ifa device that
reccives a relaycd message (i.e., the target device) is unable to process the request (such as
because of a low battery), the target device returns a negative acknowledgement (“NACK”)
message to the sending device indicating that an error has occurred and, in one embodiment,
specifying the cause of the error. Otherwise, upon the successtul receipt of the relayed message,
the target device responds with the ACK message to the sending device and then forwards the
message as necessary or process the message itself if it is the final intended target of the
message.

[0098] During installation, most devices are not in time synchronization with one
another, and therefore a hunting procedure for each newly installed device is required. Once a
device has been contacted through the hunting procedure described herein, it receives a hailing
timer synchronization message. Since, during installation, a device likely does not have an
assigned parent yct, the timesync information is applied immediately and no additional hunting is

required, saving battery life.

[0099] In one embodiment, the following per synchronization delays may be
expected:
Sync Time
Number of (scconds)
Hailing Attempts Min | Max
1 REEN
141 retry 11 25
1+2 retry 29 43
1+3 retry 49 61
143 retry + hunt 70 81
(0100] Parents Assigned by Ficld Radio — In one embodiment, a parent device may

be configured by an installation technician using a field radio. Since the device does not have a
parent initially assigned, the device accepts and immediately applies a timesync message

received from the field radio operated by a technician.
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[0101] Once receiving the timesync message from the ticld radio. the installed
device attempts td contact its assigned parents, which may occur at preconfigured upload times.
[f a parent has already been installed with a valid timesync, then the installed device begins
receiving and using timesync information from its parent. If the parent is not available. the
installed device performs periodic attempts to contact the parent. In one embodiment, if the
number of days without contacting the installed device’s parent reaches the contigured extended
outage threshold, it begins a hunting procedure, described above in the Hunting section, for its
parent. Once communication with the parent has been establish, the parent will send timesync
information to the child (the installed device) and normal network communications may then
follow.

NETWORK OUTAGE RECOVERY EXAMPLES

[0102] FIG. 10 depicts a block diagram of a simple network infrastructure stemming
from utility provider 1010 having a plurality of nodes 1001, 1002, 1003, 1004, 1005, 1006, 1007,
1008. In this configuration, node 1001 is a parent to node 1002; node 1002 is a parent to nodes
1003, 1004; node 1003 is a parent to nodes 1005, 1006; and node 1004 is a parent (o nodes 1007,
1008. The following are examples of some common actions which may be performed within a
network implementing the systems and methods disclosed herein. As these are merely examples,
they are not intended to be limiting. As persons of ordinary skill in the art will recognize, other
configurations may be possible or otherwise advantageous.

[0103] Node Swap - In this example, node 1002 has stopped functioning and
needed to be replaced by a technician. When new node 1002 is placed into the network, its
sysClock may not be in synchronization with the rest of the network. Depending on the amount
of time that node 1002 was out of service, it is also possible that the sysClocks of node 1002’s
children (nodes 1003, 1004) as well as their respective children are no longer in synchronization
with one another or with node 1001.

10104] At the time when the new node 1002 is installed, it is not configured with
node 1001 as its parent. Therefore, new node 1002 accepts timesync information from any node.
In this way, the device can be configured from utility provider 1010 through the network or
locally using a field radio. Either way it is configured, it is assumed that the timesync that the
child device receives will be in synchronization with the network time and, thercfore, in

synchronization with the sysClock of node 1001.
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[0105] Nodes 1003 and 1004 may also need to update their parents also. In one
embodiment, this could be accomplished through a system message from utility provider 1010
routed through nodes 1001 and 1002. In another embodiment, this may be accomplished through
a message routed from a field radio through new node 1002. In either case, new node 1002 may
perform a hunting procedure as described above to connect to its children (nodes 1003 and
1004). In the case of node 1003, as soon as the hunt is successful, node 1003 receives timesync
information from node 1002, its parent. If the time shift is substantial, node 1003 enters into
super sniffing mode, as disclosed herein, which enables its children (nodes 1005 and 1006) to
continue to connect to it. The same will happen when node 1004 is hunted. Nodes 1003, 1006,
1007, and 1008 will all get the new timesync on their next upload. This procedure ensures that,
upon completion of replacing node 1002 with new node 1002, all nodes should be able to upload
virtuaily immediately.

10106} Extended Outage Recovery - In this example, node 1002 in the sample
network shown in FIG. 10 is unable to communicate with any other node in the system for a
period of time. At the time that node 1002 recovers, its sysClock may not be in synchronization
with the rest of the network. 1t is also possible that, if the node was out for an extended period of
time (for example, more than 10 days), nodes 1003 and 1004 and their respective children are
also out of timesync relative to node 1001. When this occurs, if node 1002 has a hunting delay
set to zero, then node 1002 requires assistance from an external device in order to rejoin the
network. However, if node 1002 has a hunting interval set (not to zero), then node 1002 attempts
a hunting procedurc to connect with its primary parent (in this example, node 1001) at it
programmed interval. If the fault is clear, the hunting procedure results in node 1002 recciving a
valid timesync from its primary parent (node 1001). This terminates the extended outage and
clears the corresponding error. Node 1002 then begins its normal uploading procedure.

[0107] If node 1002 was out for less than the expected period of time (for example,
10 days or less), the hunting procedure is not necessary because the sysClock of nodes 1001 and
1002 are aligned sufficiently to enable a normal hailing procedure between the nodes to establish
conncction when necessary. As soon as node 1002 re-connects to node 1001, node 1002
receives an updated timesync from node 1001. If the new timésync causes a significant time
shift (for example, a time shift greater than 7 seconds), node 1002 enters super sniffing mode

(i.e., node 1002 begins sampling all of its hailing channels for an extended period of time).
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[0108] This same process occurs between node 2 and its children (nodes 1003 and
1004). Since the children of nodes 1003 and 1004 (nodes 1005,1006, 1007, and 1008
respectively) did not experience a loss of connection to their parents, these nodes are not in the
extended outage mode and use the normal hailing procedure to upload data messages, as
disclosed herein. If the time shift passed from node 1002 to its child nodes is small (for example,
1-2 seconds), then thc child nodes’ sysClocks may be aligned closcly enough for the nodes to
connect without issue (i.e., the nodes may continue to usc the normal hailing procedures).
However, if the time shift is large (for example, more than 10 seconds), then node 1002 samples
all of its hailing channels. Again, the child nodes have no trouble connecting and uploading their
data. All nodes in the network should be able to upload their data as soon as the outage clears.
DYNAMIC SQUELCHING

10109] In one embodiment, it may be desirable to increase receiver sensitivity to
reduce the effects of unwanted background noise on an RF device. However. doing so causes an
increased drain on battery life. The present disclosure further provides a controlled method to
balance battery lifc against receiver sensitivity. Generally, this is done by adjusting a “noisc
floor” to control the “false break rate™ as described below. When the false break rate is
increascd, the scnsitivity increascs but the battery lifc decreascs. Conversely, when thc falsc
break rate is decreased, the sensitivity decreases but the battery life increases. In this way, the
dynamic squelching disclosed hercin aids in controlling the number of false breaks on individual
hailing channels in order to maximize battery life while concurrently maintaining a high
sensitivity level for each hailing channel.

10110] Background noise may come from many sources such as cordless telephones,
baby monitors, garage door opening devices, and any device operating on the RF spectrum.
Background noise varies depending on the frequency/channel. The “noise floor” and the “break
level” should therefore be maintained for each channel separately. The method of the present
disclosure further minimizes the number of false breaks due to transient interferers, which are
noise sources present for a relatively short period of time. These transient interferers cause the
measured radio frequency power on a particular channel to increasc above the noise floor. An
example of a transient interferer is a cordless phone, which may be in use for shorts durations of
a few minutes to an hour or so at different and variable times. The break level described hercin

quickly adjusts to eliminate this interferer from causing excessive “false breaks” on the RF
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devices of the present disclosure. As soon as the interfering device has ceased causing
interference on a particular channel/frequency (e.g., the cordless telephone is no longer active
because a call has ended), the method of the present disclosure returns the RF devices to the
desired sensitivity level or noise floor.

[0111] As shown in FIG. 11 depicting the dynamic squelching method 1100, battery-
operated radio frequency devices periodically wake up and listen on one or more hailing
channels while in SLEEP state (block 1102). While attempting to detect a hailing signal on a
selected hailing channel, the microprocessor of the RF device requests a Receive Signal Strength
Indicator (RSSI) measurement from the RF device’s chip set for the sclected hailing channel
(block 1104). The RSSI measurement is an indication of how much energy is present in the
selected hailing channel. One RSSI measurcment is requested for each currently-monitored
hailing channel, which in a preferred embodiment may be two channels selected from the hailing
channel frequency set but may be a different number of channels in other embodiments as
recognized by those of ordinary skill in the art.

{0112} A device fully awakens (i.e., the device enters SLAVE state to listen for a
data communication from a MASTER state device) whenever the reported RSSI measurement
exceeds the calculated break level (blocks 1106 and 1108). A “false break’ occurs when a
device fully awakens (i.e., enters SLAVE state) (block 1110) due to the reported RSSI
measurement on a particular hailing channel, but there is no actual network traffic (i.c., no data
to receive) on that particular hailing channel (i.e., no MASTER state device is attempting a data
transmission to or requesting information from the SLAVE state device) (block 1112). In this
casc, a “false break” occurs (block 1114). False breaks are mainly caused by background noise
existing in the environment around the R¥ devices of the present disclosure. Following a false
break, the RF device returns to SLEEP state. Excessive “false breaks” unnecessarily decrease
battery life of the RF device.

[0113] In one embodiment, if the RSS1 measurement is lower than the break level
for a certain number of times (or cycles through the hailing process), the noise floor calculation
may be adjusted downwardly at block 1118. Continually monitoring the RSSI value allows the
RF device to track and know the long-term noise level on each channel in order to adjust the

noise floor accordingly, thereby maximizing sensitivity once a transient interfere has subsided.
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[0114] The RSSI measurements are used to calculate a noise floor level and a break
level for each hailing channel. The number of RSSI measurements required for each RF device
depends on the total number of hailing channels used. In a preferred embodiment having 50
hailing channels in the hailing channel frequency set, a total of 50 measurements are nccessary.
In one embodiment, the noise floor level and the break level are maintained in the RF device’s
memory for each hailing channel, even when a channel is not actively being sampled.

[0115] The “noise floor” is based on the RSS! value measured for a particular
channel. The RF device’s microprocessor slowly adjusts the noise floor setting to achieve a
programmable ratio of the number of times the squelch is broken (i.e., the number of false
breaks) to the total number of times that the device checks to see if the RIF device is being hailed.
In this way, the long-term noise level in each channel may be known and tracked so that the
“squelch” can be adjusted to substantially equal the noise floor for maximum sensitivity once a
transient noise has subsided. Since the number of hailing attempts performed each day is known
based on the system timing described herein, the ratio of false breaks o total hailing attempts can
also be converted to a number of false breaks per day. The purpose of the noise floor is to
maintain maximum sensitivity to incoming RF signals whilc concurrently minimizing the battery
drain due to processing false wakes caused by background noise interference. Ina preferred
embodiment of the present disclosure, a default noise floor ratio of approximately 800 false
breaks per day is desirable. However, in other embodiments, a different default noise floor ratio
may be desirable. If the noise floor is set 100 low, the RF device receives too many false breaks
and wastes battery life by processing them unnecessarily. Conversely, if the noise floor is set too
high, valid communications scnt by a MASTER state device may be ignored because an RF
device may not have cnough power to exceed the noise floor level, effectively reducing the
communication range between devices.

[0116] During the hailing and dynamic squelching process (as shown in FIG. 1),
the RSSI measurement is compared to a break level (i.e., a “squelch level™) for the associated
hailing channel (block 1 108). If the RSSI measurement is above the break level, then the unit
fully awakens and attempts to process an incoming data message from a device in MASTER
state (block 1130). If no data message is being sent, then the action is declared a false break
(block 1114). The current break level for that channel is then set to the measured RSSI value

(block 1116), and the noise floor calculation is adjusted (1118). The device then enters SLEEP
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state and resumes the hailing and dynamic squciching procedure disclosed herein (block 1120).
This prevents short-term interferers that cause an RSSI measurement above the noise floor from
causing multipie false breaks.

[0117] If a valid message is received (blocks 1112 and 1130), no changes are made
to the break level or noise floor. If the measured RSSI value is equal to or below the break level
but above the noise floor value for the channel, no changes are made to the break level. Only
when the measured RSS1 is below noise floor level for the channel is the break level adjusted
down to equal the noise floor level for a channel.

[0118] A fast-reacting dynamic squelch, in one embodiment, may aid in preventing a
transient noise source from causing multiple false wakes (i.e., prevent an RF device from
continually waking up to listcn on a hailing channel that does not contain valid information for
the RF device). This fast-reacting dynamic squelch is set to the R$S1 level measured by the RF
devices microprocessor, as described above. In one embodiment, and as shown in FIG. 11, the
fast-reacting dynamic squelch level remains substantially constant until a higher RSSI level is
detected, thereby causing a new false break, in which case the fast-moving dynamic squelch is
set to the new RSS! level. In onec embodiment, the fast-reacting dynamic squelch remains
substantially constant until the RSS! level is measured to be substantially equal to or below the
noise floor. In this case, the fast-reacting dynamic squelch level is set to the noise floor level.

[0119] In one embodiment, a long-term interferer may be present near an RF device
of the present disclosure. A long-term interferer, unlike a transient interferer, may be an RF
device that utilizes one or more of the channels used in the hailing process of the present
disclosure, with such use continuing for extended periods of time. Unlike transient interferers,
which may only produce background noisc or interference for short and/or sporadic periods, the
long-term interferers tend to produce background noise or interference for extended, and in some
cases indefinite, periods of time. When a long-term interferer is present near an RF device of the
present application, the long-term interferer can greatly affect battery life by continually causing
false breaks to occur during the RF device’s hailing process. That is, every time the RF device
listens for a hailing signal on the channel in which the long-term interferer is present, the RF
device would wake-up to listen for a data message where no such data message is present (i.e., a
false break). To increase battery life of the RF device, it is necessary to eliminate the

interference caused by the long-term interfere.
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[0120] When the RF device detects a long-term interferer through prolonged high
RSSI values in a particular hailing channel, the RF device adjusts the noise floor so that the RF
device will not detect any signals on the particular hailing channel. In one embodiment, the RF
device may include logic adapted to communicate (o the other devices in its network not to use
that particular channel any longer or to use a substitute hailing channel instead.

[0121} One should note that conditional languagc, such as, among others, “can,”
“could,” “might,” or “may,” unless specifically stated otherwise, or otherwise understood
within the context as used, is generally intended to convey that certain embodiments include,
while other embodiments do not include, certain features, elements and/or steps. Thus, such
conditional language is not generally intended to imply that features, clements and/or steps
arc in any way requircd for one or more particular embodiments or that onc or more
particular embodiments necessarily include logic for deciding, with or without user input or
prompting, whether these features, elements and/or steps are included or are to be performed
in any particular embodiment.

[0122]) It should be emphasized that the above-described embodiments are merely
possible examples of implementations, merely set forth for a clear understanding of the
principles of the present disclosure. Any process descriptions or blocks in flow diagrams
should be understood as representing modules, segments, or portions of code which include
one or more executable instructions for implementing specific logical functions or steps in
the process, and alternate implementations are included in which functions may not be
included or executed at all, may be executed out of order from that shown or discussed,
including substantially concurrently or in reverse order, depending on the functionality
involved, as would be understood by thosc reasonably skilled in the art of the present
disclosure. Many variations and modifications may be made to the above-described
embodiment(s) without departing substantially from the spirit and principles of the present
disclosure. Further, the scope of the present disclosure is intended to cover any and all
combinations and sub-combinations of all elements, features, and aspects discussed above.
All such modifications and variations are intended to be included herein within the scope of
the present disclosure, and all possible claims to individual aspects or combinations of

elements or steps are intended to be supported by the present disclosure.
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Claim

1. A wireless communication network comprising: a plurality of nodes, each node
being configured in wireless communication with at least one other node, and at least
one of the plurality of nodes being configured in wireless communication with a utility
provider; wherein the utility provider and the plurality of nodes are arranged in a
hierarchy with the utility provider being highest in the hierarchy, the plurality of nodes
being arranged such that two nodes in direct wireless communication with each other
include a parent node and a child node, the parent node being higher in the hierarchy
with respect to the child node; and wherein, when a first node of the plurality of nodes
is determined to be out-of-service, the plurality of nodes are configured to perform a
recovery procedure to restore the first node to operation, the recovery procedure
including transmitting a hailing message on a plurality of hailing channels from a
second node to the first node, the first node being in a sniffing mode, transmitting a
time synchronization signal from the second node to the first node, the second node
being in direct wireless communication with the first node, and determining, by the
first node, whether the time synchronization signal causes a time shift greater than a
predefined threshold, wherein the first node is configured to perform a super sniffing
mode for a predetermined time period, responsive to determining that the time
synchronization signal causes a time shift greater than the predefined threshold, the
super sniffing mode comprising searching the plurality of hailing channels in a
sequential mode for a hailing signal until the hailing signal is discovered from the
parent node, wherein no waiting period exists between each search of the plurality of

hailing channels in the sequential mode.
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2. The wireless communication network of claim 1, wherein the recovery procedure
further includes sending an acknowledge message from the first node to the second

node.

3. The wireless communication network of claim 1, wherein the second node sends

the hailing message on 50 hailing channels.

4. The wireless communication network of claim 1, wherein the recovery procedure

includes supplying the time synchronization signal from a field radio to the first node.

5. The wireless communication network of claim 1, wherein the first node is
determined to be out-of-service when it fails to communicate with other nodes for at

least a predetermined length of time.

6. The wireless communication network of claim 5, wherein the predetermined length

of time is ten days.

7. The wireless communication network of claim 5, wherein, if the first node resumes
communicating with the other nodes before the predetermined length of time, the
first node receives the time synchronization signal from one of the other nodes to

enable the first node to continue operation.

8. The wireless communication network of claim 1, wherein the first node is
determined to be out-of-service when the first node is a new node replacing a non-

functioning node.

9. The wireless communication network of claim 1, wherein at least one of the plurality
of nodes is associated with at least one meter for measuring utility usage for the utility

provider.

CA 3036438 2020-01-10



-38-

10. The wireless communication network of claim 1, wherein the predefined threshold

is seven seconds.

11. A radio frequency (RF) device of a plurality of RF devices configured within a
wireless communication network, the RF device comprising: an oscillator operatively
configured to maintain a reference clock signal; an antenna operatively configured to
transmit RF communication signals directly to and receive RF communication signals
directly from at least one other RF device of the plurality of RF devices configured
within the wireless communication network; and a microprocessor operatively
connected to the oscillator and the antenna, wherein the microprocessor is
operatively configured to determine when a first RF device of the at least one other
RF device is out-of-service, wherein the microprocessor is further configured to
perform a recovery procedure to restore the first RF device to operation, and wherein
the recovery procedure includes transmitting a hailing message via the antenna on a
plurality of hailing channels to the first RF device, transmitting the reference clock
signal via the antenna on a first data channel to the first RF device, and determining,
by the first RF device, whether the reference clock signal causes a time shift greater
than a predefined threshold, wherein the first RF device is configured to perform a
super sniffing mode for a predetermined time period, responsive to determining that
the reference clock signal causes a time shift greater than the predefined threshold,
the super sniffing mode comprising searching the plurality of hailing channels in a
sequential mode for a hailing signal until the hailing signal is discovered from at least

one other RF device.
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12. The RF device of claim 11, wherein the recovery procedure further includes

receiving an acknowledge message from the first RF device on the first data channel.

13. The RF device of claim 11, wherein the microprocessor determines the first RF
device to be out-of-service when it fails to communicate for at least a predetermined

length of time.

14. The RF device of claim 11, wherein the microprocessor determines the first RF
device to be out-of-service when the first RF device is newly installed within the

wireless communication network to replace a non-functioning RF device.
15. The RF device of claim 11, wherein the first RF device is in a sniffing mode.

16. The RF device of claim 11, wherein no waiting period exists between each search

of the plurality of hailing channels in the sequential mode.

17. A method of wirelessly communicating within a communication network, the
method comprising the steps of: communicating directly and wirelessly with at least
one node of a plurality of nodes in the communication network; determining when a
first node of the at least one node is out-of-service, the first node being in a sniffing
mode; and performing a recovery procedure to restore the first node to operation,
wherein the recovery procedure includes transmitting a hailing message on a plurality
of hailing channels to the first node, transmitting a time synchronization signal to the
first node, determining, by the first node, whether the time synchronization signal
causes a time shift greater than a predefined threshold, and wherein the first node is
configured to perform a super sniffing mode for a predetermined time period,
responsive to determining that the time synchronization signal causes a time shift

greater than the predefined threshold, the super sniffing mode comprising searching
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the plurality of hailing channels in a sequential mode for a hailing signal until the

hailing signal is discovered from a parent node.

18. The method of claim 17, wherein the step of determining when the first node is
out-of-service includes the step of determining when the first node fails to

communicate for at least a predetermined length of time.

19. The method of claim 17, wherein the step of determining when the first node is
out-of-service includes the step of determining when the first node is a new node

configured to replace a non-functioning node.

20. The method of claim 17, wherein no waiting period exists between each search of

the plurality of hailing channels in the sequential mode.
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