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FIG. 1A

Systems, methods, apparatuses, and computer-readable media for key recovery based on contactless card cryptograms. A server
may receive, from an application, a request to recover a private key for a digital wallet, the request includes a first cryptogram
generated by a contactless card. The server may decrypt the first cryptogram based on a key for the contactless card. The server
may determine, based on the decryption, a unique identifier of the contactless card and a diversification factor associated with the
digital wallet. The server may generate the private key based on the unique identifier and the diversification factor. The server may

transmit the private key to the application via a network.
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Abstract:

Systems, methods, apparatuses, and computer-readable media for key recovery based on contactless
card cryptograms. A server may receive, from an application, a request to recover a private key for a
digital wallet, the request includes a first cryptogram generated by a contactless card. The server may
decrypt the first cryptogram based on a key for the contactless card. The server may determine,
based on the decryption, a unique identifier of the contactless card and a diversification factor
associated with the digital wallet. The server may generate the private key based on the unique
identifier and the diversification factor. The server may transmit the private key to the application

via a network.
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KEY RECOVERY BASED ON CONTACTLESS CARD AUTHENTICATION
CROSS-REFERENCE TO RELATED APPLICATIONS
je081]  This application claims priority to U.S. Patent Application Serial No. 17/551,670,
entitied “KEY RECOVERY BASED ON CONTACTLESS CARD AUTHENTICATION”
filed on Decomber 15, 2021, The contents of the atoremeoentioned application are
meorporated herein by reference in their entirety.
BACKGROUND
[0062] Digital wallets have numerous advantages but pose security and privacy challenges.
The most common nisks include theft and lost {or forgotien) access kevs. Furthenmore,
custodial wallets are tied to a specific institution and do not permit portability. Proxy
wallets have risks of security breaches and/or theft, leaving access kevs being compromised.
Hardware wallets may provide recovery seeds, but these seeds are prone to theft and/or
other types of loss {e.g., when a user cannot recall the seeds or cannot locate their record of
the sceds).
SUMMARY
[6003] Systems, methods, apparatuses, and computer-readable media for key recovery
based on contactless card authentication. In one aspect, a method, includes receiving, by a
server trom an application, a request to recover a private key for a digital wallet, the request
inchudes a first cryptogram generated by a contactless card, decryvpting, by the server, the
first cryptogran based on a key for the contactless card, determining, by the server based on
the decryption, a unigue identifier of the contactless card and a diversification factor
associated with the digital wallet in a bardware security module, generating, by the server
based on the wnigue identifier and the diversification factor, the private key, and
transmitting, by the server to the application via a network, the private key.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

jB884]  To casidy identity the discussion of any particular olement or act, the most
significant digit or digits in a reference number refer to the figure number 10 which that
clement 1s first introduced.
[806S] FIG. 1A illustrates an aspect of the subject matter in accordance with one
embodment.
[g08s] FIG. 1B illustrates an aspect of the subject matter in accordance with one
embodiment.
{8067] FIG. 1C dlustrates an aspect of the subject matter in accordance with one

embodiment.
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[0008] FIG. 2ZA idlustrates an aspect of the subject matter in accordance with one
embodiment.
j0009]  FIG. 28 illustrates an aspect of the subject matter in accordance with one
embodiment.
{8618} FIG. 2C illustrates an aspect of the subject matter in accordance with one
embodiment.
{0011} FIG. 3A illustrates an aspect of the subject matter in accordance with one
cmbodiment.
j0012] FIG. 38 dlustrates an aspect of the subject matier in accordance with one
embodiment.
[313] FIG. 4 illustrates a routine 400 in accordance with one embodiment.
{8014] FIG. 5 illustrates a routine 300 in accordance with one embodument,
[0815] FIG. 6 illustrates a routine 600 in accordance with one embodunent.
{8816] FIG. 7A llustratos a contactiess card in accordance with onc cmbodiment.
{0017} FIG. 78 illustrates a contactless card 104 10 accordance with one embodiment.
[6018] FIG. 8 dlustrates a data structure 800 in accordance with onc embodiument.
j00I9] FIG. 9 iliustraies an example of a systerm 900 e accordance with embodiments.
10028)] FIG. 10 iHustrates an example of a logical model 1000 in accordance with
embodiments.
[0021] FIG. 11 iHustrates an example of a logical model 1100 in accordance with
embodiments.
[0022] FIG. 12 iHlustrates a computer architecture 1200 n accordance with one
cmbodiment.

DETAILED DESCRIPTION
{0023] Embodiments disclosed herein provide technigues for secure recovery of
cryptographic keys used to access digital wallets, such as cryptocurrency wallets, using a
contactiess card. To create a digital wallet, a computing device may mstruct a contactless
card to generate a cryptogram. An application executing on the computing device may
eceive the cryptogram via wireless communications with the contactiess card and transmit
the cryptogram to a server for verification. If the server verifies the ervptogram, the server
may create a private key which 1s required to access or otherwise perform operations using
the digital wallet. The server may then create a public key corresponding to the private key
and generate a wallet address for the digital wallet based on the public key. The server may

then store one or more inputs to a crypiographic algorithm used to create the privatc kev in a
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bardware security module (HSM}. The inputs may include one or more of a key {or keys)
associated with the contactless card, a unigue identifier of the contactless card, and a
diversification factor. In some embodiments, the keys may be stored in the HSM, while the
unigue identifier and diversification factor may be provided as inputs to the HSM for
diversifying the private key {o.g , the unmique wdentifior and diversification factor nesd not be
stored in the HSM}.

{0024} The server may securcly transmit the privale key, public key, and walletl address o
the application, which may gencrate a digital wallet and store the private key, public key,
and wallet address therein. In some embodiments, when the user attempts to access the
digital wallet, cryptographic verification using the contactless card may be used to
auvthenticate aceess to the digital wallet. If the cryptographic verification is not successiul,
the user may be restricted from accessing the wallet, thereby improving the security of the
wallet.

{8823] Bocausc the digital wallot stores obfuscated versions of the private koy, the aser
may lose, forget, or otherwise not be able to provide the private key as a precondition o
performing transactions with the digital wallet (¢ .g., to transfer crypiocurrency, ¢tc.).
Advantageously, embodiments disclosed herein provide a secure solution to recover the
private kev using the contactiess card. Generally, to recover the private key, the contactiess
card may generate a cryptogram that is vertfied by the server, If the server is able to venify
the cryptogram, the inputs used to generate the private key may be provided to the HSM.
The server may then recreate the private key, and transmit the recreated private key to the
reguesting application and/or device tn one or more portions.,

[0026] Advantagceously, embodiments disclosced hercin provide secure techniguces to
recover private keys used to access digital wallets using cryptograms generated by
contactless cards. By leveraging cryptograms, embodiments of the disclosure may securely
verify the identity of the user with minimal visk of fraudulent activity. Furthermore, doing
so ensures that the private key is are only restored when the user has access to a contactless
card that facilitates the cryptogram verification with the server. Further still, the securnity of
the digital wallet 1s enhanced by requiring the crvptographic verification as a precondition
to accessing the digital wallet and/or recovering the private kev.

{00271 With general reference to notations and nomenclature used herein, the detailed
descriptions herein may be presented in terms of program procedures execoted on a

computer or notwork of computers. These procedural descriptions and representations are
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used by those skilled in the art to cffectivelv convey the substance of thewr work to others
skitied m the art.

jBO28] A procedare is here, and generally, conceived to be a self-consistent sequence of
operations leading to a desired result. These operations are those requiring physical
manipulations of physical quantitics. Usually, though not necessarnly, these quantitics take
the form of electrical, magnetic or optical signals capable of being stored, transferred,
combined, compared, and otherwise manipulaied. It proves convenient at times, principally
for reasons of common usage, to rofer to these signals as bits, values, clements, symbols,
characters, terms, numbers, or the ike. It should be noted, however, that all of these and
similar terms are to be associated with the appropriate physical quantities and are merely
convenient labels apphicd to those guantities.

[8029] Further, the manipulations performed are often referred to in terms, such as adding
or comparing, which are commonly associated with mental operations performed by a
human operator. No such capability of a human opcerator is nocessary, or dosirable in most
case¢s, in any of the operations described herein, which forn part of one or more
embodiments. Rather, the operations are maching operations. Usetul machines for
performing operations of various emmbodiments include digital computers or sumilar devices.
j6038] Some embodiments mav be described using the expression “coupled” and
"connected” along with their derivatives. These terms are not necessarily intended as
synonyms for each other. For example, some embodiments may be described using the
terms “connected” and/or “coupled” to mdicate that two or more elements are n direct
physical or cloctrical contact with cach other. The term "coupled,” however, may also mean
that two or morc cleraents arc oot in dircct contact with cach other, but vet still co-opcrate
or mteract with cach other.

[0031] Varicus embodiments also relate to apparatus or systems for performing these
operations. This apparatus may be specially constructed for the required purpose or it may
comprise a computer as selectively activated or reconfigured by a computer program stored
in the computer. The procedures presented herein are not inherently related to a particular
computer or other apparatuas. Varnous machines may be used with programs written in
accordance with the teachings herein, or 1t may prove convenient to construct more
specialized apparatus to perform the required method steps. The requirved structure fora
variety of these machines will appear from the description given.

{34032 Reforence is now made to the drawings, wherein like reference numerals are used

to refer to like elements throughout. In the following description, for purposes of
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cxplanation. numerous specific details are set forth in order to provide a thorough
understanding thereof However, the novel embodiments can be practiced without these
specific details. In other instances, structures and devices are shown in block diagram form
i order to factlitate a description thereof. The intention ig 1o cover all modifications,
cgutvalonts, and altomatives consistont with the claimed subject matter,

[0033] Tn the Figures and the accompanying description, the designations “a” and “b” and
“¢” (and similar designators) are indended (o be variables representing any posilive inicger.
Thus, for example. if an implementation sets a value fora = 5, then a cormaplete set of
components 23 dlustrated as components 123-1 through 123-¢ {or 123a) mayv include
components 123-1, 123-2 123-3, 173-4, and 123-5 The embodiments are not limited in this
context.

[0034] Figurc 1A depicts an exemplary computing architecture 100, also referred to as a
system, consistent with disclosed embodiments. Although the computing architectore 100
shown i Figurcs 1A-1C has a limited number of clomoents in a cortain topology, it may bo
appreciated that the computing architecture 100 may mnclode more or less elements in
alternate topologics as desived for a given tmplemeniation.

[0035] The computing architecture 100 comprises one or more compuiing devices 102, one
or more servers 106, and one or more contactless cards 104, The contactless card 104 is
representative of any type of card, such as a credit card, debit card, ATM card, gift card,
payment card, smart card, and the like. The contactless card 104 may comprise one or more
commumcations interfaces 124, such as a radio frequency identification (RFID} chip,
configured to comumrunicate with a comuunications interface 124 {(also referred to herein as
a “card rcader”, a “wircless card reader”, and/or a “wircless commmunications interface™) of
the computing devices 102 via NFC, the EMV standard, or other short-range protocols in
wireless communication. Although NFC isused as an example communications protocol
herein, the disclosure is equally applicable to other tvpes of wireless communications, such
as the EMY standard, Bluctooth, and/or Wi-Fi.

[8036] The computing device 102 is representative of any number and tvpe of computing
device, such as smartphones, tablet computers, wearable devices, laptops, portable gaming
devices, virtualized computing system, merchant termmnals, point-of-sale systeoms, servers,
desktop computers, and the like. A mobile device may be used as an example of the
computing device 102, but shoold not be considered limiting of the disclosore. The server
106 s representative of any type of computing device, such as a server, workstatios,

compute cluster, cloud computing platform, virtualized computing system, and the like.
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Although not depicted for the sake of clarity, the computing device 102, contacticss card
104, and server 106 each include one or more processor circutts, ¢.g, to execute programs,
code, and/or instructions.

{0037] As chown, a memory 102 of the contactless card 104 includes an applet 110, a
counter 116, one or more master kevs 114, one or more diversified keys 120, a voique ID
112, a primary account number (PAN) sequence number 156, and one or more Unique
Derived Keys (UDKs) 118, The umique ID} 112 may be any identifier that uniquely
wdentifies the contactless card 104 relative {0 other contactiess cards 104, The PAN
sequence 156 may include a counter value stored by the contactless card 104, The applet
11 18 exccutable code configured (o perform some or all of the operations deseribed
herein. The counter 116 1s a value that i1 synchronized between the contactless card 104 and
server 106, The counter 116 may comprise a number that changes cach time data i
exchanged between the contactless card 104 and the server 106 (and/or the contactless card
104 and the computing dovice 102). The counter 116, mastor kovs 114, diversified keys 126,
UDKs 118, PAN sequence 156, and/or unique I3 112 are used to provide security in the
system 100 as described in greater detail below,

jB038] As shown, a memory 132 of the computing device 102 includes an instance of an
operating system 134 Example operating systems include the Andrond® G5, 1{05®,
macOS®, Linux®, and Windows® operating systems. As shown, the operating system 134
mcludes an account application 136, The account apphication 136 allows asers to perform
various account-related operations, such as managing digital wallets, processing
transactions using the wallet, processing blockchain and/or cryptocurrency transactions,
activating payment cards, viewing account balances, purchasing itoms, proccssing
payments, and the like. In some embodiments, a user may authenticate using authentication
credentials to access cortain features of the account gpplication 136, For example, the
authentication credentials may include a usemame {or login) and password, biometric
credentials {¢.g., fingerprints, Face D, ete.), and the hike.

[803%8] As shown, a memeory 126 of the server 106 includes an authentication application
138 and an account database 128 The account database 128 generally includes information
related to an account holder {e.g., one or more users), one or more accounts of the account
holder, and one or more contactless cards 104 of the account.

[6040]  As stated, the accounnt application 136 may be vsed to create, manage, access, or
stherwise use digital wallets. A digital wallet allows one party to make clectronic

transactions with another party. In sonie embodunents, the digital wallet is a eryplocurrency
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wallet that stores private keys and/or public keys for ervptocurrencies. The cryptocurrencies
may be any tvpe of cryptocurrency. such as Bitcom, Ethercum, and the Hike. To create a
digital wallet, the user may avthenticate into the account using anthentication credentials.
The account application 136 may then instruct the user 1o tap the contactless card 104 to the
computing device 102,

[0041] To the embodiment depicted in Figure 1A, the user may tap the contactless card 104
to the computing device 102 (or otherwise bring the contactless card 104 within
communications range of the conunuvications isterface 124 of the device 162). The account
application 136 may then mstruct the applet 110 to generate a eryvptogram 122, The
cryptogram 122 may be generated based on any seitable cryptographic technigue. In some
embodiments, the crypiogram 122 may be based on the unique 1D 112 of the contactiess
card 104. In some embodiments, the applet 110 may include the cryptogram 122 and an
unencrypted identifier {e.g . the counter 116, the PAN sequence 156, the wmique 113 112,
and/or any other unique 1dentificr) as part of a data package inciuding the eryptogram 122,
In at least one embodiment, the data package is an NDEF file.

[0042)  As stated, the computing architecture 100 1s configured to implement key
diversification to secure data, which may be referred to as a key diversification technigue
hercin. Generally, the server 106 {or ancother computing device} and the contactless card 104
may be provisioned with the same master key 114 {(also referred to as a master svmumetric
key). More specifically, cach contactiess card 104 185 programmed with a distinet master key
114 that has a corresponding pair 10t the hardware secarity module (HSM) 130 of the server
106, For example, when a contactless card 104 13 manufactared, a unique master key 114
may be programmed into the memory 108 of the contactless card 104, Similarly, the uoique
master key 114 may be stored in a record 142 in the HSM 130,

{0043] Furthenmnore, when a given card 104 i3 manufactured, a UDK 118 may be
diversified from the master kev 114 via an HSM function that takes, as input, a
diversitication factor and a reference to the master kev 114 mdex in the H5M 130 {e.g., an
index to the record 142). In some embodiments, the diversification factor may be the unique
ID 112 and PAN sequence 156 of the contactless card 104, The UDK 118 may be stored in
the contactiess card 104 and the record 142 of the HSM 130, The master key 114 and UDK
118 may be kept secret from all parties other than the contactless card 104 and server 106,
thereby enhancing security of the system 100, Although depicted as being stored in the

record 142, in some g¢mbodiments. the counter 16 and/or FPAN sequence 1536 are 0ot stored
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in the HSM 130, For exanmple, the uniqgue 1B 112, counter 116, and PAN sequence 156 may
be stored in the account database 128.

0044 In some embodiments, to generate the cryptogram 122 the applet 110 may provide
the UDK 118, unigue 1D 112, and a diversification factor as input to 3 cryptographic
algorithm, thereby producing a diversitied key 120, In some embodiments, the
diversification factor is the counter 116, In other embodiments, the PAN sequence 156 is the
diversification factor. The diversified key 120 may then be used to encrypt some data, such
as the diversification factor {e.g., the counter 116 and/or the PAN sequence 156) or other
sensitive data. The applet 110 and the server 106 may be configured to encrypt the same
type of data to facilitate the decryption and/or verification processing of a cryptogram.
[00458]  As stated, the UDKs 18 of the contactless card 104 and server 106 may be used 1n
conjunction with the counters 116 to enhance security using key diversification. As stated,
the counters 116 comprise values that are synchronized between the contactless card 104
and server 106, The counter 116 may comprise a number that changes cach time data i3
exchanged between the contactless card 104 and the server 106 (and/or the contactiess card
104 and the computing device 102} When preparing to send data (¢.g., to the server 106
and/or the device 102), the applet 110 of the contactless card 104 mayv inerement the counter
116. The applet 110 of the contactiess card 104 may then provide the UDK 118, unique I
112, and counter 116 as mput to a eryptographic algonthm, which produces a diversitied
key 120 as output. The cryptographic algorithm may imclude encryption algonthms, hash-
based message authentication code (HMAC) algorithms, cipher-based message
authentication code {CMAC) algornithms, and the like. Non-linuting examples of the
cryptographic algorithm may tnclude a symmetric cncryption algorithm such as 3DES or
AES107; a svomumetric HMAC algorithim, such as HMAC-SHA-256; and a symmetric
CMAC algorithm such as AES-CMAC. Examples of key diversification techniques are
deseribed in greater detail in United States Patent Application 16/205,119, filed November
29, 2018, The atorementioned patent application 1 mcorporated by reference heremn n itfs
entirety. In some embodiments, the PAN scquence 1536 18 used as input o the cryptographic
algorithm instead of the counter 116 to generate the diversified key 120, e g, by encrypting
the UDK 1%, unigue 1D 112 and PAN sequence 156,

[0646] The applet 110 may then encryvpt some data (e g., the unigue ID 112, the counter
116, the PAN sequence 136, a command, and/or any other data} using the diversified key
120 and the data as mput to the cryptographic algorithm. For example, encrypting the

unigue D 112 with the diversified key 120 may result in an encrypted uoique 1> 112 {c.g..
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acryptogram 122}, As stated, the applet 110 and the server 106 may be configured to
encrypt the same data.

{0947]  In some cmbodiments, two diversified keve 120 may be generated, ¢.g.. based on
one or more portions of the input to the cryptographic function. In some embodiments, the
two diversified kevs 120 are generated based on two distinet master kevs 114, two distinet
UDKs 118, the unique ID 112, and the counter 116 {or the PAN sequence 156). In such
cmbodiments, a message anthentication code (MAC) 1s generated using one of the
diversified kevs 120, and the MAC mayv be encrypted using the other one of the diversified
keys 120, The MAC may be generated based on any suitable data input to a MAC algorithm,
such as sensitive data, the soigue 1D 112, the counter 116, and/or the PAN sequence 156,
More generally, the applet 110 and the server 106 mav be configured to generate the MAC
based on the same data. In some embodiments, the eryptogram 122 is included in a data
package such as an NDEF file. The account application 136 may then read the data package
mcluding cryptogram 122 via the communications intorface 124 of the computing dovicoe
102,

10048] Figure 1B depicts an embodiment where the account application 136 transmits the
crypiogram 122 1o the server 106. The server 106 may provide the cryptogram 122 1o the
avthentication application 138 and/or the HSM 130 for verification based at least in part on
the instance of the master key 114 and/or UDK 118 stored by the server 106, In some
embodiments, the authentication application 138 and/or the HSM [30 may identify the UDK
118 {or master key 114} and counter 116 using the unencrypted unigue 1D 112 provided to
the server 106, In examples whore the PAN sequence 156 15 used to genorate the cryptogram
122, the server 106 may identify the PAN scquence 156 in the account databasc 128 and/or
HSM 130 using the unencrypted unigue 1D 112 In some examples, the anthentication
application 138 mayv provide the UDK 118, gnigue ID 112, and counter 116 as input to the
cryptographic function of the HSM 130, which produces one or more diversitied kevs 120
as output. In other embodiments, the server encrypts the UDK 118, unmique 1D 112, and PAN
sequence 156 to generate the diversified keys 120, The resulting diversified keys 120 may
correspond to the diversified kevs 120 of the contactless card 104 which may be used to
decrypt the cryptogram 127 and/or verify the MAC once decrypted. For example, the server
106 may generate a MAC based on the same data as the applet 110, e.g., the sensitive data,
the unigue 1D 112, the counter 116, and/or the PAN sequence 156, If the MAC gencrated by
the server 106 matches the decrypted MAC 1o the cryptogram 122, the server 106 may

verify or otherwise augthenticate the cryptogram 122,
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{0045] Regardless of the decryption techoigue used, the authentication application 138
and/or the HSM 130 may successfully decrvpt the cryptogram 122 and venfy the MAC,
thereby verifving or authenticating the cryptogram 122 If the decryption and/or MAC
verification is successful, the authentication application 138 and/or the HSM 130 may
gencrate a digital wallet 144 for the user. Generally, to create the dagital wallet 144, a
private key 146 may be generated. In some embodiments, a randoro number 1s provided as
imput into an encrypiion (Or hash) algorithm, such as the SHA-2 algorithm or any other
suitable algorithm, to generate a private key 146 of any length. In other enmibodiments, the
unigue ID 112 of the contactless card 194 and the PAN seqguence 156 are concatenated and
provided as input to the hash algorithm to gencerate the private key 146, In other
embodiments, the uniguce 1D 112 of the contactiess card 104 and the counter 116 are
concatenated and provided as input to the hash algorithm to generate the private key 146,
[0058] In other embodiments, the master key 114, the wnmique ID 112, and the counter 116
of the contactloss card 104 arc concatenated and provided as input to the hash algorithm to
generate the private key 146. In embodiments where the master key 114 is used to generate
the private key 146, a first master kev 114 of the contactless card 104 mav be used to
generate the cryptogram 122, and a second master key 114 of the contactiess card 104 may
be used to generate the private key 146, where the first and second master kevs 114 are
distinct keys. In other embodiments, one of the diversified kevs 120, the unigue 1D 112, and
the counter 116 of the contactiess card 104 are concatenated and provided as input to the
hash algorithm to generate the private key 146, In other embodiments, one of the UDKs
118, the uonigue 1D 112, and the counter 116 of the contactiess card 104 are concatenated
and provided as input to the hash algorithm to gencrate the private key 146. Regardlcss of
the nput used to generate the private key 146, in some embodiments, salt (¢ g, random
data) is included in the input to the hash algorithm to generate the private kev 146,

je051] The private key 146 may then be used to generate a corresponding public key 148,
In some embodiments, the public key 148 mayv be generated based on the private kev 146
using the Elliptic Curve Digital Signature Algorithm (ECDSA). In some embodiments, the
public key 148 mayv be concatenated {or compressed}. e g using a hash algorithm  In some
embodiments, salt 15 used to gencrate the public key 148, A wallet address 150 may be
generated for the digttal wallet 144 based on the public key 143, ¢.¢., by hashing the public
key 148. Although depicted as being stored in the HSM 130, in some embodiments, the
digital wallet 144 1s not permanently stored in the HSM 130, Instead, as described in greater

detatl herein, elements used 1o recreate the private key 146 may be stored in the HSM 130
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and/or the account database 128. For example, the voigue 1D 1172 and the counter 16 may
be stored in the HSM 130 and/or the account database 128, In another example, the unique
I} 112 and the PAN sequence 156 may be stored in the HSM 130 and/or the account
database 128,

10052] In some emabodimoents, the private key 146 and/or public key 148 may be further
diversified, €.g., to create hierarchical determinustic keys. For example, the private kev 146
may be diversified with the counter 116, the umique 1D 112, a salt value 134, or any other
predetermived secd value. Doing so may diversify the private key 146, Smmilarly, the public
key 148 may be diversified with the counter 116, the unique 1D 112, a salt value 154, or any
other predeternnined seed valoe (o create a diversified public key 148, In such embodiments,
any seed value that is used to diversify the private key 146 and/or public key 148 may be
stored in a recovery record 152 of the account database 128 and/or HSM 130. More
generally, the private key 146 and/or public key 148 may be diversified using the seed value
a plurality of timcs, thereby gencrating a trec {or hicrarchv) of diversificd private kova 146
and/or diversified public keys 148. In sach embodiments, one or more paths of the tree {or
bierarchy) may be used to specify different diversified keys. More generally, each node of
the tree may correspond 1o a diversified public key and/or a diversified child key. Given the
private and public kev of a node of the tree, the diversified private and public kevs af all
descendant nodes i the free may be derived. Furthermore, cach leaf node n the tree may
correspond to a diversified public key and/or a diversified child kev. In some embodiments,
the path is further used to specify atiributes for a transaction, such as a currency, an amount
of the gurrency, a first wallet address for the transaction {¢.g., a sending wallet address), a
sccond wallet address for the transaction (c.g., a recipicnt wallct address), and any other
attribute. These attributes may be stored 1n a given node of the tree.

[0053] Returning to the decryption, if the authentication application 138 is unable to
decrypt the cryptogram 122 {and/or ig unable to verify the MAC) the anthentication
apphication 138 does not validate the cryptogram 122, In such an example, the
authentication application 138 determines to refrain from generating a digital wallet. The
authentication application 138 may transmit an indication of the failed decryption and/or
verification fo the computing device 102,

[0654] Figare 1O depicts an embodiment where the authentication apphcation 133
transmits the digital wallet 144 to the computing device 102, As shown, the account
application 136 may store the digital wallet 144 (in the memory 132 and/or a non-volatile

storage, not pictured for the sake of clarity}, which includes the private key 146, the public
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kev 148, and the wallet address 130, The account application 136 may hash, encrvpt, or
otherwise obfuscate the private key 146, public key 148, and/or wallet address 150, The
account application 136 may protect the digital wallet 144 with authentication controls, such
as a username and/or password, biometric credentials, etc. In addition and/or alternatively,
the account application 136 may reguire cryptogram decrvption and/or verification using the
contactless card 104 to access the digital wallet 144 {¢.g., the contactless card 104 generates
a cryptogram which is venified by the server 106 as described herein). In addition, in some
cmbodiments, the account application 136 may require the user to provide the private key
146 to access the digital wallet 144 and/or perform operations using the digital wallet 144,
More generally, the account application 136 may provide a variety of interfaces o access,
use, or otherwise manage the digital wallet 144,

[B055]  In some embodiments, the digital wallet 144 may be stored in a cloud-based wallet,
¢, 1n the server 106 or another computing svstem that provides cloud-based wallet
scrvices to chicnts. Embodiments arc not limited in this contoxt. The cloud-bascd wallet may
provide an interface to access or otherwise use the digital wallet 144, ¢.g., via the account
application 136,

j0056]  As shown, the server 106 has created a recovery record 132 in the account database
12% based on the creation of the digital wallet 144, The recovery record 152 mncludes the
unigue D 112, the diversification factor 158 {(c.g., the counter 116 and/or the PAN sequence
156}, and any salt 154 (3f used) to generate the private key 146. In some embodiments, the
recovery record 132 may be indexed based on the wallet address 150 of the wallet 144 In
other embodiments, the recovery record 132 may be indexed based on the record 142 of the
HSM 130 that stores the keys of the contactless card 104, In other cmbodiments, the
recovery record 152 is indexed based on the unigue 1D 112 of the contactless card 104, The
recovery record 152 may then be used to recreate the private key 146, ¢.g., based on the
unigue D 112, diversification factor 138, and/or the salt 134 and the appropriate algorithm.
In embodiments where a diversified kev 120, a UDK 118, or a master kev 114 are used to
generate the private key 146, advantageousty, the diversified key 120, UDK 118, or master
key 114 are not stored in the recovery record 152 to improve security. In such embodiments,
the HSM 130 may store the master key 114, UDK 118, and/or diversified key 120 used to
recreate the private key 146, while the unique ID 112, diversification factor 158, and/or the
salt 154 may be stored in the account database 128,

{3037 Figure 2A 15 a schematic 200 dlustrating an ¢rmbodiment where a user requests to

recover the private key 146. As shown, to recover the private key 146, the account
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application 136 may instruct the user to tap the contactless card 104 to the computing device
102, which causes the contactless card 104 to generate a cryvptogram 208 The cryptogram
208 may be generated as described above with reference to the crvptogram 122 For
example, the applet 110 may increment the counter 116 and encrypt one or more UDKs 11E,
the urique {3 112, and the counter 116 to generate one or mors diversified kevs 120, The
one or more diversified kevs 120 may be used to generate a MAC based on some data and
cnerypt the MAC and/or the data. In some embodiments, the MAC is generated based on
the wallet address 150 and one of the diversified kevs 120, In such an embodiment, the
wallet address 130 and the MAC are encrypied using the other one of the diversified kevs
120 1o generate the cryptogram 208, As another example, the public key 148 may be vsed to
generate the MAC, and the public key 14% may be encrypted with the MAC.

[8058] Figure 2B depicts an embodiment where the account application 136 transmits the
cryptogram 208 to the server 106 for venfication. Generally, the server 106 may increment
the counter 116 and oncrvpt the UBK 118, the unique 1D 112, and the counter 116 of the
contactless card 104 to generate one or more diversified keys 120 corresponding to the keys
generated by the contactless card 104, The one or more diversitied keys 120 may be used (o
decrypt the cryptogram 208 and/or verify the MAC.

JO059]  If the server 106 is able to decrypt the cryptogram 208 and/or verify the MAC, the
server 106 may recreate the private key 146 based on the recovery record 152, In
embodiments where the wallet address 1530 18 encrypted i the cryptogram 208, the recovery
record 152 may be indexed (e g, searched) based on the wallet address 150, and the server
106 may access the recovery record 152 using the decrypted wallet address 150, In
cmbodiments where the public key 148 1s cncrypted in the eryptogram 208, the scrver 106
may regenerate the wallet address 150 using the public key 148, and index the account
database 128 using the regencrated wallet address 150, In other embodiments, the account
database 1283 is indexed using the unique 1D 112 to identify the recovery record 152, In such
embodiments, the anigue 1D 112 15 determined based on an unencryvpted version ot the
unigue 1D 112 included with the cryptogram 208,

{8060] Once the server 106 identifies the recovery record 152, the recovery record 152
may be used to recreate the private key 146, For example, the unigue ID 112, diversification
factor 158, and salt 154 (f used) of the recovery record 152 may be provided as input to the
function of the HSM 130 vsed to imitially create the private key 146. Boing so recreates the

private key 146,
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[0361] In somce embodiments, the server 106 further recreates the private key 146 based on
the master key 114 or the UDK 118 For example, the server 106 may provide the master
key 114 of the contactless card 104 and the data in the recovery record 152 {e.g., the unique
1D 112, diversification factor 138, and any salt 154} as input to the function of the HSM 1390
used to create the private kev 146. Doing so recreates the private key 146, As another
example, the server 106 may provide the UDK 118 of the contactless card 104 and the data
in the recovery record 152 {(e.g., the umque 1D 112, diversification factor 1538, and any sall
154} as wput to the function of the HSM 130 used to create the privaie key 146, Doing so
also recreates the private kev 146.

60621 In some embodiments, the UDK 118, voique 1D 112, diversification factor 158, and
any salt 154 are input to the function of the HSM 130 to generate the diversified key 120
used to generate the private key 146, The diversified key 120, diversification factor 158, and
any salt 154 may be provided as input to the function of the HSM 130 to recreate the private
koy 146.

{00631 1If on the other hand, the HSM 130 is unable to decrypt the cryptogram 122 and/or
verify the MAC, the HSM 130 does not validate the cryptogram 122, In such an example,
the authentication application 38 determines to refrain from recovering the private key
146 The authentication application 138 may transmit an indication of the faiied docryption
and/or MAC verification to the computing device 102, In such embodiments, the user is
restricted from recovering the private key 146 using the recovery record 152,

[0064] Figure 2C depicts an embodiment where the HSM 136 has recreated the private key
146 based on the recovery record 152 and transmuts the private kev 146 to the account
application 136. In some cmbodiments, the scrver 106 may transmit the private key 146 in
one or more data portions. More generally, the server 106 may transmit the private key 146
using a secured connection with the computing deviee 102, The computing device 102 may
then display the private kev 146, allowing the user to recover the private key 146, The user
may then use the private key 146 {o perform one or more operations using the digital wallet
144 and/or any cryptocurrencies assoctated with the digital wallet 144, For example, the
private key 146 may be used to generate a transaction in a blockchain 906,

[00658]  In somc embodiments, the private key 146 13 not transmitied to the computing
device 102, For example, in a cloud-based wallet embodiment, the private key 146 may be
used to sign transactions or other types of data. In such an example, the user may
authenticate their account in the account application 136 using account authentication

credentials and provide details of an intended transaction {¢.g., a purchase, a crypiocurrency
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transfer, ¢tc.). The account application 136 may provide the tfransaction details to the server
106. In some emboduments, the account application 136 provides the transaction details n a
cryptogram and/or a data package including the eryptogram. The crvptogram may be similar
to the cryptogram 122 and/or cryptogram 208. The server 106 may then retrieve the data
used to diversify they keys from the recovery record 152 {(¢.g., the unique ID 112, the
counter 116, the PAN seguence 136, and/or the salt 154}, The data from the recovery record
152 may be provided to the HSM 130, whuch generates a digital signalure for the fransaciion
using the data front the recovery record and the master key 114 and/or the UDK 118, Domng
50 generates the signature requirved for the transaction. For example, by generating a vahd
signature, the fransaction may be verified using the public key 148, In such examples, a
transaction may be added to a blockchain to reflect the venfied transaction.

[0066] Figure 3A is a schematic 300a llustrating an embodiment where a contactless card
104 1s tapped to a computing device 102, e g, to recover the private key 146, As stated,
whoen the contactiess card 104 1s tappod to the computing doviee 102, the applet 110 may
generate a cryptogram {c.g., the cryptogram 122 and/or the eryptogram 208). The
cryptogram and any other data (¢.g.. uncncrvpted unigue I 112) may be included m g data
package, such as an NDEF file, that is read by the computing device 102, The computing
device 102 may then transmit the cryptogram to the server 106 for vernification (e g,
decryption and/or MAC vernification) as descnibed herein,

[0067] Figure 3B is a schematic 300b iltustrating an embodiment where the server 106
verified the cryptogram generated in Figure 3A. Based on the verification, the server 106
may recreate the private key 146 based on the recovery record 152, The server 106 may then
transniit the private key 146 to the account application 136, Ag shown, the account
application 136 may then display the private key 146 on the display as a string of
characters. In some embodiments, a matrixed code 302 may be generated to represent the
private key 146, Doing so allows the matrixed code 302 1o be scanned to determine the
private key 146,

[8068] Operations for the disclosed embodiments may be further described with reference
to the following figures. Some of the figures may include a logic flow. Although such
figures presented heremn may include a particular logic flow, i can be appreciated that the
fogic flow merely provides an example of how the general functionality as desceribed herein
can be implemented. Forther, a given logic flow does not necessarily have to be executed in
the order presented unless otherwise indicated. Moreover, not all acts ilustrated 111 a logic

flow may be reguired in some embodiments. fo addition, the given logic flow may be

P
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unplemented by a hardware clement, a sotiware element cxecuted by a processor, or any
combination thercof The embodiments are not limited in this context.

j0069]  Figore 4 illustrates an embodiment of a logic flow, or routing, 400, The logic flow
400 may be reproscntative of some or all of the operations executed by one or mors
embodiments doscribed heremn. For example, the logic flow 400 may 1nclude some or all of
the operations to create a digital wallet. Embodiments are not imited in this context.

[0070] In block 402, a server 106 may receive, from the account applicalion 136 execuling
on a computing device 102, a request to generate a digital wallet. The request may include a
cryptogram generated by the contactiess card 104 and transmitied to the computing device
102, In block 404, the server may decrypt the cryptogram by generafing one of more
diversified keys 120 basced on the master key 114, UDK 11%, and a counter 116, The server
106 may further verify the cryptogram, ¢.g., determine that a MAC generated by the server
106 matches a MAC 10 the decrypted cryptogram.

{8871] In block 406, the scrver 106 goncerates a private koy 146 bascd on the succcesstul
decryption and/or verification of the cryptogram at block 404, The private key 146 may be
based on input to a cryptographic function of the HEM 130, The input may include the
unigue ID 112 and the diversification factor 1538 (e.g., the counter 116 and/or a PAW
sequence 156 of the contactless card 104} In some embodiments, the input may further
include a master kev 114, a UDK 118, and/or a diversified kev 120, In block 408, the server
106 may generate a public key 148 based on the private key 146. The server may further
create a wallet address 150 for the digital wallet 144 based on the peblic key 148, In block
410, the server may transmit, to the application, the private key 146, the public key 148, and
the wallct address 1506, In block 412, the scrver 106 stores one or more inputs uscd to
generate the private key in the account database 128 (¢.g., the unique 1D 112 and
diversification factor 158).

j40721 Figure 5 illustrates an cmbodiment of a logic flow, or routine, 500, The logic flow
500 may be representative of some or all of the operations executed by one or more
embodiments described herein. For example, the logic flow 5300 may include some or all of
the operations to access a digital wallet. Embodiments are not limited in this context.

{80731 In block 502, routine 500 recetves, by a server 106 from an account apphication 136
executing on a computing device 102, a request to access a digital wallet 144, the request
comprising a cryptogram. In block 504, the server 106 may decrypt the cryptogram by
generating one or more diversified keys 120 based on the master key 114, the UDK 11%, and
a

counter 116. The server 106 may further verify the cryptogram, ¢.g., determine thata
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MAC generated by the server 106 matches a MAC n the decrypied cryptogram. In block
506, the server may generate an authonzation based on the successtul decryption and
verification. The authorization may generally indicate that the requested access to the digital
wallet 144 i3 to be permitted. In block 508, the server transmits the authorization to the
account application 136, The authorization may cause the account application 136 to permit
the requested access to the digital wallet 144, In some embodiments, however, the private
key 146 1s furiher required to access the digital wallet 144

[0074] Figurce 6 1Hustrates an embodunent of a logic flow, or routine, 600, The logic flow
600 may be representative of some or all of the operations executed by one or more
embodiments described herein. For example, the togic flow 600 may include some or all of
the operations 1o recover the private key for a digital wallet. Embodiments are not limited in
this context.

[0075] In block 602, routine 600 recetves, by a server 106 from an account apphication
136, a requost to reoover a private koy 146 for a digital wallet 144, The request may
comprise a crvpiogram gencrated by a contacticss card 104 based on key diversification
{c.g.. based on the master key 114, UDK 118, and ong or more diversified kevs 120). In
block 604, the server 106 may decrypt the cryptogram by generating one or more diversified
kevs 120 based on the master koy 114, the UDK 118, and a counter 116, The server 106
may further verify the cryptogram, ¢.g., determine that a MAC generated by the server 106
matches a MAC in the decrypted crvptogram.

{0076] In block 606, the server 106 may determine, based on the decryption and
verification, a unigue ID 112 of the contactless card 104 and a diversification factor 138
{c.g., a counter 116 and/or a PAN sequence 156} in the account database 128 In block 608,
the server 106 recreates the private key 146 based on the unigue 1D 112 the diversification
factor 158, and any salt 154, In some embodiments, the server 106 recreates the private key
146 based on the master key 114, the unique ID 112, the diversification factor 158, and any
salt 154, In some embodiments, the server 106 recreates the private keyv 146 based on the
UDK 118, the unique ID 112, the diversification factor 158, and any salt 154 In some
embodiments, the server 106 recreates the private key 146 based on the diversified key 120,
the unigue 1D 112, the diversification factor 158, and any salt 134, In block 618, the server
106 transmits the recreated private key 146 1o the account application 136 via a network.
j0077) FIG. 7A 1s a schematic 700 iHustrating an example configuration of a contacticss
card 104, which may include a pavment card, such as a oredit card. debit card. or gift card,

issued by a service provider as displayed as service provider indicia 707 on the front or back
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of the contactless card 104, In some examples, the contactless card 104 s not related to a
payment card, and may include, without limitation, an identification card. In some
examples, the transaction card may include a dual interface contactless payment card, a
rewards card, and so forth. The contactiess card 104 may include a substrate 704 which
may include a single laver or one or more laminated layvers compaosed of plastics, metals,
and other materials. Exemplary substrate materials include polyvinyl chlonide, polyvvinyl
chlornde acetate, acrvionitrile butadiene styrene, polycarbonate ) polyesters, anodized
titanium, palladium, gold, carbon, paper, and biodegradable materials. In some examples,
the contactiess card 104 may have physical characteristics comphant with the ID-1 format
of the ISOAEC 7816 standard, and the transaction card may otherwise be compliant with the
ISO/IEC 14443 standard. However, it is understood that the contactless card 104 according
to the present disclosure may have differcot characteristics, and the present disclosure does
not require a transaction card to be implemented 1n a payment card.

{8878] The contactless card 104 may also include identification information 706 displayoed
on the front and/or back of the card, and a contact pad 708. The contact pad 708 may
mclude one or more pads and be configured to establish contact with another chient device,
such as an ATM, a user device, smartphone, laptop, desktop, or tablet computer via
transaction cards. The contact pad may be designed in accordance with one or more
standards, such as ISO/EC 7816 standard, and enable communication 1n accordance with
the EMY protocol. The contactless card 104 may also include processing circuttry, antenna
and other components as will be further discussed in FI{z. 7B. These components may be
located behind the contact pad 703 or eisewhere on the substrate 704, e.g. within a dufferent
taycr of the substrate 704, and may clectrically and physically coupled with the contact pad
708. The contactless card 104 may also include a magnetic strip or tape, which may be
located on the back of the card (not shown in FIG. 7A). The contactiess card 104 may also
include a Near-Field Communication (NFC} device coupled with an antenna capable of
communicating via the NFU protocol. Embodiments are not imited in this manner.

[8079] Asillustrated in FIG. 7B, the contact pad 708 of contactiess card 104 may include
processing circuityy 710 for storing, processing. and communicating information, including
aprocessor 712, a memory 108, and one or more communications interface 124, It is
understood that the processing circuitry 710 may contamn additional components, including
processors, memories, error and parity/CRC checkers, data encoders, anticollision
algorithms, controlers, command decoders, security primitives and tamperproofing

hardware, as necessary to perform the functions described herein.
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{00808] The memory 108 may be a read~only memory, write-once read-multiple memory or
read/write memory, ¢.g., RAM, ROM, and EEPROM, and the contactless card 104 may
include one or more of these memories. A read-only memory may be factory programmable
as read-only or one-time programmable. One-time programmability provides the
opportunity to write once then read many times. A write once/read-multiple memory may be
programmed at a point in time afier the memory chip has left the factory. Once the memory
is programmed, i may not be rewriiten, bul i may be read many Gmes. A read/write
memory may be programumed and re-programed many times afier leaving the factory. A
read/write memory may also be read many times after leaving the factory. In some
mstances, the memory 108 may be encrypted memory utilizing an encryption algorithm
executed by the processor 712 to encrypted data.

{8081} The memory 108 may be configured to store one or more applet 110, one or more
counters 116, a umique 1D 112, the master key 114, the UDK 118, diversified key 120, and
the PAN scquence 156, The one or more applets 110 may comprisc onc or more softwars
applications configured to execute on one or more contactiess cards 104, such as a Java®
Card applet. However, 1 15 understood that applets 110 are not limited to Java Card applets,
and mstead may be any software application operable on contactiess cards or other devices
having limited memory. The one or more counters 116 may comprise a numeric counter
sufficient to store an integer. The unigue ID 112 may comprise a uniquc alphanumeric
identifier assigned to the contactless card 104, and the identifier may distinguish the
contactless card 104 from other contactiess cards 104, In some examples, the wnque 1D 112
may wdentify both a customer and an account assigned to that customer.

[0082] The processor 712 and memory clements of the foregoing exemplary embodiments
are described with reference to the contact pad 708, but the present disclosure is not himited
thereto. It is understood that these clements may be implemented outside of the contact pad
70% or entirely separate from it, or as further elements in addition 1o processor 712 and
memory 108 elements located within the contact pad 708,

[8083] In some examples, the contactless card 104 may comprise one or more antenna(s)
714. The one or more antenna{s) 714 may be placed within the contactless card 104 and
around the processing cireuitry 710 of the contact pad 708. For example, the one or more
antennaf{s) 714 may be mntegral with the processing cireuitry 710 and the one or more
antennaf{s) 714 may be used with an external booster cotl. As another example, the one or
more antenna{s) 714 may be external to the contact pad 708 and the processing circuttry

710,
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{0084] In an embodiment, the coil of contactiess card 104 may act as the secondary of an
air core transformer. The terminal may communicate with the contactiess card 104 by
cutting power or amplitade modulation. The contactless card 104 may infer the data
transmitted from the terminal using the gaps inn the power connection of the contactiess card
104, which mayv be functionally maistained through one or more capaciiors. The contactless
card 104 may communicate back by switching a load on the coil of the contactless card 104
or foad modulation. Load modalation may be detecled 1in the lerminal’s coil through
interference. More generally, using the antenvals) 714, processor 712, and/or the memory
108, the contactless card 104 provides a communications interface to communicate via
NF(C, Bluetooth, and/or Wi-Fi communications.

[00858]  As cxplained above, contactless card 104 may be built on a sofiware platform
operable on smart cards or other devices having himited memory, such as JavaCard, and one
or more or more applications or applets may be securely executed. Applet 110 may be added
to contacticss cards {o provide a ono-timce password (OTP) for multifactor authontication
{MFA} in various mobile application-bascd use cases. Applet 110 may be configured to
respond to one or more requesis, such as near ficld data exchange requests, from a reader,
such as a mobile NFC reader {(e.g., of a mobile computing device 102 or pomnt-of-sale
ternunal}, and produce an NDEF message that comprises a cryptographically secure QTP
encoded as an NDEF text tag. The NDEF message may nclude a crvptogram such as the
cryptogram 122 or cryptogram 208, and any other data.

[0086] Ome example of an NDEF OTP is an NDEF short-record favoot {(SR=1}. In such an
example, one or more applet 110 may be configured to encode the OTP as an NDEF type 4
well known type toxt tag. In some cxamples, NDEF mcssages may comprise one of morc
records. The applet |10 may be configured to add one or more static tag records in addition
to the OTP record.

ja087] 1o some examples, the one or more applet 110 may be configured to emulate an
RFiD tag. The RFID tag mav mclude one or morve polvmorphic tags. In some examples,
cach time the tag s read, different cryvptographic data is presented that may indicate the
authenticity of the contactless card. Based on the one or more applet 110, an NFC read of
the tag may be processed, the data may be transmitted to a server, such as a server of a
banking gystem, and the data may be validated at the server.

[B088]  In some examples, the contactless card 104 and server may include certain data
such that the card may be properdy identified. The contactiess card 104 may 1nclude one or

more unique identifiers {not pictured}. Each time a read operation takes place, the counter
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116 mayv be configured to mcrement. fo sonie examples, each time data from the contactless
card 104 15 read (e .g., by a mohile device), the counter 116 1s transmitted to the server for
validation and determines whether the counter 116 are equal {as part of the validation}to a
counter of the server.

10089] The one or more counter 116 may be configured to prevent a replay attack. For
example, if a crvptogram has been obtained and replayed, that cryptogram is imunediately
rejected if the counter 116 has been read or used or uvtherwise passed over. If the counler
116 has vot been used, it may be replayed. In some exampies, the counter that

is incremented on the contactless card 104 is different from the counter that 15 incremented
for transactions. The contactless card 104 is unable to determine the application transachion
counter 116 since there is no communication between applets 110 on the contactless card
104, In some examples, the contactless card 104 may comprise a first applet 440-1, which
may be a transaction applet, and a second applet 440-2. Fach applet 440-1 and 440-2 may
comprisc a respoctive countor 116,

{0090} In somc cxamples, the counter 116 may get out of syne. In some examples, to
account for accidental reads that inmiate transactions, such as reading at an angle, the
counter 116 may increment but the application does not process the counter 116, In some
examples, when the device 102 s woken up, NFC mav be cnabled and the computing device
102 may be configured to read avadable tags, but no action 1s taken responsive to the reads.
[88¢1] To keep the counter 116 1n sync, an application, such as a background application,
may be executed that would be configured to detect when the compuating device 102 wakes
up and synchronize with the server of a banking system ndicating that a read that occurred
due to detection to then move the counter 116 forward. In other cxamples, Hashed One
Time Password may be atilized such that a window of sus-synchronization may be
accepted. For example, if within a threshold of 10, the counter 116 may be configured to
move forward. But if within a different threshold number, for example within 10 or 600, a
reqguest for performing re-synchromzation may be processed which requests via one or more
applications that the user tap, gesture, or otherwise mdicate one or more times via the user’s
device. If the counter 116 increases in the appropriate sequence. then it possible to know
that the user has done so.

06921 The kev diversification technigue described herein with vefercuce to the counter
116, master key 114, UBK 118, and diversified key 120, 15 one example of encryption

and/or decryption a key diversification technique. This example key diversification



CA 03239475 2024-5-28

WO 2023/113986 PCT/US2022/050885

techoique should not be considered lumiting of the disclosure, as the disclosure is equally
applicable to other types of key diversification techniques.

{0993] During the creation process of the contactless card 104, two crvptographic keys
may be assigned uniquely per card. The cryptographic keys may comprise symmetric kevs
which may be used 1 both encryption and decryption of data. Triple DES (3DES) algorithm
may be used by EMV and 1t 1s implemented by hardware in the contactless card 104, By
using the key diversification process, one or more keys may be dernved from a masier key
based upon uniguely identifiable 1nformation for cach entity that requires a koy.

[0094] In some examples, to overcome deficiencies of 3DES algorithms, which may be
susceptible to valnerabilities, a session key may be dernived {such as a wmgue key per
session} but rather than using the master key, the unique card-derived keys {e.g.. the UDKs
118} and the counter may be used as diversification data. For example, cach time the
contactless card 104 1s used i operation, a different kev may be used for creating the
mossage authontication code (MACQC) and for performing the cncryption. This results in a
triple layer of cryptography. The session keys may be generated by the one or more applets
and derived by using the application transaction counder with one or more algorithms {as
defined in EMV 4.3 Book 2 A1.3.1 Common Session Key Derntvation).

160958]  Further, the increment for cach card may be unique, and assigned either by
persenalization, or algorithmically assigned by some wdentifying information. For

example, odd numbered cards may increment by 2 and even numbered cards may increment
by 3. In some examples, the increment may also vary in sequential reads, such that one card
may wncrement 1o sequence by |, 3.5, 2, 2, ... repeating. The spectfic seqguence or
algorithmic scguence may be defined at personalization time, or from onc or more
processes derived from unique wdentificrs. This can make it harder for a replay attacker to
generalize from a small number of card instances.

j4096] The authentication message may be delivered as the content of a text NDEF record
i hexadecimal ASCH format. In another example, the NDEF record mayv be encoded n
hexadecimal format.

{90971 FIG. 8 itllustrates an NDEF short-record lavout (S8R=1) data structure 800 according
to an example embodiment. One or more applets 110 may be configured to encode an QTP
as an MDEF type 4 well known type text tag. In some examoples, NDEF messages may
comprise one or more records. The applets may be configured o add one or more siatic tag
records in addition to the UTP record. Exemplary tags include, without himitation, Tag type:

well known type, text, encoding English {en); Applet ID: D2760000850101; Capabilities:
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read-ondv access; Encoding: the authentication message mayv be encoded as ASCIHI hex;
type-length-value (TLV)} data may be provided as a personalization parameter that may be
used to generate the NDEF message. In an embodiment, the authentication template may
comprise the first record, with a well-known index for providing the actual dyeamic
authentication data. The data structure 800 may include a cryptogram such as cryptogram
122 or cryptogram 208, and any other data provided by the applet 110,

[0098] FIG. 9 depicts a schematic of an exemplary sysicm 900, consistent with disclosed
cmbodiments. The system 900 may corprise systems with access to blockchain 996 over
network 902,

jO899] The system 900 can generate a non-reputable record of inferactions vsing the
blockchain 906, Furthermore, the blockchain 906 can be distributed across a plurality of
computing systems, encouraging trust in the validity of the records stored in the blockchain
206. In this manner, the disclosed systems provide an mnovative technical solution to at
Icast the above-moentioncd technical probloms with conventional svatems.

{0100] Usecr system(s) 904 may include the computing device 102, User system(s) 904 may
be configured to process transactions using the digital wallet 144, consistent with disclosed
embodiments. User system 904 may comprise a computing device, such as a server,

workstation, desktop, or mobile device {e g, laptop, tablet. phablet, smartphone,

smartwatch, or sinular mobile computing device). As described below with respect to
Figure 12, user svstemn 904 may be configured with a display and input/output interfaces.
User system 204 may be configured to mmteract with a aser (not shown} using the display
and mput/output mterfaces.

[0191] Merber system 9028 may be configured to process transactions, consistent with
disciosed embodiments. Member system 908 may include one or more computing devices,
such as servers, workstations, deskiop computers, or special-purpose computing devices.
Member system 908 may be standalone, or it may be part of a subsysten, which mayv be part
of a larger system. For example, member svstem Y08 may be associated with a commercial
mstitution. Member system 908 may include distributed servers that are remotely located
and communicate with other svetems of the financial institution over a public network, or
over a dedicated privaie network,

[0162] Member system 808 may be configured to receive a request to process a transaction
using cryptocarrency of a digital wallet 144 In some embodiments, member system S08

may be configured (o receive the request from ancther element of the system 900, such as

Y]
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another member system 908 and/or a user system 904, Member system 908 mayv be
configured to mteract with blockchain 906 to process the transaction request.

{01631 Member systern 808 may be configured to store messages in blockchain 906,
consistent with disclosed embodiments. In some aspects, member svstem 908 may be
configured to add blocks containing the messages to blockchain 906, In vanious aspects,
member system 908 may be configured to provide the messages to an authorized system.
The authorized sysiem may be configured (o add blocks contamning the messages to
blockchain 906. As described below with regards to FiG. 10, the mossages may comprise
transaction records.

j0184] Blockchain 906 may comprise a distribuoted data structare, consistent with disclosed
embodiments. Blockehain 906 may be a private bloeckchain, For example. authorized
systems may store copics of blockchain 906, These authorized systems may be configured
to add blocks to blockchain 906 and publish the blocks to other authorized systems.
Authorized systoms may be configured to roecive messages from othor aystoms for
publication in blockchain 906. These other systems may bave read-only access to
blockchain 906, In some ecmbodiments, one or more member systems 908 are authorized
aystems. In some embodiments, one or more user systems 204 are authorized systems. As
described 1n detail with respect to Figure 9, blockchain 906 may be configured to store
messages from member systems, the messages including transactions.

[0165] Network 902 may be configured to provide communications between components
of FIG. 9. For example, network 902 may be any type of network (including mfrastructore}
that provides communications, exchanges wformation, and/or facilitates the exchange of
mformation, such as the Intemet, a Local Arca MNetwork, or other sustable conncction(s) that
cnables authentication system 900 to send and receive information between the components
of authentication system 900,

{01a6] FIG. 10 depicts a togical model 1000 of an exemplary blockchain 906, consistent
with disclosed emboduments. Blockchain 906 may comprise many such blockchains
maintained by many different systems {¢.g., member systems 908, or other systems}. Such
exemplary blockchaing mayv comprise blocks, such ag block 1006a through block 1006d.
Blocks may include messages, such as message 1008a through message 10608d. Geunerally,
blocks may include a header, such as headers 1002a through 10024, which uniguely
identifies each block. The headers 1002a through 1002d may include a hash value
generated by a hash function. A hash function ts any function that cap be used to map input

data of arbitrary size 1o a hash value of a fixed size. For example, a header may include at
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lcast one of the previous block's hash value, a hash value gencrated based on any messages
n the block (e g, a Merkle root}, and a timestamp. Consistent with disclosed embodiments,
system 900 may require that blocks added to blockchain 906 satisfv at least one of a proof-
of-work condition and a digital signature condition. For example, the headers 1002a
through 10024 may include a nonce chosen to cusure the header satisfies the proof-of-work
condition 1004a through 1004d. As a non-limiting example, the proof-of-work condition
10044 through 1004d may require the hash of the header fall within a predelermined range
of values. As an additional example, the header may be digitally signed with a
cryptographic key {¢.g., a private kev 146) of an authorized system, and the digital signature
may be included in the header This digital signature may be verified using a key available
to the members of system 900,

{86167} FIG. 11 depicts a logical model 1100 of a message 1008b stored in a blockchain

{c g, an clement of blockchain 906}, consistent with disclosed embodiments. In some
cmbodimeoents, message 1008b mayv comprise index information 1102, In cortain aspects,
mdex information 1102 may comprise information identifying a user. For example, index
mformation 1102 may be at least one of a full name, cmail address, phone number, or other
non~-sensitive personal information of the user. In various aspecis, index information 1102
may include one or more references to earlier blocks in the private blockchain. For
example. index information 1102 may include one or more references to one or more carlier
blocks associated with the same user. A reference may include, as a non-hmiting example,
a hash of a preceding block in the blockchain associated with the same user. In some
aspocts, index information 1102 may be cbfuscated or encrypted according to methods
konown to onc of skill in the art. For example, index tnformation 1102 may be cnerypied
with a cryptographic key, such as the private key 146, As an additional example, index
information 1102 may comprise a hash of the at least one of a full name, email address,
phone number, or other non-sensitive personal information of the user.

10168] Message 1008b mayv comprise additional information 1104, consistent with
disciosed embodiments. The additional information 1104 may include transaction details,
e.g . an amount of cryptocurrency being transferred from one digital wallet 144 to another
digital wallet 144. In various aspects, additional information 1104 may be obfuscated or
encrypted according to methods known to one of skill in the art. For example, root system
information 104 may be encrypted with a eryptographic key such as the private key 146.
j0109] Message 10080 may comprise authentication record 1106, consistent with disclosed

embodiments. In some aspects, authentication record 1106 may comprise information

e
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cnabling subsequent auditing of transactions. For example, authentication record 1106 may
wdentify at least one of member system 908, a commercial institution associated with
member system 908, a purpose of the authentication record 1106 (2.2, transaction details).
In some aspects, authentication record 1106 may be obfuscated or encrypted according to
methods known to one of skill in the art. For example, authentication record 1106 may be
encrypted with a cryptographic key, such as the private key 146,

[0110] Cryplographic keys such as the private kevs 146 may be used Lo encrypt elements
of messages in blocks, consisient with disclosed embodiments. In some aspects, such
cryptographic kevs mav be associated with members of authentication svstem 900 (e.g.,
member system 908}, In varions aspects, at least some of the crypiographic keys may be
associated with authorized systems. Corresponding cryptographic kevs such as the public
keys 148 mayv be available to decrypt the encryvpted message elements, consistent with
disciosed embodiments. For example, when an element of a message in a block 1s
cnervptod with a symmetric koy, the same symmeoetrie key may be available for deerypting
the encrypted element. As another example, when an element of a message in a block is
encrypted with a private key 146, a corresponding public key 148 may be available for
decrypting the encrypted clement. In some aspects, the corresponding crypiographic keys
may be available to members of authentication system {e.g., member systems 9083},

{0111} FIG. 12 iHustrates an embodiment of an exemplary computer architecture 1200
suitable for implementing various embodiments as previously described. In one
embodiment, the computer architecture 1200 may mclade or be implemented as part of
computing architecture 100,

[0112] As uscd in this application, the tocrms “systeot” and “component” are intcnded to
refer to a computer-related entity, either hardware, a combination of hardware and software,
software, or software in execution, examples of which are provided by the exemplary
computing computer architecture 1200, For exampie. a component can be, but 15 not Hoited
1o being, a process running on a processor, a processor, a hard disk drive, multiple storage
drives {of optical and/or magnetic storage medium ), an object, an exccutable, a thread of
execution, a program, and/or a computer. By way of illustration, both an application ranning
ou a server and the server can be a component. One or more componenis can resude within a
process and/or thread of execution, and a component can be localized on one computer
and/or distributed between two or more computers. Further, components may be
communicatively coupled to cach other by vanious typos of communications media to

coordinate operations. The coordination may involve the uni-directional or bi-directional
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cxchange of information. For instance, the components mav comamunicate information in the
form of signals communicated over the communications media. The information can be
mmplemented as signals allocated fo various signal lines. In such allocations, each message
ig a signal. Further embodiments, however, may alternatively employ data messages. Such
data messages may be sent across various connections. Exemplary connections include
parallel interfaces, serial interfaces, and bus interfaces.

{0113} The computer architecture 1200 ncludes various common computing clements,
such a5 oue OF MOre PrOCeSsOTrs, MUW-COTe PIrOCeSSOTs, CO-PFOCOISOTS, MEMOry Units,
chipsets, controllers, peripherals, miterfaces, oscillators, tinung devices, video cards, audio
cards, multimedia mput/output {I/0} componenis, power supplies, and so forth. The
embodiments, however, are not himited to implementation by the computing computer
architecture 1200,

[0114] As shown in FIG. 12 the computer architecture 1200 mcludes a computer 1212
comprising a processor 1202, a system momory 1204 and a systom bus 1206, The procossor
1202 can be any of various commercially available processors. The computer 1212 may be
representative of the computing device 102 and/or the server 106,

[0115] The system bus 1206 provides an interface for system components including, but
not hinmited fo, the system memory 1204 to the processor 1202 The system bus 1286 can be
any of several tvpes of bus structure that may further interconnect to a memory bus (with or
without a memory controller), a peripheral bus, and a local bus using any of a variety of
commercially avaitable bus architectures. Interface adapters may connect to the system buos
1206 via slot architecture. Example slot architectures may include without limitation
Accelicrated Graphics Port {AGP), Card Bus, (Extendced) Industry Standard Architccture
((EMISA), Micro Channel Architecture {(MCA), NuBus, Peripheral Component Interconnect
{Extended) (PCI{X}), PCT Express, Personal Computer Memory Card International
Association {PCMCIA}, and the like.

10116] The computer archutecture 1200 may include or mmplement various articles of
manefacture. An article of manufacture may inclede a computer-readable storage medium to
store logic. Examples of a computer-readable storage medium may include any tangible
media capable of storing electronic data, 1ncluding velatile memory or non-volatide memory,
removable or non-removable memory, erasable or non-erasable memory, writeable or re-
writcable memory, and so torth. Examples of logic may mclade executable computer
program iastructions implemented using any suitable type of code, such as source code,

compiled code, mterpreted code, exccutable code, siatic code, dvnamic code, object-
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oriernted code, visual code, and the like. Embodiments mav also be at least partly
mplemented as mmstructions contamned in or on a non-transitory computer-readable medium,
which may be read and executed by one or more processors to enable performance of the
operations described herein.

{8117} The system memory 1204 may include various types of computer-readable storage
media in the form of one or more higher speed memory units, such as read-only memory
{ROM), random-access memory (RAM), dvnamic RAM (DRAM), Double-Data-Rate
DRAM {DDRAM), synchronous DRAM {SDRAM), static RAM (SRAM), programmable
ROM (PROM), erasable programmable ROM (EPROM), electrically erasable
programmable ROM (EEPROM), flash memory, polymer memory sach as ferroelectric
polvmer memory, ovonie memeory, phase change or ferroclectrie memory. stlicon-oxide-
nitride-oxide-~-silicon (SONOS}) memory, magnetic or optical cards, an array of devices such
as Redundant Array of Independent Disks (RATID} drives, solid state memory devices {e.g,
USE momory, solid state drives (SSD and any othor tvpe of storage modia suitable for
storing information. In the illustrated embodiment shown in FIG. 12, the system memory
1204 can include non-volatile 1208 and/or volatile 1210, A basic input/output svstem
{BIOS) can be stored in the non-~volatile 1208,

10118) The computer 1212 may include various types of computer-readable storage media
i the form of one or more lower speed memory units, including an intomal (or external)
hard disk drive 1214, a magnetic disk drive 1216 to read from or write to a removable
magnetic disk 1218, and an optical disk drive 1220 to read from or write 1o a removable
optical disk 1222 {c.g.. a CD-ROM or BVD)} The hard disk drive 1214, magnetic disk drive
1216 and opucal disk drive 1220 can be conuected to the system bus 1206 by an HDD
interface 1224, and FDD interface 1226 and an optical disk drive interface 1228,
respectively. The HDD interface 1224 for external drive implementations can include at
fcast one or both of Universal Serial Bus (USB) and IEEE 1394 interface technologies.
180119] The drives and associated computer-readable media provide volatile and/or
nonvolatile storage of data, data structures, computer-executable instructions, and so forth.
For example, a number of program modules can be stored 1n the drives and non-volatile
1208, and volatile 1210, ncluding an operating systern 1230, one or more applications
1232, other program modules 1234, and program data 1236, In one embodiment, the one or
more applications 1232, other program modules 1234, and program data 1236 can imclude,

for example, the variocus applications and/or components of the system [00.
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[31268] A user can enter commands and information into the computer 1212 through one or
more wire/wireless input devices, for example, a kevboard 1238 and a pomting device, such
as a mouse 1240, Other input devices may inchude microphones, infra-red (IR} remote
controls, radio-frequency (RF) remote controls, game pads, stylus peus, card readers,
dongles, finger print readers, gloves, graphics tablets, jovsticks, kevboards, retina readers,
touch screens {o.g., capacitive, resistive, otc.}, trackballs, track pads, sensors, styvluses, and
the ke, These and other mput devices are often connected (o the processor 1202 through an
input device interface 12472 that is coupled 1o the system bus 1206 but can be connected by
other interfaces such as a parallel port, IEEE 1394 serial port, a game port, a USB port, an
IR mterface, and so forth.

0121) A monitor 1244 or other type of display device 1s also connected to the system bus
1206 via an mterface, such as a video adapter 1246, The monitor 1244 may be internal or
external to the computer 1212, In addition to the monitor 1244, a computer typically
inclades othor periphoral output dovices, such as spoakera, printors, and 50 forth,

{0122} The computer 1212 may operate in a networked environment using logical
connections via wire and/or wircless communications 10 OnE OF MOTS reMois cCompuiers,
such as a remote computer(s) 1248 The remote computer{s) 1248 can be a workstation, a
server computer, a router, a personal computer, portable computer, microprocessor-based
entertainment appliance, a pecr device or other common network node, and typically
ncludes many or all the elements described relative to the computer 1212, although, for
purposes of brevity, only a memory and/or storage device 1250 1s ilustrated. The logical
conngctions depicted melude wire/wireless connectivity to a local area network 252 and/or
larger notworks, for cxample, a wide arca network 1254, Such LAN and WAN nctworking
environments are commonplace in offices and companies, and facilitate enterprise~wide
computer networks, such as intranets, all of which may connect to a global communications
network, for example, the Internet.

10123] When used 1n a local area network 1252 networking environment, the computer
1212 1s connected to the local arca network 1252 through a wire and/or wireless
communication network interface or network adapter 1256, The network adapter 1256 can

facilitate wire and/or wireless communications to the local arca network 1252, which may

also include a wireless access point disposed thereon for communicating with the wireless

functionality of the network adapter 1256,
{0124] When used in a wide area network 1254 networking envirooment, the computer

1212 can include a modern 1238, or is connecied 1o a communications server on the wide
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arca network 1254 or has other meauns for establishing communications over the wide arca
network 1254, such as by way of the Internet. The modem 1258, which can be intemal or
external and a wire and/or wirelegs device, connects to the system bus 1206 via the input
device interface 1242, In a networked environment, program modules depicted relative to
the computer 1212, or portions thereof, can be stored in the remote memory and/or storage
device 1230. It will be appreciated that the network connections shown are exemplary and
other means of establishing a communications link between the compuiers can be used.
{9125} The computer 12172 is operable to communicate with wire and wireless devices ot
entities using the IEEE 802 family of standards, such as wireless devices operatively
disposed i wireless conmmunication {e.g., IEEE 802 11 over-the-air modulation
technigues). This includes at least Wi-Fi {or Wircless Fidehity), WiMax, and Bluetooth™
wircless technologics, among others. Thus, the communication can be a predefined structure
as with a conventional network or simply an ad hoc communication between at least two
dovicos, Wi-Fi nctworks use radio toechnologics called IEEE 802 11 {a. b, g, 1, ac, ax, ¢to.)
to provide secure, reliable, fast wircless connectivity. A Wi-Fi network can be used to
conngct computers to cach other, to the Touternct, and to wire networks (which use IEEE
802 3-related media and functions).

10126] The varnious clements of the devices as previcusly described with reference 1o
FIGS. 1A-12 may melude various hardware clements, software elomients, or a combmation
of both. Examples of hardware elements may include devices, logic devices, components,
PrOCESsors, MICTOPTOCessors, circuits, processors, circait elements (e g, transistors,
resistors, capacitors, inductors, and so forth). integrated circutts, application specific
mtcgratcd circuits (ASIC), programmable logic deviees (PLD), digital signal processors
(DSP), ficld programmable gate array (FPGA)}, memory units, logic gates, registers,
semiconductor device, chips, microchips, chip sets, and so forth. Examples of software
clements may include software components, programs, applications, compuior programs,
application programs, system programs, software development programs, machine
programs, operating svstem software, middleware, firmware, software modules, routines,
subroutines, functions, methods, procedures, software mnterfaces, application program
micrfaces {APL). instruction sets, computing code, computer code, code segments, computer
code segments, words, values, svmbols, or any combination thereof. However, determining
whether an embodiment is implemented vsing hardware elements and/or software elements
may vary in accordance with any numaber of factors, such as desired computational rate,

power tevels, beat tolerances, processing cvele budget, input data rates, output data raies,
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memory resources, data bus speeds and other design or performpance constraints, as desired
for a given implementation.

{#127] One or more aspects of at least one embodiment may be implemented by
representative instructions stored on a machine-readable medium which represents various
fogic within the processor, which when read by a maching causes the maching to tabricate
logic to perform the technigues described herein. Such representations, known as “IP cores”
may be stored on a tangible, machine readable medium and supplied to various customers or
manufacturing facilities to load into the fabrication machines that make the logic or
processor. Some embodiments may be vnplemented, for example, using a machine-readable
medium or article which may store an mstruction or a set of mstructions that, if executed by
a machine. may cause the machine to perform a method and/or operations in accordance
with the embodumnents. Such a machine may include, for exampie, any suitable processing
platform, computing platform, computing device, processing device, computing system,
procossing systom, computer, processor, or the ke, and may be implomented using any
suitable combipnation of hardware and/or software. The machins-readable medium or article
may include, for example, any suitable type of memory unit, memory device, memory
article, memory mediuwm, storage device, storage arficle, storage medium and/or storage
unit, for example, memory. removable or non-removable media, erasable or non-erasable
media, writeable or re-writcable media, digital or analog media, hard disk, floppy disk,
Compact Disk Read Only Memory (CD-ROM), Compact Disk Recordable (CB-R),
Compact Disk Rewnteable (CD-RW), optical disk, magnetic media, magneto-optical media,
removable memory cards or disks, various types of Digital Versatile Disk (DVD), a tape, a
cassctic, or the Iike. The iustructions may include any suitable tvpe of code, such as source
code, compiled code, interpreted code, executable code, static code, dynamic code,
encrypted code, and the like, implemented using any suitable high-level, low-level, object-
oriented, visual, compiled and/or interpreted programming language.

18128] The components and features of the devices described above may be implemented
using any combination of discrete circuitry, application specific integrated circuits {ASICs)},
logic gates and/or single chip architectures. Further, the features of the devices may be
mmplemented using microcontrollers, programmable logic arrays and/or nucroprocessors ot
any combination of the foregoing where suitably appropnate. 1t 18 noted that hardware,
firmware and/or software clements may be collectively or individually referred to herein as

“logic” or “gircuit.”
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{01251 1t will be appreciated that the exemplary devices shown in the block diagrams
described above may represent one functionally descriptive example of many potential
implementations. Accordingly, division, omission or inclusion of block funciions depicted
it the accompanying figures does not infer that the hardware components, circuits, software
and/or eleraents for vuplementing these functions would be necessanly be divided, omitted,
or mcluded 1o embodiments.

{0130} Al least one computer-readable storage medivm may include mnstructions that, when
oexecuted, cause a system to perform any of the computer-unplemented methods described
herein.

[#131] Some embodimenis may be described using the expression “one embodiment” or
“an embodiment” along with their derivatives. These torms mean that a particular feature,
structure, or characteristic described in connection with the embodiment is included in at
least one embodiment. The appearances of the phrase “mn one embodiment” in various
places in the specification are not nocessartly all reforring to the samce embodiment.
Morecover, unless otherwise noted the features described above are recognized to be usable
together in any combination. Thus, any features discussed separately may be ermaploved in
combination with cach other unless it is noted that the features are incompatible with each
ather.

[0132] 1t 1s emphasized that the Abstract of the Disclosure 1s provided to allow a reader to
guickly ascertain the nature of the technical disclosure. It is submitied with the
pnderstanding that it will not be used to mterpret or Hont the scope or meaning of the
clamms. In addition, in the foregoing Detailed Description. it can be seen that various
featurcs arc grouped together in a single cmbodiment for the purpose of streamlining the
disciosure. This method of disclosure 15 not to be interpreted as reflecting an intention that
the claimed embodiments require morg features than are expressly recited in sach claim.
Rather, as the following claims retlect, inventive subject matter lies in less than all features
of a single disclosed embodiment. Thus the following claims are hereby mcorporated wnio
the Detailed Description, with cach ¢laim standing on its own as a separate embodiment. In
the appended claims. the terms "including® and "in which” are used as the plain-English
equivalents of the respective terms "comprising” and "wherein,"” respectively. Moreover, the
terms "first,” "second,” "third,” and so forth, are used merely as labels, and are not intended
to impose numerical requirements on their objects.

{0133] What has boen described above includes examples of the disclosed architesture. It

is, of course, not possible to describe every conceivable combination of components and/or
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methodologies, but one of ordinary skill i the art may recognize that many further
combinations and permutations are possible. Accordingly, the novel archutecture 1s intended
to embrace all such alterations, modifications and variations that fall within the spirit and
scope of the appended claims.

10134] The toregoing description of example embaodiments has boon presented for the
purposes of illustration and description. It s not intended to be exhaustive or to limit the
present disclosure to the precise forms disclosed. Many modifications and varnations are
possible 1o hight of this disclosure. It 15 ntended that the scope of the present disclosure be
limited not by this detailed description, but rather by the claims appended hereto. Future
filed applications claiming priority to this apphication may claim the disclosed subject
matter i a different manner, and may generally include any set of one or more limitations

as variously disclosed or otherwise demonstrated herein.
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CLAIMS

What 15 claimed 13
1. A method, comprising:

receiving, by a server from an application, a request to recover a private key fora
digital wallet, the request comprising a first crvptogram generated by a contactless card;

decrvpting, by the server, the first cryptogram based oun a key for the contactiess
card;

determining, by the server based on the decrvption, a unuque dentifier of the
contactless card and a diversification factor associated with the digital wallet;

generating, by the server based on the unique identifier and the diversification factor,
the private kevy: and

transmitting, by the server to the application via a network, the private key.
2. The method of claim 1, wherein the diversification factor comprises an application
primary account number (PAN) scquence number of the contactiess card.
3. The method of claim 1. wherein the diversification factor comprises an application
transaction counter (ATC) of the contactless card.
4. The method of claim 1, further comprising prior to receiving the request

receiving, by the server from the application, a second cryptogram generated by the
contactless card:

decrypting, by the server, the second cryptogram;

generating the private key by the server based on the decryption of the second
cryptogran,

gcnerating, by the scrver, a public key based on the private key and a wallet address
for the digital wallet based on the public key; and

transmitiing, by the server to the application, the private key, the public key, and the
wallet address.
5. The method of claim 4, wherein the unique wdentifier of the contactless card and the
diversification factor are determined based on the wallet address of the digital wallet.
6. The method of claim 5, further comprising generating the wallet address of the digital
wallet based on the decryption of the first eryptogrant.
7. The method of claim 1, wherein the server further determines a salt value associated with
the digital wallet, wherein the server further generates the private key based on the salt
value, the method further comprising:

accessing, by the application based on the private key, the digital wallet.
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&. A non-transitory compuicr-readable storage medium, the computer-readable storage
medium including instructions that when executed by a processor, cause the processor to:

receive, from an application, a request to recover a private key for a digital wallet,
the request comprising a first crvptogram generated by a contactless card;

decrypt the first cryptogram based on a kev for the contactless card;

determine, based on the decrvption, a unigque wdentifier of the contactless card and a
diversification factor associated with the digital wallet,

generate, based on the unique wdentifier and the diversification factor, the private
key; and

transmit the private key to the application via a network.
9. The computer-readable storage medium of claim 8, wherein the diversification factor
comprises an application primary account number (PAN) sequence number of the
contactless card.
10. The computer-readable storage modiom of claim 8, wherein the diversification factor
comprises an application transaction counter (ATC) of the contactless card.
11, The computer-readable storage medivm of claim 8, whercin the 1ustructicns further
cause the processor to, prior 1o receiving the request:

receive, from the application, a second cryptogram gencrated by the contactless card;

decrvpt the second crvptogram;

cenerate the private key based on the decryption of the second cryptogram;

generate a public key based on the private kev and a wallet address for the digital
wallet based on the public key; and

transmit, to the application, the private key, the public key, and the wallet address.
12. The computer~readable storage medium of claun 11, wherein the unigque identificr of the
contactless card and the diversification factor are determined based on the wallet address of
the digital wallet.
13. The computer-readable storage medium of claim 12, wherein the instructions further
configure the computer to gencrate the wallet address of the digital wallet based on the
decryption of the first cryptogram.
14. The computer-readable storage medium of ¢claimm &, wherein the processor further
determines a salt value associated with the digital wallet, wheremn the processor further
generates the private key based on the salt value.
15, A computing apparatus comprising:

a processor; and
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a memory storing nstructions that, when executed by the processor, cause the
Processor 1o:
receive, from an application, a request to recover a private kev for a digital
wallet, the request comprising a first cryptogram gegnerated by a contactiess card;
decrypt the first cryptogram based on a kev for the contactless card;
determine, based on the decryption, a unique identifier of the contactless card
and g diversification factor associated with the digital wallet;
geunerate, based on the unique wdentifier and the diversification factor, the
private kevy; and
transmit the private key to the application via a network.
16. The computing apparatus of claim 13, wherein the diversification factor comprises an
application primary account numaber (PAN) sequence numiber of the contactless card.
17. The computing apparatus of claim 15, wheren the diversification factor comprises an
application transaction countor (ATC) of the contactloss card.
18. The computing apparatus of claim 15, wherein the instructions further configure the
apparatus to prior to receiving the request:
recetve, from the application, a second cryptogram gencrated by the contactless card;
decrypt the second cryptogram;
zenerate the private key based on the decryption of the second cryptogram:
generate a public key based on the private key and a wallet address for the digital
wallet based on the public key; and
transmit, to the application, the private key, the public key, and the wallet address.
19, The computing apparatus of claimm 18, wherein the uniguce identifier of the contacticss
card and the diversification factor are deternuned based on the wallet address of the digital
wallet, wherein the instructions further configure the processor to generate the wallet
address of the digital wallet based on the decrvption of the first cryptogram.
20. The computing apparatus of claim 15, wheremn the processor further determines a salt
vaiue associated with the digital wallet, wherein the processor further generates the private

key based on the salt value.
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